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Company Profile

Cybernetic Global Intelligence is an IAF Accredited ISO 27001 Certified,
PCl DSS QSA, Global Cyber Security firm. We help companies protect
their data and minimize their vulnerability to cyber threats through a range
of services such as Cyber Security Audits, Statement on Standards for
Attestation Engagement (SSAE 18), Penetration Testing, Managed
Security Services, Web Application Security, PCl DSS QSA, ISO 27001,
APRA's New Cyber Security Standards CPS 234, Essential Eight, Privacy
Act 1988, NIST CSF and many more. Our services are carried out by
certified cyber security specialists who have made protecting companies
from cybercrime their key mission

We are an emerging and quickly growing company with an exceptional

Our head office is located in the heart of Brisbane's CBD, with offices in advantage: our security experts are not only employees; they hold & stake

Sydney, Melbourne and Wellington New Zealand, yet also having a global in the business. This provides us with committed and empowered

presence with clients spanning the Asian-Pacific region, Europe, USA, employees who are constantly acquiring new qualifications and striving to
Middle East, PNG and of course Australia and New Zealand. Our services

are carried out by certified cyber security specialists who have made
protecting companies from cybercrime their key mission. standards such as the ISO 27001, ISO 22301, OWASP, OSSTMM and

ITIL to create a process-based approach when delivering our expert

stay at the forefront of cyber security. Furthermore, we follow industry

services to ensure every service we provide is of the highest quality.
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Run Your Business. We'll Protect It Our Mission

Our Mantrais Our Core Belief. We believe that companies
should be able to operate in a safe and secure environment e Educate our customers and the global community on safety in the

where innovation is heralded, and privacy is protected. Our digital space and promote actions leading to public awareness
services allow companies to do what they do best without the

added pressure of cyber threats. So run your business and let

us protect it.
P e Protect our customers’ networks and systems with meticulous diligence,

utilizing state of the art practices and technologies.

A

secure environment.

.. - % o Promote innovation and enable our customers to function in a safe and

o Provide all organizations with tailored and cost-effective protection,
regardless of their industry or size. Because everyone deserves to work

in a safe digital environment, unhindered by cyber threats.
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Our Vision

To shape a safer, more resilient digital
world by empowering governments,
critical infrastructure, and organisations to
manage cyber risk with confidence,
strengthen resilience, and enable secure
innovation. We aspire to be the trusted
global partner in cybersecurity advisory,
helping organisations protect what matters
most while building a secure and trusted
digital economy.

Acknowledgement

We acknowledge the Traditional Owners of
the lands across Australia. We recognise
and respect Aboriginal and Torres Strait
Islander peoples and their unique position In
Australian culture and history, and pay our
respects to their Elders past, present, and
future. We recognize their continuing
connection to land, waters, and culture.
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Modern Slavery Policy

Our organization is committed to preventing modern slavery and human
trafficking in our operations and supply chains. We have implemented a
comprehensive modern slavery policy that includes risk assessment, due
diligence procedures, and regular monitoring. We provide training to our
employees and work closely with our suppliers to ensure adherence to ethical
practices

Domestic Violence Policy

Our organization is committed to providing a safe and supportive work
environment for all employees. We recognize the impact of domestic violence
and offer comprehensive support measures, including paid leave, flexible work
arrangements, and access to counselling services. Our policy ensures
confidentiality and provides clear reporting mechanisms. We also conduct
regular training and awareness programs for our employees and management.
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Environmental Policy

Our organization is committed to environmental sustainability and minimizing our ecological footprint. We have
implemented a comprehensive environmental policy that includes regular assessments of our environmental impact,
sustainable practices across our operations, and strict compliance with all relevant environmental laws and
regulations. We have set ambitious goals for reducing waste, conserving resources, and improving energy efficiency.
We also engage our employees through training programs and raise awareness about environmentally responsible
practices.

Equal Opportunity Employer Statement

Our organization is committed to being an equal opportunity employer. We provide equal employment opportunities to
all employees and applicants without regard to race, colour, religion, gender, sexual orientation, age, disability, or any
other protected characteristic. We strive to create a diverse and inclusive workplace where all employees feel valued
and supported. We comply with all relevant equal employment opportunity laws and promote a culture of fairness and
respect.

© Cybernetic Global Intelligence & www.cyberneticgi.com
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(CSR)

Key Areas of Focus

Our organization is deeply committed to Corporate Social Responsibility Environmental Sustainability: We implement eco-friendly practices,
(CSR), integrating ethical practices into our business operations, and

contributing positively to society. CSR is a core component of our
corporate philosophy, guiding our efforts to create a sustainable and
equitable future.

reduce waste, and invest in renewable energy projects.

Social Impact and Community Engagement: We support local
communities through volunteer programs, educational initiatives, and
charitable contributions.

Ethical Business Practices: We adhere to the highest ethical
standards, ensuring transparency and integrity in all our business
dealings.

Employee Well-being & Development: We prioritize the health, safety, and
professional growth of our employees through comprehensive wellness
programs & continuous learning opportunities.

Diversity & Inclusion: We foster a diverse and inclusive workplace,
promoting equal opportunities for all employees.

© Cybernetic Global Intelligence & www.cyberneticgi.com
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Cybernetic Global Intelligence Story

First international project — Dubai Stock
exchange. Empanelled as security
auditor with NSW & QLD Governments.

FPrasented at Blackhat.

2014

Opened Sydney and
Melbourne offices as APAC
engagements accelerate.

A trusted security partner
across 10+ countries — and
growing.

Accredited as a PCl| D55 QSA company
and IS0 27001 certified. PCl compliance
audit for a major PNG bank; security
audit for PNG's largest telecom.

2020

T
Operations commence from
Brisbane; company website and

cyber-security marketing
strategy launched.

2019 2021

Cpened offices in New
Zealand and India — servicing
security partners across PNG

& APAL,

Middle East telecom-security

engagements with two major

carriers; further wins across
Australia, NZ & PNG.

Appointed a Singapore
business parther servicing
major corporate organisations
across the region.

& www.cyberneticgi.com
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Strategy & Governance

Compliance Standards: SO 27001,
SWIFT, NESA, HIPAA, SSAE18 (S0C1 And
SOC2)

+ PCI-DSS QSA and SAQ audits
APRA CPS 234
» ACSC Essential Eight
Protective Security Policy Framework (PSPF)
ASD ISM Framework
MNIST CSF Maturity Assessment
« IT Audit
Policy and procedures
Fisk Assessment

Third Party Risk Assessment

Service Portfolio

Assessment

Vulnerability Assessment

Penetration Testing

Web Application Penetration Testing
Mobile And Thick Application Assesament
Secure Source Code Review

Red Team Assessment

Security Configuration Review

Security Architecture Review

ICS assessment

Approved Scanning Vendor (ASV) Partner

Infrastructure Security Hardening

Managed Security

SIEM Implementation
» SO0C design and setup
Log Monitoring
« Incident Response
«  Anti-Phishing
Caas: Compliance As A Service
vCIS0: Virtual CISO

Digital Forensics

© Cybernetic Global Intelligence
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Cyber Security awareness training

Cyber Security Awareness Training For
Company Directors And Board Members

ISO 27001 Cenrtification Course

CPIE: Certified PCI-DSS Implementation
Expert

1ISO 22301 Certification Course

Virtual Classroom Trainings

& www.cyberneticgi.com
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® Queensland Government GITC: Q-6809

L ‘:':' w
wemess: | ProcurePoint ® Queensland Government ITC : ICTSS.13.03 Services
Panel
®@ NSW Government — ICT Services —-SCM0020 Approved
Supplier
Queeﬁﬁland
Government T

@ PCI-DSS QSA Company

©® |AF Accredited ISO 27001 Certified

1
L -
. Captitien
S i

@ PECB Certified Training Partner
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e Team’s Certifications @ e

PCI DSS Qualified Security Assessor (PCI-DSS QSA)

Certified Information Systems Security Professional (CISSP)

Certified Information Security Auditor (CISA)
Certified Information Security Manager (CISM)

Certified Data Privacy Solutions Engineer (CDPSE)

Offensive Security Certified Professional (OSCP)

Certified Ethical Hacker (CEH) UFFEHSIHE 1
( ITIL SEEHILYT PECR sz

IT Infrastructure Library (ITIL) Fnundatlnn V3 0scp

PECB Certified Trainer

Senior 1ISO 27001 Lead Auditor -
Pl=CI|3 sossczem
Senior ISO 27001 Lead Implementer
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One of the fastest growing Cyber security firm

Average experience of consultants is of 12+ years in Cybersecurity
and Technology

Our clients are spread across the globe: Australia, NZ, USA, Switzerland,
PNG, India, Philippines, Oman, UAE and Saudi

Our cyber security consultants have expertise in working with industries
from various domains such as:

Banking, Financial Services and Insurance « Call Centers

Aviation w Data Centers

Government Entities «+w Telecom

FinTech and retail +w Hospitals

Universities, educational institutes + Non-Profit Intellectual Property,

local government councils
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Why Cybernetic Global
Intelligence?

e Our CISO brings in around 20 years of experience. Hence,
our management team understands the needs, challenges
and pressure faced by our clients.

o Our assessment team has proved their ability to emulate real e Our consultants hold industry recognized certifications, bug
world adversaries. They simulate real attack techniques in a bounty honors and regularly contributing to the wider community.

safe and controlled engagement.

° Practical recommendations and actions: We always give

° Clients’ have appreciated our consultants’ for identifying customized recommendation to suit clients' requirement. We want
pntentia| weaknesses and attack paths which were never to see our clients achieve closures. We work with you to dEUE‘IDp
identified in the previous assessments. workable solutions to any vulnerabilities or risk identified.

© Cybernetic Global Intelligence & www.cyberneticgi.com
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Why Cybernetic Global - |
. e Our consultants conduct the trainings and share their 12+ years of
Intel Ilge l'lce? experience in cybersecurity domain

o Our experience gives our customers the benefits of decades of Cyber
security implementation, testing, accreditation, advanced ftraining and
maintenance of simple to highly complex secure infrastructures.

e The huge resource pool helps us in allocating any extra resources
based on your requirement and priority.

o We believe in a parthership approach with our clients no matter how
small the job. We work with you to ensure what is done will work for the
long term.

© Cybernetic Global Intelligence & www.cyberneticgi.com



..... . A CYUBERNETIC
""" . GLOBAL INTELLIGENCE

.....
FRun Your Buszineszss, We'll Protect it

Contact Us Address

International: % 1300 292 376 Head Office

¢ Level 34, 1 Eagle Street (Waterfront Place),
Brisbane QLD 4000, Australia

Brisbane: L +617 3184 9114
Sydney: v +61 29060 3713 vit Oliice
o Level 6/607 Bourke Street, Melbourne VIC
3000.
NSW: t 1300 292 376
NSW Office
Melbourne: 't 1300 292 376 o Level 2. 25 Ryde Road, Pymble NSW 2073
New Zealand: &~ +64 4 333 0395 New Zealand Office

o Level 2/4 318 Lambton Quay Wellington
6011, New Zealand
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