
 
 

 

  

BULLETIN (SB25-153) 

VULNERABILITY SUMMARY FOR THE MONTH OF 

MAY 2025 
 



 
 

 

 

 

 

 

 

  

Bulletin (SB25-153) 

Vulnerability Summary for the Month of 

May 2025 
 

Cybernetic GI Security Bulletin provides a summary of new vulnerabilities that have been recorded by the 

National Institute of Standards and Technology (NIST) National Vulnerability Database (NVD) in the past 

week. The Department of Homeland Security (DHS) National Cybersecurity and Communications 

Integration Center (NCCIC) / United States Computer Emergency Readiness Team, is sponsored by The 

NVD. For modified or updated entries, please visit the NVD, which contains historical vulnerability 

information . 

The vulnerabilities are based on the CVE vulnerability naming standard and determined by the Common 

Vulnerability Scoring System (CVSS) standard. They are organized according to severity, by the division 

of high, medium and low severities correspond to the following scores : 

 

High  - Vulnerabilities will be labeled High severity if they have a CVSS base score of 7.0 - 10.0. 

Medium  - Vulnerabilities will be labeled Medium severity if they have a CVSS base score of 4.0  - 6.9 .  

Low  - Vulnerabilities will be labeled Low severity if they have a CVSS base score of 0.0 - 3.9. 

 

Entries may include additional information provided by organizations and efforts sponsored by 

Cybernetic GI. This data may include identifying information, values, definitions, and related links. The 

patch information is provided to users when available. Please note that some of the information in the 

bulletin is compiled from external, open source reports and is not a direct result of Cybernetic GI 

analysis . 

The NCCIC Weekly Vulnerability Summary Bulletin is created using information from the National 

Institute of Standards and Technology (NIST) National Vulnerability Database (NVD). In some cases, the 

vulnerabilities in the bulletin may not yet have assigned CVSS scores. Please visit NVD for updated 

vulnerability entries, which include CVSS scores once they are available. 

 

 

 

 

 

 

 



 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

1clickmigration--1 
Click WordPress 
Migration Plugin 
100% FREE for a 
limited time 

The 1 Click WordPress Migration Plugin - 100% FREE for a limited time plugin for 
WordPress is vulnerable to unauthorized modification of data due to a missing 
capability check on the 'start_restore' function in all versions up to, and including, 
2.2. This makes it possible for authenticated attackers, with Subscriber-level access 
and above, to upload arbitrary files on the affected site's server which may make 
remote code execution possible. 

2025-05-09 8.8 CVE-2025-3455 

Aira--Prime 

Link Following Local Privilege Escalation Vulnerability in System Speedup Service in 
Avira Operations GmbH Avira Prime Version 1.1.96.2 on Windows 10 x64 allows 
local attackers to escalate privileges and execute arbitrary code in the context of 
SYSTEM via creating a symbolic link and leveraging a TOCTTOU (time-of-check to 
time-of-use) attack. 

2025-05-09 7.8 CVE-2024-9524 

Arista Networks--
CloudVision 

On affected versions of the Arista CloudVision Portal (CVP on-prem), the time-
bound device onboarding token can be used to gain admin privileges on 
CloudVision. 

2025-05-08 8.7 CVE-2024-8100 

Arista Networks--
CloudVision Portal 

On affected versions of the CloudVision Portal, improper access controls could 
enable a malicious authenticated user to take broader actions on managed EOS 
devices than intended. This advisory impacts the Arista CloudVision Portal products 
when run on-premise. It does not impact CloudVision as-a-Service. 

2025-05-08 10 CVE-2024-11186 

Arista Networks--
CloudVision Portal 

On Arista CloudVision systems (virtual or physical on-premise deployments), Zero 
Touch Provisioning can be used to gain admin privileges on the CloudVision system, 
with more permissions than necessary, which can be used to query or manipulate 
system state for devices under management. Note that CloudVision as-a-Service is 
not affected. 

2025-05-08 10 CVE-2025-0505 

Arista Networks--
CloudVision Portal 

On affected platforms running Arista EOS with secure Vxlan configured, restarting 
the Tunnelsec agent will result in packets being sent over the secure Vxlan tunnels 
in the clear. 

2025-05-08 9.1 CVE-2024-12378 

Arista Networks--
EOS 

On affected platforms running Arista EOS with Traffic Policies configured the 
vulnerability will cause received untagged packets not to hit Traffic Policy rules that 
they are expected to hit. If the rule was to drop the packet, the packet will not be 
dropped and instead will be forwarded as if the rule was not in place. This could 
lead to packets being delivered to unexpected destinations. 

2025-05-08 7.5 CVE-2024-9448 

arkenon--Frontend 
Login and 
Registration Blocks 

The Frontend Login and Registration Blocks plugin for WordPress is vulnerable to 
privilege escalation via account takeover in all versions up to, and including, 1.0.7. 
This is due to the plugin not properly validating a user's identity prior to updating 
their details like email via the flr_blocks_user_settings_handle_ajax_callback() 
function. This makes it possible for unauthenticated attackers to change arbitrary 
user's email addresses, including administrators, and leverage that to reset the 
user's password and gain access to their account. 

2025-05-09 9.8 CVE-2025-3605 

ATEN--CL5708IM 
The LCD KVM over IP Switch CL5708IM has a Stack-based Buffer Overflow 
vulnerability, allowing unauthenticated remote attackers to exploit this 
vulnerability to execute arbitrary code on the device. 

2025-05-09 9.8 CVE-2025-3710 

ATEN--CL5708IM 
The LCD KVM over IP Switch CL5708IM has a Stack-based Buffer Overflow 
vulnerability, allowing unauthenticated remote attackers to exploit this 
vulnerability to execute arbitrary code on the device. 

2025-05-09 9.8 CVE-2025-3711 

ATEN--CL5708IM 
The LCD KVM over IP Switch CL5708IM has a Stack-based Buffer Overflow 
vulnerability, allowing unauthenticated remote attackers to exploit this 
vulnerability to execute arbitrary code on the device. 

2025-05-09 9.8 CVE-2025-3714 

ATEN--CL5708IM 
The LCD KVM over IP Switch CL5708IM has a Heap-based Buffer Overflow 
vulnerability, allowing unauthenticated remote attackers to exploit this 
vulnerability to perform a denial-of-service attack. 

2025-05-09 7.5 CVE-2025-3712 

ATEN--CL5708IM 
The LCD KVM over IP Switch CL5708IM has a Heap-based Buffer Overflow 
vulnerability, allowing unauthenticated remote attackers to exploit this 
vulnerability to perform a denial-of-service attack. 

2025-05-09 7.5 CVE-2025-3713 

Avast--CleanUp 
Premium 

Link Following Local Privilege Escalation Vulnerability in TuneupSvc in Avast 
Cleanup Premium Version 24.2.16593.17810 on Windows 10 Pro x64 allows local 
attackers to escalate privileges and execute arbitrary code in the context of 
SYSTEM via creating a symbolic link and leveraging a TOCTTOU (time-of-check to 
time-of-use) attack. 

2025-05-09 7.8 CVE-2024-13961 

Avast--CleanUp 
Premium 

Link Following Local Privilege Escalation Vulnerability in TuneupSvc in Gen Digital 
Inc. Avast Cleanup Premium Version 24.2.16593.17810 on Windows 10 Pro x64 
allows local attackers to escalate privileges and execute arbitrary code in the 
context of SYSTEM via creating a symbolic link and leveraging a TOCTTOU (time-of-
check to time-of-use) attack. 

2025-05-09 7.8 CVE-2024-13962 

averta--Popup and 
Slider Builder by 

The Slider & Popup Builder by Depicter plugin for WordPress is vulnerable to 
generic SQL Injection via the 's' parameter in all versions up to, and including, 3.6.1 

2025-05-06 7.5 CVE-2025-2011 

https://www.cve.org/CVERecord?id=CVE-2025-3455
https://www.cve.org/CVERecord?id=CVE-2024-9524
https://www.cve.org/CVERecord?id=CVE-2024-8100
https://www.cve.org/CVERecord?id=CVE-2024-11186
https://www.cve.org/CVERecord?id=CVE-2025-0505
https://www.cve.org/CVERecord?id=CVE-2024-12378
https://www.cve.org/CVERecord?id=CVE-2024-9448
https://www.cve.org/CVERecord?id=CVE-2025-3605
https://www.cve.org/CVERecord?id=CVE-2025-3710
https://www.cve.org/CVERecord?id=CVE-2025-3711
https://www.cve.org/CVERecord?id=CVE-2025-3714
https://www.cve.org/CVERecord?id=CVE-2025-3712
https://www.cve.org/CVERecord?id=CVE-2025-3713
https://www.cve.org/CVERecord?id=CVE-2024-13961
https://www.cve.org/CVERecord?id=CVE-2024-13962
https://www.cve.org/CVERecord?id=CVE-2025-2011
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Depicter Add Email 
collecting Popup, 
Popup Modal, 
Coupon Popup, 
Image Slider, 
Carousel Slider, 
Post Slider 
Carousel 

due to insufficient escaping on the user supplied parameter and lack of sufficient 
preparation on the existing SQL query. This makes it possible for unauthenticated 
attackers to append additional SQL queries into already existing queries that can 
be used to extract sensitive information from the database. 

AVG--TuneUp 

Link Following Local Privilege Escalation Vulnerability in TuneupSvc.exe in AVG 
TuneUp 24.2.16593.9844 on Windows allows local attackers to escalate privileges 
and execute arbitrary code in the context of SYSTEM via creating a symbolic link 
and leveraging the service to delete a directory 

2025-05-09 7.8 CVE-2024-13959 

AVG--TuneUp 

Link Following Local Privilege Escalation Vulnerability in TuneUp Service in AVG 
TuneUp Version 23.4 (build 15592) on Windows 10 allows local attackers to 
escalate privileges and execute arbitrary code in the context of SYSTEM via creating 
a symbolic link and leveraging a TOCTTOU (time-of-check to time-of-use) attack. 

2025-05-09 7.8 CVE-2024-13960 

Avira--Prime 
Local Privilege Escalation in Avira.Spotlight.Service.exe in Avira Prime 1.1.96.2 on 
Windows 10 x64  allows local attackers to gain system-level privileges via arbitrary 
file deletion 

2025-05-09 7.8 CVE-2024-13759 

BrightSign--
BrightSign OS 
series 4 players 

BrightSign players running BrightSign OS series 4 prior to v8.5.53.1 or series 5 prior 
to v9.0.166 contain an execution with unnecessary privileges vulnerability, allowing 
for privilege escalation on the device once code execution has been obtained. 

2025-05-07 7.8 CVE-2025-3925 

BuddyBoss--
BuddyBoss 
Platform Pro 

The BuddyBoss Platform Pro plugin for WordPress is vulnerable to authentication 
bypass in versions up to, and including, 2.7.01. This is due to insufficient 
verification on the user being supplied during the Apple OAuth authenticate 
request through the plugin. This makes it possible for unauthenticated attackers to 
log in as any existing user on the site, such as an administrator, if they have access 
to the email. 

2025-05-05 9.8 CVE-2025-1909 

Campcodes--
Online Food 
Ordering System 

A vulnerability was found in Campcodes Online Food Ordering System 1.0. It has 
been rated as critical. Affected by this issue is some unknown functionality of the 
file /routers/user-router.php. The manipulation of the argument t1_verified leads 
to sql injection. The attack may be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-09 7.3 CVE-2025-4489 

Campcodes--
Online Food 
Ordering System 

A vulnerability classified as critical has been found in Campcodes Online Food 
Ordering System 1.0. This affects an unknown part of the file /view-ticket-
admin.php. The manipulation of the argument ID leads to sql injection. It is 
possible to initiate the attack remotely. The exploit has been disclosed to the 
public and may be used. 

2025-05-09 7.3 CVE-2025-4490 

Campcodes--
Online Food 
Ordering System 

A vulnerability classified as critical was found in Campcodes Online Food Ordering 
System 1.0. This vulnerability affects unknown code of the file /routers/ticket-
status.php. The manipulation of the argument ticket_id leads to sql injection. The 
attack can be initiated remotely. The exploit has been disclosed to the public and 
may be used. 

2025-05-09 7.3 CVE-2025-4491 

Campcodes--
Online Food 
Ordering System 

A vulnerability, which was classified as critical, has been found in Campcodes 
Online Food Ordering System 1.0. This issue affects some unknown processing of 
the file /routers/ticket-message.php. The manipulation of the argument ticket_id 
leads to sql injection. The attack may be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-09 7.3 CVE-2025-4492 

Campcodes--
Online Food 
Ordering System 

A vulnerability was found in Campcodes Online Food Ordering System 1.0. It has 
been rated as critical. Affected by this issue is some unknown functionality of the 
file /routers/menu-router.php. The manipulation of the argument 1_price leads to 
sql injection. The attack may be launched remotely. The exploit has been disclosed 
to the public and may be used. 

2025-05-10 7.3 CVE-2025-4506 

Campcodes--
Online Food 
Ordering System 

A vulnerability classified as critical has been found in Campcodes Online Food 
Ordering System 1.0. This affects an unknown part of the file /routers/add-
item.php. The manipulation of the argument price leads to sql injection. It is 
possible to initiate the attack remotely. The exploit has been disclosed to the 
public and may be used. 

2025-05-10 7.3 CVE-2025-4507 

Campcodes--
Online Food 
Ordering System 

A vulnerability classified as critical has been found in Campcodes Online Food 
Ordering System 1.0. This affects an unknown part of the file /routers/router.php. 
The manipulation of the argument Username leads to sql injection. It is possible to 
initiate the attack remotely. The exploit has been disclosed to the public and may 
be used. 

2025-05-11 7.3 CVE-2025-4548 

https://www.cve.org/CVERecord?id=CVE-2024-13959
https://www.cve.org/CVERecord?id=CVE-2024-13960
https://www.cve.org/CVERecord?id=CVE-2024-13759
https://www.cve.org/CVERecord?id=CVE-2025-3925
https://www.cve.org/CVERecord?id=CVE-2025-1909
https://www.cve.org/CVERecord?id=CVE-2025-4489
https://www.cve.org/CVERecord?id=CVE-2025-4490
https://www.cve.org/CVERecord?id=CVE-2025-4491
https://www.cve.org/CVERecord?id=CVE-2025-4492
https://www.cve.org/CVERecord?id=CVE-2025-4506
https://www.cve.org/CVERecord?id=CVE-2025-4507
https://www.cve.org/CVERecord?id=CVE-2025-4548
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Campcodes--
Online Food 
Ordering System 

A vulnerability classified as critical was found in Campcodes Online Food Ordering 
System 1.0. This vulnerability affects unknown code of the file /routers/register-
router.php. The manipulation of the argument Name leads to sql injection. The 
attack can be initiated remotely. The exploit has been disclosed to the public and 
may be used. 

2025-05-11 7.3 CVE-2025-4549 

Campcodes--Sales 
and Inventory 
System 

A vulnerability has been found in Campcodes Sales and Inventory System 1.0 and 
classified as critical. This vulnerability affects unknown code of the file 
/pages/creditor_add.php. The manipulation leads to sql injection. The attack can 
be initiated remotely. The exploit has been disclosed to the public and may be 
used. 

2025-05-10 7.3 CVE-2025-4502 

Campcodes--Sales 
and Inventory 
System 

A vulnerability was found in Campcodes Sales and Inventory System 1.0 and 
classified as critical. This issue affects some unknown processing of the file 
/pages/customer_update.php. The manipulation of the argument ID leads to sql 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-10 7.3 CVE-2025-4503 

Cisco--Cisco 
Adaptive Security 
Appliance (ASA) 
Software 

A vulnerability in the Internet Key Exchange version 2 (IKEv2) protocol processing 
of Cisco Adaptive Security Appliance (ASA) Software, Cisco Firepower Threat 
Defense (FTD) Software, Cisco IOS Software, and Cisco IOS XE Software could allow 
an unauthenticated, remote attacker to cause a denial of service (DoS) condition 
on an affected device. This vulnerability is due to insufficient input validation when 
processing IKEv2 messages. An attacker could exploit this vulnerability by sending 
crafted IKEv2 traffic to an affected device. A successful exploit could allow the 
attacker to cause the device to reload, resulting in a DoS condition on the affected 
device. 

2025-05-07 8.6 CVE-2025-20182 

Cisco--Cisco 
Catalyst SD-WAN 
Manager 

A vulnerability in the CLI of Cisco Catalyst SD-WAN Manager, formerly Cisco SD-
WAN vManage, could allow an authenticated, local attacker to gain privileges of 
the root user on the underlying operating system. This vulnerability is due to 
insufficient input validation. An authenticated attacker with read-only privileges on 
the SD-WAN Manager system could exploit this vulnerability by sending a crafted 
request to the CLI of the SD-WAN Manager. A successful exploit could allow the 
attacker to gain root privileges on the underlying operating system. 

2025-05-07 7.8 CVE-2025-20122 

Cisco--Cisco Digital 
Network 
Architecture 
Center (DNA 
Center) 

A vulnerability in the management API of Cisco Catalyst Center, formerly Cisco DNA 
Center, could allow an unauthenticated, remote attacker to read and modify the 
outgoing proxy configuration settings. This vulnerability is due to the lack of 
authentication in an API endpoint. An attacker could exploit this vulnerability by 
sending a request to the affected API of a Catalyst Center device. A successful 
exploit could allow the attacker to view or modify the outgoing proxy 
configuration, which could disrupt internet traffic from Cisco Catalyst Center or 
may allow the attacker to intercept outbound internet traffic. 

2025-05-07 7.3 CVE-2025-20210 

Cisco--Cisco IOS XE 
Software 

A vulnerability in the Out-of-Band Access Point (AP) Image Download feature of 
Cisco IOS XE Software for Wireless LAN Controllers (WLCs) could allow an 
unauthenticated, remote attacker to upload arbitrary files to an affected system. 
This vulnerability is due to the presence of a hard-coded JSON Web Token (JWT) on 
an affected system. An attacker could exploit this vulnerability by sending crafted 
HTTPS requests to the AP image download interface. A successful exploit could 
allow the attacker to upload files, perform path traversal, and execute arbitrary 
commands with root privileges. Note: For exploitation to be successful, the Out-of-
Band AP Image Download feature must be enabled on the device. It is not enabled 
by default. 

2025-05-07 10 CVE-2025-20188 

Cisco--Cisco IOS XE 
Software 

A vulnerability in the DHCP snooping security feature of Cisco IOS XE Software 
could allow an unauthenticated, remote attacker to cause a full interface queue 
wedge, which could result in a denial of service (DoS) condition. This vulnerability is 
due to improper handling of DHCP request packets. An attacker could exploit this 
vulnerability by sending DHCP request packets to an affected device. A successful 
exploit could allow the attacker to cause packets to wedge in the queue, creating a 
DoS condition for downstream devices of the affected system and requiring that 
the system restart to drain the queue. Note: This vulnerability can be exploited 
with either unicast or broadcast DHCP packets on a VLAN that does not have DHCP 
snooping enabled. 

2025-05-07 8.6 CVE-2025-20162 

Cisco--Cisco IOS XE 
Software 

A vulnerability in the web-based management interface of the Wireless LAN 
Controller feature of Cisco IOS XE Software could allow an authenticated, remote 
attacker with a lobby ambassador user account to perform a command injection 
attack against an affected device. This vulnerability is due to insufficient input 
validation. An attacker could exploit this vulnerability by sending crafted input to 
the web-based management interface. A successful exploit could allow the 

2025-05-07 8.8 CVE-2025-20186 

https://www.cve.org/CVERecord?id=CVE-2025-4549
https://www.cve.org/CVERecord?id=CVE-2025-4502
https://www.cve.org/CVERecord?id=CVE-2025-4503
https://www.cve.org/CVERecord?id=CVE-2025-20182
https://www.cve.org/CVERecord?id=CVE-2025-20122
https://www.cve.org/CVERecord?id=CVE-2025-20210
https://www.cve.org/CVERecord?id=CVE-2025-20188
https://www.cve.org/CVERecord?id=CVE-2025-20162
https://www.cve.org/CVERecord?id=CVE-2025-20186


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

attacker to execute arbitrary Cisco IOS XE Software CLI commands with privilege 
level 15. Note: This vulnerability is exploitable only if the attacker obtains the 
credentials for a lobby ambassador account. This account is not configured by 
default. 

Cisco--Cisco IOS XE 
Software 

A vulnerability in the Wireless Network Control daemon (wncd) of Cisco IOS XE 
Software for Wireless LAN Controllers (WLCs) could allow an unauthenticated, 
adjacent wireless attacker to cause a denial of service (DoS) condition. This 
vulnerability is due to improper memory management. An attacker could exploit 
this vulnerability by sending a series of IPv6 network requests from an associated 
wireless IPv6 client to an affected device. To associate a client to a device, an 
attacker may first need to authenticate to the network, or associate freely in the 
case of a configured open network. A successful exploit could allow the attacker to 
cause the wncd process to consume available memory and eventually cause the 
device to stop responding, resulting in a DoS condition. 

2025-05-07 7.4 CVE-2025-20140 

Cisco--Cisco IOS XE 
Software 

A vulnerability in the Cisco Express Forwarding functionality of Cisco IOS XE 
Software for Cisco ASR 903 Aggregation Services Routers with Route Switch 
Processor 3 (RSP3C) could allow an unauthenticated, adjacent attacker to trigger a 
denial of service (DoS) condition. This vulnerability is due to improper memory 
management when Cisco IOS XE Software is processing Address Resolution 
Protocol (ARP) messages. An attacker could exploit this vulnerability by sending 
crafted ARP messages at a high rate over a period of time to an affected device. A 
successful exploit could allow the attacker to exhaust system resources, which 
eventually triggers a reload of the active route switch processor (RSP). If a 
redundant RSP is not present, the router reloads. 

2025-05-07 7.4 CVE-2025-20189 

Cisco--Cisco IOS XE 
Software 

A vulnerability in the Internet Key Exchange version 1 (IKEv1) implementation of 
Cisco IOS XE Software could allow an authenticated, remote attacker to cause a 
denial of service (DoS) condition. The attacker must have valid IKEv1 VPN 
credentials to exploit this vulnerability. This vulnerability is due to improper 
validation of IKEv1 phase 2 parameters before the IPsec security association 
creation request is handed off to the hardware cryptographic accelerator of an 
affected device. An attacker could exploit this vulnerability by sending crafted 
IKEv1 messages to the affected device. A successful exploit could allow the attacker 
to cause the device to reload. 

2025-05-07 7.7 CVE-2025-20192 

Cisco--Cisco IOS XE 
Software 

A vulnerability in Cisco IOS XE Wireless Controller Software could allow an 
unauthenticated, adjacent attacker to cause a denial of service (DoS) condition on 
an affected device. This vulnerability is due to insufficient input validation of access 
point (AP) Cisco Discovery Protocol (CDP) neighbor reports when they are 
processed by the wireless controller. An attacker could exploit this vulnerability by 
sending a crafted CDP packet to an AP. A successful exploit could allow the attacker 
to cause an unexpected reload of the wireless controller that is managing the AP, 
resulting in a DoS condition that affects the wireless network. 

2025-05-07 7.4 CVE-2025-20202 

Cisco--Cisco IOS XR 
Software 

A vulnerability in the Two-Way Active Measurement Protocol (TWAMP) server 
feature of Cisco IOS Software and Cisco IOS XE Software could allow an 
unauthenticated, remote attacker to cause the affected device to reload, resulting 
in a denial of service (DoS) condition. For Cisco IOS XR Software, this vulnerability 
could cause the ipsla_ippm_server&nbsp;process to reload unexpectedly if debugs 
are enabled. This vulnerability is due to out-of-bounds array access when 
processing specially crafted TWAMP control packets. An attacker could exploit this 
vulnerability by sending crafted TWAMP control packets to an affected device. A 
successful exploit could allow the attacker to cause the affected device to reload, 
resulting in a DoS condition. Note: For Cisco IOS XR Software, only the 
ipsla_ippm_server process reloads unexpectedly and only when debugs are 
enabled. The vulnerability details for Cisco IOS XR Software are as 
follows:&nbsp;&nbsp;&nbsp;&nbsp;Security Impact Rating (SIR): 
Low&nbsp;&nbsp;&nbsp;&nbsp;CVSS Base Score: 
3.7&nbsp;&nbsp;&nbsp;&nbsp;CVSS Vector: 
CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L 

2025-05-07 8.6 CVE-2025-20154 

Cisco--Cisco NX-OS 
Software 

A vulnerability in the Switch Integrated Security Features (SISF) of Cisco IOS 
Software, Cisco IOS XE Software, Cisco NX-OS Software, and Cisco Wireless LAN 
Controller (WLC) AireOS Software could allow an unauthenticated, adjacent 
attacker to cause a denial of service (DoS) condition on an affected device. This 
vulnerability is due to the incorrect handling of DHCPv6 packets. An attacker could 
exploit this vulnerability by sending a crafted DHCPv6 packet to an affected device. 
A successful exploit could allow the attacker to cause the device to reload, 
resulting in a DoS condition. 

2025-05-07 7.4 CVE-2025-20191 

https://www.cve.org/CVERecord?id=CVE-2025-20140
https://www.cve.org/CVERecord?id=CVE-2025-20189
https://www.cve.org/CVERecord?id=CVE-2025-20192
https://www.cve.org/CVERecord?id=CVE-2025-20202
https://www.cve.org/CVERecord?id=CVE-2025-20154
https://www.cve.org/CVERecord?id=CVE-2025-20191
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Cisco--IOS 

A vulnerability in the Cisco Industrial Ethernet Switch Device Manager (DM) of 
Cisco IOS Software could allow an authenticated, remote attacker to elevate 
privileges. This vulnerability is due to insufficient validation of authorizations for 
authenticated users. An attacker could exploit this vulnerability by sending a 
crafted HTTP request to an affected device. A successful exploit could allow the 
attacker to elevate privileges to privilege level 15. To exploit this vulnerability, the 
attacker must have valid credentials for a user account with privilege level 5 or 
higher. Read-only DM users are assigned privilege level 5. 

2025-05-07 8.3 CVE-2025-20164 

coder--code-server 

code-server runs VS Code on any machine anywhere through browser access. Prior 
to version 4.99.4, a maliciously crafted URL using the proxy subpath can result in 
the attacker gaining access to the session token. Failure to properly validate the 
port for a proxy request can result in proxying to an arbitrary domain. The 
malicious URL `https://<code-server>/proxy/test@evil.com/path` would be 
proxied to `test@evil.com/path` where the attacker could exfiltrate a user's 
session token. Any user who runs code-server with the built-in proxy enabled and 
clicks on maliciously crafted links that go to their code-server instances with 
reference to /proxy. Normally this is used to proxy local ports, however the URL 
can reference the attacker's domain instead, and the connection is then proxied to 
that domain, which will include sending cookies. With access to the session cookie, 
the attacker can then log into code-server and have full access to the machine 
hosting code-server as the user running code-server. This issue has been patched in 
version 4.99.4. 

2025-05-09 8.3 CVE-2025-47269 

cozyvision1--SMS 
Alert Order 
Notifications 
WooCommerce 

The SMS Alert Order Notifications - WooCommerce plugin for WordPress is 
vulnerable to Privilege Escalation due to insufficient user OTP validation in the 
handleWpLoginCreateUserAction() function in all versions up to, and including, 
3.8.1. This makes it possible for authenticated attackers, with Subscriber-level 
access and above, to impersonate any account by supplying its username or email 
and elevate their privileges to that of an administrator. 

2025-05-10 8.8 CVE-2025-3876 

D-Link--DIR-600L 

A vulnerability, which was classified as critical, has been found in D-Link DIR-600L 
up to 2.07B01. Affected by this issue is the function formEasySetupWizard3. The 
manipulation of the argument host leads to buffer overflow. The attack may be 
launched remotely. This vulnerability only affects products that are no longer 
supported by the maintainer. 

2025-05-06 8.8 CVE-2025-4342 

D-Link--DIR-600L 

A vulnerability has been found in D-Link DIR-600L up to 2.07B01 and classified as 
critical. This vulnerability affects the function formEasySetupWizard. The 
manipulation of the argument host leads to buffer overflow. The attack can be 
initiated remotely. This vulnerability only affects products that are no longer 
supported by the maintainer. 

2025-05-06 8.8 CVE-2025-4343 

D-Link--DIR-600L 

A vulnerability, which was classified as critical, was found in D-Link DIR-600L up to 
2.07B01. This affects the function formLogin. The manipulation of the argument 
host leads to buffer overflow. It is possible to initiate the attack remotely. This 
vulnerability only affects products that are no longer supported by the maintainer. 

2025-05-06 8.8 CVE-2025-4344 

D-Link--DIR-600L 

A vulnerability was found in D-Link DIR-600L up to 2.07B01 and classified as critical. 
This issue affects the function formSetLog. The manipulation of the argument host 
leads to buffer overflow. The attack may be initiated remotely. This vulnerability 
only affects products that are no longer supported by the maintainer. 

2025-05-06 8.8 CVE-2025-4345 

D-Link--DIR-600L 

A vulnerability was found in D-Link DIR-600L up to 2.07B01. It has been classified as 
critical. Affected is the function formSetWAN_Wizard534. The manipulation of the 
argument host leads to buffer overflow. It is possible to launch the attack 
remotely. This vulnerability only affects products that are no longer supported by 
the maintainer. 

2025-05-06 8.8 CVE-2025-4346 

D-Link--DIR-600L 

A vulnerability was found in D-Link DIR-600L up to 2.07B01. It has been declared as 
critical. Affected by this vulnerability is the function formWlSiteSurvey. The 
manipulation of the argument host leads to buffer overflow. The attack can be 
launched remotely. This vulnerability only affects products that are no longer 
supported by the maintainer. 

2025-05-06 8.8 CVE-2025-4347 

D-Link--DIR-600L 

A vulnerability was found in D-Link DIR-600L up to 2.07B01. It has been rated as 
critical. Affected by this issue is the function formSetWanL2TP. The manipulation of 
the argument host leads to buffer overflow. The attack may be launched remotely. 
This vulnerability only affects products that are no longer supported by the 
maintainer. 

2025-05-06 8.8 CVE-2025-4348 

D-Link--DIR-600L 

A vulnerability classified as critical has been found in D-Link DIR-600L up to 
2.07B01. This affects the function formSysCmd. The manipulation of the argument 
host leads to command injection. It is possible to initiate the attack remotely. This 
vulnerability only affects products that are no longer supported by the maintainer. 

2025-05-06 8.8 CVE-2025-4349 
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D-Link--DIR-600L 

A vulnerability classified as critical was found in D-Link DIR-600L up to 2.07B01. 
This vulnerability affects the function wake_on_lan. The manipulation of the 
argument host leads to command injection. The attack can be initiated remotely. 
This vulnerability only affects products that are no longer supported by the 
maintainer. 

2025-05-06 8.8 CVE-2025-4350 

D-Link--DIR-605L 

A vulnerability was found in D-Link DIR-605L 2.13B01. It has been classified as 
critical. This affects the function formSetWAN_Wizard534. The manipulation of the 
argument curTime leads to buffer overflow. It is possible to initiate the attack 
remotely. The vendor was contacted early about this disclosure. This vulnerability 
only affects products that are no longer supported by the maintainer. 

2025-05-08 8.8 CVE-2025-4441 

D-Link--DIR-605L 

A vulnerability was found in D-Link DIR-605L 2.13B01. It has been declared as 
critical. This vulnerability affects the function formSetWAN_Wizard55. The 
manipulation of the argument curTime leads to buffer overflow. The attack can be 
initiated remotely. The vendor was contacted early about this disclosure. This 
vulnerability only affects products that are no longer supported by the maintainer. 

2025-05-08 8.8 CVE-2025-4442 

D-Link--DIR-619L 

A vulnerability classified as critical was found in D-Link DIR-619L 2.04B04. This 
vulnerability affects the function formEasySetupWizard. The manipulation of the 
argument curTime leads to buffer overflow. The attack can be initiated remotely. 
The vendor was contacted early about this disclosure. This vulnerability only affects 
products that are no longer supported by the maintainer. 

2025-05-09 8.8 CVE-2025-4448 

D-Link--DIR-619L 

A vulnerability, which was classified as critical, has been found in D-Link DIR-619L 
2.04B04. This issue affects the function formEasySetupWizard3. The manipulation 
of the argument wan_connected leads to buffer overflow. The attack may be 
initiated remotely. The vendor was contacted early about this disclosure. This 
vulnerability only affects products that are no longer supported by the maintainer. 

2025-05-09 8.8 CVE-2025-4449 

D-Link--DIR-619L 

A vulnerability, which was classified as critical, was found in D-Link DIR-619L 
2.04B04. Affected is the function formSetEasy_Wizard. The manipulation of the 
argument curTime leads to buffer overflow. It is possible to launch the attack 
remotely. The vendor was contacted early about this disclosure. This vulnerability 
only affects products that are no longer supported by the maintainer. 

2025-05-09 8.8 CVE-2025-4450 

D-Link--DIR-619L 

A vulnerability has been found in D-Link DIR-619L 2.04B04 and classified as critical. 
Affected by this vulnerability is the function formSetWAN_Wizard52. The 
manipulation of the argument curTime leads to buffer overflow. The attack can be 
launched remotely. The vendor was contacted early about this disclosure. This 
vulnerability only affects products that are no longer supported by the maintainer. 

2025-05-09 8.8 CVE-2025-4451 

D-Link--DIR-619L 

A vulnerability was found in D-Link DIR-619L 2.04B04 and classified as critical. 
Affected by this issue is the function formSetWizard2. The manipulation of the 
argument curTime leads to buffer overflow. The attack may be launched remotely. 
The vendor was contacted early about this disclosure. This vulnerability only affects 
products that are no longer supported by the maintainer. 

2025-05-09 8.8 CVE-2025-4452 

Danfoss--AK-SM 
8xxA Series 

Improper Authentication vulnerability in Danfoss AKSM8xxA Series.This issue 
affects Danfoss AK-SM 8xxA Series prior to version 4.2 

2025-05-08 8.2 CVE-2025-41450 

Dell--Dell Storage 
Center - Dell 
Storage Manager 

Dell Storage Center - Dell Storage Manager, version(s) 20.1.20, contain(s) an 
Improper Authentication vulnerability. An unauthenticated attacker with adjacent 
network access could potentially exploit this vulnerability, leading to Elevation of 
privileges. 

2025-05-06 8.3 CVE-2025-22477 

Dell--Dell Storage 
Center - Dell 
Storage Manager 

Dell Storage Center - Dell Storage Manager, version(s) 20.1.20, contain(s) an 
Improper Restriction of XML External Entity Reference vulnerability. An 
unauthenticated attacker with adjacent network access could potentially exploit 
this vulnerability, leading to Information disclosure and Information tampering. 

2025-05-06 8.1 CVE-2025-22478 

don-themes--
Wolmart | Multi-
Vendor 
Marketplace 
WooCommerce 
Theme 

The Wolmart | Multi-Vendor Marketplace WooCommerce Theme theme for 
WordPress is vulnerable to arbitrary shortcode execution in all versions up to, and 
including, 1.8.11. This is due to the software allowing users to execute an action 
that does not properly validate a value before running do_shortcode. This makes it 
possible for unauthenticated attackers to execute arbitrary shortcodes. 

2025-05-08 7.3 CVE-2024-13793 

Eclipse 
Foundation--Jetty 

In Eclipse Jetty versions 9.4.0 to 9.4.56 a buffer can be incorrectly released when 
confronted with a gzip error when inflating a request body. This can result in 
corrupted and/or inadvertent sharing of data between requests. 

2025-05-08 7.2 CVE-2024-13009 

Eclipse 
Foundation--Jetty 

In Eclipse Jetty versions 12.0.0 to 12.0.16 included, an HTTP/2 client can specify a 
very large value for the HTTP/2 settings parameter 
SETTINGS_MAX_HEADER_LIST_SIZE. The Jetty HTTP/2 server does not perform 
validation on this setting, and tries to allocate a ByteBuffer of the specified capacity 
to encode HTTP responses, likely resulting in OutOfMemoryError being thrown, or 
even the JVM process exiting. 

2025-05-08 7.5 CVE-2025-1948 
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Elastic--Kibana 
A Prototype pollution vulnerability in Kibana leads to arbitrary code execution via 
crafted HTTP requests to machine learning and reporting endpoints. 

2025-05-06 9.1 CVE-2025-25014 

eoxia--WPshop 2 
E-Commerce 

The WPshop 2 - E-Commerce plugin for WordPress is vulnerable to privilege 
escalation via account takeover in versions 2.0.0 to 2.6.0. This is due to the plugin 
not properly validating a user's identity prior to updating their details like email & 
password through the update() function. This makes it possible for authenticated 
attackers, with subscriber-level access and above, to change arbitrary user's 
passwords, including administrators, and leverage that to gain access to their 
account. 

2025-05-07 8.8 CVE-2025-3852 

F5--BIG-IP 

When running in Appliance mode, a command injection vulnerability exists in an 
undisclosed iControl REST and BIG-IP TMOS Shell (tmsh) command which may 
allow an authenticated attacker with administrator role privileges to execute 
arbitrary system commands. A successful exploit can allow the attacker to cross a 
security boundary.  Note: Software versions which have reached End of Technical 
Support (EoTS) are not evaluated. 

2025-05-07 8.7 CVE-2025-31644 

F5--BIG-IP 

When a BIG-IP PEM system is licensed with URL categorization, and the URL 
categorization policy or an iRule with the urlcat command is enabled on a virtual 
server, undisclosed requests can cause the Traffic Management Microkernel 
(TMM) to terminate. Note: Software versions which have reached End of Technical 
Support (EoTS) are not evaluated. 

2025-05-07 7.5 CVE-2025-35995 

F5--BIG-IP 

When a BIG-IP HTTP/2 httprouter profile is configured on a virtual server, 
undisclosed responses can cause an increase in memory resource utilization.  Note: 
Software versions which have reached End of Technical Support (EoTS) are not 
evaluated. 

2025-05-07 7.5 CVE-2025-36504 

F5--BIG-IP 
When a BIG-IP APM virtual server is configured to use a PingAccess profile, 
undisclosed requests can cause TMM to terminate. Note: Software versions which 
have reached End of Technical Support (EoTS) are not evaluated. 

2025-05-07 7.5 CVE-2025-36525 

F5--BIG-IP 

When an HTTP profile with the Enforce RFC Compliance option is configured on a 
virtual server, undisclosed requests can cause the Traffic Management Microkernel 
(TMM) to terminate. Note: Software versions which have reached End of Technical 
Support (EoTS) are not evaluated. 

2025-05-07 7.5 CVE-2025-36557 

F5--BIG-IP 

When a Stream Control Transmission Protocol (SCTP) profile is configured on a 
virtual server, undisclosed requests can cause an increase in memory resource 
utilization. Note: Software versions which have reached End of Technical Support 
(EoTS) are not evaluated. 

2025-05-07 7.5 CVE-2025-41399 

F5--BIG-IP 
When HTTP/2 client and server profile is configured on a virtual server, undisclosed 
requests can cause TMM to terminate.  Note: Software versions which have 
reached End of Technical Support (EoTS) are not evaluated 

2025-05-07 7.5 CVE-2025-41414 

F5--BIG-IP 

When connection mirroring is configured on a virtual server, undisclosed requests 
can cause the Traffic Management Microkernel (TMM) to terminate in the standby 
BIG-IP systems in a traffic group. Note: Software versions which have reached End 
of Technical Support (EoTS) are not evaluated. 

2025-05-07 7.5 CVE-2025-41431 

F5--BIG-IP 

When a Session Initiation Protocol (SIP) message routing framework (MRF) 
application layer gateway (ALG) profile is configured on a Message Routing virtual 
server, undisclosed requests can cause the Traffic Management Microkernel 
(TMM) to terminate. Note: Software versions which have reached End of Technical 
Support (EoTS) are not evaluated. 

2025-05-07 7.5 CVE-2025-41433 

F5--F5OS - 
Appliance 

On an F5OS system, if the root user had previously configured the system to allow 
login via SSH key-based authentication, and then enabled Appliance Mode; access 
via SSH key-based authentication is still allowed. For an attacker to exploit this 
vulnerability they must obtain the root user's SSH private key.   Note: Software 
versions which have reached End of Technical Support (EoTS) are not evaluated. 

2025-05-07 8.1 CVE-2025-36546 

F5--F5OS - 
Appliance 

On F5OS, an improper authorization vulnerability exists where remotely 
authenticated users (LDAP, RADIUS, TACACS+) may be authorized with higher 
privilege F5OS roles. Note: Software versions which have reached End of Technical 
Support (EoTS) are not evaluated. 

2025-05-07 8.8 CVE-2025-46265 

glenwpcoder--Drag 
and Drop Multiple 
File Upload for 
WooCommerce 

The Drag and Drop Multiple File Upload for WooCommerce plugin for WordPress is 
vulnerable to arbitrary file uploads in all versions up to, and including, 1.1.6 due to 
accepting a user-supplied supported_type string and the uploaded filename 
without enforcing real extension or MIME checks within the upload() function. This 
makes it possible for unauthenticated attackers to upload arbitrary files on the 
affected site's server which may make remote code execution possible. 

2025-05-09 9.8 CVE-2025-4403 

Graylog2--
graylog2-server 

Graylog is a free and open log management platform. Prior to versions 6.0.14, 
6.1.10, and 6.2.0, it is possible to obtain user session cookies by submitting an 
HTML form as part of an Event Definition Remediation Step field. For this attack to 

2025-05-07 8 CVE-2025-46827 
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succeed, the attacker needs a user account with permissions to create event 
definitions, while the user must have permissions to view alerts. Additionally, an 
active Input must be present on the Graylog server that is capable of receiving 
form data (e.g. a HTTP input, TCP raw or syslog etc). Versions 6.0.14, 6.1.10, and 
6.2.0 fix the issue. No known workarounds are available, as long as the relatively 
rare prerequisites are met. 

Greg Winiarski--
WPAdverts 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Greg Winiarski WPAdverts allows PHP Local 
File Inclusion. This issue affects WPAdverts: from n/a through 2.2.2. 

2025-05-07 7.5 CVE-2025-47440 

H3C--GR-1800AX 

A vulnerability was found in H3C GR-1800AX up to 100R008 and classified as 
critical. Affected by this issue is the function EnableIpv6 of the file 
/goform/aspForm. The manipulation of the argument param leads to buffer 
overflow. Access to the local network is required for this attack to succeed. The 
exploit has been disclosed to the public and may be used. 

2025-05-08 8 CVE-2025-4440 

H3C--GR-5400AX 

A vulnerability has been found in H3C GR-5400AX up to 100R008 and classified as 
critical. This vulnerability affects the function Edit_List_SSID of the file 
/goform/aspForm. The manipulation of the argument param leads to buffer 
overflow. The attack needs to be approached within the local network. 

2025-05-09 8 CVE-2025-4446 

Hainan--ToDesk 

A vulnerability was found in Hainan ToDesk 4.7.6.3. It has been declared as critical. 
This vulnerability affects unknown code in the library profapi.dll of the component 
DLL File Parser. The manipulation leads to uncontrolled search path. It is possible 
to launch the attack on the local host. The complexity of an attack is rather high. 
The exploitation appears to be difficult. The exploit has been disclosed to the 
public and may be used. The vendor was contacted early about this disclosure but 
did not respond in any way. 

2025-05-11 7 CVE-2025-4539 

Huawei--
HarmonyOS 

Vulnerability of improper authentication logic implementation in the file system 
module Impact: Successful exploitation of this vulnerability may affect service 
confidentiality. 

2025-05-06 7.8 CVE-2025-46584 

Huawei--
HarmonyOS 

Out-of-bounds array read/write vulnerability in the kernel module Impact: 
Successful exploitation of this vulnerability may affect availability. 

2025-05-06 7.5 CVE-2025-46585 

IBM--CICS TX 
Standard 

IBM CICS TX Standard 11.1 and IBM CICS TX Advanced 10.1 and 11.1 could allow a 
local user to execute arbitrary code on the system due to failure to handle DNS 
return requests by the gethostbyaddr function. 

2025-05-08 7.8 CVE-2025-1329 

IBM--CICS TX 
Standard 

IBM CICS TX Standard 11.1 and IBM CICS TX Advanced 10.1 and 11.1  could allow a 
local user to execute arbitrary code on the system due to failure to handle DNS 
return requests by the gethostbyname function. 

2025-05-08 7.8 CVE-2025-1330 

IBM--CICS TX 
Standard 

IBM CICS TX Standard 11.1 and IBM CICS TX Advanced 10.1 and 11.1 could allow a 
local user to execute arbitrary code on the system due to the use of unsafe use of 
the gets function. 

2025-05-08 7.8 CVE-2025-1331 

IBM--Maximo 
Application Suite 

IBM Maximo Application Suite 9.0 could allow an attacker with some level of 
access to elevate their privileges due to a security configuration vulnerability in 
Role-Based Access Control (RBAC) configurations. 

2025-05-06 7.5 CVE-2025-2898 

IBM--Sterling 
Partner 
Engagement 
Manager 

IBM Sterling Partner Engagement Manager 6.1.0, 6.2.0, 6.2.2 JWT secret is stored 
in public Helm Charts and is not stored as a Kubernetes secret. 

2025-05-07 7.5 CVE-2025-33093 

IBM--Storage Scale 
IBM Storage Scale 5.2.2.0 and 5.2.2.1, under certain configurations, could allow an 
authenticated user to execute privileged commands due to improper input 
neutralization. 

2025-05-10 7.5 CVE-2025-1137 

imithemes--
IMITHEMES Listing 

The IMITHEMES Listing plugin is vulnerable to privilege escalation via account 
takeover in all versions up to, and including, 3.3. This is due to the plugin not 
properly validating a verification code value prior to updating their password 
through the imic_reset_password_init() function. This makes it possible for 
unauthenticated attackers to change any user's passwords, including 
administrators if the users email is known. 

2025-05-09 9.8 CVE-2025-2253 

iqonicdesign--
WPBookit 

The WPBookit plugin for WordPress is vulnerable to privilege escalation via 
account takeover in all versions up to, and including, 1.0.2. This is due to the plugin 
not properly validating a user's identity prior to updating their details like password 
and email through the edit_profile_data() function. This makes it possible for 
unauthenticated attackers to change arbitrary user's email addresses and 
passwords, including administrators, and leverage that to gain access to their 
account. 

2025-05-09 9.8 CVE-2025-3810 

iqonicdesign--
WPBookit 

The WPBookit plugin for WordPress is vulnerable to privilege escalation via 
account takeover in all versions up to, and including, 1.0.2. This is due to the plugin 
not properly validating a user's identity prior to updating their details like email 

2025-05-09 9.8 CVE-2025-3811 
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through the edit_newdata_customer_callback() function. This makes it possible for 
unauthenticated attackers to change arbitrary user's email addresses, including 
administrators, and leverage that to reset the user's password and gain access to 
their account. 

itsourcecode--
Content 
Management 
System 

A vulnerability classified as critical has been found in itsourcecode Content 
Management System 1.0. Affected is an unknown function of the file 
/search_list.php. The manipulation of the argument Search leads to sql injection. It 
is possible to launch the attack remotely. The exploit has been disclosed to the 
public and may be used. 

2025-05-06 7.3 CVE-2025-4300 

itsourcecode--
Content 
Management 
System 

A vulnerability classified as critical was found in itsourcecode Content Management 
System 1.0. Affected by this vulnerability is an unknown functionality of the file 
/search-notice.php. The manipulation of the argument searchdata leads to sql 
injection. The attack can be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-06 7.3 CVE-2025-4301 

itsourcecode--
Content 
Management 
System 

A vulnerability classified as critical was found in itsourcecode Content Management 
System 1.0. This vulnerability affects unknown code of the file 
/admin/update_main_topic_img.php?topic_id=529. The manipulation of the 
argument stopic_id leads to sql injection. The attack can be initiated remotely. The 
exploit has been disclosed to the public and may be used. 

2025-05-06 7.3 CVE-2025-4311 

itsourcecode--Gym 
Management 
System 

A vulnerability classified as critical was found in itsourcecode Gym Management 
System 1.0. Affected by this vulnerability is an unknown functionality of the file 
/ajax.php?action=delete_member. The manipulation of the argument ID leads to 
sql injection. The attack can be launched remotely. The exploit has been disclosed 
to the public and may be used. 

2025-05-06 7.3 CVE-2025-4359 

itsourcecode--Gym 
Management 
System 

A vulnerability, which was classified as critical, has been found in itsourcecode Gym 
Management System 1.0. Affected by this issue is some unknown functionality of 
the file /view_member.php. The manipulation of the argument ID leads to sql 
injection. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-06 7.3 CVE-2025-4360 

itsourcecode--Gym 
Management 
System 

A vulnerability classified as critical was found in itsourcecode Gym Management 
System 1.0. This vulnerability affects unknown code of the file 
/ajax.php?action=save_membership. The manipulation of the argument 
member_id leads to sql injection. The attack can be initiated remotely. The exploit 
has been disclosed to the public and may be used. 

2025-05-06 7.3 CVE-2025-4362 

itsourcecode--Gym 
Management 
System 

A vulnerability, which was classified as critical, has been found in itsourcecode Gym 
Management System 1.0. This issue affects some unknown processing of the file 
/ajax.php?action=end_membership. The manipulation of the argument rid leads to 
sql injection. The attack may be initiated remotely. The exploit has been disclosed 
to the public and may be used. 

2025-05-06 7.3 CVE-2025-4363 

itsourcecode--Gym 
Management 
System 

A vulnerability, which was classified as critical, was found in itsourcecode Gym 
Management System 1.0. Affected is an unknown function of the file 
/ajax.php?action=save_package. The manipulation of the argument ID leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-09 7.3 CVE-2025-4463 

itsourcecode--Gym 
Management 
System 

A vulnerability has been found in itsourcecode Gym Management System 1.0 and 
classified as critical. Affected by this vulnerability is an unknown functionality of 
the file /ajax.php?action=save_plan. The manipulation of the argument plan leads 
to sql injection. The attack can be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-09 7.3 CVE-2025-4464 

itsourcecode--Gym 
Management 
System 

A vulnerability was found in itsourcecode Gym Management System 1.0 and 
classified as critical. Affected by this issue is some unknown functionality of the file 
/ajax.php?action=save_schedule. The manipulation of the argument member_id 
leads to sql injection. The attack may be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-09 7.3 CVE-2025-4465 

itsourcecode--Gym 
Management 
System 

A vulnerability was found in itsourcecode Gym Management System 1.0. It has 
been classified as critical. This affects an unknown part of the file 
/ajax.php?action=save_payment. The manipulation of the argument 
registration_id leads to sql injection. It is possible to initiate the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-09 7.3 CVE-2025-4466 

itsourcecode--Gym 
Management 
System 

A vulnerability, which was classified as critical, has been found in itsourcecode Gym 
Management System 1.0. Affected by this issue is some unknown functionality of 
the file /view_pdetails.php. The manipulation of the argument ID leads to sql 
injection. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-09 7.3 CVE-2025-4483 
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itsourcecode--Gym 
Management 
System 

A vulnerability, which was classified as critical, was found in itsourcecode Gym 
Management System 1.0. This affects an unknown part of the file 
/ajax.php?action=delete_user. The manipulation of the argument ID leads to sql 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-09 7.3 CVE-2025-4484 

itsourcecode--Gym 
Management 
System 

A vulnerability has been found in itsourcecode Gym Management System 1.0 and 
classified as critical. This vulnerability affects unknown code of the file 
/ajax.php?action=delete_trainer. The manipulation of the argument ID leads to sql 
injection. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-09 7.3 CVE-2025-4485 

itsourcecode--Gym 
Management 
System 

A vulnerability was found in itsourcecode Gym Management System 1.0 and 
classified as critical. This issue affects some unknown processing of the file 
/ajax.php?action=delete_plan. The manipulation of the argument ID leads to sql 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-09 7.3 CVE-2025-4486 

itsourcecode--Gym 
Management 
System 

A vulnerability was found in itsourcecode Gym Management System 1.0. It has 
been classified as critical. Affected is an unknown function of the file 
/ajax.php?action=delete_member. The manipulation of the argument ID leads to 
sql injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-09 7.3 CVE-2025-4487 

itsourcecode--Gym 
Management 
System 

A vulnerability was found in itsourcecode Gym Management System 1.0. It has 
been declared as critical. Affected by this vulnerability is an unknown functionality 
of the file /ajax.php?action=delete_package. The manipulation of the argument ID 
leads to sql injection. The attack can be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-09 7.3 CVE-2025-4488 

IXON--VPN Client 

IXON VPN Client before 1.4.4 on Linux and macOS allows Local Privilege Escalation 
to root because there is code execution from a configuration file that can be 
controlled by a low-privileged user. There is a race condition in which a temporary 
configuration file, in a world-writable directory, can be overwritten. 

2025-05-07 8.1 CVE-2025-26168 

IXON--VPN Client 

IXON VPN Client before 1.4.4 on Windows allows Local Privilege Escalation to 
SYSTEM because there is code execution from a configuration file that can be 
controlled by a low-privileged user. There is a race condition in which a temporary 
configuration file, in a world-writable directory, can be overwritten. 

2025-05-07 8.1 CVE-2025-26169 

JAdmin-JAVA--
JAdmin 

A vulnerability, which was classified as critical, was found in JAdmin-JAVA JAdmin 
1.0. Affected is the function toLogin of the file NoNeedLoginController.java of the 
component Admin Backend. The manipulation leads to improper authentication. It 
is possible to launch the attack remotely. The exploit has been disclosed to the 
public and may be used. 

2025-05-09 7.3 CVE-2025-4494 

layoutboxx--
LayoutBoxx 

The LayoutBoxx plugin for WordPress is vulnerable to arbitrary shortcode 
execution in all versions up to, and including, 0.3.1. This is due to the software 
allowing users to execute an action that does not properly validate a value before 
running do_shortcode. This makes it possible for unauthenticated attackers to 
execute arbitrary shortcodes. 

2025-05-06 7.3 CVE-2025-2802 

LyLme--Spage 

A vulnerability, which was classified as critical, was found in LyLme Spage 2.1. This 
affects an unknown part of the file lylme_spage/blob/master/admin/ajax_link.php. 
The manipulation of the argument sort leads to sql injection. It is possible to 
initiate the attack remotely. The exploit has been disclosed to the public and may 
be used. 

2025-05-11 7.3 CVE-2025-4543 

Mechrevo--Control 
Console 

A vulnerability was found in Mechrevo Control Console 1.0.2.70. It has been rated 
as critical. Affected by this issue is some unknown functionality in the library 
C:\Program Files\OEM\MECHREVO Control 
Center\UniwillService\MyControlCenter\csCAPI.dll of the component GCUService. 
The manipulation leads to uncontrolled search path. An attack has to be 
approached locally. The complexity of an attack is rather high. The exploitation is 
known to be difficult. The exploit has been disclosed to the public and may be 
used. 

2025-05-05 7 CVE-2025-4272 

Microsoft--Azure 
Automation 

Improper Authorization in Azure Automation allows an authorized attacker to 
elevate privileges over a network. 

2025-05-08 9.9 CVE-2025-29827 

Microsoft--Azure 
DevOps 

An elevation of privilege vulnerability exists when Visual Studio improperly handles 
pipeline job tokens. An attacker who successfully exploited this vulnerability could 
extend their access to a project. To exploit this vulnerability, an attacker would first 
have to have access to the project and swap the short-term token for a long-term 
one. The update addresses the vulnerability by correcting how the Visual Studio 
updater handles these tokens. 

2025-05-08 10 CVE-2025-29813 
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Microsoft--Azure 
Storage Resource 
Provider (SRP) 

Server-Side Request Forgery (SSRF) in Azure allows an authorized attacker to 
perform spoofing over a network. 

2025-05-08 9.9 CVE-2025-29972 

Microsoft--
Microsoft 
msagsfeedback.az
urewebsites.net 

Improper access control in Azure allows an unauthorized attacker to disclose 
information over a network. 

2025-05-08 8.1 CVE-2025-33072 

misskey-dev--
misskey 

Misskey is an open source, federated social media platform. Starting in version 
12.0.0 and prior to version 2025.4.1, due to an oversight in the validation 
performed in `UrlPreviewService` and `MkUrlPreview`, it is possible for an attacker 
to inject arbitrary CSS into the `MkUrlPreview` component. 
`UrlPreviewService.wrap` falls back to returning the original URL if it's using a 
protocol that is likely to not be understood by Misskey, IE something other than 
`http` or `https`. This both can de-anonymize users and_allow further attacks in the 
client. Additionally, `MkUrlPreview` doesn't escape CSS when applying a 
`background-image` property, allowing an attacker to craft a URL that applies 
arbitrary styles to the preview element. Theoretically, an attacker can craft a CSS 
injection payload to create a fake error message that can deceive the user into 
giving away their credentials or similar sensitive information. Version 2025.4.1 
contains a patch for the issue. 

2025-05-05 7.2 CVE-2025-46340 

MTSoftware--C-
Lodop 

A vulnerability was found in MTSoftware C-Lodop 6.6.1.1. It has been rated as 
critical. This issue affects some unknown processing of the component 
CLodopPrintService. The manipulation leads to unquoted search path. The attack 
needs to be approached locally. The complexity of an attack is rather high. The 
exploitation is known to be difficult. The exploit has been disclosed to the public 
and may be used. Upgrading to version 6.6.13 is able to address this issue. It is 
recommended to upgrade the affected component. 

2025-05-11 7 CVE-2025-4540 

muromuro--
External image 
replace 

The External image replace plugin for WordPress is vulnerable to arbitrary file 
uploads due to missing file type validation in the 
'external_image_replace_get_posts::replace_post' function in all versions up to, 
and including, 1.0.8. This makes it possible for authenticated attackers, with 
contributor-level and above permissions, to upload arbitrary files on the affected 
site's server which may make remote code execution possible. 

2025-05-05 8.8 CVE-2025-4279 

mythemeshop--
WordPress Review 
Plugin: The 
Ultimate Solution 
for Building a 
Review Website 

The WordPress Review Plugin: The Ultimate Solution for Building a Review Website 
plugin for WordPress is vulnerable to Local File Inclusion in all versions up to, and 
including, 5.3.5 via the Post custom fields. This makes it possible for authenticated 
attackers, with Contributor-level access and above, to include and execute 
arbitrary files on the server, allowing the execution of any PHP code in those files. 
This can be used to bypass access controls, obtain sensitive data, or achieve code 
execution in cases where PHP file types can be uploaded and included, or pearcmd 
is enabled on a server with register_argc_argv also enabled. 

2025-05-10 8.8 CVE-2025-2158 

n/a--Discord 

A vulnerability, which was classified as critical, has been found in Discord 1.0.9188 
on Windows. Affected by this issue is some unknown functionality in the library 
WINSTA.dll. The manipulation leads to uncontrolled search path. The attack needs 
to be approached locally. The complexity of an attack is rather high. The 
exploitation is known to be difficult. The exploit has been disclosed to the public 
and may be used. The vendor was contacted early about this disclosure but did not 
respond in any way. 

2025-05-10 7 CVE-2025-4525 

n3wnormal--
Woocommerce 
Multiple Addresses 

The Woocommerce Multiple Addresses plugin for WordPress is vulnerable to 
Privilege Escalation in all versions up to, and including, 1.0.7.1. This is due to 
insufficient restrictions on user meta that can be updated through the 
save_multiple_shipping_addresses() function. This makes it possible for 
authenticated attackers, with Subscriber-level access and above, to elevate their 
privileges to that of an administrator. 

2025-05-07 8.8 CVE-2025-4335 

Netoloji Software--
E-Flow 

Unrestricted Upload of File with Dangerous Type, Improper Neutralization of Input 
During Web Page Generation (XSS or 'Cross-site Scripting') vulnerability in Netoloji 
Software E-Flow allows Accessing Functionality Not Properly Constrained by ACLs, 
Stored XSS, File Content Injection.This issue affects E-Flow: before 3.23.00. 

2025-05-06 8.2 CVE-2025-0984 

Norton--Norton 
Utilities Ultimate 

Link Following Local Privilege Escalation Vulnerability in NortonUtilitiesSvc in 
Norton Utilities Ultimate Version 24.2.16862.6344 on Windows 10 Pro x64 allows 
local attackers to escalate privileges and execute arbitrary code in the context of 
SYSTEM via the creation of a symbolic link and leveraging a TOCTTOU (time-of-
check to time-of-use) attack. 

2025-05-09 7.8 CVE-2024-13944 

OpenCTI-Platform-
-opencti 

OpenCTI is an open cyber threat intelligence (CTI) platform. Prior to version 6.4.11 
any user with the capability `manage customizations` can execute commands on 

2025-05-05 9.1 CVE-2025-24977 
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the underlying infrastructure where OpenCTI is hosted and can access internal 
server side secrets by misusing the web-hooks. Since the malicious user gets a root 
shell inside a container this opens up the the infrastructure environment for 
further attacks and exposures. Version 6.4.11 fixes the issue. 

Patch My PC--
Home Updater 

A vulnerability was found in Patch My PC Home Updater up to 5.1.3.0. It has been 
rated as critical. This issue affects some unknown processing in the library 
advapi32.dll/BCrypt.dll/comctl32.dll/crypt32.dll/dwmapi.dll/gdi32.dll/gdiplus.dll/i
mm32.dll/iphlpapi.dll/kernel32.dll/mscms.dll/msctf.dll/ntdll.dll/ole32.dll/oleaut32.
dll/PresentationNative_cor3.dll/secur32.dll/shcore.dll/shell32.dll/sspicli.dll/System
.IO. The manipulation leads to uncontrolled search path. It is possible to launch the 
attack on the local host. The complexity of an attack is rather high. The exploitation 
is known to be difficult. The exploit has been disclosed to the public and may be 
used. The vendor was contacted early about this disclosure but did not respond in 
any way. 

2025-05-09 7 CVE-2025-4455 

PCMan--FTP Server 

A vulnerability classified as critical has been found in PCMan FTP Server 2.0.7. This 
affects an unknown part of the component RMD Command Handler. The 
manipulation leads to buffer overflow. It is possible to initiate the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-05 7.3 CVE-2025-4255 

PCMan--FTP Server 

A vulnerability classified as critical has been found in PCMan FTP Server 2.0.7. This 
affects an unknown part of the component RNFR Command Handler. The 
manipulation leads to buffer overflow. It is possible to initiate the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-05 7.3 CVE-2025-4288 

PCMan--FTP Server 

A vulnerability classified as critical was found in PCMan FTP Server 2.0.7. This 
vulnerability affects unknown code of the component RNTO Command Handler. 
The manipulation leads to buffer overflow. The attack can be initiated remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-05 7.3 CVE-2025-4289 

PCMan--FTP Server 

A vulnerability, which was classified as critical, has been found in PCMan FTP 
Server 2.0.7. This issue affects some unknown processing of the component SMNT 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-05-05 7.3 CVE-2025-4290 

peprodev--
PeproDev Ultimate 
Profile Solutions 

The PeproDev Ultimate Profile Solutions plugin for WordPress is vulnerable to 
Authentication Bypass in versions 1.9.1 to 7.5.2. This is due to handel_ajax_req() 
function not having proper restrictions on the change_user_meta functionality that 
makes it possible to set a OTP code and subsequently log in with that OTP code. 
This makes it possible for unauthenticated attackers to login as other users on the 
site, including administrators. 

2025-05-07 9.8 CVE-2025-3844 

peprodev--
PeproDev Ultimate 
Profile Solutions 

The PeproDev Ultimate Profile Solutions plugin for WordPress is vulnerable to 
unauthorized modification of data due to a missing capability check on the 
handel_ajax_req() function in versions 1.9.1 to 7.5.2. This makes it possible for 
unauthenticated attackers to update arbitrary user's metadata which can be 
leveraged to block an administrator from accessing their site when wp_capabilities 
is set to 0. 

2025-05-07 8.2 CVE-2025-3921 

phpgt--Dom 

phpgt/Dom provides access to modern DOM APIs. Versions of phpgt/Dom prior to 
4.1.8 expose the GITHUB_TOKEN in the Dom workflow run artifact. The ci.yml 
workflow file uses actions/upload-artifact@v4 to upload the build artifact. This 
artifact is a zip of the current directory, which includes the automatically generated 
.git/config file containing the run's GITHUB_TOKEN. Seeing as the artifact can be 
downloaded prior to the end of the workflow, there is a few seconds where an 
attacker can extract the token from the artifact and use it with the GitHub API to 
push malicious code or rewrite release commits in your repository. Any 
downstream user of the repository may be affected, but the token should only be 
valid for the duration of the workflow run, limiting the time during which 
exploitation could occur. Version 4.1.8 fixes the issue. 

2025-05-06 7.1 CVE-2025-46820 

PHPGurukul--
Apartment Visitors 
Management 
System 

A vulnerability was found in PHPGurukul Apartment Visitors Management System 
1.0. It has been declared as critical. Affected by this vulnerability is an unknown 
functionality of the file /category.php. The manipulation of the argument 
categoryname leads to sql injection. The attack can be launched remotely. The 
exploit has been disclosed to the public and may be used. 

2025-05-10 7.3 CVE-2025-4505 

PHPGurukul--
Apartment Visitors 
Management 
System 

A vulnerability, which was classified as critical, has been found in PHPGurukul 
Apartment Visitors Management System 1.0. This issue affects some unknown 
processing of the file /admin/pass-details.php. The manipulation of the argument 
pid leads to sql injection. The attack may be initiated remotely. The exploit has 
been disclosed to the public and may be used. 

2025-05-11 7.3 CVE-2025-4550 

PHPGurukul--Art 
Gallery 

A vulnerability was found in PHPGurukul Art Gallery Management System 1.1. It 
has been classified as critical. Affected is an unknown function of the file 

2025-05-06 7.3 CVE-2025-4307 
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Management 
System 

/admin/add-art-medium.php. The manipulation of the argument artmed leads to 
sql injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

PHPGurukul--Art 
Gallery 
Management 
System 

A vulnerability was found in PHPGurukul Art Gallery Management System 1.1. It 
has been declared as critical. Affected by this vulnerability is an unknown 
functionality of the file /admin/add-art-type.php. The manipulation of the 
argument arttype leads to sql injection. The attack can be launched remotely. The 
exploit has been disclosed to the public and may be used. 

2025-05-06 7.3 CVE-2025-4308 

PHPGurukul--Art 
Gallery 
Management 
System 

A vulnerability was found in PHPGurukul Art Gallery Management System 1.1. It 
has been rated as critical. Affected by this issue is some unknown functionality of 
the file /admin/add-art-type.php. The manipulation of the argument arttype leads 
to sql injection. The attack may be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-06 7.3 CVE-2025-4309 

PHPGurukul--
Company Visitor 
Management 
System 

A vulnerability was found in PHPGurukul Company Visitor Management System 2.0 
and classified as critical. Affected by this issue is some unknown functionality of the 
file /visitor-detail.php. The manipulation of the argument editid leads to sql 
injection. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-06 7.3 CVE-2025-4332 

PHPGurukul--
Company Visitor 
Management 
System 

A vulnerability classified as critical has been found in PHPGurukul Company Visitor 
Management System 2.0. Affected is an unknown function of the file /admin-
profile.php. The manipulation of the argument adminname leads to sql injection. It 
is possible to launch the attack remotely. The exploit has been disclosed to the 
public and may be used. 

2025-05-06 7.3 CVE-2025-4358 

PHPGurukul--
Company Visitor 
Management 
System 

A vulnerability classified as critical has been found in PHPGurukul Company Visitor 
Management System 2.0. This affects an unknown part of the file 
/department.php. The manipulation of the argument departmentname leads to sql 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-06 7.3 CVE-2025-4361 

PHPGurukul--Cyber 
Cafe Management 
System 

A vulnerability, which was classified as critical, was found in PHPGurukul Cyber 
Cafe Management System 1.0. This affects an unknown part of the file 
/adminprofile.php. The manipulation of the argument mobilenumber leads to sql 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. Other parameters might be affected as 
well. 

2025-05-06 7.3 CVE-2025-4304 

PHPGurukul--e-
Diary Management 
System 

A vulnerability classified as critical was found in PHPGurukul e-Diary Management 
System 1.0. This vulnerability affects unknown code of the file /my-profile.php. The 
manipulation of the argument fname leads to sql injection. The attack can be 
initiated remotely. The exploit has been disclosed to the public and may be used. 
Other parameters might be affected as well. 

2025-05-10 7.3 CVE-2025-4508 

PHPGurukul--e-
Diary Management 
System 

A vulnerability, which was classified as critical, has been found in PHPGurukul e-
Diary Management System 1.0. This issue affects some unknown processing of the 
file /manage-notes.php. The manipulation of the argument ID leads to sql 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-10 7.3 CVE-2025-4509 

PHPGurukul--
Emergency 
Ambulance Hiring 
Portal 

A vulnerability classified as critical has been found in PHPGurukul Emergency 
Ambulance Hiring Portal 1.0. Affected is an unknown function of the file 
/admin/edit-ambulance.php. The manipulation of the argument dconnum leads to 
sql injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-05 7.3 CVE-2025-4264 

PHPGurukul--
Emergency 
Ambulance Hiring 
Portal 

A vulnerability classified as critical was found in PHPGurukul Emergency Ambulance 
Hiring Portal 1.0. Affected by this vulnerability is an unknown functionality of the 
file /admin/contact-us.php. The manipulation of the argument mobnum leads to 
sql injection. The attack can be launched remotely. The exploit has been disclosed 
to the public and may be used. Other parameters might be affected as well. 

2025-05-05 7.3 CVE-2025-4265 

PHPGurukul--
Human 
Metapneumovirus 
Testing 
Management 
System 

A vulnerability, which was classified as critical, has been found in PHPGurukul 
Human Metapneumovirus Testing Management System 1.0. Affected by this issue 
is some unknown functionality of the file /add-phlebotomist.php. The manipulation 
of the argument empid leads to sql injection. The attack may be launched 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-06 7.3 CVE-2025-4303 

PHPGurukul--Men 
Salon 
Management 
System 

A vulnerability was found in PHPGurukul Men Salon Management System 2.0. It 
has been classified as critical. This affects an unknown part of the file 
/admin/change-password.php. The manipulation leads to sql injection. It is 
possible to initiate the attack remotely. The exploit has been disclosed to the 
public and may be used. Multiple parameters might be affected. 

2025-05-05 7.3 CVE-2025-4297 
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PHPGurukul--
Nipah Virus Testing 
Management 
System 

A vulnerability was found in PHPGurukul Nipah Virus Testing Management System 
1.0 and classified as critical. This issue affects some unknown processing of the file 
/edit-phlebotomist.php. The manipulation of the argument mobilenumber leads to 
sql injection. The attack may be initiated remotely. The exploit has been disclosed 
to the public and may be used. Other parameters might be affected as well. 

2025-05-06 7.3 CVE-2025-4306 

PHPGurukul--
Notice Board 
System 

A vulnerability, which was classified as critical, has been found in PHPGurukul 
Notice Board System 1.0. Affected by this issue is some unknown functionality of 
the file /bwdates-reports-details.php?vid=2. The manipulation of the argument 
fromdate/tomdate leads to sql injection. The attack may be launched remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-05 7.3 CVE-2025-4266 

PHPGurukul--
Online DJ Booking 
Management 
System 

A vulnerability was found in PHPGurukul Online DJ Booking Management System 
1.0. It has been declared as critical. This vulnerability affects unknown code of the 
file /admin/user-search.php. The manipulation of the argument searchdata leads 
to sql injection. The attack can be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-05 7.3 CVE-2025-4262 

PHPGurukul--
Online DJ Booking 
Management 
System 

A vulnerability was found in PHPGurukul Online DJ Booking Management System 
1.0. It has been rated as critical. This issue affects some unknown processing of the 
file /admin/booking-search.php. The manipulation of the argument searchdata 
leads to sql injection. The attack may be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-05 7.3 CVE-2025-4263 

pixel_prime--
Reales WP STPT 

The Reales WP STPT plugin for WordPress is vulnerable to privilege escalation via 
account takeover in all versions up to, and including, 2.1.2. This is due to the plugin 
not properly validating a user's identity prior to updating their details like 
password. This makes it possible for authenticated attackers, with subscriber-level 
access and above, to change arbitrary user's passwords and email addresses, 
including administrators, and leverage that to gain access to their account. This can 
be combined with CVE-2025-3609 to achieve remote code execution as an 
originally unauthenticated user with no account. 

2025-05-06 8.8 CVE-2025-3610 

Pixmeo--OsiriX MD 
Pixmeo OsiriX MD is vulnerable to a use after free scenario, which could allow an 
attacker to upload a crafted DICOM file and cause memory corruption leading to a 
denial-of-service condition. 

2025-05-08 7.5 CVE-2025-27578 

Pixmeo--OsiriX MD 
The Pixmeo Osirix MD Web Portal sends credential information without 
encryption, which could allow an attacker to steal credentials. 

2025-05-08 7.4 CVE-2025-27720 

Potenza Global 
Solutions--PGS 
Core 

The PGS Core plugin for WordPress is vulnerable to PHP Object Injection in all 
versions up to, and including, 5.8.0 via deserialization of untrusted input in the 
'import_header' function. This makes it possible for unauthenticated attackers to 
inject a PHP Object. No known POP chain is present in the vulnerable software. If a 
POP chain is present via an additional plugin or theme installed on the target 
system, it could allow the attacker to delete arbitrary files, retrieve sensitive data, 
or execute code. 

2025-05-06 9.8 CVE-2025-0855 

Potenza Global 
Solutions--PGS 
Core 

The PGS Core plugin for WordPress is vulnerable to SQL Injection via the 'event' 
parameter in the 'save_header_builder' function in all versions up to, and 
including, 5.8.0 due to insufficient escaping on the user supplied parameter and 
lack of sufficient preparation on the existing SQL query. This makes it possible for 
unauthenticated attackers to append additional SQL queries into already existing 
queries that can be used to extract sensitive information from the database. 

2025-05-06 7.5 CVE-2025-0853 

Potenza Global 
Solutions--PGS 
Core 

The PGS Core plugin for WordPress is vulnerable to unauthorized access, 
modification, and loss of data due to a missing capability check on multiple 
functions in all versions up to, and including, 5.8.0. This makes it possible for 
unauthenticated attackers to add, modify, or plugin options. 

2025-05-06 7.3 CVE-2025-0856 

Project Worlds--
Car Rental Project 

A vulnerability classified as critical has been found in Project Worlds Car Rental 
Project 1.0. Affected is an unknown function of the file /signup.php. The 
manipulation of the argument fname leads to sql injection. It is possible to launch 
the attack remotely. The exploit has been disclosed to the public and may be used. 
Other parameters might be affected as well. 

2025-05-09 7.3 CVE-2025-4456 

Project Worlds--
Car Rental Project 

A vulnerability classified as critical was found in Project Worlds Car Rental Project 
1.0. Affected by this vulnerability is an unknown functionality of the file 
/admin/approve.php. The manipulation of the argument ID leads to sql injection. 
The attack can be launched remotely. The exploit has been disclosed to the public 
and may be used. 

2025-05-09 7.3 CVE-2025-4457 

Project Worlds--
Student Project 
Allocation System 

A vulnerability classified as critical was found in Project Worlds Student Project 
Allocation System 1.0. Affected by this vulnerability is an unknown functionality of 
the file /change_pass/forgot_password_sql.php. The manipulation of the argument 
Pat_BloodGroup1 leads to sql injection. The attack can be launched remotely. The 

2025-05-09 7.3 CVE-2025-4482 
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exploit has been disclosed to the public and may be used. Other parameters might 
be affected as well. 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while decoding of OTA messages from T3448 IE. 2025-05-06 8.2 CVE-2024-49846 

Qualcomm, Inc.--
Snapdragon 

Memory corruption during concurrent SSR execution due to race condition on the 
global maps list. 

2025-05-06 7.8 CVE-2024-45554 

Qualcomm, Inc.--
Snapdragon 

Memory corruption during concurrent access to server info object due to incorrect 
reference count update. 

2025-05-06 7.8 CVE-2024-45564 

Qualcomm, Inc.--
Snapdragon 

Memory corruption when blob structure is modified by user-space after kernel 
verification. 

2025-05-06 7.8 CVE-2024-45565 

Qualcomm, Inc.--
Snapdragon 

Memory corruption during concurrent buffer access due to modification of the 
reference count. 

2025-05-06 7.8 CVE-2024-45566 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while encoding JPEG format. 2025-05-06 7.8 CVE-2024-45567 

Qualcomm, Inc.--
Snapdragon 

Memory corruption during array access in Camera kernel due to invalid index from 
invalid command data. 

2025-05-06 7.8 CVE-2024-45574 

Qualcomm, Inc.--
Snapdragon 

Memory corruption Camera kernel when large number of devices are attached 
through userspace. 

2025-05-06 7.8 CVE-2024-45575 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while prociesing command buffer buffer in OPE module. 2025-05-06 7.8 CVE-2024-45576 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while invoking IOCTL calls from userspace to camera kernel 
driver to dump request information. 

2025-05-06 7.8 CVE-2024-45577 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while acquire and update IOCTLs during IFE output resource ID 
validation. 

2025-05-06 7.8 CVE-2024-45578 

Qualcomm, Inc.--
Snapdragon 

Memory corruption may occur when invoking IOCTL calls from userspace to the 
camera kernel driver to dump request information, due to a missing memory 
requirement check. 

2025-05-06 7.8 CVE-2024-45579 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while reading secure file. 2025-05-06 7.8 CVE-2024-49835 

Qualcomm, Inc.--
Snapdragon 

Memory corruption during memory assignment to headless peripheral VM due to 
incorrect error code handling. 

2025-05-06 7.8 CVE-2024-49841 

Qualcomm, Inc.--
Snapdragon 

Memory corruption during memory mapping into protected VM address space due 
to incorrect API restrictions. 

2025-05-06 7.8 CVE-2024-49842 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while triggering commands in the PlayReady Trusted 
application. 

2025-05-06 7.8 CVE-2024-49844 

Qualcomm, Inc.--
Snapdragon 

Memory corruption during the FRS UDS generation process. 2025-05-06 7.8 CVE-2024-49845 

Qualcomm, Inc.--
Snapdragon 

Transient DOS while processing of a registration acceptance OTA due to incorrect 
ciphering key data IE. 

2025-05-06 7.5 CVE-2024-49847 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while processing a data structure, when an iterator is accessed 
after it has been removed, potential failures occur. 

2025-05-06 7.8 CVE-2025-21453 

Qualcomm, Inc.--
Snapdragon 

Transient DOS while parsing per STA profile in ML IE. 2025-05-06 7.5 CVE-2025-21459 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while processing a message, when the buffer is controlled by a 
Guest VM, the value can be changed continuously. 

2025-05-06 7.8 CVE-2025-21460 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while processing an IOCTL request, when buffer significantly 
exceeds the command argument limit. 

2025-05-06 7.8 CVE-2025-21462 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while reading the FW response from the shared queue. 2025-05-06 7.8 CVE-2025-21467 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while reading response from FW, when buffer size is changed 
by FW while driver is using this size to write null character at the end of buffer. 

2025-05-06 7.8 CVE-2025-21468 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while processing image encoding, when input buffer length is 0 
in IOCTL call. 

2025-05-06 7.8 CVE-2025-21469 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while processing image encoding, when configuration is NULL 
in IOCTL parameter. 

2025-05-06 7.8 CVE-2025-21470 

Qualcomm, Inc.--
Snapdragon 

Memory corruption while processing escape code, when DisplayId is passed with 
large unsigned value. 

2025-05-06 7.8 CVE-2025-21475 

rack--rack 

Rack is a modular Ruby web server interface. Prior to versions 2.2.14, 3.0.16, and 
3.1.14, `Rack::QueryParser` parses query strings and `application/x-www-form-
urlencoded` bodies into Ruby data structures without imposing any limit on the 
number of parameters, allowing attackers to send requests with extremely large 
numbers of parameters. The vulnerability arises because `Rack::QueryParser` 
iterates over each `&`-separated key-value pair and adds it to a Hash without 
enforcing an upper bound on the total number of parameters. This allows an 

2025-05-07 7.5 CVE-2025-46727 
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attacker to send a single request containing hundreds of thousands (or more) of 
parameters, which consumes excessive memory and CPU during parsing. An 
attacker can trigger denial of service by sending specifically crafted HTTP requests, 
which can cause memory exhaustion or pin CPU resources, stalling or crashing the 
Rack server. This results in full service disruption until the affected worker is 
restarted. Versions 2.2.14, 3.0.16, and 3.1.14 fix the issue. Some other mitigations 
are available. One may use middleware to enforce a maximum query string size or 
parameter count, or employ a reverse proxy (such as Nginx) to limit request sizes 
and reject oversized query strings or bodies. Limiting request body sizes and query 
string lengths at the web server or CDN level is an effective mitigation. 

Red Hat--mirror 
registry for Red 
Hat OpenShift 

A flaw was found in the Mirror Registry. The quay-app container shipped as part of 
the Mirror Registry for OpenShift has write access to the `/etc/passwd`. This flaw 
allows a malicious actor with access to the container to modify the passwd file and 
elevate their privileges to the root user within that pod. 

2025-05-09 8.2 CVE-2025-3528 

Red Hat--Red Hat 

A vulnerability was found in Quarkus in the quarkus-security-webauthn module. 
The Quarkus WebAuthn module publishes default REST endpoints for registering 
and logging users in while allowing developers to provide custom REST endpoints. 
When developers provide custom REST endpoints, the default endpoints remain 
accessible, potentially allowing attackers to obtain a login cookie that has no 
corresponding user in the Quarkus application or, depending on how the 
application is written, could correspond to an existing user that has no relation 
with the current attacker, allowing anyone to log in as an existing user by just 
knowing that user's user name. 

2025-05-06 9.1 CVE-2024-12225 

Retool--Retool 
Retool (self-hosted) before 3.196.0 allows Host header injection. When the 
BASE_DOMAIN environment variable is not set, the HTTP host header can be 
manipulated. 

2025-05-09 7.1 CVE-2025-47424 

RT-Labs--P-Net 
An Heap-based Buffer Overflow in RT-Labs P-Net version 1.0.1 or earlier allows an 
attacker to induce a crash in IO devices that use the library by sending a malicious 
RPC packet. 

2025-05-07 7.5 CVE-2025-32396 

RT-Labs--P-Net 
An Heap-based Buffer Overflow in RT-Labs P-Net version 1.0.1 or earlier allows an 
attacker to induce a crash in IO devices that use the library by sending a malicious 
RPC packet. 

2025-05-07 7.5 CVE-2025-32397 

RT-Labs--P-Net 
A NULL Pointer Dereference in RT-Labs P-Net version 1.0.1 or earlier allows an 
attacker to induce a crash in IO devices that use the library by sending a malicious 
RPC packet. 

2025-05-07 7.5 CVE-2025-32398 

RT-Labs--P-Net 
An Heap-based Buffer Overflow in RT-Labs P-Net version 1.0.1 or earlier allows an 
attacker to induce a crash in IO devices that use the library by sending a malicious 
RPC packet. 

2025-05-07 7.5 CVE-2025-32400 

RT-Labs--P-Net 
An Out-of-bounds Write in RT-Labs P-Net version 1.0.1 or earlier allows an attacker 
to induce a crash in IO devices that use the library by sending a malicious RPC 
packet. 

2025-05-07 7.5 CVE-2025-32402 

RT-Labs--P-Net 
An Out-of-bounds Write in RT-Labs P-Net version 1.0.1 or earlier allows an attacker 
to induce a crash in IO devices that use the library by sending a malicious RPC 
packet. 

2025-05-07 7.5 CVE-2025-32405 

Samsung Mobile--
libsavscmn 

Out-of-bounds write in libsavscmn prior to Android 15 allows local attackers to 
execute arbitrary code. 

2025-05-07 8.4 CVE-2025-20979 

Samsung Mobile--
Samsung Gallery 

Improper access control in Samsung Gallery prior to version 14.5.10.3 in Global 
Android 13, 14.5.09.3 in China Android 13, and 15.5.04.5 in Android 14 allows 
remote attackers to access data and perform internal operations within Samsung 
Gallery. 

2025-05-07 7.2 CVE-2025-20968 

Samsung Mobile--
Samsung Mobile 
Devices 

Improper access control in SmartManagerCN prior to SMR May-2025 Release 1 
allows local attackers to launch arbitrary activities with SmartManagerCN privilege. 

2025-05-07 7.3 CVE-2025-20957 

Shanghai Bairui 
Information 
Technology--
SunloginClient 

A vulnerability classified as critical has been found in Shanghai Bairui Information 
Technology SunloginClient 15.8.3.19819. This affects an unknown part in the 
library process.dll of the file sunlogin_guard.exe. The manipulation leads to 
uncontrolled search path. Local access is required to approach this attack. The 
complexity of an attack is rather high. The exploitability is told to be difficult. The 
exploit has been disclosed to the public and may be used. The vendor was 
contacted early about this disclosure but did not respond in any way. 

2025-05-11 7 CVE-2025-4532 

SourceCodester--
Advanced Web 
Store 

A vulnerability, which was classified as critical, has been found in SourceCodester 
Advanced Web Store 1.0. This issue affects some unknown processing of the file 
/productdetail.php. The manipulation of the argument prodid leads to sql 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-06 7.3 CVE-2025-4312 
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SourceCodester--
Advanced Web 
Store 

A vulnerability, which was classified as critical, was found in SourceCodester 
Advanced Web Store 1.0. Affected is an unknown function of the file 
/admin/admin_addnew_product.php. The manipulation of the argument txtProdId 
leads to sql injection. It is possible to launch the attack remotely. The exploit has 
been disclosed to the public and may be used. 

2025-05-06 7.3 CVE-2025-4313 

SourceCodester--
Advanced Web 
Store 

A vulnerability has been found in SourceCodester Advanced Web Store 1.0 and 
classified as critical. Affected by this vulnerability is an unknown functionality of 
the file /admin/index.php. The manipulation of the argument txtLogin leads to sql 
injection. The attack can be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-06 7.3 CVE-2025-4314 

SourceCodester--
Apartment Visitor 
Management 
System 

A vulnerability was found in SourceCodester Apartment Visitor Management 
System 1.0. It has been rated as critical. This issue affects some unknown 
processing of the file /search-result.php. The manipulation of the argument 
searchdata leads to sql injection. The attack may be initiated remotely. The exploit 
has been disclosed to the public and may be used. 

2025-05-09 7.3 CVE-2025-4481 

SourceCodester--
Online College 
Library System 

A vulnerability was found in SourceCodester Online College Library System 1.0. It 
has been classified as critical. Affected is an unknown function of the file 
/index.php. The manipulation of the argument Category leads to sql injection. It is 
possible to launch the attack remotely. The exploit has been disclosed to the public 
and may be used. 

2025-05-10 7.3 CVE-2025-4504 

SourceCodester--
Online Student 
Clearance System 

A vulnerability classified as critical was found in SourceCodester Online Student 
Clearance System 1.0. This vulnerability affects unknown code of the file 
/Admin/login.php. The manipulation of the argument username/password leads to 
sql injection. The attack can be initiated remotely. The exploit has been disclosed 
to the public and may be used. 

2025-05-06 7.3 CVE-2025-4331 

SourceCodester--
Online Student 
Clearance System 

A vulnerability was found in SourceCodester Online Student Clearance System 1.0. 
It has been declared as critical. This vulnerability affects unknown code of the file 
/admin/edit-admin.php. The manipulation of the argument 
txtfullname/txtemail/cmddesignation leads to sql injection. The attack can be 
initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-05-09 7.3 CVE-2025-4467 

SourceCodester--
Online Student 
Clearance System 

A vulnerability was found in SourceCodester Online Student Clearance System 1.0. 
It has been rated as critical. This issue affects some unknown processing of the file 
/edit-photo.php. The manipulation of the argument userImage leads to 
unrestricted upload. The attack may be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-09 7.3 CVE-2025-4468 

SourceCodester--
Stock 
Management 
System 

A vulnerability was found in SourceCodester/oretnom23 Stock Management 
System 1.0 and classified as critical. This issue affects some unknown processing of 
the file /classes/Login.php?f=login. The manipulation of the argument Username 
leads to sql injection. The attack may be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-05 7.3 CVE-2025-4283 

SysAid--SysAid On-
Prem 

SysAid On-Prem versions <= 23.3.40 are vulnerable to an unauthenticated XML 
External Entity (XXE) vulnerability in the Checkin processing functionality, allowing 
for administrator account takeover and file read primitives. 

2025-05-07 9.3 CVE-2025-2775 

SysAid--SysAid On-
Prem 

SysAid On-Prem versions <= 23.3.40 are vulnerable to an unauthenticated XML 
External Entity (XXE) vulnerability in the Server URL processing functionality, 
allowing for administrator account takeover and file read primitives. 

2025-05-07 9.3 CVE-2025-2776 

SysAid--SysAid On-
Prem 

SysAid On-Prem versions <= 23.3.40 are vulnerable to an unauthenticated XML 
External Entity (XXE) vulnerability in the lshw processing functionality, allowing for 
administrator account takeover and file read primitives. 

2025-05-07 9.3 CVE-2025-2777 

syslog-ng--syslog-
ng 

syslog-ng is an enhanced log daemo. Prior to version 4.8.2, `tls_wildcard_match()` 
matches on certificates such as `foo.*.bar` although that is not allowed. It is also 
possible to pass partial wildcards such as `foo.a*c.bar` which glib matches but 
should be avoided / invalidated. This issue could have an impact on TLS 
connections, such as in man-in-the-middle situations. Version 4.8.2 contains a fix 
for the issue. 

2025-05-07 7.5 CVE-2024-47619 

Tenda--AC1206 

A vulnerability was found in Tenda AC1206 up to 15.03.06.23. It has been declared 
as critical. This vulnerability affects the function formSetCfm of the file 
/goform/setcfm. The manipulation leads to buffer overflow. The attack can be 
initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-05-05 8.8 CVE-2025-4298 

Tenda--AC1206 

A vulnerability was found in Tenda AC1206 up to 15.03.06.23. It has been rated as 
critical. This issue affects the function setSchedWifi of the file 
/goform/openSchedWifi. The manipulation leads to buffer overflow. The attack 
may be initiated remotely. The exploit has been disclosed to the public and may be 
used. 

2025-05-06 8.8 CVE-2025-4299 
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Tenda--AC8 

A vulnerability, which was classified as critical, was found in Tenda AC8 
16.03.34.06. Affected is the function formGetRouterStatus of the file 
/goform/MtuSetMacWan. The manipulation of the argument shareSpeed leads to 
buffer overflow. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-06 8.8 CVE-2025-4368 

Tenda--DAP-1520 

A vulnerability was found in Tenda DAP-1520 1.10B04_BETA02 and classified as 
critical. Affected by this issue is the function check_dws_cookie of the file /storage. 
The manipulation leads to stack-based buffer overflow. The attack may be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-06 8.8 CVE-2025-4354 

Tenda--DAP-1520 

A vulnerability was found in Tenda DAP-1520 1.10B04_BETA02. It has been 
classified as critical. This affects the function set_ws_action of the file /dws/api/. 
The manipulation leads to heap-based buffer overflow. It is possible to initiate the 
attack remotely. The exploit has been disclosed to the public and may be used. 

2025-05-06 8.8 CVE-2025-4355 

Tenda--DAP-1520 

A vulnerability was found in Tenda DAP-1520 1.10B04_BETA02. It has been 
declared as critical. This vulnerability affects the function 
mod_graph_auth_uri_handler of the file /storage of the component 
Authentication Handler. The manipulation leads to stack-based buffer overflow. 
The attack can be initiated remotely. The exploit has been disclosed to the public 
and may be used. 

2025-05-06 8.8 CVE-2025-4356 

ThemeKalia--
Envolve Plugin 

The Envolve Plugin plugin for WordPress is vulnerable to arbitrary file uploads due 
to missing file type validation in the 'zetra_languageUpload' and 
'zetra_fontsUpload' functions in all versions up to, and including, 1.0. This makes it 
possible for unauthenticated attackers to upload arbitrary files on the affected 
site's server which may make remote code execution possible. 

2025-05-09 9.8 CVE-2024-11617 

themewinter--
Event Manager, 
Events Calendar, 
Tickets, 
Registrations 
Eventin 

The Event Manager, Events Calendar, Tickets, Registrations - Eventin plugin for 
WordPress is vulnerable to arbitrary file read in all versions up to, and including, 
4.0.26 via the proxy_image() function. This makes it possible for unauthenticated 
attackers to read the contents of arbitrary files on the server, which can contain 
sensitive information. 

2025-05-08 7.5 CVE-2025-3419 

TOTOLINK--
N150RT 

A vulnerability, which was classified as critical, has been found in TOTOLINK 
N150RT 3.4.0-B20190525. This issue affects some unknown processing of the file 
/boafrm/formWsc. The manipulation of the argument localPin leads to buffer 
overflow. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-09 8.8 CVE-2025-4462 

TOTOLINK--T10 

A vulnerability was found in TOTOLINK T10, A3100R, A950RG, A800R, N600R, 
A3000RU and A810R 4.1.8cu.5241_B20210927. It has been declared as critical. This 
vulnerability affects the function CloudACMunualUpdate of the file /cgi-
bin/cstecgi.cgi. The manipulation of the argument FileName leads to buffer 
overflow. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-10 8.8 CVE-2025-4496 

trainingbusinesspr
os--WordPress 
CRM, Email & 
Marketing 
Automation for 
WordPress | 
Award Winner 
Groundhogg 

The WordPress CRM, Email & Marketing Automation for WordPress | Award 
Winner - Groundhogg plugin for WordPress is vulnerable to arbitrary file deletion 
due to insufficient file path validation in the 'process_export_delete' and 
'process_import_delete' functions in all versions up to, and including, 4.1.1.2. This 
makes it possible for authenticated attackers, with Administrator-level access and 
above, to delete arbitrary files on the server, which can easily lead to remote code 
execution when the right file is deleted (such as wp-config.php). 

2025-05-09 7.2 CVE-2025-4206 

vinoth06--
Frontend 
Dashboard 

The Frontend Dashboard plugin for WordPress is vulnerable to Privilege Escalation 
due to a missing capability check on the fed_wp_ajax_fed_login_form_post() 
function in versions 1.0 to 2.2.6. This makes it possible for unauthenticated 
attackers to reset the administrator's email and password, and elevate their 
privileges to that of an administrator. 

2025-05-07 9.8 CVE-2025-4104 

vllm-project--vllm 

vLLM is an inference and serving engine for large language models. In a multi-node 
vLLM deployment using the V0 engine, vLLM uses ZeroMQ for some multi-node 
communication purposes. The secondary vLLM hosts open a `SUB` ZeroMQ socket 
and connect to an `XPUB` socket on the primary vLLM host. When data is received 
on this `SUB` socket, it is deserialized with `pickle`. This is unsafe, as it can be 
abused to execute code on a remote machine. Since the vulnerability exists in a 
client that connects to the primary vLLM host, this vulnerability serves as an 
escalation point. If the primary vLLM host is compromised, this vulnerability could 
be used to compromise the rest of the hosts in the vLLM deployment. Attackers 
could also use other means to exploit the vulnerability without requiring access to 
the primary vLLM host. One example would be the use of ARP cache poisoning to 

2025-05-06 8 CVE-2025-30165 
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redirect traffic to a malicious endpoint used to deliver a payload with arbitrary 
code to execute on the target machine. Note that this issue only affects the V0 
engine, which has been off by default since v0.8.0. Further, the issue only applies 
to a deployment using tensor parallelism across multiple hosts, which we do not 
expect to be a common deployment pattern. Since V0 is has been off by default 
since v0.8.0 and the fix is fairly invasive, the maintainers of vLLM have decided not 
to fix this issue. Instead, the maintainers recommend that users ensure their 
environment is on a secure network in case this pattern is in use. The V1 engine is 
not affected by this issue. 

WP Chill--
Download Monitor 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in WP Chill Download Monitor allows PHP 
Local File Inclusion. This issue affects Download Monitor: from n/a through 5.0.22. 

2025-05-07 7.5 CVE-2025-47439 

WSO2--WSO2 API 
Manager 

An XML External Entity (XXE) vulnerability exists in the gateway component of 
WSO2 API Manager due to insufficient validation of XML input in crafted URL 
paths. User-supplied XML is parsed without appropriate restrictions, enabling 
external entity resolution. This vulnerability can be exploited by an 
unauthenticated remote attacker to read files from the server's filesystem or 
perform denial-of-service (DoS) attacks. * On systems running JDK 7 or early JDK 8, 
full file contents may be exposed. * On later versions of JDK 8 and newer, only the 
first line of a file may be read, due to improvements in XML parser behavior. * DoS 
attacks such as "Billion Laughs" payloads can cause service disruption. 

2025-05-05 9.1 CVE-2025-2905 

yhirose--cpp-
httplib 

cpp-httplib is a C++ header-only HTTP/HTTPS server and client library. Prior to 
version 0.20.1, the library fails to enforce configured size limits on incoming 
request bodies when `Transfer-Encoding: chunked` is used or when no `Content-
Length` header is provided. A remote attacker can send a chunked request without 
the terminating zero-length chunk, causing uncontrolled memory allocation on the 
server. This leads to potential exhaustion of system memory and results in a server 
crash or unresponsiveness. Version 0.20.1 fixes the issue by enforcing limits during 
parsing. If the limit is exceeded at any point during reading, the connection is 
terminated immediately. A short-term workaround through a Reverse Proxy is 
available. If updating the library immediately is not feasible, deploy a reverse proxy 
(e.g., Nginx, HAProxy) in front of the `cpp-httplib` application. Configure the proxy 
to enforce maximum request body size limits, thereby stopping excessively large 
requests before they reach the vulnerable library code. 

2025-05-06 7.5 CVE-2025-46728 

zitadel--zitadel 

The identity infrastructure software ZITADEL offers developers the ability to 
manage user sessions using the Session API. This API enables the use of IdPs for 
authentication, known as idp intents. Following a successful idp intent, the client 
receives an id and token on a predefined URI. These id and token can then be used 
to authenticate the user or their session. However, prior to versions 3.0.0, 2.71.9, 
and 2.70.10, it was possible to exploit this feature by repeatedly using intents. This 
allowed an attacker with access to the application's URI to retrieve the id and 
token, enabling them to authenticate on behalf of the user. It's important to note 
that the use of additional factors (MFA) prevents a complete authentication 
process and, consequently, access to the ZITADEL API. Versions 3.0.0, 2.71.9, and 
2.70.10 contain a fix for the issue. No known workarounds other than upgrading 
are available. 

2025-05-06 8 CVE-2025-46815 

admintwentytwent
y--UiPress lite | 
Effortless custom 
dashboards, admin 
themes and pages 

The UiPress lite | Effortless custom dashboards, admin themes and pages plugin 
for WordPress is vulnerable to Remote Code Execution in all versions up to, and 
including, 3.5.07 via the uip_process_form_input() function. This is due to the 
function taking user supplied inputs to execute arbitrary functions with arbitrary 
data, and does not have any sort of capability check. This makes it possible for 
authenticated attackers, with Subscriber-level access and above, to execute 
arbitrary code on the server. 

2025-05-15 8.8 CVE-2025-3053 

Adobe--Adobe 
Connect 

Adobe Connect versions 12.8 and earlier are affected by a reflected Cross-Site 
Scripting (XSS) vulnerability that could be abused by an attacker to inject malicious 
scripts into vulnerable form fields. Malicious JavaScript may be executed in a 
victim's browser when they browse to the page containing the vulnerable field. A 
successful attacker can abuse this to achieve session takeover, increasing the 
confidentiality and integrity impact as high. 

2025-05-13 9.3 CVE-2025-43567 

Adobe--Animate 

Animate versions 24.0.8, 23.0.11 and earlier are affected by an out-of-bounds 
write vulnerability that could result in arbitrary code execution in the context of 
the current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-05-13 7.8 CVE-2025-30328 

Adobe--Animate 
Animate versions 24.0.8, 23.0.11 and earlier are affected by an Integer Underflow 
(Wrap or Wraparound) vulnerability that could result in arbitrary code execution in 

2025-05-13 7.8 CVE-2025-43555 
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the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

Adobe--Animate 

Animate versions 24.0.8, 23.0.11 and earlier are affected by an Integer Overflow or 
Wraparound vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2025-05-13 7.8 CVE-2025-43556 

Adobe--Animate 

Animate versions 24.0.8, 23.0.11 and earlier are affected by an Access of 
Uninitialized Pointer vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2025-05-13 7.8 CVE-2025-43557 

Adobe--Bridge 

Bridge versions 15.0.3, 14.1.6 and earlier are affected by an Access of Uninitialized 
Pointer vulnerability that could result in arbitrary code execution in the context of 
the current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-05-13 7.8 CVE-2025-43545 

Adobe--Bridge 

Bridge versions 15.0.3, 14.1.6 and earlier are affected by an Integer Underflow 
(Wrap or Wraparound) vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2025-05-13 7.8 CVE-2025-43546 

Adobe--Bridge 

Bridge versions 15.0.3, 14.1.6 and earlier are affected by an Integer Overflow or 
Wraparound vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2025-05-13 7.8 CVE-2025-43547 

Adobe--ColdFusion 

ColdFusion versions 2025.1, 2023.13, 2021.19 and earlier are affected by an 
Improper Input Validation vulnerability that could result in arbitrary code 
execution in the context of the current user. A high-privileged attacker could 
leverage this vulnerability to bypass security mechanisms and execute code. 
Exploitation of this issue does not require user interaction and scope is changed. 

2025-05-13 9.1 CVE-2025-43559 

Adobe--ColdFusion 

ColdFusion versions 2025.1, 2023.13, 2021.19 and earlier are affected by an 
Improper Input Validation vulnerability that could result in arbitrary code 
execution in the context of the current user. A high-privileged attacker could 
leverage this vulnerability to bypass security mechanisms and execute code. 
Exploitation of this issue does not require user interaction and scope is changed. 

2025-05-13 9.1 CVE-2025-43560 

Adobe--ColdFusion 

ColdFusion versions 2025.1, 2023.13, 2021.19 and earlier are affected by an 
Incorrect Authorization vulnerability that could result in arbitrary code execution in 
the context of the current user. A high-privileged attacker could leverage this 
vulnerability to bypass authentication mechanisms and execute code. Exploitation 
of this issue does not require user interaction and scope is changed. 

2025-05-13 9.1 CVE-2025-43561 

Adobe--ColdFusion 

ColdFusion versions 2025.1, 2023.13, 2021.19 and earlier are affected by an 
Improper Neutralization of Special Elements used in an OS Command ('OS 
Command Injection') vulnerability that could result in arbitrary code execution in 
the context of the current user. A high-privileged attacker could leverage this 
vulnerability to bypass security mechanisms and execute code. Exploitation of this 
issue does not require user interaction and scope is changed. 

2025-05-13 9.1 CVE-2025-43562 

Adobe--ColdFusion 

ColdFusion versions 2025.1, 2023.13, 2021.19 and earlier are affected by an 
Improper Access Control vulnerability that could result in arbitrary file system read. 
An attacker could leverage this vulnerability to access or modify sensitive data 
without proper authorization. Exploitation of this issue does not require user 
interaction. 

2025-05-13 9.1 CVE-2025-43563 

Adobe--ColdFusion 

ColdFusion versions 2025.1, 2023.13, 2021.19 and earlier are affected by an 
Improper Access Control vulnerability that could result in arbitrary file system read. 
An attacker could leverage this vulnerability to access or modify sensitive data 
without proper authorization. Exploitation of this issue does not require user 
interaction. 

2025-05-13 9.1 CVE-2025-43564 

Adobe--ColdFusion 

ColdFusion versions 2025.1, 2023.13, 2021.19 and earlier are affected by an 
Incorrect Authorization vulnerability that could lead to arbitrary code execution in 
the context of the current user. A high-privileged attacker could leverage this 
vulnerability to bypass security protections and execute code. Exploitation of this 
issue requires user interaction and scope is changed. 

2025-05-13 8.4 CVE-2025-43565 

Adobe--Dimension 

Dimension versions 4.1.2 and earlier are affected by an out-of-bounds write 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-05-13 7.8 CVE-2025-43548 

Adobe--Dimension 
Dimension versions 4.1.2 and earlier are affected by an out-of-bounds write 
vulnerability that could result in arbitrary code execution in the context of the 

2025-05-13 7.8 CVE-2025-43572 
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current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

Adobe--
Dreamweaver 
Desktop 

Dreamweaver Desktop versions 21.4 and earlier are affected by an Access of 
Resource Using Incompatible Type ('Type Confusion') vulnerability that could result 
in arbitrary code execution in the context of the current user. Exploitation of this 
issue requires user interaction in that a victim must open a malicious file. 

2025-05-13 7.8 CVE-2025-30310 

Adobe--Illustrator 

Illustrator versions 29.3, 28.7.5 and earlier are affected by a Heap-based Buffer 
Overflow vulnerability that could result in arbitrary code execution in the context 
of the current user. Exploitation of this issue requires user interaction in that a 
victim must open a malicious file. 

2025-05-13 7.8 CVE-2025-30330 

Adobe--InDesign 
Desktop 

InDesign Desktop versions ID19.5.2, ID20.2 and earlier are affected by an out-of-
bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2025-05-13 7.8 CVE-2025-30318 

Adobe--Lightroom 
Desktop 

Lightroom Desktop versions 8.2 and earlier are affected by an out-of-bounds write 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-05-13 7.8 CVE-2025-27197 

Adobe--Photoshop 
Desktop 

Photoshop Desktop versions 26.5, 25.12.2 and earlier are affected by an Integer 
Underflow (Wrap or Wraparound) vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2025-05-13 7.8 CVE-2025-30324 

Adobe--Photoshop 
Desktop 

Photoshop Desktop versions 26.5, 25.12.2 and earlier are affected by an Integer 
Overflow or Wraparound vulnerability that could result in arbitrary code execution 
in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2025-05-13 7.8 CVE-2025-30325 

Adobe--Photoshop 
Desktop 

Photoshop Desktop versions 26.5, 25.12.2 and earlier are affected by an Access of 
Uninitialized Pointer vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2025-05-13 7.8 CVE-2025-30326 

Adobe--
Substance3D - 
Modeler 

Substance3D - Modeler versions 1.21.0 and earlier are affected by an Uncontrolled 
Search Path Element vulnerability that could result in arbitrary code execution in 
the context of the current user. If the application relies on a search path to locate 
critical resources such as libraries or executables, an attacker could manipulate the 
search path to load a malicious resource, potentially executing arbitrary code. 
Exploitation of this issue requires user interaction in that a victim must open a 
malicious file. 

2025-05-13 7.8 CVE-2025-43553 

Adobe--
Substance3D - 
Modeler 

Substance3D - Modeler versions 1.21.0 and earlier are affected by an out-of-
bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2025-05-13 7.8 CVE-2025-43554 

Adobe--
Substance3D - 
Painter 

Substance3D - Painter versions 11.0 and earlier are affected by an out-of-bounds 
write vulnerability that could result in arbitrary code execution in the context of 
the current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-05-13 7.8 CVE-2025-30322 

Adobe--
Substance3D - 
Stager 

Substance3D - Stager versions 3.1.1 and earlier are affected by a Use After Free 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-05-13 7.8 CVE-2025-43549 

Adobe--
Substance3D - 
Stager 

Substance3D - Stager versions 3.1.1 and earlier are affected by a Use After Free 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-05-13 7.8 CVE-2025-43568 

Adobe--
Substance3D - 
Stager 

Substance3D - Stager versions 3.1.1 and earlier are affected by an out-of-bounds 
write vulnerability that could result in arbitrary code execution in the context of 
the current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-05-13 7.8 CVE-2025-43569 

Adobe--
Substance3D - 
Stager 

Substance3D - Stager versions 3.1.1 and earlier are affected by a Use After Free 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-05-13 7.8 CVE-2025-43570 

Adobe--
Substance3D - 
Stager 

Substance3D - Stager versions 3.1.1 and earlier are affected by a Use After Free 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-05-13 7.8 CVE-2025-43571 

https://www.cve.org/CVERecord?id=CVE-2025-30310
https://www.cve.org/CVERecord?id=CVE-2025-30330
https://www.cve.org/CVERecord?id=CVE-2025-30318
https://www.cve.org/CVERecord?id=CVE-2025-27197
https://www.cve.org/CVERecord?id=CVE-2025-30324
https://www.cve.org/CVERecord?id=CVE-2025-30325
https://www.cve.org/CVERecord?id=CVE-2025-30326
https://www.cve.org/CVERecord?id=CVE-2025-43553
https://www.cve.org/CVERecord?id=CVE-2025-43554
https://www.cve.org/CVERecord?id=CVE-2025-30322
https://www.cve.org/CVERecord?id=CVE-2025-43549
https://www.cve.org/CVERecord?id=CVE-2025-43568
https://www.cve.org/CVERecord?id=CVE-2025-43569
https://www.cve.org/CVERecord?id=CVE-2025-43570
https://www.cve.org/CVERecord?id=CVE-2025-43571


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

AMD--AIM-T 
Manageability API 

A DLL hijacking vulnerability in the AMD Manageability API could allow an attacker 
to achieve privilege escalation, potentially resulting in arbitrary code execution. 

2025-05-13 7.3 CVE-2023-31358 

AMD--AIM-T 
Manageability API 

Incorrect default permissions in the AMD Manageability API could allow an 
attacker to achieve privilege escalation, potentially resulting in arbitrary code 
execution. 

2025-05-13 7.3 CVE-2023-31359 

AMD--AIM-T 
Manageability 
Service 

Unquoted search path within AIM-T Manageability Service can allow a local 
attacker to escalate privileges, potentially resulting in arbitrary code execution. 

2025-05-13 7.3 CVE-2024-36321 

AMD--AMD Cloud 
Manageability 
Service 

Unquoted search path within AMD Cloud Manageability Service can allow a local 
attacker to escalate privileges, potentially resulting in arbitrary code execution. 

2025-05-13 7.3 CVE-2025-0035 

AMD--AMD 
Optimizing CPU 
Libraries (AOCL) 

Incorrect default permissions in the AMD Optimizing CPU Libraries (AOCL) 
installation directory could allow an attacker to achieve privilege escalation 
potentially resulting in arbitrary code execution. 

2025-05-13 7.3 CVE-2024-21960 

AMD--AMD 
Optimizing CPU 
Libraries (AOCL) 

A DLL hijacking vulnerability in the AMD Optimizing CPU Libraries could allow an 
attacker to achieve privilege escalation, potentially resulting in arbitrary code 
execution. 

2025-05-13 7.3 CVE-2024-36339 

AMI--AptioV 
APTIOV contains a vulnerability in BIOS where an attacker may cause a Time-of-
check Time-of-use (TOCTOU) Race Condition by local means. Successful 
exploitation of this vulnerability may lead to arbitrary code execution. 

2025-05-13 7.5 CVE-2024-42446 

Auma Riester--
AC1.2 

An unauthenticated remote attacker can cause a buffer overflow which could lead 
to unexpected behaviour or DoS via Bluetooth or RS-232 interface. 

2025-05-12 7.5 CVE-2025-3496 

auth0--auth0-PHP 

Auth0-PHP provides the PHP SDK for Auth0 Authentication and Management APIs. 
Starting in version 8.0.0-BETA1 and prior to version 8.14.0, session cookies of 
applications using the Auth0-PHP SDK configured with CookieStore have 
authentication tags that can be brute forced, which may result in unauthorized 
access. Certain pre-conditions are required to be vulnerable to this issue: 
Applications using the Auth0-PHP SDK, or the Auth0/symfony, Auth0/laravel-auth0, 
and Auth0/wordpress SDKs that rely on the Auth0-PHP SDK; and session storage 
configured with CookieStore. Upgrade Auth0/Auth0-PHP to v8.14.0 to receive a 
patch. As an additional precautionary measure, rotating cookie encryption keys is 
recommended. Note that once updated, any previous session cookies will be 
rejected. 

2025-05-15 9.1 CVE-2025-47275 

Campcodes--
Online Shopping 
Portal 

A vulnerability was found in Campcodes Online Shopping Portal 1.0. It has been 
declared as critical. This vulnerability affects unknown code of the file /forgot-
password.php. The manipulation of the argument email leads to sql injection. The 
attack can be initiated remotely. The exploit has been disclosed to the public and 
may be used. 

2025-05-18 7.3 CVE-2025-4875 

Campcodes--Sales 
and Inventory 
System 

A vulnerability was found in Campcodes Sales and Inventory System 1.0. It has 
been rated as critical. This issue affects some unknown processing of the file 
/pages/transaction_add.php. The manipulation of the argument prod_name leads 
to sql injection. The attack may be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-15 7.3 CVE-2025-4707 

Campcodes--Sales 
and Inventory 
System 

A vulnerability classified as critical has been found in Campcodes Sales and 
Inventory System 1.0. Affected is an unknown function of the file 
/pages/sales_add.php. The manipulation of the argument discount leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-15 7.3 CVE-2025-4708 

Campcodes--Sales 
and Inventory 
System 

A vulnerability classified as critical was found in Campcodes Sales and Inventory 
System 1.0. Affected by this vulnerability is an unknown functionality of the file 
/pages/transaction_del.php. The manipulation of the argument ID leads to sql 
injection. The attack can be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-15 7.3 CVE-2025-4709 

Campcodes--Sales 
and Inventory 
System 

A vulnerability, which was classified as critical, has been found in Campcodes Sales 
and Inventory System 1.0. Affected by this issue is some unknown functionality of 
the file /pages/transaction.php. The manipulation of the argument cid leads to sql 
injection. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-15 7.3 CVE-2025-4710 

Campcodes--Sales 
and Inventory 
System 

A vulnerability, which was classified as critical, was found in Campcodes Sales and 
Inventory System 1.0. This affects an unknown part of the file 
/pages/stockin_add.php. The manipulation of the argument prod_name leads to 
sql injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-15 7.3 CVE-2025-4711 

https://www.cve.org/CVERecord?id=CVE-2023-31358
https://www.cve.org/CVERecord?id=CVE-2023-31359
https://www.cve.org/CVERecord?id=CVE-2024-36321
https://www.cve.org/CVERecord?id=CVE-2025-0035
https://www.cve.org/CVERecord?id=CVE-2024-21960
https://www.cve.org/CVERecord?id=CVE-2024-36339
https://www.cve.org/CVERecord?id=CVE-2024-42446
https://www.cve.org/CVERecord?id=CVE-2025-3496
https://www.cve.org/CVERecord?id=CVE-2025-47275
https://www.cve.org/CVERecord?id=CVE-2025-4875
https://www.cve.org/CVERecord?id=CVE-2025-4707
https://www.cve.org/CVERecord?id=CVE-2025-4708
https://www.cve.org/CVERecord?id=CVE-2025-4709
https://www.cve.org/CVERecord?id=CVE-2025-4710
https://www.cve.org/CVERecord?id=CVE-2025-4711
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Campcodes--Sales 
and Inventory 
System 

A vulnerability has been found in Campcodes Sales and Inventory System 1.0 and 
classified as critical. This vulnerability affects unknown code of the file 
/pages/account_summary.php. The manipulation of the argument cid leads to sql 
injection. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-15 7.3 CVE-2025-4712 

Campcodes--Sales 
and Inventory 
System 

A vulnerability was found in Campcodes Sales and Inventory System 1.0 and 
classified as critical. This issue affects some unknown processing of the file 
/pages/print.php. The manipulation of the argument sid leads to sql injection. The 
attack may be initiated remotely. The exploit has been disclosed to the public and 
may be used. 

2025-05-15 7.3 CVE-2025-4713 

Campcodes--Sales 
and Inventory 
System 

A vulnerability was found in Campcodes Sales and Inventory System 1.0. It has 
been classified as critical. Affected is an unknown function of the file 
/pages/reprint.php. The manipulation of the argument sid leads to sql injection. It 
is possible to launch the attack remotely. The exploit has been disclosed to the 
public and may be used. 

2025-05-15 7.3 CVE-2025-4714 

Campcodes--Sales 
and Inventory 
System 

A vulnerability was found in Campcodes Sales and Inventory System 1.0. It has 
been declared as critical. Affected by this vulnerability is an unknown functionality 
of the file /pages/view_application.php. The manipulation of the argument cid 
leads to sql injection. The attack can be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-15 7.3 CVE-2025-4715 

Campcodes--Sales 
and Inventory 
System 

A vulnerability was found in Campcodes Sales and Inventory System 1.0. It has 
been rated as critical. Affected by this issue is some unknown functionality of the 
file /pages/credit_transaction_add.php. The manipulation of the argument 
prod_name leads to sql injection. The attack may be launched remotely. The 
exploit has been disclosed to the public and may be used. 

2025-05-15 7.3 CVE-2025-4716 

Campcodes--Sales 
and Inventory 
System 

A vulnerability has been found in Campcodes Sales and Inventory System 1.0 and 
classified as critical. Affected by this vulnerability is an unknown functionality of 
the file /pages/customer_add.php. The manipulation of the argument last leads to 
sql injection. The attack can be launched remotely. The exploit has been disclosed 
to the public and may be used. Other parameters might be affected as well. 

2025-05-15 7.3 CVE-2025-4718 

Campcodes--Sales 
and Inventory 
System 

A vulnerability was found in Campcodes Sales and Inventory System 1.0 and 
classified as critical. Affected by this issue is some unknown functionality of the file 
/pages/cash_transaction.php. The manipulation of the argument cid leads to sql 
injection. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-15 7.3 CVE-2025-4719 

Campcodes--Sales 
and Inventory 
System 

A vulnerability, which was classified as critical, was found in Campcodes Sales and 
Inventory System 1.0. Affected is an unknown function of the file 
/pages/ci_update.php. The manipulation of the argument Name leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4734 

Campcodes--Sales 
and Inventory 
System 

A vulnerability was found in Campcodes Sales and Inventory System 1.0. It has 
been rated as critical. This issue affects some unknown processing of the file 
/pages/purchase_add.php. The manipulation of the argument ID leads to sql 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-16 7.3 CVE-2025-4741 

Campcodes--Sales 
and Inventory 
System 

A vulnerability has been found in Campcodes Sales and Inventory System 1.0 and 
classified as critical. This vulnerability affects unknown code of the file 
/pages/purchase_delete.php. The manipulation of the argument pr_id leads to sql 
injection. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-16 7.3 CVE-2025-4746 

Campcodes--Sales 
and Inventory 
System 

A vulnerability has been found in Campcodes Sales and Inventory System 1.0 and 
classified as critical. Affected by this vulnerability is an unknown functionality of 
the file /pages/supplier_add.php. The manipulation of the argument Name leads to 
sql injection. The attack can be launched remotely. The exploit has been disclosed 
to the public and may be used. 

2025-05-17 7.3 CVE-2025-4814 

Campcodes--Sales 
and Inventory 
System 

A vulnerability was found in Campcodes Sales and Inventory System 1.0 and 
classified as critical. Affected by this issue is some unknown functionality of the file 
/pages/supplier_update.php. The manipulation of the argument Name leads to sql 
injection. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-17 7.3 CVE-2025-4815 

CBEWIN--Anytxt 
Searcher 

A vulnerability classified as critical was found in CBEWIN Anytxt Searcher 
1.3.1128.0. This vulnerability affects unknown code of the file ATService.exe. The 
manipulation leads to uncontrolled search path. The attack needs to be 
approached locally. The complexity of an attack is rather high. The exploitation 
appears to be difficult. 

2025-05-16 7 CVE-2025-4769 

https://www.cve.org/CVERecord?id=CVE-2025-4712
https://www.cve.org/CVERecord?id=CVE-2025-4713
https://www.cve.org/CVERecord?id=CVE-2025-4714
https://www.cve.org/CVERecord?id=CVE-2025-4715
https://www.cve.org/CVERecord?id=CVE-2025-4716
https://www.cve.org/CVERecord?id=CVE-2025-4718
https://www.cve.org/CVERecord?id=CVE-2025-4719
https://www.cve.org/CVERecord?id=CVE-2025-4734
https://www.cve.org/CVERecord?id=CVE-2025-4741
https://www.cve.org/CVERecord?id=CVE-2025-4746
https://www.cve.org/CVERecord?id=CVE-2025-4814
https://www.cve.org/CVERecord?id=CVE-2025-4815
https://www.cve.org/CVERecord?id=CVE-2025-4769
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Centreon--web 

Improper Neutralization of Input During Web Page Generation (XSS or 'Cross-site 
Scripting') vulnerability in Centreon web allows Reflected XSS. A user with elevated 
privileges can bypass sanitization measures by replacing the content of an existing 
SVG. This issue affects web: from 24.10.0 before 24.10.5, from 24.04.0 before 
24.04.11, from 23.10.0 before 23.10.22, from 23.04.0 before 23.04.27, from 
22.10.0 before 22.10.29. 

2025-05-13 8.4 CVE-2025-4647 

Centreon--web 

Download of Code Without Integrity Check vulnerability in Centreon web allows 
Reflected XSS. A user with elevated privileges can inject XSS by altering the content 
of a SVG media during the submit request. This issue affects web: from 24.10.0 
before 24.10.5, from 24.04.0 before 24.04.11, from 23.10.0 before 23.10.22, from 
23.04.0 before 23.04.27, from 22.10.0 before 22.10.29. 

2025-05-13 8.4 CVE-2025-4648 

Centreon--web 
Improper Privilege Management vulnerability in Centreon web (API Token creation 
form modules) allows Privilege Escalation.This issue affects web: from 24.04.0 
before 24.04.10, from 24.10.0 before 24.10.4. 

2025-05-13 7.2 CVE-2025-4646 

ChewKeanHo--
Actualizer 

Actualizer is a single shell script solution to allow developers and embedded 
engineers to create Debian operating systems (OS). Prior to version 1.2.0, 
Actualizer uses OpenSSL's "-passwd" function, which uses SHA512 instead of a 
more suitable password hasher like Yescript/Argon2i. All Actualizer users building a 
full Debian Operating System are affected. Users should upgrade to version 1.2.0 of 
Actualizer. Existing OS deployment requires manual password changes against the 
alpha and root accounts. The change will deploy's Debian's yescript overriding the 
older SHA512 hash created by OpenSSL. As a workaround, users need to reset both 
`root` and "Alpha" users' passwords. 

2025-05-13 7.5 CVE-2025-47276 

cocotais--cocotais-
bot 

Cocotais Bot is a QQ official robot framework based on qq-bot-sdk. Starting in 
version 1.5.0-test2-hotfix and prior to version 1.6.2, command echoing feature in 
the framework allows users to indirectly trigger privileged behavior by injecting 
special platform tags. Specifically, an unauthorized user can use the `/echo <qqbot-
at-everyone />` command to cause the bot to send a message that mentions all 
members in the chat, bypassing any permission controls. This can lead to spam, 
disruption, or abuse of notification systems. Version 1.6.2 contains a patch for the 
issue. 

2025-05-17 7.2 CVE-2025-47948 

CodeAstro--
Pharmacy 
Management 
System 

A vulnerability was found in CodeAstro Pharmacy Management System 1.0. It has 
been rated as critical. Affected by this issue is some unknown functionality of the 
file /index.php of the component Login. The manipulation of the argument 
Username leads to sql injection. The attack may be launched remotely. The exploit 
has been disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4811 

CodeRevolution--
Crawlomatic 
Multipage Scraper 
Post Generator 

The Crawlomatic Multipage Scraper Post Generator plugin for WordPress is 
vulnerable to arbitrary file uploads due to missing file type validation in the 
crawlomatic_generate_featured_image() function in all versions up to, and 
including, 2.6.8.1. This makes it possible for unauthenticated attackers to upload 
arbitrary files on the affected site's server which may make remote code execution 
possible. 

2025-05-17 9.8 CVE-2025-4389 

CodeRevolution--
Echo RSS Feed Post 
Generator 

The Echo RSS Feed Post Generator plugin for WordPress is vulnerable to arbitrary 
file uploads due to missing file type validation in the 
echo_generate_featured_image() function in all versions up to, and including, 
5.4.8.1. This makes it possible for unauthenticated attackers to upload arbitrary 
files on the affected site's server which may make remote code execution possible. 

2025-05-17 9.8 CVE-2025-4391 

CodexThemes--
TheGem 

The TheGem theme for WordPress is vulnerable to arbitrary file uploads due to 
missing file type validation in the thegem_get_logo_url() function in all versions up 
to, and including, 5.10.3. This makes it possible for authenticated attackers, with 
Subscriber-level access and above, to upload arbitrary files on the affected site's 
server which may make remote code execution possible. 

2025-05-13 8.8 CVE-2025-4317 

Combodo--iTop 
iTop is an web based IT Service Management tool. Prior to versions 2.7.12, 3.1.3, 
and 3.2.1, server code execution is possible through the frontend of iTop's portal. 
This is fixed in versions 2.7.12, 3.1.3 and 3.2.1. 

2025-05-14 8.6 CVE-2025-24022 

conda-forge--
openssl-feedstock 

conda-forge openssl-feedstock before 066e83c (2024-05-20), on Microsoft 
Windows, configures OpenSSL to use an OPENSSLDIR file path that can be written 
to by non-privilged local users. By writing a specially crafted openssl.cnf file in 
OPENSSLDIR, a non-privileged local user can execute arbitrary code with the 
privileges of the user or process loading openssl-feedstock DLLs. Miniforge before 
24.5.0 is also affected. 

2025-05-13 7.3 CVE-2025-35471 

Cozy Vision 
Technologies Pvt. 
Ltd.--SMS Alert 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Cozy Vision Technologies Pvt. Ltd. SMS Alert Order 
Notifications - WooCommerce allows SQL Injection.This issue affects SMS Alert 
Order Notifications - WooCommerce: from n/a through 3.8.2. 

2025-05-12 9.3 CVE-2025-47682 

https://www.cve.org/CVERecord?id=CVE-2025-4647
https://www.cve.org/CVERecord?id=CVE-2025-4648
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https://www.cve.org/CVERecord?id=CVE-2025-4391
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Order Notifications 
WooCommerce 

Cure53--
DOMPurify 

In DOMPurify through 3.2.5 before 6bc6d60, scripts/server.js does not ensure that 
a pathname is located under the current working directory. NOTE: the Supplier 
disputes the significance of this report because the "Uncontrolled data used in 
path expression" occurs "in a development helper script which starts a local web 
server if needed and must be manually started." 

2025-05-15 7.5 CVE-2025-48050 

D-Link--DCS-932L 

A vulnerability was found in D-Link DCS-932L 2.18.01 and classified as critical. 
Affected by this issue is the function sub_404780 of the file /bin/gpio. The 
manipulation of the argument CameraName leads to stack-based buffer overflow. 
The attack may be launched remotely. The exploit has been disclosed to the public 
and may be used. This vulnerability only affects products that are no longer 
supported by the maintainer. 

2025-05-17 8.8 CVE-2025-4841 

D-Link--DCS-932L 

A vulnerability was found in D-Link DCS-932L 2.18.01. It has been declared as 
critical. This vulnerability affects the function isUCPCameraNameChanged of the 
file /sbin/ucp. The manipulation of the argument CameraName leads to stack-
based buffer overflow. The attack can be initiated remotely. The exploit has been 
disclosed to the public and may be used. This vulnerability only affects products 
that are no longer supported by the maintainer. 

2025-05-17 8.8 CVE-2025-4842 

D-Link--DCS-932L 

A vulnerability was found in D-Link DCS-932L 2.18.01. It has been classified as 
critical. This affects the function SubUPnPCSInit of the file /sbin/udev. The 
manipulation of the argument CameraName leads to stack-based buffer overflow. 
It is possible to initiate the attack remotely. The exploit has been disclosed to the 
public and may be used. This vulnerability only affects products that are no longer 
supported by the maintainer. 

2025-05-17 8.8 CVE-2025-4843 

D-Link--DI-
7003GV2 

A vulnerability classified as critical was found in D-Link DI-7003GV2 24.04.18D1 
R(68125). This vulnerability affects the function sub_4983B0 of the file 
/H5/backup.asp?opt=reset of the component Factory Reset Handler. The 
manipulation leads to denial of service. The attack can be initiated remotely. The 
exploit has been disclosed to the public and may be used. 

2025-05-16 7.5 CVE-2025-4749 

D-Link--DI-
7003GV2 

A vulnerability was found in D-Link DI-7003GV2 24.04.18D1 R(68125). It has been 
classified as critical. This affects the function sub_497DE4 of the file 
/H5/netconfig.asp. The manipulation leads to improper authentication. It is 
possible to initiate the attack remotely. The exploit has been disclosed to the 
public and may be used. 

2025-05-16 7.3 CVE-2025-4755 

D-Link--DI-8100 

A vulnerability was found in D-Link DI-8100 16.07.26A1. It has been declared as 
critical. This vulnerability affects the function ctxz_asp of the file /ctxz.asp of the 
component Connection Limit Page. The manipulation of the argument 
def/defTcp/defUdp/defIcmp/defOther leads to stack-based buffer overflow. The 
attack can be initiated remotely. The exploit has been disclosed to the public and 
may be used. 

2025-05-18 7.2 CVE-2025-4883 

Dell--PowerScale 
InsightIQ 

Dell PowerScale InsightIQ, versions 5.0 through 5.2, contains an improper privilege 
management vulnerability. An unauthenticated attacker with remote access could 
potentially exploit this vulnerability, leading to elevation of privileges. 

2025-05-15 8.1 CVE-2025-30475 

Dell--PowerScale 
OneFS 

Dell PowerScale OneFS, versions 9.4.0.0 through 9.9.0.0, contains an uncontrolled 
resource consumption vulnerability. A remote unprivileged attacker could 
potentially exploit this vulnerability, leading to denial of service. 

2025-05-15 7.5 CVE-2025-26481 

donetick--donetick 

Donetick an open-source app for managing tasks and chores. Prior to version 
0.1.44, the application uses JSON Web Tokens (JWT) for authentication, but the 
signing secret has a weak default value. While the responsibility is left to the 
system administrator to change it, this approach is inadequate. The vulnerability is 
proven by existence of the issue in the live version as well. This issue can result in 
full account takeover of any user. Version 0.1.44 contains a patch. 

2025-05-17 9.1 CVE-2025-47945 

dyland--WP 
Content Security 
Plugin 

The WP Content Security Plugin plugin for WordPress is vulnerable to Stored Cross-
Site Scripting via the blocked-uri and effective-directive parameters in all versions 
up to, and including, 2.3 due to insufficient input sanitization and output escaping. 
This makes it possible for unauthenticated attackers to inject arbitrary web scripts 
in pages that will execute whenever a user accesses an injected page. 

2025-05-15 7.2 CVE-2025-4579 

emlog--emlog 

Emlog is an open source website building system. In versions up to and including 
2.5.9, SQL injection occurs because the $origContent parameter in 
admin/article_save.php is not strictly filtered. Since admin/article_save.php can be 
accessed by ordinary registered users, this will cause SQL injection to occur when 
the registered site is enabled, resulting in the injection of the admin account and 
password, which is then exploited by the backend remote code execution. As of 
time of publication, it is unknown whether a fix exists. 

2025-05-15 8.3 CVE-2025-47785 
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Ericsson--Packet 
Core Controller 

Ericsson Packet Core Controller (PCC) contains a vulnerability where an attacker 
sending a large volume of specially crafted messages may cause service 
degradation 

2025-05-16 7.5 CVE-2024-53827 

Estatik--Mortgage 
Calculator Estatik 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Estatik Mortgage Calculator Estatik allows 
PHP Local File Inclusion. This issue affects Mortgage Calculator Estatik: from n/a 
through 2.0.12. 

2025-05-16 7.5 CVE-2025-48136 

facturaone--
TicketBAI Facturas 
para 
WooCommerce 

The TicketBAI Facturas para WooCommerce plugin for WordPress is vulnerable to 
arbitrary file deletion due to insufficient file path validation via the 'delpdf' action 
in all versions up to, and including, 3.18. This makes it possible for unauthenticated 
attackers to delete arbitrary files on the server, which can easily lead to remote 
code execution when the right file is deleted (such as wp-config.php). 

2025-05-15 9.8 CVE-2025-4564 

Fortinet--
FortiVoice 

A stack-based buffer overflow vulnerability [CWE-121] in Fortinet FortiVoice 
versions 7.2.0, 7.0.0 through 7.0.6, 6.4.0 through 6.4.10, FortiRecorder versions 
7.2.0 through 7.2.3, 7.0.0 through 7.0.5, 6.4.0 through 6.4.5, FortiMail versions 
7.6.0 through 7.6.2, 7.4.0 through 7.4.4, 7.2.0 through 7.2.7, 7.0.0 through 7.0.8, 
FortiNDR versions 7.6.0, 7.4.0 through 7.4.7, 7.2.0 through 7.2.4, 7.0.0 through 
7.0.6, FortiCamera versions 2.1.0 through 2.1.3, 2.0 all versions, 1.1 all versions, 
allows a remote unauthenticated attacker to execute arbitrary code or commands 
via sending HTTP requests with specially crafted hash cookie. 

2025-05-13 9.6 CVE-2025-32756 

FreeFloat--FTP 
Server 

A vulnerability classified as critical was found in FreeFloat FTP Server 1.0. Affected 
by this vulnerability is an unknown functionality of the component DELETE 
Command Handler. The manipulation leads to buffer overflow. The attack can be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4788 

FreeFloat--FTP 
Server 

A vulnerability, which was classified as critical, has been found in FreeFloat FTP 
Server 1.0. Affected by this issue is some unknown functionality of the component 
LCD Command Handler. The manipulation leads to buffer overflow. The attack may 
be launched remotely. The exploit has been disclosed to the public and may be 
used. 

2025-05-16 7.3 CVE-2025-4789 

FreeFloat--FTP 
Server 

A vulnerability, which was classified as critical, was found in FreeFloat FTP Server 
1.0. This affects an unknown part of the component GLOB Command Handler. The 
manipulation leads to buffer overflow. It is possible to initiate the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4790 

FreeFloat--FTP 
Server 

A vulnerability has been found in FreeFloat FTP Server 1.0 and classified as critical. 
This vulnerability affects unknown code of the component HASH Command 
Handler. The manipulation leads to buffer overflow. The attack can be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4791 

FreeFloat--FTP 
Server 

A vulnerability was found in FreeFloat FTP Server 1.0 and classified as critical. This 
issue affects some unknown processing of the component MDELETE Command 
Handler. The manipulation leads to buffer overflow. The attack may be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4792 

FreeFloat--FTP 
Server 

A vulnerability classified as critical was found in FreeFloat FTP Server 1.0. Affected 
by this vulnerability is an unknown functionality of the component CD Command 
Handler. The manipulation leads to buffer overflow. The attack can be launched 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-18 7.3 CVE-2025-4844 

FreeFloat--FTP 
Server 

A vulnerability, which was classified as critical, has been found in FreeFloat FTP 
Server 1.0. Affected by this issue is some unknown functionality of the component 
TRACE Command Handler. The manipulation leads to buffer overflow. The attack 
may be launched remotely. The exploit has been disclosed to the public and may 
be used. 

2025-05-18 7.3 CVE-2025-4845 

FreeFloat--FTP 
Server 

A vulnerability, which was classified as critical, was found in FreeFloat FTP Server 
1.0. This affects an unknown part of the component MPUT Command Handler. The 
manipulation leads to buffer overflow. It is possible to initiate the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-18 7.3 CVE-2025-4846 

FreeFloat--FTP 
Server 

A vulnerability has been found in FreeFloat FTP Server 1.0 and classified as critical. 
This vulnerability affects unknown code of the component MLS Command Handler. 
The manipulation leads to buffer overflow. The attack can be initiated remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-18 7.3 CVE-2025-4847 

FreeFloat--FTP 
Server 

A vulnerability was found in FreeFloat FTP Server 1.0 and classified as critical. This 
issue affects some unknown processing of the component RECV Command 
Handler. The manipulation leads to buffer overflow. The attack may be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-18 7.3 CVE-2025-4848 

FreeFloat--FTP 
Server 

A vulnerability, which was classified as critical, was found in FreeFloat FTP Server 
1.0. Affected is an unknown function of the component CCC Command Handler. 

2025-05-18 7.3 CVE-2025-4872 
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The manipulation leads to buffer overflow. It is possible to launch the attack 
remotely. The exploit has been disclosed to the public and may be used. 

Google--Web 
Designer 

Client RCE on macOS and Linux via improper symbolic link resolution in Google 
Web Designer's preview feature 

2025-05-12 7.8 CVE-2025-1079 

HashiCorp--Nomad 
Enterprise 

Nomad Enterprise ("Nomad") jobs using the policy override option are bypassing 
the mandatory sentinel policies. This vulnerability, identified as CVE-2025-3744, is 
fixed in Nomad Enterprise 1.10.1, 1.9.9, and 1.8.13. 

2025-05-13 7.6 CVE-2025-3744 

Hitachi--JP1/IT 
Desktop 
Management 2 - 
Smart Device 
Manager 

XXE vulnerability in Hitachi JP1/IT Desktop Management 2 - Smart Device Manager 
on Windows.This issue affects JP1/IT Desktop Management 2 - Smart Device 
Manager: from 12-00 before 12-00-08, from 11-10 through 11-10-08, from 11-00 
through 11-00-05, from 10-50 through 10-50-06. 

2025-05-15 8.7 CVE-2025-27523 

I-O DATA DEVICE, 
INC.--HDL-TC1 

Improper neutralization of special elements used in an OS command ('OS 
Command Injection') issue exists in I-O DATA network attached hard disk 'HDL-T 
Series' firmware Ver.1.21 and earlier when 'Remote Link3 function' is enabled. If 
exploited, a remote unauthenticated attacker may execute an arbitrary OS 
command. 

2025-05-15 9.8 CVE-2025-32002 

IBM--4769 
Developers Toolkit 

IBM 4769 Developers Toolkit 7.0.0 through 7.5.52 could allow a remote attacker to 
cause a denial of service in the Hardware Security Module (HSM) due to improper 
memory allocation of an excessive size. 

2025-05-12 7.5 CVE-2025-3632 

IBM--i 

IBM i 7.2, 7.3, 7.4, 7.5, and 7.6 product IBM TCP/IP Connectivity Utilities for i 
contains a privilege escalation vulnerability. A malicious actor with command line 
access to the host operating system can elevate privileges to gain root access to 
the host operating system. 

2025-05-17 8.5 CVE-2025-33103 

IBM--Semeru 
Runtime 

IBM Semeru Runtime 8.0.302.0 through 8.0.442.0, 11.0.12.0 through 11.0.26.0, 
17.0.0.0 through 17.0.14.0, and 21.0.0.0 through 12.0.6.0 is vulnerable to a denial 
of service caused by a buffer overflow and subsequent crash, due to a defect in its 
native AES/CBC encryption implementation. 

2025-05-14 7.5 CVE-2025-2900 

imithemes--
Eventer 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in imithemes Eventer allows Blind SQL Injection. This issue 
affects Eventer: from n/a through 3.9.6. 

2025-05-16 9.3 CVE-2025-39481 

infiniflow--
RAGFlow 

RAGFlow through 0.18.1 allows account takeover because it is possible to conduct 
successful brute-force attacks against email verification codes to perform arbitrary 
account registration, login, and password reset. Codes are six digits and there is no 
rate limiting. 

2025-05-17 9.1 CVE-2025-48187 

invisioncommunity
--Invision Power 
Board 

Invision Community 5.0.0 before 5.0.7 allows remote code execution via crafted 
template strings to themeeditor.php. The issue lies within the themeeditor 
controller (file: /applications/core/modules/front/system/themeeditor.php), 
where a protected method named customCss can be invoked by unauthenticated 
users. This method passes the value of the content parameter to the 
Theme::makeProcessFunction() method; hence it is evaluated by the template 
engine. Accordingly, this can be exploited by unauthenticated attackers to inject 
and execute arbitrary PHP code by providing crafted template strings. 

2025-05-16 10 CVE-2025-47916 

itsourcecode--
Placement 
Management 
System 

A vulnerability was found in itsourcecode Placement Management System 1.0. It 
has been rated as critical. This issue affects some unknown processing of the file 
/drive.php. The manipulation of the argument ID leads to sql injection. The attack 
may be initiated remotely. The exploit has been disclosed to the public and may be 
used. 

2025-05-15 7.3 CVE-2025-4721 

itsourcecode--
Placement 
Management 
System 

A vulnerability classified as critical has been found in itsourcecode Placement 
Management System 1.0. Affected is an unknown function of the file 
/edit_profile.php. The manipulation of the argument Name leads to sql injection. It 
is possible to launch the attack remotely. The exploit has been disclosed to the 
public and may be used. 

2025-05-15 7.3 CVE-2025-4722 

itsourcecode--
Placement 
Management 
System 

A vulnerability classified as critical was found in itsourcecode Placement 
Management System 1.0. Affected by this vulnerability is an unknown functionality 
of the file /all_student.php. The manipulation of the argument delete leads to sql 
injection. The attack can be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-15 7.3 CVE-2025-4723 

itsourcecode--
Placement 
Management 
System 

A vulnerability, which was classified as critical, has been found in itsourcecode 
Placement Management System 1.0. Affected by this issue is some unknown 
functionality of the file /student_profile.php. The manipulation of the argument ID 
leads to sql injection. The attack may be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-15 7.3 CVE-2025-4724 

itsourcecode--
Placement 

A vulnerability, which was classified as critical, was found in itsourcecode 
Placement Management System 1.0. This affects an unknown part of the file 

2025-05-15 7.3 CVE-2025-4725 
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Management 
System 

/view_drive.php. The manipulation of the argument ID leads to sql injection. It is 
possible to initiate the attack remotely. The exploit has been disclosed to the 
public and may be used. 

itsourcecode--
Placement 
Management 
System 

A vulnerability has been found in itsourcecode Placement Management System 1.0 
and classified as critical. This vulnerability affects unknown code of the file 
/view_student.php. The manipulation of the argument ID leads to sql injection. The 
attack can be initiated remotely. The exploit has been disclosed to the public and 
may be used. 

2025-05-15 7.3 CVE-2025-4726 

itsourcecode--
Restaurant 
Management 
System 

A vulnerability has been found in itsourcecode Restaurant Management System 1.0 
and classified as critical. This vulnerability affects unknown code of the file 
/admin/finished.php. The manipulation of the argument ID leads to sql injection. 
The attack can be initiated remotely. The exploit has been disclosed to the public 
and may be used. 

2025-05-18 7.3 CVE-2025-4864 

itsourcecode--
Restaurant 
Management 
System 

A vulnerability was found in itsourcecode Restaurant Management System 1.0 and 
classified as critical. This issue affects some unknown processing of the file 
/admin/member_save.php. The manipulation of the argument last leads to sql 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. Other parameters might be affected as well. 

2025-05-18 7.3 CVE-2025-4865 

itsourcecode--
Restaurant 
Management 
System 

A vulnerability classified as critical has been found in itsourcecode Restaurant 
Management System 1.0. This affects an unknown part of the file 
/admin/member_update.php. The manipulation of the argument menu leads to sql 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-18 7.3 CVE-2025-4869 

itsourcecode--
Restaurant 
Management 
System 

A vulnerability classified as critical was found in itsourcecode Restaurant 
Management System 1.0. This vulnerability affects unknown code of the file 
/admin/menu_save.php. The manipulation of the argument menu leads to sql 
injection. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-18 7.3 CVE-2025-4870 

itsourcecode--
Restaurant 
Management 
System 

A vulnerability was found in itsourcecode Restaurant Management System 1.0 and 
classified as critical. Affected by this issue is some unknown functionality of the file 
/admin/user_save.php. The manipulation of the argument username/name leads 
to sql injection. The attack may be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-18 7.3 CVE-2025-4881 

itsourcecode--
Restaurant 
Management 
System 

A vulnerability was found in itsourcecode Restaurant Management System 1.0. It 
has been classified as critical. This affects an unknown part of the file 
/admin/team_update.php. The manipulation of the argument team leads to sql 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-18 7.3 CVE-2025-4882 

itsourcecode--
Restaurant 
Management 
System 

A vulnerability was found in itsourcecode Restaurant Management System 1.0. It 
has been rated as critical. This issue affects some unknown processing of the file 
/admin/assign_save.php. The manipulation of the argument team leads to sql 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-18 7.3 CVE-2025-4884 

itsourcecode--
Sales and 
Inventory System 

A vulnerability classified as critical has been found in itsourcecode Sales and 
Inventory System 1.0. Affected is an unknown function of the file 
/pages/product_add.php. The manipulation of the argument serial leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. Other parameters might be affected as 
well. 

2025-05-18 7.3 CVE-2025-4885 

itsourcecode--
Sales and 
Inventory System 

A vulnerability classified as critical was found in itsourcecode Sales and Inventory 
System 1.0. Affected by this vulnerability is an unknown functionality of the file 
/pages/product_update.php. The manipulation of the argument serial leads to sql 
injection. The attack can be launched remotely. The exploit has been disclosed to 
the public and may be used. Other parameters might be affected as well. 

2025-05-18 7.3 CVE-2025-4886 

Ivanti--CSA (Cloud 
Services Appliance) 

Default credentials in Ivanti Cloud Services Application before version 5.0.5 allows 
a local authenticated attacker to escalate their privileges. 

2025-05-13 7.8 CVE-2025-22460 

Ivanti--Endpoint 
Manager Mobile 

Remote Code Execution in API component in Ivanti Endpoint Manager Mobile 
12.5.0.0 and prior on unspecified platforms allows authenticated attackers to 
execute arbitrary code via crafted API requests. 

2025-05-13 7.2 CVE-2025-4428 

Ivanti--Neurons for 
ITSM (on-prem) 

An authentication bypass in Ivanti Neurons for ITSM (on-prem only) before 2023.4, 
2024.2 and 2024.3 with the May 2025 Security Patch allows a remote 
unauthenticated attacker to gain administrative access to the system. 

2025-05-13 9.8 CVE-2025-22462 

karimmughal--Dot 
html,php,xml etc 
pages 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in karimmughal Dot html,php,xml etc pages allows 
Reflected XSS. This issue affects Dot html,php,xml etc pages: from n/a through 1.0. 

2025-05-16 7.1 CVE-2025-48112 
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Kashipara Group--
Billing Software 

Billing Software v1.0 is vulnerable to multiple Unauthenticated SQL Injection 
vulnerabilities. The 'username' parameter of the loginCheck.php resource does not 
validate the characters received and they are sent unfiltered to the database. 

2025-05-12 9.8 CVE-2023-49641 

kelerkgibo--
SEO(//Bing/) 

The ç™¾åº¦ç«™é•¿SEOå•ˆé›†(æ”¯æŒ•ç™¾åº¦/ç¥žé©¬/Bing/å¤´æ•¡æŽ¨é€•) 
plugin for WordPress is vulnerable to arbitrary file uploads due to missing file type 
validation in the download_remote_image_to_media_library function in all 
versions up to, and including, 2.0.6. This makes it possible for unauthenticated 
attackers to upload arbitrary files on the affected site's server which may make 
remote code execution possible. 

2025-05-15 9.8 CVE-2025-3917 

Kinfor--KFOX 
The KFOX from KingFor has an Arbitrary File Upload vulnerability, allowing remote 
attackers with regular privilege to upload and execute web shell backdoors, 
thereby enabling arbitrary code execution on the server. 

2025-05-12 8.8 CVE-2025-4561 

LambertGroup--
Apollo 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in LambertGroup Apollo allows SQL Injection. This issue 
affects Apollo: from n/a through 3.6.3. 

2025-05-16 8.5 CVE-2025-32245 

LambertGroup--
Chameleon HTML5 
Audio Player 
With/Without 
Playlist 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in LambertGroup Chameleon HTML5 Audio Player 
With/Without Playlist allows SQL Injection. This issue affects Chameleon HTML5 
Audio Player With/Without Playlist: from n/a through 3.5.6. 

2025-05-16 8.5 CVE-2025-32307 

LambertGroup--
CountDown Pro 
WP Plugin 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in LambertGroup CountDown Pro WP Plugin allows SQL 
Injection. This issue affects CountDown Pro WP Plugin: from n/a through 2.7. 

2025-05-16 8.5 CVE-2025-32301 

LambertGroup--
Magic Responsive 
Slider and Carousel 
WordPress 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in LambertGroup Magic Responsive Slider and Carousel 
WordPress allows SQL Injection. This issue affects Magic Responsive Slider and 
Carousel WordPress: from n/a through 1.4. 

2025-05-16 8.5 CVE-2025-31640 

LambertGroup--
Multimedia 
Responsive 
Carousel with 
Image Video Audio 
Support 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in LambertGroup Multimedia Responsive Carousel with 
Image Video Audio Support allows SQL Injection. This issue affects Multimedia 
Responsive Carousel with Image Video Audio Support: from n/a through 2.6.0. 

2025-05-16 8.5 CVE-2025-31928 

LambertGroup--
Radio Player 
Shoutcast & 
Icecast WordPress 
Plugin 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in LambertGroup Radio Player Shoutcast & Icecast 
WordPress Plugin allows Blind SQL Injection. This issue affects Radio Player 
Shoutcast & Icecast WordPress Plugin: from n/a through 4.4.6. 

2025-05-16 8.5 CVE-2025-32306 

LambertGroup--
Responsive HTML5 
Audio Player PRO 
With Playlist 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in LambertGroup Responsive HTML5 Audio Player PRO 
With Playlist allows SQL Injection. This issue affects Responsive HTML5 Audio 
Player PRO With Playlist: from n/a through 3.5.7. 

2025-05-16 8.5 CVE-2025-32287 

LambertGroup--
SHOUT 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in LambertGroup SHOUT allows SQL Injection. This issue 
affects SHOUT: from n/a through 3.5.3. 

2025-05-16 8.5 CVE-2025-31637 

LambertGroup--
Sticky HTML5 
Music Player 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in LambertGroup Sticky HTML5 Music Player allows SQL 
Injection. This issue affects Sticky HTML5 Music Player: from n/a through 3.1.6. 

2025-05-16 8.5 CVE-2025-32290 

LambertGroup--
Sticky Radio Player 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in LambertGroup Sticky Radio Player allows SQL Injection. 
This issue affects Sticky Radio Player: from n/a through 3.4. 

2025-05-16 8.5 CVE-2025-31926 

LambertGroup--
UberSlider 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in LambertGroup UberSlider allows SQL Injection. This issue 
affects UberSlider: from n/a through 2.3. 

2025-05-16 8.5 CVE-2025-31641 

LambertGroup--
Video Player & 
FullScreen Video 
Background 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in LambertGroup Video Player & FullScreen Video 
Background allows Blind SQL Injection. This issue affects Video Player & FullScreen 
Video Background: from n/a through 2.4.1. 

2025-05-16 7.6 CVE-2025-47567 

lukevella--rallly 

Rallly is an open-source scheduling and collaboration tool. Versions up to and 
including 3.22.1 of the application features token based authentication. When a 
user attempts to login to the application, they insert their email and a 6 digit code 
is sent to their email address to complete the authentication. A token that consists 
of 6 digits only presents weak entropy however and when coupled with no token 
brute force protection, makes it possible for an unauthenticated attacker with 
knowledge of a valid email address to successfully brute force the token within 15 

2025-05-14 9.8 CVE-2025-47781 
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minutes (token expiration time) and take over the account associated with the 
targeted email address. All users on the Rallly applications are impacted. As long as 
an attacker knows the user's email address they used to register on the app, they 
can systematically take over any user account. For the authentication mechanism 
to be safe, the token would need to be assigned a complex high entropy value that 
cannot be bruteforced within reasonable time, and ideally rate limiting the 
/api/auth/callback/email endpoint to further make brute force attempts 
unreasonable within the 15 minutes time. As of time of publication, no patched 
versions are available. 

ManageEngine--
ADAudit Plus 

Zohocorp ManageEngine ADAudit Plus versions 8510 and prior are vulnerable to 
authenticated SQL injection in the OU History report. 

2025-05-14 8.1 CVE-2025-3834 

ManageEngine--
ADSelfService Plus 

Zohocorp ManageEngine ADSelfService Plus versions 6513 and prior are vulnerable 
to authenticated SQL injection in the MFA reports. 

2025-05-14 8.1 CVE-2025-3833 

marcinlawrowski--
Wise Chat 

The Wise Chat plugin for WordPress is vulnerable to Sensitive Information 
Exposure in all versions up to, and including, 3.3.3 via the 'uploads' directory. This 
makes it possible for unauthenticated attackers to extract sensitive data stored 
insecurely in the /wp-content/uploads directory which can contain file 
attachments included in chat messages. The vulnerability was partially patched in 
version 3.3.3. 

2025-05-17 7.5 CVE-2024-13613 

Michael Lups--SEO 
Flow by 
LupsOnline 

Cross-Site Request Forgery (CSRF) vulnerability in Michael Lups SEO Flow by 
LupsOnline allows Stored XSS. This issue affects SEO Flow by LupsOnline: from n/a 
through 2.2.0. 

2025-05-16 7.1 CVE-2025-48146 

Microsoft--.NET 
8.0 

External control of file name or path in .NET, Visual Studio, and Build Tools for 
Visual Studio allows an authorized attacker to perform spoofing over a network. 

2025-05-13 8 CVE-2025-26646 

Microsoft--Azure 
AI Document 
Intelligence Studio 

Improper limitation of a pathname to a restricted directory ('path traversal') in 
Azure allows an unauthorized attacker to elevate privileges over a network. 

2025-05-13 9.8 CVE-2025-30387 

Microsoft--Azure 
File Sync 

Improper access control in Azure File Sync allows an authorized attacker to elevate 
privileges locally. 

2025-05-13 7 CVE-2025-29973 

Microsoft--
Microsoft 365 
Apps for Enterprise 

Use after free in Microsoft Office PowerPoint allows an unauthorized attacker to 
execute code locally. 

2025-05-13 7.8 CVE-2025-29978 

Microsoft--
Microsoft 365 
Apps for Enterprise 

Use after free in Microsoft Office Excel allows an unauthorized attacker to execute 
code locally. 

2025-05-13 7.8 CVE-2025-30393 

Microsoft--
Microsoft 365 
Apps for Enterprise 

Out-of-bounds read in Microsoft Office Outlook allows an unauthorized attacker to 
execute code locally. 

2025-05-13 7.8 CVE-2025-32705 

Microsoft--
Microsoft 
Dataverse 

Improper handling of insufficient permissions or privileges in Microsoft Dataverse 
allows an authorized attacker to elevate privileges over a network. 

2025-05-13 7.3 CVE-2025-29826 

Microsoft--
Microsoft 
Defender for 
Endpoint for Linux 

Microsoft Defender for Endpoint Elevation of Privilege Vulnerability 2025-05-15 7.8 CVE-2025-47161 

Microsoft--
Microsoft Office 
2019 

Use after free in Microsoft Office allows an unauthorized attacker to execute code 
locally. 

2025-05-13 8.4 CVE-2025-30377 

Microsoft--
Microsoft Office 
2019 

Use after free in Microsoft Office allows an unauthorized attacker to execute code 
locally. 

2025-05-13 8.4 CVE-2025-30386 

Microsoft--
Microsoft Office 
2019 

Buffer over-read in Microsoft Office Excel allows an unauthorized attacker to 
execute code locally. 

2025-05-13 8.4 CVE-2025-32704 

Microsoft--
Microsoft Office 
LTSC for Mac 2021 

Heap-based buffer overflow in Windows Win32K - GRFX allows an unauthorized 
attacker to execute code locally. 

2025-05-13 7.8 CVE-2025-30388 

Microsoft--
Microsoft PC 
Manager 

Improper link resolution before file access ('link following') in Microsoft PC 
Manager allows an authorized attacker to elevate privileges locally. 

2025-05-13 7.8 CVE-2025-29975 

Microsoft--
Microsoft 
SharePoint 
Enterprise Server 
2016 

Improper privilege management in Microsoft Office SharePoint allows an 
authorized attacker to elevate privileges locally. 

2025-05-13 7.8 CVE-2025-29976 
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https://www.cve.org/CVERecord?id=CVE-2025-29976
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Microsoft--
Microsoft 
SharePoint 
Enterprise Server 
2016 

Deserialization of untrusted data in Microsoft Office SharePoint allows an 
unauthorized attacker to execute code locally. 

2025-05-13 7 CVE-2025-30378 

Microsoft--
Microsoft 
SharePoint 
Enterprise Server 
2016 

Deserialization of untrusted data in Microsoft Office SharePoint allows an 
unauthorized attacker to execute code locally. 

2025-05-13 7.8 CVE-2025-30382 

Microsoft--
Microsoft 
SharePoint 
Enterprise Server 
2016 

Deserialization of untrusted data in Microsoft Office SharePoint allows an 
unauthorized attacker to execute code locally. 

2025-05-13 7.4 CVE-2025-30384 

Microsoft--
Microsoft Visual 
Studio 2019 
version 16.11 
(includes 16.0 - 
16.10) 

Improper neutralization of special elements used in a command ('command 
injection') in Visual Studio allows an unauthorized attacker to execute code locally. 

2025-05-13 7.8 CVE-2025-32702 

Microsoft--Office 
Online Server 

Use after free in Microsoft Office Excel allows an unauthorized attacker to execute 
code locally. 

2025-05-13 7.8 CVE-2025-29977 

Microsoft--Office 
Online Server 

Heap-based buffer overflow in Microsoft Office Excel allows an unauthorized 
attacker to execute code locally. 

2025-05-13 7.8 CVE-2025-29979 

Microsoft--Office 
Online Server 

Access of resource using incompatible type ('type confusion') in Microsoft Office 
Excel allows an unauthorized attacker to execute code locally. 

2025-05-13 7.8 CVE-2025-30375 

Microsoft--Office 
Online Server 

Heap-based buffer overflow in Microsoft Office Excel allows an unauthorized 
attacker to execute code locally. 

2025-05-13 7.8 CVE-2025-30376 

Microsoft--Office 
Online Server 

Release of invalid pointer or reference in Microsoft Office Excel allows an 
unauthorized attacker to execute code locally. 

2025-05-13 7.8 CVE-2025-30379 

Microsoft--Office 
Online Server 

Out-of-bounds read in Microsoft Office Excel allows an unauthorized attacker to 
execute code locally. 

2025-05-13 7.8 CVE-2025-30381 

Microsoft--Office 
Online Server 

Access of resource using incompatible type ('type confusion') in Microsoft Office 
Excel allows an unauthorized attacker to execute code locally. 

2025-05-13 7.8 CVE-2025-30383 

Microsoft--Visual 
Studio Code 

Files or directories accessible to external parties in Visual Studio Code allows an 
unauthorized attacker to bypass a security feature locally. 

2025-05-13 7.1 CVE-2025-21264 

Microsoft--
Windows 10 
Version 1809 

Stack-based buffer overflow in Windows Media allows an unauthorized attacker to 
execute code over a network. 

2025-05-13 8.8 CVE-2025-29840 

Microsoft--
Windows 10 
Version 1809 

Heap-based buffer overflow in Windows Media allows an unauthorized attacker to 
execute code over a network. 

2025-05-13 8.8 CVE-2025-29962 

Microsoft--
Windows 10 
Version 1809 

Heap-based buffer overflow in Windows Media allows an unauthorized attacker to 
execute code over a network. 

2025-05-13 8.8 CVE-2025-29963 

Microsoft--
Windows 10 
Version 1809 

Heap-based buffer overflow in Windows Media allows an unauthorized attacker to 
execute code over a network. 

2025-05-13 8.8 CVE-2025-29964 

Microsoft--
Windows 10 
Version 1809 

Heap-based buffer overflow in Windows Kernel allows an authorized attacker to 
elevate privileges locally. 

2025-05-13 7.8 CVE-2025-24063 

Microsoft--
Windows 10 
Version 1809 

Improper privilege management in Windows Secure Kernel Mode allows an 
authorized attacker to elevate privileges locally. 

2025-05-13 7 CVE-2025-27468 

Microsoft--
Windows 10 
Version 1809 

Time-of-check time-of-use (toctou) race condition in Windows Virtual Machine Bus 
allows an unauthorized attacker to execute code locally. 

2025-05-13 7.7 CVE-2025-29833 

Microsoft--
Windows 10 
Version 1809 

Time-of-check time-of-use (toctou) race condition in Windows Fundamentals 
allows an authorized attacker to execute code over a network. 

2025-05-13 7.5 CVE-2025-29969 

Microsoft--
Windows 10 
Version 1809 

Use after free in Windows Common Log File System Driver allows an authorized 
attacker to elevate privileges locally. 

2025-05-13 7.8 CVE-2025-30385 
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Microsoft--
Windows 10 
Version 1809 

Access of resource using incompatible type ('type confusion') in Microsoft Scripting 
Engine allows an unauthorized attacker to execute code over a network. 

2025-05-13 7.5 CVE-2025-30397 

Microsoft--
Windows 10 
Version 1809 

Use after free in Windows DWM allows an authorized attacker to elevate privileges 
locally. 

2025-05-13 7.8 CVE-2025-30400 

Microsoft--
Windows 10 
Version 1809 

Use after free in Windows Common Log File System Driver allows an authorized 
attacker to elevate privileges locally. 

2025-05-13 7.8 CVE-2025-32701 

Microsoft--
Windows 10 
Version 1809 

Improper input validation in Windows Common Log File System Driver allows an 
authorized attacker to elevate privileges locally. 

2025-05-13 7.8 CVE-2025-32706 

Microsoft--
Windows 10 
Version 1809 

Out-of-bounds read in Windows NTFS allows an unauthorized attacker to elevate 
privileges locally. 

2025-05-13 7.8 CVE-2025-32707 

Microsoft--
Windows 10 
Version 1809 

Use after free in Windows Ancillary Function Driver for WinSock allows an 
authorized attacker to elevate privileges locally. 

2025-05-13 7.8 CVE-2025-32709 

Microsoft--
Windows 10 
Version 22H2 

Acceptance of extraneous untrusted data with trusted data in UrlMon allows an 
unauthorized attacker to bypass a security feature over a network. 

2025-05-13 7.5 CVE-2025-29842 

Microsoft--
Windows 11 
version 22H2 

Out-of-bounds read in Web Threat Defense (WTD.sys) allows an unauthorized 
attacker to deny service over a network. 

2025-05-13 7.5 CVE-2025-29971 

Microsoft--
Windows App 
Client for Windows 
Desktop 

Heap-based buffer overflow in Windows Remote Desktop allows an unauthorized 
attacker to execute code over a network. 

2025-05-13 8.8 CVE-2025-29966 

Microsoft--
Windows App 
Client for Windows 
Desktop 

Heap-based buffer overflow in Remote Desktop Gateway Service allows an 
unauthorized attacker to execute code over a network. 

2025-05-13 8.8 CVE-2025-29967 

Microsoft--
Windows Server 
2019 

Uncontrolled resource consumption in Remote Desktop Gateway Service allows an 
unauthorized attacker to deny service over a network. 

2025-05-13 7.5 CVE-2025-26677 

Microsoft--
Windows Server 
2019 

Use after free in Remote Desktop Gateway Service allows an unauthorized attacker 
to execute code over a network. 

2025-05-13 7.5 CVE-2025-29831 

Microsoft--
Windows Server 
2022 

Concurrent execution using shared resource with improper synchronization ('race 
condition') in Universal Print Management Service allows an authorized attacker to 
elevate privileges locally. 

2025-05-13 7 CVE-2025-29841 

Microsoft--
Windows Server 
2025 (Server Core 
installation) 

Null pointer dereference in Windows Drivers allows an unauthorized attacker to 
elevate privileges locally. 

2025-05-13 7.4 CVE-2025-29838 

Microsoft--
Windows Server 
2025 (Server Core 
installation) 

Use after free in Microsoft Brokering File System allows an authorized attacker to 
elevate privileges locally. 

2025-05-13 7.8 CVE-2025-29970 

mojoomla--
WPGYM 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in mojoomla WPGYM allows Blind SQL Injection. This issue 
affects WPGYM: from n/a through 65.0. 

2025-05-16 9.3 CVE-2025-32643 

n/a--
Administrative 
Tools for some 
Intel(R) Network 
Adapters package 

Race condition in some Administrative Tools for some Intel(R) Network Adapters 
package before version 29.4 may allow an authenticated user to potentially enable 
escalation of privilege via local access. 

2025-05-13 7.3 CVE-2025-20104 

n/a--Edge 
Orchestrator 
software for 
Intel(R) Tiber Edge 
Platform 

Incorrect execution-assigned permissions for some Edge Orchestrator software for 
Intel(R) Tiberâ„¢ Edge Platform may allow an authenticated user to potentially 
enable escalation of privilege via local access. 

2025-05-13 7.8 CVE-2025-22843 

n/a--Intel(R) Data 
Center GPU Flex 

Improper buffer restrictions for some Intel(R) Data Center GPU Flex Series for 
Windows driver before version 31.0.101.4314 may allow an authenticated user to 
potentially enable denial of service via local access. 

2025-05-13 7.3 CVE-2024-36292 
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Series for Windows 
driver 

n/a--Intel(R) Data 
Center GPU Flex 
Series for Windows 
driver 

Improper access control for some Intel(R) Data Center GPU Flex Series for Windows 
driver before version 31.0.101.4314 may allow an authenticated user to potentially 
enable denial of service via local access. 

2025-05-13 7.3 CVE-2024-45333 

n/a--Intel(R) 
Gaudi(R) software 
installers 

Incorrect default permissions in some Intel(R) Gaudi(R) software installers before 
version 1.18 may allow an authenticated user to potentially enable escalation of 
privilege via local access. 

2025-05-14 8.2 CVE-2024-45067 

n/a--Intel(R) 
Graphics Driver 
software installers 

Improper link resolution before file access ('Link Following') for some Intel(R) 
Graphics Driver software installers may allow an authenticated user to potentially 
enable escalation of privilege via local access. 

2025-05-13 8.2 CVE-2025-20003 

n/a--Intel(R) 
Graphics Drivers 

Untrusted pointer dereference for some Intel(R) Graphics Drivers may allow an 
authenticated user to potentially enable escalation of privilege via local access. 

2025-05-13 8.4 CVE-2025-20018 

n/a--Intel(R) 
Graphics Drivers 

Out-of-bounds read for some Intel(R) Graphics Drivers may allow an authenticated 
user to potentially enable information disclosure or denial of service via local 
access. 

2025-05-13 8.4 CVE-2025-20101 

n/a--Intel(R) 
Graphics software 

Improper access control for some Intel(R) Graphics software may allow an 
authenticated user to potentially enable denial of service via local access. 

2025-05-13 7.3 CVE-2025-20052 

n/a--Intel(R) 
PROSet/Wireless 
WiFi Software for 
Windows 

Use after free for some Intel(R) PROSet/Wireless WiFi Software for Windows 
before version 23.100 may allow an unauthenticated user to potentially enable 
denial of service via adjacent access. 

2025-05-13 8 CVE-2025-20046 

n/a--Intel(R) 
PROSet/Wireless 
WiFi Software for 
Windows 

Use after free for some Intel(R) PROSet/Wireless WiFi Software for Windows 
before version 23.100 may allow an unauthenticated user to potentially enable 
denial of service via adjacent access. 

2025-05-13 7.4 CVE-2025-20006 

n/a--Intel(R) 
PROSet/Wireless 
WiFi Software for 
Windows 

Improper input validation for some Intel(R) PROSet/Wireless WiFi Software for 
Windows before version 23.100 may allow a privileged user to potentially enable 
denial of service via local access. 

2025-05-13 7.9 CVE-2025-20032 

n/a--Intel(R) 
PROSet/Wireless 
WiFi Software for 
Windows 

Stack-based buffer overflow for some Intel(R) PROSet/Wireless WiFi Software for 
Windows before version 23.100 may allow a privileged user to potentially enable 
denial of service via local access. 

2025-05-13 7.9 CVE-2025-20618 

n/a--Intel(R) Server 
D50DNP and 
M50FCP 

Improper input validation in the UEFI firmware error handler for the Intel(R) Server 
D50DNP and M50FCP may allow a privileged user to potentially enable escalation 
of privilege via local access. 

2025-05-13 7.5 CVE-2025-24308 

n/a--Intel(R) Server 
D50DNP and 
M50FCP boards 

Time-of-check time-of-use race condition in the UEFI firmware SmiVariable driver 
for the Intel(R) Server D50DNP and M50FCP boards may allow a privileged user to 
enable escalation of privilege via local access. 

2025-05-13 7.5 CVE-2025-20082 

n/a--Intel(R) Server 
D50DNP and 
M50FCP boards 

Improper input validation in the UEFI firmware DXE module for the Intel(R) Server 
D50DNP and M50FCP boards may allow a privileged user to potentially enable 
escalation of privilege via local access. 

2025-05-13 7.5 CVE-2025-21094 

n/a--Intel(R) 
Simics(R) Package 
Manager software 

Insecure inherited permissions for some Intel(R) Simics(R) Package Manager 
software before version 1.12.0 may allow a privileged user to potentially enable 
escalation of privilege via local access. 

2025-05-13 7.7 CVE-2025-20008 

n/a--Intel(R) Slim 
Bootloader 

Improper authentication in the firmware for the Intel(R) Slim Bootloader may allow 
a privileged user to potentially enable escalation of privilege via local access. 

2025-05-13 7.5 CVE-2025-20083 

n/a--Intel(R) 
Xeon(R) 6 
processor E-Cores 
firmware 

Insufficient control flow management in the Alias Checking Trusted Module for 
some Intel(R) Xeon(R) 6 processor E-Cores firmware may allow a privileged user to 
potentially enable escalation of privilege via local access. 

2025-05-13 7.2 CVE-2025-20004 

n/a--Intel(R) 
Xeon(R) 6 
processor with E-
cores 

Improper access control in the memory controller configurations for some Intel(R) 
Xeon(R) 6 processor with E-cores may allow a privileged user to potentially enable 
escalation of privilege via local access. 

2025-05-13 7.5 CVE-2025-20100 

n/a--lockfile-lint-
api 

Versions of the package lockfile-lint-api before 5.9.2 are vulnerable to Incorrect 
Behavior Order: Early Validation via the resolved attribute of the package URL 
validation which can be bypassed by extending the package name allowing an 
attacker to install other npm packages than the intended one. 

2025-05-16 8.3 CVE-2025-4759 

nanbingxyz--5ire 

5ire is a cross-platform desktop artificial intelligence assistant and model context 
protocol client. Versions prior to 0.11.1 are vulnerable to stored cross-site scripting 
in chatbot responses due to insufficient sanitization. This, in turn, can lead to 
Remote Code Execution (RCE) via unsafe Electron protocol handling and exposed 

2025-05-14 9.7 CVE-2025-47777 
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Electron APIs. All users of 5ire client versions prior to patched releases, particularly 
those interacting with untrusted chatbots or pasting external content, are affected. 
Version 0.11.1 contains a patch for the issue. 

NasaTheme--Nasa 
Core 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in NasaTheme Nasa Core allows PHP Local File 
Inclusion. This issue affects Nasa Core: from n/a through 6.3.2. 

2025-05-16 7.5 CVE-2025-39507 

NetAlertX--
NetAlertX 

NetAlertX 23.01.14 through 24.x before 24.10.12 allows unauthenticated 
command injection via settings update because function=savesettings lacks an 
authentication requirement, as exploited in the wild in May 2025. This is related to 
settings.php and util.php. 

2025-05-13 10 CVE-2024-46506 

NetAlertX--
NetAlertX 

NetAlertX 24.7.18 before 24.10.12 allows unauthenticated file reading because an 
HTTP client can ignore a redirect, and because of factors related to strpos and 
directory traversal, as exploited in the wild in May 2025. This is related to 
components/logs.php. 

2025-05-13 8.6 CVE-2024-48766 

Netvision--
ISOinsight 

The ISOinsight from Netvision has a SQL Injection vulnerability, allowing 
unauthenticated remote attackers to inject arbitrary SQL commands to read, 
modify, and delete database contents. 

2025-05-12 9.8 CVE-2025-4559 

NI--Circuit Design 
Suite 

There is a memory corruption vulnerability due to an out of bounds write 
in Library!DecodeBase64() when using the SymbolEditor in NI Circuit Design 
Suite.  This vulnerability may result in information disclosure or arbitrary code 
execution. Successful exploitation requires an attacker to get a user to open a 
specially crafted .sym file. This vulnerability affects NI Circuit Design Suite 14.3.0 
and prior versions. 

2025-05-15 7.8 CVE-2025-30417 

NI--Circuit Design 
Suite 

There is a memory corruption vulnerability due to an out of bounds write in 
CheckPins() when using the SymbolEditor in NI Circuit Design Suite.  This 
vulnerability may result in information disclosure or arbitrary code execution. 
Successful exploitation requires an attacker to get a user to open a specially crafted 
.sym file. This vulnerability affects NI Circuit Design Suite 14.3.0 and prior versions. 

2025-05-15 7.8 CVE-2025-30418 

NI--Circuit Design 
Suite 

There is a memory corruption vulnerability due to an out of bounds read in 
GetSymbolBorderRectSize() when using the SymbolEditor in NI Circuit Design 
Suite.  This vulnerability may result in information disclosure or arbitrary code 
execution. Successful exploitation requires an attacker to get a user to open a 
specially crafted .sym file. This vulnerability affects NI Circuit Design Suite 14.3.0 
and prior versions. 

2025-05-15 7.8 CVE-2025-30419 

NI--Circuit Design 
Suite 

There is a memory corruption vulnerability due to an out of bounds read in 
Bitmap::InternalDraw() when using the SymbolEditor in NI Circuit Design 
Suite.  This vulnerability may result in information disclosure or arbitrary code 
execution. Successful exploitation requires an attacker to get a user to open a 
specially crafted .sym file. This vulnerability affects NI Circuit Design Suite 14.3.0 
and prior versions. 

2025-05-15 7.8 CVE-2025-30420 

NI--Circuit Design 
Suite 

There is a memory corruption vulnerability due to a stack-based buffer overflow in 
DrObjectStorage::XML_Serialize() when using the SymbolEditor in NI Circuit Design 
Suite.  This vulnerability may result in information disclosure or arbitrary code 
execution. Successful exploitation requires an attacker to get a user to open a 
specially crafted .sym file. This vulnerability affects NI Circuit Design Suite 14.3.0 
and prior versions. 

2025-05-15 7.8 CVE-2025-30421 

nimiq--core-rs-
albatross 

nimiq/core-rs-albatross is a Rust implementation of the Nimiq Proof-of-Stake 
protocol based on the Albatross consensus algorithm. The `nimiq-network-libp2p` 
subcrate of nimiq/core-rs-albatross is vulnerable to a Denial of Service (DoS) attack 
due to uncontrolled memory allocation. Specifically, the implementation of the 
`Discovery` network message handling allocates a buffer based on a length value 
provided by the peer, without enforcing an upper bound. Since this length is a 
`u32`, a peer can trigger allocations of up to 4 GB, potentially leading to memory 
exhaustion and node crashes. As Discovery messages are regularly exchanged for 
peer discovery, this vulnerability can be exploited repeatedly. The patch for this 
vulnerability is formally released as part of v1.1.0. The patch implements a limit to 
the discovery message size of 1 MB and also resizes the message buffer size 
incrementally as the data is read. No known workarounds are available. 

2025-05-12 7.5 CVE-2025-47270 

PCMan--FTP Server 

A vulnerability, which was classified as critical, has been found in PCMan FTP 
Server 2.0.7. This issue affects some unknown processing of the component REST 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-05-18 7.3 CVE-2025-4871 

PHPGurukul--
Apartment Visitors 

A vulnerability was found in PHPGurukul Apartment Visitors Management System 
1.0 and classified as critical. Affected by this issue is some unknown functionality of 
the file /admin/bwdates-reports-details.php. The manipulation of the argument 

2025-05-12 7.3 CVE-2025-4553 
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Management 
System 

fromdate/todate leads to sql injection. The attack may be launched remotely. The 
exploit has been disclosed to the public and may be used. 

PHPGurukul--
Apartment Visitors 
Management 
System 

A vulnerability was found in PHPGurukul Apartment Visitors Management System 
1.0. It has been classified as critical. This affects an unknown part of the file 
/admin/bwdates-passreports-details.php. The manipulation of the argument 
fromdate/todate leads to sql injection. It is possible to initiate the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-12 7.3 CVE-2025-4554 

PHPGurukul--
Apartment Visitors 
Management 
System 

A vulnerability classified as critical was found in PHPGurukul Apartment Visitors 
Management System 1.0. This vulnerability affects unknown code of the file 
/admin/visitors-form.php. The manipulation of the argument Category leads to sql 
injection. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-15 7.3 CVE-2025-4699 

PHPGurukul--
Beauty Parlour 
Management 
System 

A vulnerability was found in PHPGurukul Beauty Parlour Management System 1.1. 
It has been rated as critical. This issue affects some unknown processing of the file 
/forgot-password.php. The manipulation of the argument email leads to sql 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-16 7.3 CVE-2025-4757 

PHPGurukul--
Beauty Parlour 
Management 
System 

A vulnerability classified as critical has been found in PHPGurukul Beauty Parlour 
Management System 1.1. Affected is an unknown function of the file /contact.php. 
The manipulation of the argument fname leads to sql injection. It is possible to 
launch the attack remotely. The exploit has been disclosed to the public and may 
be used. Other parameters might be affected as well. 

2025-05-16 7.3 CVE-2025-4758 

PHPGurukul--
Beauty Parlour 
Management 
System 

A vulnerability classified as critical was found in PHPGurukul Beauty Parlour 
Management System 1.1. Affected by this vulnerability is an unknown functionality 
of the file /admin/admin-profile.php. The manipulation of the argument 
contactnumber leads to sql injection. The attack can be launched remotely. The 
exploit has been disclosed to the public and may be used. Other parameters might 
be affected as well. 

2025-05-18 7.3 CVE-2025-4861 

PHPGurukul--
Company Visitor 
Management 
System 

A vulnerability, which was classified as critical, was found in PHPGurukul Company 
Visitor Management System 2.0. Affected is an unknown function of the file 
/visitors-form.php. The manipulation of the argument fullname leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-15 7.3 CVE-2025-4717 

PHPGurukul--
Complaint 
Management 
System 

A vulnerability has been found in PHPGurukul Complaint Management System 2.0 
and classified as critical. This vulnerability affects unknown code of the file 
/admin/admin-profile.php. The manipulation of the argument mobilenumber leads 
to sql injection. The attack can be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4761 

PHPGurukul--Daily 
Expense Tracker 

A vulnerability was found in PHPGurukul Daily Expense Tracker 1.1 and classified as 
critical. Affected by this issue is some unknown functionality of the file 
/register.php. The manipulation of the argument email leads to sql injection. The 
attack may be launched remotely. The exploit has been disclosed to the public and 
may be used. 

2025-05-16 7.3 CVE-2025-4736 

PHPGurukul--Daily 
Expense Tracker 
System 

A vulnerability was found in PHPGurukul Daily Expense Tracker System 1.1. It has 
been rated as critical. Affected by this issue is some unknown functionality of the 
file /user-profile.php. The manipulation of the argument fullname/contactnumber 
leads to sql injection. The attack may be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4785 

PHPGurukul--
Directory 
Management 
System 

A vulnerability was found in PHPGurukul Directory Management System 2.0. It has 
been rated as critical. Affected by this issue is some unknown functionality of the 
file /admin/edit-directory.php. The manipulation of the argument editid leads to 
sql injection. The attack may be launched remotely. The exploit has been disclosed 
to the public and may be used. 

2025-05-15 7.3 CVE-2025-4697 

PHPGurukul--
Directory 
Management 
System 

A vulnerability classified as critical has been found in PHPGurukul Directory 
Management System 2.0. This affects an unknown part of the file /admin/forget-
password.php. The manipulation of the argument email leads to sql injection. It is 
possible to initiate the attack remotely. The exploit has been disclosed to the 
public and may be used. 

2025-05-15 7.3 CVE-2025-4698 

PHPGurukul--
Human 
Metapneumovirus 
Testing 
Management 
System 

A vulnerability, which was classified as critical, has been found in PHPGurukul 
Human Metapneumovirus Testing Management System 1.0. This issue affects 
some unknown processing of the file /profile.php. The manipulation of the 
argument mobilenumber leads to sql injection. The attack may be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4812 
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PHPGurukul--
Human 
Metapneumovirus 
Testing 
Management 
System 

A vulnerability, which was classified as critical, was found in PHPGurukul Human 
Metapneumovirus Testing Management System 1.0. Affected is an unknown 
function of the file /edit-phlebotomist.php. The manipulation of the argument 
mobilenumber leads to sql injection. It is possible to launch the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4813 

PHPGurukul--News 
Portal 

A vulnerability has been found in PHPGurukul News Portal 4.1 and classified as 
critical. Affected by this vulnerability is an unknown functionality of the file 
/admin/index.php of the component Login. The manipulation of the argument 
Username leads to sql injection. The attack can be launched remotely. The exploit 
has been disclosed to the public and may be used. 

2025-05-18 7.3 CVE-2025-4873 

PHPGurukul--News 
Portal 

A vulnerability has been found in PHPGurukul News Portal 4.1 and classified as 
critical. Affected by this vulnerability is an unknown functionality of the file 
/admin/aboutus.php. The manipulation of the argument pagetitle leads to sql 
injection. The attack can be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-18 7.3 CVE-2025-4880 

PHPGurukul--News 
Portal Project 

A vulnerability was found in PHPGurukul News Portal Project 4.1 and classified as 
critical. Affected by this issue is some unknown functionality of the file 
/admin/contactus.php. The manipulation of the argument pagetitle leads to sql 
injection. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-18 7.3 CVE-2025-4874 

PHPGurukul--
Online Course 
Registration 

A vulnerability, which was classified as critical, was found in PHPGurukul Online 
Course Registration 3.1. Affected is an unknown function of the file 
/admin/course.php. The manipulation of the argument coursecode leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4771 

PHPGurukul--
Online Course 
Registration 

A vulnerability has been found in PHPGurukul Online Course Registration 3.1 and 
classified as critical. Affected by this vulnerability is an unknown functionality of 
the file /admin/department.php. The manipulation of the argument department 
leads to sql injection. The attack can be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4772 

PHPGurukul--
Online Course 
Registration 

A vulnerability was found in PHPGurukul Online Course Registration 3.1 and 
classified as critical. Affected by this issue is some unknown functionality of the file 
/admin/level.php. The manipulation of the argument level leads to sql injection. 
The attack may be launched remotely. The exploit has been disclosed to the public 
and may be used. 

2025-05-16 7.3 CVE-2025-4773 

PHPGurukul--
Online Course 
Registration 

A vulnerability was found in PHPGurukul Online Course Registration 3.1. It has 
been classified as critical. Affected is an unknown function of the file /edit-student-
profile.php. The manipulation of the argument cgpa leads to sql injection. It is 
possible to launch the attack remotely. The exploit has been disclosed to the public 
and may be used. 

2025-05-16 7.3 CVE-2025-4793 

PHPGurukul--
Online Course 
Registration 

A vulnerability was found in PHPGurukul Online Course Registration 3.1. It has 
been declared as critical. Affected by this vulnerability is an unknown functionality 
of the file /news.php. The manipulation of the argument newstitle leads to sql 
injection. The attack can be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-16 7.3 CVE-2025-4794 

PHPGurukul--
Vehicle Parking 
Management 
System 

A vulnerability, which was classified as critical, was found in PHPGurukul Vehicle 
Parking Management System 1.13. Affected is an unknown function of the file 
/admin/add-category.php. The manipulation of the argument catename leads to 
sql injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-15 7.3 CVE-2025-4702 

PHPGurukul--
Vehicle Parking 
Management 
System 

A vulnerability has been found in PHPGurukul Vehicle Parking Management System 
1.13 and classified as critical. Affected by this vulnerability is an unknown 
functionality of the file /admin/admin-profile.php. The manipulation of the 
argument contactnumber leads to sql injection. The attack can be launched 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-15 7.3 CVE-2025-4703 

PHPGurukul--
Vehicle Parking 
Management 
System 

A vulnerability was found in PHPGurukul Vehicle Parking Management System 1.13 
and classified as critical. Affected by this issue is some unknown functionality of the 
file /admin/edit-category.php. The manipulation of the argument editid leads to 
sql injection. The attack may be launched remotely. The exploit has been disclosed 
to the public and may be used. 

2025-05-15 7.3 CVE-2025-4704 

PHPGurukul--
Vehicle Parking 
Management 
System 

A vulnerability was found in PHPGurukul Vehicle Parking Management System 
1.13. It has been classified as critical. This affects an unknown part of the file 
/admin/view-incomingvehicle-detail.php. The manipulation of the argument viewid 

2025-05-15 7.3 CVE-2025-4705 

https://www.cve.org/CVERecord?id=CVE-2025-4813
https://www.cve.org/CVERecord?id=CVE-2025-4873
https://www.cve.org/CVERecord?id=CVE-2025-4880
https://www.cve.org/CVERecord?id=CVE-2025-4874
https://www.cve.org/CVERecord?id=CVE-2025-4771
https://www.cve.org/CVERecord?id=CVE-2025-4772
https://www.cve.org/CVERecord?id=CVE-2025-4773
https://www.cve.org/CVERecord?id=CVE-2025-4793
https://www.cve.org/CVERecord?id=CVE-2025-4794
https://www.cve.org/CVERecord?id=CVE-2025-4702
https://www.cve.org/CVERecord?id=CVE-2025-4703
https://www.cve.org/CVERecord?id=CVE-2025-4704
https://www.cve.org/CVERecord?id=CVE-2025-4705


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

leads to sql injection. It is possible to initiate the attack remotely. The exploit has 
been disclosed to the public and may be used. 

PHPGurukul--Zoo 
Management 
System 

A vulnerability was found in PHPGurukul Zoo Management System 2.1. It has been 
classified as critical. Affected is an unknown function of the file 
/admin/contactus.php. The manipulation of the argument mobnum leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4765 

PHPGurukul--Zoo 
Management 
System 

A vulnerability was found in PHPGurukul Zoo Management System 2.1. It has been 
declared as critical. Affected by this vulnerability is an unknown functionality of the 
file /admin/profile.php. The manipulation of the argument contactnumber leads to 
sql injection. The attack can be launched remotely. The exploit has been disclosed 
to the public and may be used. 

2025-05-16 7.3 CVE-2025-4766 

Progress Software-
-Telerik UI for 
ASP.NET AJAX 

In ProgressÂ® TelerikÂ® UI for AJAX, versions 2011.2.712 to 2025.1.218, an unsafe 
reflection vulnerability exists that may lead to an unhandled exception resulting in 
a crash of the hosting process and denial of service. 

2025-05-14 7.5 CVE-2025-3600 

projectworlds--
Hospital Database 
Management 
System 

A vulnerability was found in projectworlds Hospital Database Management System 
1.0. It has been classified as critical. This affects an unknown part of the file 
/medicines_info.php. The manipulation of the argument Med_ID leads to sql 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-16 7.3 CVE-2025-4739 

Projectworlds--Life 
Insurance 
Management 
System 

A vulnerability was found in Projectworlds Life Insurance Management System 1.0. 
It has been rated as critical. Affected by this issue is some unknown functionality of 
the file /deleteAgent.php. The manipulation of the argument agent_id leads to sql 
injection. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-17 7.3 CVE-2025-4836 

projectworlds--
Online 
Examination 
System 

A vulnerability was found in projectworlds Online Examination System 1.0. It has 
been declared as critical. This vulnerability affects unknown code of the file 
/Procedure3b_yearwiseVisit.php. The manipulation of the argument Visit_year 
leads to sql injection. The attack can be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-15 7.3 CVE-2025-4706 

projectworlds--
Student Project 
Allocation System 

A vulnerability classified as critical has been found in projectworlds Student Project 
Allocation System 1.0. This affects an unknown part of the file 
/make_group_sql.php. The manipulation of the argument mem1/mem2/mem3 
leads to sql injection. It is possible to initiate the attack remotely. The exploit has 
been disclosed to the public and may be used. 

2025-05-17 7.3 CVE-2025-4837 

proxymis--
Interview 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in proxymis Interview allows SQL Injection. This issue 
affects Interview: from n/a through 1.01. 

2025-05-16 8.5 CVE-2025-48137 

QuanticaLabs--
CSS3 Accordions 
for WordPress 

Cross-Site Request Forgery (CSRF) vulnerability in QuanticaLabs CSS3 Accordions 
for WordPress allows Stored XSS. This issue affects CSS3 Accordions for WordPress: 
from n/a through 3.0. 

2025-05-16 7.1 CVE-2025-31922 

QuantumCloud--
WPBot Pro 
Wordpress 
Chatbot 

The WPBot Pro Wordpress Chatbot plugin for WordPress is vulnerable to arbitrary 
file deletion due to insufficient file path validation in the 
qcld_openai_delete_training_file() function in all versions up to, and including, 
13.6.2. This makes it possible for authenticated attackers, with Subscriber-level 
access and above, to delete arbitrary files on the server, which can easily lead to 
remote code execution when the right file is deleted (such as wp-config.php). 

2025-05-17 8.1 CVE-2025-3812 

Red Hat--Red Hat 
A vulnerability was discovered in Pagure server. If a malicious user were to submit 
a git repository with symbolic links, the server could unintentionally show 
incorporate and make visible content from outside the git repo. 

2025-05-12 7.6 CVE-2024-4981 

Red Hat--Red Hat 
A directory traversal vulnerability was discovered in Pagure server. If a malicious 
user submits a specially cratfted git repository they could discover secrets on the 
server. 

2025-05-12 7.6 CVE-2024-4982 

Red Hat--Red Hat 
Enterprise Linux 10 

A flaw was found in Yggdrasil, which acts as a system broker, allowing the 
processes to communicate to other children's "worker" processes through the 
DBus component. Yggdrasil creates a DBus method to dispatch messages to 
workers. However, it misses authentication and authorization checks, allowing 
every system user to call it. One available Yggdrasil worker acts as a package 
manager with capabilities to create and enable new repositories and install or 
remove packages. This flaw allows an attacker with access to the system to 
leverage the lack of authentication on the dispatch message to force the Yggdrasil 
worker to install arbitrary RPM packages. This issue results in local privilege 
escalation, enabling the attacker to access and modify sensitive system data. 

2025-05-14 7.8 CVE-2025-3931 

Red Hat--Red Hat 
Enterprise Linux 8 

A flaw was found in the gnome-remote-desktop used by Anaconda's remote install 
feature, where a crafted RDP packet could trigger a segmentation fault. This issue 

2025-05-16 7.1 CVE-2025-4478 
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causes the service to crash and remain defunct, resulting in a denial of service. It 
occurs pre-boot and is likely due to a NULL pointer dereference. Rebooting is 
required to recover the system. 

Relevanssi--
Relevanssi A Better 
Search (Pro) 

The Relevanssi - A Better Search plugin for WordPress is vulnerable to time-based 
SQL Injection via the cats and tags query parameters in all versions up to, and 
including, 4.24.4 (Free) and <= 2.27.4 (Premium) due to insufficient escaping on the 
user supplied parameter and lack of sufficient preparation on the existing SQL 
query. This makes it possible for unauthenticated attackers to append additional 
SQL queries to already existing queries that can be used to extract sensitive 
information from the database. 

2025-05-13 7.5 CVE-2025-4396 

roninwp--FAT 
Services Booking 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in roninwp FAT Services Booking allows PHP 
Local File Inclusion. This issue affects FAT Services Booking: from n/a through 5.5. 

2025-05-16 7.5 CVE-2025-47693 

Samsung 
Electronics--
MagicINFO 9 
Server 

Improper limitation of a pathname to a restricted directory vulnerability in 
Samsung MagicINFO 9 Server version before 21.1052 allows attackers to write 
arbitrary file as system authority. 

2025-05-13 9.8 CVE-2025-4632 

SAP_SE--SAP 
Business Objects 
Business 
Intelligence 
Platform (PMW) 

Under certain conditions Promotion Management Wizard (PMW) allows an 
attacker to access information which would otherwise be restricted.This has High 
impact on Confidentiality with Low impact on Integrity and Availability of the 
application. 

2025-05-13 7.9 CVE-2025-43000 

SAP_SE--SAP 
Landscape 
Transformation 
(PCL Basis) 

Under certain conditions, SAP Landscape Transformation's PCL Basis module does 
not perform the necessary authorization checks, allowing authenticated users to 
access restricted functionalities or data. This can lead to a high impact on 
confidentiality with no impact on the integrity or availability of the application. 

2025-05-13 7.7 CVE-2025-43011 

SAP_SE--SAP 
NetWeaver (Visual 
Composer 
development 
server) 

SAP NetWeaver Visual Composer Metadata Uploader is vulnerable when a 
privileged user can upload untrusted or malicious content which, when 
deserialized, could potentially lead to a compromise of confidentiality, integrity, 
and availability of the host system. 

2025-05-13 9.1 CVE-2025-42999 

SAP_SE--SAP 
S/4HANA Cloud 
Private Edition or 
on Premise (SCM 
Master Data Layer 
(MDL)) 

SAP S/4HANA Cloud Private Edition or on Premise (SCM Master Data Layer (MDL)) 
allows an authenticated attacker with SAP standard authorization to execute a 
certain function module remotely and replace arbitrary ABAP programs, including 
SAP standard programs. This is due to lack of input validation and no authorization 
checks. This has low Confidentiality impact but high impact on integrity and 
availability to the application. 

2025-05-13 8.3 CVE-2025-43010 

SAP_SE--SAP 
Supplier 
Relationship 
Management (Live 
Auction Cockpit) 

The Live Auction Cockpit in SAP Supplier Relationship Management (SRM) allows 
an unauthenticated attacker to submit an application servlet request with a crafted 
XML file which when parsed, enables the attacker to access sensitive files and data. 
This vulnerability has a high impact on the application's confidentiality, with no 
effect on integrity and availability of the application. 

2025-05-13 8.6 CVE-2025-30018 

Schneider Electric--
Modicon 
Controllers M241 / 
M251 

CWE-610: Externally Controlled Reference to a Resource in Another Sphere 
vulnerability exists that could cause a loss of confidentiality when an 
unauthenticated attacker manipulates controller's webserver URL to access 
resources. 

2025-05-14 7.5 CVE-2025-2875 

Schweitzer 
Engineering 
Laboratories--SEL 
Blueframe OS 

An unauthenticated user could discover account credentials via a brute-force 
attack without rate limiting 

2025-05-12 8.1 CVE-2025-46739 

Schweitzer 
Engineering 
Laboratories--SEL 
Blueframe OS 

An authenticated user without user administrative permissions could change the 
administrator Account Name. 

2025-05-12 7.5 CVE-2025-46740 

Schweitzer 
Engineering 
Laboratories--SEL-
5037 Grid 
Configurator 

SEL-5037 Grid Configurator contains an overly permissive Cross Origin Resource 
Sharing (CORS) configuration for a data gateway service in the application. This 
gateway service includes an API which is not properly configured to reject requests 
from unexpected sources. 

2025-05-12 7.4 CVE-2025-46737 

ShapedPlugin LLC--
WP Tabs 

Deserialization of Untrusted Data vulnerability in ShapedPlugin LLC WP Tabs allows 
Object Injection. This issue affects WP Tabs: from n/a through 2.2.11. 

2025-05-16 7.2 CVE-2025-48134 

Shayan Farhang 
Pazhooh--
ShayanWeb Admin 
FontChanger 

Cross-Site Request Forgery (CSRF) vulnerability in Shayan Farhang Pazhooh 
ShayanWeb Admin FontChanger allows Stored XSS. This issue affects ShayanWeb 
Admin FontChanger: from n/a through 1.8.1. 

2025-05-16 7.1 CVE-2025-48114 
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sidngr--Import 
Export For 
WooCommerce 

Cross-Site Request Forgery (CSRF) vulnerability in sidngr Import Export For 
WooCommerce allows Stored XSS. This issue affects Import Export For 
WooCommerce: from n/a through 1.6.2. 

2025-05-16 7.1 CVE-2025-48144 

Siemens--Desigo 
CC 

A vulnerability has been identified in Desigo CC (All versions if access from Installed 
Clients to Desigo CC server is allowed from networks outside of a highly protected 
zone), Desigo CC (All versions if access from Installed Clients to Desigo CC server is 
only allowed within highly protected zones). The affected server application fails to 
authenticate specific client requests. Modification of the client binary could allow 
an unauthenticated remote attacker to execute arbitrary SQL queries on the server 
database via the event port (default: 4998/tcp) 

2025-05-13 7.5 CVE-2024-23815 

Siemens--IEC 1Ph 
7.4kW Child socket 

A vulnerability has been identified in IEC 1Ph 7.4kW Child socket (8EM1310-2EH04-
0GA0) (All versions < V2.135), IEC 1Ph 7.4kW Child socket/ shutter (8EM1310-
2EN04-0GA0) (All versions < V2.135), IEC 1Ph 7.4kW Parent cable 7m (8EM1310-
2EJ04-3GA1) (All versions < V2.135), IEC 1Ph 7.4kW Parent cable 7m incl. SIM 
(8EM1310-2EJ04-3GA2) (All versions < V2.135), IEC 1Ph 7.4kW Parent socket 
(8EM1310-2EH04-3GA1) (All versions < V2.135), IEC 1Ph 7.4kW Parent socket incl. 
SIM (8EM1310-2EH04-3GA2) (All versions < V2.135), IEC 1Ph 7.4kW Parent socket/ 
shutter (8EM1310-2EN04-3GA1) (All versions < V2.135), IEC 1Ph 7.4kW Parent 
socket/ shutter SIM (8EM1310-2EN04-3GA2) (All versions < V2.135), IEC 3Ph 22kW 
Child cable 7m (8EM1310-3EJ04-0GA0) (All versions < V2.135), IEC 3Ph 22kW Child 
socket (8EM1310-3EH04-0GA0) (All versions < V2.135), IEC 3Ph 22kW Child socket/ 
shutter (8EM1310-3EN04-0GA0) (All versions < V2.135), IEC 3Ph 22kW Parent cable 
7m (8EM1310-3EJ04-3GA1) (All versions < V2.135), IEC 3Ph 22kW Parent cable 7m 
incl. SIM (8EM1310-3EJ04-3GA2) (All versions < V2.135), IEC 3Ph 22kW Parent 
socket (8EM1310-3EH04-3GA1) (All versions < V2.135), IEC 3Ph 22kW Parent 
socket incl. SIM (8EM1310-3EH04-3GA2) (All versions < V2.135), IEC 3Ph 22kW 
Parent socket/ shutter (8EM1310-3EN04-3GA1) (All versions < V2.135), IEC 3Ph 
22kW Parent socket/ shutter SIM (8EM1310-3EN04-3GA2) (All versions < V2.135), 
IEC ERK 3Ph 22 kW Child cable 7m (8EM1310-3FJ04-0GA0) (All versions < V2.135), 
IEC ERK 3Ph 22 kW Child cable 7m (8EM1310-3FJ04-0GA1) (All versions < V2.135), 
IEC ERK 3Ph 22 kW Child cable 7m (8EM1310-3FJ04-0GA2) (All versions < V2.135), 
IEC ERK 3Ph 22 kW Child socket (8EM1310-3FH04-0GA0) (All versions < V2.135), IEC 
ERK 3Ph 22 kW Parent socket (8EM1310-3FH04-3GA1) (All versions < V2.135), IEC 
ERK 3Ph 22 kW Parent socket incl. SI (8EM1310-3FH04-3GA2) (All versions < 
V2.135), UL Commercial Cellular 48A NTEP (8EM1310-5HF14-1GA2) (All versions < 
V2.135), UL Commercial Child 40A w/ 15118 HW (8EM1310-4CF14-0GA0) (All 
versions < V2.135), UL Commercial Child 48A BA Compliant (8EM1315-5CG14-
0GA0) (All versions < V2.135), UL Commercial Child 48A w/ 15118 HW (8EM1310-
5CF14-0GA0) (All versions < V2.135), UL Commercial Parent 40A with Simcard 
(8EM1310-4CF14-1GA2) (All versions < V2.135), UL Commercial Parent 48A (USPS) 
(8EM1317-5CG14-1GA2) (All versions < V2.135), UL Commercial Parent 48A BA 
Compliant (8EM1315-5CG14-1GA2) (All versions < V2.135), UL Commercial Parent 
48A with Simcard BA (8EM1310-5CF14-1GA2) (All versions < V2.135), UL 
Commercial Parent 48A, 15118, 25ft (8EM1310-5CG14-1GA1) (All versions < 
V2.135), UL Commercial Parent 48A, 15118, 25ft (8EM1314-5CG14-2FA2) (All 
versions < V2.135), UL Commercial Parent 48A, 15118, 25ft (8EM1315-5HG14-
1GA2) (All versions < V2.135), UL Commercial Parent 48A,15118 25ft Sim 
(8EM1310-5CG14-1GA2) (All versions < V2.135), VersiCharge Blueâ„¢ 80A AC 
Cellular (8EM1315-7BG16-1FH2) (All versions < V2.135). Affected devices contain 
Modbus service enabled by default. This could allow an attacker connected to the 
same network to remotely control the EV charger. 

2025-05-13 8.8 CVE-2025-31930 

Siemens--OZW672 

A vulnerability has been identified in OZW672 (All versions < V8.0), OZW772 (All 
versions < V8.0). The web service in affected devices does not sanitize the input 
parameters required for the `exportDiagramPage` endpoint. This could allow an 
unauthenticated remote attacker to execute arbitrary code with root privileges. 

2025-05-13 10 CVE-2025-26389 

Siemens--OZW672 

A vulnerability has been identified in OZW672 (All versions < V6.0), OZW772 (All 
versions < V6.0). The web service of affected devices is vulnerable to SQL injection 
when checking authentication data. This could allow an unauthenticated remote 
attacker to bypass the check and authenticate as Administrator user. 

2025-05-13 9.8 CVE-2025-26390 

Siemens--
RUGGEDCOM ROX 
MX5000 

A vulnerability has been identified in RUGGEDCOM ROX MX5000 (All versions < 
V2.16.5), RUGGEDCOM ROX MX5000RE (All versions < V2.16.5), RUGGEDCOM ROX 
RX1400 (All versions < V2.16.5), RUGGEDCOM ROX RX1500 (All versions < V2.16.5), 
RUGGEDCOM ROX RX1501 (All versions < V2.16.5), RUGGEDCOM ROX RX1510 (All 
versions < V2.16.5), RUGGEDCOM ROX RX1511 (All versions < V2.16.5), 
RUGGEDCOM ROX RX1512 (All versions < V2.16.5), RUGGEDCOM ROX RX1524 (All 
versions < V2.16.5), RUGGEDCOM ROX RX1536 (All versions < V2.16.5), 

2025-05-13 9.9 CVE-2025-32469 
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RUGGEDCOM ROX RX5000 (All versions < V2.16.5). The 'ping' tool in the web 
interface of affected devices is vulnerable to command injection due to missing 
server side input sanitation. This could allow an authenticated remote attacker to 
execute arbitrary code with root privileges. 

Siemens--
RUGGEDCOM ROX 
MX5000 

A vulnerability has been identified in RUGGEDCOM ROX MX5000 (All versions < 
V2.16.5), RUGGEDCOM ROX MX5000RE (All versions < V2.16.5), RUGGEDCOM ROX 
RX1400 (All versions < V2.16.5), RUGGEDCOM ROX RX1500 (All versions < V2.16.5), 
RUGGEDCOM ROX RX1501 (All versions < V2.16.5), RUGGEDCOM ROX RX1510 (All 
versions < V2.16.5), RUGGEDCOM ROX RX1511 (All versions < V2.16.5), 
RUGGEDCOM ROX RX1512 (All versions < V2.16.5), RUGGEDCOM ROX RX1524 (All 
versions < V2.16.5), RUGGEDCOM ROX RX1536 (All versions < V2.16.5), 
RUGGEDCOM ROX RX5000 (All versions < V2.16.5). The 'tcpdump' tool in the web 
interface of affected devices is vulnerable to command injection due to missing 
server side input sanitation. This could allow an authenticated remote attacker to 
execute arbitrary code with root privileges. 

2025-05-13 9.9 CVE-2025-33024 

Siemens--
RUGGEDCOM ROX 
MX5000 

A vulnerability has been identified in RUGGEDCOM ROX MX5000 (All versions < 
V2.16.5), RUGGEDCOM ROX MX5000RE (All versions < V2.16.5), RUGGEDCOM ROX 
RX1400 (All versions < V2.16.5), RUGGEDCOM ROX RX1500 (All versions < V2.16.5), 
RUGGEDCOM ROX RX1501 (All versions < V2.16.5), RUGGEDCOM ROX RX1510 (All 
versions < V2.16.5), RUGGEDCOM ROX RX1511 (All versions < V2.16.5), 
RUGGEDCOM ROX RX1512 (All versions < V2.16.5), RUGGEDCOM ROX RX1524 (All 
versions < V2.16.5), RUGGEDCOM ROX RX1536 (All versions < V2.16.5), 
RUGGEDCOM ROX RX5000 (All versions < V2.16.5). The 'traceroute' tool in the web 
interface of affected devices is vulnerable to command injection due to missing 
server side input sanitation. This could allow an authenticated remote attacker to 
execute arbitrary code with root privileges. 

2025-05-13 9.9 CVE-2025-33025 

Siemens--
SCALANCE 
LPE9403 

A vulnerability has been identified in SCALANCE LPE9403 (6GK5998-3GS00-2AC2) 
(All versions). Affected devices do not properly assign permissions to critical 
ressources. This could allow a non-privileged local attacker to interact with the 
backupmanager service. 

2025-05-13 7.8 CVE-2025-40574 

Siemens--
SCALANCE 
LPE9403 

A vulnerability has been identified in SCALANCE LPE9403 (6GK5998-3GS00-2AC2) 
(All versions with SINEMA Remote Connect Edge Client installed). Affected devices 
are vulnerable to an authentication bypass. This could allow a non-privileged local 
attacker to bypass the authentication of the SINEMA Remote Connect Edge Client, 
and to read and modify the configuration parameters. 

2025-05-13 7.1 CVE-2025-40581 

Siemens--
SCALANCE 
LPE9403 

A vulnerability has been identified in SCALANCE LPE9403 (6GK5998-3GS00-2AC2) 
(All versions with SINEMA Remote Connect Edge Client installed). Affected devices 
do not properly sanitize configuration parameters. This could allow a non-
privileged local attacker to execute root commands on the device. 

2025-05-13 7.8 CVE-2025-40582 

Siemens--SIMATIC 
PCS neo V4.1 

A vulnerability has been identified in SIMATIC PCS neo V4.1 (All versions < V4.1 
Update 3), SIMATIC PCS neo V5.0 (All versions < V5.0 Update 1). Affected products 
do not correctly invalidate user sessions upon user logout. This could allow a 
remote unauthenticated attacker, who has obtained the session token by other 
means, to re-use a legitimate user's session even after logout. 

2025-05-13 8.8 CVE-2025-40566 

Siemens--SIMATIC 
PCS neo V4.1 

A vulnerability has been identified in SIMATIC PCS neo V4.1 (All versions), SIMATIC 
PCS neo V5.0 (All versions), SINEC NMS (All versions), SINEMA Remote Connect (All 
versions), Totally Integrated Automation Portal (TIA Portal) V17 (All versions), 
Totally Integrated Automation Portal (TIA Portal) V18 (All versions), Totally 
Integrated Automation Portal (TIA Portal) V19 (All versions), Totally Integrated 
Automation Portal (TIA Portal) V20 (All versions), User Management Component 
(UMC) (All versions < V2.15.1.1). Affected products contain a out of bound read 
buffer overflow vulnerability in the integrated UMC component. This could allow 
an unauthenticated remote attacker to cause a denial of service condition. 

2025-05-13 7.5 CVE-2025-30174 

Siemens--SIMATIC 
PCS neo V4.1 

A vulnerability has been identified in SIMATIC PCS neo V4.1 (All versions), SIMATIC 
PCS neo V5.0 (All versions), SINEC NMS (All versions), SINEMA Remote Connect (All 
versions), Totally Integrated Automation Portal (TIA Portal) V17 (All versions), 
Totally Integrated Automation Portal (TIA Portal) V18 (All versions), Totally 
Integrated Automation Portal (TIA Portal) V19 (All versions), Totally Integrated 
Automation Portal (TIA Portal) V20 (All versions), User Management Component 
(UMC) (All versions < V2.15.1.1). Affected products contain a out of bound write 
buffer overflow vulnerability in the integrated UMC component. This could allow 
an unauthenticated remote attacker to cause a denial of service condition. 

2025-05-13 7.5 CVE-2025-30175 

Siemens--SIMATIC 
PCS neo V4.1 

A vulnerability has been identified in SIMATIC PCS neo V4.1 (All versions), SIMATIC 
PCS neo V5.0 (All versions), SINEC NMS (All versions), SINEMA Remote Connect (All 
versions), Totally Integrated Automation Portal (TIA Portal) V17 (All versions), 

2025-05-13 7.5 CVE-2025-30176 

https://www.cve.org/CVERecord?id=CVE-2025-33024
https://www.cve.org/CVERecord?id=CVE-2025-33025
https://www.cve.org/CVERecord?id=CVE-2025-40574
https://www.cve.org/CVERecord?id=CVE-2025-40581
https://www.cve.org/CVERecord?id=CVE-2025-40582
https://www.cve.org/CVERecord?id=CVE-2025-40566
https://www.cve.org/CVERecord?id=CVE-2025-30174
https://www.cve.org/CVERecord?id=CVE-2025-30175
https://www.cve.org/CVERecord?id=CVE-2025-30176


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

Totally Integrated Automation Portal (TIA Portal) V18 (All versions), Totally 
Integrated Automation Portal (TIA Portal) V19 (All versions), Totally Integrated 
Automation Portal (TIA Portal) V20 (All versions), User Management Component 
(UMC) (All versions < V2.15.1.1). Affected products contain a out of bound read 
buffer overflow vulnerability in the integrated UMC component. This could allow 
an unauthenticated remote attacker to cause a denial of service condition. 

Siemens--SIRIUS 
3RK3 Modular 
Safety System 
(MSS) 

A vulnerability has been identified in SIRIUS 3RK3 Modular Safety System (MSS) (All 
versions), SIRIUS Safety Relays 3SK2 (All versions). Affected devices only provide 
weak password obfuscation. An attacker with network access could retrieve and 
de-obfuscate the safety password used for protection against inadvertent 
operating errors. 

2025-05-13 7.5 CVE-2025-24007 

Siemens--
Teamcenter 
Visualization V14.3 

A vulnerability has been identified in Teamcenter Visualization V14.3 (All versions < 
V14.3.0.14), Teamcenter Visualization V2312 (All versions < V2312.0010), 
Teamcenter Visualization V2406 (All versions < V2406.0008), Teamcenter 
Visualization V2412 (All versions < V2412.0004). The affected applications contain 
an out of bounds read past the end of an allocated structure while parsing specially 
crafted WRL files. This could allow an attacker to execute code in the context of the 
current process. 

2025-05-13 7.8 CVE-2025-32454 

SMA--
www.sunnyportal.
com 

An unauthenticated remote attacker could use a demo account of the portal to 
hijack devices that were created in that account by mistake. 

2025-05-13 8.6 CVE-2025-41645 

SourceCodester--
Best Online News 
Portal 

A vulnerability was found in SourceCodester Best Online News Portal 1.0. It has 
been classified as critical. Affected is an unknown function of the file /search.php. 
The manipulation of the argument searchtitle leads to sql injection. It is possible to 
launch the attack remotely. The exploit has been disclosed to the public and may 
be used. 

2025-05-15 7.3 CVE-2025-4728 

SourceCodester--
Doctor's 
Appointment 
System 

A vulnerability was found in SourceCodester Doctor's Appointment System 1.0. It 
has been classified as critical. This affects an unknown part of the file 
/admin/appointment.php of the component GET Parameter Handler. The 
manipulation of the argument ID leads to sql injection. It is possible to initiate the 
attack remotely. The exploit has been disclosed to the public and may be used. 

2025-05-17 7.3 CVE-2025-4816 

SourceCodester--
Doctor's 
Appointment 
System 

A vulnerability was found in SourceCodester Doctor's Appointment System 1.0. It 
has been rated as critical. This issue affects some unknown processing of the file 
/admin/delete-doctor.php of the component GET Parameter Handler. The 
manipulation of the argument ID leads to sql injection. The attack may be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-17 7.3 CVE-2025-4818 

Sourcecodester--
Doctor's 
Appointment 
System 

A vulnerability was found in Sourcecodester Doctor's Appointment System 1.0. It 
has been declared as critical. This vulnerability affects unknown code of the file 
/admin/delete-appointment.php of the component GET Parameter Handler. The 
manipulation of the argument ID leads to sql injection. The attack can be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-17 7.3 CVE-2025-4817 

spotipy-dev--
spotipy 

Spotipy is a Python library for the Spotify Web API. As of commit 
4f5759dbfb4506c7b6280572a4db1aabc1ac778d, using `pull_request_target` on 
`.github/workflows/integration_tests.yml` followed by the checking out the 
head.sha of a forked PR can be exploited by attackers, since untrusted code can be 
executed having full access to secrets (from the base repo). By exploiting the 
vulnerability is possible to exfiltrate `GITHUB_TOKEN` and secrets 
`SPOTIPY_CLIENT_ID`, `SPOTIPY_CLIENT_SECRET`. In particular `GITHUB_TOKEN` 
which can be used to completely overtake the repo since the token has content 
write privileges. The `pull_request_target` in GitHub Actions is a major security 
concern-especially in public repositories-because it executes untrusted code from a 
PR, but with the context of the base repository, including access to its secrets. 
Commit 9dfb7177b8d7bb98a5a6014f8e6436812a47576f reverted the change that 
caused the issue. 

2025-05-15 9.1 CVE-2025-47928 

SYNCPILOT--LIVE 
CONTRACT 

A Path traversal vulnerability in the file download functionality was identified. This 
vulnerability allows unauthenticated users to download arbitrary files, in the 
context of the application server, from the Linux server. 

2025-05-16 8.6 CVE-2025-2305 

Tenda--AC7 

A vulnerability was found in Tenda AC7 15.03.06.44. It has been classified as 
critical. Affected is the function fromSafeSetMacFilter of the file 
/goform/setMacFilterCfg. The manipulation of the argument deviceList leads to 
stack-based buffer overflow. It is possible to launch the attack remotely. The 
exploit has been disclosed to the public and may be used. 

2025-05-16 8.8 CVE-2025-4809 

Tenda--AC7 
A vulnerability was found in Tenda AC7 15.03.06.44. It has been declared as critical. 
Affected by this vulnerability is the function formSetRebootTimer of the file 
/goform/SetRebootTimer. The manipulation of the argument reboot_time leads to 

2025-05-16 8.8 CVE-2025-4810 
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stack-based buffer overflow. The attack can be launched remotely. The exploit has 
been disclosed to the public and may be used. 

ThemeMove--
QuickCal 

Cross-Site Request Forgery (CSRF) vulnerability in ThemeMove QuickCal allows 
Privilege Escalation. This issue affects QuickCal: from n/a through 1.0.13. 

2025-05-16 8.8 CVE-2025-32310 

Themewinter--
Eventin 

Relative Path Traversal vulnerability in Themewinter Eventin allows Path 
Traversal.This issue affects Eventin: from n/a through 4.0.26. 

2025-05-14 7.5 CVE-2025-47445 

Tobias--WP2LEADS 
Cross-Site Request Forgery (CSRF) vulnerability in Tobias WP2LEADS allows Stored 
XSS.This issue affects WP2LEADS: from n/a through 3.5.0. 

2025-05-15 7.1 CVE-2025-32922 

tornadoweb--
tornado 

Tornado is a Python web framework and asynchronous networking library. When 
Tornado's ``multipart/form-data`` parser encounters certain errors, it logs a 
warning but continues trying to parse the remainder of the data. This allows 
remote attackers to generate an extremely high volume of logs, constituting a DoS 
attack. This DoS is compounded by the fact that the logging subsystem is 
synchronous. All versions of Tornado prior to 6.5.0 are affected. The vulnerable 
parser is enabled by default. Upgrade to Tornado version 6.50 to receive a patch. 
As a workaround, risk can be mitigated by blocking `Content-Type: multipart/form-
data` in a proxy. 

2025-05-15 7.5 CVE-2025-47287 

TOTOLINK--
A3002R 

A vulnerability was found in TOTOLINK A3002R and A3002RU 3.0.0-
B20230809.1615. It has been rated as critical. Affected by this issue is some 
unknown functionality of the file /boafrm/formMapDel of the component HTTP 
POST Request Handler. The manipulation of the argument devicemac1 leads to 
buffer overflow. The attack may be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-16 8.8 CVE-2025-4730 

TOTOLINK--
A3002R 

A vulnerability classified as critical has been found in TOTOLINK A3002R and 
A3002RU 3.0.0-B20230809.1615. This affects an unknown part of the file 
/boafrm/formPortFw of the component HTTP POST Request Handler. The 
manipulation of the argument service_type/ip_subnet leads to buffer overflow. It 
is possible to initiate the attack remotely. The exploit has been disclosed to the 
public and may be used. 

2025-05-16 8.8 CVE-2025-4731 

TOTOLINK--
A3002R 

A vulnerability classified as critical was found in TOTOLINK A3002R and A3002RU 
3.0.0-B20230809.1615. This vulnerability affects unknown code of the file 
/boafrm/formFilter of the component HTTP POST Request Handler. The 
manipulation of the argument ip6addr leads to buffer overflow. The attack can be 
initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-05-16 8.8 CVE-2025-4732 

TOTOLINK--
A3002R 

A vulnerability, which was classified as critical, has been found in TOTOLINK 
A3002R and A3002RU 3.0.0-B20230809.1615. This issue affects some unknown 
processing of the file /boafrm/formIpQoS of the component HTTP POST Request 
Handler. The manipulation of the argument mac leads to buffer overflow. The 
attack may be initiated remotely. The exploit has been disclosed to the public and 
may be used. 

2025-05-16 8.8 CVE-2025-4733 

TOTOLINK--A702R 

A vulnerability was found in TOTOLINK A702R, A3002R and A3002RU 3.0.0-
B20230809.1615. It has been rated as critical. Affected by this issue is the function 
submit-url of the file /boafrm/formReflashClientTbl of the component HTTP POST 
Request Handler. The manipulation leads to buffer overflow. The attack may be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-17 8.8 CVE-2025-4823 

TOTOLINK--A702R 

A vulnerability classified as critical has been found in TOTOLINK A702R, A3002R 
and A3002RU 3.0.0-B20230809.1615. This affects an unknown part of the file 
/boafrm/formWsc of the component HTTP POST Request Handler. The 
manipulation of the argument submit-url leads to buffer overflow. It is possible to 
initiate the attack remotely. The exploit has been disclosed to the public and may 
be used. 

2025-05-17 8.8 CVE-2025-4824 

TOTOLINK--A702R 

A vulnerability classified as critical was found in TOTOLINK A702R, A3002R and 
A3002RU 3.0.0-B20230809.1615. This vulnerability affects unknown code of the 
file /boafrm/formDMZ of the component HTTP POST Request Handler. The 
manipulation of the argument submit-url leads to buffer overflow. The attack can 
be initiated remotely. The exploit has been disclosed to the public and may be 
used. 

2025-05-17 8.8 CVE-2025-4825 

TOTOLINK--A702R 

A vulnerability, which was classified as critical, has been found in TOTOLINK A702R, 
A3002R and A3002RU 3.0.0-B20230809.1615. This issue affects some unknown 
processing of the file /boafrm/formWirelessTbl of the component HTTP POST 
Request Handler. The manipulation of the argument submit-url leads to buffer 
overflow. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-17 8.8 CVE-2025-4826 

TOTOLINK--A702R 
A vulnerability, which was classified as critical, was found in TOTOLINK A702R, 
A3002R and A3002RU 3.0.0-B20230809.1615. Affected is an unknown function of 

2025-05-17 8.8 CVE-2025-4827 
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the file /boafrm/formSaveConfig of the component HTTP POST Request Handler. 
The manipulation of the argument submit-url leads to buffer overflow. It is possible 
to launch the attack remotely. The exploit has been disclosed to the public and 
may be used. 

TOTOLINK--A702R 

A vulnerability classified as critical was found in TOTOLINK A702R, A3002R and 
A3002RU 3.0.0-B20230809.1615. Affected by this vulnerability is the function 
sub_40BE30 of the file /boafrm/formStats of the component HTTP POST Request 
Handler. The manipulation of the argument submit-url leads to buffer overflow. 
The attack can be launched remotely. The exploit has been disclosed to the public 
and may be used. 

2025-05-17 8.8 CVE-2025-4829 

TOTOLINK--A702R 

A vulnerability, which was classified as critical, has been found in TOTOLINK A702R, 
A3002R and A3002RU 3.0.0-B20230809.1615. Affected by this issue is some 
unknown functionality of the file /boafrm/formSysCmd of the component HTTP 
POST Request Handler. The manipulation of the argument submit-url leads to 
buffer overflow. The attack may be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-17 8.8 CVE-2025-4830 

TOTOLINK--A702R 

A vulnerability, which was classified as critical, was found in TOTOLINK A702R, 
A3002R and A3002RU 3.0.0-B20230809.1615. This affects an unknown part of the 
file /boafrm/formSiteSurveyProfile of the component HTTP POST Request Handler. 
The manipulation of the argument submit-url leads to buffer overflow. It is possible 
to initiate the attack remotely. The exploit has been disclosed to the public and 
may be used. 

2025-05-17 8.8 CVE-2025-4831 

TOTOLINK--A702R 

A vulnerability has been found in TOTOLINK A702R, A3002R and A3002RU 3.0.0-
B20230809.1615 and classified as critical. This vulnerability affects unknown code 
of the file /boafrm/formDosCfg of the component HTTP POST Request Handler. 
The manipulation of the argument submit-url leads to buffer overflow. The attack 
can be initiated remotely. The exploit has been disclosed to the public and may be 
used. 

2025-05-17 8.8 CVE-2025-4832 

TOTOLINK--A702R 

A vulnerability was found in TOTOLINK A702R, A3002R and A3002RU 3.0.0-
B20230809.1615 and classified as critical. This issue affects some unknown 
processing of the file /boafrm/formNtp of the component HTTP POST Request 
Handler. The manipulation of the argument submit-url leads to buffer overflow. 
The attack may be initiated remotely. The exploit has been disclosed to the public 
and may be used. 

2025-05-17 8.8 CVE-2025-4833 

TOTOLINK--A702R 

A vulnerability was found in TOTOLINK A702R, A3002R and A3002RU 3.0.0-
B20230809.1615. It has been classified as critical. Affected is an unknown function 
of the file /boafrm/formSetLg of the component HTTP POST Request Handler. The 
manipulation of the argument submit-url leads to buffer overflow. It is possible to 
launch the attack remotely. The exploit has been disclosed to the public and may 
be used. 

2025-05-17 8.8 CVE-2025-4834 

TOTOLINK--A702R 

A vulnerability was found in TOTOLINK A702R, A3002R and A3002RU 3.0.0-
B20230809.1615. It has been declared as critical. Affected by this vulnerability is an 
unknown functionality of the file /boafrm/formWlanRedirect of the component 
HTTP POST Request Handler. The manipulation of the argument redirect-url leads 
to buffer overflow. The attack can be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-17 8.8 CVE-2025-4835 

uncannyowl--
Uncanny 
Automator Easy 
Automation, 
Integration, 
Webhooks & 
Workflow Builder 
Plugin 

The Uncanny Automator plugin for WordPress is vulnerable to PHP Object Injection 
in all versions up to, and including, 6.4.0.1 via deserialization of untrusted input in 
the automator_api_decode_message() function. This makes it possible for 
authenticated attackers, with Subscriber-level access and above, to inject a PHP 
Object. The additional presence of a POP chain allows attackers to delete arbitrary 
files. 

2025-05-14 8.1 CVE-2025-3623 

vinoth06--
Frontend 
Dashboard 

The Frontend Dashboard plugin for WordPress is vulnerable to Privilege Escalation 
due to a missing capability check on the ajax_request() function in versions 1.0 to 
2.2.7. This makes it possible for authenticated attackers, with Subscriber-level 
access and above, to control where the plugin sends outgoing emails. By pointing 
SMTP to their own server, attackers could capture password reset emails intended 
for administrators, and elevate their privileges for full site takeover. 

2025-05-13 8.8 CVE-2025-4473 

vinoth06--
Frontend 
Dashboard 

The Frontend Dashboard plugin for WordPress is vulnerable to Privilege Escalation 
due to a missing capability check on the fed_admin_setting_form_function() 
function in versions 1.0 to 2.2.7. This makes it possible for authenticated attackers, 
with Subscriber-level access and above, to overwrite the plugin's 'register' role 

2025-05-13 8.8 CVE-2025-4474 
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setting to make new user registrations default to the administrator role, leading to 
an elevation of privileges to that of an administrator. 

VMware--Vmware 
Aria Automation 

VMware Aria automation contains a DOM based Cross-Site Scripting (XSS) 
vulnerability. A malicious actor may exploit this issue to steal the access token of a 
logged in user of VMware Aria automation appliance by tricking the user into 
clicking a malicious crafted payload URL. 

2025-05-13 8.2 CVE-2025-22249 

WHMPress--
WHMpress 

Path Traversal vulnerability in WHMPress WHMpress allows Path Traversal. This 
issue affects WHMpress: from 6.2 through revision. 

2025-05-16 8.1 CVE-2025-39491 

WHMPress--
WHMpress 

Path Traversal vulnerability in WHMPress WHMpress allows Relative Path 
Traversal. This issue affects WHMpress: from 6.2 through revision. 

2025-05-16 7.5 CVE-2025-39492 

Wibu--CodeMeter 

Wibu CodeMeter before 8.30a sometimes allows privilege escalation immediately 
after installation (before a logoff or reboot). For exploitation, there must have 
been an unprivileged installation with UAC, and the CodeMeter Control Center 
component must be installed, and the CodeMeter Control Center component must 
not have been restarted. In this scenario, the local user can navigate from Import 
License to a privileged instance of Windows Explorer. 

2025-05-16 8.2 CVE-2025-47809 

WormHole Tech--
GPM 

The GPM from WormHole Tech has an Unverified Password Change vulnerability, 
allowing unauthenticated remote attackers to change any user's password and use 
the modified password to log into the system. 

2025-05-12 9.8 CVE-2025-4558 

WP Experts--File 
Manager 
Advanced 
Shortcode 

The File Manager Advanced Shortcode WordPress plugin for WordPress is 
vulnerable to Local File Inclusion in all versions up to, and including, 2.5.4 (file-
manager-advanced-shortcode) and 2.5.6 (advanced-file-manager-pro-premium), 
via the 'file_manager_advanced' shortcode. This makes it possible for 
authenticated attackers, with Administrator-level access and above, to include and 
execute arbitrary JavaScript files on the server. This can be used to bypass access 
controls, obtain sensitive data, or achieve code execution in cases where images 
and other "safe" file types can be uploaded and included. Sites currently using 
2.5.4 (file-manager-advanced-shortcode) should be updated to 2.6.0 (advanced-
file-manager-pro-premium). 

2025-05-15 7.2 CVE-2024-13914 

ZONG YU--Okcat 
Parking 
Management 
Platform 

The web management interface of Okcat Parking Management Platform from 
ZONG YU has a Missing Authentication vulnerability, allowing unauthenticated 
remote attackers to directly access system functions. These functions include 
opening gates, viewing license plates and parking records, and restarting the 
system. 

2025-05-12 9.8 CVE-2025-4555 

ZONG YU--Okcat 
Parking 
Management 
Platform 

The web management interface of Okcat Parking Management Platform from 
ZONG YU has an Arbitrary File Upload vulnerability, allowing unauthenticated 
remote attackers to upload and execute web shell backdoors, thereby enabling 
arbitrary code execution on the server. 

2025-05-12 9.8 CVE-2025-4556 

ZONG YU--Parking 
Management 
System 

The specific APIs of Parking Management System from ZONG YU has a Missing 
Authentication vulnerability, allowing unauthenticated remote attackers to access 
specific APIs and operate system functions. These functions include opening gates 
and restarting the system. 

2025-05-12 9.1 CVE-2025-4557 

Zoom 
Communications, 
Inc--Zoom 
Workplace Apps 

Time-of-check time-of-use race condition in some Zoom Workplace Apps may 
allow an authenticated user to conduct an escalation of privilege via local access. 

2025-05-14 8.8 CVE-2025-30663 

1000 Projects--
Daily College Class 
Work Report Book 

A vulnerability, which was classified as critical, has been found in 1000 Projects 
Daily College Class Work Report Book 1.0. This issue affects some unknown 
processing of the file /admin_info.php. The manipulation of the argument batch 
leads to sql injection. The attack may be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-19 7.3 CVE-2025-4940 

ABB--ASPECT-
Enterprise 

An escalation of privilege vulnerability in ASPECT could provide an attacker root 
access to a server when logged in as a "non" root ASPECT user. This issue affects 
ASPECT-Enterprise: through 3.08.03; NEXUS Series: through 3.08.03; MATRIX 
Series: through 3.08.03. 

2025-05-22 9 CVE-2024-48853 

ABB--ASPECT-
Enterprise 

File corruption vulnerabilities in ASPECT provide attackers access to overwrite sys-
tem files if session administrator credentials become compromised This issue 
affects ASPECT-Enterprise: through 3.08.03; NEXUS Series: through 3.08.03; 
MATRIX Series: through 3.08.03. 

2025-05-22 9.1 CVE-2025-2409 

ABB--ASPECT-
Enterprise 

Port manipulation vulnerabilities in ASPECT provide attackers with the ability to 
con-trol TCP/IP port access if session administrator credentials become 
compromised. This issue affects ASPECT-Enterprise: through 3.08.03; NEXUS Series: 
through 3.08.03; MATRIX Series: through 3.08.03. 

2025-05-22 9.1 CVE-2025-2410 

ABB--ASPECT-
Enterprise 

System File Deletion vulnerabilities in ASPECT provide attackers access to delete 
system files if session administrator credentials become compromised. This issue 

2025-05-22 9 CVE-2025-30171 
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affects ASPECT-Enterprise: through 3.08.03; NEXUS Series: through 3.08.03; 
MATRIX Series: through 3.08.03. 

ABB--ASPECT-
Enterprise 

Predictable filename vulnerabilities in ASPECT may expose sensitive information to 
a potential attacker if administrator credentials become compromisedThis issue 
affects ASPECT-Enterprise: through 3.*; NEXUS Series: through 3.*; MATRIX Series: 
through 3.*. 

2025-05-22 8.4 CVE-2024-13952 

ABB--ASPECT-
Enterprise 

2nd Order SQL injection vulnerabilities in ASPECT allow unintended access and 
manipulation of database repositories if administrator credentials become 
compromised.This issue affects ASPECT-Enterprise: through 3.*; NEXUS Series: 
through 3.*; MATRIX Series: through 3.*. 

2025-05-22 8.8 CVE-2024-13955 

ABB--ASPECT-
Enterprise 

Remote Code Execution vulnerabilities are present in ASPECT if session administra-
tor credentials become compromised. This issue affects ASPECT-Enterprise: 
through 3.08.03; NEXUS Series: through 3.08.03; MATRIX Series: through 3.08.03. 

2025-05-22 8 CVE-2024-9639 

ABB--ASPECT-
Enterprise 

Remote Code Execution vulnerabilities are present in ASPECT if session 
administrator credentials become compromised This issue affects ASPECT-
Enterprise: through 3.08.03; NEXUS Series: through 3.08.03; MATRIX Series: 
through 3.08.03. 

2025-05-22 8 CVE-2025-30172 

ABB--ASPECT-
Enterprise 

SQL injection vulnerabilities in ASPECT allow unintended access and manipulation 
of database repositories if session administrator credentials become compromised. 
This issue affects ASPECT-Enterprise: through 3.08.03; NEXUS Series: through 
3.08.03; MATRIX Series: through 3.08.03. 

2025-05-22 7.2 CVE-2024-13928 

ABB--ASPECT-
Enterprise 

Servlet injection vulnerabilities in ASPECT allow remote code execution if session 
administrator credentials become compromised. This issue affects ASPECT-
Enterprise: through 3.08.03; NEXUS Series: through 3.08.03; MATRIX Series: 
through 3.08.03. 

2025-05-22 7.2 CVE-2024-13929 

ABB--ASPECT-
Enterprise 

Relative Path Traversal vulnerabilities in ASPECT allow access to file resources if 
session administrator credentials become compromised. This issue affects ASPECT-
Enterprise: through 3.08.03; NEXUS Series: through 3.08.03; MATRIX Series: 
through 3.08.03. 

2025-05-22 7.2 CVE-2024-13931 

ABB--ASPECT-
Enterprise 

Windows permissions for ASPECT configuration toolsets are not fully secured 
allow-ing exposure of configuration informationThis issue affects ASPECT-
Enterprise: through 3.*; NEXUS Series: through 3.*; MATRIX Series: through 3.*. 

2025-05-22 7.3 CVE-2024-13948 

ABB--ASPECT-
Enterprise 

One way hash with predictable salt vulnerabilities in ASPECT may expose sensitive 
information to a potential attackerThis issue affects ASPECT-Enterprise: through 
3.*; NEXUS Series: through 3.*; MATRIX Series: through 3.*. 

2025-05-22 7.6 CVE-2024-13951 

ABB--ASPECT-
Enterprise 

SSRF Server Side Request Forgery vulnerabilities exist in ASPECT if administrator 
credentials become compromisedThis issue affects ASPECT-Enterprise: through 
3.*; NEXUS Series: through 3.*; MATRIX Series: through 3.*. 

2025-05-22 7.6 CVE-2024-13957 

ABB--ASPECT-
Enterprise 

Absolute File Traversal vulnerabilities in ASPECT allows access and modification of 
unintended resources. This issue affects ASPECT-Enterprise: through 3.08.03; 
NEXUS Series: through 3.08.03; MATRIX Series: through 3.08.03. 

2025-05-22 7.2 CVE-2024-48850 

add-ons.org--Drag 
and Drop File 
Upload for 
Elementor Forms 

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in add-ons.org Drag and Drop File Upload for Elementor Forms allows 
Path Traversal. This issue affects Drag and Drop File Upload for Elementor Forms: 
from n/a through 1.4.3. 

2025-05-23 8.6 CVE-2025-47492 

affmngr--Affiliates 
Manager Google 
reCAPTCHA 
Integration 

Cross-Site Request Forgery (CSRF) vulnerability in affmngr Affiliates Manager 
Google reCAPTCHA Integration allows Stored XSS. This issue affects Affiliates 
Manager Google reCAPTCHA Integration: from n/a through 1.0.6. 

2025-05-19 7.1 CVE-2025-48233 

Ajar Productions--
Ajar in5 Embed 

Unrestricted Upload of File with Dangerous Type vulnerability in Ajar Productions 
Ajar in5 Embed allows Upload a Web Shell to a Web Server. This issue affects Ajar 
in5 Embed: from n/a through 3.1.5. 

2025-05-23 10 CVE-2025-47642 

Amir Helzer--
Absolute Links 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Amir Helzer Absolute Links allows Blind SQL 
Injection.This issue affects Absolute Links: from n/a through 1.1.1. 

2025-05-19 7.6 CVE-2025-43833 

AncoraThemes--
Fish House 

Deserialization of Untrusted Data vulnerability in AncoraThemes Fish House allows 
Object Injection. This issue affects Fish House: from n/a through 1.2.7. 

2025-05-23 9.8 CVE-2025-31631 

AncoraThemes--
Jarvis Night Club, 
Concert, Festival 
WordPress 

Deserialization of Untrusted Data vulnerability in AncoraThemes Jarvis - Night Club, 
Concert, Festival WordPress allows Object Injection. This issue affects Jarvis - Night 
Club, Concert, Festival WordPress: from n/a through 1.8.11. 

2025-05-23 9.8 CVE-2025-32292 

AncoraThemes--
Kids Planet 

Deserialization of Untrusted Data vulnerability in AncoraThemes Kids Planet allows 
Object Injection. This issue affects Kids Planet: from n/a through 2.2.14. 

2025-05-23 9.8 CVE-2025-48289 

AncoraThemes--
Umberto 

Deserialization of Untrusted Data vulnerability in AncoraThemes Umberto allows 
Object Injection. This issue affects Umberto: from n/a through 1.2.8. 

2025-05-23 9.8 CVE-2025-31423 
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andreyk--Remote 
Images Grabber 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in andreyk Remote Images Grabber allows Reflected 
XSS.This issue affects Remote Images Grabber: from n/a through 0.6. 

2025-05-19 7.1 CVE-2025-43832 

appleple inc.--a-
blog cms 

Server-side request forgery vulnerability exists in a-blog cms multiple versions. If 
this vulnerability is exploited, a remote unauthenticated attacker may gain access 
to sensitive information by sending a specially crafted request. 

2025-05-19 8.6 CVE-2025-36560 

ApusTheme--
Butcher 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in ApusTheme Butcher allows PHP Local File 
Inclusion. This issue affects Butcher: from n/a through 2.40. 

2025-05-23 8.1 CVE-2025-32286 

ApusTheme--
Butcher 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in ApusTheme Butcher allows Reflected XSS. This issue 
affects Butcher: from n/a through 2.40. 

2025-05-23 7.1 CVE-2025-32285 

ApusTheme--Capie 
Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in ApusTheme Capie allows PHP Local File 
Inclusion. This issue affects Capie: from n/a through 1.0.40. 

2025-05-23 8.1 CVE-2025-31060 

ApusTheme--
Ogami 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in ApusTheme Ogami allows PHP Local File 
Inclusion. This issue affects Ogami: from n/a through 1.53. 

2025-05-23 8.1 CVE-2025-31913 

ApusTheme--Yozi 
Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in ApusTheme Yozi allows PHP Local File 
Inclusion. This issue affects Yozi: from n/a through 2.0.52. 

2025-05-23 8.1 CVE-2025-32289 

aseem1234--Best 
Posts Summary 

Cross-Site Request Forgery (CSRF) vulnerability in aseem1234 Best Posts Summary 
allows Stored XSS.This issue affects Best Posts Summary: from n/a through 1.0. 

2025-05-19 7.1 CVE-2025-39374 

asmedia--moseter 
Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in asmedia allows Reflected XSS.This issue affects moseter: 
from n/a through 1.3.1. 

2025-05-19 7.1 CVE-2025-22790 

Asmedia--Tuaug4 
Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Asmedia Tuaug4 allows Reflected XSS.This issue affects 
Tuaug4: from n/a through 1.4. 

2025-05-19 7.1 CVE-2025-22687 

asterisk--asterisk 

Asterisk is an open-source private branch exchange (PBX). Prior to versions 18.26.2, 
20.14.1, 21.9.1, and 22.4.1 of Asterisk and versions 18.9-cert14 and 20.7-cert5 of 
certified-asterisk, SIP requests of the type MESSAGE (RFC 3428) authentication do 
not get proper alignment. An authenticated attacker can spoof any user identity to 
send spam messages to the user with their authorization token. Abuse of this 
security issue allows authenticated attackers to send fake chat messages can be 
spoofed to appear to come from trusted entities. Even administrators who follow 
Security best practices and Security Considerations can be impacted. Therefore, 
abuse can lead to spam and enable social engineering, phishing and similar attacks. 
Versions 18.26.2, 20.14.1, 21.9.1, and 22.4.1 of Asterisk and versions 18.9-cert14 
and 20.7-cert5 of certified-asterisk fix the issue. 

2025-05-22 7.7 CVE-2025-47779 

AutomationDirect-
-MB-Gateway 

The embedded web server lacks authentication and access controls, allowing 
unrestricted remote access. This could lead to configuration changes, operational 
disruption, or arbitrary code execution depending on the environment and 
exposed functionality. 

2025-05-21 10 CVE-2025-36535 

awcode--AWcode 
Toolkit 

Cross-Site Request Forgery (CSRF) vulnerability in awcode AWcode Toolkit allows 
Stored XSS. This issue affects AWcode Toolkit: from n/a through 1.0.18. 

2025-05-19 7.1 CVE-2025-48238 

B2itech--B2i 
Investor Tools 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in B2itech B2i Investor Tools allows Reflected XSS. This 
issue affects B2i Investor Tools: from n/a through 1.0.7.9. 

2025-05-23 7.1 CVE-2025-47458 

Belingo--
belingoGeo 

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in Belingo belingoGeo allows Path Traversal. This issue affects 
belingoGeo: from n/a through 1.12.0. 

2025-05-23 7.5 CVE-2025-47603 

binti76--Total 
Donations 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in binti76 Total Donations allows Reflected XSS.This issue 
affects Total Donations: from n/a through 3.0.8. 

2025-05-19 7.1 CVE-2025-43837 

BoldThemes--
Avantage 

Deserialization of Untrusted Data vulnerability in BoldThemes Avantage allows 
Object Injection. This issue affects Avantage: from n/a through 2.4.6. 

2025-05-23 9.8 CVE-2025-39495 

BoldThemes--
Medicare 

Deserialization of Untrusted Data vulnerability in BoldThemes Medicare allows 
Object Injection. This issue affects Medicare: from n/a through 2.1.0. 

2025-05-23 9.8 CVE-2025-39499 

Bringthepixel--
Bimber - Viral 
Magazine 
WordPress Theme 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Bringthepixel Bimber - Viral Magazine 
WordPress Theme.This issue affects Bimber - Viral Magazine WordPress Theme: 
from n/a through 9.2.5. 

2025-05-19 8.8 CVE-2025-47576 
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Bruno Cavalcante--
Ghostwriter 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Bruno Cavalcante Ghostwriter allows Reflected XSS.This 
issue affects Ghostwriter: from n/a through 1.4. 

2025-05-19 7.1 CVE-2025-23988 

bslthemes--Tastyc 
Path Traversal: '.../...//' vulnerability in bslthemes Tastyc allows PHP Local File 
Inclusion.This issue affects Tastyc: from n/a before 2.5.2. 

2025-05-19 8.1 CVE-2025-27010 

bunny.net--
bunny.net 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in bunny.net bunny.net allows Stored XSS. This issue affects 
bunny.net: from n/a through 2.3.0. 

2025-05-19 8.5 CVE-2025-48236 

Campcodes--
Cybercafe 
Management 
System 

A vulnerability classified as critical was found in Campcodes Cybercafe 
Management System 1.0. Affected by this vulnerability is an unknown functionality 
of the file /adminprofile.php. The manipulation of the argument mobilenumber 
leads to sql injection. The attack can be launched remotely. The exploit has been 
disclosed to the public and may be used. Other parameters might be affected as 
well. 

2025-05-22 7.3 CVE-2025-5081 

Campcodes--
Online Shopping 
Portal 

A vulnerability was found in Campcodes Online Shopping Portal 1.0. It has been 
rated as critical. This issue affects some unknown processing of the file /my-
account.php. The manipulation of the argument Name leads to sql injection. The 
attack may be initiated remotely. The exploit has been disclosed to the public and 
may be used. 

2025-05-19 7.3 CVE-2025-4929 

Campcodes--
Online Shopping 
Portal 

A vulnerability classified as critical has been found in Campcodes Online Shopping 
Portal 1.0. Affected is an unknown function of the file /my-cart.php. The 
manipulation of the argument billingaddress leads to sql injection. It is possible to 
launch the attack remotely. The exploit has been disclosed to the public and may 
be used. 

2025-05-19 7.3 CVE-2025-4930 

Campcodes--
Online Shopping 
Portal 

A vulnerability was found in Campcodes Online Shopping Portal 1.0. It has been 
classified as critical. Affected is an unknown function of the file 
/admin/category.php. The manipulation of the argument Category leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-20 7.3 CVE-2025-5006 

Campcodes--
Online Shopping 
Portal 

A vulnerability classified as critical has been found in Campcodes Online Shopping 
Portal 1.0. Affected is an unknown function of the file /admin/edit-category.php. 
The manipulation of the argument Category leads to sql injection. It is possible to 
launch the attack remotely. The exploit has been disclosed to the public and may 
be used. 

2025-05-21 7.3 CVE-2025-5032 

Campcodes--
Online Shopping 
Portal 

A vulnerability was found in Campcodes Online Shopping Portal 1.0. It has been 
declared as critical. Affected by this vulnerability is an unknown functionality of the 
file /admin/edit-products.php. The manipulation of the argument Category leads 
to sql injection. The attack can be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-21 7.3 CVE-2025-5056 

Campcodes--
Online Shopping 
Portal 

A vulnerability was found in Campcodes Online Shopping Portal 1.0. It has been 
rated as critical. Affected by this issue is some unknown functionality of the file 
/admin/insert-product.php. The manipulation of the argument Category leads to 
sql injection. The attack may be launched remotely. The exploit has been disclosed 
to the public and may be used. Other parameters might be affected as well. 

2025-05-21 7.3 CVE-2025-5057 

Campcodes--
Online Shopping 
Portal 

A vulnerability was found in Campcodes Online Shopping Portal 1.0. It has been 
classified as critical. This affects an unknown part of the file /admin/edit-
subcategory.php. The manipulation of the argument Category leads to sql 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-22 7.3 CVE-2025-5077 

Campcodes--
Online Shopping 
Portal 

A vulnerability was found in Campcodes Online Shopping Portal 1.0. It has been 
declared as critical. This vulnerability affects unknown code of the file 
/admin/subcategory.php. The manipulation of the argument Category leads to sql 
injection. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-22 7.3 CVE-2025-5078 

Campcodes--
Online Shopping 
Portal 

A vulnerability was found in Campcodes Online Shopping Portal 1.0. It has been 
rated as critical. This issue affects some unknown processing of the file 
/admin/updateorder.php. The manipulation of the argument remark leads to sql 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-22 7.3 CVE-2025-5079 

Candid themes--
Grip 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Candid themes Grip.This issue affects Grip: 
from n/a through 1.0.9. 

2025-05-19 7.5 CVE-2025-26735 

Canon Inc.--
imageRUNNER 
ADVANCE Series 

A passback vulnerability which relates to production printers and office 
multifunction printers. 

2025-05-19 8.7 CVE-2025-3078 
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Canon Inc.--
imageRUNNER 
Series 

A passback vulnerability which relates to office/small office multifunction printers 
and laser printers. 

2025-05-19 8.7 CVE-2025-3079 

Canon Inc.--Satera 
MF656Cdw 

Buffer overflow in WebService Authentication processing of Small Office 
Multifunction Printers and Laser Printers(*) which may allow an attacker on the 
network segment to trigger the affected product being unresponsive or to execute 
arbitrary code. *: Satera MF656Cdw/Satera MF654Cdw/Satera MF551dw/Satera 
MF457dw firmware v05.07 and earlier sold in Japan. Color imageCLASS 
MF656Cdw/Color imageCLASS MF654Cdw/Color imageCLASS MF653Cdw/Color 
imageCLASS MF652Cdw/Color imageCLASS LBP633Cdw/Color imageCLASS 
LBP632Cdw/imageCLASS MF455dw/imageCLASS MF453dw/imageCLASS 
MF452dw/imageCLASS MF451dw/imageCLASS LBP237dw/imageCLASS 
LBP236dw/imageCLASS X MF1238 II/imageCLASS X MF1643i II/imageCLASS X 
MF1643iF II/imageCLASS X LBP1238 II firmware v05.07 and earlier sold in US. i-
SENSYS MF657Cdw/i-SENSYS MF655Cdw/i-SENSYS MF651Cdw/i-SENSYS 
LBP633Cdw/i-SENSYS LBP631Cdw/i-SENSYS MF553dw/i-SENSYS MF552dw/i-
SENSYS MF455dw/i-SENSYS MF453dw/i-SENSYS LBP236dw/i-SENSYS 
LBP233dw/imageRUNNER 1643iF II/imageRUNNER 1643i II/i-SENSYS X 1238iF II/i-
SENSYS X 1238i II/i-SENSYS X 1238P II/i-SENSYS X 1238Pr II firmware v05.07 and 
earlier sold in Europe. 

2025-05-25 9.8 CVE-2025-2146 

Caseproof, LLC--
Memberpress 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Caseproof, LLC Memberpress allows Reflected XSS.This 
issue affects Memberpress: from n/a through 1.11.37. 

2025-05-19 7.1 CVE-2025-39407 

catkin--ReDi 
Restaurant 
Reservation 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in catkin ReDi Restaurant Reservation allows Reflected XSS. 
This issue affects ReDi Restaurant Reservation: from n/a through 24.1209. 

2025-05-23 7.1 CVE-2025-48286 

Chimpstudio--
FoodBakery 

Deserialization of Untrusted Data vulnerability in Chimpstudio FoodBakery allows 
Object Injection.This issue affects FoodBakery: from n/a through 3.3. 

2025-05-19 9.8 CVE-2025-32927 

Chimpstudio--
Foodbakery Sticky 
Cart 

Deserialization of Untrusted Data vulnerability in Chimpstudio Foodbakery Sticky 
Cart allows Object Injection.This issue affects Foodbakery Sticky Cart: from n/a 
through 3.2. 

2025-05-19 9.8 CVE-2025-39356 

Chimpstudio--
JobHunt Job Alerts 

Missing Authorization vulnerability in Chimpstudio JobHunt Job Alerts allows 
Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 
JobHunt Job Alerts: from n/a through 3.6. 

2025-05-23 8.2 CVE-2025-39536 

Cisco--Cisco 
Identity Services 
Engine Software 

A vulnerability in the RADIUS message processing feature of Cisco Identity Services 
Engine (ISE) could allow an unauthenticated, remote attacker to cause a denial of 
service (DoS) condition on an affected device. This vulnerability is due to improper 
handling of certain RADIUS requests. An attacker could exploit this vulnerability by 
sending a specific authentication request to a network access device (NAD) that 
uses Cisco ISE for authentication, authorization, and accounting (AAA). A successful 
exploit could allow the attacker to cause Cisco ISE to reload. 

2025-05-21 8.6 CVE-2025-20152 

Cisco--Cisco 
Unified Contact 
Center Express 

A vulnerability in Cisco Unified Intelligence Center could allow an authenticated, 
remote attacker to elevate privileges to Administrator for a limited set of functions 
on an affected system. This vulnerability is due to insufficient server-side validation 
of user-supplied parameters in API or HTTP requests. An attacker could exploit this 
vulnerability by submitting a crafted API or HTTP request to an affected system. A 
successful exploit could allow the attacker to access, modify, or delete data beyond 
the sphere of their intended access level, including obtaining potentially sensitive 
information stored in the system. 

2025-05-21 7.1 CVE-2025-20113 

Cnilsson--iCafe 
Library 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Cnilsson iCafe Library allows SQL Injection.This issue 
affects iCafe Library: from n/a through 1.8.3. 

2025-05-19 7.6 CVE-2025-39370 

Codexpert, Inc--
WC Affiliate 

Deserialization of Untrusted Data vulnerability in Codexpert, Inc WC Affiliate allows 
Object Injection. This issue affects WC Affiliate: from n/a through 2.9.1. 

2025-05-23 8.8 CVE-2025-47660 

CoinPayments--
CoinPayments.net 
Payment Gateway 
for WooCommerce 

Deserialization of Untrusted Data vulnerability in CoinPayments CoinPayments.net 
Payment Gateway for WooCommerce allows Object Injection. This issue affects 
CoinPayments.net Payment Gateway for WooCommerce: from n/a through 1.0.17. 

2025-05-23 9.8 CVE-2025-47532 

confuzzledduck--
Syndicate Out 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in confuzzledduck Syndicate Out allows Reflected XSS.This 
issue affects Syndicate Out: from n/a through 0.9. 

2025-05-19 7.1 CVE-2025-43836 

Contempo 
Themes--Real 
Estate 7 

Incorrect Privilege Assignment vulnerability in Contempo Themes Real Estate 7 
allows Privilege Escalation.This issue affects Real Estate 7: from n/a through 3.5.2. 

2025-05-19 7.3 CVE-2025-39459 
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Crocoblock--
JetBlocks For 
Elementor 

Missing Authorization vulnerability in Crocoblock JetBlocks For Elementor allows 
Accessing Functionality Not Properly Constrained by ACLs.This issue affects 
JetBlocks For Elementor: from n/a through 1.3.16. 

2025-05-19 7.5 CVE-2025-39451 

Crocoblock--
JetElements For 
Elementor 

Missing Authorization vulnerability in Crocoblock JetElements For Elementor allows 
Accessing Functionality Not Properly Constrained by ACLs.This issue affects 
JetElements For Elementor: from n/a through 2.7.4.1. 

2025-05-19 7.5 CVE-2025-39447 

Crocoblock--
JetReviews 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Crocoblock JetReviews allows PHP Local File 
Inclusion.This issue affects JetReviews: from n/a through 2.3.6. 

2025-05-19 7.5 CVE-2025-39396 

Crocoblock--
JetWooBuilder 

Missing Authorization vulnerability in Crocoblock JetWooBuilder allows Accessing 
Functionality Not Properly Constrained by ACLs.This issue affects JetWooBuilder: 
from n/a through 2.1.18. 

2025-05-19 7.5 CVE-2025-39449 

ctltwp--Section 
Widget 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in ctltwp Section Widget allows Reflected XSS. This issue 
affects Section Widget: from n/a through 3.3.1. 

2025-05-23 7.1 CVE-2025-46537 

Danny Vink--User 
Profile Meta 
Manager 

Cross-Site Request Forgery (CSRF) vulnerability in Danny Vink User Profile Meta 
Manager allows Privilege Escalation.This issue affects User Profile Meta Manager: 
from n/a through 1.02. 

2025-05-19 9.8 CVE-2025-48340 

dastan800--Visual 
Builder 

Missing Authorization vulnerability in dastan800 Visual Builder allows Reflected 
XSS. This issue affects Visual Builder: from n/a through 1.2.2. 

2025-05-23 7.1 CVE-2025-46488 

davidfcarr--
RSVPMarker 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in davidfcarr RSVPMarker allows SQL Injection. This issue 
affects RSVPMarker : from n/a through 11.5.6. 

2025-05-19 8.5 CVE-2025-48278 

designthemes--
Crafts & Arts 

Deserialization of Untrusted Data vulnerability in designthemes Crafts & Arts 
allows Object Injection. This issue affects Crafts & Arts: from n/a through 2.5. 

2025-05-23 8.8 CVE-2025-31924 

designthemes--
Finance Consultant 

Deserialization of Untrusted Data vulnerability in designthemes Finance Consultant 
allows Object Injection. This issue affects Finance Consultant: from n/a through 2.8. 

2025-05-23 8.8 CVE-2025-32293 

designthemes--Pet 
World 

Deserialization of Untrusted Data vulnerability in designthemes Pet World allows 
Object Injection. This issue affects Pet World: from n/a through 2.8. 

2025-05-23 8.8 CVE-2025-32284 

Detheme--Easy 
Guide 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Detheme Easy Guide allows SQL Injection. This issue 
affects Easy Guide: from n/a through 1.0.0. 

2025-05-23 9.3 CVE-2025-46460 

dkszone--Celestial 
Aura 

Unrestricted Upload of File with Dangerous Type vulnerability in dkszone Celestial 
Aura allows Using Malicious Files.This issue affects Celestial Aura: from n/a through 
2.2. 

2025-05-19 9.9 CVE-2025-26892 

dkszone--Eximius 
Unrestricted Upload of File with Dangerous Type vulnerability in dkszone Eximius 
allows Using Malicious Files.This issue affects Eximius: from n/a through 2.2. 

2025-05-19 9.9 CVE-2025-26872 

duwasai--Flashy 
Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in duwasai Flashy allows Reflected XSS.This issue affects 
Flashy: from n/a through 1.2.1. 

2025-05-19 7.1 CVE-2025-23979 

Elbisnero--
WordPress Events 
Calendar 
Registration & 
Tickets 

Deserialization of Untrusted Data vulnerability in Elbisnero WordPress Events 
Calendar Registration & Tickets allows Object Injection.This issue affects 
WordPress Events Calendar Registration & Tickets: from n/a through 2.6.0. 

2025-05-19 9.8 CVE-2025-47581 

elbisnero--
WordPress Events 
Calendar 
Registration & 
Tickets 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in elbisnero WordPress Events Calendar Registration & 
Tickets allows Reflected XSS.This issue affects WordPress Events Calendar 
Registration & Tickets: from n/a through 2.6.0. 

2025-05-19 7.1 CVE-2025-39372 

ELEXtensions--ELEX 
WordPress 
HelpDesk & 
Customer Ticketing 
System 

Unrestricted Upload of File with Dangerous Type vulnerability in ELEXtensions ELEX 
WordPress HelpDesk & Customer Ticketing System allows Upload a Web Shell to a 
Web Server. This issue affects ELEX WordPress HelpDesk & Customer Ticketing 
System: from n/a through 3.2.7. 

2025-05-23 9.9 CVE-2025-47658 

emagicone--
eMagicOne Store 
Manager for 
WooCommerce 

The eMagicOne Store Manager for WooCommerce plugin for WordPress is 
vulnerable to arbitrary file deletion due to insufficient file path validation in the 
delete_file() function in all versions up to, and including, 1.2.5. This makes it 
possible for unauthenticated attackers to delete arbitrary files on the server, which 
can easily lead to remote code execution when the right file is deleted (such as wp-
config.php). This is only exploitable by unauthenticated attackers in default 
configurations where the the default password is left as 1:1, or where the attacker 
gains access to the credentials. 

2025-05-24 9.1 CVE-2025-4603 

emagicone--
eMagicOne Store 

The eMagicOne Store Manager for WooCommerce plugin for WordPress is 
vulnerable to arbitrary file uploads due to missing file type validation in the 

2025-05-24 9.8 CVE-2025-5058 
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Manager for 
WooCommerce 

set_image() function in all versions up to, and including, 1.2.5. This makes it 
possible for unauthenticated attackers to upload arbitrary files on the affected 
site's server which may make remote code execution possible. This is only 
exploitable by unauthenticated attackers in default configurations where the the 
default password is left as 1:1, or where the attacker gains access to the 
credentials. 

emagicone--
eMagicOne Store 
Manager for 
WooCommerce 

The eMagicOne Store Manager for WooCommerce plugin for WordPress is 
vulnerable to arbitrary file uploads due to missing file type validation in the 
set_file() function in all versions up to, and including, 1.2.5. This makes it possible 
for unauthenticated attackers to upload arbitrary files on the affected site's server 
which may make remote code execution possible. This is only exploitable by 
unauthenticated attackers in default configurations where the the default 
password is left as 1:1, or where the attacker gains access to the credentials. 

2025-05-24 8.1 CVE-2025-4336 

Emlog--Pro 

A vulnerability has been found in Emlog Pro 2.5.11 and classified as critical. This 
vulnerability affects unknown code of the file 
/include/controller/api_controller.php. The manipulation of the argument tag 
leads to sql injection. The attack can be initiated remotely. The exploit has been 
disclosed to the public and may be used. The vendor was contacted early about 
this disclosure and confirmed the existence of the vulnerability. 

2025-05-23 7.3 CVE-2025-5119 

Ericsson--Ericsson 
RAN Compute 
Basebands (all BB 
variants) 

Ericsson RAN Compute and Site Controller 6610 contains in certain configurations a 
high severity vulnerability where improper input validation could be exploited 
leading to arbitrary code execution. 

2025-05-22 8.8 CVE-2024-25010 

expressjs--multer 

Multer is a node.js middleware for handling `multipart/form-data`. Versions prior 
to 2.0.0 are vulnerable to a resource exhaustion and memory leak issue due to 
improper stream handling. When the HTTP request stream emits an error, the 
internal `busboy` stream is not closed, violating Node.js stream safety guidance. 
This leads to unclosed streams accumulating over time, consuming memory and 
file descriptors. Under sustained or repeated failure conditions, this can result in 
denial of service, requiring manual server restarts to recover. All users of Multer 
handling file uploads are potentially impacted. Users should upgrade to 2.0.0 to 
receive a patch. No known workarounds are available. 

2025-05-19 7.5 CVE-2025-47935 

expressjs--multer 

Multer is a node.js middleware for handling `multipart/form-data`. A vulnerability 
that is present starting in version 1.4.4-lts.1 and prior to version 2.0.0 allows an 
attacker to trigger a Denial of Service (DoS) by sending a malformed multi-part 
upload request. This request causes an unhandled exception, leading to a crash of 
the process. Users should upgrade to version 2.0.0 to receive a patch. No known 
workarounds are available. 

2025-05-19 7.5 CVE-2025-47944 

facturante--
Facturante 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in facturante Facturante allows SQL Injection. This issue 
affects Facturante: from n/a through 1.11. 

2025-05-23 9.3 CVE-2025-47599 

FantasticPlugins--
SUMO Reward 
Points 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in FantasticPlugins SUMO Reward Points 
allows PHP Local File Inclusion.This issue affects SUMO Reward Points: from n/a 
through 30.7.0. 

2025-05-19 8.3 CVE-2025-32925 

FLIR--AX8 

A vulnerability classified as critical was found in FLIR AX8 up to 1.46.16. This 
vulnerability affects the function setDataTime of the file 
\usr\www\application\models\settingsregional.php. The manipulation of the 
argument year/month/day/hour/minute leads to command injection. The attack 
can be initiated remotely. The exploit has been disclosed to the public and may be 
used. The vendor was contacted early about this disclosure but did not respond in 
any way. 

2025-05-24 8.8 CVE-2025-5126 

Forcepoint--FIE 
Endpoint 

Uncontrolled Search Path Element vulnerability in Forcepoint FIE Endpoint allows 
Privilege Escalation, Code Injection, Hijacking a privileged process.This issue affects 
FIE Endpoint: before 25.05. 

2025-05-22 7 CVE-2025-2272 

FreeFloat--FTP 
Server 

A vulnerability was found in FreeFloat FTP Server 1.0. It has been declared as 
critical. This vulnerability affects unknown code of the component APPEND 
Command Handler. The manipulation leads to buffer overflow. The attack can be 
initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-05-21 7.3 CVE-2025-5049 

FreeFloat--FTP 
Server 

A vulnerability was found in FreeFloat FTP Server 1.0. It has been rated as critical. 
This issue affects some unknown processing of the component BELL Command 
Handler. The manipulation leads to buffer overflow. The attack may be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-21 7.3 CVE-2025-5050 

FreeFloat--FTP 
Server 

A vulnerability classified as critical has been found in FreeFloat FTP Server 1.0. 
Affected is an unknown function of the component BINARY Command Handler. The 

2025-05-21 7.3 CVE-2025-5051 

https://www.cve.org/CVERecord?id=CVE-2025-4336
https://www.cve.org/CVERecord?id=CVE-2025-5119
https://www.cve.org/CVERecord?id=CVE-2024-25010
https://www.cve.org/CVERecord?id=CVE-2025-47935
https://www.cve.org/CVERecord?id=CVE-2025-47944
https://www.cve.org/CVERecord?id=CVE-2025-47599
https://www.cve.org/CVERecord?id=CVE-2025-32925
https://www.cve.org/CVERecord?id=CVE-2025-5126
https://www.cve.org/CVERecord?id=CVE-2025-2272
https://www.cve.org/CVERecord?id=CVE-2025-5049
https://www.cve.org/CVERecord?id=CVE-2025-5050
https://www.cve.org/CVERecord?id=CVE-2025-5051


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

manipulation leads to buffer overflow. It is possible to launch the attack remotely. 
The exploit has been disclosed to the public and may be used. 

FreeFloat--FTP 
Server 

A vulnerability classified as critical was found in FreeFloat FTP Server 1.0. Affected 
by this vulnerability is an unknown functionality of the component LS Command 
Handler. The manipulation leads to buffer overflow. The attack can be launched 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-21 7.3 CVE-2025-5052 

FreeFloat--FTP 
Server 

A vulnerability, which was classified as critical, has been found in FreeFloat FTP 
Server 1.0. Affected by this issue is some unknown functionality of the component 
MDIR Command Handler. The manipulation leads to buffer overflow. The attack 
may be launched remotely. The exploit has been disclosed to the public and may 
be used. 

2025-05-21 7.3 CVE-2025-5053 

FreeFloat--FTP 
Server 

A vulnerability, which was classified as critical, has been found in FreeFloat FTP 
Server 1.0. This issue affects some unknown processing of the component MKDIR 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-05-22 7.3 CVE-2025-5073 

FreeFloat--FTP 
Server 

A vulnerability, which was classified as critical, was found in FreeFloat FTP Server 
1.0. Affected is an unknown function of the component PROMPT Command 
Handler. The manipulation leads to buffer overflow. It is possible to launch the 
attack remotely. The exploit has been disclosed to the public and may be used. 

2025-05-22 7.3 CVE-2025-5074 

FreeFloat--FTP 
Server 

A vulnerability has been found in FreeFloat FTP Server 1.0 and classified as critical. 
Affected by this vulnerability is an unknown functionality of the component DEBUG 
Command Handler. The manipulation leads to buffer overflow. The attack can be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-22 7.3 CVE-2025-5075 

FreeFloat--FTP 
Server 

A vulnerability was found in FreeFloat FTP Server 1.0 and classified as critical. 
Affected by this issue is some unknown functionality of the component SEND 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-22 7.3 CVE-2025-5076 

FreeFloat--FTP 
Server 

A vulnerability classified as critical has been found in FreeFloat FTP Server 1.0. 
Affected is an unknown function of the component STATUS Command Handler. 
The manipulation leads to buffer overflow. It is possible to launch the attack 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-23 7.3 CVE-2025-5109 

FreeFloat--FTP 
Server 

A vulnerability classified as critical was found in FreeFloat FTP Server 1.0. Affected 
by this vulnerability is an unknown functionality of the component VERBOSE 
Command Handler. The manipulation leads to buffer overflow. The attack can be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-23 7.3 CVE-2025-5110 

FreeFloat--FTP 
Server 

A vulnerability, which was classified as critical, has been found in FreeFloat FTP 
Server 1.0. Affected by this issue is some unknown functionality of the component 
TYPE Command Handler. The manipulation leads to buffer overflow. The attack 
may be launched remotely. The exploit has been disclosed to the public and may 
be used. 

2025-05-23 7.3 CVE-2025-5111 

FreeFloat--FTP 
Server 

A vulnerability, which was classified as critical, was found in FreeFloat FTP Server 
1.0. This affects an unknown part of the component MGET Command Handler. The 
manipulation leads to buffer overflow. It is possible to initiate the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-23 7.3 CVE-2025-5112 

FUJI ELECTRIC CO., 
LTD.--S-SFT 

V-SFT v6.2.5.0 and earlier contains an issue with stack-based buffer overflow in 
VS6ComFile!CV7BaseMap::WriteV7DataToRom function. Opening specially crafted 
V7 or V8 files may lead to crash, information disclosure, and arbitrary code 
execution. 

2025-05-19 7.8 CVE-2025-47759 

FUJI ELECTRIC CO., 
LTD.--V-SFT 

V-SFT v6.2.5.0 and earlier contains an issue with free of pointer not at start of 
buffer in VS6EditData.dll!CWinFontInf::WinFontMsgCheck function. Opening 
specially crafted V7 or V8 files may lead to crash, information disclosure, and 
arbitrary code execution. 

2025-05-19 7.8 CVE-2025-47749 

FUJI ELECTRIC CO., 
LTD.--V-SFT 

V-SFT v6.2.5.0 and earlier contains an issue with out-of-bounds write in 
VS6MemInIF!set_temp_type_default function. Opening specially crafted V7 or V8 
files may lead to crash, information disclosure, and arbitrary code execution. 

2025-05-19 7.8 CVE-2025-47750 

FUJI ELECTRIC CO., 
LTD.--V-SFT 

V-SFT v6.2.5.0 and earlier contains an issue with out-of-bounds write in 
VS6EditData!CDataRomErrorCheck::MacroCommandCheck function. Opening 
specially crafted V7 or V8 files may lead to crash, information disclosure, and 
arbitrary code execution. 

2025-05-19 7.8 CVE-2025-47751 

FUJI ELECTRIC CO., 
LTD.--V-SFT 

V-SFT v6.2.5.0 and earlier contains an issue with out-of-bounds write in 
VS6ComFile!MakeItemGlidZahyou function. Opening specially crafted V7 or V8 files 
may lead to crash, information disclosure, and arbitrary code execution. 

2025-05-19 7.8 CVE-2025-47752 

FUJI ELECTRIC CO., 
LTD.--V-SFT 

V-SFT v6.2.5.0 and earlier contains an issue with out-of-bounds read in 
VS6EditData!CDrawSLine::GetRectArea function. Opening specially crafted V7 or 
V8 files may lead to crash, information disclosure, and arbitrary code execution. 

2025-05-19 7.8 CVE-2025-47753 
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FUJI ELECTRIC CO., 
LTD.--V-SFT 

V-SFT v6.2.5.0 and earlier contains an issue with out-of-bounds read in 
VS6EditData!Conv_Macro_Data function. Opening specially crafted V7 or V8 files 
may lead to crash, information disclosure, and arbitrary code execution. 

2025-05-19 7.8 CVE-2025-47754 

FUJI ELECTRIC CO., 
LTD.--V-SFT 

V-SFT v6.2.5.0 and earlier contains an issue with out-of-bounds read in 
VS6EditData!VS4_SaveEnvFile function. Opening specially crafted V7 or V8 files 
may lead to crash, information disclosure, and arbitrary code execution. 

2025-05-19 7.8 CVE-2025-47755 

FUJI ELECTRIC CO., 
LTD.--V-SFT 

V-SFT v6.2.5.0 and earlier contains an issue with out-of-bounds read in 
VS6EditData!CGamenDataRom::set_mr400_strc function. Opening specially crafted 
V7 or V8 files may lead to crash, information disclosure, and arbitrary code 
execution. 

2025-05-19 7.8 CVE-2025-47756 

FUJI ELECTRIC CO., 
LTD.--V-SFT 

V-SFT v6.2.5.0 and earlier contains an issue with out-of-bounds read in 
VS6MemInIF.dll!set_plc_type_default function. Opening specially crafted V7 or V8 
files may lead to crash, information disclosure, and arbitrary code execution. 

2025-05-19 7.8 CVE-2025-47757 

FUJI ELECTRIC CO., 
LTD.--V-SFT 

V-SFT v6.2.5.0 and earlier contains an issue with stack-based buffer overflow in 
VS6File!CTxSubFile::get_ProgramFile_name function. Opening specially crafted V7 
or V8 files may lead to crash, information disclosure, and arbitrary code execution. 

2025-05-19 7.8 CVE-2025-47758 

FUJI ELECTRIC CO., 
LTD.--V-SFT 

V-SFT v6.2.5.0 and earlier contains an issue with stack-based buffer overflow in 
VS6MemInIF!set_temp_type_default function. Opening specially crafted V7 or V8 
files may lead to crash, information disclosure, and arbitrary code execution. 

2025-05-19 7.8 CVE-2025-47760 

Fujian--Kelixun 

A vulnerability was found in Fujian Kelixun 1.0. It has been classified as critical. This 
affects an unknown part of the file /app/fax/fax_view.php of the component 
Filename Handler. The manipulation of the argument fax_file leads to os command 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. The vendor was contacted early about 
this disclosure but did not respond in any way. 

2025-05-23 7.3 CVE-2025-5106 

fullworks--Quick 
Contact Form 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in fullworks Quick Contact Form allows Reflected XSS. This 
issue affects Quick Contact Form : from n/a through 8.2.1. 

2025-05-23 7.1 CVE-2025-48245 

FunnelCockpit--
FunnelCockpit 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in FunnelCockpit FunnelCockpit allows Reflected XSS. This 
issue affects FunnelCockpit: from n/a through 1.4.2. 

2025-05-23 7.1 CVE-2025-47678 

fyrewurks--polka 
dots 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in fyrewurks polka dots allows Reflected XSS.This issue 
affects polka dots: from n/a through 1.2. 

2025-05-19 7.1 CVE-2025-22789 

fyrewurks--Tiki 
Time 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in fyrewurks Tiki Time allows Reflected XSS.This issue 
affects Tiki Time: from n/a through 1.3. 

2025-05-19 7.1 CVE-2025-23986 

gavias--Enzio - 
Responsive 
Business 
WordPress Theme 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in gavias Enzio - Responsive Business 
WordPress Theme allows PHP Local File Inclusion. This issue affects Enzio - 
Responsive Business WordPress Theme: from n/a through 1.1.8. 

2025-05-23 8.1 CVE-2025-31912 

gavias--Kiamo - 
Responsive 
Business Service 
WordPress Theme 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in gavias Kiamo - Responsive Business Service 
WordPress Theme allows PHP Local File Inclusion. This issue affects Kiamo - 
Responsive Business Service WordPress Theme: from n/a through 1.3.3. 

2025-05-23 8.1 CVE-2025-31633 

gavias--Oxpitan 
Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in gavias Oxpitan allows PHP Local File 
Inclusion. This issue affects Oxpitan: from n/a through 1.3.1. 

2025-05-23 8.1 CVE-2025-32294 

gavias--Vizeon - 
Business 
Consulting 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in gavias Vizeon - Business Consulting allows 
PHP Local File Inclusion. This issue affects Vizeon - Business Consulting: from n/a 
through 1.1.7. 

2025-05-23 8.1 CVE-2025-31064 

gavias--Winnex 
Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in gavias Winnex allows PHP Local File 
Inclusion. This issue affects Winnex: from n/a through 1.3.2. 

2025-05-23 8.1 CVE-2025-32302 

Gilblas Ngunte 
Possi--PSW Front-
end Login & 
Registration 

Weak Password Recovery Mechanism for Forgotten Password vulnerability in 
Gilblas Ngunte Possi PSW Front-end Login &amp; Registration allows Password 
Recovery Exploitation. This issue affects PSW Front-end Login &amp; Registration: 
from n/a through 1.13. 

2025-05-23 9.8 CVE-2025-47646 

GitLab--GitLab 
An issue has been discovered in GitLab CE/EE affecting all versions before 17.10.7, 
17.11 before 17.11.3, and 18.0 before 18.0.1. This could allow an authenticated 
attacker to cause a denial of service condition by exhausting server resources. 

2025-05-22 7.5 CVE-2025-0993 

GoodLayers--
Goodlayers Hostel 

Deserialization of Untrusted Data vulnerability in GoodLayers Goodlayers Hostel 
allows Object Injection. This issue affects Goodlayers Hostel: from n/a through 
3.1.2. 

2025-05-23 9.8 CVE-2025-39500 
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GoodLayers--
Goodlayers Hostel 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in GoodLayers Goodlayers Hostel allows Blind SQL 
Injection. This issue affects Goodlayers Hostel: from n/a through 3.1.2. 

2025-05-23 9.3 CVE-2025-39501 

GoodLayers--
Goodlayers Hostel 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in GoodLayers Goodlayers Hostel allows Reflected XSS. This 
issue affects Goodlayers Hostel: from n/a through 3.1.2. 

2025-05-23 7.1 CVE-2025-39502 

GoodLayers--
Goodlayers Hotel 

Deserialization of Untrusted Data vulnerability in GoodLayers Goodlayers Hotel 
allows Object Injection. This issue affects Goodlayers Hotel: from n/a through 
3.1.4. 

2025-05-23 9.8 CVE-2025-39503 

GoodLayers--
Goodlayers Hotel 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in GoodLayers Goodlayers Hotel allows Blind SQL Injection. 
This issue affects Goodlayers Hotel: from n/a through 3.1.4. 

2025-05-23 9.3 CVE-2025-39504 

GoodLayers--
Goodlayers Hotel 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in GoodLayers Goodlayers Hotel allows Reflected XSS. This 
issue affects Goodlayers Hotel: from n/a through 3.1.4. 

2025-05-23 7.1 CVE-2025-39505 

GoodLayers--
Tourmaster 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in GoodLayers Tourmaster allows PHP Local 
File Inclusion. This issue affects Tourmaster: from n/a through 5.3.8. 

2025-05-23 8.1 CVE-2025-48292 

Grafana--Grafana 

A cross-site scripting (XSS) vulnerability exists in Grafana caused by combining a 
client path traversal and open redirect. This allows attackers to redirect users to a 
website that hosts a frontend plugin that will execute arbitrary JavaScript. This 
vulnerability does not require editor permissions and if anonymous access is 
enabled, the XSS will work. If the Grafana Image Renderer plugin is installed, it is 
possible to exploit the open redirect to achieve a full read SSRF. The default 
Content-Security-Policy (CSP) in Grafana will block the XSS though the `connect-src` 
directive. 

2025-05-22 7.6 CVE-2025-4123 

highwarden--Super 
Store Finder 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in highwarden Super Store Finder allows SQL Injection.This 
issue affects Super Store Finder: from n/a through 7.2. 

2025-05-19 9.3 CVE-2025-39445 

IBM--Aspera 
Faspex 

IBM Aspera Faspex 5.0.0 through 5.0.12 could allow an authenticated user to 
obtain sensitive information or perform unauthorized actions on behalf of another 
user due to improper protection of assumed immutable data. 

2025-05-22 7.1 CVE-2025-33136 

IBM--Aspera 
Faspex 

IBM Aspera Faspex 5.0.0 through 5.0.12 could allow an authenticated user to 
obtain sensitive information or perform unauthorized actions on behalf of another 
user due to client-side enforcement of server-side security. 

2025-05-22 7.1 CVE-2025-33137 

Indie_Plugins--
WhatsApp Click to 
Chat Plugin for 
WordPress 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Indie_Plugins WhatsApp Click to Chat Plugin 
for WordPress.This issue affects WhatsApp Click to Chat Plugin for WordPress: 
from n/a through 2.2.12. 

2025-05-19 7.5 CVE-2025-39411 

IndigoThemes--WP 
HRM LITE 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in IndigoThemes WP HRM LITE allows SQL Injection. This 
issue affects WP HRM LITE: from n/a through 1.1. 

2025-05-23 9.3 CVE-2025-46455 

ISC--BIND 9 

When an incoming DNS protocol message includes a Transaction Signature (TSIG), 
BIND always checks it. If the TSIG contains an invalid value in the algorithm field, 
BIND immediately aborts with an assertion failure. This issue affects BIND 9 
versions 9.20.0 through 9.20.8 and 9.21.0 through 9.21.7. 

2025-05-21 7.5 CVE-2025-40775 

itech--iLabClient 
itech iLabClient 3.7.1 relies on the hard-coded YngAYdgAE/kKZYu2F2wm6w== key 
(found in iLabClient.jar) for local users to read or write to the database. 

2025-05-21 7.7 CVE-2024-56429 

ivanrojas--Libro de 
Reclamaciones 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in ivanrojas Libro de Reclamaciones allows Stored XSS. This 
issue affects Libro de Reclamaciones: from n/a through 1.0.1. 

2025-05-23 7.1 CVE-2025-46446 

janekniefeldt--My 
Custom Widgets 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in janekniefeldt My Custom Widgets allows Reflected XSS. 
This issue affects My Custom Widgets: from n/a through 2.0.5. 

2025-05-23 7.1 CVE-2025-46526 

Jason--Theme Blvd 
Sliders 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Jason Theme Blvd Sliders allows Reflected XSS. This issue 
affects Theme Blvd Sliders: from n/a through 1.2.5. 

2025-05-23 7.1 CVE-2025-46456 

JetBrains--
YouTrack 

In JetBrains YouTrack before 2025.1.76253 deletion of issues was possible due to 
missing permission checks in API 

2025-05-20 7.7 CVE-2025-48391 

jinwen--Js O3 Lite 
Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in jinwen Js O3 Lite allows Reflected XSS.This issue affects 
Js O3 Lite: from n/a through 1.5.8.2. 

2025-05-19 7.1 CVE-2025-22792 

jocoxdesign--Tiger 
Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in jocoxdesign Tiger tiger allows Reflected XSS.This issue 
affects Tiger: from n/a through 2.0. 

2025-05-19 7.1 CVE-2025-31027 
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joy2012bd--JP 
Students Result 
Management 
System Premium 

Unrestricted Upload of File with Dangerous Type vulnerability in joy2012bd JP 
Students Result Management System Premium allows Upload a Web Shell to a 
Web Server. This issue affects JP Students Result Management System Premium: 
from 1.1.7 through n/a. 

2025-05-23 9 CVE-2025-31916 

kamleshyadav--
Pixel WordPress 
Form BuilderPlugin 
& Autoresponder 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in kamleshyadav Pixel WordPress Form BuilderPlugin & 
Autoresponder allows Blind SQL Injection. This issue affects Pixel WordPress Form 
BuilderPlugin & Autoresponder: from n/a through 1.0.2. 

2025-05-23 9.3 CVE-2025-31914 

Khaled--User Meta 
Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Khaled User Meta allows Reflected XSS. This issue affects 
User Meta: from n/a through 3.1.2. 

2025-05-23 7.1 CVE-2025-47611 

langroid--langroid 

Langroid is a Python framework to build large language model (LLM)-powered 
applications. Prior to version 0.53.15, `TableChatAgent` uses `pandas eval()`. If fed 
by untrusted user input, like the case of a public-facing LLM application, it may be 
vulnerable to code injection. Langroid 0.53.15 sanitizes input to `TableChatAgent` 
by default to tackle the most common attack vectors, and added several warnings 
about the risky behavior in the project documentation. 

2025-05-20 9.8 CVE-2025-46724 

LETSCMS MLM 
Software--Binary 
MLM Plan 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in LETSCMS MLM Software Binary MLM Plan allows SQL 
Injection. This issue affects Binary MLM Plan: from n/a through 3.0. 

2025-05-23 7.6 CVE-2025-47671 

M A Vinoth Kumar-
-Category Widget 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in M A Vinoth Kumar Category Widget allows Reflected XSS. 
This issue affects Category Widget: from n/a through 2.0.2. 

2025-05-23 7.1 CVE-2025-46515 

Majestic Support--
Majestic Support 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Majestic Support Majestic Support allows SQL Injection. 
This issue affects Majestic Support: from n/a through 1.1.0. 

2025-05-23 9.3 CVE-2025-48283 

ManageEngine--
ADAudit Plus 

Zohocorp ManageEngine ADAudit Plus versions below 8511 are vulnerable to SQL 
injection while exporting reports. 

2025-05-23 8.3 CVE-2025-36527 

ManageEngine--
ADAudit Plus 

Zohocorp ManageEngine ADAudit Plus versions 8510 and prior are vulnerable to 
authenticated SQL injection in the logon events aggregate report. 

2025-05-22 8.3 CVE-2025-3836 

ManageEngine--
ADAudit Plus 

Zohocorp ManageEngine ADAudit Plus versions 8510 and prior are vulnerable to 
authenticated SQL injection while fetching service account audit data. 

2025-05-22 8.3 CVE-2025-41403 

ManageEngine--
ADAudit Plus 

Zohocorp ManageEngine ADAudit Plus versions below 8511 are vulnerable to SQL 
injection in the OU History report. 

2025-05-23 8.3 CVE-2025-41407 

Mark--kStats 
Reloaded 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Mark kStats Reloaded allows Reflected XSS. This issue 
affects kStats Reloaded: from n/a through 0.7.4. 

2025-05-23 7.1 CVE-2025-46440 

mediaticus--
Subaccounts for 
WooCommerce 

Authentication Bypass Using an Alternate Path or Channel vulnerability in 
mediaticus Subaccounts for WooCommerce allows Authentication Abuse. This 
issue affects Subaccounts for WooCommerce: from n/a through 1.6.6. 

2025-05-23 8.8 CVE-2025-47461 

Metagauss--
ProfileGrid 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Metagauss ProfileGrid allows SQL Injection. This issue 
affects ProfileGrid : from n/a through 5.9.5.0. 

2025-05-23 8.5 CVE-2025-47478 

Michel - xiligroup 
dev--xili-tidy-tags 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Michel - xiligroup dev xili-tidy-tags allows Reflected XSS. 
This issue affects xili-tidy-tags: from n/a through 1.12.06. 

2025-05-23 7.1 CVE-2025-47680 

Microsoft--
Microsoft Edge 
(Chromium-based) 
Updater 

Improper link resolution before file access ('link following') in Microsoft Edge 
(Chromium-based) allows an authorized attacker to elevate privileges locally. 

2025-05-22 8.8 CVE-2025-47181 

Mikado-Themes--
Backpack Traveler 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Mikado-Themes Backpack Traveler allows 
PHP Local File Inclusion. This issue affects Backpack Traveler: from n/a through 2.7. 

2025-05-23 8.1 CVE-2025-39490 

Mikado-Themes--
Foton 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Mikado-Themes Foton allows PHP Local File 
Inclusion.This issue affects Foton: from n/a through 2.5.2. 

2025-05-19 8.1 CVE-2025-39458 

Mikado-Themes--
Wilmr 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Mikado-Themes Wilmër allows PHP Local 
File Inclusion. This issue affects Wilmër: from n/a through n/a. 

2025-05-23 8.1 CVE-2025-39494 

miniOrange--
miniOrange 
Discord Integration 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in miniOrange miniOrange Discord Integration 
allows PHP Local File Inclusion. This issue affects miniOrange Discord Integration: 
from n/a through 2.2.2. 

2025-05-23 8.1 CVE-2025-47672 
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miniOrange--
WordPress Social 
Login and Register 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in miniOrange WordPress Social Login and 
Register allows PHP Local File Inclusion. This issue affects WordPress Social Login 
and Register: from n/a through 7.6.10. 

2025-05-23 8.1 CVE-2025-47670 

mojoomla--
Hospital 
Management 
System 

Unrestricted Upload of File with Dangerous Type vulnerability in mojoomla 
Hospital Management System allows Upload a Web Shell to a Web Server.This 
issue affects Hospital Management System: from n/a through 47.0(20-11-2023). 

2025-05-19 10 CVE-2025-39380 

mojoomla--
Hospital 
Management 
System 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in mojoomla Hospital Management System allows SQL 
Injection.This issue affects Hospital Management System: from n/a through 
47.0(20-11-2023). 

2025-05-19 9.3 CVE-2025-39386 

mojoomla--
Hospital 
Management 
System 

Unrestricted Upload of File with Dangerous Type vulnerability in mojoomla 
Hospital Management System allows Upload a Web Shell to a Web Server. This 
issue affects Hospital Management System: from 47.0(20 through 11. 

2025-05-23 9.9 CVE-2025-47663 

mojoomla--
Hospital 
Management 
System 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in mojoomla Hospital Management System allows SQL 
Injection.This issue affects Hospital Management System: from n/a through 
47.0(20-11-2023). 

2025-05-19 8.5 CVE-2025-39357 

mojoomla--
Hospital 
Management 
System 

Incorrect Privilege Assignment vulnerability in mojoomla Hospital Management 
System allows Privilege Escalation. This issue affects Hospital Management System: 
from 47.0(20 through 11. 

2025-05-23 8.8 CVE-2025-47631 

mojoomla--
Hospital 
Management 
System 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in mojoomla Hospital Management System allows 
Reflected XSS.This issue affects Hospital Management System: from n/a through 
47.0 (20-11-2023). 

2025-05-19 7.1 CVE-2025-39393 

mojoomla--School 
Management 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in mojoomla School Management allows SQL Injection. This 
issue affects School Management: from n/a through 92.0.0. 

2025-05-23 8.5 CVE-2025-47575 

mojoomla--School 
Management 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in mojoomla School Management allows Reflected XSS. 
This issue affects School Management: from n/a through 92.0.0. 

2025-05-23 7.1 CVE-2025-47613 

mojoomla--
WPAMS 

Unrestricted Upload of File with Dangerous Type vulnerability in mojoomla 
WPAMS allows Upload a Web Shell to a Web Server.This issue affects WPAMS: 
from n/a through 44.0 (17-08-2023). 

2025-05-19 10 CVE-2025-39401 

mojoomla--
WPAMS 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in mojoomla WPAMS allows SQL Injection.This issue affects 
WPAMS: from n/a through 44.0 (17-08-2023). 

2025-05-19 9.3 CVE-2025-39395 

mojoomla--
WPAMS 

Unrestricted Upload of File with Dangerous Type vulnerability in mojoomla 
WPAMS allows Upload a Web Shell to a Web Server.This issue affects WPAMS: 
from n/a through 44.0 (17-08-2023). 

2025-05-19 9.9 CVE-2025-39402 

mojoomla--
WPAMS 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in mojoomla WPAMS allows PHP Local File 
Inclusion.This issue affects WPAMS: from n/a through 44.0. 

2025-05-19 9.8 CVE-2025-39406 

mojoomla--
WPAMS 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in mojoomla WPAMS allows SQL Injection.This issue affects 
WPAMS: from n/a through 44.0 (17-08-2023). 

2025-05-19 8.5 CVE-2025-39403 

mojoomla--
WPAMS 

Incorrect Privilege Assignment vulnerability in mojoomla WPAMS allows Privilege 
Escalation.This issue affects WPAMS: from n/a through 44.0 (17-08-2023). 

2025-05-19 8.8 CVE-2025-39405 

mojoomla--
WPAMS 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in mojoomla WPAMS allows Reflected XSS.This issue affects 
WPAMS: from n/a through 44.0 (17-08-2023). 

2025-05-19 7.1 CVE-2025-39392 

Mortgage 
Calculator--BMI 
Adult & Kid 
Calculator 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Mortgage Calculator BMI Adult & Kid Calculator allows 
Reflected XSS. This issue affects BMI Adult & Kid Calculator: from n/a through 
1.2.2. 

2025-05-23 7.1 CVE-2025-47618 

MSP360--Backup 

An insecure file system permissions vulnerability in MSP360 Backup 8.0 allows a 
low privileged user to execute commands with SYSTEM level privileges using a 
specially crafted file with an arbitrary file backup target. Upgrade to MSP360 
Backup 8.1.1.19 (released on 2025-05-15). 

2025-05-22 7.8 CVE-2025-43596 

mythemes--my 
white 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in mythemes my white allows Reflected XSS.This issue 
affects my white: from n/a through 2.0.8. 

2025-05-19 7.1 CVE-2025-22678 
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n/a--Qualitor 

A vulnerability was found in Qualitor 8.20. It has been rated as critical. Affected by 
this issue is some unknown functionality of the file 
/html/ad/adconexaooffice365/request/testaConexaoOffice365.php. The 
manipulation of the argument nmconexao leads to command injection. The attack 
may be launched remotely. The exploit has been disclosed to the public and may 
be used. The vendor was contacted early about this disclosure but did not respond 
in any way. 

2025-05-25 7.3 CVE-2025-5139 

n/a--VMware 
Cloud Foundation 

VMware Cloud Foundation contains a directory traversal vulnerability. A malicious 
actor with network access to port 443 on VMware Cloud Foundation may exploit 
this issue to access certain internal services. 

2025-05-20 8.2 CVE-2025-41229 

n/a--VMware 
Cloud Foundation 

VMware Cloud Foundation contains an information disclosure vulnerability. A 
malicious actor with network access to port 443 on VMware Cloud Foundation may 
exploit this issue to gain access to sensitive information. 

2025-05-20 7.5 CVE-2025-41230 

n/a--VMware 
Cloud Foundation 

VMware Cloud Foundation contains a missing authorisation vulnerability. A 
malicious actor with access to VMware Cloud Foundation appliance may be able to 
perform certain unauthorised actions and access limited sensitive information. 

2025-05-20 7.3 CVE-2025-41231 

n/a--VMware 
vCenter Server 

The vCenter Server contains an authenticated command-execution vulnerability. A 
malicious actor with privileges to create or modify alarms and run script action may 
exploit this issue to run arbitrary commands on the vCenter Server. 

2025-05-20 8.8 CVE-2025-41225 

NasaTheme--Nasa 
Core 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in NasaTheme Nasa Core allows PHP Local File 
Inclusion. This issue affects Nasa Core: from n/a through 6.3.2. 

2025-05-23 8.1 CVE-2025-39506 

Netgear--
DGND3700 

A vulnerability, which was classified as very critical, was found in Netgear 
DGND3700 1.1.00.15_1.00.15NA. This affects an unknown part of the file 
/BRS_top.html of the component Basic Authentication. The manipulation leads to 
improper authentication. It is possible to initiate the attack remotely. The exploit 
has been disclosed to the public and may be used. Other products might be 
affected as well. The vendor was contacted early about this disclosure. 

2025-05-20 9.8 CVE-2025-4978 

OpenCTI-Platform-
-opencti 

OpenCTI is an open source platform for managing cyber threat intelligence 
knowledge and observables. Prior to version 6.5.2, any user with the capability 
manage customizations can edit webhook that will execute javascript code. This 
can be abused to cause a denial of service attack by prototype pollution, making 
the node js server running the OpenCTI frontend become unavailable. Version 
6.5.2 fixes the issue. 

2025-05-19 7.6 CVE-2025-26621 

openemr--
openemr 

OpenEMR is a free and open source electronic health records and medical practice 
management application. A stored cross-site scripting (XSS) vulnerability in 
versions prior to 7.0.3.4 allows any authenticated user with patient creation 
privileges to inject arbitrary JavaScript code into the system by entering malicious 
payloads in the First and Last Name fields during patient registration. This code is 
later executed when viewing the patient's encounter under Orders → Procedure 
Orders. Version 7.0.3.4 contains a patch for the issue. 

2025-05-23 7.6 CVE-2025-32794 

openemr--
openemr 

OpenEMR is a free and open source electronic health records and medical practice 
management application. A stored cross-site scripting (XSS) vulnerability in 
versions prior to 7.0.3.4 allows any authenticated user with patient creation and 
editing privileges to inject arbitrary JavaScript code into the system by entering 
malicious payloads in the (1) Text Box fields of Address, Address Line 2, Postal Code 
and City fields and (2) Drop Down menu options of Address Use, State and Country 
of the Additional Addresses section of the Contact tab in Patient Demographics. 
The injected script can execute in two scenarios: (1) dynamically during form input, 
and (2) when the form data is later loaded for editing. Version 7.0.3.4 contains a 
patch for the issue. 

2025-05-23 7.6 CVE-2025-43860 

owasp-
modsecurity--
ModSecurity 

ModSecurity is an open source, cross platform web application firewall (WAF) 
engine for Apache, IIS and Nginx. Versions up to and including 2.9.8 are vulnerable 
to denial of service in one special case (in stable released versions): when the 
payload's content type is `application/json`, and there is at least one rule which 
does a `sanitiseMatchedBytes` action. A patch is available at pull request 3389 and 
expected to be part of version 2.9.9. No known workarounds are available. 

2025-05-21 7.5 CVE-2025-47947 

Pagaleve--Pix 4x 
sem juros - 
Pagaleve 

Deserialization of Untrusted Data vulnerability in Pagaleve Pix 4x sem juros - 
Pagaleve allows Object Injection.This issue affects Pix 4x sem juros - Pagaleve: from 
n/a through 1.6.9. 

2025-05-23 9.8 CVE-2025-48287 

pebas--CouponXL 
Incorrect Privilege Assignment vulnerability in pebas CouponXL allows Privilege 
Escalation. This issue affects CouponXL: from n/a through 4.5.0. 

2025-05-23 9.8 CVE-2025-39489 

PHPGurukul--Auto 
Taxi Stand 

A vulnerability was found in PHPGurukul Auto Taxi Stand Management System 1.0 
and classified as critical. Affected by this issue is some unknown functionality of the 
file /admin/index.php. The manipulation of the argument Username leads to sql 

2025-05-19 7.3 CVE-2025-4913 
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Management 
System 

injection. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. 

PHPGurukul--Auto 
Taxi Stand 
Management 
System 

A vulnerability was found in PHPGurukul Auto Taxi Stand Management System 1.0. 
It has been classified as critical. This affects an unknown part of the file 
/admin/forgot-password.php. The manipulation of the argument email leads to sql 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-19 7.3 CVE-2025-4914 

PHPGurukul--Auto 
Taxi Stand 
Management 
System 

A vulnerability was found in PHPGurukul Auto Taxi Stand Management System 1.0. 
It has been declared as critical. This vulnerability affects unknown code of the file 
/admin/auto-taxi-entry-detail.php. The manipulation of the argument price leads 
to sql injection. The attack can be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-19 7.3 CVE-2025-4915 

PHPGurukul--Auto 
Taxi Stand 
Management 
System 

A vulnerability was found in PHPGurukul Auto Taxi Stand Management System 1.0. 
It has been rated as critical. This issue affects some unknown processing of the file 
/admin/admin-profile.php. The manipulation of the argument mobilenumber leads 
to sql injection. The attack may be initiated remotely. The exploit has been 
disclosed to the public and may be used. Other parameters might be affected as 
well. 

2025-05-19 7.3 CVE-2025-4916 

PHPGurukul--Auto 
Taxi Stand 
Management 
System 

A vulnerability classified as critical has been found in PHPGurukul Auto Taxi Stand 
Management System 1.0. Affected is an unknown function of the file /admin/new-
autoortaxi-entry-form.php. The manipulation of the argument drivername leads to 
sql injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. Other parameters might be affected as 
well. 

2025-05-19 7.3 CVE-2025-4917 

PHPGurukul--
Credit Card 
Application 
Management 
System 

A vulnerability, which was classified as critical, was found in PHPGurukul Credit 
Card Application Management System 1.0. Affected is an unknown function of the 
file /admin/index.php. The manipulation of the argument Username leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-19 7.3 CVE-2025-4941 

PHPGurukul--Daily 
Expense Tracker 
System 

A vulnerability was found in PHPGurukul Daily Expense Tracker System 1.1. It has 
been rated as critical. Affected by this issue is some unknown functionality of the 
file /forgot-password.php. The manipulation of the argument email leads to sql 
injection. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-19 7.3 CVE-2025-4907 

PHPGurukul--Daily 
Expense Tracker 
System 

A vulnerability classified as critical has been found in PHPGurukul Daily Expense 
Tracker System 1.1. This affects an unknown part of the file /expense-datewise-
reports-detailed.php. The manipulation of the argument fromdate/todate leads to 
sql injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-19 7.3 CVE-2025-4908 

PHPGurukul--Daily 
Expense Tracker 
System 

A vulnerability has been found in PHPGurukul Daily Expense Tracker System 1.1 
and classified as critical. Affected by this vulnerability is an unknown functionality 
of the file /expense-monthwise-reports-detailed.php. The manipulation of the 
argument fromdate/todate leads to sql injection. The attack can be launched 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-19 7.3 CVE-2025-4925 

PHPGurukul--
Notice Board 
System 

A vulnerability was found in PHPGurukul Notice Board System 1.0. It has been 
classified as critical. Affected is an unknown function of the file /login.php. The 
manipulation of the argument Username leads to sql injection. It is possible to 
launch the attack remotely. The exploit has been disclosed to the public and may 
be used. 

2025-05-19 7.3 CVE-2025-4906 

PHPGurukul--
Online Marriage 
Registration 
System 

A vulnerability was found in PHPGurukul Online Marriage Registration System 1.0. 
It has been classified as critical. This affects an unknown part of the file 
/admin/between-dates-application-report.php. The manipulation of the argument 
fromdate/todate leads to sql injection. It is possible to initiate the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-19 7.3 CVE-2025-4927 

PHPGurukul--User 
Registration & 
Login and User 
Management 
System 

A vulnerability has been found in PHPGurukul User Registration & Login and User 
Management System 3.3 and classified as critical. This vulnerability affects 
unknown code of the file /edit-profile.php. The manipulation of the argument 
Contact leads to sql injection. The attack can be initiated remotely. The exploit has 
been disclosed to the public and may be used. 

2025-05-19 7.3 CVE-2025-4934 

PHPGurukul--Zoo 
Management 
System 

A vulnerability, which was classified as critical, has been found in PHPGurukul Zoo 
Management System 2.1. This issue affects some unknown processing of the file 
/admin/edit-animal-details.php. The manipulation of the argument aname leads to 
sql injection. The attack may be initiated remotely. The exploit has been disclosed 
to the public and may be used. Other parameters might be affected as well. 

2025-05-19 7.3 CVE-2025-4910 
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PHPGurukul--Zoo 
Management 
System 

A vulnerability, which was classified as critical, was found in PHPGurukul Zoo 
Management System 2.1. Affected is an unknown function of the file /admin/view-
foreigner-ticket.php. The manipulation of the argument viewid leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-19 7.3 CVE-2025-4911 

Pluggabl LLC--
Booster Plus for 
WooCommerce 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Pluggabl LLC Booster Plus for WooCommerce allows 
Reflected XSS.This issue affects Booster Plus for WooCommerce: from n/a through 
7.2.4. 

2025-05-19 7.1 CVE-2025-39446 

PluginEver--
Product Category 
Slider for 
WooCommerce 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in PluginEver Product Category Slider for 
WooCommerce allows PHP Local File Inclusion.This issue affects Product Category 
Slider for WooCommerce: from n/a through 4.3.4. 

2025-05-19 7.5 CVE-2025-39364 

Potenzaglobalsolut
ions--CiyaShop 

Deserialization of Untrusted Data vulnerability in Potenzaglobalsolutions CiyaShop 
allows Object Injection.This issue affects CiyaShop: from n/a through 4.18.0. 

2025-05-19 9.8 CVE-2025-39349 

PowerDNS--
DNSdist 

In some circumstances, when DNSdist is configured to allow an unlimited number 
of queries on a single, incoming TCP connection from a client, an attacker can 
cause a denial of service by crafting a TCP exchange that triggers an exhaustion of 
the stack and a crash of DNSdist, causing a denial of service. The remedy is: 
upgrade to the patched 1.9.10 version. A workaround is to restrict the maximum 
number of queries on incoming TCP connections to a safe value, like 50, via the 
setMaxTCPQueriesPerConnection setting. We would like to thank Renaud Allard 
for bringing this issue to our attention. 

2025-05-20 7.5 CVE-2025-30193 

pressaholic--
WordPress Video 
Robot - The 
Ultimate Video 
Importer 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in pressaholic WordPress Video Robot - The Ultimate Video 
Importer.This issue affects WordPress Video Robot - The Ultimate Video Importer: 
from n/a through 1.20.0. 

2025-05-19 7.1 CVE-2025-39409 

printcart--Printcart 
Web to Print 
Product Designer 
for WooCommerce 

Unrestricted Upload of File with Dangerous Type vulnerability in printcart Printcart 
Web to Print Product Designer for WooCommerce allows Upload a Web Shell to a 
Web Server. This issue affects Printcart Web to Print Product Designer for 
WooCommerce: from n/a through 2.3.8. 

2025-05-23 10 CVE-2025-47641 

printcart--Printcart 
Web to Print 
Product Designer 
for WooCommerce 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in printcart Printcart Web to Print Product Designer for 
WooCommerce allows SQL Injection. This issue affects Printcart Web to Print 
Product Designer for WooCommerce: from n/a through 2.3.8. 

2025-05-23 9.3 CVE-2025-47640 

projectworlds--
Online Food 
Ordering System 

A vulnerability was found in projectworlds Online Food Ordering System 1.0. It has 
been classified as critical. Affected is an unknown function of the file /admin-
page.php. The manipulation of the argument 1_price leads to sql injection. It is 
possible to launch the attack remotely. The exploit has been disclosed to the public 
and may be used. 

2025-05-19 7.3 CVE-2025-4936 

projectworlds--
Online Lawyer 
Management 
System 

A vulnerability was found in projectworlds Online Lawyer Management System 1.0. 
It has been declared as critical. This vulnerability affects unknown code of the file 
/save_lawyer_edit_profile.php. The manipulation leads to sql injection. The attack 
can be initiated remotely. The exploit has been disclosed to the public and may be 
used. Multiple parameters might be affected. 

2025-05-19 7.3 CVE-2025-4928 

projectworlds--
Online Lawyer 
Management 
System 

A vulnerability classified as critical was found in projectworlds Online Lawyer 
Management System 1.0. Affected by this vulnerability is an unknown functionality 
of the file /user_registation.php. The manipulation of the argument email leads to 
sql injection. The attack can be launched remotely. The exploit has been disclosed 
to the public and may be used. 

2025-05-19 7.3 CVE-2025-4931 

projectworlds--
Online Lawyer 
Management 
System 

A vulnerability, which was classified as critical, has been found in projectworlds 
Online Lawyer Management System 1.0. Affected by this issue is some unknown 
functionality of the file /lawyer_registation.php. The manipulation of the argument 
email leads to sql injection. The attack may be launched remotely. The exploit has 
been disclosed to the public and may be used. 

2025-05-19 7.3 CVE-2025-4932 

projectworlds--
Online Time Table 
Generator 

A vulnerability has been found in projectworlds Online Time Table Generator 1.0 
and classified as critical. This vulnerability affects unknown code of the file 
/semester_ajax.php. The manipulation of the argument ID leads to sql injection. 
The attack can be initiated remotely. The exploit has been disclosed to the public 
and may be used. 

2025-05-20 7.3 CVE-2025-5003 

projectworlds--
Online Time Table 
Generator 

A vulnerability was found in projectworlds Online Time Table Generator 1.0 and 
classified as critical. This issue affects some unknown processing of the file 
/admin/add_course.php. The manipulation of the argument c/subname leads to 

2025-05-20 7.3 CVE-2025-5004 
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sql injection. The attack may be initiated remotely. The exploit has been disclosed 
to the public and may be used. 

projectworlds--
Online Time Table 
Generator 

A vulnerability was found in projectworlds Online Time Table Generator 1.0. It has 
been rated as critical. Affected by this issue is some unknown functionality of the 
file /admin/add_teacher.php. The manipulation of the argument e leads to sql 
injection. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. Other parameters might be affected as well. 

2025-05-20 7.3 CVE-2025-5008 

quantumcloud--
KBx Pro Ultimate 

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in quantumcloud KBx Pro Ultimate allows Path Traversal. This issue 
affects KBx Pro Ultimate: from n/a through 7.9.8. 

2025-05-23 7.7 CVE-2025-31053 

quantumcloud--
Simple Business 
Directory Pro 

Incorrect Privilege Assignment vulnerability in quantumcloud Simple Business 
Directory Pro allows Privilege Escalation. This issue affects Simple Business 
Directory Pro: from n/a through 15.4.8. 

2025-05-23 9.8 CVE-2025-31918 

QuantumCloud--
WPBot Pro 
Wordpress 
Chatbot 

Deserialization of Untrusted Data vulnerability in QuantumCloud WPBot Pro 
Wordpress Chatbot allows Object Injection.This issue affects WPBot Pro Wordpress 
Chatbot: from n/a through 12.7.0. 

2025-05-19 9.8 CVE-2025-47582 

Red Hat--Red Hat 
Enterprise Linux 10 

A flaw was found in the soup_multipart_new_from_message() function of the 
libsoup HTTP library, which is commonly used by GNOME and other applications to 
handle web communications. The issue occurs when the library processes specially 
crafted multipart messages. Due to improper validation, an internal calculation can 
go wrong, leading to an integer underflow. This can cause the program to access 
invalid memory and crash. As a result, any application or server using libsoup could 
be forced to exit unexpectedly, creating a denial-of-service (DoS) risk. 

2025-05-19 7.5 CVE-2025-4948 

Red Hat--Red Hat 
Enterprise Linux 10 

A flaw was found in gnome-remote-desktop. Once gnome-remote-desktop listens 
for RDP connections, an unauthenticated attacker can exhaust system resources 
and repeatedly crash the process. There may be a resource leak after many attacks, 
which will also result in gnome-remote-desktop no longer being able to open files 
even after it is restarted via systemd. 

2025-05-22 7.4 CVE-2025-5024 

Ref--CheckBot 
Cross-Site Request Forgery (CSRF) vulnerability in Ref CheckBot allows Stored 
XSS.This issue affects CheckBot: from n/a through 1.05. 

2025-05-19 7.1 CVE-2025-43840 

reifsnyderb--
Document 
Management 
System 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in reifsnyderb Document Management System allows 
Reflected XSS. This issue affects Document Management System: from n/a through 
1.24. 

2025-05-23 7.1 CVE-2025-46448 

Rocket Apps--
wProject 

Missing Authorization vulnerability in Rocket Apps wProject.This issue affects 
wProject: from n/a before 5.8.0. 

2025-05-19 8.2 CVE-2025-39350 

Rocket Apps--
wProject 

Incorrect Privilege Assignment vulnerability in Rocket Apps wProject.This issue 
affects wProject: from n/a before 5.8.0. 

2025-05-19 8.8 CVE-2025-39366 

Rocket Apps--
wProject 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Rocket Apps wProject allows Reflected XSS.This issue 
affects wProject: from n/a before 5.8.0. 

2025-05-19 7.1 CVE-2025-39365 

RomanCode--
MapSVG 

Missing Authorization vulnerability in RomanCode MapSVG allows Accessing 
Functionality Not Properly Constrained by ACLs. This issue affects MapSVG: from 
n/a through 8.5.31. 

2025-05-23 7.5 CVE-2025-47558 

roninwp--FAT 
Services Booking 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in roninwp FAT Services Booking allows SQL Injection.This 
issue affects FAT Services Booking: from n/a through 5.6. 

2025-05-19 8.5 CVE-2025-39355 

roninwp--Revy 
Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in roninwp Revy allows SQL Injection.This issue affects 
Revy: from n/a through 2.1. 

2025-05-19 8.5 CVE-2025-32924 

Ruben Garcia--
AutomatorWP 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Ruben Garcia AutomatorWP allows Blind SQL Injection. 
This issue affects AutomatorWP: from n/a through 5.2.1.3. 

2025-05-19 7.6 CVE-2025-48280 

sandboxie-plus--
Sandboxie 

Sandboxie is a sandbox-based isolation software for 32-bit and 64-bit Windows NT-
based operating systems. Starting in version 0.0.1 and prior to 1.15.12, 
API_SET_SECURE_PARAM may have an arithmetic overflow deep in the memory 
allocation subsystem that would lead to a smaller allocation than requested, and a 
buffer overflow. Version 1.15.12 fixes the issue. 

2025-05-22 7.8 CVE-2025-46713 

sandboxie-plus--
Sandboxie 

Sandboxie is a sandbox-based isolation software for 32-bit and 64-bit Windows NT-
based operating systems. Starting in version 1.3.0 and prior to 1.15.12, 
API_GET_SECURE_PARAM has an arithmetic overflow leading to a small memory 
allocation and then a extremely large copy into the small allocation. Version 
1.15.12 fixes the issue. 

2025-05-22 7.8 CVE-2025-46714 
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sandboxie-plus--
Sandboxie 

Sandboxie is a sandbox-based isolation software for 32-bit and 64-bit Windows NT-
based operating systems. Starting in version 1.3.0 and prior to version 1.15.12, 
Api_GetSecureParam fails to sanitize incoming pointers, and implicitly trusts that 
the pointer the user has passed in is safe to write to. GetRegValue then writes the 
contents of the SBIE registry entry selected to this address. An attacker can pass in 
a kernel pointer and the driver dumps the registry key contents we requested to it. 
This can be triggered by anyone on the system, including low integrity windows 
processes. Version 1.15.12 fixes the issue. 

2025-05-22 7.8 CVE-2025-46715 

Sangfor-- aTrust 

A vulnerability has been found in Sangfor 零信任访问控制系统 aTrust 2.3.10.60 

and classified as critical. Affected by this vulnerability is an unknown functionality 
in the library MSASN1.dll. The manipulation leads to uncontrolled search path. 
Local access is required to approach this attack. The complexity of an attack is 
rather high. The exploitation appears to be difficult. The exploit has been disclosed 
to the public and may be used. The vendor was contacted early about this 
disclosure but did not respond in any way. 

2025-05-24 7 CVE-2025-5129 

SaurabhSharma--
WP Post Modules 
for Elementor 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in SaurabhSharma WP Post Modules for Elementor allows 
Reflected XSS. This issue affects WP Post Modules for Elementor: from n/a through 
2.5.0. 

2025-05-23 7.1 CVE-2025-31636 

Schweitzer 
Engineering 
Laboratories--SEL-
5030 acSELerator 
QuickSet Software 

An authenticated user can modify application state data. 2025-05-20 7.5 CVE-2025-48018 

Schweitzer 
Engineering 
Laboratories--SEL-
5056 Software-
Defined Network 
Flow Controller 

Improper limitation of pathname in Circuit Provisioning and File Import 
applications allows modification and uploading of files 

2025-05-20 9 CVE-2025-48017 

Schweitzer 
Engineering 
Laboratories--SEL-
5056 Software-
Defined Network 
Flow Controller 

Password guessing limits could be bypassed when using LDAP authentication. 2025-05-20 7.5 CVE-2025-48014 

ScriptAndTools--
Real-Estate-
website-in-PHP 

A vulnerability, which was classified as critical, was found in ScriptAndTools Real-
Estate-website-in-PHP 1.0. Affected is an unknown function of the file /admin/ of 
the component Admin Login Panel. The manipulation of the argument Password 
leads to sql injection. It is possible to launch the attack remotely. The exploit has 
been disclosed to the public and may be used. The vendor was contacted early 
about this disclosure but did not respond in any way. 

2025-05-24 7.3 CVE-2025-5128 

scripteo--Ads Pro 
Plugin 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in scripteo Ads Pro Plugin allows PHP Local File 
Inclusion. This issue affects Ads Pro Plugin: from n/a through 4.88. 

2025-05-23 8.1 CVE-2025-46444 

SEUR OFICIAL--
SEUR Oficial 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in SEUR OFICIAL SEUR Oficial allows PHP Local 
File Inclusion. This issue affects SEUR Oficial: from n/a through 2.2.23. 

2025-05-23 8.1 CVE-2025-46474 

sftranna--EC 
Authorize.net 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in sftranna EC Authorize.net allows Reflected XSS. This issue 
affects EC Authorize.net: from n/a through 0.3.3. 

2025-05-23 7.1 CVE-2025-46487 

shanebp--BP 
Messages Tool 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in shanebp BP Messages Tool allows Reflected XSS.This 
issue affects BP Messages Tool: from n/a through 2.2. 

2025-05-19 7.1 CVE-2025-43839 

Siemens--SiPass 
integrated 

A vulnerability has been identified in SiPass integrated (All versions < V2.95.3.18). 
Affected server applications contain an out of bounds read past the end of an 
allocated buffer while checking the integrity of incoming packets. This could allow 
an unauthenticated remote attacker to create a denial of service condition. 

2025-05-23 7.5 CVE-2022-31812 

smackcoders--Lead 
Form Data 
Collection to CRM 

Missing Authorization vulnerability in smackcoders Lead Form Data Collection to 
CRM allows Privilege Escalation. This issue affects Lead Form Data Collection to 
CRM: from n/a through 3.1. 

2025-05-23 8.8 CVE-2025-47690 

smartcms--Bus 
Ticket Booking 
with Seat 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in smartcms Bus Ticket Booking with Seat Reservation for 
WooCommerce allows SQL Injection. This issue affects Bus Ticket Booking with 
Seat Reservation for WooCommerce: from n/a through 1.7. 

2025-05-23 9.3 CVE-2025-31397 
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Reservation for 
WooCommerce 

Soft8Soft LLC--
Verge3D 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Soft8Soft LLC Verge3D allows Reflected XSS. This issue 
affects Verge3D: from n/a through 4.9.3. 

2025-05-23 7.1 CVE-2025-48241 

Solid Plugins--
AnalyticsWP 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Solid Plugins AnalyticsWP allows SQL Injection.This issue 
affects AnalyticsWP: from n/a through 2.1.2. 

2025-05-19 9.3 CVE-2025-39389 

solidwp--Solid Mail 
SMTP email and 
logging made by 
SolidWP 

The Solid Mail - SMTP email and logging made by SolidWP plugin for WordPress is 
vulnerable to Stored Cross-Site Scripting via email Name, Subject, and Body in all 
versions up to, and including, 2.1.5 due to insufficient input sanitization and output 
escaping. This makes it possible for unauthenticated attackers to inject arbitrary 
web scripts in pages that will execute whenever a user accesses an injected page. 

2025-05-23 7.2 CVE-2025-1123 

Sony--SNC-M1 

A vulnerability classified as critical has been found in Sony SNC-M1, SNC-M3, SNC-
RZ25N, SNC-RZ30N, SNC-DS10, SNC-CS3N and SNC-RX570N up to 1.30. This affects 
an unknown part of the component Administrative Interface. The manipulation 
leads to use of default credentials. It is possible to initiate the attack remotely. The 
complexity of an attack is rather high. The exploitability is told to be difficult. The 
exploit has been disclosed to the public and may be used. The real existence of this 
vulnerability is still doubted at the moment. It is recommended to change the 
configuration settings. The vendor was contacted early about this issue. They 
confirmed the existence but pointed out that they "have published the 'Hardening 
Guide' on the Web from July 2018 to January 2025 and have thoroughly informed 
customers of the recommendation to change their initial passwords". 

2025-05-24 8.1 CVE-2025-5124 

SourceCodester--
Apartment Visitor 
Management 
System 

A vulnerability was found in SourceCodester Apartment Visitor Management 
System 1.0. It has been declared as critical. Affected by this vulnerability is an 
unknown functionality of the file /profile.php. The manipulation of the argument 
mobilenumber leads to sql injection. The attack can be launched remotely. The 
exploit has been disclosed to the public and may be used. Other parameters might 
be affected as well. 

2025-05-19 7.3 CVE-2025-4937 

SourceCodester--
Client Database 
Management 
System 

A vulnerability classified as critical was found in SourceCodester Client Database 
Management System 1.0. This vulnerability affects unknown code. The 
manipulation leads to exposure of information through directory listing. The attack 
can be initiated remotely. The exploit has been disclosed to the public and may be 
used. 

2025-05-19 7.3 CVE-2025-4909 

SourceCodester--
Client Database 
Management 
System 

A vulnerability, which was classified as critical, has been found in SourceCodester 
Client Database Management System 1.0. This issue affects some unknown 
processing of the file /user_delivery_update.php. The manipulation of the 
argument uploaded_file_cancelled leads to unrestricted upload. The attack may be 
initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-05-19 7.3 CVE-2025-4923 

SourceCodester--
Client Database 
Management 
System 

A vulnerability, which was classified as critical, was found in SourceCodester Client 
Database Management System 1.0. Affected is an unknown function of the file 
/user_void_transaction.php. The manipulation of the argument order_id leads to 
sql injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-19 7.3 CVE-2025-4924 

SourceCodester--
Client Database 
Management 
System 

A vulnerability, which was classified as critical, was found in SourceCodester Client 
Database Management System 1.0. This affects an unknown part of the file 
/user_proposal_update_order.php. The manipulation of the argument order_id 
leads to sql injection. It is possible to initiate the attack remotely. The exploit has 
been disclosed to the public and may be used. 

2025-05-20 7.3 CVE-2025-5002 

SourceCodester--
Stock 
Management 
System 

A vulnerability was found in SourceCodester Stock Management System 1.0 and 
classified as critical. This issue affects some unknown processing of the file 
/php_action/changePassword.php. The manipulation of the argument user_id 
leads to sql injection. The attack may be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-19 7.3 CVE-2025-4935 

Spring--Spring 
Security 

Spring Security Aspects may not correctly locate method security annotations on 
private methods. This can cause an authorization bypass. Your application may be 
affected by this if the following are true: * You are using 
@EnableMethodSecurity(mode=ASPECTJ) and spring-security-aspects, and * You 
have Spring Security method annotations on a private method In that case, the 
target method may be able to be invoked without proper authorization. You are 
not affected if: * You are not using @EnableMethodSecurity(mode=ASPECTJ) or 
spring-security-aspects, or * You have no Spring Security-annotated private 
methods 

2025-05-21 9.1 CVE-2025-41232 
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SpyroPress--La 
Boom 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in SpyroPress La Boom allows PHP Local File 
Inclusion. This issue affects La Boom: from n/a through 2.7. 

2025-05-23 8.1 CVE-2025-31632 

STAGGS--STAGGS 
Unrestricted Upload of File with Dangerous Type vulnerability in STAGGS STAGGS 
allows Upload a Web Shell to a Web Server. This issue affects STAGGS: from n/a 
through 2.11.0. 

2025-05-23 10 CVE-2025-47637 

steinrein--Glossary 
by WPPedia Best 
Glossary plugin for 
WordPress 

The Glossary by WPPedia - Best Glossary plugin for WordPress plugin for 
WordPress is vulnerable to PHP Object Injection in all versions up to, and including, 
1.3.0 via deserialization of untrusted input from the 'posttypes' parameter. This 
makes it possible for authenticated attackers, with Administrator-level access and 
above, to inject a PHP Object. No known POP chain is present in the vulnerable 
software, which means this vulnerability has no impact unless another plugin or 
theme containing a POP chain is installed on the site. If a POP chain is present via 
an additional plugin or theme installed on the target system, it may allow the 
attacker to perform actions like delete arbitrary files, retrieve sensitive data, or 
execute code depending on the POP chain present. 

2025-05-21 7.2 CVE-2025-4803 

StoreKeeper B.V.--
StoreKeeper for 
WooCommerce 

Unrestricted Upload of File with Dangerous Type vulnerability in StoreKeeper B.V. 
StoreKeeper for WooCommerce allows Upload a Web Shell to a Web Server. This 
issue affects StoreKeeper for WooCommerce: from n/a through 14.4.4. 

2025-05-23 10 CVE-2025-47687 

StylemixThemes--
Motors - Car 
Dealer, Rental & 
Listing WordPress 
theme 

The Motors theme for WordPress is vulnerable to privilege escalation via account 
takeover in all versions up to, and including, 5.6.67. This is due to the theme not 
properly validating a user's identity prior to updating their password. This makes it 
possible for unauthenticated attackers to change arbitrary user passwords, 
including those of administrators, and leverage that to gain access to their account. 

2025-05-20 9.8 CVE-2025-4322 

svil4ok--Meta 
Keywords & 
Description 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in svil4ok Meta Keywords &amp; Description 
allows PHP Local File Inclusion. This issue affects Meta Keywords &amp; 
Description: from n/a through 0.8. 

2025-05-23 7.5 CVE-2025-46454 

tainacan--Tainacan 
Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in tainacan Tainacan allows Path Traversal. This issue affects Tainacan: 
from n/a through 0.21.14. 

2025-05-23 8.6 CVE-2025-47512 

Takimi Themes--
CarZine 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Takimi Themes CarZine allows Reflected XSS.This issue 
affects CarZine: from n/a through 1.4.6. 

2025-05-19 7.1 CVE-2025-23981 

tayoricom--Tayori 
Form 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in tayoricom Tayori Form allows Reflected XSS. This issue 
affects Tayori Form: from n/a through 1.2.9. 

2025-05-23 7.1 CVE-2025-46437 

TeamT5--
ThreatSonar Anti-
Ransomware 

The ThreatSonar Anti-Ransomware from TeamT5 has a Privilege Escalation 
vulnerability, allowing remote attackers with intermediate privileges to escalate 
their privileges to highest administrator level through a specific API. 

2025-05-19 7.2 CVE-2025-4477 

Techspawn--
WhatsCart - 
Whatsapp 
Abandoned Cart 
Recovery, Order 
Notifications, Chat 
Box, OTP for 
WooCommerce 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Techspawn WhatsCart - Whatsapp Abandoned Cart 
Recovery, Order Notifications, Chat Box, OTP for WooCommerce allows SQL 
Injection. This issue affects WhatsCart - Whatsapp Abandoned Cart Recovery, 
Order Notifications, Chat Box, OTP for WooCommerce: from n/a through 1.1.0. 

2025-05-23 9.3 CVE-2025-31056 

TemplateInvaders-
-TI WooCommerce 
Wishlist 

Unrestricted Upload of File with Dangerous Type vulnerability in TemplateInvaders 
TI WooCommerce Wishlist allows Upload a Web Shell to a Web Server.This issue 
affects TI WooCommerce Wishlist: from n/a through 2.9.2. 

2025-05-19 10 CVE-2025-47577 

Tenable--Network 
Monitor 

When installing Tenable Network Monitor to a non-default location on a Windows 
host, Tenable Network Monitor versions prior to 6.5.1 did not enforce secure 
permissions for sub-directories. This could allow for local privilege escalation if 
users had not secured the directories in the non-default installation location. 

2025-05-23 7 CVE-2025-24916 

Tenable--Network 
Monitor 

In Tenable Network Monitor versions prior to 6.5.1 on a Windows host, it was 
found that a non-administrative user could stage files in a local directory to run 
arbitrary code with SYSTEM privileges, potentially leading to local privilege 
escalation. 

2025-05-23 7.8 CVE-2025-24917 

Tenda--FH451 

A vulnerability classified as critical has been found in Tenda FH451 1.0.0.9. Affected 
is the function webExcptypemanFilter of the file /goform/webExcptypemanFilter. 
The manipulation of the argument page leads to stack-based buffer overflow. It is 
possible to launch the attack remotely. The exploit has been disclosed to the public 
and may be used. 

2025-05-22 8.8 CVE-2025-5080 
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ThemeGoods--
Altair 

Deserialization of Untrusted Data vulnerability in ThemeGoods Altair allows Object 
Injection.This issue affects Altair: from n/a through 5.2.2. 

2025-05-19 9.8 CVE-2025-32928 

ThemeGoods--
Grand Conference 

Deserialization of Untrusted Data vulnerability in ThemeGoods Grand Conference 
allows Object Injection.This issue affects Grand Conference: from n/a through 5.2. 

2025-05-19 9.8 CVE-2025-39354 

ThemeGoods--
Grand Restaurant 
WordPress 

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in ThemeGoods Grand Restaurant WordPress allows Path 
Traversal.This issue affects Grand Restaurant WordPress: from n/a through 7.0. 

2025-05-19 9.8 CVE-2025-32926 

ThemeGoods--
Grand Restaurant 
WordPress 

Deserialization of Untrusted Data vulnerability in ThemeGoods Grand Restaurant 
WordPress allows Object Injection.This issue affects Grand Restaurant WordPress: 
from n/a through 7.0. 

2025-05-19 9.8 CVE-2025-39348 

ThemeGoods--
Grand Restaurant 
WordPress 

Missing Authorization vulnerability in ThemeGoods Grand Restaurant WordPress 
allows Exploiting Incorrectly Configured Access Control Security Levels.This issue 
affects Grand Restaurant WordPress: from n/a through 7.0. 

2025-05-19 8.2 CVE-2025-39352 

ThemeGoods--
Grand Tour | 
Travel Agency 
WordPress 

Deserialization of Untrusted Data vulnerability in ThemeGoods Grand Tour | Travel 
Agency WordPress allows Object Injection. This issue affects Grand Tour | Travel 
Agency WordPress: from n/a through 5.5.1. 

2025-05-23 9.8 CVE-2025-39485 

themegusta--
Smart Sections 
Theme Builder - 
WPBakery Page 
Builder Addon 

Deserialization of Untrusted Data vulnerability in themegusta Smart Sections 
Theme Builder - WPBakery Page Builder Addon.This issue affects Smart Sections 
Theme Builder - WPBakery Page Builder Addon: from n/a through 1.7.8. 

2025-05-19 9.8 CVE-2025-39410 

ThemeMakers--Car 
Dealer 

Deserialization of Untrusted Data vulnerability in ThemeMakers Car Dealer allows 
Object Injection. This issue affects Car Dealer: from n/a through 1.6.6. 

2025-05-23 9.8 CVE-2025-39480 

ThemeMove--
Healsoul 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in ThemeMove Healsoul allows PHP Local File 
Inclusion. This issue affects Healsoul: from n/a through 2.0.2. 

2025-05-23 8.1 CVE-2025-32309 

themeton--Acerola 
Deserialization of Untrusted Data vulnerability in themeton Acerola allows Object 
Injection. This issue affects Acerola: from n/a through 1.6.5. 

2025-05-23 9.8 CVE-2025-31927 

themeton--Dash 
Deserialization of Untrusted Data vulnerability in themeton Dash allows Object 
Injection. This issue affects Dash: from n/a through 1.3. 

2025-05-23 9.8 CVE-2025-31049 

themeton--HotStar 
Multi-Purpose 
Business Theme 

Deserialization of Untrusted Data vulnerability in themeton HotStar - Multi-
Purpose Business Theme allows Object Injection. This issue affects HotStar - Multi-
Purpose Business Theme: from n/a through 1.4. 

2025-05-23 9.8 CVE-2025-31069 

themeton--The 
Business 

Deserialization of Untrusted Data vulnerability in themeton The Business allows 
Object Injection. This issue affects The Business: from n/a through 1.6.1. 

2025-05-23 9.8 CVE-2025-31430 

Themewinter--
Eventin 

Incorrect Privilege Assignment vulnerability in Themewinter Eventin allows 
Privilege Escalation. This issue affects Eventin: from n/a through 4.0.26. 

2025-05-23 9.8 CVE-2025-47539 

Tijaji--Tijaji 
Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Tijaji allows Reflected XSS.This issue affects Tijaji: from 
n/a through 1.43. 

2025-05-19 7.1 CVE-2025-23983 

TOZED--ZLT W51 

A vulnerability was found in TOZED ZLT W51 up to 1.4.2 and classified as critical. 
Affected by this issue is some unknown functionality of the component Service 
Port 7777. The manipulation leads to improper clearing of heap memory before 
release. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. The vendor was contacted early about this disclosure 
but did not respond in any way. 

2025-05-23 7.3 CVE-2025-5105 

Tridium--Niagara 
Framework 

Use of Password Hash With Insufficient Computational Effort vulnerability in 
Tridium Niagara Framework on Windows, Linux, QNX, Tridium Niagara Enterprise 
Security on Windows, Linux, QNX allows Cryptanalysis. This issue affects Niagara 
Framework: before 4.14.2, before 4.15.1, before 4.10.11; Niagara Enterprise 
Security: before 4.14.2, before 4.15.1, before 4.10.11. Tridium recommends 
upgrading to Niagara Framework and Enterprise Security versions 4.14.2u2, 
4.15.u1, or 4.10u.11. 

2025-05-22 7.7 CVE-2025-3937 

Tridium--Niagara 
Framework 

Incorrect Permission Assignment for Critical Resource vulnerability in Tridium 
Niagara Framework on QNX, Tridium Niagara Enterprise Security on QNX allows 
File Manipulation. This issue affects Niagara Framework: before 4.14.2, before 
4.15.1, before 4.10.11; Niagara Enterprise Security: before 4.14.2, before 4.15.1, 
before 4.10.11. Tridium recommends upgrading to Niagara Framework and 
Enterprise Security versions 4.14.2u2, 4.15.u1, or 4.10u.11. 

2025-05-22 7.2 CVE-2025-3944 

Tridium--Niagara 
Framework 

Improper Neutralization of Argument Delimiters in a Command ('Argument 
Injection') vulnerability in Tridium Niagara Framework on QNX, Tridium Niagara 
Enterprise Security on QNX allows Command Delimiters. This issue affects Niagara 
Framework: before 4.14.2, before 4.15.1, before 4.10.11; Niagara Enterprise 
Security: before 4.14.2, before 4.15.1, before 4.10.11. Tridium recommends 

2025-05-22 7.2 CVE-2025-3945 
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upgrading to Niagara Framework and Enterprise Security versions 4.14.2u2, 
4.15.u1, or 4.10u.11. 

twh--offset writing 
Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in twh offset writing allows Reflected XSS.This issue affects 
offset writing: from n/a through 1.2. 

2025-05-19 7.1 CVE-2025-22791 

tychesoftwares--
Arconix Shortcodes 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in tychesoftwares Arconix Shortcodes allows Reflected XSS. 
This issue affects Arconix Shortcodes: from n/a through 2.1.16. 

2025-05-23 7.1 CVE-2025-47673 

TYPO3--ns backup 
extension 

The ns_backup extension through 13.0.0 for TYPO3 has a Predictable Resource 
Location. 

2025-05-21 8.6 CVE-2025-48201 

TYPO3--reint 
downloadmanager 
extension 

The reint_downloadmanager extension through 5.0.0 for TYPO3 allows Insecure 
Direct Object Reference. 

2025-05-21 8.6 CVE-2025-48207 

TYPO3--sr feuser 
register extension 

The sr_feuser_register extension through 12.4.8 for TYPO3 allows Remote Code 
Execution. 

2025-05-21 10 CVE-2025-48200 

TYPO3--sr feuser 
register extension 

The sr_feuser_register extension through 12.4.8 for TYPO3 allows Insecure Direct 
Object Reference. 

2025-05-21 8.6 CVE-2025-48205 

TYPO3--typo3 

TYPO3 is an open source, PHP based web content management system. Starting in 
version 10.0.0 and prior to versions 10.4.50 ELTS, 11.5.44 ELTS, 12.4.31 LTS, and 
13.4.12 LTS, administrator-level backend users without system maintainer 
privileges can escalate their privileges and gain system maintainer access. 
Exploiting this vulnerability requires a valid administrator account. Users should 
update to TYPO3 version 10.4.50 ELTS, 11.5.44 ELTS, 12.4.31 LTS, or 13.4.12 LTS to 
fix the problem. 

2025-05-20 7.2 CVE-2025-47940 

TYPO3--typo3 

TYPO3 is an open source, PHP based web content management system. In versions 
on the 12.x branch prior to 12.4.31 LTS and the 13.x branch prior to 13.4.2 LTS, the 
multifactor authentication (MFA) dialog presented during backend login can be 
bypassed due to insufficient enforcement of access restrictions on all backend 
routes. Successful exploitation requires valid backend user credentials, as MFA can 
only be bypassed after successful authentication. Users should update to TYPO3 
version 12.4.31 LTS or 13.4.12 LTS to fix the problem. 

2025-05-20 7.2 CVE-2025-47941 

validas--Wireless 
Butler 

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in validas Wireless Butler allows Reflected XSS.This issue 
affects Wireless Butler: from n/a through 1.0.11. 

2025-05-19 7.1 CVE-2025-26997 

Vertiv--Liebert 
RDU101 

Affected Vertiv products contain a stack based buffer overflow vulnerability. An 
attacker could exploit this vulnerability to gain code execution on the device. 

2025-05-21 9.8 CVE-2025-41426 

Vertiv--Liebert 
RDU101 

Affected Vertiv products do not properly protect webserver functions that could 
allow an attacker to bypass authentication. 

2025-05-21 9.8 CVE-2025-46412 

vllm-project--vllm 

vLLM, an inference and serving engine for large language models (LLMs), has an 
issue in versions 0.6.5 through 0.8.4 that ONLY impacts environments using the 
`PyNcclPipe` KV cache transfer integration with the V0 engine. No other 
configurations are affected. vLLM supports the use of the `PyNcclPipe` class to 
establish a peer-to-peer communication domain for data transmission between 
distributed nodes. The GPU-side KV-Cache transmission is implemented through 
the `PyNcclCommunicator` class, while CPU-side control message passing is 
handled via the `send_obj` and `recv_obj` methods on the CPU side. The intention 
was that this interface should only be exposed to a private network using the IP 
address specified by the `--kv-ip` CLI parameter. The vLLM documentation covers 
how this must be limited to a secured network. The default and intentional 
behavior from PyTorch is that the `TCPStore` interface listens on ALL interfaces, 
regardless of what IP address is provided. The IP address given was only used as a 
client-side address to use. vLLM was fixed to use a workaround to force the 
`TCPStore` instance to bind its socket to a specified private interface. As of version 
0.8.5, vLLM limits the `TCPStore` socket to the private interface as configured. 

2025-05-20 9.8 CVE-2025-47277 

wordwebsoftware-
-Crossword 
Compiler Puzzles 

Unrestricted Upload of File with Dangerous Type vulnerability in wordwebsoftware 
Crossword Compiler Puzzles allows Upload a Web Shell to a Web Server. This issue 
affects Crossword Compiler Puzzles: from n/a through 5.2. 

2025-05-23 9.9 CVE-2025-46490 

WPFable--Fable 
Extra 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in WPFable Fable Extra allows PHP Local File 
Inclusion. This issue affects Fable Extra: from n/a through 1.0.6. 

2025-05-23 9.8 CVE-2025-46468 

WPFable--Fable 
Extra 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in WPFable Fable Extra allows Blind SQL Injection. This issue 
affects Fable Extra: from n/a through 1.0.6. 

2025-05-23 9.3 CVE-2025-46539 

https://www.cve.org/CVERecord?id=CVE-2025-22791
https://www.cve.org/CVERecord?id=CVE-2025-47673
https://www.cve.org/CVERecord?id=CVE-2025-48201
https://www.cve.org/CVERecord?id=CVE-2025-48207
https://www.cve.org/CVERecord?id=CVE-2025-48200
https://www.cve.org/CVERecord?id=CVE-2025-48205
https://www.cve.org/CVERecord?id=CVE-2025-47940
https://www.cve.org/CVERecord?id=CVE-2025-47941
https://www.cve.org/CVERecord?id=CVE-2025-26997
https://www.cve.org/CVERecord?id=CVE-2025-41426
https://www.cve.org/CVERecord?id=CVE-2025-46412
https://www.cve.org/CVERecord?id=CVE-2025-47277
https://www.cve.org/CVERecord?id=CVE-2025-46490
https://www.cve.org/CVERecord?id=CVE-2025-46468
https://www.cve.org/CVERecord?id=CVE-2025-46539
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WPFunnels--Mail 
Mint 

Insertion of Sensitive Information Into Sent Data vulnerability in WPFunnels Mail 
Mint allows Retrieve Embedded Sensitive Data. This issue affects Mail Mint: from 
n/a through 1.17.7. 

2025-05-23 7.5 CVE-2025-47541 

WPFunnels--
WPFunnels 

Deserialization of Untrusted Data vulnerability in WPFunnels WPFunnels allows 
Object Injection. This issue affects WPFunnels: from n/a through 3.5.18. 

2025-05-23 9.8 CVE-2025-47530 

wpjobportal--WP 
Job Portal 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in wpjobportal WP Job Portal allows PHP Local 
File Inclusion. This issue affects WP Job Portal: from n/a through 2.3.1. 

2025-05-23 8.1 CVE-2025-47438 

wpjobportal--WP 
Job Portal 

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in wpjobportal WP Job Portal allows Path Traversal. This issue affects 
WP Job Portal: from n/a through 2.3.2. 

2025-05-23 7.5 CVE-2025-48273 

wpopal--Opal Woo 
Custom Product 
Variation 

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in wpopal Opal Woo Custom Product Variation allows Path Traversal. 
This issue affects Opal Woo Custom Product Variation: from n/a through 1.2.0. 

2025-05-23 8.6 CVE-2025-47535 

WPStylish--Madara 
Responsive and 
modern 
WordPress theme 
for manga sites 

The Madara - Responsive and modern WordPress theme for manga sites theme for 
WordPress is vulnerable to Local File Inclusion in all versions up to, and including, 
2.2.2 via the 'template' parameter. This makes it possible for unauthenticated 
attackers to include and execute arbitrary files on the server, allowing the 
execution of any PHP code in those files. This can be used to bypass access 
controls, obtain sensitive data, or achieve code execution in cases where images 
and other "safe" file types can be uploaded and included. 

2025-05-21 9.8 CVE-2025-4524 

WSO2--WSO2 API 
Manager 

An incorrect authorization vulnerability exists in multiple WSO2 products due to a 
business logic flaw in the account recovery-related SOAP admin service. A 
malicious actor can exploit this vulnerability to reset the password of any user 
account, leading to a complete account takeover, including accounts with elevated 
privileges. This vulnerability is exploitable only through the account recovery SOAP 
admin services exposed via the "/services" context path in affected products. The 
impact may be reduced if access to these endpoints has been restricted based on 
the "Security Guidelines for Production Deployment" by disabling exposure to 
untrusted networks. 

2025-05-22 8.8 CVE-2024-6914 

x000x--
occupancyplan 

Cross-Site Request Forgery (CSRF) vulnerability in x000x occupancyplan allows SQL 
Injection. This issue affects occupancyplan: from n/a through 1.0.3.0. 

2025-05-23 8.2 CVE-2025-46458 

Xylus Themes--WP 
Smart Import 

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Xylus Themes WP Smart Import allows PHP 
Local File Inclusion. This issue affects WP Smart Import: from n/a through 1.1.3. 

2025-05-23 8.1 CVE-2025-47453 

Yamna Khawaja--
Mailing Group 
Listserv 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Yamna Khawaja Mailing Group Listserv allows SQL 
Injection. This issue affects Mailing Group Listserv: from n/a through 3.0.4. 

2025-05-23 8.5 CVE-2025-46463 

ZoomIt--
ZoomSounds 

Deserialization of Untrusted Data vulnerability in ZoomIt ZoomSounds allows 
Object Injection. This issue affects ZoomSounds: from n/a through 6.91. 

2025-05-23 9.8 CVE-2025-47568 

1000 Projects--
Daily College Class 
Work Report Book 

A vulnerability classified as critical has been found in 1000 Projects Daily College 
Class Work Report Book 1.0. Affected is an unknown function of the file 
/dcwr_entry.php. The manipulation of the argument Date leads to sql injection. It 
is possible to launch the attack remotely. The exploit has been disclosed to the 
public and may be used. 

2025-05-26 7.3 CVE-2025-5205 

argoproj--argo-cd 

Argo CD is a declarative, GitOps continuous delivery tool for Kubernetes. Prior to 
versions 2.13.8, 2.14.13, and 3.0.4, an attacker can perform arbitrary actions on 
behalf of the victim via the API. Due to the improper filtering of URL protocols in 
the repository page, an attacker can achieve cross-site scripting with permission to 
edit the repository. This issue has been patched in versions 2.13.8, 2.14.13, and 
3.0.4. 

2025-05-29 9.1 CVE-2025-47933 

Avast--Avast 
Business Antivirus 

Lack of file validation in do_update_vps in Avast Business Antivirus for Linux 4.5 on 
Linux allows local user to spoof or tamper with the update file via an unverified file 
write. 

2025-05-28 7.3 CVE-2025-4134 

bestpractical--RT 
Best Practical RT (Request Tracker) 4.4 through 4.4.7 and 5.0 through 5.0.7 allows 
XSS via injection of crafted parameters in a search URL. 

2025-05-28 7.2 CVE-2025-30087 

bestpractical--RT 
Best Practical RT (Request Tracker) 5.0 through 5.0.7 allows XSS via JavaScript 
injection in an Asset name. 

2025-05-28 7.2 CVE-2025-31500 

bestpractical--RT 
Best Practical RT (Request Tracker) 5.0 through 5.0.7 allows XSS via JavaScript 
injection in an RT permalink. 

2025-05-28 7.2 CVE-2025-31501 

codingjoe--django-
select2 

Django-Select2 is a Django integration for Select2. Prior to version 8.4.1, instances 
of HeavySelect2Mixin subclasses like the ModelSelect2MultipleWidget and 
ModelSelect2Widget can leak secret access tokens across requests. This can allow 
users to access restricted query sets and restricted data. This issue has been 
patched in version 8.4.1. 

2025-05-27 8.2 CVE-2025-48383 

https://www.cve.org/CVERecord?id=CVE-2025-47541
https://www.cve.org/CVERecord?id=CVE-2025-47530
https://www.cve.org/CVERecord?id=CVE-2025-47438
https://www.cve.org/CVERecord?id=CVE-2025-48273
https://www.cve.org/CVERecord?id=CVE-2025-47535
https://www.cve.org/CVERecord?id=CVE-2025-4524
https://www.cve.org/CVERecord?id=CVE-2024-6914
https://www.cve.org/CVERecord?id=CVE-2025-46458
https://www.cve.org/CVERecord?id=CVE-2025-47453
https://www.cve.org/CVERecord?id=CVE-2025-46463
https://www.cve.org/CVERecord?id=CVE-2025-47568
https://www.cve.org/CVERecord?id=CVE-2025-5205
https://www.cve.org/CVERecord?id=CVE-2025-47933
https://www.cve.org/CVERecord?id=CVE-2025-4134
https://www.cve.org/CVERecord?id=CVE-2025-30087
https://www.cve.org/CVERecord?id=CVE-2025-31500
https://www.cve.org/CVERecord?id=CVE-2025-31501
https://www.cve.org/CVERecord?id=CVE-2025-48383
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Consilium Safety--
CS5000 Fire Panel 

The CS5000 Fire Panel is vulnerable due to a default account that exists on the 
panel. Even though it is possible to change this by SSHing into the device, it has 
remained unchanged on every installed system observed. This account is not root 
but holds high-level permissions that could severely impact the device's operation 
if exploited. 

2025-05-29 9.8 CVE-2025-41438 

Consilium Safety--
CS5000 Fire Panel 

The CS5000 Fire Panel is vulnerable due to a hard-coded password that runs on a 
VNC server and is visible as a string in the binary responsible for running VNC. This 
password cannot be altered, allowing anyone with knowledge of it to gain remote 
access to the panel. Such access could enable an attacker to operate the panel 
remotely, potentially putting the fire panel into a non-functional state and causing 
serious safety issues. 

2025-05-29 9.8 CVE-2025-46352 

contrid--
Newsletters 

The Newsletters plugin for WordPress is vulnerable to Local File Inclusion in all 
versions up to, and including, 4.9.9.9 via the 'file' parameter. This makes it possible 
for authenticated attackers, with Administrator-level access and above, to include 
and execute arbitrary files on the server, allowing the execution of any PHP code in 
those files. This can be used to bypass access controls, obtain sensitive data, or 
achieve code execution in cases where images and other "safe" file types can be 
uploaded and included. 

2025-05-31 7.2 CVE-2025-4857 

D-Link--DCS-5020L 

A vulnerability classified as critical has been found in D-Link DCS-5020L 1.01_B2. 
This affects the function websReadEvent of the file /rame/ptdc.cgi. The 
manipulation of the argument Authorization leads to stack-based buffer overflow. 
It is possible to initiate the attack remotely. The exploit has been disclosed to the 
public and may be used. This vulnerability only affects products that are no longer 
supported by the maintainer. 

2025-05-27 8.8 CVE-2025-5215 

Dassault Systmes--
City Referential 
Manager 

A stored Cross-site Scripting (XSS) vulnerability affecting City Referential in City 
Referential Manager on Release 3DEXPERIENCE R2025x allows an attacker to 
execute arbitrary script code in user's browser session. 

2025-05-30 8.7 CVE-2025-4983 

Dassault Systmes--
City Referential 
Manager 

A stored Cross-site Scripting (XSS) vulnerability affecting City Discover in City 
Referential Manager on Release 3DEXPERIENCE R2025x allows an attacker to 
execute arbitrary script code in user's browser session. 

2025-05-30 8.7 CVE-2025-4984 

Dassault Systmes--
Collaborative 
Industry Innovator 

A stored Cross-site Scripting (XSS) vulnerability affecting Compare in Collaborative 
Industry Innovator from Release 3DEXPERIENCE R2023x through Release 
3DEXPERIENCE R2025x allows an attacker to execute arbitrary script code in user's 
browser session. 

2025-05-30 8.7 CVE-2025-0602 

Dassault Systmes--
Collaborative 
Industry Innovator 

A stored Cross-site Scripting (XSS) vulnerability affecting 3D Markup in 
Collaborative Industry Innovator from Release 3DEXPERIENCE R2022x through 
Release 3DEXPERIENCE R2025x allows an attacker to execute arbitrary script code 
in user's browser session. 

2025-05-30 8.7 CVE-2025-4991 

Dassault Systmes--
Multidisciplinary 
Optimization 
Engineer 

A stored Cross-site Scripting (XSS) vulnerability affecting Results Analytics in 
Multidisciplinary Optimization Engineer from Release 3DEXPERIENCE R2022x 
through Release 3DEXPERIENCE R2024x allows an attacker to execute arbitrary 
script code in user's browser session. 

2025-05-30 8.7 CVE-2025-4988 

Dassault Systmes--
Product Manager 

A stored Cross-site Scripting (XSS) vulnerability affecting Model Definition in 
Product Manager from Release 3DEXPERIENCE R2022x through Release 
3DEXPERIENCE R2025x allows an attacker to execute arbitrary script code in user's 
browser session. 

2025-05-30 8.7 CVE-2025-4986 

Dassault Systmes--
Product Manager 

A stored Cross-site Scripting (XSS) vulnerability affecting Requirements in Product 
Manager from Release 3DEXPERIENCE R2022x through Release 3DEXPERIENCE 
R2025x allows an attacker to execute arbitrary script code in user's browser 
session. 

2025-05-30 8.7 CVE-2025-4989 

Dassault Systmes--
Product Manager 

A stored Cross-site Scripting (XSS) vulnerability affecting Change Governance in 
Product Manager from Release 3DEXPERIENCE R2022x through Release 
3DEXPERIENCE R2025x allows an attacker to execute arbitrary script code in user's 
browser session. 

2025-05-30 8.7 CVE-2025-4990 

Dassault Systmes--
Project Portfolio 
Manager 

A stored Cross-site Scripting (XSS) vulnerability affecting Risk Management in 
Project Portfolio Manager from Release 3DEXPERIENCE R2022x through Release 
3DEXPERIENCE R2025x allows an attacker to execute arbitrary script code in user's 
browser session. 

2025-05-30 8.7 CVE-2025-4985 

Dassault Systmes--
Service Process 
Engineer 

A stored Cross-site Scripting (XSS) vulnerability affecting Service Items 
Management in Service Process Engineer from Release 3DEXPERIENCE R2024x 
through Release 3DEXPERIENCE R2025x allows an attacker to execute arbitrary 
script code in user's browser session. 

2025-05-30 8.7 CVE-2025-4992 

empoweringprowe
bsite--PSW Front-

The PSW Front-end Login & Registration plugin for WordPress is vulnerable to 
Privilege Escalation in all versions up to, and including, 1.12 via the 
customer_registration() function. This is due to the use of a weak, low-entropy OTP 

2025-05-31 9.8 CVE-2025-4607 

https://www.cve.org/CVERecord?id=CVE-2025-41438
https://www.cve.org/CVERecord?id=CVE-2025-46352
https://www.cve.org/CVERecord?id=CVE-2025-4857
https://www.cve.org/CVERecord?id=CVE-2025-5215
https://www.cve.org/CVERecord?id=CVE-2025-4983
https://www.cve.org/CVERecord?id=CVE-2025-4984
https://www.cve.org/CVERecord?id=CVE-2025-0602
https://www.cve.org/CVERecord?id=CVE-2025-4991
https://www.cve.org/CVERecord?id=CVE-2025-4988
https://www.cve.org/CVERecord?id=CVE-2025-4986
https://www.cve.org/CVERecord?id=CVE-2025-4989
https://www.cve.org/CVERecord?id=CVE-2025-4990
https://www.cve.org/CVERecord?id=CVE-2025-4985
https://www.cve.org/CVERecord?id=CVE-2025-4992
https://www.cve.org/CVERecord?id=CVE-2025-4607
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end Login & 
Registration 

mechanism in the forget() function. This makes it possible for unauthenticated 
attackers to initiate a password reset for any user, including administrators, and 
elevate their privileges for full site takeover. 

Esri--Portal for 
ArcGIS 

Esri Portal for ArcGIS 11.4 and prior allows a remote, unauthenticated attacker to 
bypass the Portal's SSRF protections. 

2025-05-29 9.1 CVE-2025-4967 

fabiolb--fabio 

Fabio is an HTTP(S) and TCP router for deploying applications managed by consul. 
Prior to version 1.6.6, Fabio allows clients to remove X-Forwarded headers (except 
X-Forwarded-For) due to a vulnerability in how it processes hop-by-hop headers. 
Fabio adds HTTP headers like X-Forwarded-Host and X-Forwarded-Port when 
routing requests to backend applications. Since the receiving application should 
trust these headers, allowing HTTP clients to remove or modify them creates 
potential security vulnerabilities. Some of these custom headers can be removed 
and, in certain cases, manipulated. The attack relies on the behavior that headers 
can be defined as hop-by-hop via the HTTP Connection header. This issue has been 
patched in version 1.6.6. 

2025-05-30 9.1 CVE-2025-48865 

Fortinet--
FortiClientMac 

An Incorrect Authorization vulnerability [CWE-863] in FortiClient Mac 7.4.0 through 
7.4.2, 7.2.0 through 7.2.8, 7.0.0 through 7.0.14 may allow a local attacker to 
escalate privileges via crafted XPC messages. 

2025-05-28 7.4 CVE-2025-25251 

Fortinet--
FortiProxy 

A missing authentication for critical function in Fortinet FortiProxy versions 7.6.0 
through 7.6.1, FortiSwitchManager version 7.2.5, and FortiOS versions 7.4.4 
through 7.4.6 and version 7.6.0 may allow an attacker with knowledge of an 
existing admin account to access the device as a valid admin via an authentication 
bypass. 

2025-05-28 9 CVE-2025-22252 

FreeFloat--FTP 
Server 

A vulnerability, which was classified as critical, has been found in FreeFloat FTP 
Server 1.0.0. This issue affects some unknown processing of the component RMDIR 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-05-27 7.3 CVE-2025-5217 

FreeFloat--FTP 
Server 

A vulnerability, which was classified as critical, was found in FreeFloat FTP Server 
1.0.0. Affected is an unknown function of the component LITERAL Command 
Handler. The manipulation leads to buffer overflow. It is possible to launch the 
attack remotely. The exploit has been disclosed to the public and may be used. 

2025-05-27 7.3 CVE-2025-5218 

FreeFloat--FTP 
Server 

A vulnerability has been found in FreeFloat FTP Server 1.0.0 and classified as 
critical. Affected by this vulnerability is an unknown functionality of the component 
ASCII Command Handler. The manipulation leads to buffer overflow. The attack 
can be launched remotely. The exploit has been disclosed to the public and may be 
used. 

2025-05-27 7.3 CVE-2025-5219 

FreeFloat--FTP 
Server 

A vulnerability was found in FreeFloat FTP Server 1.0.0 and classified as critical. 
Affected by this issue is some unknown functionality of the component GET 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-27 7.3 CVE-2025-5220 

FreeFloat--FTP 
Server 

A vulnerability was found in FreeFloat FTP Server 1.0.0. It has been classified as 
critical. This affects an unknown part of the component QUOTE Command Handler. 
The manipulation leads to buffer overflow. It is possible to initiate the attack 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-27 7.3 CVE-2025-5221 

GitLab--GitLab 

An issue has been discovered in GitLab EE that allows for cross-site-scripting attack 
and content security policy bypass in a user's browser under specific conditions, 
affecting all versions from 16.6 before 17.9.7, 17.10 before 17.10.5, and 17.11 
before 17.11.1. 

2025-05-30 8.7 CVE-2025-1763 

Hitachi Energy--
Asset Suite 

A vulnerability exists in the SOAP Web services of the Asset Suite versions listed 
below. If successfully exploited, an attacker could gain unauthorized access to the 
product and the time window of a possible password attack could be expanded. 

2025-05-30 7.4 CVE-2025-2500 

IBM--Tivoli 
Monitoring 

IBM Tivoli Monitoring 6.3.0.7 through 6.3.0.7 Service Pack 19 could allow a remote 
attacker to execute arbitrary code due to improper validation of an index value of a 
dynamically allocated array. 

2025-05-28 9.8 CVE-2025-3357 

Instantel--
Micromate 

Instantel Micromate lacks authentication on a configuration port which could allow 
an attacker to execute commands if connected. 

2025-05-29 9.8 CVE-2025-1907 

ISC--Kea 

Kea configuration and API directives can be used to load a malicious hook library. 
Many common configurations run Kea as root, leave the API entry points 
unsecured by default, and/or place the control sockets in insecure paths. This issue 
affects Kea versions 2.4.0 through 2.4.1, 2.6.0 through 2.6.2, and 2.7.0 through 
2.7.8. 

2025-05-28 7.8 CVE-2025-32801 

JCT--Airpointer 
Due to excessive privileges granted to the web user running the airpointer web 
platform, a malicious actor that gains control of the this user would be able to 
privilege escalate to the root user 

2025-05-30 7.8 CVE-2025-4636 

https://www.cve.org/CVERecord?id=CVE-2025-4967
https://www.cve.org/CVERecord?id=CVE-2025-48865
https://www.cve.org/CVERecord?id=CVE-2025-25251
https://www.cve.org/CVERecord?id=CVE-2025-22252
https://www.cve.org/CVERecord?id=CVE-2025-5217
https://www.cve.org/CVERecord?id=CVE-2025-5218
https://www.cve.org/CVERecord?id=CVE-2025-5219
https://www.cve.org/CVERecord?id=CVE-2025-5220
https://www.cve.org/CVERecord?id=CVE-2025-5221
https://www.cve.org/CVERecord?id=CVE-2025-1763
https://www.cve.org/CVERecord?id=CVE-2025-2500
https://www.cve.org/CVERecord?id=CVE-2025-3357
https://www.cve.org/CVERecord?id=CVE-2025-1907
https://www.cve.org/CVERecord?id=CVE-2025-32801
https://www.cve.org/CVERecord?id=CVE-2025-4636
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jokob-sk--
NetAlertX 

NetAlertX is a network, presence scanner and alert framework. Prior to version 
25.4.14, it is possible to bypass the authentication mechanism of NetAlertX to 
update settings without authentication. An attacker can trigger sensitive functions 
within util.php by sending crafted requests to /index.php. This issue has been 
patched in version 25.4.14. 

2025-05-27 10 CVE-2025-32440 

Kashipara--
Responsive Online 
Learing Platform 

A vulnerability was found in Kashipara Responsive Online Learing Platform 1.0. It 
has been rated as critical. Affected by this issue is some unknown functionality of 
the file /courses/course_detail_user_new.php. The manipulation of the argument 
ID leads to sql injection. The attack may be launched remotely. The exploit has 
been disclosed to the public and may be used. The name of the affected product 
appears to have a typo in it. 

2025-05-26 7.3 CVE-2025-5214 

Lenovo--PC 
Manager 

An untrusted search path vulnerability was reported in Lenovo PC Manager that 
could allow a local attacker to elevate privileges. 

2025-05-30 7.8 CVE-2025-2501 

Lenovo--PC 
Manager 

An improper default permissions vulnerability was reported in Lenovo PC Manager 
that could allow a local attacker to elevate privileges. 

2025-05-30 7.8 CVE-2025-2502 

Lenovo--PC 
Manager 

An improper permission handling vulnerability was reported in Lenovo PC Manager 
that could allow a local attacker to perform arbitrary file deletions as an elevated 
user. 

2025-05-30 7.1 CVE-2025-2503 

Lovable--Lovable 
An insufficient database Row-Level Security policy in Lovable through 2025-04-15 
allows remote unauthenticated attackers to read or write to arbitrary database 
tables of generated sites. 

2025-05-30 9.3 CVE-2025-48757 

luminfire--WP-
GeoMeta 

The WP-GeoMeta plugin for WordPress is vulnerable to Privilege Escalation due to 
a missing capability check on the wp_ajax_wpgm_start_geojson_import() function 
in versions 0.3.4 to 0.3.5. This makes it possible for authenticated attackers, with 
Subscriber-level access and above, to elevate their privileges to that of an 
administrator. 

2025-05-31 8.8 CVE-2025-4103 

Mitsubishi Electric 
Corporation--
MELSEC iQ-F Series 
FX5U-32MT/ES 

Improper Validation of Specified Index, Position, or Offset in Input vulnerability in 
Mitsubishi Electric Corporation MELSEC iQ-F Series CPU modules allows a remote 
unauthenticated attacker to read information in the product, to cause a Denial-of-
Service (DoS) condition in MELSOFT connection, or to stop the operation of the 
CPU module (causing a DoS condtion on the CPU module), by sending specially 
crafted packets. The product is needed to reset for recovery. 

2025-05-29 9.1 CVE-2025-3755 

n/a--Econtrata 

A vulnerability, which was classified as critical, was found in Econtrata up to 
20250516. Affected is an unknown function of the file /valida. The manipulation of 
the argument usuario leads to sql injection. It is possible to launch the attack 
remotely. The exploit has been disclosed to the public and may be used. The 
vendor was contacted early about this disclosure but did not respond in any way. 

2025-05-26 7.3 CVE-2025-5172 

N/A--N/A 

Screen 5.0.0 when it runs with setuid-root privileges does not drop privileges while 
operating on a user supplied path. This allows unprivileged users to create files in 
arbitrary locations with `root` ownership, the invoking user's (real) group 
ownership and file mode 0644. All data written to the Screen PTY will be logged 
into this file, allowing to escalate to root privileges 

2025-05-26 7.8 CVE-2025-23395 

offsprout--
Offsprout Page 
Builder 

The Offsprout Page Builder plugin for WordPress is vulnerable to Privilege 
Escalation due to improper authorization placed on the permission_callback() 
function in versions 2.2.1 to 2.15.2. This makes it possible for authenticated 
attackers, with Contributor-level access and above, to read, create, update or 
delete any user meta, including flipping their own wp_capabilities to administrator 
and fully escalate their privileges. 

2025-05-31 8.8 CVE-2025-4672 

Pepperl+Fuchs--
Profinet Gateway 
FB8122A.1.EL 

An unauthenticated remote attacker can access information about running 
processes via the SNMP protocol. The amount of returned data can trigger a 
reboot by the watchdog. 

2025-05-26 8.2 CVE-2025-41654 

Pepperl+Fuchs--
Profinet Gateway 
FB8122A.1.EL 

An unauthenticated remote attacker can access a URL which causes the device to 
reboot. 

2025-05-26 7.5 CVE-2025-41655 

PHPGurukul--
Employee Record 
Management 
System 

A vulnerability has been found in PHPGurukul Employee Record Management 
System 1.3 and classified as critical. This vulnerability affects unknown code of the 
file /loginerms.php. The manipulation of the argument Email leads to sql injection. 
The attack can be initiated remotely. The exploit has been disclosed to the public 
and may be used. 

2025-05-26 7.3 CVE-2025-5210 

PHPGurukul--
Employee Record 
Management 
System 

A vulnerability was found in PHPGurukul Employee Record Management System 
1.3 and classified as critical. This issue affects some unknown processing of the file 
/myprofile.php. The manipulation of the argument EmpCode leads to sql injection. 
The attack may be initiated remotely. The exploit has been disclosed to the public 
and may be used. 

2025-05-26 7.3 CVE-2025-5211 
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PHPGurukul--
Employee Record 
Management 
System 

A vulnerability was found in PHPGurukul Employee Record Management System 
1.3. It has been classified as critical. Affected is an unknown function of the file 
/admin/editempexp.php. The manipulation of the argument emp1name leads to 
sql injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-26 7.3 CVE-2025-5212 

PHPGurukul--
Student Record 
System 

A vulnerability classified as critical was found in PHPGurukul Student Record 
System 3.20. This vulnerability affects unknown code of the file /login.php. The 
manipulation of the argument ID leads to sql injection. The attack can be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-27 7.3 CVE-2025-5216 

projectworlds--
Responsive E-
Learning System 

A vulnerability was found in projectworlds Responsive E-Learning System 1.0. It has 
been declared as critical. Affected by this vulnerability is an unknown functionality 
of the file /admin/delete_file.php. The manipulation of the argument ID leads to 
sql injection. The attack can be launched remotely. The exploit has been disclosed 
to the public and may be used. 

2025-05-26 7.3 CVE-2025-5213 

Realce Tecnologia-
-Queue Ticket 
Kiosk 

A vulnerability was found in Realce Tecnologia Queue Ticket Kiosk up to 20250517. 
It has been declared as critical. This vulnerability affects unknown code of the file 
/adm/index.php of the component Admin Login Page. The manipulation of the 
argument UsuÃ¡rio leads to sql injection. The attack can be initiated remotely. The 
vendor was contacted early about this disclosure but did not respond in any way. 

2025-05-26 7.3 CVE-2025-5176 

Red Hat--Red Hat 
Enterprise Linux 6 

A flaw was found in GIMP. The GIMP ani_load_image() function is vulnerable to a 
stack-based overflow. If a user opens.ANI files, GIMP may be used to store more 
information than the capacity allows. This flaw allows a malicious ANI file to trigger 
arbitrary code execution. 

2025-05-27 7.3 CVE-2025-48796 

Red Hat--Red Hat 
Enterprise Linux 6 

A flaw was found in GIMP when processing certain TGA image files. If a user opens 
one of these image files that has been specially crafted by an attacker, GIMP can 
be tricked into making serious memory errors, potentially leading to crashes and 
causing a heap buffer overflow. 

2025-05-27 7.3 CVE-2025-48797 

Red Hat--Red Hat 
Enterprise Linux 6 

A flaw was found in GIMP when processing XCF image files. If a user opens one of 
these image files that has been specially crafted by an attacker, GIMP can be 
tricked into making serious memory errors, potentially leading to crashes and 
causing use-after-free issues. 

2025-05-27 7.3 CVE-2025-48798 

RedHat--Red Hat 
Enterprise Linux 10 

A stack buffer overflow was found in Internationl components for unicode (ICU ). 
While running the genrb binary, the 'subtag' struct overflowed at the 
SRBRoot::addTag function. This issue may lead to memory corruption and local 
arbitrary code execution. 

2025-05-27 7 CVE-2025-5222 

sorich87--Browse 
As 

The Browse As plugin for WordPress is vulnerable to authentication bypass in 
versions up to, and including, 0.2. This is due to incorrect authentication checking 
in the 'IS_BA_Browse_As::notice' function with the 
'is_ba_original_user_COOKIEHASH' cookie value. This makes it possible for 
authenticated attackers, with subscriber-level permissions and above, to log in as 
any existing user on the site, such as an administrator, if they have access to the 
user id. 

2025-05-30 8.8 CVE-2025-5190 

SourceCodester--
Online Hospital 
Management 
System 

A vulnerability, which was classified as critical, was found in SourceCodester Online 
Hospital Management System 1.0. This affects an unknown part of the file 
/admin/check_availability.php. The manipulation of the argument emailid leads to 
sql injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-26 7.3 CVE-2025-5208 

StylemixThemes--
MasterStudy LMS 
Pro 

The MasterStudy LMS Pro plugin for WordPress is vulnerable to arbitrary file 
uploads due to a missing file type validation in the 
stm_lms_add_assignment_attachment function in all versions up to, and including, 
4.7.0. This makes it possible for authenticated attackers, with Subscriber-level 
access and above, to upload arbitrary files on the affected site's server, which may 
make remote code execution possible. 

2025-05-28 8.8 CVE-2025-4800 

themeglow--
Property Real 
Estate Directory 
Listing 

The Property plugin for WordPress is vulnerable to Privilege Escalation due to a 
missing capability check on the use of the property_package_user_role metadata 
in versions 1.0.5 to 1.0.6. This makes it possible for authenticated attackers, with 
Authorâ€•level access and above, to elevate their privileges to that of an 
administrator by creating a package post whose property_package_user_role is set 
to administrator and then submitting the PayPal registration form. 

2025-05-27 8.8 CVE-2025-5117 

ThimPress--Course 
Builder 

Deserialization of Untrusted Data vulnerability in ThimPress Course Builder allows 
Object Injection.This issue affects Course Builder: from n/a before 3.6.6. 

2025-05-29 9.8 CVE-2025-48336 

unitybusinesstechn
ology--The E-
Commerce ERP: 
Purchasing, 

The Profitori plugin for WordPress is vulnerable to Privilege Escalation due to a 
missing capability check on the stocktend_object endpoint in versions 2.0.6.0 to 
2.1.1.3. This makes it possible to trigger the save_object_as_user() function for 
objects whose '_datatype' is set to 'users',. This allows unauthenticated attackers 

2025-05-31 9.8 CVE-2025-4631 
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Inventory, 
Fulfillment, 
Manufacturing, 
BOM, Accounting, 
Sales Analysis 

to write arbitrary strings straight into the user's wp_capabilities meta field, 
potentially elevating the privileges of an existing user account or a newly created 
one to that of an administrator. 

valtimo-platform--
valtimo-backend-
libraries 

Valtimo is a platform for Business Process Automation. In versions starting from 
11.0.0.RELEASE to 11.3.3.RELEASE and 12.0.0.RELEASE to 12.12.0.RELEASE, all 
objects for which an object-management configuration exists can be listed, viewed, 
edited, created or deleted by unauthorised users. If object-urls are exposed via 
other channels, the contents of these objects can be viewed independent of 
object-management configurations. At time of publication, no known patches exist. 
A workaround for this issue involves overriding the endpoint security as defined in 
ObjectenApiHttpSecurityConfigurer and 
ObjectManagementHttpSecurityConfigurer. Depending on the implementation, 
this could result in loss of functionality. 

2025-05-30 8.3 CVE-2025-48881 

Vanquish--
WooCommerce 
Orders & 
Customers 
Exporter 

Insertion of Sensitive Information Into Sent Data vulnerability in Vanquish 
WooCommerce Orders & Customers Exporter allows Retrieve Embedded Sensitive 
Data.This issue affects WooCommerce Orders & Customers Exporter: from n/a 
through 5.0. 

2025-05-30 7.5 CVE-2025-48331 

vBulletin--vBulletin 

vBulletin 5.0.0 through 5.7.5 and 6.0.0 through 6.0.3 allows unauthenticated users 
to invoke protected API controllers' methods when running on PHP 8.1 or later, as 
demonstrated by the /api.php?method=protectedMethod pattern, as exploited in 
the wild in May 2025. 

2025-05-27 10 CVE-2025-48827 

vBulletin--vBulletin 

Certain vBulletin versions might allow attackers to execute arbitrary PHP code by 
abusing Template Conditionals in the template engine. By crafting template code in 
an alternative PHP function invocation syntax, such as the "var_dump"("test") 
syntax, attackers can bypass security checks and execute arbitrary PHP code, as 
exploited in the wild in May 2025. 

2025-05-27 9 CVE-2025-48828 

VMware--Spring 
cloud Gateway 

Spring Cloud Gateway Server forwards the X-Forwarded-For and 
Forwarded headers from untrusted proxies. 

2025-05-30 8.6 CVE-2025-41235 

Weidmueller--IE-
SW-VL05M-5TX 

Due to missing authentication on a critical function of the devices an 
unauthenticated remote attacker can execute arbitrary commands, potentially 
enabling unauthorized upload or download of configuration files and leading to full 
system compromise. 

2025-05-27 9.8 CVE-2025-41651 

Weidmueller--IE-
SW-VL05M-5TX 

The devices are vulnerable to an authentication bypass due to flaws in the 
authorization mechanism. An unauthenticated remote attacker could exploit this 
weakness by performing brute-force attacks to guess valid credentials or by using 
MD5 collision techniques to forge authentication hashes, potentially compromising 
the device. 

2025-05-27 9.8 CVE-2025-41652 

Weidmueller--IE-
SW-VL05M-5TX 

An unauthenticated remote attacker can exploit insufficient input validation to 
write data beyond the bounds of a buffer, potentially leading to a denial-of-service 
condition for the devices. 

2025-05-27 7.5 CVE-2025-41649 

Weidmueller--IE-
SW-VL05M-5TX 

An unauthenticated remote attacker can exploit input validation in cmd services of 
the devices, allowing them to disrupt system operations and potentially cause a 
denial-of-service. 

2025-05-27 7.5 CVE-2025-41650 

Weidmueller--IE-
SW-VL05M-5TX 

An unauthenticated remote attacker can exploit a denial-of-service vulnerability in 
the device's web server functionality by sending a specially crafted HTTP request 
with a malicious header, potentially causing the server to crash or become 
unresponsive. 

2025-05-27 7.5 CVE-2025-41653 

Wondershare--
Filmora 

A vulnerability, which was classified as critical, has been found in Wondershare 
Filmora 14.5.16. Affected by this issue is some unknown functionality in the library 
CRYPTBASE.dll of the file NFWCHK.exe of the component Installer. The 
manipulation leads to uncontrolled search path. Attacking locally is a requirement. 
The complexity of an attack is rather high. The exploitation is known to be difficult. 
The exploit has been disclosed to the public and may be used. The vendor was 
contacted early about this disclosure but did not respond in any way. 

2025-05-26 7 CVE-2025-5180 

zitadel--zitadel 

Zitadel is open-source identity infrastructure software. Prior to versions 2.70.12, 
2.71.10, and 3.2.2, a potential vulnerability exists in the password reset 
mechanism. ZITADEL utilizes the Forwarded or X-Forwarded-Host header from 
incoming requests to construct the URL for the password reset confirmation link. 
This link, containing a secret code, is then emailed to the user. If an attacker can 
manipulate these headers (e.g., via host header injection), they could cause 
ZITADEL to generate a password reset link pointing to a malicious domain 
controlled by the attacker. If the user clicks this manipulated link in the email, the 

2025-05-30 8.1 CVE-2025-48936 
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secret reset code embedded in the URL can be captured by the attacker. This 
captured code could then be used to reset the user's password and gain 
unauthorized access to their account. This specific attack vector is mitigated for 
accounts that have Multi-Factor Authentication (MFA) or Passwordless 
authentication enabled. This issue has been patched in versions 2.70.12, 2.71.10, 
and 3.2.2. 

ZKTeco--BioTime 

ZKTeco BioTime allows unauthenticated attackers to enumerate usernames and 
log in as any user with a password unchanged from the default value '123456'. 
Users should change their passwords (located under the Attendance Settings tab as 
"Self-Password"). 

2025-05-27 7.3 CVE-2024-13966 

 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

1Panel-dev--

MaxKB 

A vulnerability was found in 1Panel-dev MaxKB up to 1.10.7. It has been declared 

as critical. Affected by this vulnerability is an unknown functionality of the 

component Knowledge Base Module. The manipulation leads to csv injection. The 

attack can be launched remotely. The exploit has been disclosed to the public and 

may be used. Upgrading to version 1.10.8 is able to address this issue. It is 

recommended to upgrade the affected component. The vendor was contacted 

early about this disclosure. 

2025-05-11 4.7 CVE-2025-4546 

ajay--WZ Followed 

Posts Display what 

visitors are reading 

The WZ Followed Posts - Display what visitors are reading plugin for WordPress is 

vulnerable to Stored Cross-Site Scripting via the plugin's 'wfp' shortcode in all 

versions up to, and including, 3.1.0 due to insufficient input sanitization and output 

escaping on user supplied attributes. This makes it possible for authenticated 

attackers, with contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-05-07 6.4 CVE-2025-4171 

AlphaEfficiencyTea

m--Custom Login 

and Registration 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in AlphaEfficiencyTeam Custom Login and Registration 

allows Stored XSS.This issue affects Custom Login and Registration: from n/a 

through 1.0.0. 

2025-05-05 6.5 CVE-2025-39363 

andreyk--Remote 

Images Grabber 

The Remote Images Grabber plugin for WordPress is vulnerable to Reflected Cross-

Site Scripting in all versions up to, and including, 0.6 due to insufficient input 

sanitization and output escaping. This makes it possible for unauthenticated 

attackers to inject arbitrary web scripts in pages that execute if they can 

successfully trick a user into performing an action such as clicking on a link. 

2025-05-09 6.1 CVE-2025-4434 

Arista Networks--

EOS 

On affected platforms running Arista EOS with a gNMI transport enabled, running 

the gNOI File TransferToRemote RPC with credentials for a remote server may 

cause these remote-server credentials to be logged or accounted on the local EOS 

device or possibly on other remote accounting servers (i.e. TACACS, RADIUS, etc). 

2025-05-07 6.5 CVE-2025-0936 

Catalyst--User Key 

Authentication 

Plugin 

A vulnerability classified as problematic was found in Catalyst User Key 

Authentication Plugin 20220819 on Moodle. Affected by this vulnerability is an 

unknown functionality of the file /auth/userkey/logout.php of the component 

Logout. The manipulation of the argument return leads to open redirect. The 

attack can be launched remotely. The exploit has been disclosed to the public and 

may be used. The vendor was contacted early about this disclosure but did not 

respond in any way. 

2025-05-10 4.3 CVE-2025-4513 

CC--CC BMI 

Calculator 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in CC CC BMI Calculator allows Stored XSS. This issue affects 

CC BMI Calculator: from n/a through 2.1.0. 

2025-05-07 6.5 CVE-2025-47442 

Changjietong--

UFIDA CRM 

A vulnerability was found in Changjietong UFIDA CRM 1.0. It has been declared as 

critical. This vulnerability affects unknown code of the file /optnty/optntyday.php. 

The manipulation of the argument gblOrgID leads to sql injection. The attack can 

be initiated remotely. The exploit has been disclosed to the public and may be 

2025-05-10 6.3 CVE-2025-4510 
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used. The vendor was contacted early about this disclosure but did not respond in 

any way. 

Chris Reynolds--

Progress Bar 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Chris Reynolds Progress Bar allows Stored XSS. This issue 

affects Progress Bar: from n/a through 2.2.3. 

2025-05-07 6.5 CVE-2025-47441 

Cisco--Cisco 

Catalyst SD-WAN 

Manager 

A vulnerability in the application data endpoints of Cisco Catalyst SD-WAN 

Manager, formerly Cisco SD-WAN vManage, could allow an authenticated, remote 

attacker to write arbitrary files to an affected system. This vulnerability is due to 

improper validation of requests to APIs. An attacker could exploit this vulnerability 

by sending malicious requests to an API within the affected system. A successful 

exploit could allow the attacker to conduct directory traversal attacks and write 

files to an arbitrary location on the affected system. 

2025-05-07 6.5 CVE-2025-20187 

Cisco--Cisco 

Catalyst SD-WAN 

Manager 

A vulnerability in the web-based management interface of Cisco Catalyst SD-WAN 

Manager, formerly Cisco SD-WAN vManage, could allow an authenticated, remote 

attacker to conduct a stored cross-site scripting attack (XSS) on an affected 

system.&nbsp; This vulnerability is due to improper sanitization of user input to the 

web-based management interface. An attacker could exploit this vulnerability by 

submitting a malicious script through the interface. A successful exploit could allow 

the attacker to conduct a stored XSS attack on the affected system. 

2025-05-07 5.4 CVE-2025-20147 

Cisco--Cisco 

Catalyst SD-WAN 

Manager 

A vulnerability in certificate validation processing of Cisco Catalyst SD-WAN 

Manager, formerly Cisco SD-WAN vManage, could allow an unauthenticated, 

remote attacker to gain access to sensitive information. This vulnerability is due to 

improper validation of certificates that are used by the Smart Licensing feature. An 

attacker with a privileged network position could exploit this vulnerability by 

intercepting traffic that is sent over the Internet. A successful exploit could allow 

the attacker to gain access to sensitive information, including credentials used by 

the device to connect to Cisco cloud services. 

2025-05-07 5.9 CVE-2025-20157 

Cisco--Cisco 

Catalyst SD-WAN 

Manager 

A vulnerability in the CLI of Cisco Catalyst SD-WAN Manager, formerly Cisco SD-

WAN vManage, could allow an authenticated, local attacker to overwrite arbitrary 

files on the local file system of an affected device. To exploit this vulnerability, the 

attacker must have valid read-only credentials with CLI access on the affected 

system. This vulnerability is due to improper access controls on files that are on the 

local file system. An attacker could exploit this vulnerability by running a series of 

crafted commands on the local file system of an affected device. A successful 

exploit could allow the attacker to overwrite arbitrary files on the affected device 

and gain privileges of the root user. To exploit this vulnerability, an attacker would 

need to have CLI access as a low-privilege user. 

2025-05-07 5.5 CVE-2025-20213 

Cisco--Cisco 

Catalyst SD-WAN 

Manager 

A vulnerability in the web interface of Cisco Catalyst SD-WAN Manager, formerly 

Cisco SD-WAN vManage, could allow an unauthenticated, remote attacker to inject 

HTML into the browser of an authenticated user. This vulnerability is due to 

improper sanitization of input to the web interface. An attacker could exploit this 

vulnerability by convincing an authenticated user to click a malicious link. A 

successful exploit could allow the attacker to inject HTML into the browser of an 

authenticated Cisco Catalyst SD-WAN Manager user. 

2025-05-07 4.7 CVE-2025-20216 

Cisco--Cisco Digital 

Network 

Architecture 

Center (DNA 

Center) 

A vulnerability in Cisco Catalyst Center, formerly Cisco DNA Center, could allow an 

authenticated, remote attacker to read and modify data in a repository that 

belongs to an internal service of an affected device. This vulnerability is due to 

insufficient enforcement of access control on HTTP requests. An attacker could 

exploit this vulnerability by submitting a crafted HTTP request to an affected 

device. A successful exploit could allow the attacker to read and modify data that is 

handled by an internal service on the affected device. 

2025-05-07 4.7 CVE-2025-20223 

Cisco--Cisco IOS XE 

Catalyst SD-WAN 

A vulnerability in the implementation of the Simple Network Management Protocol 

Version 3 (SNMPv3) feature of Cisco IOS Software and Cisco IOS XE Software could 

allow an authenticated, remote attacker to poll an affected device using SNMP, 

even if the device is configured to deny SNMP traffic from an unauthorized source 

2025-05-07 4.3 CVE-2025-20151 
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or the SNMPv3 username is removed from the configuration. This vulnerability 

exists because of the way that the SNMPv3 configuration is stored in the Cisco IOS 

Software and Cisco IOS XE Software startup configuration. An attacker could 

exploit this vulnerability by polling an affected device from a source address that 

should have been denied. A successful exploit could allow the attacker to perform 

SNMP operations from a source that should be denied. Note: The attacker has no 

control of the SNMPv3 configuration. To exploit this vulnerability, the attacker 

must have valid SNMPv3 user credentials. For more information, see the section of 

this advisory. 

Cisco--Cisco IOS XE 

Software 

A vulnerability in the bootstrap loading of Cisco IOS XE Software could allow an 

authenticated, local attacker to write arbitrary files to an affected system. This 

vulnerability is due to insufficient input validation of the bootstrap file that is read 

by the system software when a device is first deployed in SD-WAN mode or when 

an administrator configures SD-Routing on the device. An attacker could exploit 

this vulnerability by modifying a bootstrap file generated by Cisco Catalyst SD-WAN 

Manager, loading it into the device flash, and then either reloading the device in a 

green field deployment in SD-WAN mode or configuring the device with SD-

Routing. A successful exploit could allow the attacker to perform arbitrary file 

writes to the underlying operating system. 

2025-05-07 6 CVE-2025-20155 

Cisco--Cisco IOS XE 

Software 

A vulnerability in the lobby ambassador web interface of Cisco IOS XE Wireless 

Controller Software could allow an authenticated, remote attacker to remove 

arbitrary users that are defined on an affected device. This vulnerability is due to 

insufficient access control of actions executed by lobby ambassador users. An 

attacker could exploit this vulnerability by logging in to an affected device with a 

lobby ambassador user account and sending crafted HTTP requests to the API. A 

successful exploit could allow the attacker to delete arbitrary user accounts on the 

device, including users with administrative privileges. Note: This vulnerability is 

exploitable only if the attacker obtains the credentials for a lobby ambassador 

account. This account is not configured by default. 

2025-05-07 6.5 CVE-2025-20190 

Cisco--Cisco IOS XE 

Software 

A vulnerability in the web-based management interface of Cisco IOS XE Software 

could allow an authenticated, low-privileged, remote attacker to perform an 

injection attack against an affected device.r This vulnerability is due to insufficient 

input validation. An attacker could exploit this vulnerability by sending crafted 

input to the web-based management interface. A successful exploit could allow the 

attacker to read files from the underlying operating system. 

2025-05-07 6.5 CVE-2025-20193 

Cisco--Cisco IOS XE 

Software 

A vulnerability in the CLI of Cisco IOS XE Software could allow an authenticated, 

local attacker with privilege level 15 to elevate privileges to root on the underlying 

operating system of an affected device. This vulnerability is due to insufficient 

input validation when processing specific configuration commands. An attacker 

could exploit this vulnerability by including crafted input in specific configuration 

commands. A successful exploit could allow the attacker to elevate privileges to 

root on the underlying operating system of an affected device. The security impact 

rating (SIR) of this advisory has been raised to High because an attacker could gain 

access to the underlying operating system of the affected device and perform 

potentially undetected actions. Note: The attacker must have privileges to enter 

configuration mode on the affected device. This is usually referred to as privilege 

level 15. 

2025-05-07 6.7 CVE-2025-20197 

Cisco--Cisco IOS XE 

Software 

A vulnerability in the CLI of Cisco IOS XE Software could allow an authenticated, 

local attacker with privilege level 15 to elevate privileges to root on the underlying 

operating system of an affected device. This vulnerability is due to insufficient 

input validation when processing specific configuration commands. An attacker 

could exploit this vulnerability by including crafted input in specific configuration 

commands. A successful exploit could allow the attacker to elevate privileges to 

root on the underlying operating system of an affected device. The security impact 

rating (SIR) of this advisory has been raised to High because an attacker could gain 

access to the underlying operating system of the affected device and perform 

potentially undetected actions. Note: The attacker must have privileges to enter 

2025-05-07 6.7 CVE-2025-20200 

https://www.cve.org/CVERecord?id=CVE-2025-20155
https://www.cve.org/CVERecord?id=CVE-2025-20190
https://www.cve.org/CVERecord?id=CVE-2025-20193
https://www.cve.org/CVERecord?id=CVE-2025-20197
https://www.cve.org/CVERecord?id=CVE-2025-20200
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configuration mode on the affected device. This is usually referred to as privilege 

level 15. 

Cisco--Cisco IOS XE 

Software 

A vulnerability in the CLI of Cisco IOS XE Software could allow an authenticated, 

local attacker with privilege level 15 to elevate privileges to root on the underlying 

operating system of an affected device. This vulnerability is due to insufficient 

input validation when processing specific configuration commands. An attacker 

could exploit this vulnerability by including crafted input in specific configuration 

commands. A successful exploit could allow the attacker to elevate privileges to 

root on the underlying operating system of an affected device. The security impact 

rating (SIR) of this advisory has been raised to High because an attacker could gain 

access to the underlying operating system of the affected device and perform 

potentially undetected actions. Note: The attacker must have privileges to enter 

configuration mode on the affected device. This is usually referred to as privilege 

level 15. 

2025-05-07 6.7 CVE-2025-20201 

Cisco--Cisco IOS XE 

Software 

A vulnerability in the web-based management interface of Cisco IOS XE Software 

could allow an authenticated, low-privileged, remote attacker to perform an 

injection attack against an affected device. This vulnerability is due to insufficient 

input validation. An attacker could exploit this vulnerability by sending crafted 

input to the web-based management interface. A successful exploit could allow the 

attacker to read limited files from the underlying operating system or clear the 

syslog and licensing logs on the affected device. 

2025-05-07 5.4 CVE-2025-20194 

Cisco--Cisco IOS XE 

Software 

A vulnerability in the packet filtering features of Cisco IOS XE SD-WAN Software 

could allow an unauthenticated, remote attacker to bypass Layer 3 and Layer 4 

traffic filters. This vulnerability is due to improper traffic filtering conditions on an 

affected device. An attacker could exploit this vulnerability by sending a crafted 

packet to the affected device. A successful exploit could allow the attacker to 

bypass the Layer 3 and Layer 4 traffic filters and inject a crafted packet into the 

network. 

2025-05-07 5.3 CVE-2025-20221 

Cisco--Cisco IOS XE 

Software 

A vulnerability in the web-based management interface of Cisco IOS XE Software 

could allow an unauthenticated, remote attacker to perform a CSRF attack and 

execute commands on the CLI of an affected device. This vulnerability is due to 

insufficient CSRF protections for the web-based management interface of an 

affected device. An attacker could exploit this vulnerability by persuading an 

already authenticated user to follow a crafted link. A successful exploit could allow 

the attacker to clear the syslog, parser, and licensing logs on the affected device if 

the targeted user has privileges to clear those logs. 

2025-05-07 4.3 CVE-2025-20195 

Cisco--Cisco IOS XE 

Software 

A vulnerability in the CLI of Cisco IOS XE Software could allow an authenticated, 

local attacker with privilege level 15 to elevate privileges to root on the underlying 

operating system of an affected device. This vulnerability is due to insufficient 

input validation when processing specific configuration commands. An attacker 

could exploit this vulnerability by including crafted input in specific configuration 

commands. A successful exploit could allow the attacker to elevate privileges to 

root on the underlying operating system of an affected device. The security impact 

rating (SIR) of this advisory has been raised to High because an attacker could gain 

access to the underlying operating system of the affected device and perform 

potentially undetected actions. Note: The attacker must have privileges to enter 

configuration mode on the affected device. This is usually referred to as privilege 

level 15. 

2025-05-07 4.6 CVE-2025-20198 

Cisco--Cisco IOS XE 

Software 

A vulnerability in the CLI of Cisco IOS XE Software could allow an authenticated, 

local attacker with privilege level 15 to elevate privileges to root on the underlying 

operating system of an affected device. This vulnerability is due to insufficient 

input validation when processing specific configuration commands. An attacker 

could exploit this vulnerability by including crafted input in specific configuration 

commands. A successful exploit could allow the attacker to elevate privileges to 

root on the underlying operating system of an affected device. The security impact 

rating (SIR) of this advisory has been raised to High because an attacker could gain 

2025-05-07 4.6 CVE-2025-20199 

https://www.cve.org/CVERecord?id=CVE-2025-20201
https://www.cve.org/CVERecord?id=CVE-2025-20194
https://www.cve.org/CVERecord?id=CVE-2025-20221
https://www.cve.org/CVERecord?id=CVE-2025-20195
https://www.cve.org/CVERecord?id=CVE-2025-20198
https://www.cve.org/CVERecord?id=CVE-2025-20199
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access to the underlying operating system of the affected device and perform 

potentially undetected actions. Note: The attacker must have privileges to enter 

configuration mode on the affected device. This is usually referred to as privilege 

level 15. 

Cisco--Cisco IOS XE 

Software 

A vulnerability in the Network Configuration Access Control Module (NACM) of 

Cisco IOS XE Software could allow an authenticated, remote attacker to obtain 

unauthorized read access to configuration or operational data. This vulnerability 

exists because a subtle change in inner API call behavior causes results to be 

filtered incorrectly. An attacker could exploit this vulnerability by using either 

NETCONF, RESTCONF, or gRPC Network Management Interface (gNMI) protocols 

and query data on paths that may have been denied by the NACM configuration. A 

successful exploit could allow the attacker to access data that should have been 

restricted according to the NACM configuration. Note: This vulnerability requires 

that the attacker obtain the credentials from a valid user with privileges lower than 

15, and that NACM was configured to provide restricted read access for that user. 

2025-05-07 4.3 CVE-2025-20214 

Cisco--IOS 

A vulnerability in the Cisco IOx application hosting environment of Cisco IOS 

Software and Cisco IOS XE Software could allow an unauthenticated, remote 

attacker to cause the Cisco IOx application hosting environment to stop 

responding, resulting in a denial of service (DoS) condition. This vulnerability is due 

to the improper handling of HTTP requests. An attacker could exploit this 

vulnerability by sending crafted HTTP requests to an affected device. A successful 

exploit could allow the attacker to cause the Cisco IOx application hosting 

environment to stop responding. The IOx process will need to be manually 

restarted to recover services. 

2025-05-07 5.3 CVE-2025-20196 

Cisco--IOS 

A vulnerability in the access control list (ACL) programming of Cisco IOS Software 

that is running on Cisco Catalyst 1000 Switches and Cisco Catalyst 2960L Switches 

could allow an unauthenticated, remote attacker to bypass a configured ACL. This 

vulnerability is due to the use of both an IPv4 ACL and a dynamic ACL of IP Source 

Guard on the same interface, which is an unsupported configuration. An attacker 

could exploit this vulnerability by attempting to send traffic through an affected 

device. A successful exploit could allow the attacker to bypass an ACL on the 

affected device. Note: Cisco documentation has been updated to reflect that this is 

an unsupported configuration. However, Cisco is publishing this advisory because 

the device will not prevent an administrator from configuring both features on the 

same interface. There are no plans to implement the ability to configure both 

features on the same interface on Cisco Catalyst 1000 or Catalyst 2960L Switches. 

2025-05-07 4.7 CVE-2025-20137 

code-projects--

Album 

Management 

System 

A vulnerability, which was classified as critical, was found in code-projects Album 

Management System 1.0. This affects the function searchalbum of the component 

Search Albums. The manipulation leads to stack-based buffer overflow. Local 

access is required to approach this attack. The exploit has been disclosed to the 

public and may be used. 

2025-05-10 5.3 CVE-2025-4501 

code-projects--

Departmental 

Store Management 

System 

A vulnerability was found in code-projects Departmental Store Management 

System 1.0. It has been classified as critical. Affected is the function bill. The 

manipulation of the argument Item Code leads to stack-based buffer overflow. It is 

possible to launch the attack on the local host. The exploit has been disclosed to 

the public and may be used. 

2025-05-09 5.3 CVE-2025-4472 

code-projects--

Hotel 

Management 

System 

A vulnerability, which was classified as critical, has been found in code-projects 

Hotel Management System 1.0. Affected by this issue is the function Edit of the 

component Edit Room. The manipulation of the argument roomnumber leads to 

stack-based buffer overflow. An attack has to be approached locally. The exploit 

has been disclosed to the public and may be used. 

2025-05-10 5.3 CVE-2025-4500 

code-projects--

Jewelery Store 

Management 

system 

A vulnerability, which was classified as critical, has been found in code-projects 

Jewelery Store Management system 1.0. Affected by this issue is some unknown 

functionality of the component Search Item View. The manipulation of the 

2025-05-09 5.3 CVE-2025-4471 

https://www.cve.org/CVERecord?id=CVE-2025-20214
https://www.cve.org/CVERecord?id=CVE-2025-20196
https://www.cve.org/CVERecord?id=CVE-2025-20137
https://www.cve.org/CVERecord?id=CVE-2025-4501
https://www.cve.org/CVERecord?id=CVE-2025-4472
https://www.cve.org/CVERecord?id=CVE-2025-4500
https://www.cve.org/CVERecord?id=CVE-2025-4471
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argument str2 leads to stack-based buffer overflow. The attack needs to be 

approached locally. The exploit has been disclosed to the public and may be used. 

code-projects--

Patient Record 

Management 

System 

A vulnerability was found in code-projects Patient Record Management System 1.0. 

It has been declared as critical. Affected by this vulnerability is an unknown 

functionality of the file /edit_upatient.php. The manipulation of the argument ID 

leads to sql injection. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-09 6.3 CVE-2025-4458 

code-projects--

Patient Record 

Management 

System 

A vulnerability was found in code-projects Patient Record Management System 1.0. 

It has been rated as critical. Affected by this issue is some unknown functionality of 

the file fecalysis_form.php. The manipulation of the argument itr_no leads to sql 

injection. The attack may be launched remotely. The exploit has been disclosed to 

the public and may be used. 

2025-05-09 6.3 CVE-2025-4459 

code-projects--

Simple Banking 

System 

A vulnerability was found in code-projects Simple Banking System up to 1.0. It has 

been rated as critical. This issue affects some unknown processing of the 

component Sign In. The manipulation of the argument password2 leads to buffer 

overflow. Attacking locally is a requirement. The exploit has been disclosed to the 

public and may be used. 

2025-05-10 5.3 CVE-2025-4497 

code-projects--

Simple Bus 

Reservation 

System 

A vulnerability classified as critical has been found in code-projects Simple Bus 

Reservation System 1.0. Affected is the function a::install of the component Install 

Bus. The manipulation of the argument bus leads to stack-based buffer overflow. It 

is possible to launch the attack on the local host. The exploit has been disclosed to 

the public and may be used. 

2025-05-10 5.3 CVE-2025-4498 

code-projects--

Simple College 

Management 

System 

A vulnerability was found in code-projects Simple College Management System 1.0. 

It has been declared as critical. This vulnerability affects the function input of the 

component Add New Student. The manipulation of the argument name/branch 

leads to stack-based buffer overflow. It is possible to launch the attack on the local 

host. The exploit has been disclosed to the public and may be used. 

2025-05-09 5.3 CVE-2025-4480 

code-projects--

Simple Hospital 

Management 

System 

A vulnerability classified as critical was found in code-projects Simple Hospital 

Management System 1.0. Affected by this vulnerability is the function Add of the 

component Add Information. The manipulation of the argument 

x[i].name/x[i].disease leads to stack-based buffer overflow. The attack needs to be 

approached locally. The exploit has been disclosed to the public and may be used. 

2025-05-10 5.3 CVE-2025-4499 

contest-gallery--

Photos, Files, 

YouTube, Twitter, 

Instagram, TikTok, 

Ecommerce 

Contest Gallery 

Upload, Vote, Sell 

via PayPal or 

Stripe, Social Share 

Buttons 

Contest Gallery plugin for WordPress is vulnerable to Stored Cross-Site Scripting via 

the 'id' parameter in all versions up to, and including, 26.0.6 due to insufficient 

input sanitization and output escaping. This makes it possible for authenticated 

attackers, with Contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-05-08 6.4 CVE-2025-3862 

cozyvision1--SMS 

Alert Order 

Notifications 

WooCommerce 

The SMS Alert Order Notifications - WooCommerce plugin for WordPress is 

vulnerable to Stored Cross-Site Scripting via the plugin's sa_verify shortcode in all 

versions up to, and including, 3.8.1 due to insufficient input sanitization and output 

escaping on user supplied attributes. This makes it possible for authenticated 

attackers, with contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-05-10 6.4 CVE-2025-3878 

Craft--CMS 

Craft CMS stores arbitrary content provided by unauthenticated users in session 

files. This content could be accessed and executed, possibly using an independent 

vulnerability. Craft CMS redirects requests that require authentication to the login 

page and generates a session file on the server at `/var/lib/php/sessions`. Such 

session files are named `sess_[session_value]`, where `[session_value]` is provided 

to the client in a `Set-Cookie` response header. Craft CMS stores the return URL 

2025-05-07 5.3 CVE-2025-35939 

https://www.cve.org/CVERecord?id=CVE-2025-4458
https://www.cve.org/CVERecord?id=CVE-2025-4459
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https://www.cve.org/CVERecord?id=CVE-2025-4499
https://www.cve.org/CVERecord?id=CVE-2025-3862
https://www.cve.org/CVERecord?id=CVE-2025-3878
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requested by the client without sanitizing parameters. Consequently, an 

unauthenticated client can introduce arbitrary values, such as PHP code, to a 

known local file location on the server. Craft CMS versions 5.7.5 and 4.15.3 have 

been released to address this issue. 

CRM Perks--

Integration for 

WooCommerce 

and Salesforce 

URL Redirection to Untrusted Site ('Open Redirect') vulnerability in CRM Perks 

Integration for WooCommerce and Salesforce allows Phishing. This issue affects 

Integration for WooCommerce and Salesforce: from n/a through 1.7.5. 

2025-05-07 4.7 CVE-2025-47455 

CRM Perks--WP 

Gravity Forms 

Dynamics CRM 

URL Redirection to Untrusted Site ('Open Redirect') vulnerability in CRM Perks WP 

Gravity Forms Dynamics CRM allows Phishing. This issue affects WP Gravity Forms 

Dynamics CRM: from n/a through 1.1.4. 

2025-05-07 4.7 CVE-2025-47454 

CTCMS--Content 

Management 

System 

A vulnerability was found in CTCMS Content Management System 2.1.2. It has 

been classified as critical. Affected is the function del of the file 

ctcms\apps\controllers\admin\Tpl.php of the component File Handler. The 

manipulation of the argument File leads to path traversal. It is possible to launch 

the attack remotely. The exploit has been disclosed to the public and may be used. 

2025-05-11 5.4 CVE-2025-4545 

cyclonecode--

Cision Block 

The Cision Block plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the 'id' parameter in all versions up to, and including, 4.3.0 due to insufficient 

input sanitization and output escaping. This makes it possible for authenticated 

attackers, with Contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-05-06 6.4 CVE-2025-3782 

D-Link--DI-8100 

A vulnerability was found in D-Link DI-8100 up to 16.07.26A1 and classified as 

critical. This issue affects some unknown processing of the file /ddos.asp of the 

component jhttpd. The manipulation of the argument 

def_max/def_time/def_tcp_max/def_tcp_time/def_udp_max/def_udp_time/def_i

cmp_max leads to stack-based buffer overflow. The attack may be initiated 

remotely. The complexity of an attack is rather high. The exploitation is known to 

be difficult. 

2025-05-11 6.6 CVE-2025-4544 

D-Link--DIR-605L 

A vulnerability was found in D-Link DIR-605L 2.13B01. It has been rated as critical. 

This issue affects the function sub_454F2C. The manipulation of the argument 

sysCmd leads to command injection. The attack may be initiated remotely. The 

vendor was contacted early about this disclosure. This vulnerability only affects 

products that are no longer supported by the maintainer. 

2025-05-08 6.3 CVE-2025-4443 

D-Link--DIR-605L 

A vulnerability classified as critical has been found in D-Link DIR-605L 2.13B01. 

Affected is the function wake_on_lan. The manipulation of the argument mac 

leads to command injection. It is possible to launch the attack remotely. The 

vendor was contacted early about this disclosure. This vulnerability only affects 

products that are no longer supported by the maintainer. 

2025-05-09 6.3 CVE-2025-4445 

D-Link--DIR-619L 

A vulnerability was found in D-Link DIR-619L 2.04B04. It has been classified as 

critical. This affects the function formSysCmd. The manipulation of the argument 

sysCmd leads to command injection. It is possible to initiate the attack remotely. 

The vendor was contacted early about this disclosure. This vulnerability only affects 

products that are no longer supported by the maintainer. 

2025-05-09 6.3 CVE-2025-4453 

D-Link--DIR-619L 

A vulnerability was found in D-Link DIR-619L 2.04B04. It has been declared as 

critical. This vulnerability affects the function wake_on_lan. The manipulation of 

the argument mac leads to command injection. The attack can be initiated 

remotely. The vendor was contacted early about this disclosure. This vulnerability 

only affects products that are no longer supported by the maintainer. 

2025-05-09 6.3 CVE-2025-4454 

D-Link--DIR-880L 

A vulnerability classified as critical was found in D-Link DIR-880L up to 104WWb01. 

Affected by this vulnerability is the function sub_16570 of the file /htdocs/ssdpcgi 

of the component Request Header Handler. The manipulation of the argument 

HTTP_ST/REMOTE_ADDR/REMOTE_PORT/SERVER_ID leads to command injection. 

The attack can be launched remotely. The exploit has been disclosed to the public 

2025-05-06 6.3 CVE-2025-4341 
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and may be used. This vulnerability only affects products that are no longer 

supported by the maintainer. 

D-Link--DIR-890L 

A vulnerability classified as critical has been found in D-Link DIR-890L and DIR-

806A1 up to 100CNb11/108B03. Affected is the function sub_175C8 of the file 

/htdocs/soap.cgi. The manipulation leads to command injection. It is possible to 

launch the attack remotely. The exploit has been disclosed to the public and may 

be used. This vulnerability only affects products that are no longer supported by 

the maintainer. 

2025-05-06 6.3 CVE-2025-4340 

dealertrend--

CarDealerPress 

The CarDealerPress plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the 'saleclass' parameter in all versions up to, and including, 

6.7.2504.00 due to insufficient input sanitization and output escaping. This makes 

it possible for authenticated attackers, with Contributor-level access and above, to 

inject arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-05-07 6.4 CVE-2025-3860 

Dell--Dell Storage 

Center - Dell 

Storage Manager 

Dell Storage Center - Dell Storage Manager, version(s) 20.1.20, contain(s) an 

Improper Neutralization of Special Elements used in a Command ('Command 

Injection') vulnerability. A low privileged attacker with adjacent network access 

could potentially exploit this vulnerability, leading to Remote execution. 

2025-05-06 5.5 CVE-2025-22476 

Dell--PowerScale 

OneFS 

Dell PowerScale OneFS, versions 9.4.0.0 through 9.10.1.0, contains an out-of-

bounds write vulnerability. A local low privileged attacker could potentially exploit 

this vulnerability, leading to denial of service. 

2025-05-08 5.5 CVE-2025-30102 

Dell--PowerScale 

OneFS 

Dell PowerScale OneFS, versions 9.8.0.0 through 9.10.1.0, contain a time-of-check 

time-of-use (TOCTOU) race condition vulnerability. An unauthenticated attacker 

with local access could potentially exploit this vulnerability, leading to denial of 

service and information tampering. 

2025-05-08 4.4 CVE-2025-30101 

Dell--Wyse 

Management Suite 

Dell Wyse Management Suite, versions prior to WMS 5.1 contain an Authentication 

Bypass by Spoofing vulnerability. A high privileged attacker with remote access 

could potentially exploit this vulnerability, leading to Information Disclosure. 

2025-05-08 4.9 CVE-2025-27695 

Dgitro--NGC 

Explorer 

A vulnerability, which was classified as problematic, was found in DÃgitro NGC 

Explorer 3.44.15. This affects an unknown part of the component Configuration 

Page. The manipulation leads to missing password field masking. It is possible to 

initiate the attack remotely. The vendor was contacted early about this disclosure 

but did not respond in any way. 

2025-05-11 4.3 CVE-2025-4526 

Dgitro--NGC 

Explorer 

A vulnerability was found in DÃgitro NGC Explorer up to 3.44.15 and classified as 

problematic. This issue affects some unknown processing. The manipulation leads 

to session expiration. The attack may be initiated remotely. The vendor was 

contacted early about this disclosure but did not respond in any way. 

2025-05-11 4.3 CVE-2025-4528 

diego-la-monica--

EUCookieLaw 

The EUCookieLaw plugin for WordPress is vulnerable to Arbitrary File Read in all 

versions up to, and including, 2.7.2 via the 'file_get_contents' function. This makes 

it possible for unauthenticated attackers to read the contents of arbitrary files on 

the server, which can contain sensitive information. The vulnerability can only be 

exploited if a caching plugin such as W3 Total Cache is installed and activated. 

2025-05-09 5.9 CVE-2025-3897 

discourse--

discourse 

Discourse is an open-source community platform. A data leak vulnerability affects 

sites deployed between commits 10df7fdee060d44accdee7679d66d778d1136510 

and 82d84af6b0efbd9fa2aeec3e91ce7be1a768511b. On login-required sites, the 

leak meant that some content on the site's homepage could be visible to 

unauthenticated users. Only login-required sites that got deployed during this 

timeframe are affected, roughly between April 30 2025 noon EDT and May 2 2025, 

noon EDT. Sites on the stable branch are unaffected. Private content on an 

instance's homepage could be visible to unauthenticated users on login-required 

sites. Versions of 3.5.0.beta4 after commit 

82d84af6b0efbd9fa2aeec3e91ce7be1a768511b are not vulnerable to the issue. No 

2025-05-05 5.8 CVE-2025-46813 
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workarounds are available. Sites must upgrade to a non-vulnerable version of 

Discourse. 

djangoproject--

Django 

An issue was discovered in Django 4.2 before 4.2.21, 5.1 before 5.1.9, and 5.2 

before 5.2.1. The django.utils.html.strip_tags() function is vulnerable to a potential 

denial-of-service (slow performance) when processing inputs containing large 

sequences of incomplete HTML tags. The template filter striptags is also 

vulnerable, because it is built on top of strip_tags(). 

2025-05-08 5.3 CVE-2025-32873 

Dropbear SSH 

Project--Dropbear 

SSH 

dbclient in Dropbear SSH before 2025.88 allows command injection via an 

untrusted hostname argument, because a shell is used. 
2025-05-07 4.5 CVE-2025-47203 

Elastic--Logstash 

Improper certificate validation in Logstash's TCP output could lead to a man-in-the-

middle (MitM) attack in "client" mode, as hostname verification in TCP output was 

not being performed when the ssl_verification_mode => full was set. 

2025-05-06 6.5 CVE-2025-37730 

envoyproxy--envoy 

Envoy is a cloud-native edge/middle/service proxy. Prior to versions 1.34.1, 1.33.3, 

1.32.6, and 1.31.8, Envoy's URI template matcher incorrectly excludes the `*` 

character from a set of valid characters in the URI path. As a result URI path 

containing the `*` character will not match a URI template expressions. This can 

result in bypass of RBAC rules when configured using the `uri_template` 

permissions. This vulnerability is fixed in Envoy versions v1.34.1, v1.33.3, v1.32.6, 

v1.31.8. As a workaround, configure additional RBAC permissions using `url_path` 

with `safe_regex` expression. 

2025-05-07 5.3 CVE-2025-46821 

eoxia--WPshop 2 

E-Commerce 

The WPshop 2 - E-Commerce plugin for WordPress is vulnerable to Insecure Direct 

Object Reference in versions 2.0.0 to 2.6.0 via the callback_generate_api_key() due 

to missing validation on a user controlled key. This makes it possible for 

authenticated attackers, with Subscriber-level access and above, to create valid API 

keys on behalf of other users. 

2025-05-07 6.5 CVE-2025-3853 

F5--F5OS - 

Appliance 

When running in Appliance mode, an authenticated attacker assigned the 

Administrator or Resource Administrator role may be able to bypass Appliance 

mode restrictions utilizing system diagnostics tcpdump command utility on a F5OS-

C/A system.  Note: Software versions which have reached End of Technical Support 

(EoTS) are not evaluated. 

2025-05-07 6 CVE-2025-43878 

feng_ha_ha--ssm-

erp 

A vulnerability was found in feng_ha_ha/megagao ssm-erp and production_ssm up 

to 0.0.1. It has been classified as critical. This affects the function uploadFile of the 

file 

src/main/java/com/megagao/production/ssm/service/impl/FileServiceImpl.java. 

The manipulation of the argument uploadFile leads to unrestricted upload. It is 

possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. This product is distributed under two entirely different 

names. 

2025-05-06 6.3 CVE-2025-4333 

feng_ha_ha--ssm-

erp 

A vulnerability was found in feng_ha_ha/megagao ssm-erp and production_ssm 

1.0. It has been declared as problematic. Affected by this vulnerability is the 

function handleFileDownload of the file FileController.java of the component File 

Handler. The manipulation leads to path traversal. The attack can be launched 

remotely. The exploit has been disclosed to the public and may be used. This 

product is distributed under two entirely different names. 

2025-05-11 4.3 CVE-2025-4530 

GAIR-NLP--factool 

A vulnerability was found in GAIR-NLP factool up to 

3f3914bc090b644be044b7e0005113c135d8b20f. It has been classified as critical. 

This affects the function run_single of the file factool/factool/math/tool.py. The 

manipulation leads to code injection. The attack needs to be approached locally. 

The exploit has been disclosed to the public and may be used. This product takes 

the approach of rolling releases to provide continious delivery. Therefore, version 

details for affected and updated releases are not available. 

2025-05-05 5.3 CVE-2025-4261 

https://www.cve.org/CVERecord?id=CVE-2025-32873
https://www.cve.org/CVERecord?id=CVE-2025-47203
https://www.cve.org/CVERecord?id=CVE-2025-37730
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https://www.cve.org/CVERecord?id=CVE-2025-3853
https://www.cve.org/CVERecord?id=CVE-2025-43878
https://www.cve.org/CVERecord?id=CVE-2025-4333
https://www.cve.org/CVERecord?id=CVE-2025-4530
https://www.cve.org/CVERecord?id=CVE-2025-4261
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GitLab--GitLab 

An issue has been discovered in GitLab CE/EE affecting all versions starting from 

17.1 prior to 17.9.8, from 17.10 prior to 17.10.6, and from 17.11 prior to 17.11.2. It 

was possible to cause a DoS condition via GitHub import requests using a malicious 

crafted payload. 

2025-05-09 6.5 CVE-2024-8973 

GitLab--GitLab 

An issue has been discovered in GitLab CE/EE affecting all versions starting from 

17.3 prior to 17.9.8, from 17.10 prior to 17.10.6, and from 17.11 prior to 17.11.2. A 

security vulnerability allows attackers to bypass Device OAuth flow protections, 

enabling authorization form submission through minimal user interaction. 

2025-05-09 6.8 CVE-2025-0549 

GitLab--GitLab 

An issue has been discovered in GitLab CE/EE affecting all versions from 12.0 

before 17.9.8, 17.10 before 17.10.6, and 17.11 before 17.11.2. Under certain 

conditions users could bypass IP access restrictions and view sensitive information. 

2025-05-09 5.3 CVE-2025-1278 

Golden Link--

Secondary System 

A vulnerability, which was classified as critical, has been found in Golden Link 

Secondary System up to 20250424. This issue affects some unknown processing of 

the file /reprotframework/tcEntrFlowSelect.htm. The manipulation of the 

argument custTradeId leads to sql injection. The attack may be initiated remotely. 

The exploit has been disclosed to the public and may be used. 

2025-05-06 6.3 CVE-2025-4352 

Golden Link--

Secondary System 

A vulnerability, which was classified as critical, was found in Golden Link Secondary 

System up to 20250424. Affected is an unknown function of the file 

/paraframework/queryTsDictionaryType.htm. The manipulation of the argument 

dictCn1 leads to sql injection. It is possible to launch the attack remotely. The 

exploit has been disclosed to the public and may be used. 

2025-05-06 6.3 CVE-2025-4353 

Gosuncn 

Technology Group-

-Audio-Visual 

Integrated 

Management 

Platform 

A vulnerability, which was classified as problematic, was found in Gosuncn 

Technology Group Audio-Visual Integrated Management Platform 4.0. Affected is 

an unknown function of the file /config/config.properties of the component 

Configuration File Handler. The manipulation leads to information disclosure. It is 

possible to launch the attack remotely. The exploit has been disclosed to the public 

and may be used. The vendor was contacted early about this disclosure but did not 

respond in any way. 

2025-05-11 5.3 CVE-2025-4535 

Gosuncn 

Technology Group-

-Audio-Visual 

Integrated 

Management 

Platform 

A vulnerability has been found in Gosuncn Technology Group Audio-Visual 

Integrated Management Platform 1.0 and classified as critical. Affected by this 

vulnerability is an unknown functionality of the file /sysmgr/user/listByPage. The 

manipulation leads to information disclosure. The attack can be launched 

remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-05-11 5.3 CVE-2025-4536 

HCL Software--HCL 

BigFix Compliance 

HCL BigFix Compliance is affected by an improper or missing SameSite attribute. 

This can lead to Cross-Site Request Forgery (CSRF) attacks, where a malicious site 

could trick a user's browser into making unintended requests using authenticated 

sessions. 

2025-05-05 5.4 CVE-2024-42212 

HCL Software--HCL 

BigFix Compliance 

HCL BigFix Compliance is affected by inclusion of temporary files left in the 

production environment. An attacker might gain access to these files by indexing or 

retrieved via predictable URLs or misconfigured permissions, leading to 

information disclosure. 

2025-05-05 5.3 CVE-2024-42213 

Hossni Mubarak--

Cool Author Box 

Cross-Site Request Forgery (CSRF) vulnerability in Hossni Mubarak Cool Author Box 

allows Cross Site Request Forgery. This issue affects Cool Author Box: from n/a 

through 3.0.0. 

2025-05-07 4.3 CVE-2025-47447 

Huawei--

HarmonyOS 

Vulnerability of insufficient information protection in the media library module 

Impact: Successful exploitation of this vulnerability may affect service 

confidentiality. 

2025-05-06 6.2 CVE-2024-58252 

Huawei--

HarmonyOS 

Permission control vulnerability in the media library module Impact: Successful 

exploitation of this vulnerability may affect service confidentiality. 
2025-05-06 6.2 CVE-2025-46587 

https://www.cve.org/CVERecord?id=CVE-2024-8973
https://www.cve.org/CVERecord?id=CVE-2025-0549
https://www.cve.org/CVERecord?id=CVE-2025-1278
https://www.cve.org/CVERecord?id=CVE-2025-4352
https://www.cve.org/CVERecord?id=CVE-2025-4353
https://www.cve.org/CVERecord?id=CVE-2025-4535
https://www.cve.org/CVERecord?id=CVE-2025-4536
https://www.cve.org/CVERecord?id=CVE-2024-42212
https://www.cve.org/CVERecord?id=CVE-2024-42213
https://www.cve.org/CVERecord?id=CVE-2025-47447
https://www.cve.org/CVERecord?id=CVE-2024-58252
https://www.cve.org/CVERecord?id=CVE-2025-46587
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Huawei--

HarmonyOS 

Bypass vulnerability in the network search instruction authentication module 

Impact: Successful exploitation of this vulnerability can bypass authentication and 

enable access to some network search functions. 

2025-05-06 6.3 CVE-2025-46590 

Huawei--

HarmonyOS 

Out-of-bounds data read vulnerability in the authorization module Impact: 

Successful exploitation of this vulnerability may affect service confidentiality. 
2025-05-06 6.2 CVE-2025-46591 

Huawei--

HarmonyOS 

Permission control vulnerability in the contacts module Impact: Successful 

exploitation of this vulnerability may affect availability. 
2025-05-06 5.1 CVE-2025-46586 

Huawei--

HarmonyOS 

Process residence vulnerability in abnormal scenarios in the print module Impact: 

Successful exploitation of this vulnerability may affect availability. 
2025-05-06 5.1 CVE-2025-46593 

Huawei--

HarmonyOS 

Vulnerability of unauthorized access in the app lock module Impact: Successful 

exploitation of this vulnerability will affect integrity and confidentiality. 
2025-05-06 4.4 CVE-2025-46588 

Huawei--

HarmonyOS 

Vulnerability of unauthorized access in the app lock module Impact: Successful 

exploitation of this vulnerability will affect integrity and confidentiality. 
2025-05-06 4.4 CVE-2025-46589 

Huawei--

HarmonyOS 

Null pointer dereference vulnerability in the USB HDI driver module Impact: 

Successful exploitation of this vulnerability may affect availability. 
2025-05-06 4.4 CVE-2025-46592 

IBM--App Connect 

Enterprise 

Certified Container 

IBM App Connect Enterprise Certified Container 8.1, 8.2, 9.0, 9.1, 9.2, 10.0, 10.1, 

11.0, 11.1, 11.2, 11.3, 11.4, 11.5, 11.6, 12.0, 12.1, 12.2, 12.3, 12.4, 12.5, 12.6, 12.7, 

12.8, 12.9, and 12.10 DesignerAuthoring instances store their flows in a database 

that is protected by weaker than expected cryptographic algorithms that could be 

decrypted by a local user. 

2025-05-09 5.1 CVE-2025-1993 

IBM--Db2 for 

Linux, UNIX and 

Windows 

IBM Db2 for Linux, UNIX and Windows (includes DB2 Connect Server) 11.5.0 

through 11.5.9 and 12.1.0 through 12.1.1 under specific configurations could allow 

an authenticated user to cause a denial of service due to insufficient release of 

allocated memory resources. 

2025-05-05 5.3 CVE-2025-0915 

IBM--Db2 for 

Linux, UNIX and 

Windows 

IBM Db2 for Linux, UNIX and Windows (includes DB2 Connect Server) 11.5.0 

through 11.5.9 and 12.1.0 through 12.1.1 could allow an authenticated user to 

cause a denial of service when connecting to a z/OS database due to improper 

handling of automatic client rerouting. 

2025-05-05 5.3 CVE-2025-1000 

IBM--Db2 for 

Linux, UNIX and 

Windows 

IBM Db2 for Linux, UNIX and Windows (includes DB2 Connect Server) 12.1.0 

through 12.1.1 could allow an authenticated user to cause a denial of service due 

to concurrent execution of shared resources. 

2025-05-05 5.3 CVE-2025-1493 

IBM--Db2 for 

Linux, UNIX and 

Windows 

IBM Db2 for Linux, UNIX and Windows (includes DB2 Connect Server) 11.5.0 

through 11.5.9 and 12.1.0 through 12.1.1 could allow an authenticated user, under 

non default configurations, to cause a denial of service due to insufficient release 

of allocated memory after usage. 

2025-05-05 5.3 CVE-2025-1992 

IBM--i 

IBM i 7.2, 7.3, 7.4, 7.5, and 7.6 is vulnerable to authentication and authorization 

attacks due to incorrect validation processing in IBM i Netserver. A malicious actor 

could use the weaknesses, in conjunction with brute force authentication attacks 

or to bypass authority restrictions, to access the server. 

2025-05-07 5.4 CVE-2025-3218 

Inetum--IODAS 

A vulnerability classified as problematic has been found in Inetum IODAS 7.2-

LTS.4.1-JDK7/7.2-RC3.2-JDK7. Affected is an unknown function of the file 

/astre/iodasweb/app.jsp. The manipulation of the argument action leads to cross 

site scripting. It is possible to launch the attack remotely. The exploit has been 

disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

2025-05-10 4.3 CVE-2025-4512 

iputils--iputils 

ping in iputils through 20240905 allows a denial of service (application error or 

incorrect data collection) via a crafted ICMP Echo Reply packet, because of a signed 

64-bit integer overflow in timestamp multiplication. 

2025-05-05 6.5 CVE-2025-47268 

itsourcecode--

Content 

A vulnerability classified as critical has been found in itsourcecode Content 

Management System 1.0. This affects an unknown part of the file 
2025-05-06 4.7 CVE-2025-4310 

https://www.cve.org/CVERecord?id=CVE-2025-46590
https://www.cve.org/CVERecord?id=CVE-2025-46591
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Management 

System 

/admin/add_topic.php?category=BBS. The manipulation of the argument Cover 

Image leads to unrestricted upload. It is possible to initiate the attack remotely. 

The exploit has been disclosed to the public and may be used. 

jegtheme--Jeg 

Elementor Kit 

The Jeg Elementor Kit plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the plugin's Video Button and Countdown Widgets in all versions up 

to, and including, 2.6.12 due to insufficient input sanitization and output escaping 

on user supplied attributes. This makes it possible for authenticated attackers, with 

contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-05-10 6.4 CVE-2025-2944 

Jordy Meow--

Meow Gallery 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Jordy Meow Meow Gallery allows Stored XSS. This issue 

affects Meow Gallery: from n/a through 5.2.7. 

2025-05-07 5.9 CVE-2025-47449 

josj404--Multiple 

Post Type Order 

The Multiple Post Type Order plugin for WordPress is vulnerable to Stored Cross-

Site Scripting via the plugin's 'mpto' shortcode in all versions up to, and including, 

1.10.0 due to insufficient input sanitization and output escaping on user supplied 

attributes. This makes it possible for authenticated attackers, with contributor-

level access and above, to inject arbitrary web scripts in pages that will execute 

whenever a user accesses an injected page. 

2025-05-07 6.4 CVE-2025-4055 

kcseopro--WP SEO 

Structured Data 

Schema 

The WP SEO Structured Data Schema plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the 'Price Range' parameter in all versions up to, and 

including, 2.7.11 due to insufficient input sanitization and output escaping. This 

makes it possible for authenticated attackers, with Contributor-level access and 

above, to inject arbitrary web scripts that will execute whenever an administrator 

accesses the plugin settings page. 

2025-05-08 6.4 CVE-2025-4127 

kefaming--mayi 

A vulnerability has been found in kefaming mayi up to 1.3.9 and classified as 

critical. This vulnerability affects the function Upload of the file 

app/tools/controller/File.php. The manipulation of the argument File leads to 

unrestricted upload. The attack can be initiated remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-06 6.3 CVE-2025-4305 

Libxmp--Libxmp 
Libxmp through 4.6.2 has a stack-based buffer overflow in depack_pha in 

loaders/prowizard/pha.c via a malformed Pha format tracker module in a .mod file. 
2025-05-06 5.6 CVE-2025-47256 

listamester--

Listamester 

Cross-Site Request Forgery (CSRF) vulnerability in listamester Listamester allows 

Cross Site Request Forgery. This issue affects Listamester: from n/a through 2.3.6. 
2025-05-07 4.3 CVE-2025-47446 

Milesight--UG65-

868M-EA 

An admin user can gain unauthorized write access to the /etc/rc.local file on the 

device, which is executed on a system boot. 
2025-05-07 6.8 CVE-2025-4043 

misskey-dev--

misskey 

Misskey is an open source, federated social media platform. Starting in version 

12.31.0 and prior to version 2025.4.1, missing validation in `Mk:api` allows 

malicious AiScript code to access additional endpoints that it isn't designed to have 

access to. The missing validation allows malicious AiScript code to prefix a URL with 

`../` to step out of the `/api` directory, thereby being able to make requests to 

other endpoints, such as `/files`, `/url`, and `/proxy`. Version 2025.4.1 fixes the 

issue. 

2025-05-05 5.4 CVE-2025-46559 

Mitchell Bennis--

Simple File List 

Missing Authorization vulnerability in Mitchell Bennis Simple File List allows 

Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 

Simple File List: from n/a through 6.1.13. 

2025-05-07 5.3 CVE-2025-47450 

mitchelllevy--

AHAthat Plugin 

The AHAthat Plugin plugin for WordPress is vulnerable to Cross-Site Request 

Forgery in all versions up to, and including, 1.6. This is due to missing or incorrect 

nonce validation on the aha_plugin_page() function. This makes it possible for 

unauthenticated attackers to delete AHA pages via a forged request granted they 

can trick a site administrator into performing an action such as clicking on a link. 

2025-05-06 4.3 CVE-2025-4337 

https://www.cve.org/CVERecord?id=CVE-2025-2944
https://www.cve.org/CVERecord?id=CVE-2025-47449
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MobSF--Mobile-

Security-

Framework-MobSF 

MobSF is a mobile application security testing tool used. Typically, MobSF is 

deployed on centralized internal or cloud-based servers that also host other 

security tools and web applications. Access to the MobSF web interface is often 

granted to internal security teams, audit teams, and external vendors. MobSF 

provides a feature that allows users to upload ZIP files for static analysis. Upon 

upload, these ZIP files are automatically extracted and stored within the MobSF 

directory. However, in versions up to and including 4.3.2, this functionality lacks a 

check on the total uncompressed size of the ZIP file, making it vulnerable to a ZIP 

of Death (zip bomb) attack. Due to the absence of safeguards against oversized 

extractions, an attacker can craft a specially prepared ZIP file that is small in 

compressed form but expands to a massive size upon extraction. Exploiting this, an 

attacker can exhaust the server's disk space, leading to a complete denial of service 

(DoS) not just for MobSF, but also for any other applications or websites hosted on 

the same server. This vulnerability can lead to complete server disruption in an 

organization which can affect other internal portals and tools too (which are 

hosted on the same server). If some organization has created their customized 

cloud based mobile security tool using MobSF core then an attacker can exploit this 

vulnerability to crash their servers. Commit 

6987a946485a795f4fd38cebdb4860b368a1995d fixes this issue. As an additional 

mitigation, it is recommended to implement a safeguard that checks the total 

uncompressed size of any uploaded ZIP file before extraction. If the estimated 

uncompressed size exceeds a safe threshold (e.g., 100 MB), MobSF should reject 

the file and notify the user. 

2025-05-05 6.8 CVE-2025-46730 

msaari--Relevanssi 

A Better Search 

The Relevanssi - A Better Search plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the highlights functionality in all versions up to, and 

including, 4.24.3 due to insufficient input sanitization and output escaping. This 

makes it possible for unauthenticated attackers to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page via the search 

results. 

2025-05-07 6.1 CVE-2025-4054 

Multi Uploaders--

Multiple File 

Upload 

The Multiple File Upload add-on component 3.1.0 for OutSystems is vulnerable to 

Unrestricted File Upload. This occurs because file extension and size validations are 

enforced solely on the client side. An attacker can intercept the upload request and 

modify a parameter to bypass extension restrictions and upload arbitrary files. 

NOTE: this is a third-party component that is not supplied or supported by 

OutSystems. 

2025-05-05 6.4 CVE-2025-28168 

n/a--74CMS 

A vulnerability was found in 74CMS up to 3.33.0. It has been rated as problematic. 

Affected by this issue is the function index of the file 

/index.php/index/download/index. The manipulation of the argument url leads to 

path traversal. The attack may be launched remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-06 4.3 CVE-2025-4329 

n/a--ContiNew 

Admin 

A vulnerability has been found in ContiNew Admin up to 3.6.0 and classified as 

problematic. Affected by this vulnerability is an unknown functionality of the file 

/dev-api/system/user/1/password. The manipulation leads to unverified password 

change. The attack can be launched remotely. The exploit has been disclosed to 

the public and may be used. The vendor was contacted early about this disclosure 

but did not respond in any way. 

2025-05-11 5.4 CVE-2025-4552 

n/a--IdeaCMS 

A vulnerability, which was classified as critical, was found in IdeaCMS up to 1.6. 

Affected is the function saveUpload. The manipulation leads to unrestricted 

upload. It is possible to launch the attack remotely. The exploit has been disclosed 

to the public and may be used. 

2025-05-05 6.3 CVE-2025-4291 

n/a--kkFileView 

A vulnerability was found in kkFileView 4.4.0. It has been classified as critical. This 

affects an unknown part of the file /fileUpload. The manipulation of the argument 

File leads to unrestricted upload. It is possible to initiate the attack remotely. The 

exploit has been disclosed to the public and may be used. The vendor was 

contacted early about this disclosure but did not respond in any way. 

2025-05-11 6.3 CVE-2025-4538 
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https://www.cve.org/CVERecord?id=CVE-2025-4329
https://www.cve.org/CVERecord?id=CVE-2025-4552
https://www.cve.org/CVERecord?id=CVE-2025-4291
https://www.cve.org/CVERecord?id=CVE-2025-4538
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n/a--LmxCMS 

A vulnerability classified as critical has been found in LmxCMS 1.41. Affected is the 

function manageZt of the file c\admin\ZtAction.class.php of the component POST 

Request Handler. The manipulation of the argument sortid leads to sql injection. It 

is possible to launch the attack remotely. The exploit has been disclosed to the 

public and may be used. The vendor was contacted early about this disclosure but 

did not respond in any way. 

2025-05-11 6.3 CVE-2025-4541 

n/a--MRCMS 

A vulnerability was found in MRCMS 3.1.2. It has been classified as problematic. 

Affected is an unknown function. The manipulation leads to cross-site request 

forgery. It is possible to launch the attack remotely. The exploit has been disclosed 

to the public and may be used. Multiple endpoints might be affected. 

2025-05-06 4.3 CVE-2025-4327 

n/a--newbee-mall 

A vulnerability has been found in newbee-mall 1.0 and classified as critical. 

Affected by this vulnerability is the function Upload of the file 

ltd/newbee/mall/controller/common/UploadController.java. The manipulation of 

the argument File leads to unrestricted upload. The attack can be launched 

remotely. The exploit has been disclosed to the public and may be used. This 

product does not use versioning. This is why information about affected and 

unaffected releases are unavailable. 

2025-05-05 6.3 CVE-2025-4259 

n/a--PostgreSQL 

Buffer over-read in PostgreSQL GB18030 encoding validation allows a database 

input provider to achieve temporary denial of service on platforms where a 1-byte 

over-read can elicit process termination. This affects the database server and also 

libpq. Versions before PostgreSQL 17.5, 16.9, 15.13, 14.18, and 13.21 are affected. 

2025-05-08 5.9 CVE-2025-4207 

peprodev--

PeproDev Ultimate 

Profile Solutions 

The PeproDev Ultimate Profile Solutions plugin for WordPress is vulnerable to 

unauthorized access of data via its publicly exposed reset-password endpoint. The 

plugin looks up the 'valid_email' value based solely on a supplied username 

parameter, without verifying that the requester is associated with that user 

account. This allows unauthenticated attackers to enumerate email addresses for 

any user, including administrators. 

2025-05-07 5.3 CVE-2025-3924 

pixel_prime--

Reales WP STPT 

The Reales WP STPT plugin for WordPress is vulnerable to unauthorized user 

registration in all versions up to, and including, 2.1.2. This is due to the 

'reales_user_signup_form' AJAX action not verifying if user registration is enabled, 

prior to registering a user. This makes it possible for unauthenticated attackers to 

create new user accounts, which can be leveraged with CVE-XX to achieve privilege 

escalation. 

2025-05-06 5.3 CVE-2025-3609 

Pixmeo--OsiriX MD 

Pixmeo OsiriX MD is vulnerable to a local use after free scenario, which could allow 

an attacker to locally import a crafted DICOM file and cause memory corruption or 

a system crash. 

2025-05-08 6.2 CVE-2025-31946 

pwsdashboard--

Personal Weather 

Station Dashboard 

Personal Weather Station Dashboard 12_lts allows unauthenticated remote 

attackers to read arbitrary files via ../ directory traversal in the test parameter to 

/others/_test.php, as demonstrated by reading the server's private SSL key in 

cleartext. 

2025-05-07 5.8 CVE-2025-47423 

quadlayers--Search 

Exclude 

The Search Exclude plugin for WordPress is vulnerable to unauthorized 

modification of data due to a missing capability check on the get_rest_permission 

function in all versions up to, and including, 2.4.9. This makes it possible for 

unauthenticated attackers to modify plugin settings, excluding content from search 

results. 

2025-05-07 5.3 CVE-2025-2821 

Qualcomm, Inc.--

Snapdragon 

Memory corruption during concurrent access to server info object due to 

unprotected critical field. 
2025-05-06 6.6 CVE-2024-45562 

Qualcomm, Inc.--

Snapdragon 

Memory corruption while handling schedule request in Camera Request 

Manager(CRM) due to invalid link count in the corresponding session. 
2025-05-06 6.6 CVE-2024-45563 

Qualcomm, Inc.--

Snapdragon 

Memory corruption due to improper bounds check while command handling in 

camera-kernel driver. 
2025-05-06 6.7 CVE-2024-45568 

https://www.cve.org/CVERecord?id=CVE-2025-4541
https://www.cve.org/CVERecord?id=CVE-2025-4327
https://www.cve.org/CVERecord?id=CVE-2025-4259
https://www.cve.org/CVERecord?id=CVE-2025-4207
https://www.cve.org/CVERecord?id=CVE-2025-3924
https://www.cve.org/CVERecord?id=CVE-2025-3609
https://www.cve.org/CVERecord?id=CVE-2025-31946
https://www.cve.org/CVERecord?id=CVE-2025-47423
https://www.cve.org/CVERecord?id=CVE-2025-2821
https://www.cve.org/CVERecord?id=CVE-2024-45562
https://www.cve.org/CVERecord?id=CVE-2024-45563
https://www.cve.org/CVERecord?id=CVE-2024-45568
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Qualcomm, Inc.--

Snapdragon 

Memory corruption may occur during IO configuration processing when the IO port 

count is invalid. 
2025-05-06 6.6 CVE-2024-45570 

Qualcomm, Inc.--

Snapdragon 

Memory corruption while sound model registration for voice activation with audio 

kernel driver. 
2025-05-06 6.6 CVE-2024-45581 

Qualcomm, Inc.--

Snapdragon 

Memory corruption while handling multiple IOCTL calls from userspace to operate 

DMA operations. 
2025-05-06 6.6 CVE-2024-45583 

Qualcomm, Inc.--

Snapdragon 

Memory corruption can occur during context user dumps due to inadequate 

checks on buffer length. 
2025-05-06 6.7 CVE-2024-49829 

Qualcomm, Inc.--

Snapdragon 
Memory corruption while processing an IOCTL call to set mixer controls. 2025-05-06 6.6 CVE-2024-49830 

rack--rack 

Rack is a modular Ruby web server interface. Prior to version 2.2.14, when using 

the `Rack::Session::Pool` middleware, simultaneous rack requests can restore a 

deleted rack session, which allows the unauthenticated user to occupy that 

session. Rack session middleware prepares the session at the beginning of request, 

then saves is back to the store with possible changes applied by host rack 

application. This way the session becomes to be a subject of race conditions in 

general sense over concurrent rack requests. When using the `Rack::Session::Pool` 

middleware, and provided the attacker can acquire a session cookie (already a 

major issue), the session may be restored if the attacker can trigger a long running 

request (within that same session) adjacent to the user logging out, in order to 

retain illicit access even after a user has attempted to logout. Version 2.2.14 

contains a patch for the issue. Some other mitigations are available. Either ensure 

the application invalidates sessions atomically by marking them as logged out e.g., 

using a `logged_out` flag, instead of deleting them, and check this flag on every 

request to prevent reuse; or implement a custom session store that tracks session 

invalidation timestamps and refuses to accept session data if the session was 

invalidated after the request began. 

2025-05-07 4.2 CVE-2025-32441 

rack--rack-session 

Rack::Session is a session management implementation for Rack. In versions 

starting from 2.0.0 to before 2.1.1, when using the Rack::Session::Pool middleware, 

and provided the attacker can acquire a session cookie (already a major issue), the 

session may be restored if the attacker can trigger a long running request (within 

that same session) adjacent to the user logging out, in order to retain illicit access 

even after a user has attempted to logout. This issue has been patched in version 

2.1.1. 

2025-05-08 4.2 CVE-2025-46336 

Red Hat--Red Hat gnuplot is affected by a heap buffer overflow at function utf8_copy_one. 2025-05-07 6.2 CVE-2025-31177 

Red Hat--Red Hat 

Enterprise Linux 6 

A flaw was found in Rust's Ring package. A panic may be triggered when overflow 

checking is enabled. In the QUIC protocol, this flaw allows an attacker to induce 

this panic by sending a specially crafted packet. It will likely occur unintentionally in 

1 out of every 2**32 packets sent or received. 

2025-05-09 5.3 CVE-2025-4432 

Red Hat--Red Hat 

Enterprise Linux 6 

A flaw was found in GLib, which is vulnerable to an integer overflow in the 

g_string_insert_unichar() function. When the position at which to insert the 

character is large, the position will overflow, leading to a buffer underwrite. 

2025-05-06 4.8 CVE-2025-4373 

Red Hat--Red Hat 

Enterprise Linux 7 

A flaw was found in systems utilizing LUKS-encrypted disks with GRUB configured 

for TPM-based auto-decryption. When GRUB is set to automatically decrypt disks 

using keys stored in the TPM, it reads the decryption key into system memory. If an 

attacker with physical access can corrupt the underlying filesystem superblock, 

GRUB will fail to locate a valid filesystem and enter rescue mode. At this point, the 

disk is already decrypted, and the decryption key remains loaded in system 

memory. This scenario may allow an attacker with physical access to access the 

unencrypted data without any further authentication, thereby compromising data 

confidentiality. Furthermore, the ability to force this state through filesystem 

corruption also presents a data integrity concern. 

2025-05-09 5.9 CVE-2025-4382 

https://www.cve.org/CVERecord?id=CVE-2024-45570
https://www.cve.org/CVERecord?id=CVE-2024-45581
https://www.cve.org/CVERecord?id=CVE-2024-45583
https://www.cve.org/CVERecord?id=CVE-2024-49829
https://www.cve.org/CVERecord?id=CVE-2024-49830
https://www.cve.org/CVERecord?id=CVE-2025-32441
https://www.cve.org/CVERecord?id=CVE-2025-46336
https://www.cve.org/CVERecord?id=CVE-2025-31177
https://www.cve.org/CVERecord?id=CVE-2025-4432
https://www.cve.org/CVERecord?id=CVE-2025-4373
https://www.cve.org/CVERecord?id=CVE-2025-4382
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Red Hat--Red Hat 

Quay 3 

A flaw was found in Quay. When an organization acts as a proxy cache, and a user 

or robot pulls an image that hasn't been mirrored yet, they are granted "Admin" 

permissions on the newly created repository. 

2025-05-06 6.5 CVE-2025-4374 

RT-Labs--P-Net 

An Unchecked Input for Loop Condition in RT-Labs P-Net version 1.0.1 or earlier 

allows an attacker to cause IO devices that use the library to enter an infinite loop 

by sending a malicious RPC packet. 

2025-05-07 5.3 CVE-2025-32399 

RT-Labs--P-Net 

An Heap-based Buffer Overflow in RT-Labs P-Net version 1.0.1 or earlier allows an 

attacker to corrupt the memory of IO devices that use the library by sending a 

malicious RPC packet. 

2025-05-07 4.8 CVE-2025-32401 

RT-Labs--P-Net 

An Out-of-bounds Write in RT-Labs P-Net version 1.0.1 or earlier allows an attacker 

to corrupt the memory of IO devices that use the library by sending a malicious 

RPC packet. 

2025-05-07 4.8 CVE-2025-32403 

RT-Labs--P-Net 

An Out-of-bounds Write in RT-Labs P-Net version 1.0.1 or earlier allows an attacker 

to corrupt the memory of IO devices that use the library by sending a malicious 

RPC packet. 

2025-05-07 4.8 CVE-2025-32404 

Samsung Mobile--

AODService 

Improper Export of Android Application Components in AODService prior to 

version 8.8.28.12 allows local attackers to launch arbitrary activity with systemui 

privilege. 

2025-05-07 5.5 CVE-2025-20975 

Samsung Mobile--

Bixby Vision 

Improper access control in Bixby Vision prior to version 3.8.1 in Android 13, 3.8.3 in 

Android 14, 3.8.21 in Android 15 allows local attackers to access image files with 

Bixby Vision privilege. 

2025-05-07 6.2 CVE-2025-20970 

Samsung Mobile--

libsavscmn 

Out-of-bounds write in libsavscmn prior to Android 15 allows local attackers to 

cause memory corruption. 
2025-05-07 4 CVE-2025-20980 

Samsung Mobile--

PackageInstallerCN 

Improper handling of insufficient permission in PackageInstallerCN prior to version 

15.0.11.0 allows local attacker to bypass user interaction for requested installation. 
2025-05-07 6.1 CVE-2025-20974 

Samsung Mobile--

PENUP 

Improper access control in PENUP prior to version 3.9.19.32 allows local attackers 

to access files with PENUP privilege. 
2025-05-07 6.2 CVE-2025-20978 

Samsung Mobile--

Samsung Flow 

Improper verification of intent by broadcast receiver in Samsung Flow prior to 

version 4.9.17.6 allows local attackers to modify Samsung Flow configuration. 
2025-05-07 6.2 CVE-2025-20972 

Samsung Mobile--

Samsung Flow 

Improper input validation in Samsung Flow prior to version 4.9.17.6 allows local 

attackers to access data within Samsung Flow. 
2025-05-07 5.5 CVE-2025-20971 

Samsung Mobile--

Samsung Gallery 

Improper access control in Samsung Gallery prior to version 14.5.10.3 in Global 

Android 13, 14.5.09.3 in China Android 13, and 15.5.04.5 in Android 14 allows 

attackers to read and write arbitrary file with the privilege of Samsung Gallery. 

2025-05-07 5.1 CVE-2025-20967 

Samsung Mobile--

Samsung Gallery 

Improper input validation in Samsung Gallery prior to version 14.5.10.3 in Global 

Android 13, 14.5.09.3 in China Android 13, and 15.5.04.5 in Android 14 allows local 

attackers to access data within Samsung Gallery. 

2025-05-07 5.5 CVE-2025-20969 

Samsung Mobile--

Samsung Gallery 

Improper access control in Samsung Gallery prior to version 14.5.10.3 in Global 

Android 13, 14.5.09.3 in China Android 13, and 15.5.04.5 in Android 14 allows 

physical attackers to access data across multiple user profiles. 

2025-05-07 4.6 CVE-2025-20966 

Samsung Mobile--

Samsung Members 

Path traversal vulnerability in Samsung Members prior to version 5.0.00.11 allows 

attackers to read and write arbitrary file with the privilege of Samsung Members. 
2025-05-07 5.1 CVE-2025-20949 

Samsung Mobile--

Samsung Mobile 

Devices 

Out-of-bounds write in Keymaster trustlet prior to SMR May-2025 Release 1 allows 

local privileged attackers to write out-of-bounds memory. 
2025-05-07 6.7 CVE-2025-20937 

https://www.cve.org/CVERecord?id=CVE-2025-4374
https://www.cve.org/CVERecord?id=CVE-2025-32399
https://www.cve.org/CVERecord?id=CVE-2025-32401
https://www.cve.org/CVERecord?id=CVE-2025-32403
https://www.cve.org/CVERecord?id=CVE-2025-32404
https://www.cve.org/CVERecord?id=CVE-2025-20975
https://www.cve.org/CVERecord?id=CVE-2025-20970
https://www.cve.org/CVERecord?id=CVE-2025-20980
https://www.cve.org/CVERecord?id=CVE-2025-20974
https://www.cve.org/CVERecord?id=CVE-2025-20978
https://www.cve.org/CVERecord?id=CVE-2025-20972
https://www.cve.org/CVERecord?id=CVE-2025-20971
https://www.cve.org/CVERecord?id=CVE-2025-20967
https://www.cve.org/CVERecord?id=CVE-2025-20969
https://www.cve.org/CVERecord?id=CVE-2025-20966
https://www.cve.org/CVERecord?id=CVE-2025-20949
https://www.cve.org/CVERecord?id=CVE-2025-20937
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Samsung Mobile--

Samsung Mobile 

Devices 

Out-of-bounds write in memory initialization in libsavsvc.so prior to SMR May-2025 

Release 1 allows local attackers to write out-of-bounds memory. 
2025-05-07 6.6 CVE-2025-20963 

Samsung Mobile--

Samsung Mobile 

Devices 

Out-of-bounds write in parsing media files in libsavsvc.so prior to SMR May-2025 

Release 1 allows local attackers to write out-of-bounds memory. 
2025-05-07 6.6 CVE-2025-20964 

Samsung Mobile--

Samsung Mobile 

Devices 

Improper access control in SmartManagerCN prior to SMR May-2025 Release 1 

allows local attackers to launch activities within SmartManagerCN. 
2025-05-07 5.1 CVE-2025-20953 

Samsung Mobile--

Samsung Mobile 

Devices 

Use of implicit intent for sensitive communication in EnrichedCall prior to SMR 

May-2025 Release 1 allows local attackers to access sensitive information. User 

interaction is required for triggering this vulnerability. 

2025-05-07 5.5 CVE-2025-20954 

Samsung Mobile--

Samsung Mobile 

Devices 

Improper Export of Android Application Components in 

NotificationHistoryImageProvider prior to SMR May-2025 Release 1 allows local 

attackers to access notification images. 

2025-05-07 5.5 CVE-2025-20955 

Samsung Mobile--

Samsung Mobile 

Devices 

Use of implicit intent for sensitive communication in Wi-Fi P2P service prior to SMR 

May-2025 Release 1 allows local attackers to access sensitive information. 
2025-05-07 5.1 CVE-2025-20959 

Samsung Mobile--

Samsung Mobile 

Devices 

Improper handling of insufficient permission or privileges in sepunion service prior 

to SMR May-2025 Release 1 allows local privileged attackers to access files with 

system privilege. 

2025-05-07 5.5 CVE-2025-20961 

Samsung Mobile--

Samsung Mobile 

Devices 

Improper export of android application components in Settings in Galaxy Watch 

prior to SMR May-2025 Release 1 allows physical attackers to access developer 

settings. 

2025-05-07 4.3 CVE-2025-20956 

Samsung Mobile--

Samsung Mobile 

Devices 

Improper verification of intent by broadcast receiver in UnifiedWFC prior to SMR 

May-2025 Release 1 allows local attackers to manipulate VoWiFi related behaviors. 
2025-05-07 4.4 CVE-2025-20958 

Samsung Mobile--

Samsung Mobile 

Devices 

Improper handling of insufficient permission in CocktailBarService prior to SMR 

May-2025 Release 1 allows local attackers to use the privileged api. 
2025-05-07 4 CVE-2025-20960 

Samsung Mobile--

Samsung Mobile 

Devices 

Improper handling of insufficient permission in SpenGesture service prior to SMR 

May-2025 Release 1 allows local attackers to track the S Pen position. 
2025-05-07 4 CVE-2025-20962 

Samsung Mobile--

Samsung Notes 

Out-of-bounds read in applying binary of text content in Samsung Notes prior to 

version 4.4.29.23 allows attackers to read out-of-bounds memory. 
2025-05-07 5.5 CVE-2025-20976 

Samsung Mobile--

Secure Folder 

Improper authentication in Secure Folder prior to version 1.8.12.0 in Android 13, 

and 1.9.21.00 in Android 14 allows physical attackers to reset the lock type of 

Secure Folder. 

2025-05-07 5.4 CVE-2025-20973 

Samsung Mobile--

Voice wake-up 

Improper handling of insufficient permission in Bixby wakeup prior to version 

2.3.74.8 allows local attackers to access sensitive data. 
2025-05-07 6.2 CVE-2025-20965 

seedprod--Website 

Builder by 

SeedProd Theme 

Builder, Landing 

Page Builder, 

Coming Soon Page, 

Maintenance 

Mode 

The Website Builder by SeedProd - Theme Builder, Landing Page Builder, Coming 

Soon Page, Maintenance Mode plugin for WordPress is vulnerable to unauthorized 

access of data due to a missing capability check on the 

'seedprod_lite_get_revisisons' function in all versions up to, and including, 6.18.15. 

This makes it possible for authenticated attackers, with Subscriber-level access and 

above, to read the content of arbitrary landing page revisions. 

2025-05-09 4.3 CVE-2025-3949 

https://www.cve.org/CVERecord?id=CVE-2025-20963
https://www.cve.org/CVERecord?id=CVE-2025-20964
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https://www.cve.org/CVERecord?id=CVE-2025-20961
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https://www.cve.org/CVERecord?id=CVE-2025-20958
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https://www.cve.org/CVERecord?id=CVE-2025-3949
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Seeyon--Zhiyuan 

OA Web 

Application System 

A vulnerability was found in Seeyon Zhiyuan OA Web Application System 8.1 SP2. It 

has been rated as critical. Affected by this issue is the function postData of the file 

ROOT\WEB-

INF\classes\com\ours\www\ehr\salary\service\data\EhrSalaryPayrollServiceImpl.c

lass of the component Beetl Template Handler. The manipulation of the argument 

payrollId leads to code injection. The attack may be launched remotely. The exploit 

has been disclosed to the public and may be used. 

2025-05-11 6.3 CVE-2025-4531 

Seeyon--Zhiyuan 

OA Web 

Application System 

A vulnerability was found in Seeyon Zhiyuan OA Web Application System 8.1 SP2. It 

has been classified as problematic. Affected is the function Download of the file 

seeyon\opt\Seeyon\A8\ApacheJetspeed\webapps\seeyon\WEB-INF\lib\seeyon-

apps-m3.jar!\com\seeyon\apps\m3\core\controller\M3CoreController.class of the 

component ZIP File Handler. The manipulation of the argument Name leads to path 

traversal. It is possible to launch the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-11 4.3 CVE-2025-4529 

Shenzhen Sixun 

Software--Sixun 

Shanghui Group 

Business 

Management 

System 

A vulnerability, which was classified as problematic, was found in Shenzhen Sixun 

Software Sixun Shanghui Group Business Management System 7. This affects an 

unknown part of the file /api/GylOperator/LoadData. The manipulation leads to 

information disclosure. It is possible to initiate the attack remotely. The exploit has 

been disclosed to the public and may be used. 

2025-05-05 4.3 CVE-2025-4281 

silverplugins217--

Product Quantity 

Dropdown For 

Woocommerce 

Cross-Site Request Forgery (CSRF) vulnerability in silverplugins217 Product 

Quantity Dropdown For Woocommerce allows Cross Site Request Forgery. This 

issue affects Product Quantity Dropdown For Woocommerce: from n/a through 

1.2. 

2025-05-07 4.3 CVE-2025-47451 

smub--WPForms 

Easy Form Builder 

for WordPress 

Contact Forms, 

Payment Forms, 

Surveys, & More 

The WPForms - Easy Form Builder for WordPress - Contact Forms, Payment Forms, 

Surveys, & More plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the start_timestamp parameter in all versions up to, and including, 1.9.5 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-05-09 5.4 CVE-2025-3794 

SourceCodester--

Stock 

Management 

System 

A vulnerability, which was classified as critical, was found in 

SourceCodester/oretnom23 Stock Management System 1.0. This affects an 

unknown part of the file /admin/?page=purchase_order/view_po of the 

component Purchase Order Details Page. The manipulation of the argument ID 

leads to sql injection. It is possible to initiate the attack remotely. The exploit has 

been disclosed to the public and may be used. 

2025-05-05 4.7 CVE-2025-4267 

SourceCodester--

Stock 

Management 

System 

A vulnerability has been found in SourceCodester/oretnom23 Stock Management 

System 1.0 and classified as problematic. This vulnerability affects unknown code 

of the file /classes/Users.php?f=save. The manipulation leads to cross-site request 

forgery. The attack can be initiated remotely. The exploit has been disclosed to the 

public and may be used. 

2025-05-05 4.3 CVE-2025-4282 

tagDiv--tagDiv 

Composer 

The tagDiv Composer plugin for WordPress, used by the Newspaper theme, is 

vulnerable to Reflected Cross-Site Scripting via the 'data' parameter in all versions 

up to, and including, 5.3 due to insufficient input sanitization and output escaping. 

This makes it possible for unauthenticated attackers to inject arbitrary web scripts 

in pages that execute if they can successfully trick a user into performing an action 

such as clicking on a link. 

2025-05-08 6.1 CVE-2025-2806 

Tenda--RX3 

A vulnerability was found in Tenda RX3 16.03.13.11_multi. It has been rated as 

critical. This issue affects some unknown processing of the file /goform/telnet. The 

manipulation leads to command injection. The attack may be initiated remotely. 

The exploit has been disclosed to the public and may be used. 

2025-05-06 4.7 CVE-2025-4357 
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ThemeKalia--

Envolve Plugin 

The Envolve Plugin plugin for WordPress is vulnerable to arbitrary file deletion in all 

versions up to, and including, 1.0 via the 'zetra_deleteLanguageFile' and 

'zetra_deleteFontsFile' functions. This is due to the plugin not properly validating a 

file or its path prior to deleting it. This makes it possible for unauthenticated 

attackers to delete language files. 

2025-05-05 5.3 CVE-2024-11615 

themesgrove--

Download 

Manager and 

Payment Form 

WordPress Plugin 

WP SmartPay 

The Download Manager and Payment Form WordPress Plugin - WP SmartPay 

plugin for WordPress is vulnerable to Insecure Direct Object Reference in versions 

1.1.0 to 2.7.13 via the show() function due to missing validation on a user 

controlled key. This makes it possible for authenticated attackers, with Subscriber-

level access and above, to view other user's data like email address, name, and 

notes. 

2025-05-07 4.3 CVE-2025-3851 

thephpleague--

commonmark 

league/commonmark is a PHP Markdown parser. A cross-site scripting (XSS) 

vulnerability in the Attributes extension of the league/commonmark library 

(versions 1.5.0 through 2.6.x) allows remote attackers to insert malicious JavaScript 

calls into HTML. The league/commonmark library provides configuration options 

such as `html_input: 'strip'` and `allow_unsafe_links: false` to mitigate cross-site 

scripting (XSS) attacks by stripping raw HTML and disallowing unsafe links. 

However, when the Attributes Extension is enabled, it introduces a way for users to 

inject arbitrary HTML attributes into elements via Markdown syntax using curly 

braces. Version 2.7.0 contains three changes to prevent this XSS attack vector: All 

attributes starting with `on` are considered unsafe and blocked by default; support 

for an explicit allowlist of allowed HTML attributes; and manually-added `href` and 

`src` attributes now respect the existing `allow_unsafe_links` configuration option. 

If upgrading is not feasible, please consider disabling the `AttributesExtension` for 

untrusted users and/or filtering the rendered HTML through a library like 

HTMLPurifier. 

2025-05-05 6.4 CVE-2025-46734 

ThimPress--WP 

Hotel Booking 

Cross-Site Request Forgery (CSRF) vulnerability in ThimPress WP Hotel Booking 

allows Cross Site Request Forgery. This issue affects WP Hotel Booking: from n/a 

through 2.1.9. 

2025-05-07 4.3 CVE-2025-47448 

TOTOLINK--A720R 

A vulnerability was found in TOTOLINK A720R 4.1.5cu.374 and classified as critical. 

This issue affects some unknown processing of the file /cgi-bin/cstecgi.cgi of the 

component Log Handler. The manipulation of the argument topicurl with the input 

clearDiagnosisLog/clearSyslog/clearTracerouteLog leads to improper access 

controls. The attack may be initiated remotely. The exploit has been disclosed to 

the public and may be used. 

2025-05-05 6.5 CVE-2025-4269 

TOTOLINK--A720R 

A vulnerability has been found in TOTOLINK A720R 4.1.5cu.374 and classified as 

critical. This vulnerability affects unknown code of the file /cgi-bin/cstecgi.cgi. The 

manipulation of the argument topicurl with the input RebootSystem leads to 

missing authentication. The attack can be initiated remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-05 5.3 CVE-2025-4268 

TOTOLINK--A720R 

A vulnerability was found in TOTOLINK A720R 4.1.5cu.374. It has been classified as 

problematic. Affected is an unknown function of the file /cgi-bin/cstecgi.cgi of the 

component Config Handler. The manipulation of the argument topicurl with the 

input getInitCfg/getSysStatusCfg leads to information disclosure. It is possible to 

launch the attack remotely. The exploit has been disclosed to the public and may 

be used. 

2025-05-05 5.3 CVE-2025-4270 

TOTOLINK--A720R 

A vulnerability was found in TOTOLINK A720R 4.1.5cu.374. It has been declared as 

problematic. Affected by this vulnerability is an unknown functionality of the file 

/cgi-bin/cstecgi.cgi. The manipulation of the argument topicurl with the input 

showSyslog leads to information disclosure. The attack can be launched remotely. 

The exploit has been disclosed to the public and may be used. 

2025-05-05 5.3 CVE-2025-4271 

troglobit--finit 

Finit provides fast init for Linux systems. Finit's urandom plugin has a heap buffer 

overwrite vulnerability at boot which leads to it overwriting other parts of the 

heap, possibly causing random instabilities and undefined behavior. The urandom 

plugin is enabled by default, so this bug affects everyone using Finit 4.2 or later 

2025-05-06 4.6 CVE-2025-32022 
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that do not explicitly disable the plugin at build time. This bug is fixed in Finit 4.12. 

Those who cannot upgrade or backport the fix to urandom.c are strongly 

recommended to disable the plugin in the call to the `configure` script. 

umbraco--

Umbraco-CMS 

Umbraco is a free and open source .NET content management system. Prior to 

versions 10.8.10 and 13.8.1, based on an analysis of the timing of post login API 

responses, it's possible to determine whether an account exists. The issue is 

patched in versions 10.8.10 and 13.8.1. No known workarounds are available. 

2025-05-06 5.3 CVE-2025-46736 

Unisoc (Shanghai) 

Technologies Co., 

Ltd.--

SC7731E/SC9832E/

SC9863A/T310/T6

06/T612/T616/T61

0/T618/T750/T765

/T760/T770/T820/

S8000/T8300/T930

0 

In sprd ssense service, there is a possible missing permission check. This could lead 

to local information disclosure with no additional execution privileges needed. 
2025-05-06 6.2 CVE-2024-39442 

vector4wang--

spring-boot-quick 

A vulnerability was found in vector4wang spring-boot-quick up to 20250422. It has 

been rated as critical. This issue affects the function ResponseEntity of the file 

/spring-boot-quick-master/quick-

img2txt/src/main/java/com/quick/controller/Img2TxtController.java of the 

component quick-img2txt. The manipulation leads to path traversal. The attack 

may be initiated remotely. The exploit has been disclosed to the public and may be 

used. The vendor was contacted early about this disclosure but did not respond in 

any way. 

2025-05-10 6.3 CVE-2025-4511 

webaways--NEX-

Forms Ultimate 

Forms Plugin for 

WordPress 

The NEX-Forms - Ultimate Form Builder - Contact forms and much more plugin for 

WordPress is vulnerable to Stored Cross-Site Scripting via the clean_html and 

form_fields parameters in all versions up to, and including, 8.9.1 due to insufficient 

input sanitization and output escaping. This makes it possible for authenticated 

attackers, with Custom-level access, to inject arbitrary web scripts in pages that 

will execute whenever a user accesses an injected page. 

2025-05-08 6.4 CVE-2025-3468 

webaways--NEX-

Forms Ultimate 

Forms Plugin for 

WordPress 

The NEX-Forms - Ultimate Form Builder - Contact forms and much more plugin for 

WordPress is vulnerable to Limited Code Execution in all versions up to, and 

including, 8.9.1 via the get_table_records function. This is due to the unsanitized 

use of user-supplied input in call_user_func(). This makes it possible for 

authenticated attackers, with Custom-level access, to execute arbitrary PHP 

functions that meet specific constraints (static methods or global functions 

accepting a single array parameter). 

2025-05-08 6.3 CVE-2025-4208 

webfactory--Login 

Lockdown & 

Protection 

The Login Lockdown & Protection plugin for WordPress is vulnerable to 

unauthorized nonce access due to a missing capability check on the ajax_run_tool 

function in all versions up to, and including, 2.11. This makes it possible for 

authenticated attackers, with Subscriber-level access and above, to obtain a valid 

nonce that can be used to generate a global unlock key, which can in turn be used 

to add arbitrary IP address to the plugin allowlist. This can only by exploited on 

new installations where the site administrator hasn't visited the loginlockdown 

page yet. 

2025-05-07 5.4 CVE-2025-3766 

Wiesemann & 

Theis--ERP-

Gateway 12x 

Digital Input, 6x 

Digital Relais 

An low privileged remote Attacker can execute arbitrary web scripts or HTML via a 

crafted payload injected into several fields of the configuration webpage with 

limited impact. 

2025-05-06 5.4 CVE-2025-3020 

wpdevart--Widget 

Countdown 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in wpdevart Widget Countdown allows Stored XSS. This 

issue affects Widget Countdown: from n/a through 2.7.4. 

2025-05-07 6.5 CVE-2025-47443 

https://www.cve.org/CVERecord?id=CVE-2025-46736
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wpeverest--User 

Registration & 

Membership 

Custom 

Registration Form, 

Login Form, and 

User Profile 

The User Registration & Membership - Custom Registration Form, Login Form, and 

User Profile plugin for WordPress is vulnerable to Insecure Direct Object Reference 

in all versions up to, and including, 4.2.1 via the create_stripe_subscription() 

function, due to missing validation on the 'member_id' user controlled key. This 

makes it possible for unauthenticated attackers to delete arbitrary user accounts 

that have registered through the plugin. 

2025-05-06 5.3 CVE-2025-3281 

WProyal--Royal 

Elementor Addons 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WProyal Royal Elementor Addons allows Stored XSS.This 

issue affects Royal Elementor Addons: from n/a through 1.7.1017. 

2025-05-07 6.5 CVE-2025-39361 

wproyal--Royal 

Elementor Addons 

and Templates 

The Royal Elementor Addons and Templates plugin for WordPress is vulnerable to 

Stored Cross-Site Scripting via the Countdown widget display_message_text 

parameter in all versions up to, and including, 1.7.1017 due to insufficient input 

sanitization and output escaping. This makes it possible for authenticated 

attackers, with Contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-05-07 5.4 CVE-2024-12120 

xavinnydek--

Xavin's List 

Subpages 

The Xavin&#039;s List Subpages plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the plugin's 'xls' shortcode in all versions up to, and 

including, 1.3 due to insufficient input sanitization and output escaping on user 

supplied attributes. This makes it possible for authenticated attackers, with 

contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-05-07 6.4 CVE-2025-4220 

zhangyanbo2007--

youkefu 

A vulnerability, which was classified as critical, was found in zhangyanbo2007 

youkefu up to 4.2.0. Affected is the function Upload of the file \youkefu-

master\src\main\java\com\ukefu\webim\web\handler\resource\MediaController.

java. The manipulation of the argument imgFile leads to unrestricted upload. It is 

possible to launch the attack remotely. The exploit has been disclosed to the public 

and may be used. 

2025-05-05 6.3 CVE-2025-4258 

zhangyanbo2007--

youkefu 

A vulnerability was found in zhangyanbo2007 youkefu up to 4.2.0 and classified as 

problematic. Affected by this issue is the function impsave of the file 

m\web\handler\admin\system\TemplateController.java. The manipulation of the 

argument dataFile leads to deserialization. The attack may be launched remotely. 

The exploit has been disclosed to the public and may be used. 

2025-05-05 4.3 CVE-2025-4260 

Zhengzhou Jiuhua 

Electronic 

Technology--

mayicms 

A vulnerability, which was classified as critical, has been found in Zhengzhou Jiuhua 

Electronic Technology mayicms up to 5.8E. Affected by this issue is some unknown 

functionality of the file /javascript.php. The manipulation of the argument Value 

leads to sql injection. The attack may be launched remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-10 6.3 CVE-2025-4514 

Zylon--PrivateGPT 

A vulnerability, which was classified as problematic, was found in Zylon PrivateGPT 

up to 0.6.2. This affects an unknown part of the file settings.yaml. The 

manipulation of the argument allow_origins leads to permissive cross-domain 

policy with untrusted domains. It is possible to initiate the attack remotely. The 

exploit has been disclosed to the public and may be used. The vendor was 

contacted early about this disclosure but did not respond in any way. 

2025-05-10 4.3 CVE-2025-4515 

Adobe--Adobe 

Connect 

Adobe Connect versions 12.8 and earlier are affected by a stored Cross-Site 

Scripting (XSS) vulnerability that could be abused by an attacker to inject malicious 

scripts into vulnerable form fields. Malicious JavaScript may be executed in a 

victim's browser when they browse to the page containing the vulnerable field. 

2025-05-13 6.1 CVE-2025-30314 

Adobe--Adobe 

Connect 

Adobe Connect versions 12.8 and earlier are affected by a stored Cross-Site 

Scripting (XSS) vulnerability that could be abused by an attacker to inject malicious 

scripts into vulnerable form fields. Malicious JavaScript may be executed in a 

victim's browser when they browse to the page containing the vulnerable field. 

2025-05-13 6.1 CVE-2025-30315 
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Adobe--Adobe 

Connect 

Adobe Connect versions 12.8 and earlier are affected by a stored Cross-Site 

Scripting (XSS) vulnerability that could be abused by a low privileged attacker to 

inject malicious scripts into vulnerable form fields. Malicious JavaScript may be 

executed in a victim's browser when they browse to the page containing the 

vulnerable field. 

2025-05-13 5.4 CVE-2025-30316 

Adobe--Animate 

Animate versions 24.0.8, 23.0.11 and earlier are affected by a NULL Pointer 

Dereference vulnerability that could lead to application denial-of-service. An 

attacker could exploit this vulnerability to crash the application, causing disruption 

of service. Exploitation of this issue requires user interaction in that a victim must 

open a malicious file. 

2025-05-13 5.5 CVE-2025-30329 

Adobe--ColdFusion 

ColdFusion versions 2025.1, 2023.13, 2021.19 and earlier are affected by an 

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 

vulnerability that could lead to arbitrary file system read. A high-privileged attacker 

could leverage this vulnerability to bypass security protections and gain 

unauthorized read access. Exploitation of this issue does not require user 

interaction and scope is changed. 

2025-05-13 6.8 CVE-2025-43566 

Adobe--InDesign 

Desktop 

InDesign Desktop versions ID19.5.2, ID20.2 and earlier are affected by a NULL 

Pointer Dereference vulnerability that could lead to application denial-of-service. 

An attacker could exploit this vulnerability to crash the application, causing a 

disruption in service. Exploitation of this issue requires user interaction in that a 

victim must open a malicious file. 

2025-05-13 5.5 CVE-2025-30319 

Adobe--InDesign 

Desktop 

InDesign Desktop versions ID19.5.2, ID20.2 and earlier are affected by a NULL 

Pointer Dereference vulnerability that could lead to application denial-of-service. 

An attacker could exploit this vulnerability to crash the application, causing 

disruption in service. Exploitation of this issue requires user interaction in that a 

victim must open a malicious file. 

2025-05-13 5.5 CVE-2025-30320 

Adobe--

Substance3D - 

Stager 

Substance3D - Stager versions 3.1.1 and earlier are affected by an out-of-bounds 

read vulnerability that could lead to disclosure of sensitive memory. An attacker 

could leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of 

this issue requires user interaction in that a victim must open a malicious file. 

2025-05-13 5.5 CVE-2025-43551 

Advaya Softech--

GEMS ERP Portal 

A vulnerability, which was classified as critical, was found in Advaya Softech GEMS 

ERP Portal 2.1. This affects an unknown part of the file 

/studentLogin/studentLogin.action. The manipulation of the argument userId leads 

to sql injection. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-18 6.3 CVE-2025-4863 

alti5--AlT 

Monitoring 

The AlT Monitoring plugin for WordPress is vulnerable to Cross-Site Request 

Forgery in all versions up to, and including, 1.0.3. This is due to missing or incorrect 

nonce validation on the 'ALT_Monitoring_edit' page. This makes it possible for 

unauthenticated attackers to update settings and inject malicious web scripts via a 

forged request granted they can trick a site administrator into performing an 

action such as clicking on a link. 

2025-05-17 6.1 CVE-2025-4194 

AMD--AMD Prof 

A junction point vulnerability within AMD uProf can allow a local low-privileged 

attacker to create junction points, potentially resulting in arbitrary file deletion or 

disclosure. 

2025-05-13 6.6 CVE-2024-36340 

aomedia--libavif 
In libavif before 1.3.0, makeRoom in stream.c has an integer overflow and 

resultant buffer overflow in stream->offset+size. 
2025-05-16 4.5 CVE-2025-48174 

aomedia--libavif 
In libavif before 1.3.0, avifImageRGBToYUV in reformat.c has integer overflows in 

multiplications involving rgbRowBytes, yRowBytes, uRowBytes, and vRowBytes. 
2025-05-16 4.5 CVE-2025-48175 

App Cheap--Push 

notification for 

Mobile and Web 

app 

Missing Authorization vulnerability in App Cheap Push notification for Mobile and 

Web app allows Exploiting Incorrectly Configured Access Control Security Levels. 

This issue affects Push notification for Mobile and Web app: from n/a through 

2.0.3. 

2025-05-16 6.5 CVE-2025-48127 
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aptivadadev--

Aptivada for WP 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in aptivadadev Aptivada for WP allows DOM-Based XSS. 

This issue affects Aptivada for WP: from n/a through 2.0.0. 

2025-05-16 6.5 CVE-2025-48135 

artbees--Jupiter X 

Core 

The Jupiter X Core plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via SVG File inclusion in all versions up to, and including, 4.8.12 due to insufficient 

input sanitization and output escaping. This makes it possible for authenticated 

attackers, with Contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses the page with the included SVG 

file. 

2025-05-17 6.4 CVE-2025-3888 

Ashan Perera--

EventON 

Missing Authorization vulnerability in Ashan Perera EventON allows Accessing 

Functionality Not Properly Constrained by ACLs. This issue affects EventON: from 

n/a through 2.4.4. 

2025-05-16 5.3 CVE-2025-48116 

ashanjay--EventON 

Missing Authorization vulnerability in ashanjay EventON allows Accessing 

Functionality Not Properly Constrained by ACLs. This issue affects EventON: from 

n/a through 4.9.9. 

2025-05-16 5.3 CVE-2025-47564 

Automattic--

Jetpack Debug 

Tools 

Missing Authorization vulnerability in Automattic Jetpack Debug Tools.This issue 

affects Jetpack Debug Tools: from n/a before 2.0.1. 
2025-05-15 5.3 CVE-2024-56006 

Automattic--Tours 
Missing Authorization vulnerability in Automattic Tours.This issue affects Tours: 

from n/a through 1.0.0. 
2025-05-15 4.3 CVE-2024-51666 

BeamCtrl--Airiana 

A vulnerability was found in BeamCtrl Airiana up to 11.0. It has been declared as 

problematic. This vulnerability affects unknown code of the file coef. The 

manipulation leads to deserialization. The attack needs to be approached locally. 

The exploit has been disclosed to the public and may be used. 

2025-05-16 5.3 CVE-2025-4740 

berthaai--BERTHA 

AI 

Missing Authorization vulnerability in berthaai BERTHA AI allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects BERTHA AI: 

from n/a through 1.12.11. 

2025-05-16 4.3 CVE-2025-48138 

BlueWave--

Checkmate 

In BlueWave Checkmate before 2.1, an authenticated regular user can access 

sensitive application secrets via the /api/v1/settings endpoint. 
2025-05-15 5 CVE-2025-48024 

Bohua--NetDragon 

Firewall 

A vulnerability was found in Bohua NetDragon Firewall 1.0 and classified as critical. 

This issue affects some unknown processing of the file 

/systemstatus/ip_status.php. The manipulation of the argument subnet leads to 

command injection. The attack may be initiated remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-16 6.3 CVE-2025-4747 

boldthemes--Bold 

Page Builder 

The Bold Page Builder plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the data-text parameter in all versions up to, and including, 5.3.5 due 

to insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-05-18 6.4 CVE-2025-3715 

Bootstrap--

Bootstrap 

Improper Neutralization of Input During Web Page Generation (XSS or 'Cross-site 

Scripting') vulnerability in Bootstrap allows Cross-Site Scripting (XSS).This issue 

affects Bootstrap: from 3.4.1 before 4.0.0. 

2025-05-15 5.6 CVE-2025-1647 

Broadstreet--

Broadstreet 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Broadstreet Broadstreet allows Stored XSS. This issue 

affects Broadstreet: from n/a through 1.51.8. 

2025-05-16 6.5 CVE-2025-48113 

bullfrogsec--

bullfrog 

Bullfrog is a GithHb Action to block unauthorized outbound traffic in GitHub 

workflows. Prior to version 0.8.4, using tcp breaks blocking and allows DNS 

exfiltration. This can result in sandbox bypass. Version 0.8.4 fixes the issue. 

2025-05-14 6.2 CVE-2025-47775 
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Campcodes--Sales 

and Inventory 

System 

A vulnerability has been found in Campcodes Sales and Inventory System 1.0 and 

classified as critical. Affected by this vulnerability is an unknown functionality of 

the file /pages/product.php. The manipulation of the argument Picture leads to 

unrestricted upload. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-16 6.3 CVE-2025-4735 

cbutlerjr--WP-

Members 

Membership 

Plugin 

The WP-Members Membership Plugin plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the plugin's wpmem_user_memberships shortcode in all 

versions up to, and including, 3.5.2 due to insufficient input sanitization and output 

escaping on user supplied attributes. This makes it possible for authenticated 

attackers, with contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-05-17 6.4 CVE-2025-4610 

Centreon--web 

Improper Privilege Management vulnerability in Centreon web allows Privilege 

Escalation. ACL are not correctly taken into account in the display of the "event 

logs" page. This page requiring, high privileges, will display all available logs. This 

issue affects web: from 24.10.3 before 24.10.4, from 24.04.09 before 24.04.10, 

from 23.10.19 before 23.10.21, from 23.04.24 before 23.04.26. 

2025-05-13 4.9 CVE-2025-4649 

Chimpstudio--WP 

JobHunt 

Authorization Bypass Through User-Controlled Key vulnerability in Chimpstudio WP 

JobHunt allows Exploiting Incorrectly Configured Access Control Security Levels. 

This issue affects WP JobHunt: from n/a through 7.1. 

2025-05-16 5.3 CVE-2025-39537 

code-projects--

Employee Record 

System 

A vulnerability classified as critical was found in code-projects Employee Record 

System 1.0. Affected by this vulnerability is an unknown functionality of the file 

/dashboard/getData.php. The manipulation of the argument keywords leads to sql 

injection. The attack can be launched remotely. The exploit has been disclosed to 

the public and may be used. 

2025-05-16 6.3 CVE-2025-4743 

code-projects--

Pharmacy 

Management 

System 

A vulnerability, which was classified as critical, was found in code-projects 

Pharmacy Management System 1.0. This affects the function 

medicineType::take_order of the component Add Order Details. The manipulation 

leads to buffer overflow. An attack has to be approached locally. The exploit has 

been disclosed to the public and may be used. 

2025-05-18 5.3 CVE-2025-4888 

code-projects--

Police Station 

Management 

System 

A vulnerability was found in code-projects Police Station Management System 1.0. 

It has been classified as critical. Affected is the function criminal::display of the file 

source.cpp of the component Display Record. The manipulation of the argument N 

leads to buffer overflow. It is possible to launch the attack on the local host. The 

exploit has been disclosed to the public and may be used. 

2025-05-18 5.3 CVE-2025-4891 

code-projects--

Police Station 

Management 

System 

A vulnerability was found in code-projects Police Station Management System 1.0. 

It has been declared as critical. Affected by this vulnerability is the function 

criminal::remove of the file source.cpp of the component Delete Record. The 

manipulation of the argument No leads to stack-based buffer overflow. The attack 

needs to be approached locally. The exploit has been disclosed to the public and 

may be used. 

2025-05-18 5.3 CVE-2025-4892 

code-projects--

Tourism 

Management 

System 

A vulnerability has been found in code-projects Tourism Management System 1.0 

and classified as critical. This vulnerability affects the function AddUser of the 

component User Registration. The manipulation of the argument 

username/password leads to buffer overflow. Local access is required to approach 

this attack. The exploit has been disclosed to the public and may be used. 

2025-05-18 5.3 CVE-2025-4889 

code-projects--

Tourism 

Management 

System 

A vulnerability was found in code-projects Tourism Management System 1.0 and 

classified as critical. This issue affects the function LoginUser of the component 

Login User. The manipulation of the argument username/password leads to stack-

based buffer overflow. Attacking locally is a requirement. The exploit has been 

disclosed to the public and may be used. 

2025-05-18 5.3 CVE-2025-4890 

CodexThemes--

TheGem 
The TheGem theme for WordPress is vulnerable to unauthorized modification of 

data due to a missing capability check on the ajaxApi() function in all versions up 
2025-05-13 4.3 CVE-2025-4339 
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to, and including, 5.10.3. This makes it possible for authenticated attackers, with 

Subscriber-level access and above, to update arbitrary theme options. 

Combodo--iTop 

iTop is an web based IT Service Management tool. Prior to versions 2.7.12, 3.1.3, 

and 3.2.1, anyone with an account having portal access can have read access to 

objects they're not allowed to see by querying an unprotected route. Versions 

2.7.12, 3.1.3, and 3.2.1 contain a fix for the issue. 

2025-05-14 6.5 CVE-2024-52601 

Combodo--iTop 

iTop is an web based IT Service Management tool. Prior to versions 3.1.3 and 3.2.1, 

by filling malicious code in a CSV content, a cross-site scripting attack can be 

performed when importing this content. The issue is fixed in versions 3.1.3 and 

3.2.1. As a workaround, check CSV content before importing it. 

2025-05-14 6.3 CVE-2024-56157 

Combodo--iTop 

iTop is an web based IT Service Management tool. Prior to versions 2.7.12, 3.1.3, 

and 3.2.1, anyone with an account having portal access can set value to object 

fields when they're not supposed to. Versions 2.7.12, 3.1.3, and 3.2.1 contain a fix 

for the issue. 

2025-05-14 5 CVE-2025-24021 

Combodo--iTop 

iTop is an web based IT Service Management tool. Versions prior to 3.2.1 are 

vulnerable to regular expression denial of service (ReDoS) that may, under some 

circumstances, affect iTop server. Version 3.2.1 doesn't use the affected variable in 

the regular expression. As a workaround, if iTop app_root_url is defined in the 

configuration file, then there is no possible way to exploit this ReDoS. 

2025-05-14 5.3 CVE-2025-24026 

Combodo--iTop 

iTop is an web based IT Service Management tool. Prior to version 3.2.1, a portal 

user can see any other contacts picture by changing the picture ID in the URL. 

Version 3.2.1 contains a patch for the issue. 

2025-05-14 5 CVE-2025-24969 

Combodo--iTop 

iTop is an web based IT Service Management tool. In version 3.2.0, an attacker may 

send a URL to the server to trigger a PHP error. The next user trying to load this 

dashboard would encounter a crashed start page. Version 3.2.1 fixes the issue by 

checking the provided layout_class before saving the dashboard. 

2025-05-14 4.3 CVE-2025-24785 

contrid--

Newsletters 

The Newsletters plugin for WordPress is vulnerable to time-based SQL Injection via 

the 'orderby' parameter in all versions up to, and including, 4.9.9.8 due to 

insufficient escaping on the user supplied parameter and lack of sufficient 

preparation on the existing SQL query. This makes it possible for authenticated 

attackers, with Contributor-level access and above, to append additional SQL 

queries into already existing queries that can be used to extract sensitive 

information from the database. 

2025-05-13 6.5 CVE-2025-3107 

D-Link--DI-

7003GV2 

A vulnerability, which was classified as problematic, has been found in D-Link DI-

7003GV2 24.04.18D1 R(68125). This issue affects some unknown processing of the 

file /H5/get_version.data of the component Configuration Handler. The 

manipulation leads to information disclosure. The attack may be initiated 

remotely. The exploit has been disclosed to the public and may be used. 

2025-05-16 5.3 CVE-2025-4750 

D-Link--DI-

7003GV2 

A vulnerability, which was classified as problematic, was found in D-Link DI-

7003GV2 24.04.18D1 R(68125). Affected is an unknown function of the file 

/index.data. The manipulation leads to information disclosure. It is possible to 

launch the attack remotely. The exploit has been disclosed to the public and may 

be used. 

2025-05-16 5.3 CVE-2025-4751 

D-Link--DI-

7003GV2 

A vulnerability has been found in D-Link DI-7003GV2 24.04.18D1 R(68125) and 

classified as problematic. Affected by this vulnerability is an unknown functionality 

of the file /install_base.data. The manipulation leads to information disclosure. The 

attack can be launched remotely. The exploit has been disclosed to the public and 

may be used. 

2025-05-16 5.3 CVE-2025-4752 

D-Link--DI-

7003GV2 

A vulnerability was found in D-Link DI-7003GV2 24.04.18D1 R(68125) and classified 

as problematic. Affected by this issue is some unknown functionality of the file 

/login.data. The manipulation leads to information disclosure. The attack may be 

launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-16 5.3 CVE-2025-4753 
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D-Link--DI-

7003GV2 

A vulnerability was found in D-Link DI-7003GV2 24.04.18D1 R(68125). It has been 

declared as problematic. This vulnerability affects unknown code of the file 

/H5/restart.asp. The manipulation leads to denial of service. The attack can be 

initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-05-16 5.3 CVE-2025-4756 

defog-ai--

introspect 

A vulnerability was found in defog-ai introspect up to 0.1.4. It has been rated as 

critical. Affected by this issue is the function test_custom_tool of the file 

introspect/backend/integration_routes.py of the component Test Endpoint. The 

manipulation of the argument input_model leads to code injection. Attacking 

locally is a requirement. The exploit has been disclosed to the public and may be 

used. 

2025-05-16 5.3 CVE-2025-4767 

Dell--PowerScale 

InsightIQ 

Dell PowerScale InsightIQ, version 5.2, contains an uncontrolled resource 

consumption vulnerability. An unauthenticated attacker with remote access could 

potentially exploit this vulnerability, leading to denial of service. 

2025-05-15 5.3 CVE-2025-30476 

dpgaspar--Flask-

AppBuilder 

Flask-AppBuilder is an application development framework built on top of Flask. 

Versions prior to 4.6.2 would allow for a malicious unauthenticated actor to 

perform an open redirect by manipulating the Host header in HTTP requests. Flask-

AppBuilder 4.6.2 introduced the `FAB_SAFE_REDIRECT_HOSTS` configuration 

variable, which allows administrators to explicitly define which domains are 

considered safe for redirection. As a workaround, use a reverse proxy to enforce 

trusted host headers. 

2025-05-16 4.3 CVE-2025-32962 

ecki--net-tools 

net-tools is a collection of programs that form the base set of the NET-3 

networking distribution for the Linux operating system. Inn versions up to and 

including 2.10, the Linux network utilities (like ifconfig) from the net-tools package 

do not properly validate the structure of /proc files when showing interfaces. 

`get_name()` in `interface.c` copies interface labels from `/proc/net/dev` into a 

fixed 16-byte stack buffer without bounds checking, leading to possible arbitrary 

code execution or crash. The known attack path does not require privilege but also 

does not provide privilege escalation in this scenario. A patch is available and 

expected to be part of version 2.20. 

2025-05-14 6.6 CVE-2025-46836 

Edward Caissie--

BNS Twitter Follow 

Button 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Edward Caissie BNS Twitter Follow Button allows DOM-

Based XSS.This issue affects BNS Twitter Follow Button: from n/a through 0.3.8. 

2025-05-12 6.5 CVE-2025-47578 

emmanuelg--EG-

Series 

The EG-Series plugin for WordPress is vulnerable to Stored Cross-Site Scripting via 

the plugin's [series] shortcode in all versions up to, and including, 2.1.1 due to 

insufficient input sanitization and output escaping on user supplied attributes in 

the shortcode_title function. This makes it possible for authenticated attackers - 

with contributor-level access and above, on sites with the Classic Editor plugin 

activated - to inject arbitrary JavaScript code in the titletag attribute that will 

execute whenever a user access an injected page. 

2025-05-15 6.4 CVE-2025-4126 

EventON--EventON 

(Pro) - WordPress 

Virtual Event 

Calendar Plugin 

The EventON Pro plugin for WordPress is vulnerable to unauthorized modification 

of data due to a missing capability check in the 'assets/lib/settings/settings.js' file 

in all versions up to, and including, 4.9.6. This makes it possible for authenticated 

attackers, with Subscriber-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. The 

vulnerability was partially patched in version 4.9.6. 

2025-05-17 6.4 CVE-2025-3527 

feng_ha_ha--ssm-

erp 

A vulnerability classified as critical has been found in feng_ha_ha/megagao ssm-

erp and production_ssm 1.0. This affects the function uploadPicture of the file 

PictureServiceImpl.java. The manipulation of the argument File leads to 

unrestricted upload. It is possible to initiate the attack remotely. The exploit has 

been disclosed to the public and may be used. This product is distributed under 

two entirely different names. 

2025-05-16 6.3 CVE-2025-4768 

Fortinet--

FortiClientEMS 
A Relative Path Traversal vulnerability [CWE-23] in FortiClientEMS 7.4.0 through 

7.4.1 and FortiClientEMS Cloud 7.4.0 through 7.4.1 may allow a remote 
2025-05-13 5 CVE-2025-22859 
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unauthenticated attacker to perform a limited arbitrary file write on the system via 

upload requests. 

gongfuxiang--

schoolcms 

A vulnerability classified as critical has been found in gongfuxiang schoolcms 2.3.1. 

This affects the function SaveInfo of the file 

/index.php?m=Admin&c=article&a=SaveInfo. The manipulation of the argument ID 

leads to sql injection. It is possible to initiate the attack remotely. The exploit has 

been disclosed to the public and may be used. 

2025-05-16 4.7 CVE-2025-4795 

Hitachi--Hitachi 

Infrastructure 

Analytics Advisor 

Bypass Connection Restriction vulnerability in Hitachi Infrastructure Analytics 

Advisor (Data Center Analytics component), Hitachi Ops Center Analyzer  (Hitachi 

Ops Center Analyzer detail view component).This issue affects Hitachi 

Infrastructure Analytics Advisor:; Hitachi Ops Center Analyzer: from 10.0.0-00 

before 11.0.4-00. 

2025-05-16 6.5 CVE-2025-1245 

Hitachi--Hitachi 

Ops Center 

Analyzer 

Cross-Site WebSocket Hijacking vulnerability in Hitachi Ops Center Analyzer (RAID 

Agent component).This issue affects Hitachi Ops Center Analyzer: from 10.8.0-00 

before 11.0.4-00; Hitachi Ops Center Analyzer: from 10.9.0-00 before 11.0.4-00. 

2025-05-16 5.4 CVE-2024-8201 

Hitachi--Hitachi 

Ops Center 

Analyzer 

Missing Authorization vulnerability in Hitachi Ops Center Analyzer (Hitachi Ops 

Center Analyzer detail view component).This issue affects Hitachi Ops Center 

Analyzer: from 10.0.0-00 before 11.0.4-00. 

2025-05-16 4.3 CVE-2025-3624 

Hitachi--Hitachi 

Ops Center 

Analyzer viewpoint 

Authentication credentials leakage vulnerability in Hitachi Ops Center Analyzer 

viewpoint.This issue affects Hitachi Ops Center Analyzer viewpoint: from 10.0.0-00 

before 11.0.4-00. 

2025-05-16 6.5 CVE-2025-1531 

Hitachi--JP1/IT 

Desktop 

Management 2 - 

Smart Device 

Manager 

Weak encryption vulnerability in Hitachi JP1/IT Desktop Management 2 - Smart 

Device Manager on Windows.This issue affects JP1/IT Desktop Management 2 - 

Smart Device Manager: from 12-00 before 12-00-08, from 11-10 through 11-10-08, 

from 11-00 through 11-00-05, from 10-50 through 10-50-06. 

2025-05-15 5.3 CVE-2025-27524 

horilla-

opensource--

horilla 

Horilla is a free and open source Human Resource Management System (HRMS). In 

versions up to and including 1.3, an attacker can craft a Horilla URL that refers to 

an external domain. Upon clicking and logging in, the user is redirected to an 

external domain. This allows the redirection to any arbitrary site, including phishing 

or malicious domains, which can be used to impersonate Horilla and trick users. 

Commit 1c72404df6888bb23af73c767fdaee5e6679ebd6 fixes the issue. 

2025-05-15 6.1 CVE-2025-47789 

I-O DATA DEVICE, 

INC.--HDL-TC1 

Missing authentication for critical function issue exists in I-O DATA network 

attached hard disk 'HDL-T Series' firmware Ver.1.21 and earlier. If exploited, a 

remote unauthenticated attacker may change the product settings. 

2025-05-15 5.3 CVE-2025-32738 

IBM--Content 

Navigator 

IBM Content Navigator 3.0.11, 3.0.15, and 3.1.0 is vulnerable to HTML injection. A 

remote attacker could inject malicious HTML code, which when viewed, would be 

executed in the victim's Web browser within the security context of the hosting 

site. 

2025-05-16 5.4 CVE-2024-51475 

IBM--InfoSphere 

Information Server 

IBM InfoSphere Information Server 11.7 could disclose sensitive information to an 

authenticated user that could aid in further attacks against the system through a 

directory listing. 

2025-05-15 4.3 CVE-2025-1138 

IBM--Security 

Guardium 

IBM Security Guardium 11.5 is vulnerable to stored cross-site scripting. This 

vulnerability allows a privileged user to embed arbitrary JavaScript code in the Web 

UI thus altering the intended functionality potentially leading to credentials 

disclosure within a trusted session. 

2025-05-15 5.5 CVE-2025-3440 

IBM--WebSphere 

Application Server 

IBM WebSphere Application Server 8.5 and 9.0 is vulnerable to cross-site scripting. 

This vulnerability allows users to embed arbitrary JavaScript code in the Web UI 

thus altering the intended functionality potentially leading to credentials disclosure 

within a trusted session. 

2025-05-14 4.4 CVE-2025-33104 

https://www.cve.org/CVERecord?id=CVE-2025-4795
https://www.cve.org/CVERecord?id=CVE-2025-1245
https://www.cve.org/CVERecord?id=CVE-2024-8201
https://www.cve.org/CVERecord?id=CVE-2025-3624
https://www.cve.org/CVERecord?id=CVE-2025-1531
https://www.cve.org/CVERecord?id=CVE-2025-27524
https://www.cve.org/CVERecord?id=CVE-2025-47789
https://www.cve.org/CVERecord?id=CVE-2025-32738
https://www.cve.org/CVERecord?id=CVE-2024-51475
https://www.cve.org/CVERecord?id=CVE-2025-1138
https://www.cve.org/CVERecord?id=CVE-2025-3440
https://www.cve.org/CVERecord?id=CVE-2025-33104


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

imithemes--

Eventer 

Missing Authorization vulnerability in imithemes Eventer allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Eventer: 

from n/a through 3.9.6. 

2025-05-16 4.3 CVE-2025-39482 

Ivanti--Endpoint 

Manager Mobile 

An authentication bypass in the API component of Ivanti Endpoint Manager Mobile 

12.5.0.0 and prior allows attackers to access protected resources without proper 

credentials via the API. 

2025-05-13 5.3 CVE-2025-4427 

jammy928--

CoinExchange_Cry

ptoExchange_Java 

A vulnerability classified as critical has been found in jammy928 

CoinExchange_CryptoExchange_Java up to 

8adf508b996020d3efbeeb2473d7235bd01436fa. This affects the function 

uploadLocalImage of the file /CoinExchange_CryptoExchange_Java-

master/00_framework/core/src/main/java/com/bizzan/bitrade/util/UploadFileUtil

.java of the component File Upload Endpoint. The manipulation of the argument 

filename leads to path traversal. It is possible to initiate the attack remotely. The 

exploit has been disclosed to the public and may be used. This product does not 

use versioning. This is why information about affected and unaffected releases are 

unavailable. 

2025-05-18 6.3 CVE-2025-4893 

Javier Revilla--

ValidateCertify 

Cross-Site Request Forgery (CSRF) vulnerability in Javier Revilla ValidateCertify 

allows Cross Site Request Forgery. This issue affects ValidateCertify: from n/a 

through 1.6.2. 

2025-05-16 4.3 CVE-2025-48115 

kamleshyadav--

Pixel WordPress 

Form BuilderPlugin 

& Autoresponder 

Cross-Site Request Forgery (CSRF) vulnerability in kamleshyadav Pixel WordPress 

Form BuilderPlugin & Autoresponder allows Cross Site Request Forgery. This issue 

affects Pixel WordPress Form BuilderPlugin & Autoresponder: from n/a through 

1.0.2. 

2025-05-16 5.4 CVE-2025-31915 

kanwangzjm--

Funiture 

A vulnerability, which was classified as problematic, was found in kanwangzjm 

Funiture up to 71ca0fb0658b3d839d9e049ac36429207f05329b. Affected is the 

function doPost of the file /funiture-

master/src/main/java/com/app/mvc/acl/servlet/LoginServlet.java of the 

component Login. The manipulation of the argument ret leads to open redirect. It 

is possible to launch the attack remotely. The exploit has been disclosed to the 

public and may be used. Continious delivery with rolling releases is used by this 

product. Therefore, no version details of affected nor updated releases are 

available. 

2025-05-17 4.3 CVE-2025-4838 

kilbot--

WooCommerce 

POS 

Missing Authorization vulnerability in kilbot WooCommerce POS allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects 

WooCommerce POS: from n/a through 1.7.8. 

2025-05-16 5.3 CVE-2025-48117 

latepoint--

LatePoint Calendar 

Booking Plugin for 

Appointments and 

Events 

The LatePoint - Calendar Booking Plugin for Appointments and Events plugin for 

WordPress is vulnerable to Insecure Direct Object Reference in all versions up to, 

and including, 5.1.92 via the 'view_booking_summary_in_lightbox' due to missing 

validation on a user controlled key. This makes it possible for unauthenticated 

attackers to retrieve appointment details such as customer names and email 

addresses. 

2025-05-14 5.3 CVE-2025-3769 

lf-edge--ekuiper 

LF Edge eKuiper is a lightweight internet of things (IoT) data analytics and stream 

processing engine. Prior to version 2.1.0 user with rights to modificate the service 

(e.g. kuiperUser role) can inject a cross-site scripting payload into Connection 

Configuration key `Name` (`confKey`) parameter. After this setup, when any user 

with access to this service (e.g. admin) tries to delete this key, a payload acts in the 

victim's browser. Version 2.1.0 fixes the issue. 

2025-05-14 6.3 CVE-2024-52290 

Lichess--Lila 

powertip.ts in Lila (for Lichess) before ab0beaf allows XSS in some applications 

because of an innerHTML usage pattern in which text is extracted from a DOM 

node and interpreted as HTML. 

2025-05-15 4.7 CVE-2025-48051 

loopus--WP 

Ultimate Tours 

Builder 

Cross-Site Request Forgery (CSRF) vulnerability in loopus WP Ultimate Tours 

Builder allows Cross Site Request Forgery. This issue affects WP Ultimate Tours 

Builder: from n/a through 1.055. 

2025-05-16 4.3 CVE-2025-31921 
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Mattermost--

Mattermost 

Mattermost versions 10.6.x <= 10.6.1, 10.5.x <= 10.5.2, 10.4.x <= 10.4.4, 9.11.x <= 

9.11.11 fail to lockout LDAP users following repeated login failures, which allows 

attackers to lock external LDAP accounts through repeated login failures through 

Mattermost. 

2025-05-15 5.8 CVE-2025-31947 

Mattermost--

Mattermost 

Mattermost versions 10.5.x <= 10.5.2, 9.11.x <= 9.11.11 failed to properly verify a 

user's permissions when accessing groups, which allows an attacker to view group 

information via an API request. 

2025-05-15 4.3 CVE-2025-2527 

Mattermost--

Mattermost 

Mattermost versions 10.6.x <= 10.6.1, 10.5.x <= 10.5.2, 10.4.x <= 10.4.4, 9.11.x <= 

9.11.11 fail to check the correct permissions which allows authenticated users who 

only have permission to invite non-guest users to a team to add guest users to that 

team via the API to add a single user to a team. 

2025-05-15 4.3 CVE-2025-3446 

merikbest--

ecommerce-

spring-reactjs 

A vulnerability was found in merikbest ecommerce-spring-reactjs up to 

464e610bb11cc2619cf6ce8212ccc2d1fd4277fd. It has been rated as critical. 

Affected by this issue is some unknown functionality of the file /api/v1/admin/ of 

the component File Upload Endpoint. The manipulation of the argument filename 

leads to path traversal. The attack may be launched remotely. The exploit has been 

disclosed to the public and may be used. Continious delivery with rolling releases is 

used by this product. Therefore, no version details of affected nor updated releases 

are available. 

2025-05-18 6.3 CVE-2025-4868 

Metagauss--

ProfileGrid 

Missing Authorization vulnerability in Metagauss ProfileGrid allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects ProfileGrid : 

from n/a through 5.9.5.1. 

2025-05-16 4.3 CVE-2025-48079 

Microsoft--

Microsoft 

Defender for 

Endpoint for Linux 

External control of file name or path in Microsoft Defender for Endpoint allows an 

authorized attacker to elevate privileges locally. 
2025-05-13 6.7 CVE-2025-26684 

Microsoft--

Microsoft 

Defender for 

Identity 

Improper authentication in Microsoft Defender for Identity allows an unauthorized 

attacker to perform spoofing over an adjacent network. 
2025-05-13 6.5 CVE-2025-26685 

Microsoft--

Microsoft Visual 

Studio 2017 

version 15.9 

(includes 15.0 - 

15.8) 

Insufficient granularity of access control in Visual Studio allows an authorized 

attacker to disclose information locally. 
2025-05-13 5.5 CVE-2025-32703 

Microsoft--

Windows 10 

Version 1809 

Use of uninitialized resource in Windows Routing and Remote Access Service 

(RRAS) allows an unauthorized attacker to disclose information over a network. 
2025-05-13 6.5 CVE-2025-29830 

Microsoft--

Windows 10 

Version 1809 

Out-of-bounds read in Windows Routing and Remote Access Service (RRAS) allows 

an unauthorized attacker to disclose information over a network. 
2025-05-13 6.5 CVE-2025-29832 

Microsoft--

Windows 10 

Version 1809 

Out-of-bounds read in Windows Routing and Remote Access Service (RRAS) allows 

an unauthorized attacker to disclose information over a network. 
2025-05-13 6.5 CVE-2025-29835 

Microsoft--

Windows 10 

Version 1809 

Out-of-bounds read in Windows Routing and Remote Access Service (RRAS) allows 

an unauthorized attacker to disclose information over a network. 
2025-05-13 6.5 CVE-2025-29836 

Microsoft--

Windows 10 

Version 1809 

Uncontrolled resource consumption in Windows Deployment Services allows an 

unauthorized attacker to deny service locally. 
2025-05-13 6.2 CVE-2025-29957 
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Microsoft--

Windows 10 

Version 1809 

Use of uninitialized resource in Windows Routing and Remote Access Service 

(RRAS) allows an unauthorized attacker to disclose information over a network. 
2025-05-13 6.5 CVE-2025-29958 

Microsoft--

Windows 10 

Version 1809 

Use of uninitialized resource in Windows Routing and Remote Access Service 

(RRAS) allows an unauthorized attacker to disclose information over a network. 
2025-05-13 6.5 CVE-2025-29959 

Microsoft--

Windows 10 

Version 1809 

Out-of-bounds read in Windows Routing and Remote Access Service (RRAS) allows 

an unauthorized attacker to disclose information over a network. 
2025-05-13 6.5 CVE-2025-29960 

Microsoft--

Windows 10 

Version 1809 

Out-of-bounds read in Windows Routing and Remote Access Service (RRAS) allows 

an unauthorized attacker to disclose information over a network. 
2025-05-13 6.5 CVE-2025-29961 

Microsoft--

Windows 10 

Version 1809 

Use of uninitialized resource in Windows Trusted Runtime Interface Driver allows 

an authorized attacker to disclose information locally. 
2025-05-13 5.5 CVE-2025-29829 

Microsoft--

Windows 10 

Version 1809 

Improper link resolution before file access ('link following') in Windows Installer 

allows an authorized attacker to disclose information locally. 
2025-05-13 5.5 CVE-2025-29837 

Microsoft--

Windows 10 

Version 1809 

Uncontrolled resource consumption in Windows LDAP - Lightweight Directory 

Access Protocol allows an unauthorized attacker to deny service over a network. 
2025-05-13 5.9 CVE-2025-29954 

Microsoft--

Windows 10 

Version 1809 

Buffer over-read in Windows SMB allows an authorized attacker to disclose 

information over a network. 
2025-05-13 5.4 CVE-2025-29956 

Microsoft--

Windows 10 

Version 1809 

Integer underflow (wrap or wraparound) in Windows Kernel allows an 

unauthorized attacker to disclose information over an adjacent network. 
2025-05-13 5.7 CVE-2025-29974 

Microsoft--

Windows 10 

Version 1809 

Out-of-bounds read in Windows File Server allows an unauthorized attacker to 

disclose information locally. 
2025-05-13 4 CVE-2025-29839 

Microsoft--

Windows HLK for 

Windows Server 

2025 

Use of hard-coded credentials in Windows Hardware Lab Kit allows an authorized 

attacker to elevate privileges locally. 
2025-05-13 6.7 CVE-2025-27488 

Microsoft--

Windows Server 

2019 

Improper input validation in Active Directory Certificate Services (AD CS) allows an 

authorized attacker to deny service over a network. 
2025-05-13 6.5 CVE-2025-29968 

Microsoft--

Windows Server 

2019 

Sensitive data storage in improperly locked memory in Remote Desktop Gateway 

Service allows an unauthorized attacker to deny service over a network. 
2025-05-13 5.9 CVE-2025-30394 

Microsoft--

Windows Server 

2025 (Server Core 

installation) 

Improper input validation in Windows Hyper-V allows an unauthorized attacker to 

deny service locally. 
2025-05-13 6.2 CVE-2025-29955 

Mitsubishi Electric 

Corporation--

GENESIS64 

Execution with Unnecessary Privileges vulnerability in the Pager agent of multi-

agent notification feature in Mitsubishi Electric Iconics Digital Solutions GENESIS64 

prior to 10.97.3, Mitsubishi Electric GENESIS64 all versions and Mitsubishi Electric 

MC Works64 all versions allows a local authenticated attacker to make an 

unauthorized write to arbitrary files, by creating a symbolic link from a file used as 

a write destination by the services of the affected products to a target file. This 

2025-05-15 6.5 CVE-2025-0921 
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could allow the attacker to destroy the file on a PC with the affected products 

installed, resulting in a denial-of-service (DoS) condition on the PC if the destroyed 

file is necessary for the operation of the PC. 

MutonUfoAI--

pGina.Fork 

The HttpAuth plugin in pGina.Fork through 3.9.9.12 allows authentication bypass 

when an adversary controls DNS resolution for pginaloginserver. 
2025-05-15 5.4 CVE-2025-48027 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Exposure of sensitive information to an unauthorized actor for some Edge 

Orchestrator software for Intel(R) Tiberâ„¢ Edge Platform may allow an 

authenticated user to potentially enable information disclosure via local access. 

2025-05-13 5.5 CVE-2025-20013 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Insufficient control flow management for some Edge Orchestrator software for 

Intel(R) Tiberâ„¢ Edge Platform may allow a privileged user to potentially enable 

information disclosure via adjacent access. 

2025-05-13 5.7 CVE-2025-20022 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Improper access control for some Edge Orchestrator software for Intel(R) Tiberâ„¢ 

Edge Platform may allow an unauthenticated user to potentially enable escalation 

of privilege via adjacent access. 

2025-05-13 5 CVE-2025-20076 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Incorrect execution-assigned permissions for some Edge Orchestrator software for 

Intel(R) Tiberâ„¢ Edge Platform may allow an authenticated user to potentially 

enable escalation of privilege via adjacent access. 

2025-05-13 5.5 CVE-2025-20612 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Uncontrolled resource consumption for some Edge Orchestrator software for 

Intel(R) Tiberâ„¢ Edge Platform may allow an authenticated user to potentially 

enable escalation of privilege via adjacent access. 

2025-05-13 5.5 CVE-2025-20616 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Exposure of sensitive information to an unauthorized actor for some Edge 

Orchestrator software for Intel(R) Tiberâ„¢ Edge Platform may allow an 

authenticated user to potentially enable information disclosure via adjacent 

access. 

2025-05-13 5.7 CVE-2025-20624 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Exposure of sensitive information to an unauthorized actor for some Edge 

Orchestrator software for Intel(R) Tiberâ„¢ Edge Platform may allow an 

authenticated user to potentially enable information disclosure via local access. 

2025-05-13 5.5 CVE-2025-22895 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Exposure of sensitive information to an unauthorized actor for some Edge 

Orchestrator software for Intel(R) Tiberâ„¢ Edge Platform may allow an 

authenticated user to potentially enable information disclosure via local access. 

2025-05-13 4.7 CVE-2025-20611 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Protection mechanism failure for some Edge Orchestrator software for Intel(R) 

Tiberâ„¢ Edge Platform may allow an authenticated user to potentially enable 

escalation of privilege via local access. 

2025-05-13 4.5 CVE-2025-21081 

https://www.cve.org/CVERecord?id=CVE-2025-48027
https://www.cve.org/CVERecord?id=CVE-2025-20013
https://www.cve.org/CVERecord?id=CVE-2025-20022
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n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Inadequate encryption strength for some Edge Orchestrator software for Intel(R) 

Tiberâ„¢ Edge Platform may allow an authenticated user to potentially enable 

escalation of privilege via adjacent access. 

2025-05-13 4.6 CVE-2025-22446 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Improper access control for some Edge Orchestrator software for Intel(R) Tiberâ„¢ 

Edge Platform may allow an unauthenticated user to potentially enable 

information disclosure via adjacent access. 

2025-05-13 4.3 CVE-2025-22844 

n/a--Endurance 

Gaming Mode 

software installers 

Incorrect default permissions for some Endurance Gaming Mode software 

installers may allow an authenticated user to potentially enable escalation of 

privilege via local access. 

2025-05-13 6.7 CVE-2024-47550 

n/a--Intel Atom(R) 

processors 

Exposure of sensitive information caused by shared microarchitectural predictor 

state that influences transient execution for some Intel Atom(R) processors may 

allow an authenticated user to potentially enable information disclosure via local 

access. 

2025-05-13 5.6 CVE-2024-43420 

n/a--Intel(R) 

Advisor software 

Uncontrolled search path for some Intel(R) Advisor software may allow an 

authenticated user to potentially enable escalation of privilege via local access. 
2025-05-13 6.7 CVE-2025-20079 

n/a--Intel(R) Arc & 

Iris(R) Xe graphics 

software 

Improper access control for some Intel(R) Arcâ„¢ &amp; Iris(R) Xe graphics 

software before version 32.0.101.6077 may allow an authenticated user to 

potentially enable denial of service via local access. 

2025-05-13 6.7 CVE-2024-45371 

n/a--Intel(R) Arc & 

Iris(R) Xe graphics 

software 

Uncontrolled search path for some Intel(R) Arcâ„¢ &amp; Iris(R) Xe graphics 

software before version 32.0.101.6083/32.0.101.5736 may allow an authenticated 

user to potentially enable escalation of privilege via local access. 

2025-05-13 6.7 CVE-2024-46895 

n/a--Intel(R) Arc & 

Iris(R) Xe graphics 

software 

Improper access control for some Intel(R) Arcâ„¢ &amp; Iris(R) Xe graphics 

software before version 31.0.101.4032 may allow an authenticated user to 

potentially enable denial of service via local access. 

2025-05-13 5.9 CVE-2024-39758 

n/a--Intel(R) Arc 

GPU 

Improper conditions check for some Intel(R) Arcâ„¢ GPU may allow an 

authenticated user to potentially enable denial of service via local access. 
2025-05-13 5.6 CVE-2024-28036 

n/a--Intel(R) Core 

processors (10th 

Generation) 

Exposure of sensitive information caused by shared microarchitectural predictor 

state that influences transient execution for some Intel(R) Coreâ„¢ processors 

(10th Generation) may allow an authenticated user to potentially enable 

information disclosure via local access. 

2025-05-13 5.6 CVE-2025-20623 

n/a--Intel(R) Core 

Ultra Processors 

Improper locking in the Intel(R) Integrated Connectivity I/O interface (CNVi) for 

some Intel(R) Coreâ„¢ Ultra Processors may allow an unauthenticated user to 

potentially enable escalation of privilege via physical access. 

2025-05-13 5.7 CVE-2025-20047 

n/a--Intel(R) Core 

Ultra Processors 

Incorrect initialization of resource in the branch prediction unit for some Intel(R) 

Coreâ„¢ Ultra Processors may allow an authenticated user to potentially enable 

information disclosure via local access. 

2025-05-13 5.6 CVE-2025-24495 

n/a--Intel(R) Core 

Ultra Processors 

Incorrect behavior order for some Intel(R) Coreâ„¢ Ultra Processors may allow an 

unauthenticated user to potentially enable information disclosure via physical 

access. 

2025-05-13 4.9 CVE-2025-20012 

n/a--Intel(R) Data 

Center GPU Flex 

Series for Windows 

driver software 

Improper access control for some Intel(R) Data Center GPU Flex Series for Windows 

driver software before version 31.0.101.4255 may allow an authenticated user to 

potentially enable denial of service via local access. 

2025-05-13 5.3 CVE-2024-43101 

n/a--Intel(R) 

Ethernet 

Uncontrolled search path element for some Intel(R) Ethernet Connection software 

before version 29.4 may allow an authenticated user to potentially enable 

escalation of privilege via local access. 

2025-05-13 6.7 CVE-2025-20015 
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Connection 

software 

n/a--Intel(R) 

Ethernet Network 

Adapter E810 

Series 

Insecure inherited permissions in the NVM Update Utility for some Intel(R) 

Ethernet Network Adapter E810 Series before version 4.60 may allow an 

authenticated user to potentially enable escalation of privilege via local access. 

2025-05-13 6.7 CVE-2025-20629 

n/a--Intel(R) 

Graphics Driver 

installers 

Incorrect default permissions for some Intel(R) Graphics Driver installers may allow 

an authenticated user to potentially enable escalation of privilege via local access. 
2025-05-13 6.7 CVE-2024-28954 

n/a--Intel(R) 

Graphics Driver 

software 

Out-of-bounds write for some Intel(R) Graphics Driver software may allow an 

authenticated user to potentially enable denial of service via local access. 
2025-05-13 6.1 CVE-2024-29222 

n/a--Intel(R) 

Graphics Driver 

software 

Uncontrolled search path for some Intel(R) Graphics Driver software may allow an 

authenticated user to potentially enable escalation of privilege via local access. 
2025-05-13 6.7 CVE-2024-47800 

n/a--Intel(R) 

Graphics Drivers 

Improper input validation for some Intel(R) Graphics Drivers may allow an 

authenticated user to potentially enable denial of service via local access. 
2025-05-13 6.5 CVE-2025-20031 

n/a--Intel(R) 

Graphics Drivers 

NULL pointer dereference for some Intel(R) Graphics Drivers may allow an 

authenticated user to potentially enable denial of service via local access. 
2025-05-13 6.5 CVE-2025-20071 

n/a--Intel(R) 

Graphics software 

Uncontrolled search path for some Intel(R) Graphics software may allow an 

authenticated user to potentially enable escalation of privilege via local access. 
2025-05-13 6.7 CVE-2025-21099 

n/a--Intel(R) 

Graphics software 

for Intel(R) Arc 

graphics and 

Intel(R) Iris(R) Xe 

graphics 

Uncontrolled search path for some Intel(R) Graphics software for Intel(R) Arcâ„¢ 

graphics and Intel(R) Iris(R) Xe graphics before version 

32.0.101.6325/32.0.101.6252 may allow an authenticated user to potentially 

enable escalation of privilege via local access. 

2025-05-13 6.7 CVE-2025-20041 

n/a--Intel(R) 

Network Adapter 

Driver installers for 

Windows 11 

Uncontrolled search path element for some Intel(R) Network Adapter Driver 

installers for Windows 11 before version 29.4 may allow an authenticated user to 

potentially enable escalation of privilege via local access. 

2025-05-13 6.7 CVE-2025-20108 

n/a--Intel(R) 

oneAPI DPC++/C++ 

Compiler software 

Uncontrolled search path for some Intel(R) oneAPI DPC++/C++ Compiler software 

before version 2025.0.0 may allow an authenticated user to potentially enable 

escalation of privilege via local access. 

2025-05-13 6.7 CVE-2024-47795 

n/a--Intel(R) 

oneAPI Level Zero 

software 

Uncontrolled search path for some Intel(R) oneAPI Level Zero software may allow 

an authenticated user to potentially enable escalation of privilege via local access. 
2025-05-13 6.7 CVE-2024-31073 

n/a--Intel(R) 

Processors 

Uncaught exception in the core management mechanism for some Intel(R) 

Processors may allow an authenticated user to potentially enable denial of service 

via local access. 

2025-05-13 6.5 CVE-2025-20054 

n/a--Intel(R) 

Processors 

Insufficient resource pool in the core management mechanism for some Intel(R) 

Processors may allow an authenticated user to potentially enable denial of service 

via local access. 

2025-05-13 6.5 CVE-2025-20103 

n/a--Intel(R) 

Processors 

Exposure of Sensitive Information in Shared Microarchitectural Structures during 

Transient Execution for some Intel(R) Processors may allow an authenticated user 

to potentially enable information disclosure via local access. 

2025-05-13 5.6 CVE-2024-28956 

n/a--Intel(R) 

Processors 
Exposure of sensitive information caused by shared microarchitectural predictor 

state that influences transient execution in the indirect branch predictors for some 
2025-05-13 5.6 CVE-2024-45332 
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Intel(R) Processors may allow an authenticated user to potentially enable 

information disclosure via local access. 

n/a--Intel(R) 

PROSet/Wireless 

WiFi Software for 

Windows 

Out-of-bounds read for some Intel(R) PROSet/Wireless WiFi Software for Windows 

before version 23.100 may allow an unauthenticated user to potentially enable 

denial of service via adjacent access. 

2025-05-13 6.1 CVE-2025-20026 

n/a--Intel(R) 

PROSet/Wireless 

WiFi Software for 

Windows 

Race condition for some Intel(R) PROSet/Wireless WiFi Software for Windows 

before version 23.100 may allow an unauthenticated user to potentially enable 

denial of service via adjacent access. 

2025-05-13 6.6 CVE-2025-20039 

n/a--Intel(R) 

PROSet/Wireless 

WiFi Software for 

Windows 

Use after free for some Intel(R) PROSet/Wireless WiFi Software for Windows 

before version 23.100 may allow an unauthenticated user to potentially enable 

denial of service via adjacent access. 

2025-05-13 6.1 CVE-2025-20062 

n/a--Intel(R) QAT 

software 

Uncontrolled search path for some Intel(R) QAT software before version 2.3.0 may 

allow an authenticated user to potentially enable escalation of privilege via local 

access. 

2025-05-13 6.7 CVE-2024-39833 

n/a--Intel(R) 

RealSense SDK 

software 

Uncontrolled search path for some Intel(R) RealSenseâ„¢ SDK software before 

version 2.56.2 may allow an authenticated user to potentially enable escalation of 

privilege via local access. 

2025-05-13 6.7 CVE-2025-20043 

n/a--Intel(R) 

RealSense SDK 

software 

Incorrect Default Permissions for some Intel(R) RealSenseâ„¢ SDK software before 

version 2.56.2 may allow an authenticated user to potentially enable escalation of 

privilege via local access. 

2025-05-13 6.7 CVE-2025-20095 

n/a--Intel(R) Server 

D50DNP and 

M50FCP boards 

Improper input validation in the BackupBiosUpdate UEFI firmware SmiVariable 

driver for the Intel(R) Server D50DNP and M50FCP boards before version 

R01.02.0003 may allow a privileged user to potentially enable information 

disclosure via local access. 

2025-05-13 5.3 CVE-2025-20034 

n/a--Intel(R) Server 

D50DNP and 

M50FCP boards 

Improper input validation in the UEFI firmware GenerationSetup module for the 

Intel(R) Server D50DNP and M50FCP boards may allow a privileged user to 

potentially enable information disclosure via local access. 

2025-05-13 4.1 CVE-2025-20009 

n/a--Intel(R) Server 

D50DNP and 

M50FCP boards 

Improper initialization in the UEFI firmware for the Intel(R) Server D50DNP and 

M50FCP boards may allow a privileged user to potentially enable information 

disclosure via local access. 

2025-05-13 4.1 CVE-2025-21100 

n/a--Intel(R) 

Simics(R) Package 

Manager software 

Insecure inherited permissions for some Intel(R) Simics(R) Package Manager 

software before version 1.12.0 may allow an authenticated user to potentially 

enable denial of service via local access. 

2025-05-13 6.1 CVE-2025-22448 

n/a--Intel(R) 

Xeon(R) 6 

processor with E-

cores when using 

Intel(R) Trust 

Domain Extensions 

(Intel(R) TDX) or 

Intel(R) Software 

Guard Extensions 

(Intel(R) SGX) 

Improper restriction of software interfaces to hardware features for some Intel(R) 

Xeon(R) 6 processor with E-cores when using Intel(R) Trust Domain Extensions 

(Intel(R) TDX) or Intel(R) Software Guard Extensions (Intel(R) SGX) may allow a 

privileged user to potentially enable escalation of privilege via local access. 

2025-05-13 6.1 CVE-2024-48869 

n/a--OpenVINO 

model server 

software 

maintained by 

Intel(R) 

Uncontrolled resource consumption for some OpenVINOâ„¢ model server software 

maintained by Intel(R) before version 2024.4 may allow an unauthenticated user to 

potentially enable denial of service via adjacent access. 

2025-05-13 6.5 CVE-2025-22892 

https://www.cve.org/CVERecord?id=CVE-2025-20026
https://www.cve.org/CVERecord?id=CVE-2025-20039
https://www.cve.org/CVERecord?id=CVE-2025-20062
https://www.cve.org/CVERecord?id=CVE-2024-39833
https://www.cve.org/CVERecord?id=CVE-2025-20043
https://www.cve.org/CVERecord?id=CVE-2025-20095
https://www.cve.org/CVERecord?id=CVE-2025-20034
https://www.cve.org/CVERecord?id=CVE-2025-20009
https://www.cve.org/CVERecord?id=CVE-2025-21100
https://www.cve.org/CVERecord?id=CVE-2025-22448
https://www.cve.org/CVERecord?id=CVE-2024-48869
https://www.cve.org/CVERecord?id=CVE-2025-22892
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n/a--VMware Tools 

VMware Tools contains an insecure file handling vulnerability. A malicious actor 

with non-administrative privileges on a guest VM may tamper the local files to 

trigger insecure file operations within that VM. 

2025-05-12 6.1 CVE-2025-22247 

nackle2k10--Bon 

Toolkit 

The Bon Toolkit plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the plugin's 'bt-map' shortcode in all versions up to, and including, 1.3.2 due to 

insufficient input sanitization and output escaping on user supplied attributes. This 

makes it possible for authenticated attackers, with contributor-level access and 

above, to inject arbitrary web scripts in pages that will execute whenever a user 

accesses an injected page. 

2025-05-15 6.4 CVE-2025-4589 

naicuoctavian--

Audio Comments 

Plugin 

The Audio Comments Plugin plugin for WordPress is vulnerable to Cross-Site 

Request Forgery in all versions up to, and including, 1.0.4. This is due to missing or 

incorrect nonce validation on the 'audio-comments/audior-settings.php' page. This 

makes it possible for unauthenticated attackers to update settings and inject 

malicious web scripts via a forged request granted they can trick a site 

administrator into performing an action such as clicking on a link. 

2025-05-17 6.1 CVE-2025-4189 

Netvision--

ISOinsight 

The ISOinsight from Netvision has a Missing Authentication vulnerability, allowing 

unauthenticated remote attackers to access certain system functions. These 

functions include viewing the administrator list, viewing and editing IP settings, and 

uploading files. 

2025-05-12 6.5 CVE-2025-4560 

nextcloud--

security-advisories 

Nextcloud Server is a self hosted personal cloud system. Nextcloud Server prior to 

29.0.15, 30.0.9, and 31.0.3 and Nextcloud Enterprise Server prior to 26.0.13.15, 

27.1.11.15, 28.0.14.6, 29.0.15, 30.0.9, and 31.0.3 have a bug with session handling. 

The bug caused skipping the second factor confirmation after a successful login 

with the username and password when the server was configured with 

`remember_login_cookie_lifetime` set to `0`, once the session expired on the page 

to select the second factor and the page is reloaded. Nextcloud Server 29.0.15, 

30.0.9, and 31.0.3 and Nextcloud Enterprise Server is upgraded to 26.0.13.15, 

27.1.11.15, 28.0.14.6, 29.0.15, 30.0.9 and 31.0.3 contain a patch. As a workaround, 

set the `remember_login_cookie_lifetime` in config.php to a value other than `0`, 

e.g. `900`. Beware that this is only a workaround for new sessions created after the 

configuration change. System administration can delete affected sessions. 

2025-05-16 6.4 CVE-2025-47790 

nextcloud--

security-advisories 

Nextcloud Desktop is the desktop sync client for Nextcloud. In versions of 

Nextcloud Desktop prior to 3.15, 3rdparty applications already installed on a user 

machine can create link shares for almost all data via the socket API. These shares 

can then be easily sent off to an external service. Nextcloud Desktop fixes the issue 

in version 3.15. No known workarounds are available. 

2025-05-16 5 CVE-2025-47792 

nextcloud--

security-advisories 

Nextcloud Server is a self hosted personal cloud system. In Nextcloud Server prior 

to 28.0.13, 29.0.10, and 30.0.3 and Nextcloud Enterprise Server prior to 28.0.13, 

29.0.10, and 30.0.3, a currently unused endpoint to verify a share recipient was not 

protected correctly, allowing to proxy requests to another server. The endpoint 

was removed in Nextcloud Server 28.0.13, 29.0.10, and 30.0.3 and Nextcloud 

Enterprise Server 28.0.13, 29.0.10, and 30.0.3. No known workarounds are 

available. 

2025-05-16 4.3 CVE-2025-47791 

nextcloud--

security-advisories 

Nextcloud Server is a self hosted personal cloud system, and the Nextcloud 

Groupfolders app provides admin-configured folders shared by everyone in a group 

or team. In Nextcloud Server prior to 30.0.2, 29.0.9, and 28.0.1, Nextcloud 

Enterprise Server prior to 30.0.2 and 29.0.9, and Nextcloud Groupfolders app prior 

to 18.0.3, 17.0.5, and 16.0.11, the absence of quota checking on attachments 

allowed logged-in users to upload files exceeding the group folder quota. 

Nextcloud Server versions 30.0.2 and 29.0.9, Nextcloud Enterprise Server versions 

30.0.2, 29.0.9, or 28.0.12, and Nextcloud Groupfolders app 18.0.3, 17.0.5, and 

16.0.11 fix the issue. No known workarounds are available. 

2025-05-16 4.3 CVE-2025-47793 

Ninja Forms--Ninja 

Forms Webhooks 

The Ninja Forms Webhooks plugin for WordPress is vulnerable to Server-Side 

Request Forgery in all versions up to, and including, 3.0.7 via the form webhook 

functionality. This makes it possible for authenticated attackers, with 

2025-05-14 5.5 CVE-2024-13940 

https://www.cve.org/CVERecord?id=CVE-2025-22247
https://www.cve.org/CVERecord?id=CVE-2025-4589
https://www.cve.org/CVERecord?id=CVE-2025-4189
https://www.cve.org/CVERecord?id=CVE-2025-4560
https://www.cve.org/CVERecord?id=CVE-2025-47790
https://www.cve.org/CVERecord?id=CVE-2025-47792
https://www.cve.org/CVERecord?id=CVE-2025-47791
https://www.cve.org/CVERecord?id=CVE-2025-47793
https://www.cve.org/CVERecord?id=CVE-2024-13940
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Administrator-level access and above, to make web requests to arbitrary locations 

originating from the web application and can be used to query and modify 

information from internal services. 

PeepSo--PeepSo 

Core: File Uploads 

The PeepSo Core: File Uploads plugin for WordPress is vulnerable to Insecure 

Direct Object Reference in all versions up to, and including, 6.4.6.0 via the 

file_download REST API endpoint due to missing validation on a user controlled 

key. This makes it possible for unauthenticated attackers to download files 

uploaded by others users and expose potentially sensitive information. 

2025-05-14 5.3 CVE-2024-8988 

pencilwp--X 

Addons for 

Elementor 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in pencilwp X Addons for Elementor allows Stored XSS. This 

issue affects X Addons for Elementor: from n/a through 1.0.14. 

2025-05-16 6.5 CVE-2025-48132 

PHPGurukul--Cyber 

Cafe Management 

System 

A vulnerability was found in PHPGurukul Cyber Cafe Management System 1.0. It 

has been classified as critical. Affected is an unknown function of the file /add-

users.php. The manipulation of the argument uadd leads to sql injection. It is 

possible to launch the attack remotely. The exploit has been disclosed to the public 

and may be used. 

2025-05-15 6.3 CVE-2025-4695 

PHPGurukul--Cyber 

Cafe Management 

System 

A vulnerability was found in PHPGurukul Cyber Cafe Management System 1.0. It 

has been declared as critical. Affected by this vulnerability is an unknown 

functionality of the file /search.php. The manipulation of the argument searchdata 

leads to sql injection. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-15 6.3 CVE-2025-4696 

PHPGurukul--

Directory 

Management 

System 

A vulnerability, which was classified as problematic, has been found in PHPGurukul 

Directory Management System 2.0. Affected by this issue is some unknown 

functionality of the file /searchdata.php. The manipulation of the argument 

searchdata leads to cross site scripting. The attack may be launched remotely. The 

exploit has been disclosed to the public and may be used. 

2025-05-18 4.3 CVE-2025-4862 

PHPGurukul--Park 

Ticketing 

Management 

System 

A vulnerability, which was classified as critical, has been found in PHPGurukul Park 

Ticketing Management System 2.0. This issue affects some unknown processing of 

the file /view-normal-ticket.php. The manipulation of the argument viewid leads to 

sql injection. The attack may be initiated remotely. The exploit has been disclosed 

to the public and may be used. 

2025-05-16 6.3 CVE-2025-4770 

PHPGurukul--Park 

Ticketing 

Management 

System 

A vulnerability was found in PHPGurukul Park Ticketing Management System 2.0. It 

has been classified as critical. This affects an unknown part of the file /view-

foreigner-ticket.php. The manipulation of the argument viewid leads to sql 

injection. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-16 6.3 CVE-2025-4777 

PHPGurukul--Park 

Ticketing 

Management 

System 

A vulnerability was found in PHPGurukul Park Ticketing Management System 2.0. It 

has been declared as critical. This vulnerability affects unknown code of the file 

/normal-search.php. The manipulation of the argument searchdata leads to sql 

injection. The attack can be initiated remotely. The exploit has been disclosed to 

the public and may be used. 

2025-05-16 6.3 CVE-2025-4778 

PHPGurukul--Park 

Ticketing 

Management 

System 

A vulnerability was found in PHPGurukul Park Ticketing Management System 2.0. It 

has been rated as critical. This issue affects some unknown processing of the file 

/foreigner-search.php. The manipulation of the argument searchdata leads to sql 

injection. The attack may be initiated remotely. The exploit has been disclosed to 

the public and may be used. 

2025-05-16 6.3 CVE-2025-4780 

PHPGurukul--Park 

Ticketing 

Management 

System 

A vulnerability classified as critical has been found in PHPGurukul Park Ticketing 

Management System 2.0. Affected is an unknown function of the file /forgot-

password.php. The manipulation of the argument email/contactno leads to sql 

injection. It is possible to launch the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-16 6.3 CVE-2025-4781 

https://www.cve.org/CVERecord?id=CVE-2024-8988
https://www.cve.org/CVERecord?id=CVE-2025-48132
https://www.cve.org/CVERecord?id=CVE-2025-4695
https://www.cve.org/CVERecord?id=CVE-2025-4696
https://www.cve.org/CVERecord?id=CVE-2025-4862
https://www.cve.org/CVERecord?id=CVE-2025-4770
https://www.cve.org/CVERecord?id=CVE-2025-4777
https://www.cve.org/CVERecord?id=CVE-2025-4778
https://www.cve.org/CVERecord?id=CVE-2025-4780
https://www.cve.org/CVERecord?id=CVE-2025-4781
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PHPGurukul--Park 

Ticketing 

Management 

System 

A vulnerability was found in PHPGurukul Park Ticketing Management System 2.0 

and classified as critical. This issue affects some unknown processing of the file 

/add-normal-ticket.php. The manipulation of the argument 

noadult/nochildren/aprice/cprice leads to sql injection. The attack may be initiated 

remotely. The exploit has been disclosed to the public and may be used. Other 

parameters might be affected as well. 

2025-05-16 6.3 CVE-2025-4808 

QuanticaLabs--

CSS3 Accordions 

for WordPress 

Missing Authorization vulnerability in QuanticaLabs CSS3 Accordions for WordPress 

allows Exploiting Incorrectly Configured Access Control Security Levels. This issue 

affects CSS3 Accordions for WordPress: from n/a through 3.0. 

2025-05-16 5.4 CVE-2025-31923 

QuanticaLabs--

CSS3 Compare 

Pricing Tables for 

WordPress 

Missing Authorization vulnerability in QuanticaLabs CSS3 Compare Pricing Tables 

for WordPress allows Exploiting Incorrectly Configured Access Control Security 

Levels. This issue affects CSS3 Compare Pricing Tables for WordPress: from n/a 

through 11.5. 

2025-05-16 5.4 CVE-2025-47556 

QuanticaLabs--

CSS3 Tooltips for 

WordPress 

Missing Authorization vulnerability in QuanticaLabs CSS3 Tooltips for WordPress 

allows Exploiting Incorrectly Configured Access Control Security Levels. This issue 

affects CSS3 Tooltips for WordPress: from n/a through 1.8. 

2025-05-16 4.3 CVE-2025-32180 

quantumcloud--

Simple Link 

Directory Pro 

Missing Authorization vulnerability in quantumcloud Simple Link Directory Pro 

allows Exploiting Incorrectly Configured Access Control Security Levels. This issue 

affects Simple Link Directory Pro: from n/a through 14.7.3. 

2025-05-16 5.3 CVE-2025-32296 

Red Hat--Red Hat 

In crossbeam-channel rust crate, the internal `Channel` type's `Drop` method has a 

race condition which could, in some circumstances, lead to a double-free that 

could result in memory corruption. 

2025-05-13 6.5 CVE-2025-4574 

Red Hat--Red Hat 

Enterprise Linux 6 

A denial-of-service vulnerability has been identified in the libsoup HTTP client 

library. This flaw can be triggered when a libsoup client receives a 401 

(Unauthorized) HTTP response containing a specifically crafted domain parameter 

within the WWW-Authenticate header. Processing this malformed header can lead 

to a crash of the client application using libsoup. An attacker could exploit this by 

setting up a malicious HTTP server. If a user's application using the vulnerable 

libsoup library connects to this malicious server, it could result in a denial-of-

service. Successful exploitation requires tricking a user's client application into 

connecting to the attacker's malicious server. 

2025-05-16 4.3 CVE-2025-4476 

redqteam--Wishlist 

Exposure of Sensitive System Information to an Unauthorized Control Sphere 

vulnerability in redqteam Wishlist allows Retrieve Embedded Sensitive Data. This 

issue affects Wishlist: from n/a through 2.1.0. 

2025-05-16 4.3 CVE-2025-31062 

redqteam--Wishlist 

Missing Authorization vulnerability in redqteam Wishlist allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Wishlist: 

from n/a through 2.1.0. 

2025-05-16 4.3 CVE-2025-31063 

RomanCode--

MapSVG 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in RomanCode MapSVG allows Stored XSS. This issue 

affects MapSVG: from n/a through 8.5.31. 

2025-05-16 6.5 CVE-2025-47557 

RomanCode--

MapSVG 

Missing Authorization vulnerability in RomanCode MapSVG allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects MapSVG: 

from n/a through 8.5.32. 

2025-05-16 5 CVE-2025-47560 

RomanCode--

MapSVG 

Improper Control of Generation of Code ('Code Injection') vulnerability in 

RomanCode MapSVG allows Code Injection. This issue affects MapSVG: from n/a 

through 8.5.34. 

2025-05-16 5.3 CVE-2025-47562 

RomanCode--

MapSVG Lite 

Improper Control of Generation of Code ('Code Injection') vulnerability in 

RomanCode MapSVG Lite allows Code Injection. This issue affects MapSVG Lite: 

from n/a through 8.6.4. 

2025-05-16 5.3 CVE-2025-48120 

https://www.cve.org/CVERecord?id=CVE-2025-4808
https://www.cve.org/CVERecord?id=CVE-2025-31923
https://www.cve.org/CVERecord?id=CVE-2025-47556
https://www.cve.org/CVERecord?id=CVE-2025-32180
https://www.cve.org/CVERecord?id=CVE-2025-32296
https://www.cve.org/CVERecord?id=CVE-2025-4574
https://www.cve.org/CVERecord?id=CVE-2025-4476
https://www.cve.org/CVERecord?id=CVE-2025-31062
https://www.cve.org/CVERecord?id=CVE-2025-31063
https://www.cve.org/CVERecord?id=CVE-2025-47557
https://www.cve.org/CVERecord?id=CVE-2025-47560
https://www.cve.org/CVERecord?id=CVE-2025-47562
https://www.cve.org/CVERecord?id=CVE-2025-48120
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RS WP THEMES--

RS WP Book 

Showcase 

Improper Control of Generation of Code ('Code Injection') vulnerability in RS WP 

THEMES RS WP Book Showcase allows Code Injection. This issue affects RS WP 

Book Showcase: from n/a through 6.7.41. 

2025-05-16 5.3 CVE-2025-48119 

Rustaurius--Front 

End Users 

Missing Authorization vulnerability in Rustaurius Front End Users allows Exploiting 

Incorrectly Configured Access Control Security Levels.This issue affects Front End 

Users: from n/a through 3.2.32. 

2025-05-15 5.4 CVE-2025-47580 

Saiful Islam--

UltraAddons 

Elementor Lite 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Saiful Islam UltraAddons Elementor Lite allows Stored 

XSS. This issue affects UltraAddons Elementor Lite: from n/a through 2.0.0. 

2025-05-16 6.5 CVE-2025-48131 

SAP_SE--SAP Data 

Services 

Management 

Console 

The Data Services Management Console does not sufficiently encode user-

controlled inputs, allowing an attacker to inject malicious script. When a targeted 

victim, who is already logged in, clicks on the compromised link, the injected script 

gets executed within the scope of victimï¿½s browser. This potentially leads to an 

impact on confidentiality and integrity. Availability is not impacted. 

2025-05-13 4.4 CVE-2025-26662 

SAP_SE--SAP 

Digital 

Manufacturing 

(Production 

Operator 

Dashboard) 

Due to a security misconfiguration vulnerability, customers can develop Production 

Operator Dashboards (PODs) that enable outside users to access customer data 

when they access these dashboards. Since no mechanisms exist to enforce 

authentication, malicious unauthenticated users can view non-sensitive customer 

information. However, this does not affect data integrity or availability. 

2025-05-13 5.3 CVE-2025-43004 

SAP_SE--SAP 

Gateway Client 

Under certain conditions, SAP Gateway Client allows a high-privileged user to 

access restricted information beyond the scope of the application. Due to the 

possibility of influencing application behavior or performance through misuse of 

the exposed data, this may potentially lead to low impact on confidentiality, 

integrity, and availability. 

2025-05-13 6.6 CVE-2025-42997 

SAP_SE--SAP GUI 

for Windows 

SAP GUI for Windows allows an unauthenticated attacker to exploit insecure 

obfuscation algorithms used by the GuiXT application to store user credentials. 

While this issue does not impact the Integrity or Availability of the application, it 

may have a Low impact on the Confidentiality of data. 

2025-05-13 4.3 CVE-2025-43005 

SAP_SE--SAP 

NetWeaver 

Application Server 

ABAP and ABAP 

Platform 

SAP NetWeaver is vulnerable to an Information Disclosure vulnerability caused by 

the injection of malicious instructions into user configuration settings. An attacker 

with administrative privileges can craft these instructions so that when accessed by 

the victim, sensitive information such as user credentials is exposed. These 

credentials may then be used to gain unauthorized access to local or adjacent 

systems. This results in high impact to Confidentiality, with no significant effect on 

Integrity or Availability. 

2025-05-13 6.2 CVE-2025-31329 

SAP_SE--SAP 

S/4HANA (Private 

Cloud & On-

Premise) 

SAP S/4 HANA allows an authenticated attacker with user privileges to configure a 

field not intended for their access and create a custom UI layout displaying this 

field. On performing this step the attacker could gain access to highly sensitive 

information. This could cause a high impact on confidentiality and minimal impact 

on integrity and availability of the application. 

2025-05-13 6.4 CVE-2025-43003 

SAP_SE--SAP 

S/4HANA HCM 

Portugal and SAP 

ERP HCM Portugal 

Due to missing authorization check, an unauthorized user can view the files of 

other company. This might lead to disclosure of personal data of employees. There 

is no impact on integrity and availability. 

2025-05-13 5.8 CVE-2025-43008 

SAP_SE--SAP 

S4/HANA (OData 

meta-data 

property) 

SAP S4CORE OData meta-data property allows an authenticated attacker to access 

restricted information due to missing authorization check. This could cause a low 

impact on confidentiality but integrity and availability of the application are not 

impacted. 

2025-05-13 4.3 CVE-2025-43002 

SAP_SE--SAP 

Service Parts 

SAP Service Parts Management (SPM) does not perform necessary authorization 

checks for an authenticated user, allowing an attacker to escalate privileges. This 

has low impact on confidentiality, integrity and availability of the application. 

2025-05-13 6.3 CVE-2025-43007 

https://www.cve.org/CVERecord?id=CVE-2025-48119
https://www.cve.org/CVERecord?id=CVE-2025-47580
https://www.cve.org/CVERecord?id=CVE-2025-48131
https://www.cve.org/CVERecord?id=CVE-2025-26662
https://www.cve.org/CVERecord?id=CVE-2025-43004
https://www.cve.org/CVERecord?id=CVE-2025-42997
https://www.cve.org/CVERecord?id=CVE-2025-43005
https://www.cve.org/CVERecord?id=CVE-2025-31329
https://www.cve.org/CVERecord?id=CVE-2025-43003
https://www.cve.org/CVERecord?id=CVE-2025-43008
https://www.cve.org/CVERecord?id=CVE-2025-43002
https://www.cve.org/CVERecord?id=CVE-2025-43007
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Management 

(SPM) 

SAP_SE--SAP 

Service Parts 

Management 

(SPM) 

SAP Service Parts Management (SPM) does not perform necessary authorization 

checks for an authenticated user, allowing an attacker to escalate privileges. This 

has low impact on Confidentiality, integrity and availability of the application. 

2025-05-13 6.3 CVE-2025-43009 

SAP_SE--SAP 

Supplier 

Relationship 

Management (Live 

Auction Cockpit) 

he Live Auction Cockpit in SAP Supplier Relationship Management (SRM) uses a 

deprecated java applet component within the affected SRM packages which allows 

an unauthenticated attacker to execute malicious script in the victimï¿½s browser. 

This vulnerability has low impact on confidentiality and integrity within the scope 

of that victimï¿½s browser, with no effect on availability of the application 

2025-05-13 6.1 CVE-2025-30009 

SAP_SE--SAP 

Supplier 

Relationship 

Management (Live 

Auction Cockpit) 

The Live Auction Cockpit in SAP Supplier Relationship Management (SRM) uses a 

deprecated java applet component within the affected SRM packages which allows 

an unauthenticated attacker to craft a malicious link, which when clicked by a 

victim, redirects the browser to a malicious site. On successful exploitation, the 

attacker could cause low impact on confidentiality and integrity with no impact on 

the availability of the application. 

2025-05-13 6.1 CVE-2025-30010 

SAP_SE--SAP 

Supplier 

Relationship 

Management (Live 

Auction Cockpit) 

The Live Auction Cockpit in SAP Supplier Relationship Management (SRM) uses a 

deprecated java applet component within the affected SRM packages which allows 

an unauthenticated attacker to send an malicious request to the application, which 

could disclose the internal version details of the affected system. This vulnerability 

has low impact on confidentiality, with no effect on integrity and availability of the 

application. 

2025-05-13 5.3 CVE-2025-30011 

SAP_SE--SAP 

Supplier 

Relationship 

Management 

(Master Data 

Management 

Catalog) 

SAP Supplier Relationship Management (Master Data Management Catalogue) 

allows an unauthenticated attacker to execute malicious scripts in the application, 

potentially leading to a Cross-Site Scripting (XSS) vulnerability. This has no impact 

on the availability of the application, but it can have some minor impact on its 

confidentiality and integrity. 

2025-05-13 6.1 CVE-2025-43006 

Schweitzer 

Engineering 

Laboratories--SEL 

Blueframe OS 

An authenticated user's token could be used by another source after the user had 

logged out prior to the token expiring. 
2025-05-12 6.3 CVE-2025-46743 

Schweitzer 

Engineering 

Laboratories--SEL 

Blueframe OS 

An authenticated user without user-management permissions could view other 

users' account information. 
2025-05-12 6.5 CVE-2025-46745 

Schweitzer 

Engineering 

Laboratories--SEL 

Blueframe OS 

A suspended or recently logged-out user could continue to interact with Blueframe 

until the time-out period occurred. 
2025-05-12 5.7 CVE-2025-46741 

Schweitzer 

Engineering 

Laboratories--SEL 

Blueframe OS 

An administrator could discover another account's credentials. 2025-05-12 5.8 CVE-2025-46746 

Schweitzer 

Engineering 

Laboratories--SEL 

Blueframe OS 

An authenticated user without user-management permissions could identify other 

user accounts. 
2025-05-12 5.7 CVE-2025-46747 

Schweitzer 

Engineering 

Users who were required to change their password could still access system 

information before changing their password 
2025-05-12 4.3 CVE-2025-46742 

https://www.cve.org/CVERecord?id=CVE-2025-43009
https://www.cve.org/CVERecord?id=CVE-2025-30009
https://www.cve.org/CVERecord?id=CVE-2025-30010
https://www.cve.org/CVERecord?id=CVE-2025-30011
https://www.cve.org/CVERecord?id=CVE-2025-43006
https://www.cve.org/CVERecord?id=CVE-2025-46743
https://www.cve.org/CVERecord?id=CVE-2025-46745
https://www.cve.org/CVERecord?id=CVE-2025-46741
https://www.cve.org/CVERecord?id=CVE-2025-46746
https://www.cve.org/CVERecord?id=CVE-2025-46747
https://www.cve.org/CVERecord?id=CVE-2025-46742
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Laboratories--SEL 

Blueframe OS 

Schweitzer 

Engineering 

Laboratories--SEL 

Blueframe OS 

An authenticated user could submit scripting to fields that lack proper input and 

output sanitization leading to subsequent client-side script execution. 
2025-05-12 4.3 CVE-2025-46749 

Schweitzer 

Engineering 

Laboratories--SEL-

3350-1 

SEL BIOS packages prior to 1.3.49152.117 or 2.6.49152.98 allow a local attacker to 

bypass password authentication and change password-protected BIOS settings by 

importing a BIOS settings file with no password set. 

2025-05-12 4.4 CVE-2025-46750 

Schweitzer 

Engineering 

Laboratories--SEL-

5033 acSELerator 

RTAC Software 

An authenticated attacker can maliciously modify layout data files in the SEL-5033 

installation directory to execute arbitrary code. 
2025-05-12 6.6 CVE-2025-46738 

scripteo--Ads Pro 

Plugin 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in scripteo Ads Pro Plugin allows Stored XSS. This issue 

affects Ads Pro Plugin: from n/a through 4.88. 

2025-05-16 6.5 CVE-2025-46464 

Sharespine--

Sharespine 

Woocommerce 

Connector 

Missing Authorization vulnerability in Sharespine Sharespine Woocommerce 

Connector allows Exploiting Incorrectly Configured Access Control Security Levels. 

This issue affects Sharespine Woocommerce Connector: from n/a through 4.7.55. 

2025-05-16 4.3 CVE-2025-48128 

Siemens--APOGEE 

PXC+TALON TC 

Series (BACnet) 

A vulnerability has been identified in APOGEE PXC+TALON TC Series (BACnet) (All 

versions). Affected devices start sending unsolicited BACnet broadcast messages 

after processing a specific BACnet createObject request. This could allow an 

attacker residing in the same BACnet network to send a specially crafted message 

that results in a partial denial of service condition of the targeted device, and 

potentially reduce the availability of BACnet network. A power cycle is required to 

restore the device's normal operation. 

2025-05-13 4.7 CVE-2025-40555 

Siemens--BACnet 

ATEC 550-440 

A vulnerability has been identified in BACnet ATEC 550-440 (All versions), BACnet 

ATEC 550-441 (All versions), BACnet ATEC 550-445 (All versions), BACnet ATEC 550-

446 (All versions). Affected devices improperly handle specific incoming BACnet 

MSTP messages. This could allow an attacker residing in the same BACnet network 

to send a specially crafted MSTP message that results in a denial of service 

condition of the targeted device. A power cycle is required to restore the device's 

normal operation. 

2025-05-13 6.5 CVE-2025-40556 

Siemens--IEC 1Ph 

7.4kW Child socket 

A vulnerability has been identified in IEC 1Ph 7.4kW Child socket (8EM1310-2EH04-

0GA0) (All versions), IEC 1Ph 7.4kW Child socket/ shutter (8EM1310-2EN04-0GA0) 

(All versions), IEC 1Ph 7.4kW Parent cable 7m (8EM1310-2EJ04-3GA1) (All 

versions), IEC 1Ph 7.4kW Parent cable 7m incl. SIM (8EM1310-2EJ04-3GA2) (All 

versions), IEC 1Ph 7.4kW Parent socket (8EM1310-2EH04-3GA1) (All versions), IEC 

1Ph 7.4kW Parent socket incl. SIM (8EM1310-2EH04-3GA2) (All versions), IEC 1Ph 

7.4kW Parent socket/ shutter (8EM1310-2EN04-3GA1) (All versions), IEC 1Ph 

7.4kW Parent socket/ shutter SIM (8EM1310-2EN04-3GA2) (All versions), IEC 3Ph 

22kW Child cable 7m (8EM1310-3EJ04-0GA0) (All versions), IEC 3Ph 22kW Child 

socket (8EM1310-3EH04-0GA0) (All versions), IEC 3Ph 22kW Child socket/ shutter 

(8EM1310-3EN04-0GA0) (All versions), IEC 3Ph 22kW Parent cable 7m (8EM1310-

3EJ04-3GA1) (All versions), IEC 3Ph 22kW Parent cable 7m incl. SIM (8EM1310-

3EJ04-3GA2) (All versions), IEC 3Ph 22kW Parent socket (8EM1310-3EH04-3GA1) 

(All versions), IEC 3Ph 22kW Parent socket incl. SIM (8EM1310-3EH04-3GA2) (All 

versions), IEC 3Ph 22kW Parent socket/ shutter (8EM1310-3EN04-3GA1) (All 

versions), IEC 3Ph 22kW Parent socket/ shutter SIM (8EM1310-3EN04-3GA2) (All 

versions), IEC ERK 3Ph 22 kW Child cable 7m (8EM1310-3FJ04-0GA0) (All versions), 

IEC ERK 3Ph 22 kW Child cable 7m (8EM1310-3FJ04-0GA1) (All versions), IEC ERK 

3Ph 22 kW Child cable 7m (8EM1310-3FJ04-0GA2) (All versions), IEC ERK 3Ph 22 

2025-05-13 4.2 CVE-2025-31929 

https://www.cve.org/CVERecord?id=CVE-2025-46749
https://www.cve.org/CVERecord?id=CVE-2025-46750
https://www.cve.org/CVERecord?id=CVE-2025-46738
https://www.cve.org/CVERecord?id=CVE-2025-46464
https://www.cve.org/CVERecord?id=CVE-2025-48128
https://www.cve.org/CVERecord?id=CVE-2025-40555
https://www.cve.org/CVERecord?id=CVE-2025-40556
https://www.cve.org/CVERecord?id=CVE-2025-31929
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kW Child socket (8EM1310-3FH04-0GA0) (All versions), IEC ERK 3Ph 22 kW Parent 

socket (8EM1310-3FH04-3GA1) (All versions), IEC ERK 3Ph 22 kW Parent socket 

incl. SI (8EM1310-3FH04-3GA2) (All versions), UL Commercial Cellular 48A NTEP 

(8EM1310-5HF14-1GA2) (All versions), UL Commercial Child 40A w/ 15118 HW 

(8EM1310-4CF14-0GA0) (All versions), UL Commercial Child 48A BA Compliant 

(8EM1315-5CG14-0GA0) (All versions), UL Commercial Child 48A w/ 15118 HW 

(8EM1310-5CF14-0GA0) (All versions), UL Commercial Parent 40A with Simcard 

(8EM1310-4CF14-1GA2) (All versions), UL Commercial Parent 48A (USPS) 

(8EM1317-5CG14-1GA2) (All versions), UL Commercial Parent 48A BA Compliant 

(8EM1315-5CG14-1GA2) (All versions), UL Commercial Parent 48A with Simcard BA 

(8EM1310-5CF14-1GA2) (All versions), UL Commercial Parent 48A, 15118, 25ft 

(8EM1310-5CG14-1GA1) (All versions), UL Commercial Parent 48A, 15118, 25ft 

(8EM1314-5CG14-2FA2) (All versions), UL Commercial Parent 48A, 15118, 25ft 

(8EM1315-5HG14-1GA2) (All versions), UL Commercial Parent 48A,15118 25ft Sim 

(8EM1310-5CG14-1GA2) (All versions), UL Resi High End 40A w/15118 Hw 

(8EM1312-4CF18-0FA3) (All versions), UL Resi High End 48A w/15118 Hw 

(8EM1312-5CF18-0FA3) (All versions), VersiCharge Blueâ„¢ 80A AC Cellular 

(8EM1315-7BG16-1FH2) (All versions). Affected devices do not contain an 

Immutable Root of Trust in M0 Hardware. An attacker with physical access to the 

device could use this to execute arbitrary code. 

Siemens--MS/TP 

Point Pickup 

Module 

A vulnerability has been identified in MS/TP Point Pickup Module (All versions). 

Affected devices improperly handle specific incoming BACnet MSTP messages. This 

could allow an attacker residing in the same BACnet network to send a specially 

crafted MSTP message that results in a denial of service condition of the targeted 

device. A power cycle is required to restore the device's normal operation. 

2025-05-13 6.5 CVE-2025-24510 

Siemens--Polarion 

V2310 

A vulnerability has been identified in Polarion V2310 (All versions), Polarion V2404 

(All versions < V2404.4). The application insufficiently validates user input for 

database read queries. This could allow an authenticated remote attacker to 

conduct an SQL injection attack that bypasses authorization controls and allows to 

download any data from the application's database. 

2025-05-13 6.5 CVE-2024-51444 

Siemens--Polarion 

V2310 

A vulnerability has been identified in Polarion V2310 (All versions), Polarion V2404 

(All versions < V2404.4). The affected application contains a XML External Entity 

Injection (XXE) vulnerability in the docx import feature. This could allow an 

authenticated remote attacker to read arbitrary data from the application server. 

2025-05-13 6.5 CVE-2024-51445 

Siemens--Polarion 

V2310 

A vulnerability has been identified in Polarion V2310 (All versions), Polarion V2404 

(All versions < V2404.4). The file upload feature of the affected application 

improperly sanitizes xml files. This could allow an authenticated remote attacker to 

conduct a stored cross-site scripting attack by uploading specially crafted xml files 

that are later downloaded and viewed by other users of the application. 

2025-05-13 6.5 CVE-2024-51446 

Siemens--Polarion 

V2310 

A vulnerability has been identified in Polarion V2310 (All versions), Polarion V2404 

(All versions < V2404.2). The login implementation of the affected application 

contains an observable response discrepancy vulnerability when validating 

usernames. This could allow an unauthenticated remote attacker to distinguish 

between valid and invalid usernames. 

2025-05-13 5.3 CVE-2024-51447 

Siemens--

SCALANCE 

LPE9403 

A vulnerability has been identified in SCALANCE LPE9403 (6GK5998-3GS00-2AC2) 

(All versions). Affected devices are vulnerable to a stack-based buffer overflow. 

This could allow a non-privileged local attacker to execute arbitrary code on the 

device or to cause a denial of service condition. 

2025-05-13 6.7 CVE-2025-40579 

Siemens--

SCALANCE 

LPE9403 

A vulnerability has been identified in SCALANCE LPE9403 (6GK5998-3GS00-2AC2) 

(All versions). Affected devices are vulnerable to a stack-based buffer overflow. 

This could allow a non-privileged local attacker to execute arbitrary code on the 

device or to cause a denial of service condition. 

2025-05-13 6.7 CVE-2025-40580 

https://www.cve.org/CVERecord?id=CVE-2025-24510
https://www.cve.org/CVERecord?id=CVE-2024-51444
https://www.cve.org/CVERecord?id=CVE-2024-51445
https://www.cve.org/CVERecord?id=CVE-2024-51446
https://www.cve.org/CVERecord?id=CVE-2024-51447
https://www.cve.org/CVERecord?id=CVE-2025-40579
https://www.cve.org/CVERecord?id=CVE-2025-40580
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Siemens--

SCALANCE 

LPE9403 

A vulnerability has been identified in SCALANCE LPE9403 (6GK5998-3GS00-2AC2) 

(All versions). Affected devices do not properly assign permissions to critical 

ressources. This could allow a non-privileged local attacker to access sensitive 

information stored on the device. 

2025-05-13 5.5 CVE-2025-40572 

Siemens--

SCALANCE 

LPE9403 

A vulnerability has been identified in SCALANCE LPE9403 (6GK5998-3GS00-2AC2) 

(All versions). Affected devices are vulnerable to path traversal attacks. This could 

allow a privileged local attacker to restore backups that are outside the backup 

folder. 

2025-05-13 4.4 CVE-2025-40573 

Siemens--

SCALANCE 

LPE9403 

A vulnerability has been identified in SCALANCE LPE9403 (6GK5998-3GS00-2AC2) 

(All versions). Affected devices do not properly validate incoming Profinet packets. 

An unauthenticated remote attacker can exploit this flaw by sending a specially 

crafted malicious packet, which leads to a crash of the dcpd process. 

2025-05-13 4.3 CVE-2025-40575 

Siemens--

SCALANCE 

LPE9403 

A vulnerability has been identified in SCALANCE LPE9403 (6GK5998-3GS00-2AC2) 

(All versions). Affected devices do not properly validate incoming Profinet packets. 

An unauthenticated remote attacker can exploit this flaw by sending a specially 

crafted malicious packet, which leads to a crash of the dcpd process. 

2025-05-13 4.3 CVE-2025-40576 

Siemens--

SCALANCE 

LPE9403 

A vulnerability has been identified in SCALANCE LPE9403 (6GK5998-3GS00-2AC2) 

(All versions). Affected devices do not properly validate incoming Profinet packets. 

An unauthenticated remote attacker can exploit this flaw by sending a specially 

crafted malicious packet, which leads to a crash of the dcpd process. 

2025-05-13 4.3 CVE-2025-40577 

Siemens--

SCALANCE 

LPE9403 

A vulnerability has been identified in SCALANCE LPE9403 (6GK5998-3GS00-2AC2) 

(All versions). Affected devices do not properly handle multiple incoming Profinet 

packets received in rapid succession. An unauthenticated remote attacker can 

exploit this flaw by sending multiple packets in a very short time frame, which 

leads to a crash of the dcpd process. 

2025-05-13 4.3 CVE-2025-40578 

Siemens--

SCALANCE 

LPE9403 

A vulnerability has been identified in SCALANCE LPE9403 (6GK5998-3GS00-2AC2) 

(All versions with SINEMA Remote Connect Edge Client installed). Affected devices 

do transmit sensitive information in cleartext. This could allow a privileged local 

attacker to retrieve this sensitive information. 

2025-05-13 4.4 CVE-2025-40583 

Siemens--SIRIUS 

3RK3 Modular 

Safety System 

(MSS) 

A vulnerability has been identified in SIRIUS 3RK3 Modular Safety System (MSS) (All 

versions), SIRIUS Safety Relays 3SK2 (All versions). The affected devices do not 

encrypt data in transit. An attacker with network access could eavesdrop the 

connection and retrieve sensitive information, including obfuscated safety 

passwords. 

2025-05-13 6.5 CVE-2025-24008 

Siemens--SIRIUS 

3RK3 Modular 

Safety System 

(MSS) 

A vulnerability has been identified in SIRIUS 3RK3 Modular Safety System (MSS) (All 

versions), SIRIUS Safety Relays 3SK2 (All versions). The affected devices do not 

require authentication to access critical resources. An attacker with network access 

could retrieve sensitive information from certain data records, including 

obfuscated safety passwords. 

2025-05-13 5.9 CVE-2025-24009 

SourceCodester--

Online Student 

Clearance System 

A vulnerability, which was classified as problematic, was found in SourceCodester 

Online Student Clearance System 1.0. This affects an unknown part. The 

manipulation leads to exposure of information through directory listing. It is 

possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. 

2025-05-16 5.3 CVE-2025-4807 

SourceCodester--

Online Student 

Clearance System 

A vulnerability, which was classified as problematic, has been found in 

SourceCodester Online Student Clearance System 1.0. Affected by this issue is 

some unknown functionality. The manipulation leads to cross-site request forgery. 

The attack may be launched remotely. The exploit has been disclosed to the public 

and may be used. 

2025-05-18 4.3 CVE-2025-4887 

SourceCodester--

Stock 

A vulnerability has been found in SourceCodester/oretnom23 Stock Management 

System 1.0 and classified as critical. This vulnerability affects unknown code of the 

file /sms/admin/?page=receiving/view_receiving&id=1. The manipulation of the 

2025-05-16 6.3 CVE-2025-4782 

https://www.cve.org/CVERecord?id=CVE-2025-40572
https://www.cve.org/CVERecord?id=CVE-2025-40573
https://www.cve.org/CVERecord?id=CVE-2025-40575
https://www.cve.org/CVERecord?id=CVE-2025-40576
https://www.cve.org/CVERecord?id=CVE-2025-40577
https://www.cve.org/CVERecord?id=CVE-2025-40578
https://www.cve.org/CVERecord?id=CVE-2025-40583
https://www.cve.org/CVERecord?id=CVE-2025-24008
https://www.cve.org/CVERecord?id=CVE-2025-24009
https://www.cve.org/CVERecord?id=CVE-2025-4807
https://www.cve.org/CVERecord?id=CVE-2025-4887
https://www.cve.org/CVERecord?id=CVE-2025-4782
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Management 

System 

argument ID leads to sql injection. The attack can be initiated remotely. The exploit 

has been disclosed to the public and may be used. 

SourceCodester--

Stock 

Management 

System 

A vulnerability was found in SourceCodester/oretnom23 Stock Management 

System 1.0. It has been rated as critical. This issue affects some unknown 

processing of the file /admin/?page=return/view_return. The manipulation of the 

argument ID leads to sql injection. The attack may be initiated remotely. The 

exploit has been disclosed to the public and may be used. 

2025-05-16 6.3 CVE-2025-4786 

SourceCodester--

Stock 

Management 

System 

A vulnerability classified as critical has been found in SourceCodester/oretnom23 

Stock Management System 1.0. Affected is an unknown function of the file 

/admin/?page=sales/view_sale. The manipulation of the argument ID leads to sql 

injection. It is possible to launch the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-16 6.3 CVE-2025-4787 

SourceCodester--

Stock 

Management 

System 

A vulnerability, which was classified as critical, has been found in 

SourceCodester/oretnom23 Stock Management System 1.0. Affected by this issue 

is some unknown functionality of the file /admin/?page=back_order/view_bo. The 

manipulation of the argument ID leads to sql injection. The attack may be launched 

remotely. The exploit has been disclosed to the public and may be used. 

2025-05-16 6.3 CVE-2025-4806 

SourceCodester--

Student Result 

Management 

System 

A vulnerability was found in SourceCodester Student Result Management System 

1.0. It has been declared as critical. This vulnerability affects unknown code of the 

file academic/core/drop_student.php. The manipulation of the argument img leads 

to path traversal. The attack can be initiated remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-15 5.4 CVE-2025-4720 

Steve Puddick--WP 

Notes Widget 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Steve Puddick WP Notes Widget allows DOM-Based XSS. 

This issue affects WP Notes Widget: from n/a through 1.0.6. 

2025-05-16 6.5 CVE-2025-48121 

SYNCPILOT--LIVE 

CONTRACT 

An Improper Access Control vulnerability was identified in the file download 

functionality. This vulnerability allows users to download sensitive documents 

without authentication, if the URL is known. The attack requires the attacker to 

know the documents UUIDv4. 

2025-05-16 5.9 CVE-2025-2306 

Synology--Active 

Backup for 

Microsoft 365 

A vulnerability in Synology Active Backup for Microsoft 365 allows remote 

authenticated attackers to obtain sensitive information via unspecified vectors. 
2025-05-16 6.5 CVE-2025-4679 

Tenda--A15 

A vulnerability was found in Tenda A15 15.13.07.13. It has been declared as 

problematic. Affected by this vulnerability is the function formArpNerworkSet of 

the file /goform/ArpNerworkSet. The manipulation leads to denial of service. The 

attack can be launched remotely. The exploit has been disclosed to the public and 

may be used. 

2025-05-18 6.5 CVE-2025-4867 

ThemeNcode--TNC 

FlipBook 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in ThemeNcode TNC FlipBook allows Stored XSS. This issue 

affects TNC FlipBook: from n/a through 12.1.0. 

2025-05-16 6.5 CVE-2025-39509 

themeton--Acerola 

Missing Authorization vulnerability in themeton Acerola allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Acerola: 

from n/a through 1.6.5. 

2025-05-16 5.3 CVE-2025-31066 

themeton--HotStar 

Multi-Purpose 

Business Theme 

Missing Authorization vulnerability in themeton HotStar - Multi-Purpose Business 

Theme allows Exploiting Incorrectly Configured Access Control Security Levels. This 

issue affects HotStar - Multi-Purpose Business Theme: from n/a through 1.4. 

2025-05-16 5.3 CVE-2025-31071 

themeton--Rozario 

Missing Authorization vulnerability in themeton Rozario allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Rozario: 

from n/a through 1.4. 

2025-05-16 5.3 CVE-2025-31065 

https://www.cve.org/CVERecord?id=CVE-2025-4786
https://www.cve.org/CVERecord?id=CVE-2025-4787
https://www.cve.org/CVERecord?id=CVE-2025-4806
https://www.cve.org/CVERecord?id=CVE-2025-4720
https://www.cve.org/CVERecord?id=CVE-2025-48121
https://www.cve.org/CVERecord?id=CVE-2025-2306
https://www.cve.org/CVERecord?id=CVE-2025-4679
https://www.cve.org/CVERecord?id=CVE-2025-4867
https://www.cve.org/CVERecord?id=CVE-2025-39509
https://www.cve.org/CVERecord?id=CVE-2025-31066
https://www.cve.org/CVERecord?id=CVE-2025-31071
https://www.cve.org/CVERecord?id=CVE-2025-31065
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themeton--Seven 

Stars 

Cross-Site Request Forgery (CSRF) vulnerability in themeton Seven Stars allows 

Cross Site Request Forgery. This issue affects Seven Stars: from n/a through 1.4.4. 
2025-05-16 4.3 CVE-2025-31068 

themeton--Spare 
Cross-Site Request Forgery (CSRF) vulnerability in themeton Spare allows Cross Site 

Request Forgery. This issue affects Spare: from n/a through 1.7. 
2025-05-16 4.3 CVE-2025-31639 

themeton--The 

Business 

Missing Authorization vulnerability in themeton The Business allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects The 

Business: from n/a through 1.6.1. 

2025-05-16 5.3 CVE-2025-31630 

Themovation--

QuickCal 

Exposure of Sensitive System Information to an Unauthorized Control Sphere 

vulnerability in Themovation QuickCal allows Retrieve Embedded Sensitive Data. 

This issue affects QuickCal: from n/a through 1.0.15. 

2025-05-16 4.3 CVE-2025-32299 

TOTOLINK--

A3002R 

A vulnerability was found in TOTOLINK A3002R and A3002RU 3.0.0-

B20230809.1615. It has been declared as critical. Affected by this vulnerability is an 

unknown functionality of the file /boafrm/formMapDelDevice of the component 

HTTP POST Request Handler. The manipulation of the argument macstr leads to 

command injection. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-15 6.3 CVE-2025-4729 

TOTOLINK--

N300RH 

A vulnerability was found in TOTOLINK N300RH 6.1c.1390_B20191101. It has been 

rated as critical. Affected by this issue is the function 

CloudACMunualUpdateUserdata of the file /cgi-bin/cstecgi.cgi. The manipulation 

of the argument url leads to command injection. The attack may be launched 

remotely. The exploit has been disclosed to the public and may be used. 

2025-05-18 6.3 CVE-2025-4849 

TOTOLINK--

N300RH 

A vulnerability classified as critical has been found in TOTOLINK N300RH 

6.1c.1390_B20191101. This affects the function setUnloadUserData of the file /cgi-

bin/cstecgi.cgi. The manipulation of the argument plugin_name leads to command 

injection. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-18 6.3 CVE-2025-4850 

TOTOLINK--

N300RH 

A vulnerability classified as critical was found in TOTOLINK N300RH 

6.1c.1390_B20191101. This vulnerability affects the function setUploadUserData of 

the file /cgi-bin/cstecgi.cgi. The manipulation of the argument FileName leads to 

command injection. The attack can be initiated remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-18 6.3 CVE-2025-4851 

Uncanny Owl--

Uncanny Toolkit 

for LearnDash 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Uncanny Owl Uncanny Toolkit for LearnDash allows 

Stored XSS. This issue affects Uncanny Toolkit for LearnDash: from n/a through 

3.7.0.2. 

2025-05-16 6.5 CVE-2025-48080 

uncannyowl--

Uncanny 

Automator Easy 

Automation, 

Integration, 

Webhooks & 

Workflow Builder 

Plugin 

The Uncanny Automator plugin for WordPress is vulnerable to unauthorized 

modification of data due to a missing capability check on multiple AJAX functions in 

versions up to, and including, 6.4.0.2. This makes it possible for authenticated 

attackers, with subscriber-level permissions or above to update plugin settings. 

2025-05-14 5.4 CVE-2025-4520 

urkekg--Posts per 

Cat 

The Posts per Cat [Unmaintained plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the plugin's 'ppc' shortcode in all versions up to, and 

including, 1.4.2 due to insufficient input sanitization and output escaping on user 

supplied attributes. This makes it possible for authenticated attackers, with 

contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-05-16 6.4 CVE-2025-4169 

ValvePress--

Pinterest 

Automatic Pin 

Missing Authorization vulnerability in ValvePress Pinterest Automatic Pin allows 

Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 

Pinterest Automatic Pin: from n/a through 4.18.2. 

2025-05-16 4.3 CVE-2025-39511 
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ValvePress--Rankie 

Missing Authorization vulnerability in ValvePress Rankie allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Rankie: 

from n/a through 1.8.0. 

2025-05-16 4.3 CVE-2025-39493 

ValvePress--

Wordpress Auto 

Spinner 

Missing Authorization vulnerability in ValvePress Wordpress Auto Spinner allows 

Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 

Wordpress Auto Spinner: from n/a through 3.25.0. 

2025-05-16 4.3 CVE-2025-47534 

varnish-software--

Varnish Cache 

Varnish Cache before 7.6.3 and 7.7 before 7.7.1, and Varnish Enterprise before 

6.0.13r14, allow client-side desync via HTTP/1 requests, because the product 

incorrectly permits CRLF to be skipped to delimit chunk boundaries. 

2025-05-13 5.4 CVE-2025-47905 

villatheme--CURCY 

Missing Authorization vulnerability in villatheme CURCY allows Accessing 

Functionality Not Properly Constrained by ACLs. This issue affects CURCY: from n/a 

through 2.3.7. 

2025-05-16 5.3 CVE-2025-47563 

VITA-MLLM--

Freeze-Omni 

A vulnerability, which was classified as problematic, has been found in VITA-MLLM 

Freeze-Omni up to 20250421. This issue affects the function torch.load of the file 

models/utils.py. The manipulation of the argument path leads to deserialization. It 

is possible to launch the attack on the local host. 

2025-05-15 5.3 CVE-2025-4701 

wcmp--

MultiVendorX 

WooCommerce 

Multivendor 

Marketplace 

Solutions 

The MultiVendorX - WooCommerce Multivendor Marketplace Solutions plugin for 

WordPress is vulnerable to unauthorized loss of data due to a misconfigured 

capability check on the 'delete_fpm_product' function in all versions up to, and 

including, 4.2.22. This makes it possible for authenticated attackers, with 

Contributor-level access and above, to delete arbitrary posts, pages, attachments, 

and products. The vulnerability was partially patched in version 4.2.22. 

2025-05-17 4.3 CVE-2025-4101 

weibocom--rill-

flow 

A vulnerability was found in weibocom rill-flow 0.1.18. It has been classified as 

critical. Affected is an unknown function of the component Management Console. 

The manipulation leads to code injection. It is possible to launch the attack 

remotely. The exploit has been disclosed to the public and may be used. 

2025-05-18 6.3 CVE-2025-4866 

welukame--

Weluka Lite 

The Weluka Lite plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the plugin's 'weluka-map' shortcode in all versions up to, and including, 1.0.3 

due to insufficient input sanitization and output escaping on user supplied 

attributes. This makes it possible for authenticated attackers, with contributor-

level access and above, to inject arbitrary web scripts in pages that will execute 

whenever a user accesses an injected page. 

2025-05-15 6.4 CVE-2025-4591 

wordpresschef--

Salon Booking Pro 

Missing Authorization vulnerability in wordpresschef Salon Booking Pro allows 

Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 

Salon Booking Pro: from n/a through 10.10.2. 

2025-05-16 4.3 CVE-2025-32295 

wpdevelop--WP 

Booking Calendar 

The WP Booking Calendar plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the plugin's wpbc shortcode in all versions up to, and including, 

10.11.1 due to insufficient input sanitization and output escaping on user supplied 

attributes. This makes it possible for authenticated attackers, with contributor-

level access and above, to inject arbitrary web scripts in pages that will execute 

whenever a user accesses an injected page. 

2025-05-17 6.4 CVE-2025-4669 

XU-YIJIE--grpo-flat 

A vulnerability classified as problematic has been found in XU-YIJIE grpo-flat up to 

9024b43f091e2eb9bac65802b120c0b35f9ba856. Affected is the function main of 

the file grpo_vanilla.py. The manipulation leads to deserialization. Local access is 

required to approach this attack. Continious delivery with rolling releases is used 

by this product. Therefore, no version details of affected nor updated releases are 

available. 

2025-05-16 5.3 CVE-2025-4742 

Zoom 

Communications, 

Inc--Zoom 

Workplace Apps 

Improper neutralization of special elements in some Zoom Workplace Apps may 

allow an authenticated user to conduct an escalation of privilege via local access. 
2025-05-14 6.6 CVE-2025-30664 

https://www.cve.org/CVERecord?id=CVE-2025-39493
https://www.cve.org/CVERecord?id=CVE-2025-47534
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Zoom 

Communications, 

Inc--Zoom 

Workplace Apps 

NULL pointer dereference in some Zoom Workplace Apps for Windows may allow 

an authenticated user to conduct a denial of service via network access. 
2025-05-14 6.5 CVE-2025-30667 

Zoom 

Communications, 

Inc--Zoom 

Workplace Apps 

Integer underflow in some Zoom Workplace Apps may allow an authenticated user 

to conduct a denial of service via network access. 
2025-05-14 6.5 CVE-2025-30668 

Zoom 

Communications, 

Inc--Zoom 

Workplace Apps 

Buffer over-read in some Zoom Workplace Apps for Windows may allow an 

authenticated user to conduct a denial of service via network access. 
2025-05-14 6.5 CVE-2025-46785 

Zoom 

Communications, 

Inc--Zoom 

Workplace Apps 

Improper neutralization of special elements in some Zoom Workplace Apps may 

allow an authenticated user to impact app integrity via network access. 
2025-05-14 4.3 CVE-2025-46786 

Zoom 

Communications, 

Inc--Zoom 

Workplace Apps 

for Windows 

NULL pointer dereference in some Zoom Workplace Apps for Windows may allow 

an authenticated user to conduct a denial of service via network access. 
2025-05-14 6.5 CVE-2025-30665 

Zoom 

Communications, 

Inc--Zoom 

Workplace Apps 

for Windows 

NULL pointer dereference in some Zoom Workplace Apps for Windows may allow 

an authenticated user to conduct a denial of service via network access. 
2025-05-14 6.5 CVE-2025-30666 

10Web--Form 

Maker by 10Web 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in 10Web Form Maker by 10Web allows Stored XSS. This 

issue affects Form Maker by 10Web: from n/a through 1.15.33. 

2025-05-19 5.9 CVE-2025-48341 

4stats--4stats 

The 4stats plugin for WordPress is vulnerable to Cross-Site Request Forgery in all 

versions up to, and including, 2.0.9. This is due to missing or incorrect nonce 

validation on the stats/stats.php page. This makes it possible for unauthenticated 

attackers to update settings and inject malicious web scripts via a forged request 

granted they can trick a site administrator into performing an action such as 

clicking on a link. 

2025-05-24 6.1 CVE-2025-3869 

6Storage--6Storage 

Rentals 

Missing Authorization vulnerability in 6Storage 6Storage Rentals allows Path 

Traversal. This issue affects 6Storage Rentals: from n/a through 2.19.4. 
2025-05-23 6.5 CVE-2025-47619 

ABB--ASPECT-

Enterprise 

Stored Absolute Path Traversal vulnerabilities in ASPECT could expose sensitive 

data if administrator credentials become compromised. This issue affects ASPECT-

Enterprise: through 3.*; NEXUS Series: through 3.*; MATRIX Series: through 3.*. 

2025-05-23 6 CVE-2024-13945 

ABB--ASPECT-

Enterprise 

DLL's are not digitally signed when loaded in ASPECT's configuration toolset 

exposing the application to binary planting during device commissioning.This issue 

affects ASPECT-Enterprise: through 3.*; NEXUS Series: through 3.*; MATRIX Series: 

through 3.*. 

2025-05-22 6.8 CVE-2024-13946 

ABB--ASPECT-

Enterprise 

Device commissioning parameters in ASPECT may be modified by an external 

source if administrative credentials become compromisedThis issue affects 

ASPECT-Enterprise: through 3.*; NEXUS Series: through 3.*; MATRIX Series: 

through 3.*. 

2025-05-22 6 CVE-2024-13947 

ABB--ASPECT-

Enterprise 
Large content vulnerabilities are present in ASPECT exposing a device to disk 

overutilization on a system if administrator credentials become compromisedThis 
2025-05-22 6.8 CVE-2024-13949 
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issue affects ASPECT-Enterprise: through 3.*; NEXUS Series: through 3.*; MATRIX 

Series: through 3.*. 

ABB--ASPECT-

Enterprise 

Log injection vulnerabilities in ASPECT provide attacker access to inject malicious 

browser scripts if administrator credentials become compromised.This issue affects 

ASPECT-Enterprise: through 3.*; NEXUS Series: through 3.*; MATRIX Series: 

through 3.*. 

2025-05-22 6.8 CVE-2024-13950 

ABB--ASPECT-

Enterprise 

Serialized configuration information may be disclosed during device commissioning 

while using ASPECT's configuration toolsetThis issue affects ASPECT-Enterprise: 

through 3.*; NEXUS Series: through 3.*; MATRIX Series: through 3.*. 

2025-05-22 6.5 CVE-2024-13954 

ABB--ASPECT-

Enterprise 

SSL Verification Bypass vulnerabilities exist in ASPECT if administrator credentials 

become compromisedThis issue affects ASPECT-Enterprise: through 3.*; NEXUS 

Series: through 3.*; MATRIX Series: through 3.*. 

2025-05-22 6.7 CVE-2024-13956 

ABB--ASPECT-

Enterprise 

Large content vulnerabilities are present in ASPECT exposing a device to disk 

overutilization on a system if administrator credentials become compromisedThis 

issue affects ASPECT-Enterprise: through 3.*; NEXUS Series: through 3.*; MATRIX 

Series: through 3.*. 

2025-05-22 6.5 CVE-2024-48848 

ABB--ASPECT-

Enterprise 

Weak password storage vulnerabilities exist in ASPECT if administrator credentials 

become compromisedThis issue affects ASPECT-Enterprise: through 3.*; NEXUS 

Series: through 3.*; MATRIX Series: through 3.*. 

2025-05-22 6 CVE-2024-51552 

ABB--ASPECT-

Enterprise 

Predictable filename vulnerabilities in ASPECT may expose sensitive information to 

a potential attacker if administrator credentials become compromisedThis issue 

affects ASPECT-Enterprise: through 3.*; NEXUS Series: through 3.*; MATRIX Series: 

through 3.*. 

2025-05-22 6.5 CVE-2024-51553 

ABB--ASPECT-

Enterprise 

File upload and execute vulnerabilities in ASPECT allow PHP script injection if 

session administrator credentials become compromised. This issue affects ASPECT-

Enterprise: through 3.08.03; NEXUS Series: through 3.08.03; MATRIX Series: 

through 3.08.03. 

2025-05-22 6.7 CVE-2025-30169 

ABB--ASPECT-

Enterprise 

File upload vulnerabilities are present in ASPECT if session administrator 

credentials become compromised This issue affects ASPECT-Enterprise: through 

3.08.03; NEXUS Series: through 3.08.03; MATRIX Series: through 3.08.03. 

2025-05-22 6.7 CVE-2025-30173 

ABB--ASPECT-

Enterprise 

Exposure of file path, file size or file existence vulnerabilities in ASPECT provide 

attackers access to file system information if session administrator credentials 

become compromised. This issue affects ASPECT-Enterprise: through 3.08.03; 

NEXUS Series: through 3.08.03; MATRIX Series: through 3.08.03. 

2025-05-22 5.5 CVE-2025-30170 

ABB--ASPECT-

Enterprise 

An Unchecked Loop Condition in ASPECT provides an attacker the ability to 

maliciously consume system resources if session administrator credentials become 

compromised This issue affects ASPECT-Enterprise: through 3.08.03; NEXUS Series: 

through 3.08.03; MATRIX Series: through 3.08.03. 

2025-05-22 4.9 CVE-2024-13930 

ABB--ASPECT-

Enterprise 

Sensitive device logger information in ASPECT may be exposed if administrator 

credentials become compromisedThis issue affects ASPECT-Enterprise: through 

3.*; NEXUS Series: through 3.*; MATRIX Series: through 3.*. 

2025-05-22 4.9 CVE-2024-13953 

ABB--ASPECT-

Enterprise 

Stored Cross Site Scripting vulnerabilities exist in ASPECT if administrator creden-

tials become compromisedThis issue affects ASPECT-Enterprise: through 3.*; 

NEXUS Series: through 3.*; MATRIX Series: through 3.*. 

2025-05-22 4.8 CVE-2024-13958 

ABUP--ABUP IoT 

Cloud Platform 

Actors can use a maliciously crafted JavaScript object notation (JSON) web token 

(JWT) to perform privilege escalation by submitting the malicious JWT to a 

vulnerable method exposed on the cloud platform. If the exploit is successful, the 

user can escalate privileges to access any device managed by the ABUP Cloud 

Update Platform. 

2025-05-22 6.8 CVE-2025-4692 
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Ackites--

KillWxapkg 

A vulnerability was found in Ackites KillWxapkg up to 2.4.1. It has been declared as 

critical. This vulnerability affects the function processFile of the file 

internal/unpack/unpack.go of the component wxapkg File Parser. The 

manipulation leads to os command injection. The attack can be initiated remotely. 

The complexity of an attack is rather high. The exploitation appears to be difficult. 

The exploit has been disclosed to the public and may be used. 

2025-05-21 5 CVE-2025-5030 

aknieriem--

Simplelightbox 

Multiple plugins for WordPress are vulnerable to Stored Cross-Site Scripting via the 

plugin's bundled SimpleLightbox JavaScript library (version 2.1.5) in various 

versions due to insufficient input sanitization and output escaping on user supplied 

attributes. This makes it possible for authenticated attackers, with contributor-

level access and above, to inject arbitrary web scripts in pages that will execute 

whenever a user accesses an injected page. 

2025-05-20 6.4 CVE-2024-5878 

appleple inc.--a-

blog cms 

Cross-site scripting vulnerability exists in a-blog cms versions prior to Ver. 3.1.43 

and prior to Ver. 3.0.47. This issue exists in a specific field in the entry editing 

screen, and exploitation requires contributor or higher level privileges. If this 

vulnerability is exploited, an arbitrary script may be executed on the web browser 

of the user who is logging in to the product. 

2025-05-19 5.4 CVE-2025-32999 

appleple inc.--a-

blog cms 

a-blog cms multiple versions neutralize logs improperly. If this vulnerability is 

exploited with CVE-2025-36560, a remote unauthenticated attacker may hijack a 

legitimate user's session. 

2025-05-19 4.8 CVE-2025-41429 

Artifex--

Ghostscript 

gs_lib_ctx_stash_sanitized_arg in base/gslibctx.c in Artifex Ghostscript before 

10.05.1 lacks argument sanitization for the # case. A created PDF document 

includes its password in cleartext. 

2025-05-23 4 CVE-2025-48708 

artiosmedia--

Product Code for 

WooCommerce 

Cross-Site Request Forgery (CSRF) vulnerability in artiosmedia Product Code for 

WooCommerce allows Cross Site Request Forgery. This issue affects Product Code 

for WooCommerce: from n/a through 1.5.0. 

2025-05-19 4.3 CVE-2025-48264 

Ashok G--Easy 

Child Theme 

Creator 

Cross-Site Request Forgery (CSRF) vulnerability in Ashok G Easy Child Theme 

Creator allows Cross Site Request Forgery.This issue affects Easy Child Theme 

Creator: from n/a through 1.3.1. 

2025-05-19 4.3 CVE-2025-39375 

automattic--

WooCommerce 

The WooCommerce plugin for WordPress is vulnerable to PostMessage-Based 

Cross-Site Scripting via the 'customize-store' page in all versions up to, and 

including, 9.4.2 due to insufficient input sanitization and output escaping on 

PostMessage data. This makes it possible for unauthenticated attackers to inject 

arbitrary web scripts in pages that execute if they can successfully trick a user into 

performing an action such as clicking on a link. 

2025-05-22 6.1 CVE-2025-5062 

Averta--Master 

Slider 

Missing Authorization vulnerability in Averta Master Slider.This issue affects 

Master Slider: from n/a through 3.10.8. 
2025-05-19 4.3 CVE-2025-39412 

baswaniyash--

Animated Buttons 

The Animated Buttons plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the plugin's 'auto-downloader' shortcode in all versions up to, and 

including, 1.0.0 due to insufficient input sanitization and output escaping on user 

supplied attributes. This makes it possible for authenticated attackers, with 

contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-05-21 6.4 CVE-2025-4221 

Bill Minozzi--

reCAPTCHA for all 

Cross-Site Request Forgery (CSRF) vulnerability in Bill Minozzi reCAPTCHA for all 

allows Cross Site Request Forgery. This issue affects reCAPTCHA for all: from n/a 

through 2.26. 

2025-05-19 4.3 CVE-2025-48243 

Blair Williams--

Shortlinks by 

Pretty Links 

Missing Authorization vulnerability in Blair Williams Shortlinks by Pretty Links 

allows Exploiting Incorrectly Configured Access Control Security Levels. This issue 

affects Shortlinks by Pretty Links: from n/a through 3.6.15. 

2025-05-19 4.3 CVE-2025-48247 
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Bogdan 

Bendziukov--WP 

Image Mask 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Bogdan Bendziukov WP Image Mask allows DOM-Based 

XSS. This issue affects WP Image Mask: from n/a through 3.1.2. 

2025-05-19 6.5 CVE-2025-48235 

BOS--IP camera 

A SQL Injection issue in the request body processing in BOS IPCs with firmware 

21.45.8.2.2_220219 before 21.45.8.2.3_230220 allows remote attackers to obtain 

sensitive information from the database via crafted input in the request body. 

2025-05-23 4.3 CVE-2025-48735 

Campcodes--

Online Shopping 

Portal 

A vulnerability classified as critical has been found in Campcodes Online Shopping 

Portal 1.0. This affects an unknown part of the file /admin/edit-subcategory.php. 

The manipulation of the argument productimage1/productimage2/productimage3 

leads to unrestricted upload. It is possible to initiate the attack remotely. The 

exploit has been disclosed to the public and may be used. 

2025-05-21 4.7 CVE-2025-5059 

Charly Leetham--

Enhanced Paypal 

Shortcodes 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Charly Leetham Enhanced Paypal Shortcodes allows 

Stored XSS.This issue affects Enhanced Paypal Shortcodes: from n/a through 0.5a. 

2025-05-19 6.5 CVE-2025-46543 

ChoPlugins--

Custom PC Builder 

Lite for 

WooCommerce 

Missing Authorization vulnerability in ChoPlugins Custom PC Builder Lite for 

WooCommerce allows Exploiting Incorrectly Configured Access Control Security 

Levels.This issue affects Custom PC Builder Lite for WooCommerce: from n/a 

through 1.0.1. 

2025-05-19 6.5 CVE-2025-43838 

cilium--hubble 

Hubble is a fully distributed networking and security observability platform for 

cloud native workloads. Prior to version 1.17.2, a network attacker could inject 

malicious control characters into Hubble CLI terminal output, potentially leading to 

loss of integrity and manipulation of the output. This could be leveraged to conceal 

log entries, rewrite output, or even make the terminal temporarily unusable. 

Exploitation of this attack would require the victim to be monitoring Kafka traffic 

using Layer 7 Protocol Visibility at the time of the attack. The issue is patched in 

Hubble CLI v1.17.2. Hubble CLI users who are unable to upgrade can direct their 

Hubble flows to a log file and inspect the output within a text editor. 

2025-05-20 5.3 CVE-2025-48056 

Cisco--Cisco Duo 

A vulnerability in the self-service portal of Cisco Duo could allow an 

unauthenticated, remote attacker to inject arbitrary commands into emails that 

are sent by the service. This vulnerability is due to insufficient input validation. An 

attacker could exploit this vulnerability by injecting arbitrary commands into a 

portion of an email that is sent by the service. A successful exploit could allow the 

attacker to send emails that contain malicious content to unsuspecting users. 

2025-05-21 5.4 CVE-2025-20258 

Cisco--Cisco 

Emergency 

Responder 

A vulnerability in multiple Cisco Unified Communications and Contact Center 

Solutions products could allow an authenticated, local attacker to elevate 

privileges to root on an affected device. This vulnerability is due to excessive 

permissions that have been assigned to system commands.&nbsp;An attacker 

could exploit this vulnerability by executing crafted commands on the underlying 

operating system. A successful exploit could allow the attacker to escape the 

restricted shell and gain root privileges on the underlying operating system of an 

affected device. To successfully exploit this vulnerability, an attacker would need 

administrative access to the ESXi hypervisor. 

2025-05-21 5.1 CVE-2025-20112 

Cisco--Cisco 

Identity Services 

Engine Software 

A vulnerability in the web-based management interface of Cisco Identity Services 

Engine (ISE) could allow an authenticated, remote attacker to conduct cross-site 

scripting (XSS) attacks against a user of the interface. This vulnerability is due to 

insufficient validation of user-supplied input by the web-based management 

interface of an affected system. An attacker could exploit this vulnerability by 

injecting malicious code into specific pages of the interface. A successful exploit 

could allow the attacker to execute arbitrary script code in the context of the 

affected interface or access sensitive, browser-based information. To exploit this 

vulnerability, the attacker must have valid administrative credentials. 

2025-05-21 4.8 CVE-2025-20267 

Cisco--Cisco Secure 

Network Analytics 

A vulnerability in the web-based management interface of Cisco Secure Network 

Analytics Manager and Cisco Secure Network Analytics Virtual Manager could allow 

an authenticated, remote attacker with valid administrative credentials to execute 

2025-05-21 6.5 CVE-2025-20256 
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arbitrary commands as root on the underlying operating system. This vulnerability 

is due to insufficient input validation in specific fields of the web-based 

management interface. An attacker with valid administrative credentials could 

exploit this vulnerability by sending crafted input to an affected device. A 

successful exploit could allow the attacker to execute arbitrary commands on the 

underlying operating system with root privileges.&nbsp; 

Cisco--Cisco Secure 

Network Analytics 

A vulnerability in an API subsystem of Cisco Secure Network Analytics Manager and 

Cisco Secure Network Analytics Virtual Manager could allow an authenticated, 

remote attacker with low privileges to generate fraudulent findings that are used 

to generate alarms and alerts on an affected product. Thi vulnerability is due to 

insufficient authorization enforcement on a specific API. An attacker could exploit 

this vulnerability by authenticating as a low-privileged user and performing API 

calls with crafted input. A successful exploit could allow the attacker to obfuscate 

legitimate findings in analytics reports or create false indications with alarms and 

alerts on an affected device. 

2025-05-21 6.5 CVE-2025-20257 

Cisco--Cisco 

Unified Contact 

Center Enterprise 

A vulnerability in the Cloud Connect component of Cisco Unified Contact Center 

Enterprise (CCE) could allow an unauthenticated, remote attacker to read and 

modify data on an affected device. This vulnerability is due to a lack of proper 

authentication controls. An attacker could exploit this vulnerability by sending 

crafted TCP data to a specific port on an affected device. A successful exploit could 

allow the attacker to read or modify data on the affected device. 

2025-05-21 6.5 CVE-2025-20242 

Cisco--Cisco 

Unified Contact 

Center Express 

A vulnerability in the API of Cisco Unified Intelligence Center could allow an 

authenticated, remote attacker to perform a horizontal privilege escalation attack 

on an affected system. This vulnerability is due to insufficient validation of user-

supplied parameters in API requests. An attacker could exploit this vulnerability by 

submitting crafted API requests to an affected system to execute an insecure direct 

object reference attack. A successful exploit could allow the attacker to access 

specific data that is associated with different users on the affected system. 

2025-05-21 4.3 CVE-2025-20114 

Cisco--Cisco 

Webex Meetings 

A vulnerability in Cisco Webex could allow an unauthenticated, remote attacker to 

conduct a cross-site scripting (XSS) attack. A vulnerability is due to improper 

filtering of user-supplied input. An attacker could exploit this vulnerability by 

persuading a user to follow a malicious link. A successful exploit could allow the 

attacker to conduct a cross-site scripting attack against the targeted user. 

2025-05-21 6.1 CVE-2025-20246 

Cisco--Cisco 

Webex Meetings 

A vulnerability in Cisco Webex could allow an unauthenticated, remote attacker to 

conduct a cross-site scripting (XSS) attack. A vulnerability is due to improper 

filtering of user-supplied input. An attacker could exploit this vulnerability by 

persuading a user to follow a malicious link. A successful exploit could allow the 

attacker to conduct a cross-site scripting attack against the targeted user. 

2025-05-21 6.1 CVE-2025-20247 

Cisco--Cisco 

Webex Meetings 

A vulnerability in Cisco Webex could allow an unauthenticated, remote attacker to 

conduct a cross-site scripting (XSS) attack. A vulnerability is due to improper 

filtering of user-supplied input. An attacker could exploit this vulnerability by 

persuading a user to follow a malicious link. A successful exploit could allow the 

attacker to conduct a cross-site scripting attack against the targeted user. 

2025-05-21 6.1 CVE-2025-20250 

Cisco--Cisco 

Webex Meetings 

A vulnerability in client join services of Cisco Webex Meetings could allow an 

unauthenticated, remote attacker to manipulate cached HTTP responses within the 

meeting join service. This vulnerability is due to improper handling of malicious 

HTTP requests to the affected service. An attacker could exploit this vulnerability 

by manipulating stored HTTP responses within the service, also known as HTTP 

cache poisoning. A successful exploit could allow the attacker to cause the Webex 

Meetings service to return incorrect HTTP responses to clients. 

2025-05-21 4.3 CVE-2025-20255 

ConnectWise--Risk 

Assessment 

ConnectWise-Password-Encryption-Utility.exe in ConnectWise Risk Assessment 

allows an attacker to extract a hardcoded AES decryption key via reverse 

engineering. This key is embedded in plaintext within the binary and used in 

cryptographic operations without dynamic key management. Once obtained the 

2025-05-19 6 CVE-2025-4876 
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key can be used to decrypt CSV input files used for authenticated network 

scanning. 

creativefreedomau

--Raisely Donation 

Form 

The Raisely Donation Form plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the plugin's raisely_donation_form shortcode in all versions up to, and 

including, 1.0 due to insufficient input sanitization and output escaping on user 

supplied attributes. This makes it possible for authenticated attackers, with 

contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-05-21 6.4 CVE-2025-3781 

Crocoblock--

JetElements For 

Elementor 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Crocoblock JetElements For Elementor allows Stored 

XSS.This issue affects JetElements For Elementor: from n/a through 2.7.4.1. 

2025-05-19 6.5 CVE-2025-39448 

Crocoblock--

JetTabs 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Crocoblock JetTabs allows DOM-Based XSS.This issue 

affects JetTabs: from n/a through 2.2.7. 

2025-05-19 6.5 CVE-2025-39450 

ctltwp--Section 

Widget 

Path Traversal: '.../...//' vulnerability in ctltwp Section Widget allows Path 

Traversal.This issue affects Section Widget: from n/a through 3.3.1. 
2025-05-19 5.3 CVE-2025-46441 

CyberDAVA--

CyberDAVA 

An issue was discovered in CyberDAVA before 1.1.20. A privilege escalation 

vulnerability allows a low-privileged user to escalate their privilege by abusing the 

following API due to the lack of access control: /api/v2/users/user/<user 

id>/role/ROLE/<Target role> (admin access can be achieved). 

2025-05-23 6.4 CVE-2025-48695 

D-Link--DI-

7003GV2 

A vulnerability, which was classified as problematic, has been found in D-Link DI-

7003GV2 24.04.18D1 R(68125). Affected by this issue is the function sub_48F4F0 of 

the file /H5/versionupdate.data. The manipulation leads to information disclosure. 

The attack may be launched remotely. The exploit has been disclosed to the public 

and may be used. 

2025-05-19 5.3 CVE-2025-4902 

D-Link--DI-

7003GV2 

A vulnerability, which was classified as critical, was found in D-Link DI-7003GV2 

24.04.18D1 R(68125). This affects the function sub_41F4F0 of the file 

/H5/webgl.asp?tggl_port=0&remote_management=0&http_passwd=game&exec_s

ervice=admin-restart. The manipulation leads to unverified password change. It is 

possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. 

2025-05-19 5.3 CVE-2025-4903 

D-Link--DI-

7003GV2 

A vulnerability has been found in D-Link DI-7003GV2 24.04.18D1 R(68125) and 

classified as problematic. This vulnerability affects the function sub_41F0FC of the 

file /H5/webgl.data. The manipulation leads to information disclosure. The attack 

can be initiated remotely. The exploit has been disclosed to the public and may be 

used. 

2025-05-19 5.3 CVE-2025-4904 

darkyudex--

DPEPress 

The DPEPress plugin for WordPress is vulnerable to Stored Cross-Site Scripting via 

the plugin's 'dpe' shortcode in all versions up to, and including, 0.3 due to 

insufficient input sanitization and output escaping on user supplied attributes. This 

makes it possible for authenticated attackers, with contributor-level access and 

above, to inject arbitrary web scripts in pages that will execute whenever a user 

accesses an injected page. 

2025-05-21 6.4 CVE-2025-4219 

dastan800--Visual 

Header 

Missing Authorization vulnerability in dastan800 Visual Header allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Visual 

Header: from n/a through 1.3. 

2025-05-23 6.5 CVE-2025-48275 

Dimitri Grassi--

Salon booking 

system 

Unauthenticated Cross Site Request Forgery (CSRF) in Salon booking system <= 

10.16 versions. 
2025-05-19 5.4 CVE-2025-47583 

easysoft--

zentaopms 

A vulnerability has been found in easysoft zentaopms 21.5_20250307 and classified 

as critical. This vulnerability affects the function Edit of the file 

/index.php?m=editor&f=edit&filePath=cGhhcjovLy9ldGMvcGFzc3dk&action=edit 

of the component Committer. The manipulation of the argument filePath leads to 

2025-05-23 6.3 CVE-2025-5114 
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deserialization. The attack can be initiated remotely. The exploit has been 

disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

ed4becky--

Rootspersona 

Missing Authorization vulnerability in ed4becky Rootspersona allows Exploiting 

Incorrectly Configured Access Control Security Levels.This issue affects 

Rootspersona: from n/a through 3.7.5. 

2025-05-19 5.3 CVE-2025-39368 

ed4becky--

Rootspersona 

Cross-Site Request Forgery (CSRF) vulnerability in ed4becky Rootspersona allows 

Cross Site Request Forgery. This issue affects Rootspersona: from n/a through 

3.7.5. 

2025-05-19 5.4 CVE-2025-48344 

edgarrojas--Smart 

Forms when you 

need more than 

just a contact form 

The Smart Forms - when you need more than just a contact form plugin for 

WordPress is vulnerable to Stored Cross-Site Scripting via admin settings in all 

versions up to, and including, 2.6.98 due to insufficient input sanitization and 

output escaping. This makes it possible for authenticated attackers, with 

administrator-level permissions and above, to inject arbitrary web scripts in pages 

that will execute whenever a user accesses an injected page. This only affects 

multi-site installations and installations where unfiltered_html has been disabled. 

2025-05-24 4.4 CVE-2025-5055 

Element Invader--

ElementInvader 

Addons for 

Elementor 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Element Invader ElementInvader Addons for Elementor 

allows Stored XSS. This issue affects ElementInvader Addons for Elementor: from 

n/a through 1.3.5. 

2025-05-19 6.5 CVE-2025-48288 

emagicone--

eMagicOne Store 

Manager for 

WooCommerce 

The eMagicOne Store Manager for WooCommerce plugin for WordPress is 

vulnerable to Arbitrary File Reads in all versions up to, and including, 1.2.5 via the 

get_file() function. This makes it possible for unauthenticated attackers to read the 

contents of arbitrary files on the server, which can contain sensitive information. 

This is only exploitable by unauthenticated attackers in default configurations 

where the the default password is left as 1:1, or where the attacker gains access to 

the credentials. 

2025-05-24 5.9 CVE-2025-4602 

Eniture 

Technology--LTL 

Freight Quotes 

FreightQuote 

Edition 

Missing Authorization vulnerability in Eniture Technology LTL Freight Quotes - 

FreightQuote Edition allows Exploiting Incorrectly Configured Access Control 

Security Levels.This issue affects LTL Freight Quotes - FreightQuote Edition: from 

n/a through 2.3.11. 

2025-05-19 5.4 CVE-2025-22287 

EnterpriseDB--

pglogical 

When pglogical attempts to replicate data, it does not verify it is using a replication 

connection, which means a user with CONNECT access to a database configured for 

replication can execute the pglogical command to obtain read access to replicated 

tables. When pglogical runs it should verify it is running on a replication connection 

but does not perform this check. This vulnerability was introduced in the pglogical 

3.x codebase, which is proprietary to EDB. The same code base has been integrated 

into BDR/PGD 4 and 5. To exploit the vulnerability the attacker needs at least 

CONNECT permissions to a database configured for replication and must 

understand a number of pglogical3/BDR specific commands and be able to decode 

the binary protocol. 

2025-05-22 5.3 CVE-2025-2506 

Etsy360--Embed 

and Integrate Etsy 

Shop 

Missing Authorization vulnerability in Etsy360 Embed and Integrate Etsy Shop 

allows Accessing Functionality Not Properly Constrained by ACLs. This issue affects 

Embed and Integrate Etsy Shop: from n/a through 1.0.4. 

2025-05-19 5.3 CVE-2025-48346 

Fujian--Kelixun 

A vulnerability was found in Fujian Kelixun 1.0. It has been declared as critical. This 

vulnerability affects unknown code of the file /app/xml_cdr/xml_cdr_details.php. 

The manipulation of the argument uuid leads to sql injection. The attack can be 

initiated remotely. The exploit has been disclosed to the public and may be used. 

The vendor was contacted early about this disclosure but did not respond in any 

way. 

2025-05-23 6.3 CVE-2025-5107 

GE Vernova--

WorkstationST 
Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 

vulnerability in GE Vernova WorkstationST on Windows (EGD Configuration Server 
2025-05-19 5.9 CVE-2025-3223 
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modules) allows Path Traversal.This issue affects WorkstationST: WorkstationST 

V07.10.10C and earlier. 

GitLab--GitLab 

An issue has been discovered in GitLab CE/EE affecting all versions from 11.1 

before 17.10.7, 17.11 before 17.11.3, and 18.0 before 18.0.1. Improper XPath 

validation allows modified SAML response to bypass 2FA requirement under 

specialized conditions. 

2025-05-22 6.8 CVE-2024-12093 

GitLab--GitLab 

An issue has been discovered in GitLab CE/EE affecting all versions from 11.6 

before 17.10.7, 17.11 before 17.11.3, and 18.0 before 18.0.1. A Discord webhook 

integration may cause DoS. 

2025-05-23 6.5 CVE-2024-7803 

GitLab--GitLab 

An issue has been discovered in GitLab CE/EE affecting all versions before 17.10.7, 

17.11 before 17.11.3, and 18.0 before 18.0.1. A lack of proper validation in GitLab 

could allow an authenticated user to cause a denial of service condition. 

2025-05-22 6.5 CVE-2025-2853 

GitLab--GitLab 

An issue has been discovered in GitLab CE/EE affecting all versions from 10.2 

before 17.10.7, 17.11 before 17.11.3, and 18.0 before 18.0.1. A lack of input 

validation in the Kubernetes integration could allow an authenticated user to cause 

denial of service.. 

2025-05-22 6.5 CVE-2025-3111 

GitLab--GitLab 

An issue has been discovered in GitLab CE/EE affecting all versions from 16.8 

before 17.10.7, 17.11 before 17.11.3, and 18.0 before 18.0.1. Group access 

controls could allow certain users to bypass two-factor authentication 

requirements. 

2025-05-22 4.6 CVE-2025-0605 

GitLab--GitLab 

An issue has been discovered in GitLab CE/EE affecting all versions from 17.1 

before 17.10.7, 17.11 before 17.11.3, and 18.0 before 18.0.1. Under certain 

conditions un-authorised users can view full email addresses that should be 

partially obscured. 

2025-05-22 4.3 CVE-2025-0679 

GitLab--GitLab 

An issue has been discovered in GitLab CE/EE affecting all versions before 17.10.7, 

17.11 before 17.11.3, and 18.0 before 18.0.1. An attacker may be able to reveal 

masked or hidden CI variables (that they did not author) in the WebUI, by simply 

creating their own variable and observing the HTTP response. 

2025-05-22 4.9 CVE-2025-4979 

Grafana--Grafana 

An access control vulnerability was discovered in Grafana OSS where an 

Organization administrator could permanently delete the Server administrator 

account. This vulnerability exists in the DELETE /api/org/users/ endpoint. The 

vulnerability can be exploited when: 1. An Organization administrator exists 2. The 

Server administrator is either: - Not part of any organization, or - Part of the same 

organization as the Organization administrator Impact: - Organization 

administrators can permanently delete Server administrator accounts - If the only 

Server administrator is deleted, the Grafana instance becomes unmanageable - No 

super-user permissions remain in the system - Affects all users, organizations, and 

teams managed in the instance The vulnerability is particularly serious as it can 

lead to a complete loss of administrative control over the Grafana instance. 

2025-05-23 5.5 CVE-2025-3580 

Greg Winiarski--

WPAdverts 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Greg Winiarski WPAdverts allows DOM-Based XSS. This 

issue affects WPAdverts: from n/a through 2.2.3. 

2025-05-19 6.5 CVE-2025-48269 

Guru Team--Bot 

for Telegram on 

WooCommerce 

Missing Authorization vulnerability in Guru Team Bot for Telegram on 

WooCommerce allows Exploiting Incorrectly Configured Access Control Security 

Levels. This issue affects Bot for Telegram on WooCommerce: from n/a through 

1.2.6. 

2025-05-19 4.3 CVE-2025-48268 

H3C--Magic R200G 

A vulnerability has been found in H3C Magic R200G up to 100R002 and classified as 

problematic. Affected by this vulnerability is the function 

Edit_BasicSSID/Edit_BasicSSID_5G/SetAPWifiorLedInfoById/SetMobileAPInfoById/

Asp_SetTimingtimeWifiAndLed/AddMacList/EditMacList/AddWlanMacList/EditWla

nMacList of the file /goform/aspForm of the component HTTP POST Request 

Handler. The manipulation of the argument param leads to denial of service. The 

2025-05-20 6.5 CVE-2025-4998 
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attack can be launched remotely. The exploit has been disclosed to the public and 

may be used. The vendor was contacted early about this disclosure but did not 

respond in any way. 

H3C--R2+ProG 

A vulnerability, which was classified as problematic, was found in H3C R2+ProG up 

to 200R004. Affected is the function 

UpdateWanParams/AddMacList/EditMacList/AddWlanMacList/EditWlanMacList/E

dit_BasicSSID/Edit_GuestSSIDFor2P4G/Edit_BasicSSID_5G/SetAPInfoById of the file 

/goform/aspForm of the component HTTP POST Request Handler. The 

manipulation of the argument param leads to denial of service. It is possible to 

launch the attack remotely. The exploit has been disclosed to the public and may 

be used. The vendor was contacted early about this disclosure but did not respond 

in any way. 

2025-05-20 6.5 CVE-2025-4997 

hotwptemplates--

Hot Random Image 

The Hot Random Image plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the 'link' parameter in all versions up to, and including, 1.9.2 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-05-22 4.9 CVE-2025-4405 

hotwptemplates--

Hot Random Image 

The Hot Random Image plugin for WordPress is vulnerable to Path Traversal in all 

versions up to, and including, 1.9.2 via the 'path' parameter. This makes it possible 

for authenticated attackers, with Contributor-level access and above, to access 

arbitrary images with allowed extensions, outside of the originally intended 

directory. 

2025-05-22 4.3 CVE-2025-4419 

IBM--Aspera 

Faspex 

IBM Aspera Faspex 5.0.0 through 5.0.12 is vulnerable to HTML injection. A remote 

attacker could inject malicious HTML code, which when viewed, would be executed 

in the victim's Web browser within the security context of the hosting site. 

2025-05-22 5.4 CVE-2025-33138 

IBM--Security 

ReaQta EDR 

IBM Security ReaQta EDR 3.12 could allow an attacker to spoof a trusted entity by 

interfering with the communication path between the host and client. 
2025-05-20 6.5 CVE-2023-33861 

IBM--Security 

ReaQta EDR 

IBM Security ReaQta EDR 3.12 could allow an attacker to perform unauthorized 

actions due to improper SSL certificate validation. 
2025-05-20 6.5 CVE-2024-45641 

iop-apl-uw--

basestation3 

A vulnerability was found in iop-apl-uw basestation3 up to 3.0.4 and classified as 

problematic. This issue affects the function load_qc_pickl of the file 

basestation3/QC.py. The manipulation of the argument qc_file leads to 

deserialization. An attack has to be approached locally. The exploit has been 

disclosed to the public and may be used. The code maintainer tagged the issue as 

closed. But there is no new commit nor release in the GitHub repository available 

so far. 

2025-05-19 5.3 CVE-2025-4905 

James Laforge--

Infocob CRM 

Forms 

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 

vulnerability in James Laforge Infocob CRM Forms allows Path Traversal. This issue 

affects Infocob CRM Forms: from n/a through 2.4.0. 

2025-05-23 4.9 CVE-2025-47513 

jamesdbruner--WP 

Vegas 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in jamesdbruner WP Vegas allows Stored XSS.This issue 

affects WP Vegas: from n/a through 2.2. 

2025-05-19 6.5 CVE-2025-43841 

jegtheme--JNews 
Missing Authorization vulnerability in jegtheme JNews.This issue affects JNews: 

from n/a through 11.6.5. 
2025-05-19 5.3 CVE-2025-39373 

Jeroen Peters--

Name Directory 

Missing Authorization vulnerability in Jeroen Peters Name Directory.This issue 

affects Name Directory: from n/a through 1.30.0. 
2025-05-19 4.3 CVE-2025-39454 

JetBrains--

TeamCity 

In JetBrains TeamCity before 2025.03.2 stored XSS via GitHub Checks Webhook 

was possible 
2025-05-20 4.8 CVE-2025-47851 
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JetBrains--

TeamCity 

In JetBrains TeamCity before 2025.03.2 stored XSS via YouTrack integration was 

possible 
2025-05-20 4.8 CVE-2025-47852 

JetBrains--

TeamCity 
In JetBrains TeamCity before 2025.03.2 stored XSS via Jira integration was possible 2025-05-20 4.8 CVE-2025-47853 

JetBrains--

TeamCity 

In JetBrains TeamCity before 2025.03.2 open redirect was possible on editing VCS 

Root page 
2025-05-20 4.3 CVE-2025-47854 

JetBrains--

YouTrack 

In JetBrains YouTrack before 2025.1.74704 restricted attachments could become 

visible after issue cloning 
2025-05-20 4.3 CVE-2025-47850 

jetmonsters--Mega 

Menu Block 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in jetmonsters Mega Menu Block allows Stored XSS. This 

issue affects Mega Menu Block: from n/a through 1.0.6. 

2025-05-19 6.5 CVE-2025-48258 

johnzenausa--

Network Posts 

Extended 

The Network Posts Extended plugin for WordPress is vulnerable to Stored Cross-

Site Scripting via the 'post_height' parameter in all versions up to, and including, 

7.7.1 due to insufficient input sanitization and output escaping. This makes it 

possible for authenticated attackers, with Contributor-level access and above, to 

inject arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-05-21 6.4 CVE-2025-3750 

jqlang--jq 

jq is a command-line JSON processor. In versions up to and including 1.7.1, an 

integer overflow arises when assigning value using an index of 2147483647, the 

signed integer limit. This causes a denial of service. Commit 

de21386681c0df0104a99d9d09db23a9b2a78b1e contains a patch for the issue. 

2025-05-21 4.3 CVE-2024-23337 

Juan Carlos--WP 

Mapa Politico 

Espaa 

Cross-Site Request Forgery (CSRF) vulnerability in Juan Carlos WP Mapa Politico 

España allows Cross Site Request Forgery. This issue affects WP Mapa Politico 

España: from n/a through 3.8.0. 

2025-05-19 4.3 CVE-2025-48259 

Kingdee--Cloud 

Galaxy Private 

Cloud BBC System 

A vulnerability has been found in Kingdee Cloud Galaxy Private Cloud BBC System 

up to 9.0 Patch April 2025 and classified as critical. Affected by this vulnerability is 

the function BaseServiceFactory.getFileUploadService.deleteFileAction of the file 

fileUpload/deleteFileAction.jhtml of the component File Handler. The manipulation 

of the argument filePath leads to path traversal. The attack can be launched 

remotely. The exploit has been disclosed to the public and may be used. It is 

recommended to apply a patch to fix this issue. 

2025-05-21 5.4 CVE-2025-5029 

ktsvetkov--wp-cyr-

cho 

Cross-Site Request Forgery (CSRF) vulnerability in ktsvetkov allows Cross Site 

Request Forgery.This issue affects wp-cyr-cho: from n/a through 0.1. 
2025-05-19 4.3 CVE-2025-43835 

Lantronix--Device 

Installer 

Lantronix Device installer is vulnerable to XML external entity (XXE) attacks in 

configuration files read from the network device. An attacker could obtain 

credentials, access these network devices, and modify their configurations. An 

attacker may also gain access to the host running the Device Installer software or 

the password hash of the user running the application. 

2025-05-22 6.8 CVE-2025-4338 

Leadinfo--Leadinfo 

Missing Authorization vulnerability in Leadinfo Leadinfo allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Leadinfo: 

from n/a through 1.1. 

2025-05-23 6.5 CVE-2025-48271 

LikeCoin--

Web3Press 

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 

vulnerability in LikeCoin Web3Press allows Path Traversal. This issue affects 

Web3Press: from n/a through 3.2.0. 

2025-05-23 6.5 CVE-2025-46527 

Linksys--FGW3000-

AH 

A vulnerability was found in Linksys FGW3000-AH and FGW3000-HK up to 

1.0.17.000000 and classified as critical. Affected by this issue is the function 

sub_4153FC of the file /cgi-bin/sysconf.cgi of the component HTTP POST Request 

Handler. The manipulation of the argument supplicant_rnd_id_en leads to 

command injection. The attack may be launched remotely. The exploit has been 

2025-05-20 6.3 CVE-2025-4999 
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disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

Linksys--FGW3000-

AH 

A vulnerability was found in Linksys FGW3000-AH and FGW3000-HK up to 

1.0.17.000000. It has been classified as critical. This affects the function 

control_panel_sw of the file /cgi-bin/sysconf.cgi of the component HTTP POST 

Request Handler. The manipulation of the argument filename leads to command 

injection. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

2025-05-20 6.3 CVE-2025-5000 

Lloyd Saunders--

Author Box After 

Posts 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Lloyd Saunders Author Box After Posts allows Stored 

XSS.This issue affects Author Box After Posts: from n/a through 1.6. 

2025-05-19 6.5 CVE-2025-46263 

Majestic Support--

Majestic Support 

Missing Authorization vulnerability in Majestic Support Majestic Support allows 

Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 

Majestic Support: from n/a through 1.1.0. 

2025-05-19 5.3 CVE-2025-48282 

ManageEngine--

ServiceDesk Plus 

MSP 

Zohocorp ManageEngine ServiceDesk Plus MSP and SupportCenter Plus versions 

below 14920 are vulnerable to authenticated Local File Inclusion (LFI) in the Admin 

module, where help card content is loaded. 

2025-05-22 6.5 CVE-2025-3444 

MapSVG--MapSVG 

The MapSVG plugin for WordPress is vulnerable to Stored Cross-Site Scripting via 

SVG File uploads in all versions up to, and including, 8.6.4 due to insufficient input 

sanitization and output escaping. This makes it possible for authenticated 

attackers, with Contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses the SVG file. 

2025-05-22 6.4 CVE-2024-9544 

Masteriyo--

Masteriyo - LMS 

Authentication Bypass Using an Alternate Path or Channel vulnerability in 

Masteriyo Masteriyo - LMS. Unauth access to course progress.This issue affects 

Masteriyo - LMS: from n/a through 1.7.3. 

2025-05-19 5.3 CVE-2024-33939 

measuremarketing

--WP YouTube 

Video Optimizer 

The WP YouTube Video Optimizer plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the plugin's 'ib_youtube' shortcode in all versions up to, and 

including, 1.2 due to insufficient input sanitization and output escaping on user 

supplied attributes. This makes it possible for authenticated attackers, with 

contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-05-21 6.4 CVE-2025-4217 

Michael Revellin-

Clerc--Url Rewrite 

Analyzer 

Missing Authorization vulnerability in Michael Revellin-Clerc Url Rewrite Analyzer 

allows Exploiting Incorrectly Configured Access Control Security Levels. This issue 

affects Url Rewrite Analyzer: from n/a through 1.3.3. 

2025-05-19 4.3 CVE-2025-48262 

MultiVendorX--

MultiVendorX 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in MultiVendorX MultiVendorX allows Stored XSS. This issue 

affects MultiVendorX: from n/a through 4.2.22. 

2025-05-19 6.5 CVE-2025-48263 

n/a--DedeCMS 

A vulnerability was found in DedeCMS 5.7.117. It has been classified as critical. 

Affected is an unknown function of the file dede/sys_verifies.php?action=getfiles 

of the component Incomplete Fix CVE-2018-9175. The manipulation of the 

argument refiles leads to code injection. It is possible to launch the attack 

remotely. The exploit has been disclosed to the public and may be used. 

2025-05-25 4.7 CVE-2025-5137 

n/a--HkCms 

A vulnerability, which was classified as problematic, was found in HkCms up to 

2.3.2.240702. This affects an unknown part of the file 

/index.php/search/index.html of the component Search. The manipulation of the 

argument keyword leads to cross site scripting. It is possible to initiate the attack 

remotely. The exploit has been disclosed to the public and may be used. 

2025-05-21 4.3 CVE-2025-5013 

n/a--VMware ESXi 
VMware ESXi contains a denial-of-service vulnerability that occurs when 

performing a guest operation. A malicious actor with guest operation privileges on 

a VM, who is already authenticated through vCenter Server or ESXi may trigger this 

2025-05-20 6.8 CVE-2025-41226 
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issue to create a denial-of-service condition of guest VMs with VMware Tools 

running and guest operations enabled. 

n/a--VMware ESXi 

VMware ESXi, Workstation, and Fusion contain a denial-of-service vulnerability due 

to certain guest options. A malicious actor with non-administrative privileges 

within a guest operating system may be able to exploit this issue by exhausting 

memory of the host process leading to a denial-of-service condition. 

2025-05-20 5.5 CVE-2025-41227 

n/a--VMware 

vCenter Server 

VMware ESXi and vCenter Server contain a reflected cross-site scripting 

vulnerability due to improper input validation. A malicious actor with network 

access to the login page of certain ESXi host or vCenter Server URL paths may 

exploit this issue to steal cookies or redirect to malicious websites. 

2025-05-20 4.3 CVE-2025-41228 

Netcore--

NBR1005GPEV2 

A vulnerability, which was classified as critical, was found in Netcore 

NBR1005GPEV2, B6V2, COVER5, NAP830, NAP930, NBR100V2, NBR200V2 and 

POWER13 up to 20250508. This affects an unknown part of the file /www/cgi-bin/ 

of the component Query String Handler. The manipulation leads to command 

injection. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-25 6.3 CVE-2025-5145 

Netgear--

DGND3700 

A vulnerability, which was classified as problematic, has been found in Netgear 

DGND3700 1.1.00.15_1.00.15NA. Affected by this issue is some unknown 

functionality of the file /BRS_top.html. The manipulation leads to information 

disclosure. The attack may be launched remotely. The exploit has been disclosed to 

the public and may be used. Other products might be affected as well. The vendor 

was contacted early about this disclosure. 

2025-05-20 5.3 CVE-2025-4977 

Netgear--

DGND3700 

A vulnerability has been found in Netgear DGND3700 1.1.00.15_1.00.15NA and 

classified as problematic. This vulnerability affects unknown code of the file 

/currentsetting.htm of the component mini_http. The manipulation leads to 

information disclosure. The attack can be initiated remotely. The exploit has been 

disclosed to the public and may be used. Other products might be affected as well. 

The vendor was contacted early about this disclosure. 

2025-05-20 5.3 CVE-2025-4980 

Ninja Team--GDPR 

CCPA Compliance 

Support 

Missing Authorization vulnerability in Ninja Team GDPR CCPA Compliance Support 

allows Exploiting Incorrectly Configured Access Control Security Levels. This issue 

affects GDPR CCPA Compliance Support: from n/a through 2.7.3. 

2025-05-19 4.3 CVE-2025-48260 

openDCIM--

openDCIM 

openDCIM through 23.04 allows SQL injection in people_depts.php because 

prepared statements are not used. 
2025-05-23 5.4 CVE-2025-48701 

openedx--edx-

platform 

The Open edX Platform is a learning management platform. Prior to commit 

6740e75c0fdc7ba095baf88e9f5e4f3e15cfd8ba, edxapp has no built-in protection 

against downloading the python_lib.zip asset from courses, which is a concern 

since it often contains custom grading code or answers to course problems. This 

potentially affects any course using custom Python-graded problem blocks. The 

openedx/configuration repo has had a patch since 2016 in the form of an nginx 

rule, but this was only intended as a temporary mitigation. As the configuration 

repo has been deprecated and we have not been able to locate any similar 

protection in Tutor, it is likely that most deployments have no protection against 

python_lib.zip being downloaded. The recommended mitigation, implemented in 

commit 6740e75c0fdc7ba095baf88e9f5e4f3e15cfd8ba, restricts python_lib.zip 

downloads to just the course team and site staff/superusers. 

2025-05-21 5.3 CVE-2025-47942 

openemr--

openemr 

OpenEMR is a free and open source electronic health records and medical practice 

management application. A logging oversight in versions prior to 7.0.3.4 allows 

password change events to go unrecorded on the client-side log viewer, preventing 

administrators from auditing critical actions. This weakens traceability and opens 

the system to undetectable misuse by insiders or attackers. Version 7.0.3.4 

contains a patch for the issue. 

2025-05-23 5.4 CVE-2025-32967 
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Pektsekye--Year 

Make Model 

Search for 

WooCommerce 

Cross-Site Request Forgery (CSRF) vulnerability in Pektsekye Year Make Model 

Search for WooCommerce allows Cross Site Request Forgery. This issue affects 

Year Make Model Search for WooCommerce: from n/a through 1.0.11. 

2025-05-19 4.3 CVE-2025-48265 

phpaddicted--IGIT 

Related Posts With 

Thumb Image 

After Posts 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in phpaddicted IGIT Related Posts With Thumb Image After 

Posts allows Stored XSS. This issue affects IGIT Related Posts With Thumb Image 

After Posts: from n/a through 4.5.3. 

2025-05-23 6.5 CVE-2025-46518 

PHPGurukul--Car 

Rental Project 

A vulnerability was found in PHPGurukul Car Rental Project 1.0 and classified as 

critical. Affected by this issue is some unknown functionality of the file 

/admin/post-avehical.php. The manipulation of the argument 

img1/img2/img3/img4/img5 leads to unrestricted upload. The attack may be 

launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-19 4.7 CVE-2025-4926 

PHPGurukul--

Credit Card 

Application 

Management 

System 

A vulnerability classified as problematic was found in PHPGurukul Credit Card 

Application Management System 1.0. This vulnerability affects unknown code of 

the file /admin/new-ccapplication.php. The manipulation leads to cross site 

scripting. The attack can be initiated remotely. The exploit has been disclosed to 

the public and may be used. 

2025-05-19 4.3 CVE-2025-4939 

PHPGurukul--

Employee Record 

Management 

System 

A vulnerability was found in PHPGurukul Employee Record Management System 

1.3. It has been rated as critical. Affected by this issue is some unknown 

functionality of the file /registererms.php. The manipulation of the argument Email 

leads to sql injection. The attack may be launched remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-19 6.3 CVE-2025-4938 

ponaravindb--

Hospital-

Management-

System 

A vulnerability, which was classified as critical, was found in ponaravindb Hospital-

Management-System 1.0. This affects an unknown part of the file /doctor-

panel.php. The manipulation of the argument ID leads to sql injection. It is possible 

to initiate the attack remotely. The exploit has been disclosed to the public and 

may be used. 

2025-05-19 6.3 CVE-2025-4933 

PressMaximum--

Customify 

Missing Authorization vulnerability in PressMaximum Customify allows Exploiting 

Incorrectly Configured Access Control Security Levels.This issue affects Customify: 

from n/a through 0.4.8. 

2025-05-19 5.4 CVE-2025-26920 

Projectopia--

Projectopia 

Missing Authorization vulnerability in Projectopia Projectopia allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects 

Projectopia: from n/a through 5.1.17. 

2025-05-19 6.5 CVE-2025-48257 

QuanticaLabs--Car 

Park Booking 

System for 

WordPress 

Missing Authorization vulnerability in QuanticaLabs Car Park Booking System for 

WordPress.This issue affects Car Park Booking System for WordPress: from n/a 

through 2.6. 

2025-05-19 4.3 CVE-2025-39376 

Rapid7--AppSpider 

Pro 

Editions of Rapid7 AppSpider Pro before version 7.5.018 is vulnerable to a stored 

cross-site scripting vulnerability in the "ScanName" field. Despite the application 

preventing the inclusion of special characters within the "ScanName" field, this 

could be bypassed by modifying the configuration file directly. This is fixed as of 

version 7.5.018 

2025-05-20 4.6 CVE-2025-4951 

RealMag777--

Active Products 

Tables for 

WooCommerce 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in RealMag777 Active Products Tables for WooCommerce 

allows Stored XSS. This issue affects Active Products Tables for WooCommerce: 

from n/a through 1.0.6.8. 

2025-05-19 6.5 CVE-2025-48266 

Red Hat--Red Hat 

Enterprise Linux 10 

A vulnerability was found in the libsoup package. This flaw stems from its failure to 

correctly verify the termination of multipart HTTP messages. This can allow a 

remote attacker to send a specially crafted multipart HTTP body, causing the 

libsoup-consuming server to read beyond its allocated memory boundaries (out-of-

bounds read). 

2025-05-21 6.5 CVE-2025-4969 
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RedefiningTheWeb

--Dynamic Pricing 

& Discounts Lite 

for WooCommerce 

Cross-Site Request Forgery (CSRF) vulnerability in RedefiningTheWeb Dynamic 

Pricing &amp; Discounts Lite for WooCommerce allows Cross Site Request Forgery. 

This issue affects Dynamic Pricing &amp; Discounts Lite for WooCommerce: from 

n/a through 2.0.3. 

2025-05-19 5.4 CVE-2025-48342 

rilwis--Slim SEO 

Fast & Automated 

WordPress SEO 

Plugin 

The Slim SEO - Fast & Automated WordPress SEO Plugin plugin for WordPress is 

vulnerable to Stored Cross-Site Scripting via the plugin's slim_seo_breadcrumbs 

shortcode in all versions up to, and including, 4.5.3 due to insufficient input 

sanitization and output escaping on user supplied attributes. This makes it possible 

for authenticated attackers, with contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-05-21 6.4 CVE-2025-4611 

sandboxie-plus--

Sandboxie 

Sandboxie is a sandbox-based isolation software for 32-bit and 64-bit Windows NT-

based operating systems. Starting in version 1.3.0 and prior to version 1.15.12, 

Api_SetSecureParam fails to sanitize incoming pointers, and implicitly trusts that 

the pointer the user has passed in is safe to read from. SetRegValue then reads an 

arbitrary address, which can be a kernel pointer, into a HKLM Security SBIE registry 

value. This can later be retrieved by API_GET_SECURE_PARAM. Version 1.15.12 

fixes the issue. 

2025-05-22 5.5 CVE-2025-46716 

Sanjeev Mohindra-

-Author Box Plugin 

With Different 

Description 

Cross-Site Request Forgery (CSRF) vulnerability in Sanjeev Mohindra Author Box 

Plugin With Different Description allows Cross Site Request Forgery.This issue 

affects Author Box Plugin With Different Description: from n/a through 1.3.5. 

2025-05-19 4.3 CVE-2025-39371 

sbouey--Falang 

multilanguage 

Cross-Site Request Forgery (CSRF) vulnerability in sbouey Falang multilanguage 

allows Cross Site Request Forgery. This issue affects Falang multilanguage: from 

n/a through 1.3.61. 

2025-05-19 4.3 CVE-2025-48285 

Schweitzer 

Engineering 

Laboratories--SEL-

5056 Software-

Defined Network 

Flow Controller 

OpenFlow discovery protocol can exhaust resources because it is not rate limited 2025-05-20 4.3 CVE-2025-48016 

Seeyon--Zhiyuan 

OA Web 

Application System 

A vulnerability classified as critical has been found in Seeyon Zhiyuan OA Web 

Application System up to 8.1 SP2. This affects the function 

this.oursNetService.getData of the file 

com\ours\www\ehr\openPlatform1\open4ClientType\controller\ThirdMenuContr

oller.class. The manipulation of the argument url leads to server-side request 

forgery. It is possible to initiate the attack remotely. The exploit has been disclosed 

to the public and may be used. The vendor was contacted early about this 

disclosure but did not respond in any way. 

2025-05-25 6.3 CVE-2025-5140 

shohei.tanaka--

Japanized For 

WooCommerce 

Cross-Site Request Forgery (CSRF) vulnerability in shohei.tanaka Japanized For 

WooCommerce allows Cross Site Request Forgery. This issue affects Japanized For 

WooCommerce: from n/a through 2.6.40. 

2025-05-19 5.4 CVE-2025-48284 

Shopify--ejson2env 

ejson2env allows users to decrypt EJSON secrets and export them as environment 

variables. Prior to version 2.0.8, the `ejson2env` tool has a vulnerability related to 

how it writes to `stdout`. Specifically, the tool is intended to write an export 

statement for environment variables and their values. However, due to inadequate 

output sanitization, there is a potential risk where variable names or values may 

include malicious content, resulting in additional unintended commands being 

output to `stdout`. If this output is improperly utilized in further command 

execution, it could lead to command injection, allowing an attacker to execute 

arbitrary commands on the host system. Version 2.0.8 sanitizes output during 

decryption. Other mitigations involve avoiding use of `ejson2env` to decrypt 

untrusted user secrets and/or avoiding evaluating or executing the direct output 

from `ejson2env` without removing nonprintable characters. 

2025-05-21 6.6 CVE-2025-48069 
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Siemens--SiPass 

integrated AC5102 

(ACC-G2) 

A vulnerability has been identified in SiPass integrated AC5102 (ACC-G2) (All 

versions), SiPass integrated ACC-AP (All versions). Affected devices do not properly 

check the integrity of firmware updates. This could allow a local attacker to upload 

a maliciously modified firmware onto the device. In a second scenario, a remote 

attacker who is able to intercept the transfer of a valid firmware from the server to 

the device could modify the firmware "on the fly". 

2025-05-23 6.2 CVE-2022-31807 

Sihibbs--Posts for 

Page 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in sihibbs Posts for Page allows DOM-Based XSS.This issue 

affects Posts for Page: from n/a through 2.1. 

2025-05-19 6.5 CVE-2025-39369 

smub--All in One 

SEO Powerful SEO 

Plugin to Boost 

SEO Rankings & 

Increase Traffic 

The All in One SEO - Powerful SEO Plugin to Boost SEO Rankings & Increase Traffic 

plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the post Meta 

Description and Canonical URL parameters in all versions up to, and including, 

4.8.1.1 due to insufficient input sanitization and output escaping. This makes it 

possible for authenticated attackers, with Contributor-level access and above, to 

inject arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-05-19 6.4 CVE-2025-2892 

softaculous--Page 

Builder: Pagelayer 

Drag and Drop 

website builder 

The Page Builder: Pagelayer - Drag and Drop website builder plugin for WordPress 

is vulnerable to Stored Cross-Site Scripting via the plugin's Button widget in all 

versions up to, and including, 2.0.0 due to insufficient input sanitization and output 

escaping on user supplied attributes. This makes it possible for authenticated 

attackers, with contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. NOTE: This 

vulnerability was partially fixed in version 1.9.9 and completely fixed in version 

2.0.1. 

2025-05-24 6.4 CVE-2024-13427 

softaculous--Page 

Builder: Pagelayer 

Drag and Drop 

website builder 

The Page Builder: Pagelayer - Drag and Drop website builder plugin for WordPress 

is vulnerable to Reflected Cross-Site Scripting via the 'login_url' parameter in all 

versions up to, and including, 2.0.0 due to insufficient input sanitization and output 

escaping. This makes it possible for unauthenticated attackers to inject arbitrary 

web scripts in pages that execute if they can successfully trick a user into 

performing an action such as clicking on a link. A valid username/password pair 

needs to be supplied in order to be successfully exploited and any injected scripts 

will only execute in the context of that authenticated user. 

2025-05-24 4.7 CVE-2025-4223 

Solid Plugins--

AnalyticsWP 

Missing Authorization vulnerability in Solid Plugins AnalyticsWP allows Accessing 

Functionality Not Properly Constrained by ACLs.This issue affects AnalyticsWP: 

from n/a through 2.0.0. 

2025-05-19 5.3 CVE-2025-39388 

Solid Plugins--

AnalyticsWP 

Exposure of Sensitive System Information to an Unauthorized Control Sphere 

vulnerability in Solid Plugins AnalyticsWP allows Retrieve Embedded Sensitive 

Data.This issue affects AnalyticsWP: from n/a through 2.1.2. 

2025-05-19 5.3 CVE-2025-39394 

sonalsinha21--SKT 

Blocks 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in sonalsinha21 SKT Blocks allows DOM-Based XSS. This 

issue affects SKT Blocks: from n/a through 2.2. 

2025-05-19 6.5 CVE-2025-48270 

SourceCodester--

Student Result 

Management 

System 

A vulnerability has been found in SourceCodester Student Result Management 

System 1.0 and classified as critical. Affected by this vulnerability is an unknown 

functionality of the file /admin/core/update_student.php of the component Image 

File Handler. The manipulation of the argument old_photo leads to path traversal. 

The attack can be launched remotely. The exploit has been disclosed to the public 

and may be used. 

2025-05-19 5.4 CVE-2025-4912 

splitit--Splitit 

The Splitit plugin for WordPress is vulnerable to unauthorized modification of data 

due to missing capability checks on several functions in the 'splitIt-flexfields-

payment-gateway.php' file in all versions up to, and including, 4.2.8. This makes it 

possible for authenticated attackers, with Subscriber-level access and above, to 

change plugin settings, including changing the environment from sandbox to 

production and vice versa. 

2025-05-21 5.4 CVE-2025-4105 
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Stylemix--Cost 

Calculator Builder 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Stylemix Cost Calculator Builder allows Stored XSS. This 

issue affects Cost Calculator Builder: from n/a through 3.2.74. 

2025-05-19 5.9 CVE-2025-48277 

symfony--ux 

Symfony UX is an initiative and set of libraries to integrate JavaScript tools into 

applications. Prior to version 2.25.1, rendering `{{ attributes }}` or using any 

method that returns a `ComponentAttributes` instance (e.g. `only()`, `defaults()`, 

`without()`) ouputs attribute values directly without escaping. If these values are 

unsafe (e.g. contain user input), this can lead to HTML attribute injection and XSS 

vulnerabilities. The issue is fixed in version `2.25.1` of `symfony/ux-twig-

component` Those who use `symfony/ux-live-component` must also update it to 

`2.25.1` to benefit from the fix, as it reuses the `ComponentAttributes` class 

internally. As a workaround, avoid rendering `{{ attributes }}` or derived objects 

directly if it may contain untrusted values. Instead, use `{{ 

attributes.render('name') }}` for safe output of individual attributes. 

2025-05-19 6.1 CVE-2025-47946 

TemplateInvaders-

-TI WooCommerce 

Wishlist 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in TemplateInvaders TI WooCommerce Wishlist allows 

Stored XSS.This issue affects TI WooCommerce Wishlist: from n/a through 2.9.2. 

2025-05-19 6.5 CVE-2025-32920 

The Events 

Calendar--The 

Events Calendar 

Missing Authorization vulnerability in The Events Calendar The Events Calendar 

allows Exploiting Incorrectly Configured Access Control Security Levels. This issue 

affects The Events Calendar: from n/a through 6.11.2.1. 

2025-05-19 5.4 CVE-2025-48246 

ThemeGoods--

Grand Restaurant 

WordPress 

Missing Authorization vulnerability in ThemeGoods Grand Restaurant WordPress 

allows Exploiting Incorrectly Configured Access Control Security Levels.This issue 

affects Grand Restaurant WordPress: from n/a through 7.0. 

2025-05-19 5.3 CVE-2025-39353 

ThemeGoods--

Grand Restaurant 

WordPress 

Cross-Site Request Forgery (CSRF) vulnerability in ThemeGoods Grand Restaurant 

WordPress allows Cross Site Request Forgery.This issue affects Grand Restaurant 

WordPress: from n/a through 7.0. 

2025-05-19 4.3 CVE-2025-39351 

Themes4WP--Bulk 

Missing Authorization vulnerability in Themes4WP Bulk allows Accessing 

Functionality Not Properly Constrained by ACLs.This issue affects Bulk: from n/a 

through 1.0.11. 

2025-05-19 5.3 CVE-2025-26867 

Themovation--

Hotel + Bed and 

Breakfast Booking 

Calendar Theme | 

Bellevue 

Missing Authorization vulnerability in Themovation Hotel + Bed and Breakfast 

Booking Calendar Theme | Bellevue.This issue affects Hotel + Bed and Breakfast 

Booking Calendar Theme | Bellevue: from n/a through 4.2.2. 

2025-05-19 4.3 CVE-2025-39398 

ThimPress--Eduma 

Missing Authorization vulnerability in ThimPress Eduma allows Exploiting 

Incorrectly Configured Access Control Security Levels.This issue affects Eduma: 

from n/a through 5.6.4. 

2025-05-19 5.3 CVE-2025-39460 

Tim Strifler--

Exclusive Addons 

Elementor 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Tim Strifler Exclusive Addons Elementor allows Stored 

XSS. This issue affects Exclusive Addons Elementor: from n/a through 2.7.9. 

2025-05-19 5.9 CVE-2025-48244 

Tmall--Demo 

A vulnerability was found in Tmall Demo up to 20250505. It has been classified as 

critical. This affects the function uploadProductImage of the file 

tmall/admin/uploadProductImage. The manipulation of the argument File leads to 

unrestricted upload. It is possible to initiate the attack remotely. The exploit has 

been disclosed to the public and may be used. This product takes the approach of 

rolling releases to provide continious delivery. Therefore, version details for 

affected and updated releases are not available. The vendor was contacted early 

about this disclosure but did not respond in any way. 

2025-05-24 4.7 CVE-2025-5130 

Tmall--Demo 

A vulnerability was found in Tmall Demo up to 20250505. It has been declared as 

critical. This vulnerability affects the function uploadCategoryImage of the file 

tmall/admin/uploadCategoryImage. The manipulation of the argument File leads to 

unrestricted upload. The attack can be initiated remotely. The exploit has been 

2025-05-24 4.7 CVE-2025-5131 
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disclosed to the public and may be used. Continious delivery with rolling releases is 

used by this product. Therefore, no version details of affected nor updated releases 

are available. The vendor was contacted early about this disclosure but did not 

respond in any way. 

Tmall--Demo 

A vulnerability was found in Tmall Demo up to 20250505. It has been rated as 

problematic. This issue affects some unknown processing of the file 

tmall/admin/account/logout. The manipulation leads to cross-site request forgery. 

The attack may be initiated remotely. The exploit has been disclosed to the public 

and may be used. This product does not use versioning. This is why information 

about affected and unaffected releases are unavailable. The vendor was contacted 

early about this disclosure but did not respond in any way. 

2025-05-24 4.3 CVE-2025-5132 

Tmall--Demo 

A vulnerability classified as problematic has been found in Tmall Demo up to 

20250505. Affected is an unknown function of the component Search Box. The 

manipulation leads to cross site scripting. It is possible to launch the attack 

remotely. The exploit has been disclosed to the public and may be used. This 

product is using a rolling release to provide continious delivery. Therefore, no 

version details for affected nor updated releases are available. The vendor was 

contacted early about this disclosure but did not respond in any way. 

2025-05-24 4.3 CVE-2025-5133 

tobiasbg--

TablePress Tables 

in WordPress 

made easy 

The TablePress plugin for WordPress is vulnerable to DOM-Based Stored Cross-Site 

Scripting via the 'data-caption', 'data-s-content-padding', 'data-s-title', and 'data-

footer' data-attributes in all versions up to, and including, 3.1.2 due to insufficient 

input sanitization and output escaping. This makes it possible for authenticated 

attackers, with Contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-05-23 6.4 CVE-2025-5096 

totalprocessing--

Nomupay Payment 

Processing 

Gateway 

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 

vulnerability in totalprocessing Nomupay Payment Processing Gateway allows Path 

Traversal. This issue affects Nomupay Payment Processing Gateway: from n/a 

through 7.1.7. 

2025-05-23 4.9 CVE-2025-46486 

tournamatch--

Tournamatch 

The Tournamatch plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the plugin's 'trn-ladder-registration-button' shortcode in all versions up to, and 

including, 4.6.1 due to insufficient input sanitization and output escaping on user 

supplied attributes. This makes it possible for authenticated attackers, with 

contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-05-23 6.4 CVE-2025-4594 

tox82--cookieBAR 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in tox82 cookieBAR allows Stored XSS.This issue affects 

cookieBAR: from n/a through 1.7.0. 

2025-05-19 5.9 CVE-2025-43834 

Tridium--Niagara 

Framework 

Incorrect Permission Assignment for Critical Resource vulnerability in Tridium 

Niagara Framework on Windows, Tridium Niagara Enterprise Security on Windows 

allows Exploiting Incorrectly Configured Access Control Security Levels. This issue 

affects Niagara Framework: before 4.14.2, before 4.15.1, before 4.10.11; Niagara 

Enterprise Security: before 4.14.2, before 4.15.1, before 4.10.11. Tridium 

recommends upgrading to Niagara Framework and Enterprise Security versions 

4.14.2u2, 4.15.u1, or 4.10u.11. 

2025-05-22 6.5 CVE-2025-3936 

Tridium--Niagara 

Framework 

Missing Cryptographic Step vulnerability in Tridium Niagara Framework on 

Windows, Linux, QNX, Tridium Niagara Enterprise Security on Windows, Linux, QNX 

allows Cryptanalysis. This issue affects Niagara Framework: before 4.14.2, before 

4.15.1, before 4.10.11; Niagara Enterprise Security: before 4.14.2, before 4.15.1, 

before 4.10.11. Tridium recommends upgrading to Niagara Framework and 

Enterprise Security versions 4.14.2u2, 4.15.u1, or 4.10u.11. 

2025-05-22 6.8 CVE-2025-3938 

Tridium--Niagara 

Framework 

Observable Response Discrepancy vulnerability in Tridium Niagara Framework on 

Windows, Linux, QNX, Tridium Niagara Enterprise Security on Windows, Linux, QNX 

allows Cryptanalysis. This issue affects Niagara Framework: before 4.14.2, before 

4.15.1, before 4.10.11; Niagara Enterprise Security: before 4.14.2, before 4.15.1, 

2025-05-22 5.3 CVE-2025-3939 
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before 4.10.11.Tridium recommends upgrading to Niagara Framework and 

Enterprise Security versions 4.14.2u2, 4.15.u1, or 4.10u.11. 

Tridium--Niagara 

Framework 

Improper Use of Validation Framework vulnerability in Tridium Niagara Framework 

on Windows, Linux, QNX, Tridium Niagara Enterprise Security on Windows, Linux, 

QNX allows Input Data Manipulation. This issue affects Niagara Framework: before 

4.14.2, before 4.15.1, before 4.10.11; Niagara Enterprise Security: before 4.14.2, 

before 4.15.1, before 4.10.11. Tridium recommends upgrading to Niagara 

Framework and Enterprise Security versions 4.14.2u2, 4.15.u1, or 4.10u.11. 

2025-05-22 5.3 CVE-2025-3940 

Tridium--Niagara 

Framework 

Improper Handling of Windows ::DATA Alternate Data Stream vulnerability in 

Tridium Niagara Framework on Windows, Tridium Niagara Enterprise Security on 

Windows allows Input Data Manipulation. This issue affects Niagara Framework: 

before 4.14.2, before 4.15.1, before 4.10.11; Niagara Enterprise Security: before 

4.14.2, before 4.15.1, before 4.10.11.Tridium recommends upgrading to Niagara 

Framework and Enterprise Security versions 4.14.2u2, 4.15.u1, or 4.10u.11. 

2025-05-22 5.4 CVE-2025-3941 

Tridium--Niagara 

Framework 

Improper Output Neutralization for Logs vulnerability in Tridium Niagara 

Framework on Windows, Linux, QNX, Tridium Niagara Enterprise Security on 

Windows, Linux, QNX allows Input Data Manipulation. This issue affects Niagara 

Framework: before 4.14.2, before 4.15.1, before 4.10.11; Niagara Enterprise 

Security: before 4.14.2, before 4.15.1, before 4.10.11. Tridium recommends 

upgrading to Niagara Framework and Enterprise Security versions 4.14.2u2, 

4.15.u1, or 4.10u.11. 

2025-05-22 4.3 CVE-2025-3942 

Tridium--Niagara 

Framework 

Use of GET Request Method With Sensitive Query Strings vulnerability in Tridium 

Niagara Framework on Windows, Linux, QNX, Tridium Niagara Enterprise Security 

on Windows, Linux, QNX allows Parameter Injection. This issue affects Niagara 

Framework: before 4.14.2, before 4.15.1, before 4.10.11; Niagara Enterprise 

Security: before 4.14.2, before 4.15.1, before 4.10.11. Tridium recommends 

upgrading to Niagara Framework and Enterprise Security versions 4.14.2u2, 

4.15.u1, or 4.10u.11. 

2025-05-22 4.1 CVE-2025-3943 

TYPO3--cs seo 

extension 
The cs_seo extension through 9.2.0 for TYPO3 allows XSS. 2025-05-21 6.4 CVE-2025-48203 

TYPO3--femanager 

extension 

The femanager extension through 8.2.1 for TYPO3 allows Insecure Direct Object 

Reference. 
2025-05-21 5.3 CVE-2025-48202 

TYPO3--ns backup 

extension 
The ns_backup extension through 13.0.0 for TYPO3 allows command injection. 2025-05-21 6.8 CVE-2025-48204 

TYPO3--typo3 

TYPO3 is an open source, PHP based web content management system. By design, 

the file management module in TYPO3's backend user interface has historically 

allowed the upload of any file type, with the exception of those that are directly 

executable in a web server context. This lack of restriction means it is possible to 

upload files that may be considered potentially harmful, such as executable 

binaries (e.g., `.exe` files), or files with inconsistent file extensions and MIME types 

(for example, a file incorrectly named with a `.png` extension but actually carrying 

the MIME type `application/zip`) starting in version 9.0.0 and prior to versions 

9.5.51 ELTS, 10.4.50 ELTS, 11.5.44 ELTS, 12.4.31 LTS, and 13.4.12 LTS. Although 

such files are not directly executable through the web server, their presence can 

introduce indirect risks. For example, third-party services such as antivirus scanners 

or malware detection systems might flag or block access to the website for end 

users if suspicious files are found. This could negatively affect the availability or 

reputation of the site. Users should update to TYPO3 version 9.5.51 ELTS, 10.4.50 

ELTS, 11.5.44 ELTS, 12.4.31 LTS, or 13.4.12 LTS to fix the problem. 

2025-05-20 5.4 CVE-2025-47939 

UBtech--Freepass CWE-601: URL Redirection to Untrusted Site ('Open Redirect') 2025-05-22 6.1 CVE-2025-23183 

UBtech--Freepass CWE-203: Observable Discrepancy 2025-05-22 4.3 CVE-2025-23182 
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Ultimate Blocks--

Ultimate Blocks 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Ultimate Blocks Ultimate Blocks allows DOM-Based XSS. 

This issue affects Ultimate Blocks: from n/a through 3.3.0. 

2025-05-19 6.5 CVE-2025-48234 

UX Design Experts-

-Experto CTA 

Widget – Call To 

Action, Sticky CTA, 

Floating Button 

Plugin 

Missing Authorization vulnerability in UX Design Experts Experto CTA Widget 

&#8211; Call To Action, Sticky CTA, Floating Button Plugin allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Experto 

CTA Widget &#8211; Call To Action, Sticky CTA, Floating Button Plugin: from n/a 

through 1.1.1. 

2025-05-23 6.5 CVE-2025-47529 

videowhisper--

Broadcast Live 

Video Live 

Streaming : 

WebRTC, HLS, 

RTSP, RTMP 

Cross-Site Request Forgery (CSRF) vulnerability in videowhisper Broadcast Live 

Video - Live Streaming : WebRTC, HLS, RTSP, RTMP allows Cross Site Request 

Forgery. This issue affects Broadcast Live Video - Live Streaming : WebRTC, HLS, 

RTSP, RTMP: from n/a through 6.2.4. 

2025-05-19 4.3 CVE-2025-48255 

Visual Composer--

Visual Composer 

Website Builder 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Visual Composer Visual Composer Website Builder allows 

Stored XSS. This issue affects Visual Composer Website Builder: from n/a through 

45.11.0. 

2025-05-19 6.5 CVE-2025-48276 

wecantrack--

Affiliate Sales in 

Google Analytics 

and other tools 

The Affiliate Sales in Google Analytics and other tools plugin for WordPress is 

vulnerable to Open Redirect in all versions up to, and including, 1.4.9. This is due to 

insufficient validation on the redirect url supplied via the 'afflink' parameter. This 

makes it possible for unauthenticated attackers to redirect users to potentially 

malicious sites if they can successfully trick them into performing an action. 

2025-05-21 6.1 CVE-2024-12561 

wireapp--wire-

webapp 

wire-webapp is the web application for the open-source messaging service Wire. A 

bug fix caused a regression causing an issue with function to delete local data. 

Instructing the client to delete its local database on user logout does not result in 

deletion. This is the case for both temporary clients (marking the device as a public 

computer on login) and regular clients instructing the deletion of all personal 

information and conversations upon logout. Access to the machine is required to 

access the data. If encryption-at-rest is used, cryptographic material can't be 

exported. The underlying issue has been fixed with wire-webapp version 2025-05-

14-production.0. In order to mitigate potential impact, the database must be 

manually deleted on devices where the option "This is a public computer" was 

used prior to log in or a log out with the request to delete local data with the 

affected versions has happened before. 

2025-05-22 6 CVE-2025-48066 

wireapp--wire-

webapp 

wire-webapp is the web application for the open-source messaging service Wire. A 

change caused a regression resulting in sessions not being properly invalidated. A 

user that logged out of the Wire webapp, could have been automatically logged in 

again after re-opening the application. This does not happen when the user is 

logged in as a temporary user by selecting "This is a public computer" during login 

or the user selects "Delete all your personal information and conversations on this 

device" upon logout. The underlying issue has been fixed with wire-webapp 

version 2025-05-20-production.0. As a workaround, this behavior can be prevented 

by either deleting all information upon logout as well as logging in as a temporary 

client. 

2025-05-22 5.6 CVE-2025-48061 

wordwebsoftware-

-Crossword 

Compiler Puzzles 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in wordwebsoftware Crossword Compiler Puzzles allows 

Stored XSS. This issue affects Crossword Compiler Puzzles: from n/a through 5.3. 

2025-05-23 6.5 CVE-2025-46493 

WPFactory--

Additional Custom 

Emails & 

Recipients for 

WooCommerce 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WPFactory Additional Custom Emails &amp; Recipients 

for WooCommerce allows Stored XSS. This issue affects Additional Custom Emails 

&amp; Recipients for WooCommerce: from n/a through 3.5.1. 

2025-05-19 6.5 CVE-2025-48251 

https://www.cve.org/CVERecord?id=CVE-2025-48234
https://www.cve.org/CVERecord?id=CVE-2025-47529
https://www.cve.org/CVERecord?id=CVE-2025-48255
https://www.cve.org/CVERecord?id=CVE-2025-48276
https://www.cve.org/CVERecord?id=CVE-2024-12561
https://www.cve.org/CVERecord?id=CVE-2025-48066
https://www.cve.org/CVERecord?id=CVE-2025-48061
https://www.cve.org/CVERecord?id=CVE-2025-46493
https://www.cve.org/CVERecord?id=CVE-2025-48251
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WPFactory--Back 

Button Widget 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WPFactory Back Button Widget allows Stored XSS. This 

issue affects Back Button Widget: from n/a through 1.6.8. 

2025-05-19 6.5 CVE-2025-48252 

WPFactory--

Change Add to 

Cart Button Text 

for WooCommerce 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WPFactory Change Add to Cart Button Text for 

WooCommerce allows Stored XSS. This issue affects Change Add to Cart Button 

Text for WooCommerce: from n/a through 2.2.2. 

2025-05-19 6.5 CVE-2025-48254 

WPFactory--Cost 

of Goods for 

WooCommerce 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WPFactory Cost of Goods for WooCommerce allows 

Stored XSS. This issue affects Cost of Goods for WooCommerce: from n/a through 

3.7.0. 

2025-05-19 6.5 CVE-2025-48240 

WPFactory--

Coupons & Add to 

Cart by URL Links 

for WooCommerce 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WPFactory Coupons &amp; Add to Cart by URL Links for 

WooCommerce allows Stored XSS. This issue affects Coupons &amp; Add to Cart by 

URL Links for WooCommerce: from n/a through 1.7.7. 

2025-05-19 6.5 CVE-2025-48250 

WPFactory--EAN 

for WooCommerce 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WPFactory EAN for WooCommerce allows Stored XSS. 

This issue affects EAN for WooCommerce: from n/a through 5.4.6. 

2025-05-19 6.5 CVE-2025-48249 

WPFactory--Free 

Shipping Bar: 

Amount Left for 

Free Shipping for 

WooCommerce 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WPFactory Free Shipping Bar: Amount Left for Free 

Shipping for WooCommerce allows Stored XSS. This issue affects Free Shipping Bar: 

Amount Left for Free Shipping for WooCommerce: from n/a through 2.4.6. 

2025-05-19 6.5 CVE-2025-48253 

WPFactory--

Product Notes Tab 

& Private Admin 

Notes for 

WooCommerce 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WPFactory Product Notes Tab & Private Admin Notes for 

WooCommerce allows Stored XSS. This issue affects Product Notes Tab & Private 

Admin Notes for WooCommerce: from n/a through 3.1.0. 

2025-05-19 6.5 CVE-2025-48239 

WPFactory--

Sitewide Discount 

for 

WooCommerce: 

Apply Discount to 

All Products 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WPFactory Sitewide Discount for WooCommerce: Apply 

Discount to All Products allows Stored XSS. This issue affects Sitewide Discount for 

WooCommerce: Apply Discount to All Products: from n/a through 2.2.1. 

2025-05-19 6.5 CVE-2025-48248 

WPFactory--

Wishlist for 

WooCommerce 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WPFactory Wishlist for WooCommerce allows Stored 

XSS. This issue affects Wishlist for WooCommerce: from n/a through 3.2.2. 

2025-05-19 6.5 CVE-2025-48237 

wpjobportal--WP 

Job Portal 

Missing Authorization vulnerability in wpjobportal WP Job Portal allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects WP Job 

Portal: from n/a through 2.3.2. 

2025-05-19 5.3 CVE-2025-48272 

wpWax--Legal 

Pages 

Missing Authorization vulnerability in wpWax Legal Pages allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Legal 

Pages: from n/a through 1.4.5. 

2025-05-19 6.5 CVE-2025-48242 

WSO2--WSO2 API 

Manager 

A reflected cross-site scripting (XSS) vulnerability exists in the authentication 

endpoint of multiple WSO2 products due to missing output encoding of user-

supplied input. A malicious actor can exploit this vulnerability to inject arbitrary 

JavaScript into the authentication flow, potentially leading to UI modifications, 

redirections to malicious websites, or data exfiltration from the browser. While this 

issue could allow an attacker to manipulate the user's browser, session-related 

sensitive cookies remain protected with the httpOnly flag, preventing session 

hijacking. 

2025-05-22 6.1 CVE-2024-5962 

https://www.cve.org/CVERecord?id=CVE-2025-48252
https://www.cve.org/CVERecord?id=CVE-2025-48254
https://www.cve.org/CVERecord?id=CVE-2025-48240
https://www.cve.org/CVERecord?id=CVE-2025-48250
https://www.cve.org/CVERecord?id=CVE-2025-48249
https://www.cve.org/CVERecord?id=CVE-2025-48253
https://www.cve.org/CVERecord?id=CVE-2025-48239
https://www.cve.org/CVERecord?id=CVE-2025-48248
https://www.cve.org/CVERecord?id=CVE-2025-48237
https://www.cve.org/CVERecord?id=CVE-2025-48272
https://www.cve.org/CVERecord?id=CVE-2025-48242
https://www.cve.org/CVERecord?id=CVE-2024-5962
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WSO2--WSO2 

Identity Server 

An improper authentication vulnerability exists in WSO2 Identity Server 7.0.0 due 

to an implementation flaw that allows app-native authentication to be bypassed 

when an invalid object is passed. Exploitation of this vulnerability could enable 

malicious actors to circumvent the client verification mechanism, compromising 

the integrity of the authentication process. 

2025-05-22 5.8 CVE-2024-7487 

WSO2--WSO2 

Identity Server 

A reflected cross-site scripting (XSS) vulnerability exists in the sub-organization 

login flow of WSO2 Identity Server 7.0.0 due to improper input validation. A 

malicious actor can exploit this vulnerability to inject arbitrary JavaScript into the 

login flow, potentially leading to UI modifications, redirections to malicious 

websites, or data exfiltration from the browser. While this issue could allow an 

attacker to manipulate the user's browser, session-related sensitive cookies remain 

protected with the httpOnly flag, preventing session hijacking. 

2025-05-22 4.6 CVE-2024-7103 

XiaoBingby--

TeaCMS 

A vulnerability classified as problematic was found in XiaoBingby TeaCMS 2.0.2. 

Affected by this vulnerability is an unknown functionality of the file 

src/main/java/me/teacms/controller/admin/UserManageController/addUser. The 

manipulation leads to cross-site request forgery. The attack can be launched 

remotely. The exploit has been disclosed to the public and may be used. 

2025-05-21 4.3 CVE-2025-5033 

Xpro--Xpro Addons 

For Beaver Builder 

– Lite 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Xpro Xpro Addons For Beaver Builder &#8211; Lite allows 

Stored XSS. This issue affects Xpro Addons For Beaver Builder &#8211; Lite: from 

n/a through 1.5.5. 

2025-05-19 6.5 CVE-2025-48232 

Xylus Themes--

Import Social 

Events 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Xylus Themes Import Social Events allows Stored XSS. 

This issue affects Import Social Events: from n/a through 1.8.5. 

2025-05-19 6.5 CVE-2025-48256 

Zack Katz--Mad 

Mimi for 

WordPress 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Zack Katz Mad Mimi for WordPress allows Stored 

XSS.This issue affects Mad Mimi for WordPress: from n/a through 1.5.1. 

2025-05-19 6.5 CVE-2025-46262 

zongzhige--ShopXO 

A vulnerability was found in zongzhige ShopXO 6.5.0. It has been rated as critical. 

This issue affects the function Upload of the file 

app/admin/controller/Payment.php of the component ZIP File Handler. The 

manipulation of the argument params leads to unrestricted upload. The attack may 

be initiated remotely. The exploit has been disclosed to the public and may be 

used. The vendor was contacted early about this disclosure but did not respond in 

any way. 

2025-05-23 6.3 CVE-2025-5108 

AMI--AptioV 

APTIOV contains a vulnerability in BIOS where an attacker may cause an Improper 

Input Validation locally. Successful exploitation of this vulnerability can potentially 

impact of integrity. 

2025-05-29 5.8 CVE-2025-33043 

Arista Networks--

EOS 

On affected platforms running Arista EOS, ingress traffic on Layer 2 ports may, 

under certain conditions, be improperly forwarded to ports associated with 

different VLANs, resulting in a breach of VLAN isolation and segmentation 

boundaries. 

2025-05-27 6.5 CVE-2024-11185 

Arista Networks--

EOS 

On affected platforms with hardware IPSec support running Arista EOS with IPsec 

enabled and anti-replay protection configured, EOS may exhibit unexpected 

behavior in specific cases. Received duplicate encrypted packets, which should be 

dropped under normal anti-replay protection, will instead be forwarded due to this 

vulnerability. Note: this issue does not affect VXLANSec or MACSec encryption 

functionality. 

2025-05-27 5.3 CVE-2025-2796 

bc2018--Woo 

Slider Pro Drag 

Drop Slider Builder 

For 

WooCommerce 

The Woo Slider Pro - Drag Drop Slider Builder For WooCommerce plugin for 

WordPress is vulnerable to unauthorized modification of data due to a missing 

capability check on the woo_slide_pro_delete_draft_preview AJAX action in all 

versions up to, and including, 1.12. This makes it possible for authenticated 

attackers, with Subscriber-level access and above, to delete arbitrary posts. 

2025-05-30 6.5 CVE-2025-4597 

https://www.cve.org/CVERecord?id=CVE-2024-7487
https://www.cve.org/CVERecord?id=CVE-2024-7103
https://www.cve.org/CVERecord?id=CVE-2025-5033
https://www.cve.org/CVERecord?id=CVE-2025-48232
https://www.cve.org/CVERecord?id=CVE-2025-48256
https://www.cve.org/CVERecord?id=CVE-2025-46262
https://www.cve.org/CVERecord?id=CVE-2025-5108
https://www.cve.org/CVERecord?id=CVE-2025-33043
https://www.cve.org/CVERecord?id=CVE-2024-11185
https://www.cve.org/CVERecord?id=CVE-2025-2796
https://www.cve.org/CVERecord?id=CVE-2025-4597
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BinaryCarpenter--

Woo Slider Pro 

Missing Authorization vulnerability in BinaryCarpenter Woo Slider Pro allows 

Exploiting Incorrectly Configured Access Control Security Levels.This issue affects 

Woo Slider Pro: from n/a through 1.12. Affected action 

"woo_slide_pro_delete_slider". 

2025-05-30 6.5 CVE-2025-48334 

Canonical--Apport 

Race condition in Canonical apport up to and including 2.32.0 allows a local 

attacker to leak sensitive information via PID-reuse by leveraging namespaces. 

When handling a crash, the function `_check_global_pid_and_forward`, which 

detects if the crashing process resided in a container, was being called before 

`consistency_checks`, which attempts to detect if the crashing process had been 

replaced. Because of this, if a process crashed and was quickly replaced with a 

containerized one, apport could be made to forward the core dump to the 

container, potentially leaking sensitive information. `consistency_checks` is now 

being called before `_check_global_pid_and_forward`. Additionally, given that the 

PID-reuse race condition cannot be reliably detected from userspace alone, crashes 

are only forwarded to containers if the kernel provided a pidfd, or if the crashing 

process was unprivileged (i.e., if dump mode == 1). 

2025-05-30 4.7 CVE-2025-5054 

choijun--LA-Studio 

Element Kit for 

Elementor 

The LA-Studio Element Kit for Elementor plugin for WordPress is vulnerable to 

Stored Cross-Site Scripting via the 'data-lakit-element-link' parameter in all versions 

up to, and including, 1.5.2 due to insufficient input sanitization and output 

escaping. This makes it possible for authenticated attackers, with Contributor-level 

access and above, to inject arbitrary web scripts in pages that will execute 

whenever a user accesses an injected page. 

2025-05-30 6.4 CVE-2025-4943 

choijun--LA-Studio 

Element Kit for 

Elementor 

The LA-Studio Element Kit for Elementor plugin for WordPress is vulnerable to 

Stored Cross-Site Scripting via the plugin's Image Compare and Google Maps 

widgets in all versions up to, and including, 1.5.2 due to insufficient input 

sanitization and output escaping on user supplied attributes. This makes it possible 

for authenticated attackers, with contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-05-30 6.4 CVE-2025-4944 

crmperks--

Integration for 

Salesforce and 

Contact Form 7, 

WPForms, 

Elementor, 

Formidable, Ninja 

Forms 

The Integration for Salesforce and Contact Form 7, WPForms, Elementor, 

Formidable, Ninja Forms plugin for WordPress is vulnerable to Full Path Disclosure 

in all versions up to, and including, 1.4.4. This makes it possible for 

unauthenticated attackers to retrieve the full path of the web application, which 

can be used to aid other attacks. The information displayed is not useful on its 

own, and requires another vulnerability to be present for damage to an affected 

website. 

2025-05-30 5.3 CVE-2025-4659 

daisycon--Daisycon 

prijsvergelijkers 

The Daisycon prijsvergelijkers plugin for WordPress is vulnerable to Stored Cross-

Site Scripting via the plugin's 'daisycon_uitvaart' shortcode in all versions up to, 

and including, 4.8.4 due to insufficient input sanitization and output escaping on 

user supplied attributes. This makes it possible for authenticated attackers, with 

contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-05-31 6.4 CVE-2025-4590 

DBAR Productions-

-Volunteer Sign Up 

Sheets 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in DBAR Productions Volunteer Sign Up Sheets allows 

Stored XSS.This issue affects Volunteer Sign Up Sheets: from n/a before 5.5.5. The 

patch is available exclusively on GitHub at 

https://github.com/dbarproductions/pta-volunteer-sign-up-sheets , as the vendor 

encounters difficulties using SVN to deploy to the WordPress.org repository. 

2025-05-27 5.9 CVE-2025-3704 

Dell--PowerStore 

Dell PowerStore, version(s) 4.0.0.0, contain(s) an Use of Hard-coded Credentials 

vulnerability in the PowerStore image file. A low privileged attacker with remote 

access, with the knowledge of the hard-coded credentials, could potentially exploit 

this vulnerability to gain unauthorized access based on the hardcoded account's 

privileges. 

2025-05-28 6.5 CVE-2025-36572 

https://www.cve.org/CVERecord?id=CVE-2025-48334
https://www.cve.org/CVERecord?id=CVE-2025-5054
https://www.cve.org/CVERecord?id=CVE-2025-4943
https://www.cve.org/CVERecord?id=CVE-2025-4944
https://www.cve.org/CVERecord?id=CVE-2025-4659
https://www.cve.org/CVERecord?id=CVE-2025-4590
https://www.cve.org/CVERecord?id=CVE-2025-3704
https://www.cve.org/CVERecord?id=CVE-2025-36572
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Dell--ThinOS 

Dell ThinOS 2502 and prior contain a Cleartext Storage of Sensitive Information 

vulnerability. A high privileged attacker with physical access could potentially 

exploit this vulnerability, leading to Information Disclosure. 

2025-05-29 4.9 CVE-2025-32752 

django-helpdesk 

Project--django-

helpdesk 

django-helpdesk before 1.0.0 allows Sensitive Data Exposure because of 

os.umask(0) in models.py. 
2025-05-31 5.1 CVE-2018-25111 

erdogant--pypickle 

A vulnerability was found in erdogant pypickle up to 1.1.5 and classified as 

problematic. Affected by this issue is the function load of the file 

pypickle/pypickle.py. The manipulation leads to deserialization. Local access is 

required to approach this attack. The exploit has been disclosed to the public and 

may be used. Upgrading to version 2.0.0 is able to address this issue. The patch is 

identified as 14b4cae704a0bb4eb6723e238f25382d847a1917. It is recommended 

to upgrade the affected component. 

2025-05-26 5.3 CVE-2025-5174 

erdogant--pypickle 

A vulnerability was found in erdogant pypickle up to 1.1.5. It has been classified as 

critical. This affects the function Save of the file pypickle/pypickle.py. The 

manipulation leads to improper authorization. Attacking locally is a requirement. 

The exploit has been disclosed to the public and may be used. Upgrading to version 

2.0.0 is able to address this issue. The patch is named 

14b4cae704a0bb4eb6723e238f25382d847a1917. It is recommended to upgrade 

the affected component. 

2025-05-26 5.3 CVE-2025-5175 

Fortinet--

FortiClientWindow

s 

A exposure of sensitive system information to an unauthorized control sphere in 

Fortinet FortiClientWindows versions 7.2.0 through 7.2.1 may allow an 

unauthorized remote attacker to view application information via navigation to a 

hosted webpage, if Windows is configured to accept incoming connections to port 

8053 (non-default setup) 

2025-05-28 4.8 CVE-2025-24473 

Fortinet--FortiOS 

A integer overflow or wraparound in Fortinet FortiOS versions 7.2.0 through 7.2.7, 

versions 7.0.0 through 7.0.14 may allow a remote unauthenticated attacker to 

crash the csfd daemon via a specially crafted request. 

2025-05-28 4.8 CVE-2025-47294 

goiblas--Map Block 

Leaflet 

The Map Block Leaflet plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the 'url' parameter in all versions up to, and including, 3.2.1 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-05-29 6.4 CVE-2025-5122 

gradio-app--gradio 

Gradio is an open-source Python package that allows quick building of demos and 

web application for machine learning models, API, or any arbitrary Python 

function. Prior to version 5.31.0, an arbitrary file copy vulnerability in Gradio's 

flagging feature allows unauthenticated attackers to copy any readable file from 

the server's filesystem. While attackers can't read these copied files, they can 

cause DoS by copying large files (like /dev/urandom) to fill disk space. This issue 

has been patched in version 5.31.0. 

2025-05-30 5.3 CVE-2025-48889 

H3C--SecCenter 

SMP-E1114P02 

A vulnerability, which was classified as critical, has been found in H3C SecCenter 

SMP-E1114P02 up to 20250513. Affected by this issue is some unknown 

functionality of the file /safeEvent/importFile/. The manipulation of the argument 

logGeneralFile/logGeneralFile_2 leads to unrestricted upload. The attack may be 

launched remotely. The exploit has been disclosed to the public and may be used. 

The vendor was contacted early about this disclosure but did not respond in any 

way. 

2025-05-26 6.3 CVE-2025-5162 

H3C--SecCenter 

SMP-E1114P02 

A vulnerability classified as problematic has been found in H3C SecCenter SMP-

E1114P02 up to 20250513. Affected is the function Download of the file 

/packetCaptureStrategy/download. The manipulation of the argument Name leads 

to path traversal. It is possible to launch the attack remotely. The exploit has been 

2025-05-26 4.3 CVE-2025-5160 

https://www.cve.org/CVERecord?id=CVE-2025-32752
https://www.cve.org/CVERecord?id=CVE-2018-25111
https://www.cve.org/CVERecord?id=CVE-2025-5174
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https://www.cve.org/CVERecord?id=CVE-2025-24473
https://www.cve.org/CVERecord?id=CVE-2025-47294
https://www.cve.org/CVERecord?id=CVE-2025-5122
https://www.cve.org/CVERecord?id=CVE-2025-48889
https://www.cve.org/CVERecord?id=CVE-2025-5162
https://www.cve.org/CVERecord?id=CVE-2025-5160
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disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

H3C--SecCenter 

SMP-E1114P02 

A vulnerability classified as problematic was found in H3C SecCenter SMP-

E1114P02 up to 20250513. Affected by this vulnerability is the function 

operationDailyOut of the file /safeEvent/download. The manipulation of the 

argument filename leads to path traversal. The attack can be launched remotely. 

The exploit has been disclosed to the public and may be used. The vendor was 

contacted early about this disclosure but did not respond in any way. 

2025-05-26 4.3 CVE-2025-5161 

HCL Software--HCL 

Glovius Cloud 

Due to outdated Hash algorithm, HCL Glovius Cloud could allow attackers to guess 

the input data using brute-force or dictionary attacks efficiently using modern 

hardware such as GPUs or ASICs 

2025-05-30 6.8 CVE-2024-23589 

HCL Software--HCL 

Traveler for 

Microsoft Outlook 

(HTMO) 

HCL Traveler for Microsoft Outlook (HTMO) is susceptible to a DLL hijacking 

vulnerability which could allow an attacker to modify or replace the application 

with malicious content. 

2025-05-30 6.5 CVE-2024-42190 

HCL Software--HCL 

Traveler for 

Microsoft Outlook 

(HTMO) 

HCL Traveler for Microsoft Outlook (HTMO) is susceptible to a COM hijacking 

vulnerability which could allow an attacker to modify or replace the application 

with malicious content. 

2025-05-30 6.5 CVE-2024-42191 

Hitachi Energy--

Asset Suite 

A vulnerability exists in the media upload component of the Asset Suite versions 

listed below. If successfully exploited an attacker could impact the confidentiality 

or integrity of the system. An attacker can use this vulnerability to construct a 

request that will cause JavaScript code supplied by the attacker to execute within 

the user's browser in the context of that user's session with the application. 

2025-05-30 6.5 CVE-2025-1484 

HumanSignal--

label-studio-ml-

backend 

A vulnerability has been found in HumanSignal label-studio-ml-backend up to 

9fb7f4aa186612806af2becfb621f6ed8d9fdbaf and classified as problematic. 

Affected by this vulnerability is the function load of the file label-studio-ml-

backend/label_studio_ml/examples/yolo/utils/neural_nets.py of the component 

PT File Handler. The manipulation of the argument path leads to deserialization. An 

attack has to be approached locally. This product takes the approach of rolling 

releases to provide continious delivery. Therefore, version details for affected and 

updated releases are not available. 

2025-05-26 5.3 CVE-2025-5173 

IBM--Controller 

IBM Controller 11.0.0, 11.0.1, and 11.1.0 application could allow an authenticated 

user to obtain sensitive credentials that may be inadvertently included within the 

source code. 

2025-05-27 6.5 CVE-2025-33079 

IBM--Db2 for 

Linux, UNIX and 

Windows 

IBM Db2 for Linux, UNIX and Windows (includes DB2 Connect Server) 11.1.0 

through 11.1.4.7, 11.5.0 through 11.5.9 and 12.1.0 through 12.1.1 is vulnerable to 

a denial of service as the server may crash under certain conditions with a specially 

crafted query. 

2025-05-29 6.5 CVE-2024-49350 

IBM--Db2 for 

Linux, UNIX and 

Windows 

IBM Db2 for Linux, UNIX and Windows (includes DB2 Connect Server) 11.5.0 

through 11.5.9 and 12.1.0 through 12.1.1 is vulnerable to a denial of service as the 

server may crash under certain conditions with a specially crafted query. 

2025-05-29 5.3 CVE-2025-2518 

IBM--Db2 for 

Linux, UNIX and 

Windows 

IBM Db2 for Linux, UNIX and Windows (includes DB2 Connect Server) 11.5.0 

through 11.5.9 and 12.1.0 through 12.1.1 could allow an authenticated user to 

cause a denial of service when using Q replication due to the improper allocation 

of CPU resources. 

2025-05-29 5.3 CVE-2025-3050 

IBM--Hardware 

Management 

Console 

IBM DS8900F and DS8A00 Hardware Management Console (HMC) is vulnerable to 

stored cross-site scripting. This vulnerability allows a privileged user to embed 

arbitrary JavaScript code in the Web UI thus altering the intended functionality 

potentially leading to credentials disclosure within a trusted session. 

2025-05-27 5.5 CVE-2024-45094 

https://www.cve.org/CVERecord?id=CVE-2025-5161
https://www.cve.org/CVERecord?id=CVE-2024-23589
https://www.cve.org/CVERecord?id=CVE-2024-42190
https://www.cve.org/CVERecord?id=CVE-2024-42191
https://www.cve.org/CVERecord?id=CVE-2025-1484
https://www.cve.org/CVERecord?id=CVE-2025-5173
https://www.cve.org/CVERecord?id=CVE-2025-33079
https://www.cve.org/CVERecord?id=CVE-2024-49350
https://www.cve.org/CVERecord?id=CVE-2025-2518
https://www.cve.org/CVERecord?id=CVE-2025-3050
https://www.cve.org/CVERecord?id=CVE-2024-45094
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IBM--InfoSphere 

Information Server 

IBM InfoSphere Information Server 11.7 stores credential information for database 

authentication in a cleartext parameter file that could be viewed by an 

authenticated user. 

2025-06-01 6.5 CVE-2025-1499 

IBM--Planning 

Analytics Local 

IBM Planning Analytics Local 2.0 and 2.1 could allow a privileged user to delete files 

from directories due to improper pathname restriction. 
2025-06-01 6.5 CVE-2025-33004 

IBM--Planning 

Analytics Local 

IBM Planning Analytics Local 2.0 and 2.1 does not invalidate session after a logout 

which could allow an authenticated user to impersonate another user on the 

system. 

2025-06-01 6.3 CVE-2025-33005 

IBM--Planning 

Analytics Local 

IBM Planning Analytics Local 2.0 and 2.1 is vulnerable to cross-site scripting. This 

vulnerability allows an authenticated user to embed arbitrary JavaScript code in 

the Web UI thus altering the intended functionality potentially leading to 

credentials disclosure within a trusted session. 

2025-06-01 5.4 CVE-2025-25044 

IBM--Planning 

Analytics Local 

IBM Planning Analytics Local 2.0 and 2.1 is vulnerable to cross-site scripting. This 

vulnerability allows an authenticated user to embed arbitrary JavaScript code in 

the Web UI thus altering the intended functionality potentially leading to 

credentials disclosure within a trusted session. 

2025-06-01 4.8 CVE-2025-2896 

IBM--Security 

Guardium 

IBM Security Guardium 12.0 could allow a remote attacker to obtain sensitive 

information when a detailed technical error message is returned in the browser. 

This information could be used in further attacks against the system. 

2025-05-28 4.3 CVE-2025-25025 

IBM--Security 

Guardium 

IBM Security Guardium 12.0 could allow an authenticated user to obtain sensitive 

information due to an incorrect authentication check. 
2025-05-28 4.3 CVE-2025-25026 

IBM--Security 

Guardium 

IBM Security Guardium 12.0 could allow a privileged user to download any file on 

the system due to improper escaping of input. 
2025-05-28 4.9 CVE-2025-25029 

IBM--Sterling 

Secure Proxy 

IBM Sterling Secure Proxy 6.0.0.0 through 6.0.3.1, 6.1.0.0 through 6.1.0.0, and 

6.2.0.0 through 6.2.0.1 uses weaker than expected cryptographic algorithms that 

could allow an attacker to decrypt highly sensitive information. 

2025-05-28 5.9 CVE-2024-38341 

IBM--Sterling 

Secure Proxy 

IBM Sterling Secure Proxy 6.2.0.0 through 6.2.0.1 could allow a remote attacker to 

traverse directories on the system. An attacker could send a specially crafted URL 

request containing "dot dot" sequences (/../) to view arbitrary files on the system. 

2025-05-28 4.3 CVE-2024-51453 

inspireui--MStore 

API Create Native 

Android & iOS 

Apps On The Cloud 

The MStore API - Create Native Android & iOS Apps On The Cloud plugin for 

WordPress is vulnerable to unauthorized modification of data due to a missing 

capability check on the create_blog function in all versions up to, and including, 

4.17.5. This makes it possible for authenticated attackers, with Subscriber-level 

access and above, to create new posts. 

2025-05-27 4.3 CVE-2025-4683 

ISC--Kea 

Kea configuration and API directives can be used to overwrite arbitrary files, 

subject to permissions granted to Kea. Many common configurations run Kea as 

root, leave the API entry points unsecured by default, and/or place the control 

sockets in insecure paths. This issue affects Kea versions 2.4.0 through 2.4.1, 2.6.0 

through 2.6.2, and 2.7.0 through 2.7.8. 

2025-05-28 6.1 CVE-2025-32802 

ISC--Kea 
In some cases, Kea log files or lease files may be world-readable. This issue affects 

Kea versions 2.4.0 through 2.4.1, 2.6.0 through 2.6.2, and 2.7.0 through 2.7.8. 
2025-05-28 4 CVE-2025-32803 

JCT--Airpointer 
Default credentials were present in the web portal for Airpointer 2.4.107-2, 

allowing an unauthenticated malicious actor to log in via the web portal 
2025-05-30 6.5 CVE-2025-4633 

JCT--Airpointer 

A malicious user with administrative privileges in the web portal would be able to 

manipulate the Diagnostics module to obtain remote code execution on the local 

device as a low privileged user. 

2025-05-30 6.6 CVE-2025-4635 

JCT--Airpointer 

The web portal on airpointer 2.4.107-2 was vulnerable local file inclusion. A 

malicious user with administrative privileges in the web portal would be able to 

manipulate requests to view files on the filesystem 

2025-05-30 4.1 CVE-2025-4634 

https://www.cve.org/CVERecord?id=CVE-2025-1499
https://www.cve.org/CVERecord?id=CVE-2025-33004
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https://www.cve.org/CVERecord?id=CVE-2025-25026
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https://www.cve.org/CVERecord?id=CVE-2025-4633
https://www.cve.org/CVERecord?id=CVE-2025-4635
https://www.cve.org/CVERecord?id=CVE-2025-4634
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jtewes--FastSpring 

The FastSpring plugin for WordPress is vulnerable to Stored Cross-Site Scripting via 

the plugin's 'fastspring/block-fastspringblocks-complete-product-catalog' block in 

all versions up to, and including, 3.0.1 due to insufficient input sanitization and 

output escaping on the 'color' attribute. This makes it possible for authenticated 

attackers, with contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-05-31 6.4 CVE-2025-4595 

krasenslavov--

Featured Image 

Plus Quick & Bulk 

Edit with Unsplash 

The Featured Image Plus - Quick & Bulk Edit with Unsplash plugin for WordPress is 

vulnerable to unauthorized modification of data due to a missing capability check 

on the fip_save_attach_featured function in all versions up to, and including, 1.6.3. 

This makes it possible for authenticated attackers, with Subscriber-level access and 

above, to update featured image of any post. 

2025-05-30 4.3 CVE-2025-4431 

Lenovo--Legion 

Space for Legion 

Go 

An open debug interface was reported in the Legion Space software included on 

certain Legion devices that could allow a local attacker to execute arbitrary code. 
2025-05-30 5.3 CVE-2025-1479 

llisoft--MTA Maita 

Training System 

A vulnerability classified as critical was found in llisoft MTA Maita Training System 

4.5. This vulnerability affects the function AdminShitiListRequestVo of the file 

com\llisoft\controller\admin\shiti\AdminShitiController.java. The manipulation of 

the argument stTypeIds leads to sql injection. The attack can be initiated remotely. 

The exploit has been disclosed to the public and may be used. The vendor was 

contacted early about this disclosure but did not respond in any way. 

2025-05-26 6.3 CVE-2025-5170 

llisoft--MTA Maita 

Training System 

A vulnerability, which was classified as critical, has been found in llisoft MTA Maita 

Training System 4.5. This issue affects the function this.fileService.download of the 

file com\llisoft\controller\OpenController.java. The manipulation of the argument 

url leads to unrestricted upload. The attack may be initiated remotely. The exploit 

has been disclosed to the public and may be used. The vendor was contacted early 

about this disclosure but did not respond in any way. 

2025-05-26 6.3 CVE-2025-5171 

Mattermost--

Mattermost 

Mattermost versions 10.7.x <= 10.7.0, 10.6.x <= 10.6.2, 10.5.x <= 10.5.3, 9.11.x <= 

9.11.12 fails to properly invalidate personal access tokens upon user deactivation, 

allowing deactivated users to maintain full system access by exploiting access 

token validation flaws via continued usage of previously issued tokens. 

2025-05-30 5.4 CVE-2025-3230 

Mattermost--

Mattermost 

Mattermost versions 10.7.x <= 10.7.0, 10.6.x <= 10.6.2, 10.5.x <= 10.5.3, 9.11.x <= 

9.11.12 fail to properly validate permissions when changing team privacy settings, 

allowing team administrators without the 'invite user' permission to access and 

modify team invite IDs via the /api/v4/teams/:teamId/privacy endpoint. 

2025-05-29 5.3 CVE-2025-3913 

Mattermost--

Mattermost 

Mattermost versions 10.7.x <= 10.7.0, 10.6.x <= 10.6.2, 10.5.x <= 10.5.3, 9.11.x <= 

9.11.12 fail to clear Google OAuth credentials when converting user accounts to 

bot accounts, allowing attackers to gain unauthorized access to bot accounts via 

the Google OAuth signup flow. 

2025-05-30 4.2 CVE-2025-2571 

Mautic--Mautic 

SummaryThis advisory addresses a security vulnerability in Mautic where sensitive 

.env configuration files may be directly accessible via a web browser. This exposure 

could lead to the disclosure of sensitive information, including database 

credentials, API keys, and other critical system configurations. Sensitive 

Information Disclosure via .env File Exposure: The .env file, which typically contains 

environment variables and sensitive application configurations, is directly 

accessible via a web browser due to missing web server configurations that restrict 

access to such files. This allows an unauthenticated attacker to view the contents 

of this file by simply navigating to its URL. MitigationUpdate Mautic to the latest 

Mautic version. By default, Mautic does not use .env files for production data. For 

Apache users: Ensure your web server is configured to respect .htaccess files. For 

Nginx users: As Nginx does not inherently support .htaccess files, you must 

manually add a configuration block to your Nginx server configuration to deny 

access to .env files. Add the following to your Nginx configuration for the Mautic 

site: location ~ /\.env { deny all; } After modifying your Nginx configuration, 

remember to reload or restart your Nginx service for the changes to take effect. 

2025-05-28 5.1 CVE-2024-47056 

https://www.cve.org/CVERecord?id=CVE-2025-4595
https://www.cve.org/CVERecord?id=CVE-2025-4431
https://www.cve.org/CVERecord?id=CVE-2025-1479
https://www.cve.org/CVERecord?id=CVE-2025-5170
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https://www.cve.org/CVERecord?id=CVE-2025-2571
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Mautic--Mautic 

SummaryThis advisory addresses a security vulnerability in Mautic related to the 

"Forget your password" functionality. This vulnerability could be exploited by 

unauthenticated users to enumerate valid usernames. User Enumeration via 

Timing Attack: A user enumeration vulnerability exists in the "Forget your 

password" functionality. Differences in response times for existing and non-existing 

users, combined with a lack of request limiting, allow an attacker to determine the 

existence of usernames through a timing-based attack. MitigationPlease update to 

a version that addresses this timing vulnerability, where password reset responses 

are normalized to respond at the same time regardless of user existence. 

2025-05-28 5.3 CVE-2024-47057 

Mautic--Mautic 

SummaryThis advisory addresses a security vulnerability in Mautic related to the 

segment cloning functionality. This vulnerability allows any authenticated user to 

clone segments without proper authorization checks. Insecure Direct Object 

Reference (IDOR) / Missing Authorization: A missing authorization vulnerability 

exists in the cloneAction of the segment management. This allows an 

authenticated user to bypass intended permission restrictions and clone segments 

even if they lack the necessary permissions to create new ones. MitigationUpdate 

Mautic to a version that implements proper authorization checks for the 

cloneAction within the ListController.php. Ensure that users attempting to clone 

segments possess the appropriate creation permissions. 

2025-05-28 4.3 CVE-2024-47055 

milmor--WP 

Attachments 

The WP Attachments plugin for WordPress is vulnerable to Reflected Cross-Site 

Scripting via the 'attachment_id' parameter in all versions up to, and including, 

5.0.12 due to insufficient input sanitization and output escaping. This makes it 

possible for unauthenticated attackers to inject arbitrary web scripts in pages that 

execute if they can successfully trick a user into performing an action such as 

clicking on a link. 

2025-05-28 6.1 CVE-2025-5082 

N/A--N/A 

The default mode of pseudo terminals (PTYs) allocated by Screen was changed 

from 0620 to 0622, thereby allowing anyone to write to any Screen PTYs in the 

system. 

2025-05-26 5 CVE-2025-46803 

N/A--N/A 

Screen version 5.0.0 and older version 4 releases have a TOCTOU race potentially 

allowing to send SIGHUP, SIGCONT to privileged processes when installed setuid-

root. 

2025-05-26 5.5 CVE-2025-46805 

n/a--Pixelimity 

A vulnerability classified as critical was found in Pixelimity 1.0. Affected by this 

vulnerability is an unknown functionality of the file /install/index.php of the 

component Installation. The manipulation of the argument site_description leads 

to sql injection. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-26 4.7 CVE-2025-5206 

N/A--Vuetify 

Improper neutralization of the value of the 'eventMoreText' property of the 

'VCalendar' component in Vuetify allows unsanitized HTML to be inserted into the 

page. This can lead to a  Cross-Site Scripting (XSS) https://owasp.org/www-

community/attacks/xss  attack. The vulnerability occurs because the default 

Vuetify translator will return the translation key as the translation, if it can't find an 

actual translation. This issue affects Vuetify versions greater than or equal to 2.0.0 

and less than 3.0.0. Note: Version 2.x of Vuetify is End-of-Life and will not receive 

any updates to address this issue. For more information see here 

https://v2.vuetifyjs.com/en/about/eol/ . 

2025-05-28 5.6 CVE-2025-1461 

NVIDIA--NVIDIA 

CUDA Toolkit 

NVIDIA CUDA Toolkit for all platforms contains a vulnerability in the cuobjdump 

binary, where a failure to check the length of a buffer could allow a user to cause 

the tool to crash or execute arbitrary code by passing in a malformed ELF file. A 

successful exploit of this vulnerability might lead to arbitrary code execution. 

2025-05-27 4.4 CVE-2025-23247 

Pepperl+Fuchs--

Profinet Gateway 

FB8122A.1.EL 

Due to improper neutralization of input during web page generation (XSS) an 

unauthenticated remote attacker can inject HTML code into the Web-UI in the 

affected device. 

2025-05-26 6.1 CVE-2025-1985 

https://www.cve.org/CVERecord?id=CVE-2024-47057
https://www.cve.org/CVERecord?id=CVE-2024-47055
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https://www.cve.org/CVERecord?id=CVE-2025-23247
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pluginsandsnippets

--Simple Page 

Access Restriction 

The Simple Page Access Restriction plugin for WordPress is vulnerable to Cross-Site 

Request Forgery in all versions up to, and including, 1.0.31. This is due to missing 

nonce validation and capability checks in the settings save handler in the 

settings.php script. This makes it possible for unauthenticated attackers to (1) 

enable or disable access protection on all post types or taxonomies, (2) force every 

new page/post to be public or private, regardless of meta-box settings, (3) cause a 

silent wipe of all plugin data when it's later removed, or (4) to conduct URL 

redirection attacks via a forged request granted they can trick a site administrator 

into performing an action such as clicking on a link. 

2025-05-30 6.5 CVE-2025-5142 

Realce Tecnologia-

-Queue Ticket 

Kiosk 

A vulnerability classified as critical has been found in Realce Tecnologia Queue 

Ticket Kiosk up to 20250517. Affected is an unknown function of the file 

/adm/ajax.php of the component Image File Handler. The manipulation of the 

argument files[] leads to unrestricted upload. It is possible to launch the attack 

remotely. The vendor was contacted early about this disclosure but did not 

respond in any way. 

2025-05-26 6.3 CVE-2025-5178 

Realce Tecnologia-

-Queue Ticket 

Kiosk 

A vulnerability was found in Realce Tecnologia Queue Ticket Kiosk up to 20250517. 

It has been rated as problematic. This issue affects some unknown processing of 

the file /adm/index.php of the component Admin Login Page. The manipulation of 

the argument UsuÃ¡rio leads to cross site scripting. The attack may be initiated 

remotely. The vendor was contacted early about this disclosure but did not 

respond in any way. 

2025-05-26 4.3 CVE-2025-5177 

Red Hat--AMQ 

Broker 

7.13.0.OPR.1.GA 

A flaw was found in ActiveMQ Artemis. The password generated by activemq-

artemis-operator does not regenerate between separated CR dependencies. 
2025-05-26 5.5 CVE-2025-4057 

Red Hat--Red Hat 

Advanced Cluster 

Security 4 

A flaw was found in Stackrox, where it is vulnerable to Cross-site scripting (XSS) if 

the script code is included in a small subset of table cells. The only known potential 

exploit is if the script is included in the name of a Kubernetes "Role" object* that is 

applied to a secured cluster. This object can be used by a user with access to the 

cluster or through a compromised third-party product. 

2025-05-27 5 CVE-2025-5198 

Red Hat--Red Hat 

Enterprise Linux 10 

A vulnerability was found in systemd-coredump. This flaw allows an attacker to 

force a SUID process to crash and replace it with a non-SUID binary to access the 

original's privileged process coredump, allowing the attacker to read sensitive data, 

such as /etc/shadow content, loaded by the original process. A SUID binary or 

process has a special type of permission, which allows the process to run with the 

file owner's permissions, regardless of the user executing the binary. This allows 

the process to access more restricted data than unprivileged users or processes 

would be able to. An attacker can leverage this flaw by forcing a SUID process to 

crash and force the Linux kernel to recycle the process PID before systemd-

coredump can analyze the /proc/pid/auxv file. If the attacker wins the race 

condition, they gain access to the original's SUID process coredump file. They can 

read sensitive content loaded into memory by the original binary, affecting data 

confidentiality. 

2025-05-30 4.7 CVE-2025-4598 

redis--redis 

Redis is an open source, in-memory database that persists on disk. In versions 

starting from 7.0.0 to before 8.0.2, a stack-based buffer overflow exists in redis-

check-aof due to the use of memcpy with strlen(filepath) when copying a user-

supplied file path into a fixed-size stack buffer. This allows an attacker to overflow 

the stack and potentially achieve code execution. This issue has been patched in 

version 8.0.2. 

2025-05-29 4.7 CVE-2025-27151 

Relevanssi--

Relevanssi A Better 

Search (Pro) 

The Relevanssi - A Better Search plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the Excerpt Highlights in all versions up to, and including, 

4.24.5 (Free) and 2.27.6 (Premium) due to insufficient input sanitization and output 

escaping. This makes it possible for unauthenticated attackers to inject arbitrary 

web scripts in pages that will execute whenever a user accesses an injected page. 

2025-05-31 4.7 CVE-2025-5016 

https://www.cve.org/CVERecord?id=CVE-2025-5142
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SIGB--PMB 
In SIGB PMB before 8.0.1.2, attackers can achieve Local File Inclusion and remote 

code execution. 
2025-05-27 6.4 CVE-2025-48744 

SIGB--PMB 
The installer in SIGB PMB before and fixed in v.8.0.1.2 allows remote code 

execution. 
2025-05-27 5.4 CVE-2025-48742 

SIGB--PMB SIGB PMB before 8.0.1.2 allows SQL injection. 2025-05-27 5.3 CVE-2025-48743 

smub--Easy Digital 

Downloads 

eCommerce 

Payments and 

Subscriptions 

made easy 

The Easy Digital Downloads - eCommerce Payments and Subscriptions made easy 

plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the plugin's 

edd_receipt shortcode in all versions up to, and including, 3.3.8.1 due to 

insufficient input sanitization and output escaping on user supplied attributes. This 

makes it possible for authenticated attackers, with contributor-level access and 

above, to inject arbitrary web scripts in pages that will execute whenever a user 

accesses an injected page. 

2025-05-29 6.4 CVE-2025-4670 

smub--Smash 

Balloon Social 

Photo Feed Easy 

Social Feeds Plugin 

The Smash Balloon Social Photo Feed - Easy Social Feeds Plugin plugin for 

WordPress is vulnerable to Stored Cross-Site Scripting via the `data-plugin` 

attribute in all versions up to, and including, 6.9.0 due to insufficient input 

sanitization and output escaping. This makes it possible for authenticated 

attackers, with Contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-05-29 5.4 CVE-2025-4583 

SourceCodester--

Client Database 

Management 

System 

A vulnerability, which was classified as critical, has been found in SourceCodester 

Client Database Management System 1.0. Affected by this issue is some unknown 

functionality of the file /superadmin_update_profile.php. The manipulation of the 

argument nickname/email leads to sql injection. The attack may be launched 

remotely. The exploit has been disclosed to the public and may be used. 

2025-05-26 4.7 CVE-2025-5207 

Spotlight--

Spotlight - Social 

Media Feeds 

(Premium) 

Insertion of Sensitive Information Into Sent Data vulnerability in Spotlight Spotlight 

- Social Media Feeds (Premium) allows Retrieve Embedded Sensitive Data.This 

issue affects Spotlight - Social Media Feeds (Premium): from n/a through 1.7.1. 

2025-05-26 5.3 CVE-2025-39498 

strapi--strapi 

Strapi is an open-source content management system. Prior to version 4.25.2, 

inputting a local domain into the Webhooks URL field leads to the application 

fetching itself, resulting in a server side request forgery (SSRF). This issue has been 

patched in version 4.25.2. 

2025-05-29 4.9 CVE-2024-52588 

Summer Pearl 

Group--Vacation 

Rental 

Management 

Platform 

A vulnerability has been found in Summer Pearl Group Vacation Rental 

Management Platform up to 1.0.1 and classified as critical. This vulnerability affects 

unknown code of the component Listing Handler. The manipulation leads to 

authorization bypass. The attack can be initiated remotely. Upgrading to version 

1.0.2 is able to address this issue. It is recommended to upgrade the affected 

component. 

2025-05-26 4.3 CVE-2025-5182 

Summer Pearl 

Group--Vacation 

Rental 

Management 

Platform 

A vulnerability was found in Summer Pearl Group Vacation Rental Management 

Platform up to 1.0.1. It has been classified as problematic. Affected is an unknown 

function of the component HTTP Response Header Handler. The manipulation 

leads to information disclosure. It is possible to launch the attack remotely. 

Upgrading to version 1.0.2 is able to address this issue. It is recommended to 

upgrade the affected component. 

2025-05-26 4.3 CVE-2025-5184 

Summer Pearl 

Group--Vacation 

Rental 

Management 

Platform 

A vulnerability was found in Summer Pearl Group Vacation Rental Management 

Platform up to 1.0.1. It has been declared as problematic. Affected by this 

vulnerability is an unknown functionality. The manipulation leads to cross-site 

request forgery. The attack can be launched remotely. Upgrading to version 1.0.2 is 

able to address this issue. It is recommended to upgrade the affected component. 

2025-05-26 4.3 CVE-2025-5185 

SUSE--Container 

suse/manager/5.0/

x86_64/server:5.0.

4.7.19.1 

A Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS) 

vulnerability in spacewalk-java allows execution of arbitrary Javascript code on 

target systems.This issue affects Container 

suse/manager/5.0/x86_64/server:5.0.4.7.19.1: from ? before 5.0.24-

2025-05-26 5.2 CVE-2025-23392 

https://www.cve.org/CVERecord?id=CVE-2025-48744
https://www.cve.org/CVERecord?id=CVE-2025-48742
https://www.cve.org/CVERecord?id=CVE-2025-48743
https://www.cve.org/CVERecord?id=CVE-2025-4670
https://www.cve.org/CVERecord?id=CVE-2025-4583
https://www.cve.org/CVERecord?id=CVE-2025-5207
https://www.cve.org/CVERecord?id=CVE-2025-39498
https://www.cve.org/CVERecord?id=CVE-2024-52588
https://www.cve.org/CVERecord?id=CVE-2025-5182
https://www.cve.org/CVERecord?id=CVE-2025-5184
https://www.cve.org/CVERecord?id=CVE-2025-5185
https://www.cve.org/CVERecord?id=CVE-2025-23392
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150600.3.25.1; Container suse/manager/5.0/x86_64/server:5.0.4.7.19.1: from ? 

before 5.0.24-150600.3.25.1; Container 

suse/manager/5.0/x86_64/server:5.0.4.7.19.1: from ? before 5.0.24-

150600.3.25.1; Container suse/manager/5.0/x86_64/server:5.0.4.7.19.1: from ? 

before 5.0.24-150600.3.25.1; SUSE Manager Server Module 4.3: from ? before 

4.3.85-150400.3.105.3; SUSE Manager Server Module 4.3: from ? before 4.3.85-

150400.3.105.3; SUSE Manager Server Module 4.3: from ? before 4.3.85-

150400.3.105.3; SUSE Manager Server Module 4.3: from ? before 4.3.85-

150400.3.105.3. 

SUSE--Container 

suse/manager/5.0/

x86_64/server:5.0.

4.7.19.1 

A Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS) 

vulnerability in  spacewalk-java allows execution of arbitrary Javascript code on 

users machines.This issue affects Container 

suse/manager/5.0/x86_64/server:5.0.4.7.19.1: from ? before 5.0.24-

150600.3.25.1; SUSE Manager Server Module 4.3: from ? before 4.3.85-

150400.3.105.3. 

2025-05-27 5.2 CVE-2025-23393 

SUSE--SUSE Linux 

Enterprise Micro 

5.3 

For a short time they PTY is set to mode 666, allowing any user on the system to 

connect to the screen session. 
2025-05-26 6 CVE-2025-46802 

syntactics--Free 

Booking Plugin for 

Hotels, 

Restaurants and 

Car Rentals 

eaSYNC Booking 

The Free Booking Plugin for Hotels, Restaurants and Car Rentals - eaSYNC Booking 

plugin for WordPress is vulnerable to Insecure Direct Object Reference in all 

versions up to, and including, 1.3.21 via the 'view_request_details' due to missing 

validation on a user controlled key. This makes it possible for unauthenticated 

attackers to view the details of any booking request. The vulnerability was partially 

patched in versions 1.3.18 and 1.3.21. 

2025-05-31 5.3 CVE-2025-4691 

TeleMessage--

service 

The TeleMessage service through 2025-05-05 configures Spring Boot Actuator with 

an exposed heap dump endpoint at a /heapdump URI, as exploited in the wild in 

May 2025. 

2025-05-28 5.3 CVE-2025-48927 

TeleMessage--

service 

The TeleMessage service through 2025-05-05 relies on the client side (e.g., the TM 

SGNL app) to do MD5 hashing, and then accepts the hash as the authentication 

credential, as exploited in the wild in May 2025. 

2025-05-28 4.3 CVE-2025-48925 

TeleMessage--

service 

The admin panel in the TeleMessage service through 2025-05-05 allows attackers 

to discover usernames, e-mail addresses, passwords, and telephone numbers, as 

exploited in the wild in May 2025. 

2025-05-28 4.3 CVE-2025-48926 

TeleMessage--

service 

The TeleMessage service through 2025-05-05 is based on a JSP application in which 

the heap content is roughly equivalent to a "core dump" in which a password 

previously sent over HTTP would be included in this dump, as exploited in the wild 

in May 2025. 

2025-05-28 4 CVE-2025-48928 

TeleMessage--

service 

The TeleMessage service through 2025-05-05 implements authentication through a 

long-lived credential (e.g., not a token with a short expiration time) that can be 

reused at a later date if discovered by an adversary, as exploited in the wild in May 

2025. 

2025-05-28 4 CVE-2025-48929 

thinkgem--JeeSite 

A vulnerability was found in thinkgem JeeSite up to 5.11.1. It has been rated as 

critical. Affected by this issue is the function ResourceLoader.getResource of the 

file /cms/fileTemplate/form of the component URI Scheme Handler. The 

manipulation of the argument Name leads to server-side request forgery. The 

attack may be launched remotely. The exploit has been disclosed to the public and 

may be used. 

2025-05-26 6.3 CVE-2025-5186 

timstrifler--

Exclusive Addons 

for Elementor 

The Exclusive Addons for Elementor plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the HTML attributes of the Countdown Timer Widget in all 

versions up to, and including, 2.7.9.1 due to insufficient input sanitization and 

output escaping. This makes it possible for authenticated attackers, with 

Contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-05-26 6.4 CVE-2025-4783 

https://www.cve.org/CVERecord?id=CVE-2025-23393
https://www.cve.org/CVERecord?id=CVE-2025-46802
https://www.cve.org/CVERecord?id=CVE-2025-4691
https://www.cve.org/CVERecord?id=CVE-2025-48927
https://www.cve.org/CVERecord?id=CVE-2025-48925
https://www.cve.org/CVERecord?id=CVE-2025-48926
https://www.cve.org/CVERecord?id=CVE-2025-48928
https://www.cve.org/CVERecord?id=CVE-2025-48929
https://www.cve.org/CVERecord?id=CVE-2025-5186
https://www.cve.org/CVERecord?id=CVE-2025-4783
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vllm-project--vllm 

vLLM, an inference and serving engine for large language models (LLMs), has a 

Regular Expression Denial of Service (ReDoS) vulnerability in the file 

`vllm/entrypoints/openai/tool_parsers/pythonic_tool_parser.py` of versions 0.6.4 

up to but excluding 0.9.0. The root cause is the use of a highly complex and nested 

regular expression for tool call detection, which can be exploited by an attacker to 

cause severe performance degradation or make the service unavailable. The 

pattern contains multiple nested quantifiers, optional groups, and inner repetitions 

which make it vulnerable to catastrophic backtracking. Version 0.9.0 contains a 

patch for the issue. 

2025-05-30 6.5 CVE-2025-48887 

vllm-project--vllm 

vLLM is an inference and serving engine for large language models (LLMs). In 

versions 0.8.0 up to but excluding 0.9.0, hitting the /v1/completions API with a 

invalid json_schema as a Guided Param kills the vllm server. This vulnerability is 

similar GHSA-9hcf-v7m4-6m2j/CVE-2025-48943, but for regex instead of a JSON 

schema. Version 0.9.0 fixes the issue. 

2025-05-30 6.5 CVE-2025-48942 

vllm-project--vllm 

vLLM is an inference and serving engine for large language models (LLMs). Version 

0.8.0 up to but excluding 0.9.0 have a Denial of Service (ReDoS) that causes the 

vLLM server to crash if an invalid regex was provided while using structured 

output. This vulnerability is similar to GHSA-6qc9-v4r8-22xg/CVE-2025-48942, but 

for regex instead of a JSON schema. Version 0.9.0 fixes the issue. 

2025-05-30 6.5 CVE-2025-48943 

vllm-project--vllm 

vLLM is an inference and serving engine for large language models (LLMs). In 

version 0.8.0 up to but excluding 0.9.0, the vLLM backend used with the 

/v1/chat/completions OpenAPI endpoint fails to validate unexpected or malformed 

input in the "pattern" and "type" fields when the tools functionality is invoked. 

These inputs are not validated before being compiled or parsed, causing a crash of 

the inference worker with a single request. The worker will remain down until it is 

restarted. Version 0.9.0 fixes the issue. 

2025-05-30 6.5 CVE-2025-48944 

vllm-project--vllm 

vLLM is an inference and serving engine for large language models (LLMs). In 

versions starting from 0.7.0 to before 0.9.0, in the file vllm/multimodal/hasher.py, 

the MultiModalHasher class has a security and data integrity issue in its image 

hashing method. Currently, it serializes PIL.Image.Image objects using only 

obj.tobytes(), which returns only the raw pixel data, without including metadata 

such as the image's shape (width, height, mode). As a result, two images of 

different sizes (e.g., 30x100 and 100x30) with the same pixel byte sequence could 

generate the same hash value. This may lead to hash collisions, incorrect cache 

hits, and even data leakage or security risks. This issue has been patched in version 

0.9.0. 

2025-05-29 4.2 CVE-2025-46722 

Wing--FTP Server 

A vulnerability has been found in Wing FTP Server up to 7.4.3 and classified as 

critical. Affected by this vulnerability is an unknown functionality of the component 

Lua Admin Console. The manipulation leads to execution with unnecessary 

privileges. The attack can be launched remotely. The complexity of an attack is 

rather high. The exploitation appears to be difficult. Upgrading to version 7.4.4 is 

able to address this issue. It is recommended to upgrade the affected component. 

The vendor explains: "[W]e do not consider it as a security vulnerability, because 

the system admin in WingFTP has full permissions [...], but you can suggest the 

user run WingFTP service as Normal User rather than SYSTEM/Root, it will be 

safer." 

2025-05-26 6.6 CVE-2025-5196 

wpdevteam--

Essential Blocks AI-

Powered Page 

Builder Gutenberg 

Blocks, Patterns & 

Templates 

The Essential Blocks - Page Builder Gutenberg Blocks, Patterns & Templates plugin 

for WordPress is vulnerable to Stored Cross-Site Scripting via HTML attributes in 

Slider and Post Carousel widgets in all versions up to, and including, 5.4.0 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-05-27 6.4 CVE-2025-4682 

wpextended--The 

Ultimate 

The WP Extended plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via SVG File uploads in all versions up to, and including, 3.0.15 due to insufficient 
2025-05-28 6.4 CVE-2025-4963 

https://www.cve.org/CVERecord?id=CVE-2025-48887
https://www.cve.org/CVERecord?id=CVE-2025-48942
https://www.cve.org/CVERecord?id=CVE-2025-48943
https://www.cve.org/CVERecord?id=CVE-2025-48944
https://www.cve.org/CVERecord?id=CVE-2025-46722
https://www.cve.org/CVERecord?id=CVE-2025-5196
https://www.cve.org/CVERecord?id=CVE-2025-4682
https://www.cve.org/CVERecord?id=CVE-2025-4963
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WordPress Toolkit 

WP Extended 

input sanitization and output escaping. This makes it possible for authenticated 

attackers, with Author-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses the SVG file. 

wproyal--Royal 

Elementor Addons 

and Templates 

The Royal Elementor Addons and Templates plugin for WordPress is vulnerable to 

Stored Cross-Site Scripting via the '_elementor_data' parameter in all versions up 

to, and including, 1.7.1020 due to insufficient input sanitization and output 

escaping. This makes it possible for authenticated attackers, with Contributor-level 

access and above, to inject arbitrary web scripts in pages that will execute 

whenever a user accesses an injected page. 

2025-05-31 6.4 CVE-2025-3813 

WSO2--WSO2 

Open Banking AM 

An incorrect authorization vulnerability exists in multiple WSO2 products due to a 

flaw in the SOAP admin service, which allows user account creation regardless of 

the self-registration configuration settings. This vulnerability enables malicious 

actors to create new user accounts without proper authorization. Exploitation of 

this flaw could allow an attacker to create multiple low-privileged user accounts, 

gaining unauthorized access to the system. Additionally, continuous exploitation 

could lead to system resource exhaustion through mass user creation. 

2025-05-30 4.3 CVE-2024-7097 

WSO2--WSO2 

Open Banking IAM 

A privilege escalation vulnerability exists in multiple [Vendor Name] products due 

to a business logic flaw in SOAP admin services. A malicious actor can create a new 

user with elevated permissions only when all of the following conditions are met: * 

SOAP admin services are accessible to the attacker. * The deployment includes an 

internally used attribute that is not part of the default WSO2 product 

configuration. * At least one custom role exists with non-default permissions. * The 

attacker has knowledge of the custom role and the internal attribute used in the 

deployment. Exploiting this vulnerability allows malicious actors to assign higher 

privileges to self-registered users, bypassing intended access control mechanisms. 

2025-05-30 4.2 CVE-2024-7096 

yangshare --

warehouseManage

r 

A vulnerability, which was classified as problematic, was found in yangshare 

æŠ€æœ¯æ•¨å·¥ warehouseManager ä»“åº“ç®¡ç•†ç³»ç»Ÿ 1.0. This affects an 

unknown part. The manipulation leads to improper access controls. It is possible to 

initiate the attack remotely. The exploit has been disclosed to the public and may 

be used. The vendor was contacted early about this disclosure but did not respond 

in any way. 

2025-05-26 5.3 CVE-2025-5163 
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Dell--Dell Storage 

Center - Dell 

Storage Manager 

Dell Storage Center - Dell Storage Manager, version(s) 20.0.21, contain(s) an 

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 

vulnerability. An unauthenticated attacker with adjacent network access could 

potentially exploit this vulnerability, leading to Script injection. 

2025-05-06 3.5 CVE-2025-22479 

Dell--Dell Storage 

Center - Dell 

Storage Manager 

Dell Storage Center - Dell Storage Manager, version(s) 21.0.20, contain(s) an 

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability. An unauthenticated attacker with adjacent network access 

could potentially exploit this vulnerability, leading to Script injection. 

2025-05-06 3.5 CVE-2025-23379 

Dgitro--NGC 

Explorer 

A vulnerability has been found in DÃgitro NGC Explorer 3.44.15 and classified as 

problematic. This vulnerability affects unknown code of the component Password 

Transmission Handler. The manipulation leads to client-side enforcement of server-

side security. The attack can be initiated remotely. The complexity of an attack is 

rather high. The exploitation appears to be difficult. The vendor was contacted 

early about this disclosure but did not respond in any way. 

2025-05-11 3.7 CVE-2025-4527 

discourse--

discourse-code-

review 

The Discourse Code Review Plugin allows users to review GitHub commits on 

Discourse. Prior to commit eed3a80, an attacker can execute arbitrary JavaScript 

on users' browsers by posting links to malicious GitHub commits. This problem is 

patched in commit eed3a80 of the discourse-code-review plugin. As a workaround, 

one may disable the plugin. 

2025-05-07 3.1 CVE-2025-46824 

erlang--otp 

Erlang/OTP is a set of libraries for the Erlang programming language. In versions 

prior to OTP-27.3.4 (for OTP-27), OTP-26.2.5.12 (for OTP-26), and OTP-25.3.2.21 

(for OTP-25), Erlang/OTP SSH fails to enforce strict KEX handshake hardening 

measures by allowing optional messages to be exchanged. This allows a Man-in-

the-Middle attacker to inject these messages in a connection during the 

handshake. This issue has been patched in versions OTP-27.3.4 (for OTP-27), OTP-

26.2.5.12 (for OTP-26), and OTP-25.3.2.21 (for OTP-25). 

2025-05-08 3.7 CVE-2025-46712 

fp2952--spring-

cloud-base 

A vulnerability was found in fp2952 spring-cloud-base up to 

7f050dc6db9afab82c5ce1d41cd74ed255ec9bfa. It has been declared as 

problematic. Affected by this vulnerability is the function sendBack of the file 

/spring-cloud-base-master/auth-center/auth-center-

provider/src/main/java/com/peng/auth/provider/config/web/MvcController.java 

of the component HTTP Header Handler. The manipulation of the argument 

Referer leads to open redirect. The attack can be launched remotely. The exploit 

has been disclosed to the public and may be used. This product takes the approach 

of rolling releases to provide continious delivery. Therefore, version details for 

affected and updated releases are not available. 

2025-05-06 3.5 CVE-2025-4328 

Freeebird--Hotel 

API 

A vulnerability, which was classified as problematic, has been found in Freeebird 

Hotel é…’åº—ç®¡ç•†ç³»ç»Ÿ API up to 1.2. Affected by this issue is some unknown 

functionality of the file 

/src/main/java/cn/mafangui/hotel/tool/SessionInterceptor.java. The manipulation 

leads to permissive cross-domain policy with untrusted domains. The attack may 

be launched remotely. The complexity of an attack is rather high. The exploitation 

is known to be difficult. The exploit has been disclosed to the public and may be 

used. 

2025-05-11 3.1 CVE-2025-4542 

Intelbras--

InControl 

A vulnerability was found in Intelbras InControl up to 2.21.59. It has been classified 

as problematic. Affected is an unknown function of the component Dispositivos 

EdiÃ§Ã£o Page. The manipulation of the argument Senha de ComunicaÃ§Ã£o leads 

to unprotected storage of credentials. It is possible to launch the attack remotely. 

The exploit has been disclosed to the public and may be used. According to the 

vendor this issue should be fixed in a later release. 

2025-05-05 2.7 CVE-2025-4286 

https://www.cve.org/CVERecord?id=CVE-2025-22479
https://www.cve.org/CVERecord?id=CVE-2025-23379
https://www.cve.org/CVERecord?id=CVE-2025-4527
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https://www.cve.org/CVERecord?id=CVE-2025-4328
https://www.cve.org/CVERecord?id=CVE-2025-4542
https://www.cve.org/CVERecord?id=CVE-2025-4286
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JAdmin-JAVA--

JAdmin 

A vulnerability has been found in JAdmin-JAVA JAdmin 1.0 and classified as 

problematic. Affected by this vulnerability is an unknown functionality of the file 

/memoAjax/save. The manipulation of the argument ID leads to cross site scripting. 

The attack can be launched remotely. The exploit has been disclosed to the public 

and may be used. 

2025-05-10 3.5 CVE-2025-4495 

keystonejs--

keystone 

Keystone is a content management system for Node.js. Prior to version 6.5.0, 

`{field}.isFilterable` access control can be bypassed in `update` and `delete` 

mutations by adding additional unique filters. These filters can be used as an oracle 

to probe the existence or value of otherwise unreadable fields. Specifically, when a 

mutation includes a `where` clause with multiple unique filters (e.g. `id` and 

`email`), Keystone will attempt to match records even if filtering by the latter fields 

would normally be rejected by `field.isFilterable` or `list.defaultIsFilterable`. This 

can allow malicious actors to infer the presence of a particular field value when a 

filter is successful in returning a result. This affects any project relying on the 

default or dynamic `isFilterable` behavior (at the list or field level) to prevent 

external users from using the filtering of fields as a discovery mechanism. While 

this access control is respected during `findMany` operations, it was not 

completely enforced during `update` and `delete` mutations when accepting more 

than one unique `where` values in filters. This has no impact on projects using 

`isFilterable: false` or `defaultIsFilterable: false` for sensitive fields, or for those 

who have otherwise omitted filtering by these fields from their GraphQL schema. 

This issue has been patched in `@keystone-6/core` version 6.5.0. To mitigate this 

issue in older versions where patching is not a viable pathway, set `isFilterable: 

false` statically for relevant fields to prevent filtering by them earlier in the access 

control pipeline (that is, don't use functions); set `{field}.graphql.omit.read: true` 

for relevant fields, which implicitly removes filtering by these fields from the 

GraphQL schema; and/or deny `update` and `delete` operations for the relevant 

lists completely. 

2025-05-05 3.1 CVE-2025-46720 

libplctag--libplctag 
Out-of-bounds Read vulnerability in unpack_response (session.c) in libplctag from 

2.0 through 2.6.3 allows Overread Buffers via network. 
2025-05-07 3.1 CVE-2025-1399 

libplctag--libplctag 
Out-of-bounds Read vulnerability in unpack_response (conn.c) in libplctag from 2.0 

through 2.6.3 allows Overread Buffers via network. 
2025-05-07 3.1 CVE-2025-1400 

n/a--ContiNew 

Admin 

A vulnerability, which was classified as problematic, was found in ContiNew Admin 

up to 3.6.0. Affected is an unknown function of the file /dev-api/common/file. The 

manipulation of the argument File leads to cross site scripting. It is possible to 

launch the attack remotely. The exploit has been disclosed to the public and may 

be used. The vendor was contacted early about this disclosure but did not respond 

in any way. 

2025-05-11 3.5 CVE-2025-4551 

n/a--JeecgBoot 

A vulnerability classified as problematic was found in JeecgBoot up to 3.8.0. This 

vulnerability affects the function unzipFile of the file /jeecg-

boot/airag/knowledge/doc/import/zip of the component Document Library 

Upload. The manipulation of the argument File leads to resource consumption. The 

attack can be initiated remotely. The exploit has been disclosed to the public and 

may be used. 

2025-05-11 2.7 CVE-2025-4533 

n/a--MRCMS 

A vulnerability has been found in MRCMS 3.1.3 and classified as problematic. 

Affected by this vulnerability is an unknown functionality of the file 

/admin/user/edit.do of the component Edit User Page. The manipulation of the 

argument Username leads to cross site scripting. The attack can be launched 

remotely. The exploit has been disclosed to the public and may be used. 

2025-05-05 2.4 CVE-2025-4292 

n/a--MRCMS 

A vulnerability was found in MRCMS 3.1.3 and classified as problematic. Affected 

by this issue is some unknown functionality of the file /admin/group/edit.do of the 

component Group Edit Page. The manipulation leads to cross site scripting. The 

attack may be launched remotely. The exploit has been disclosed to the public and 

may be used. 

2025-05-05 2.4 CVE-2025-4293 

https://www.cve.org/CVERecord?id=CVE-2025-4495
https://www.cve.org/CVERecord?id=CVE-2025-46720
https://www.cve.org/CVERecord?id=CVE-2025-1399
https://www.cve.org/CVERecord?id=CVE-2025-1400
https://www.cve.org/CVERecord?id=CVE-2025-4551
https://www.cve.org/CVERecord?id=CVE-2025-4533
https://www.cve.org/CVERecord?id=CVE-2025-4292
https://www.cve.org/CVERecord?id=CVE-2025-4293
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n/a--MRCMS 

A vulnerability, which was classified as problematic, has been found in MRCMS 

3.1.2. Affected by this issue is some unknown functionality of the component Edit 

Article Page. The manipulation of the argument Title leads to cross site scripting. 

The attack may be launched remotely. The exploit has been disclosed to the public 

and may be used. 

2025-05-06 2.4 CVE-2025-4323 

n/a--MRCMS 

A vulnerability, which was classified as problematic, was found in MRCMS 3.1.2. 

This affects an unknown part of the file /admin/link/edit.do of the component 

External Link Management Page. The manipulation leads to cross site scripting. It is 

possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. 

2025-05-06 2.4 CVE-2025-4324 

n/a--MRCMS 

A vulnerability has been found in MRCMS 3.1.2 and classified as problematic. This 

vulnerability affects unknown code of the file /admin/category/add.do of the 

component Category Management Page. The manipulation of the argument Name 

leads to cross site scripting. The attack can be initiated remotely. The exploit has 

been disclosed to the public and may be used. 

2025-05-06 2.4 CVE-2025-4325 

n/a--MRCMS 

A vulnerability was found in MRCMS 3.1.2 and classified as problematic. This issue 

affects some unknown processing of the file /admin/chip/add.do of the 

component Add Fragment Page. The manipulation leads to cross site scripting. The 

attack may be initiated remotely. The exploit has been disclosed to the public and 

may be used. 

2025-05-06 2.4 CVE-2025-4326 

n/a--PyTorch 

A vulnerability was found in PyTorch 2.6.0+cu124. It has been rated as problematic. 

Affected by this issue is the function torch.cuda.nccl.reduce of the file 

torch/cuda/nccl.py. The manipulation leads to denial of service. It is possible to 

launch the attack on the local host. The exploit has been disclosed to the public 

and may be used. The patch is identified as 

5827d2061dcb4acd05ac5f8e65d8693a481ba0f5. It is recommended to apply a 

patch to fix this issue. 

2025-05-05 3.3 CVE-2025-4287 

n/a--SeaCMS 

A vulnerability classified as problematic was found in SeaCMS 13.2. This 

vulnerability affects unknown code of the file /admin_paylog.php. The 

manipulation of the argument cstatus leads to cross site scripting. The attack can 

be initiated remotely. The exploit has been disclosed to the public and may be 

used. 

2025-05-05 3.5 CVE-2025-4256 

n/a--SeaCMS 

A vulnerability, which was classified as problematic, has been found in SeaCMS 

13.2. This issue affects some unknown processing of the file /admin_pay.php. The 

manipulation of the argument cstatus leads to cross site scripting. The attack may 

be initiated remotely. The exploit has been disclosed to the public and may be 

used. 

2025-05-05 3.5 CVE-2025-4257 

OpenHarmony--

OpenHarmony 

in OpenHarmony v5.0.3 and prior versions allow a local attacker case DOS through 

missing release of memory. 
2025-05-06 3.3 CVE-2025-22886 

OpenHarmony--

OpenHarmony 

in OpenHarmony v5.0.3 and prior versions allow a local attacker cause DOS 

through buffer overflow. 
2025-05-06 3.3 CVE-2025-25052 

OpenHarmony--

OpenHarmony 

in OpenHarmony v5.0.3 and prior versions allow a local attacker case DOS through 

NULL pointer dereference. 
2025-05-06 3.3 CVE-2025-25218 

OpenHarmony--

OpenHarmony 

in OpenHarmony v5.0.3 and prior versions allow a local attacker arbitrary code 

execution in pre-installed apps through out-of-bounds write. This vulnerability can 

be exploited only in restricted scenarios. 

2025-05-06 3.8 CVE-2025-27132 

OpenHarmony--

OpenHarmony 

in OpenHarmony v5.0.3 and prior versions allow a local attacker case DOS through 

NULL pointer dereference. 
2025-05-06 3.3 CVE-2025-27241 

OpenHarmony--

OpenHarmony 

in OpenHarmony v5.0.3 and prior versions allow a local attacker case DOS through 

NULL pointer dereference. 
2025-05-06 3.3 CVE-2025-27248 

https://www.cve.org/CVERecord?id=CVE-2025-4323
https://www.cve.org/CVERecord?id=CVE-2025-4324
https://www.cve.org/CVERecord?id=CVE-2025-4325
https://www.cve.org/CVERecord?id=CVE-2025-4326
https://www.cve.org/CVERecord?id=CVE-2025-4287
https://www.cve.org/CVERecord?id=CVE-2025-4256
https://www.cve.org/CVERecord?id=CVE-2025-4257
https://www.cve.org/CVERecord?id=CVE-2025-22886
https://www.cve.org/CVERecord?id=CVE-2025-25052
https://www.cve.org/CVERecord?id=CVE-2025-25218
https://www.cve.org/CVERecord?id=CVE-2025-27132
https://www.cve.org/CVERecord?id=CVE-2025-27241
https://www.cve.org/CVERecord?id=CVE-2025-27248
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OpenStack--Ironic 

OpenStack Ironic before 29.0.1 can write unintended files to a target node disk 

during image handling (if a deployment was performed via the API). A malicious 

project assigned as a node owner can provide a path to any local file (readable by 

ironic-conductor), which may then be written to the target node disk. This is 

difficult to exploit in practice, because a node deployed in this manner should 

never reach the ACTIVE state, but it still represents a danger in environments 

running with non-default, insecure configurations such as with automated cleaning 

disabled. The fixed versions are 24.1.3, 26.1.1, and 29.0.1. 

2025-05-08 2.8 CVE-2025-44021 

q2apro--q2apro-

on-site-

notifications 

A vulnerability, which was classified as problematic, was found in q2apro q2apro-

on-site-notifications up to 1.4.6. This affects the function process_request of the 

file q2apro-onsitenotifications-page.php. The manipulation leads to cross site 

scripting. It is possible to initiate the attack remotely. Upgrading to version 1.4.8 is 

able to address this issue. The patch is named 

0ca85ca02f8aceb661e9b71fd229c45d388ea5b5. It is recommended to upgrade the 

affected component. 

2025-05-07 3.5 CVE-2023-7303 

rennf93--fastapi-

guard 

FastAPI Guard is a security library for FastAPI that provides middleware to control 

IPs, log requests, and detect penetration attempts. An HTTP header injection 

vulnerability has been identified in versions prior to 2.0.0. By manipulating the X-

Forwarded-For header, an attacker can potentially inject arbitrary IP addresses into 

the request. This vulnerability can allow attackers to bypass IP-based access 

controls, mislead logging systems, and impersonate trusted clients. It is especially 

impactful when the application relies on the X-Forwarded-For header for IP-based 

authorization or authentication. Users should upgrade to FastAPI Guard version 

2.0.0 to receive a fix. 

2025-05-06 3.4 CVE-2025-46814 

Samsung Mobile--

Samsung Notes 

Use of implicit intent for sensitive communication in translation in Samsung Notes 

prior to version 4.4.29.23 allows local attackers to get sensitive information. User 

interaction is required for triggering this vulnerability. 

2025-05-07 3.3 CVE-2025-20977 

SourceCodester--

Online Student 

Clearance System 

A vulnerability classified as problematic has been found in SourceCodester Online 

Student Clearance System 1.0. Affected is an unknown function of the file 

/admin/add-admin.php. The manipulation of the argument Username leads to 

cross site scripting. It is possible to launch the attack remotely. The exploit has 

been disclosed to the public and may be used. 

2025-05-09 2.4 CVE-2025-4469 

SourceCodester--

Online Student 

Clearance System 

A vulnerability classified as problematic was found in SourceCodester Online 

Student Clearance System 1.0. Affected by this vulnerability is an unknown 

functionality of the file /admin/add-student.php. The manipulation of the 

argument Fullname leads to cross site scripting. The attack can be launched 

remotely. The exploit has been disclosed to the public and may be used. Other 

parameters might be affected as well. 

2025-05-09 2.4 CVE-2025-4470 

SourceCodester--

Web-based 

Pharmacy Product 

Management 

System 

A vulnerability was found in SourceCodester Web-based Pharmacy Product 

Management System 1.0. It has been rated as problematic. Affected by this issue is 

some unknown functionality of the component Add User Page. The manipulation 

leads to cross site scripting. The attack may be launched remotely. The exploit has 

been disclosed to the public and may be used. Multiple parameters might be 

affected. 

2025-05-11 2.4 CVE-2025-4547 

SunGrow--

Logger1000 

A vulnerability, which was classified as problematic, has been found in SunGrow 

Logger1000 01_A. This issue affects some unknown processing. The manipulation 

leads to weak password requirements. The attack may be initiated remotely. The 

complexity of an attack is rather high. The exploitation is known to be difficult. The 

exploit has been disclosed to the public and may be used. The vendor was 

contacted early about this disclosure but did not respond in any way. 

2025-05-11 3.7 CVE-2025-4534 

TOTOLINK--

N150RT 
A vulnerability classified as problematic has been found in TOTOLINK N150RT 3.4.0-

B20190525. This affects an unknown part of the component URL Filtering Page. 
2025-05-09 2.4 CVE-2025-4460 

https://www.cve.org/CVERecord?id=CVE-2025-44021
https://www.cve.org/CVERecord?id=CVE-2023-7303
https://www.cve.org/CVERecord?id=CVE-2025-46814
https://www.cve.org/CVERecord?id=CVE-2025-20977
https://www.cve.org/CVERecord?id=CVE-2025-4469
https://www.cve.org/CVERecord?id=CVE-2025-4470
https://www.cve.org/CVERecord?id=CVE-2025-4547
https://www.cve.org/CVERecord?id=CVE-2025-4534
https://www.cve.org/CVERecord?id=CVE-2025-4460
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The manipulation leads to cross site scripting. It is possible to initiate the attack 

remotely. The exploit has been disclosed to the public and may be used. 

TOTOLINK--

N150RT 

A vulnerability classified as problematic was found in TOTOLINK N150RT 3.4.0-

B20190525. This vulnerability affects unknown code of the component Virtual 

Server Page. The manipulation leads to cross site scripting. The attack can be 

initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-05-09 2.4 CVE-2025-4461 

yangzongzhuan--

RuoYi-Vue 

A vulnerability was found in yangzongzhuan RuoYi-Vue up to 3.8.9 and classified as 

problematic. Affected by this issue is some unknown functionality of the file ruoyi-

ui/jsencrypt.js and ruoyi-ui/login.vue of the component Password Handler. The 

manipulation leads to cleartext storage of sensitive information in a cookie. The 

attack may be launched remotely. The complexity of an attack is rather high. The 

exploitation is known to be difficult. The exploit has been disclosed to the public 

and may be used. 

2025-05-11 3.1 CVE-2025-4537 

calmkart--Django-

sso-server 

A vulnerability classified as problematic was found in calmkart Django-sso-server 

up to 057247929a94ffc358788a37ab99e391379a4d15. This vulnerability affects 

the function gen_rsa_keys of the file common/crypto.py. The manipulation leads 

to inadequate encryption strength. The attack can be initiated remotely. The 

complexity of an attack is rather high. The exploitation appears to be difficult. This 

product is using a rolling release to provide continious delivery. Therefore, no 

version details for affected nor updated releases are available. 

2025-05-18 3.7 CVE-2025-4894 

Cloud Foundry--

UAA 

Cloud Foundry UAA release versions from v77.21.0 to v7.31.0 are vulnerable to a 

private key exposure in logs. 
2025-05-13 3 CVE-2025-22246 

code-projects--

Employee Record 

System 

A vulnerability, which was classified as problematic, has been found in code-

projects Employee Record System 1.0. Affected by this issue is some unknown 

functionality of the file dashboard\edit_employee.php. The manipulation of the 

argument employeed_id/first_name/middle_name/last_name leads to cross site 

scripting. The attack may be launched remotely. The exploit has been disclosed to 

the public and may be used. 

2025-05-16 3.5 CVE-2025-4744 

code-projects--

Employee Record 

System 

A vulnerability, which was classified as problematic, was found in code-projects 

Employee Record System 1.0. This affects an unknown part of the file 

current_employees.php. The manipulation of the argument 

employeed_id/first_name/middle_name/last_name leads to cross site scripting. It 

is possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. 

2025-05-16 3.5 CVE-2025-4745 

D-Link--DAP-2695 

A vulnerability was found in D-Link DAP-2695 120b36r137_ALL_en_20210528. It 

has been declared as problematic. This vulnerability affects unknown code of the 

file /adv_arpspoofing.php of the component ARP Spoofing Prevention Page. The 

manipulation of the argument harp_mac leads to cross site scripting. The attack 

can be initiated remotely. The exploit has been disclosed to the public and may be 

used. Other parameters might be affected as well. This vulnerability only affects 

products that are no longer supported by the maintainer. 

2025-05-18 2.4 CVE-2025-4858 

D-Link--DAP-2695 

A vulnerability was found in D-Link DAP-2695 120b36r137_ALL_en_20210528. It 

has been rated as problematic. This issue affects some unknown processing of the 

file /adv_macbypass.php of the component MAC Bypass Settings Page. The 

manipulation of the argument f_mac leads to cross site scripting. The attack may 

be initiated remotely. The exploit has been disclosed to the public and may be 

used. Other parameters might be affected as well. This vulnerability only affects 

products that are no longer supported by the maintainer. 

2025-05-18 2.4 CVE-2025-4859 

D-Link--DAP-2695 

A vulnerability classified as problematic has been found in D-Link DAP-2695 

120b36r137_ALL_en_20210528. Affected is an unknown function of the file 

/adv_dhcps.php of the component Static Pool Settings Page. The manipulation of 

the argument f_mac leads to cross site scripting. It is possible to launch the attack 

remotely. The exploit has been disclosed to the public and may be used. Other 

2025-05-18 2.4 CVE-2025-4860 

https://www.cve.org/CVERecord?id=CVE-2025-4461
https://www.cve.org/CVERecord?id=CVE-2025-4537
https://www.cve.org/CVERecord?id=CVE-2025-4894
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https://www.cve.org/CVERecord?id=CVE-2025-4744
https://www.cve.org/CVERecord?id=CVE-2025-4745
https://www.cve.org/CVERecord?id=CVE-2025-4858
https://www.cve.org/CVERecord?id=CVE-2025-4859
https://www.cve.org/CVERecord?id=CVE-2025-4860
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parameters might be affected as well. This vulnerability only affects products that 

are no longer supported by the maintainer. 

Fortinet--

FortiClientMac 

An improper isolation or compartmentalization vulnerability [CWE-653] in 

FortiClientMac version 7.4.2 and below, version 7.2.8 and below, 7.0 all versions 

and FortiVoiceUCDesktop 3.0 all versions desktop application may allow an 

authenticated attacker to inject code via Electron environment variables. 

2025-05-13 2.3 CVE-2024-35281 

GNU--PSPP 

libpspp-core.a in GNU PSPP through 2.0.1 has an incorrect call from fill_buffer (in 

data/encrypted-file.c) to the Gnulib rijndaelDecrypt function, leading to a heap-

based buffer over-read. 

2025-05-16 2.9 CVE-2025-48188 

Hitachi--JP1/IT 

Desktop 

Management 2 - 

Smart Device 

Manager 

Information Exposure vulnerability in Hitachi JP1/IT Desktop Management 2 - 

Smart Device Manager on Windows.This issue affects JP1/IT Desktop Management 

2 - Smart Device Manager: from 12-00 before 12-00-08, from 11-10 through 11-10-

08, from 11-00 through 11-00-05, from 10-50 through 10-50-06. 

2025-05-15 3.9 CVE-2025-27525 

itwanger--

paicoding 

A vulnerability has been found in itwanger paicoding 1.0.0/1.0.1/1.0.2/1.0.3 and 

classified as problematic. Affected by this vulnerability is an unknown functionality 

of the file /paicoding-

core/src/main/java/com/github/paicoding/forum/core/util/CrossUtil.java. The 

manipulation leads to permissive cross-domain policy with untrusted domains. The 

attack can be launched remotely. The complexity of an attack is rather high. The 

exploitation appears to be difficult. The exploit has been disclosed to the public 

and may be used. 

2025-05-17 3.1 CVE-2025-4839 

Mattermost--

Mattermost 

Mattermost versions 10.5.x <= 10.5.3, 9.11.x <= 9.11.11 fail to check 

`RestrictSystemAdmin` setting if user doesn't have access to `ExperimentalSettings` 

which allows a System Manager to access `ExperimentSettings` when 

`RestrictSystemAdmin` is true via System Console. 

2025-05-15 2.7 CVE-2025-2570 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Uncontrolled resource consumption for some Edge Orchestrator software for 

Intel(R) Tiberâ„¢ Edge Platform may allow an authenticated user to potentially 

enable denial of service via adjacent access. 

2025-05-13 3.5 CVE-2025-20057 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Uncontrolled resource consumption for some Edge Orchestrator software for 

Intel(R) Tiberâ„¢ Edge Platform may allow an authenticated user to potentially 

enable denial of service via adjacent access. 

2025-05-13 3.5 CVE-2025-20084 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Improper conditions check for some Edge Orchestrator software for Intel(R) 

Tiberâ„¢ Edge Platform may allow an authenticated user to potentially enable 

denial of service via adjacent access. 

2025-05-13 3.5 CVE-2025-22848 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Incorrect execution-assigned permissions for some Edge Orchestrator software for 

Intel(R) Tiberâ„¢ Edge Platform may allow an authenticated user to potentially 

enable escalation of privilege via adjacent access. 

2025-05-13 3.5 CVE-2025-23233 

n/a--Edge 

Orchestrator 

software for 

Intel(R) Tiber Edge 

Platform 

Exposure of sensitive information to an unauthorized actor for some Edge 

Orchestrator software for Intel(R) Tiberâ„¢ Edge Platform may allow an 

authenticated user to potentially enable information disclosure via adjacent 

access. 

2025-05-13 2.6 CVE-2025-20030 

https://www.cve.org/CVERecord?id=CVE-2024-35281
https://www.cve.org/CVERecord?id=CVE-2025-48188
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n/a--Intel(R) 

Graphics Driver 

software 

Out-of-bounds read for some Intel(R) Graphics Driver software may allow an 

authenticated user to potentially enable information disclosure via local access. 
2025-05-13 3.8 CVE-2024-31150 

n/a--Meteor 

A vulnerability was found in Meteor up to 3.2.1 and classified as problematic. This 

issue affects the function Object.assign of the file packages/ddp-

server/livedata_server.js. The manipulation of the argument forwardedFor leads to 

inefficient regular expression complexity. The attack may be initiated remotely. 

The complexity of an attack is rather high. The exploitation is known to be difficult. 

The exploit has been disclosed to the public and may be used. Upgrading to version 

3.2.2 is able to address this issue. The identifier of the patch is 

f7ea6817b90952baaea9baace2a3b4366fee6a63. It is recommended to upgrade 

the affected component. 

2025-05-15 3.7 CVE-2025-4727 

nextcloud--

security-advisories 

Nextcloud Server is a self hosted personal cloud system. In Nextcloud Server prior 

to 29.0.13, 30.0.7, and 31.0.1 and Nextcloud Enterprise Server prior to 26.0.13.13, 

27.1.11.13, 28.0.14.4, 29.0.13, 30.0.7, and 31.0.1, an attacker on a multi-user 

system may read temporary files from Nextcloud running with a different user 

account, or run a symlink attack. Nextcloud Server versions 29.0.13, 30.0.7, and 

31.0.1 and Nextcloud Enterprise Server 26.0.13.13, 27.1.11.13, 28.0.14.4, 29.0.13, 

30.0.7, and 31.0.1 fix the issue. No known workarounds are available. 

2025-05-16 2.6 CVE-2025-47794 

nodejs--undici 

Undici is an HTTP/1.1 client for Node.js. Prior to versions 5.29.0, 6.21.2, and 7.5.0, 

applications that use undici to implement a webhook-like system are vulnerable. If 

the attacker set up a server with an invalid certificate, and they can force the 

application to call the webhook repeatedly, then they can cause a memory leak. 

This has been patched in versions 5.29.0, 6.21.2, and 7.5.0. As a workaound, avoid 

calling a webhook repeatedly if the webhook fails. 

2025-05-15 3.1 CVE-2025-47279 

O2 UK--O2 

O2 UK before 2025-05-19 allows subscribers to determine the Cell ID of other 

subscribers by initiating an IMS (IP Multimedia Subsystem) call and then reading 

the utran-cell-id-3gpp field of a Cellular-Network-Info SIP header, aka an ECI (E-

UTRAN Cell Identity) leak. The Cell ID might be usable to identify a cell location via 

crowdsourced data, and might correspond to a small physical area (e.g., if the 

called party is in a city centre). Removal of the Cellular-Network-Info header is 

mentioned in section 4.4.19 of ETSI TS 124 229. 

2025-05-18 3.5 CVE-2025-48219 

Phoenix--

SecureCore 

Technology 4 

Improper Check for Unusual or Exceptional Conditions vulnerability in Phoenix 

SecureCore Technology 4 allows Input Data Manipulation.This issue affects 

SecureCore Technology 4: from 4.0.1.0 before 4.0.1.1018, from 4.1.0.1 before 

4.1.0.573, from 4.2.0.1 before 4.2.0.338, from 4.2.1.1 before 4.2.1.300, from 

4.3.0.1 before 4.3.0.244, from 4.3.1.1 before 4.3.1.187, from 4.4.0.1 before 

4.4.0.299, from 4.5.0.1 before 4.5.0.231, from 4.5.1.1 before 4.5.1.103, from 

4.5.5.1 before 4.5.5.36, from 4.6.0.1 before 4.6.0.67. 

2025-05-13 3.3 CVE-2024-12533 

SAP_SE--SAP 

Supplier 

Relationship 

Management (Live 

Auction Cockpit) 

The Live Auction Cockpit in SAP Supplier Relationship Management (SRM) uses a 

deprecated java applet component within the affected SRM stack to accept binary 

Java objects in specific encoding format. On successful exploitation, an 

authenticated attacker with high privileges could send malicious payload request 

and receive an outbound DNS request, resulting in deserialization of data in the 

application. This vulnerability has low impact on confidentiality, integrity and 

availability of the application. 

2025-05-13 3.9 CVE-2025-30012 

Schweitzer 

Engineering 

Laboratories--SEL 

Blueframe OS 

An authenticated administrator could modify the Created By username for a user 

account 
2025-05-12 2.7 CVE-2025-46744 

Schweitzer 

Engineering 

An authenticated user attempting to change their password could do so without 

using the current password. 
2025-05-12 2.7 CVE-2025-46748 

https://www.cve.org/CVERecord?id=CVE-2024-31150
https://www.cve.org/CVERecord?id=CVE-2025-4727
https://www.cve.org/CVERecord?id=CVE-2025-47794
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https://www.cve.org/CVERecord?id=CVE-2025-48219
https://www.cve.org/CVERecord?id=CVE-2024-12533
https://www.cve.org/CVERecord?id=CVE-2025-30012
https://www.cve.org/CVERecord?id=CVE-2025-46744
https://www.cve.org/CVERecord?id=CVE-2025-46748
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Laboratories--SEL 

Blueframe OS 

Siemens--Mendix 

OIDC SSO (Mendix 

10 compatible) 

A vulnerability has been identified in Mendix OIDC SSO (Mendix 10 compatible) (All 

versions < V4.0.0), Mendix OIDC SSO (Mendix 9 compatible) (All versions). The 

Mendix OIDC SSO module grants read and write access to all tokens exclusively to 

the Administrator role and could result in privilege misuse by an adversary 

modifying the module during Mendix development. 

2025-05-13 2.2 CVE-2025-40571 

Spring--Spring 

Framework 

CVE-2024-38820 ensured Locale-independent, lowercase conversion for both the 

configured disallowedFields patterns and for request parameter names. However, 

there are still cases where it is possible to bypass the disallowedFields checks. 

Affected Spring Products and Versions Spring Framework: * 6.2.0 - 6.2.6 * 6.1.0 - 

6.1.19 * 6.0.0 - 6.0.27 * 5.3.0 - 5.3.42 * Older, unsupported versions are also 

affected Mitigation Users of affected versions should upgrade to the corresponding 

fixed version. Affected version(s)Fix Version Availability 6.2.x 6.2.7 OSS6.1.x 6.1.20 

OSS6.0.x 6.0.28 Commercial https://enterprise.spring.io/ 5.3.x 5.3.43 Commercial 

https://enterprise.spring.io/ No further mitigation steps are necessary. Generally, 

we recommend using a dedicated model object with properties only for data 

binding, or using constructor binding since constructor arguments explicitly declare 

what to bind together with turning off setter binding through the 

declarativeBinding flag. See the Model Design section in the reference 

documentation. For setting binding, prefer the use of allowedFields (an explicit list) 

over disallowedFields. Credit This issue was responsibly reported by the 

TERASOLUNA Framework Development Team from NTT DATA Group Corporation. 

2025-05-16 3.1 CVE-2025-22233 

TOTOLINK--

A3002R 

A vulnerability, which was classified as problematic, has been found in TOTOLINK 

A3002R 2.1.1-B20230720.1011. This issue affects some unknown processing of the 

component VPN Page. The manipulation of the argument Comment leads to cross 

site scripting. The attack may be initiated remotely. The exploit has been disclosed 

to the public and may be used. 

2025-05-18 2.4 CVE-2025-4852 

trifectatechfounda

tion--sudo-rs 

sudo-rs is a memory safe implementation of sudo and su written in Rust. Prior to 

version 0.2.6, users with no (or very limited) sudo privileges can determine 

whether files exists in folders that they otherwise cannot access using `sudo --list 

<pathname>`. Users with local access to a machine can discover the existence/non-

existence of certain files, revealing potentially sensitive information in the file 

names. This information can also be used in conjunction with other attacks. 

Version 0.2.6 fixes the vulnerability. 

2025-05-12 3.3 CVE-2025-46717 

trifectatechfounda

tion--sudo-rs 

sudo-rs is a memory safe implementation of sudo and su written in Rust. Prior to 

version 0.2.6, users with limited sudo privileges (e.g. execution of a single 

command) can list sudo privileges of other users using the `-U` flag. This 

vulnerability allows users with limited sudo privileges to enumerate the sudoers 

file, revealing sensitive information about other users' permissions. Attackers can 

collect information that can be used to more targeted attacks. Systems where 

users either do not have sudo privileges or have the ability to run all commands as 

root through sudo (the default configuration on most systems) are not affected by 

this advisory. Version 0.2.6 fixes the vulnerability. 

2025-05-12 3.3 CVE-2025-46718 

vercel--next.js 

Next.js is a React framework for building full-stack web applications. Versions prior 

to 14.2.24 and 15.1.6 have a race-condition vulnerability. This issue only affects the 

Pages Router under certain misconfigurations, causing normal endpoints to serve 

`pageProps` data instead of standard HTML. This issue was patched in versions 

15.1.6 and 14.2.24 by stripping the `x-now-route-matches` header from incoming 

requests. Applications hosted on Vercel's platform are not affected by this issue, as 

the platform does not cache responses based solely on `200 OK` status without 

explicit `cache-control` headers. Those who self-host Next.js deployments and are 

unable to upgrade immediately can mitigate this vulnerability by stripping the `x-

now-route-matches` header from all incoming requests at the content 

development network and setting `cache-control: no-store` for all responses under 

2025-05-14 3.7 CVE-2025-32421 

https://www.cve.org/CVERecord?id=CVE-2025-40571
https://www.cve.org/CVERecord?id=CVE-2025-22233
https://www.cve.org/CVERecord?id=CVE-2025-4852
https://www.cve.org/CVERecord?id=CVE-2025-46717
https://www.cve.org/CVERecord?id=CVE-2025-46718
https://www.cve.org/CVERecord?id=CVE-2025-32421
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risk. The maintainers of Next.js strongly recommend only caching responses with 

explicit cache-control headers. 

y_project--RuoYi 

A vulnerability classified as problematic has been found in y_project RuoYi 4.8.0. 

Affected is an unknown function of the file /monitor/online/batchForceLogout of 

the component Offline Logout. The manipulation of the argument ids leads to 

improper authorization. It is possible to launch the attack remotely. The complexity 

of an attack is rather high. The exploitability is told to be difficult. The exploit has 

been disclosed to the public and may be used. 

2025-05-17 3.1 CVE-2025-4819 

Ackites--

KillWxapkg 

A vulnerability was found in Ackites KillWxapkg up to 2.4.1. It has been rated as 

problematic. This issue affects some unknown processing of the component 

wxapkg File Decompression Handler. The manipulation leads to resource 

consumption. The attack may be initiated remotely. The complexity of an attack is 

rather high. The exploitation is known to be difficult. The exploit has been 

disclosed to the public and may be used. 

2025-05-21 3.1 CVE-2025-5031 

appleple inc.--a-

blog cms 

Path traversal vulnerability exists in a-blog cms versions prior to Ver. 3.1.43 and 

versions prior to Ver. 3.0.47. This is an issue with insufficient path validation in the 

backup feature, and exploitation requires the administrator privilege. If this 

vulnerability is exploited, a remote authenticated attacker with the administrator 

privilege may obtain or delete any file on the server. 

2025-05-19 3.8 CVE-2025-27566 

blyssprivacy--sdk 
In the spiral-rs crate 0.2.0 for Rust, allocation can be attempted for a ZST (zero-

sized type). 
2025-05-24 2.9 CVE-2025-48755 

cJSON project--

cJSON 

parse_string in cJSON before 1.7.18 has a heap-based buffer over-read via {"1":1, 

with no trailing newline if cJSON_ParseWithLength is called. 
2025-05-23 2.9 CVE-2023-53154 

desktop--desktop 

GitHub Desktop is an open-source, Electron-based GitHub app designed for git 

development. Prior to version 3.4.20-beta3, an attacker convincing a user to view a 

file in a commit of their making in the history view can cause information 

disclosure by means of Git attempting to access a network share. This affects 

GitHub Desktop users on Windows that view malicious commits in the history view. 

macOS users are not affected. When viewing a file diff in the history view GitHub 

Desktop will call `git log` or `git diff` with the object id (SHA) of the commit, the 

name of the file, and the old name of the file if the file has been renamed. As a 

security precaution Git will attempt to fully resolve the old and new path via 

`realpath`, traversing symlinks, to ensure that the resolved paths reside within the 

repository working directory. This can lead to Git attempting to access a path that 

resides on a network share (UNC path) and in doing so Windows will attempt to 

perform NTLM authentication which passes information such as the computer 

name, the currently signed in (Windows) user name, and an NTLM hash. GitHub 

Desktop 3.4.20 and later fix this vulnerability. The beta channel includes the fix in 

3.4.20-beta3. As a workaround to use until upgrading is possible, only browse 

commits in the history view that comes from trusted sources. 

2025-05-21 3.3 CVE-2025-48064 

dnnsoftware--

Dnn.Platform 

DNN (formerly DotNetNuke) is an open-source web content management platform 

(CMS) in the Microsoft ecosystem. Prior to version 9.13.9, a malicious SuperUser 

(Host) could craft a request to use an external url for a site export to then be 

imported. Version 9.13.9 fixes the issue. 

2025-05-23 3.5 CVE-2025-48376 

FLIR--AX8 

A vulnerability, which was classified as problematic, has been found in FLIR AX8 up 

to 1.46.16. This issue affects some unknown processing of the file /prod.php. The 

manipulation of the argument cmd leads to cross site scripting. The attack may be 

initiated remotely. The exploit has been disclosed to the public and may be used. 

The vendor was contacted early about this disclosure but did not respond in any 

way. 

2025-05-24 3.5 CVE-2025-5127 

Forestryks--

process-sync-rs 

In the process-sync crate 0.2.2 for Rust, the drop function lacks a check for 

whether the pthread_mutex is unlocked. 
2025-05-24 2.9 CVE-2025-48752 

https://www.cve.org/CVERecord?id=CVE-2025-4819
https://www.cve.org/CVERecord?id=CVE-2025-5031
https://www.cve.org/CVERecord?id=CVE-2025-27566
https://www.cve.org/CVERecord?id=CVE-2025-48755
https://www.cve.org/CVERecord?id=CVE-2023-53154
https://www.cve.org/CVERecord?id=CVE-2025-48064
https://www.cve.org/CVERecord?id=CVE-2025-48376
https://www.cve.org/CVERecord?id=CVE-2025-5127
https://www.cve.org/CVERecord?id=CVE-2025-48752
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FractalFir--

memory_pages 
In the memory_pages crate 0.1.0 for Rust, division by zero can occur. 2025-05-24 2.9 CVE-2025-48754 

GitLab--GitLab 

A business logic error in GitLab CE/EE affecting all versions starting from 12.1 prior 

to 17.10.7, 17.11 prior to 17.11.3 and 18.0 prior to 18.0.1 where an attacker can 

cause a branch name confusion in confidential MRs. 

2025-05-23 3.5 CVE-2024-9163 

GitLab--GitLab 

An issue has been discovered in GitLab CE/EE affecting all versions from 18.0 

before 18.0.1. In certain circumstances, a user with limited permissions could 

access Job Data via a crafted GraphQL query. 

2025-05-22 2.7 CVE-2025-1110 

GNU--PSPP 

A vulnerability was found in GNU PSPP 

82fb509fb2fedd33e7ac0c46ca99e108bb3bdffb. It has been declared as 

problematic. This vulnerability affects the function calloc of the file pspp-convert.c. 

The manipulation of the argument -l leads to integer overflow. Local access is 

required to approach this attack. The exploit has been disclosed to the public and 

may be used. 

2025-05-20 3.3 CVE-2025-5001 

Intelbras--RF 301K 

A vulnerability, which was classified as problematic, has been found in Intelbras RF 

301K 1.1.5. This issue affects some unknown processing of the component Add 

Static IP. The manipulation of the argument Description leads to cross site 

scripting. The attack may be initiated remotely. The exploit has been disclosed to 

the public and may be used. The vendor was contacted early about this disclosure. 

2025-05-20 2.4 CVE-2025-4996 

maboroshinokiseki

--scsir 

In group_number in the scsir crate 0.2.0 for Rust, there can be an overflow because 

a hardware device may expect a small number of bits (e.g., 5 bits) for group 

number. 

2025-05-24 2.9 CVE-2025-48756 

makeplane--plane 

Plane is open-source project management software. Versions prior to 0.23 have 

insecure permissions in UserSerializer that allows users to change fields that are 

meant to be read-only, such as email. This can lead to account takeover when 

chained with another vulnerability such as cross-site scripting (XSS). Version 0.23 

fixes the issue. 

2025-05-21 3.5 CVE-2025-48070 

moonlightL--hexo-

boot 

A vulnerability classified as problematic has been found in moonlightL hexo-boot 

4.3.0. This affects an unknown part of the file /admin/home/index.html of the 

component Blog Backend. The manipulation of the argument Description leads to 

cross site scripting. It is possible to initiate the attack remotely. The exploit has 

been disclosed to the public and may be used. 

2025-05-20 2.4 CVE-2025-5010 

moonlightL--hexo-

boot 

A vulnerability classified as problematic was found in moonlightL hexo-boot 4.3.0. 

This vulnerability affects unknown code of the file /admin/home/index.html of the 

component Dynamic List Page. The manipulation leads to cross site scripting. The 

attack can be initiated remotely. The exploit has been disclosed to the public and 

may be used. 

2025-05-21 2.4 CVE-2025-5011 

n/a--Bitwarden 

A vulnerability was found in Bitwarden up to 2.25.1. It has been declared as 

problematic. Affected by this vulnerability is an unknown functionality of the 

component PDF File Handler. The manipulation leads to cross site scripting. The 

attack can be launched remotely. The exploit has been disclosed to the public and 

may be used. The vendor was contacted early about this disclosure but did not 

respond in any way. 

2025-05-25 3.5 CVE-2025-5138 

n/a--Part-DB 

A vulnerability was found in Part-DB up to 1.17.0. It has been declared as 

problematic. Affected by this vulnerability is the function handleUpload of the file 

src/Services/Attachments/AttachmentSubmitHandler.php of the component 

Profile Picture Feature. The manipulation of the argument attachment leads to 

cross site scripting. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. Upgrading to version 1.17.1 is able to 

address this issue. The identifier of the patch is 

2025-05-20 3.5 CVE-2025-5007 

https://www.cve.org/CVERecord?id=CVE-2025-48754
https://www.cve.org/CVERecord?id=CVE-2024-9163
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2c4f44e808500db19c391159b30cb6142896d415. It is recommended to upgrade 

the affected component. 

obsidiandynamics--

anode 
In the anode crate 0.1.0 for Rust, data races can occur in unlock in SpinLock. 2025-05-24 2.9 CVE-2025-48753 

Red Hat--Red Hat 

Enterprise Linux 10 

A flaw was found in the cookie parsing logic of the libsoup HTTP library, used in 

GNOME applications and other software. The vulnerability arises when processing 

the expiration date of cookies, where a specially crafted value can trigger an 

integer overflow. This may result in undefined behavior, allowing an attacker to 

bypass cookie expiration logic, causing persistent or unintended cookie behavior. 

The issue stems from improper validation of large integer inputs during date 

arithmetic operations within the cookie parsing routines. 

2025-05-19 3.7 CVE-2025-4945 

Schweitzer 

Engineering 

Laboratories--SEL-

5056 Software-

Defined Network 

Flow Controller 

Failed login response could be different depending on whether the username was 

local or central. 
2025-05-20 3.7 CVE-2025-48015 

TagLib--TagLib 
TagLib before 2.0 allows a segmentation violation and application crash during tag 

writing via a crafted WAV file in which an id3 chunk is the only valid chunk. 
2025-05-22 2.9 CVE-2023-47466 

tickbh--

ProcessLock 
The process_lock crate 0.1.0 for Rust allows data races in unlock. 2025-05-24 2.9 CVE-2025-48751 

Tmall--Demo 

A vulnerability classified as problematic was found in Tmall Demo up to 20250505. 

Affected by this vulnerability is an unknown functionality of the component Buy 

Item Page. The manipulation of the argument Detailed Address leads to cross site 

scripting. The attack can be launched remotely. The exploit has been disclosed to 

the public and may be used. This product takes the approach of rolling releases to 

provide continious delivery. Therefore, version details for affected and updated 

releases are not available. Other parameters might be affected as well. The vendor 

was contacted early about this disclosure but did not respond in any way. 

2025-05-24 3.5 CVE-2025-5134 

Tmall--Demo 

A vulnerability, which was classified as problematic, was found in Tmall Demo up to 

20250505. This affects an unknown part of the file /tmall/order/pay/ of the 

component Payment Identifier Handler. The manipulation leads to insufficiently 

random values. It is possible to initiate the attack remotely. The complexity of an 

attack is rather high. The exploitability is told to be difficult. The exploit has been 

disclosed to the public and may be used. This product does not use versioning. This 

is why information about affected and unaffected releases are unavailable. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-05-24 3.7 CVE-2025-5136 

Tmall--Demo 

A vulnerability, which was classified as problematic, has been found in Tmall Demo 

up to 20250505. Affected by this issue is some unknown functionality of the file 

/tmall/admin/ of the component Product Details Page. The manipulation of the 

argument Product Name/Product Title leads to cross site scripting. The attack may 

be launched remotely. The exploit has been disclosed to the public and may be 

used. Continious delivery with rolling releases is used by this product. Therefore, 

no version details of affected nor updated releases are available. The vendor was 

contacted early about this disclosure but did not respond in any way. 

2025-05-24 2.4 CVE-2025-5135 

TYPO3--typo3 

TYPO3 is an open source, PHP based web content management system. In versions 

on the 12.x branch prior to 12.4.31 LTS and the 13.x branch prior to 13.4.2 LTS, 

Webhooks are inherently vulnerable to Cross-Site Request Forgery (CSRF), which 

can be exploited by adversaries to target internal resources (e.g., localhost or other 

services on the local network). While this is not a vulnerability in TYPO3 itself, it 

may enable attackers to blindly access systems that would otherwise be 

inaccessible. An administrator-level backend user account is required to exploit this 

2025-05-20 3.3 CVE-2025-47936 
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vulnerability. Users should update to TYPO3 version 12.4.31 LTS or 13.4.12 LTS to 

fix the problem. 

TYPO3--typo3 

TYPO3 is an open source, PHP based web content management system. Starting in 

version 9.0.0 and prior to versions 9.5.51 ELTS, 10.4.50 ELTS, 11.5.44 ELTS, 12.4.31 

LTS, and 13.4.12 LTS, when performing a database query involving multiple tables 

through the database abstraction layer (DBAL), frontend user permissions are only 

applied via `FrontendGroupRestriction` to the first table. As a result, data from 

additional tables included in the same query may be unintentionally exposed to 

unauthorized users. Users should update to TYPO3 version 9.5.51 ELTS, 10.4.50 

ELTS, 11.5.44 ELTS, 12.4.31 LTS, or 13.4.12 LTS to fix the problem. 

2025-05-20 3.7 CVE-2025-47937 

TYPO3--typo3 

TYPO3 is an open source, PHP based web content management system. Starting in 

version 9.0.0 and prior to versions 9.5.51 ELTS, 10.4.50 ELTS, 11.5.44 ELTS, 12.4.31 

LTS, and 13.4.12 LTS, the backend user management interface allows password 

changes without requiring the current password. When an administrator updates 

their own account or modifies other user accounts via the admin interface, the 

current password is not requested for verification. This behavior may lower the 

protection against unauthorized access in scenarios where an admin session is 

hijacked or left unattended, as it enables password changes without additional 

authentication. Users should update to TYPO3 version 9.5.51 ELTS, 10.4.50 ELTS, 

11.5.44 ELTS, 12.4.31 LTS, or 13.4.12 LTS to fix the problem. 

2025-05-20 3.8 CVE-2025-47938 

Arista Networks--

EOS 

n affected platforms running Arista EOS, ACL policies may not be enforced. IPv4 

ingress ACL, MAC ingress ACL, or IPv6 standard ingress ACL enabled on one or 

more ethernet or LAG interfaces may result in ACL policies not being enforced for 

ingress packets. This can cause incoming packets to incorrectly be allowed or 

denied. The two symptoms of this issue on the affected release and platform are: * 

Packets which should be permitted may be dropped and, * Packets which should 

be dropped may be permitted. 

2025-05-27 2.6 CVE-2025-2826 

discourse--

discourse-policy 

Discourse Policy plugin gives the ability to confirm users have seen or done 

something. Prior to version 0.1.1, if there was a policy posted to a public topic that 

was tied to a private group then the group members could be shown to non-group 

members. This issue has been patched in version 0.1.1. A workaround involves 

moving any policy topics with private groups to restricted categories. 

2025-05-29 3.5 CVE-2025-47288 

Fortinet--

FortiManager 

A missing authorization in Fortinet FortiManager versions 7.2.0 through 7.2.1, and 

versions 7.0.0 through 7.0.7 may allow an authenticated attacker to overwrite 

global threat feeds via crafted update requests. 

2025-05-28 2.1 CVE-2024-54020 

Fortinet--FortiOS 

A buffer over-read in Fortinet FortiOS versions 7.4.0 through 7.4.3, versions 7.2.0 

through 7.2.7, and versions 7.0.0 through 7.0.14 may allow a remote 

unauthenticated attacker to crash the FGFM daemon via a specially crafted 

request, under rare conditions that are outside of the attacker's control. 

2025-05-28 3.4 CVE-2025-47295 

Fortinet--

FortiPortal 

A insertion of sensitive information into log file in Fortinet FortiPortal versions 

7.4.0, versions 7.2.0 through 7.2.5, and versions 7.0.0 through 7.0.9 may allow an 

authenticated attacker with at least read-only admin permissions to view 

encrypted secrets via the FortiPortal System Log. 

2025-05-28 2.2 CVE-2025-46777 

GibbonEdu--

Gibbon 
Gibbon before 29.0.00 allows CSRF. 2025-05-27 3.7 CVE-2025-26211 

Mattermost--

Mattermost 

Mattermost versions 10.7.x <= 10.7.0, 10.5.x <= 10.5.3, 9.11.x <= 9.11.12 fail to 

properly enforce access controls for guest users accessing channel member 

information, allowing authenticated guest users to view metadata about members 

of public channels via the channel members API endpoint. 

2025-05-30 3.1 CVE-2025-1792 

Mattermost--

Mattermost 

Mattermost versions 10.7.x <= 10.7.0, 10.5.x <= 10.5.3, 9.11.x <= 9.11.12 fails to 

properly enforce access control restrictions for System Manager roles, allowing 

authenticated users with System Manager privileges to view team details they 

2025-05-30 3.1 CVE-2025-3611 
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should not have access to via direct API requests to team endpoints, even when 

explicitly configured with 'No access' to Teams in the System Console. 

N/A--N/A 

A minor information leak when running Screen with setuid-root privileges allows 

unprivileged users to deduce information about a path that would otherwise not 

be available. Affected are older Screen versions, as well as version 5.0.0. 

2025-05-26 3.3 CVE-2025-46804 

n/a--PerfreeBlog 

A vulnerability has been found in PerfreeBlog 4.0.11 and classified as problematic. 

This vulnerability affects the function JwtUtil of the component JWT Handler. The 

manipulation leads to use of hard-coded cryptographic key . The attack can be 

initiated remotely. The complexity of an attack is rather high. The exploitation 

appears to be difficult. The exploit has been disclosed to the public and may be 

used. The vendor was contacted early about this disclosure but did not respond in 

any way. 

2025-05-26 3.7 CVE-2025-5164 

Open Asset Import 

Library--Assimp 

A vulnerability was found in Open Asset Import Library Assimp 5.4.3 and classified 

as problematic. This issue affects the function 

MDCImporter::ValidateSurfaceHeader of the file 

assimp/code/AssetLib/MDC/MDCLoader.cpp. The manipulation of the argument 

pcSurface2 leads to out-of-bounds read. Attacking locally is a requirement. The 

exploit has been disclosed to the public and may be used. The project decided to 

collect all Fuzzer bugs in a main-issue to address them in the future. 

2025-05-26 3.3 CVE-2025-5165 

Open Asset Import 

Library--Assimp 

A vulnerability was found in Open Asset Import Library Assimp 5.4.3. It has been 

classified as problematic. Affected is the function MDCImporter::InternReadFile of 

the file assimp/code/AssetLib/MDC/MDCLoader.cpp of the component MDC File 

Parser. The manipulation of the argument pcVerts leads to out-of-bounds read. It is 

possible to launch the attack on the local host. The exploit has been disclosed to 

the public and may be used. The project decided to collect all Fuzzer bugs in a 

main-issue to address them in the future. 

2025-05-26 3.3 CVE-2025-5166 

Open Asset Import 

Library--Assimp 

A vulnerability was found in Open Asset Import Library Assimp 5.4.3. It has been 

declared as problematic. Affected by this vulnerability is the function 

LWOImporter::GetS0 in the library assimp/code/AssetLib/LWO/LWOLoader.h. The 

manipulation of the argument out leads to out-of-bounds read. The attack needs 

to be approached locally. The exploit has been disclosed to the public and may be 

used. The project decided to collect all Fuzzer bugs in a main-issue to address them 

in the future. 

2025-05-26 3.3 CVE-2025-5167 

Open Asset Import 

Library--Assimp 

A vulnerability was found in Open Asset Import Library Assimp 5.4.3. It has been 

rated as problematic. Affected by this issue is the function 

MDLImporter::ImportUVCoordinate_3DGS_MDL345 of the file 

assimp/code/AssetLib/MDL/MDLLoader.cpp. The manipulation of the argument 

iIndex leads to out-of-bounds read. An attack has to be approached locally. The 

exploit has been disclosed to the public and may be used. The project decided to 

collect all Fuzzer bugs in a main-issue to address them in the future. 

2025-05-26 3.3 CVE-2025-5168 

Open Asset Import 

Library--Assimp 

A vulnerability classified as problematic has been found in Open Asset Import 

Library Assimp 5.4.3. This affects the function 

MDLImporter::InternReadFile_3DGS_MDL345 of the file 

assimp/code/AssetLib/MDL/MDLLoader.cpp. The manipulation leads to out-of-

bounds read. Local access is required to approach this attack. The exploit has been 

disclosed to the public and may be used. The project decided to collect all Fuzzer 

bugs in a main-issue to address them in the future. 

2025-05-26 3.3 CVE-2025-5169 

Open Asset Import 

Library--Assimp 

A vulnerability was found in Open Asset Import Library Assimp 5.4.3 and classified 

as problematic. This issue affects the function 

MDLImporter::InternReadFile_Quake1 of the file 

assimp/code/AssetLib/MDL/MDLLoader.cpp. The manipulation leads to out-of-

bounds read. It is possible to launch the attack on the local host. The exploit has 

2025-05-26 3.3 CVE-2025-5200 
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https://www.cve.org/CVERecord?id=CVE-2025-5200
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been disclosed to the public and may be used. The project decided to collect all 

Fuzzer bugs in a main-issue to address them in the future. 

Open Asset Import 

Library--Assimp 

A vulnerability was found in Open Asset Import Library Assimp 5.4.3. It has been 

classified as problematic. Affected is the function 

LWOImporter::CountVertsAndFacesLWO2 of the file 

assimp/code/AssetLib/LWO/LWOLoader.cpp. The manipulation leads to out-of-

bounds read. The attack needs to be approached locally. The exploit has been 

disclosed to the public and may be used. The project decided to collect all Fuzzer 

bugs in a main-issue to address them in the future. 

2025-05-26 3.3 CVE-2025-5201 

Open Asset Import 

Library--Assimp 

A vulnerability was found in Open Asset Import Library Assimp 5.4.3. It has been 

declared as problematic. Affected by this vulnerability is the function 

HL1MDLLoader::validate_header of the file 

assimp/code/AssetLib/MDL/HalfLife/HL1MDLLoader.cpp. The manipulation leads 

to out-of-bounds read. An attack has to be approached locally. The exploit has 

been disclosed to the public and may be used. The project decided to collect all 

Fuzzer bugs in a main-issue to address them in the future. 

2025-05-26 3.3 CVE-2025-5202 

Open Asset Import 

Library--Assimp 

A vulnerability was found in Open Asset Import Library Assimp 5.4.3. It has been 

rated as problematic. Affected by this issue is the function SkipSpaces in the library 

assimp/include/assimp/ParsingUtils.h. The manipulation leads to out-of-bounds 

read. Local access is required to approach this attack. The exploit has been 

disclosed to the public and may be used. The project decided to collect all Fuzzer 

bugs in a main-issue to address them in the future. 

2025-05-26 3.3 CVE-2025-5203 

Open Asset Import 

Library--Assimp 

A vulnerability classified as problematic has been found in Open Asset Import 

Library Assimp 5.4.3. This affects the function 

MDLImporter::ParseSkinLump_3DGS_MDL7 of the file 

assimp/code/AssetLib/MDL/MDLMaterialLoader.cpp. The manipulation leads to 

out-of-bounds read. Attacking locally is a requirement. The exploit has been 

disclosed to the public and may be used. The project decided to collect all Fuzzer 

bugs in a main-issue to address them in the future. 

2025-05-26 3.3 CVE-2025-5204 

open-quantum-

safe--liboqs 

liboqs is a C-language cryptographic library that provides implementations of post-

quantum cryptography algorithms. liboqs prior to version 0.13.0 supports the HQC 

algorithm, an algorithm with a theoretical design flaw which leads to large 

numbers of malformed ciphertexts sharing the same implicit rejection value. 

Currently, no concrete attack on the algorithm is known. However, prospective 

users of HQC must take extra care when using the algorithm in protocols involving 

key derivation. In particular, HQC does not provide the same security guarantees as 

Kyber or ML-KEM. There is currently no patch for the HQC flaw available in liboqs, 

so HQC is disabled by default in liboqs starting from version 0.13.0. OQS will 

update its implementation after the HQC team releases an updated algorithm 

specification. 

2025-05-30 3.7 CVE-2025-48946 

Realce Tecnologia-

-Queue Ticket 

Kiosk 

A vulnerability classified as problematic was found in Realce Tecnologia Queue 

Ticket Kiosk up to 20250517. Affected by this vulnerability is an unknown 

functionality of the file /adm/index.php of the component Cadastro de 

Administrador Page. The manipulation of the argument Name/UsuÃ¡rio leads to 

cross site scripting. The attack can be launched remotely. The vendor was 

contacted early about this disclosure but did not respond in any way. 

2025-05-26 2.4 CVE-2025-5179 

Summer Pearl 

Group--Vacation 

Rental 

Management 

Platform 

A vulnerability, which was classified as problematic, was found in Summer Pearl 

Group Vacation Rental Management Platform up to 1.0.1. This affects an unknown 

part of the file /spgpm/updateListing. The manipulation of the argument spgLsTitle 

leads to cross site scripting. It is possible to initiate the attack remotely. The exploit 

has been disclosed to the public and may be used. Upgrading to version 1.0.2 is 

able to address this issue. It is recommended to upgrade the affected component. 

2025-05-26 3.5 CVE-2025-5181 
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Summer Pearl 

Group--Vacation 

Rental 

Management 

Platform 

A vulnerability was found in Summer Pearl Group Vacation Rental Management 

Platform up to 1.0.1 and classified as problematic. This issue affects some unknown 

processing of the component Header Handler. The manipulation of the argument 

Host leads to open redirect. The attack may be initiated remotely. Upgrading to 

version 1.0.2 is able to address this issue. It is recommended to upgrade the 

affected component. 

2025-05-26 3.5 CVE-2025-5183 

TeleMessage--

service 

The TeleMessage service through 2025-05-05 relies on MD5 for password hashing, 

which opens up various attack possibilities (including rainbow tables) with low 

computational effort. 

2025-05-28 3.2 CVE-2025-48931 

TeleMessage--

service 

The TeleMessage service through 2025-05-05 stores certain cleartext information 

in memory, even though memory content may be accessible to an adversary 

through various avenues, as exploited in the wild in May 2025. 

2025-05-28 2.8 CVE-2025-48930 

vllm-project--vllm 

vLLM is an inference and serving engine for large language models (LLMs). Prior to 

version 0.9.0, when a new prompt is processed, if the PageAttention mechanism 

finds a matching prefix chunk, the prefill process speeds up, which is reflected in 

the TTFT (Time to First Token). These timing differences caused by matching 

chunks are significant enough to be recognized and exploited. This issue has been 

patched in version 0.9.0. 

2025-05-29 2.6 CVE-2025-46570 
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