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Cybernetic GI Security Bulletin provides a summary of new vulnerabilities that have been recorded by the 

National Institute of Standards and Technology (NIST) National Vulnerability Database (NVD) in the past 

week. The Department of Homeland Security (DHS) National Cybersecurity and Communications 

Integration Center (NCCIC) / United States Computer Emergency Readiness Team, is sponsored by The 

NVD. For modified or updated entries, please visit the NVD, which contains historical vulnerability 

information . 

The vulnerabilities are based on the CVE vulnerability naming standard and determined by the Common 

Vulnerability Scoring System (CVSS) standard. They are organized according to severity, by the division 

of high, medium and low severities correspond to the following scores: 

 

High  - Vulnerabilities will be labeled High severity if they have a CVSS base score of 7.0 - 10.0 . 

Medium  - Vulnerabilities will be labeled Medium severity if they have a CVSS base score of 4.0  -  6.9 .  

Low  - Vulnerabilities will be labeled Low severity if they have a CVSS base score of 0.0 - 3.9 . 

 

Entries may include additional information provided by organizations and efforts sponsored by 

Cybernetic GI. This data may include identifying information, values, definitions, and related links. The 

patch information is provided to users when available. Please note that some of the information in the 

bulletin is compiled from external, open source reports and is not a direct result of Cybernetic GI 

analysis  . 

The NCCIC Weekly Vulnerability Summary Bulletin is created using information from the National 

Institute of Standards and Technology (NIST) National Vulnerability Database (NVD). In some cases, the 

vulnerabilities in the bulletin may not yet have assigned CVSS scores. Please visit NVD for updated 

vulnerability entries, which include CVSS scores once they are available. 

 

 

 

 

 

 

 



 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

1000projects -- 
human_resource_
management_syst
em 
  

A vulnerability was found in 1000 Projects Human Resource Management System 
1.0. It has been classified as critical. Affected is an unknown function of the file 
/controller/employee.php. The manipulation of the argument email leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3384 

adobe -- 
framemaker 
  

Adobe Framemaker versions 2020.8, 2022.6 and earlier are affected by a Heap-
based Buffer Overflow vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2025-04-08 7.8  CVE-2025-30295 

adobe -- 
framemaker 
  

Adobe Framemaker versions 2020.8, 2022.6 and earlier are affected by an Integer 
Underflow (Wrap or Wraparound) vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2025-04-08 7.8  CVE-2025-30296 

adobe -- 
framemaker 
  

Adobe Framemaker versions 2020.8, 2022.6 and earlier are affected by an out-of-
bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2025-04-08 7.8  CVE-2025-30297 

adobe -- 
framemaker 
  

Adobe Framemaker versions 2020.8, 2022.6 and earlier are affected by a Stack-
based Buffer Overflow vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2025-04-08 7.8  CVE-2025-30298 

adobe -- 
framemaker 
  

Adobe Framemaker versions 2020.8, 2022.6 and earlier are affected by a Heap-
based Buffer Overflow vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2025-04-08 7.8  CVE-2025-30299 

adobe -- 
framemaker 
  

Adobe Framemaker versions 2020.8, 2022.6 and earlier are affected by an out-of-
bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2025-04-08 7.8  CVE-2025-30304 

adonesevangelista 
-- 
online_restaurant_
management_syst
em 
  

A vulnerability was found in codeprojects Online Restaurant Management System 
1.0. It has been classified as critical. This affects an unknown part of the file 
/admin/category_update.php. The manipulation of the argument ID leads to sql 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3335 

adonesevangelista 
-- 
online_restaurant_
management_syst
em 
  

A vulnerability was found in codeprojects Online Restaurant Management System 
1.0. It has been declared as critical. This vulnerability affects unknown code of the 
file /admin/member_save.php. The manipulation of the argument last leads to sql 
injection. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. Other parameters might be affected as well. 

2025-04-07 7.3  CVE-2025-3336 

adonesevangelista 
-- 
online_restaurant_
management_syst
em 
  

A vulnerability was found in codeprojects Online Restaurant Management System 
1.0. It has been rated as critical. This issue affects some unknown processing of the 
file /admin/member_update.php. The manipulation of the argument ID leads to sql 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-07 7.3  CVE-2025-3337 

apache -- 
airflow_common_s
ql_provider 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Apache Airflow Common SQL Provider. When using the 
partition clause in SQLTableCheckOperator as parameter (which was a 
recommended pattern), Authenticated UI User could inject arbitrary SQL command 
when triggering DAG exposing partition_clause to the user. This allowed the DAG 
Triggering user to escalate privileges to execute those arbitrary commands which 
they normally would not have. This issue affects Apache Airflow Common SQL 
Provider: before 1.24.1. Users are recommended to upgrade to version 1.24.1, 
which fixes the issue. 

2025-04-07 8.8  CVE-2025-30473 

Apple--iOS and 
iPadOS 
  

A use-after-free issue was addressed with improved memory management. This 
issue is fixed in iOS 17 and iPadOS 17, macOS Sonoma 14, watchOS 10, tvOS 17, 
Safari 17. Processing web content may lead to arbitrary code execution. 

2025-04-11 8.8  CVE-2023-42970 

Apple--iOS and 
iPadOS 
  

Processing web content may lead to arbitrary code execution. This issue is fixed in 
iOS 17 and iPadOS 17, macOS Sonoma 14, watchOS 10, tvOS 17, Safari 17. The 
issue was addressed with improved memory handling. 

2025-04-11 7.3  CVE-2023-42875 

Apple--iOS and 
iPadOS 
  

A path handling issue was addressed with improved validation. This issue is fixed in 
iOS 17 and iPadOS 17, macOS Sonoma 14. An app may be able to break out of its 
sandbox. 

2025-04-11 7.8  CVE-2023-42977 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3384&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3384
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30295&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30295
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30296&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30296
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30297&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30297
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30298&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30298
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30299&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30299
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30304&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30304
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3335&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3335
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3336&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3336
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3337&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3337
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30473&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30473
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-42970&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-42970
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-42875&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-42875
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-42977&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-42977


 
 

High Vulnerabilities 
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CVSS 
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Source & Patch 
Info 

Apple--macOS 
  

An app may be able to elevate privileges. This issue is fixed in macOS 14. This issue 
was addressed by removing the vulnerable code. 

2025-04-11 7.3  CVE-2023-41076 

code-projects -- 
online_restaurant_
management_syst
em 
  

A vulnerability classified as critical was found in codeprojects Online Restaurant 
Management System 1.0. This vulnerability affects unknown code of the file 
/reservation_save.php. The manipulation of the argument first leads to sql 
injection. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. Other parameters might be affected as well. 

2025-04-07 7.3  CVE-2025-3330 

code-projects -- 
online_restaurant_
management_syst
em 
  

A vulnerability, which was classified as critical, has been found in codeprojects 
Online Restaurant Management System 1.0. This issue affects some unknown 
processing of the file /payment_save.php. The manipulation of the argument mode 
leads to sql injection. The attack may be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3331 

code-projects -- 
online_restaurant_
management_syst
em 
  

A vulnerability, which was classified as critical, was found in codeprojects Online 
Restaurant Management System 1.0. Affected is an unknown function of the file 
/admin/menu_save.php. The manipulation of the argument menu leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3332 

codeprojects--
Online Restaurant 
Management 
System 
  

A vulnerability has been found in codeprojects Online Restaurant Management 
System 1.0 and classified as critical. Affected by this vulnerability is an unknown 
functionality of the file /admin/menu_update.php. The manipulation of the 
argument menu leads to sql injection. The attack can be launched remotely. The 
exploit has been disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3333 

codeprojects--
Online Restaurant 
Management 
System 
  

A vulnerability was found in codeprojects Online Restaurant Management System 
1.0 and classified as critical. Affected by this issue is some unknown functionality of 
the file /admin/category_save.php. The manipulation of the argument Category 
leads to sql injection. The attack may be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3334 

codeprojects--
Online Restaurant 
Management 
System 
  

A vulnerability classified as critical has been found in codeprojects Online 
Restaurant Management System 1.0. Affected is an unknown function of the file 
/admin/user_save.php. The manipulation of the argument Name leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. Other parameters might be affected as 
well. 

2025-04-07 7.3  CVE-2025-3338 

codeprojects--
Online Restaurant 
Management 
System 
  

A vulnerability classified as critical was found in codeprojects Online Restaurant 
Management System 1.0. Affected by this vulnerability is an unknown functionality 
of the file /admin/user_update.php. The manipulation of the argument ID leads to 
sql injection. The attack can be launched remotely. The exploit has been disclosed 
to the public and may be used. 

2025-04-07 7.3  CVE-2025-3339 

codeprojects--
Online Restaurant 
Management 
System 
  

A vulnerability, which was classified as critical, has been found in codeprojects 
Online Restaurant Management System 1.0. Affected by this issue is some 
unknown functionality of the file /admin/combo_update.php. The manipulation of 
the argument ID leads to sql injection. The attack may be launched remotely. The 
exploit has been disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3340 

codeprojects--
Online Restaurant 
Management 
System 
  

A vulnerability, which was classified as critical, was found in codeprojects Online 
Restaurant Management System 1.0. This affects an unknown part of the file 
/admin/reservation_view.php. The manipulation of the argument ID leads to sql 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3341 

codeprojects--
Online Restaurant 
Management 
System 
  

A vulnerability has been found in codeprojects Online Restaurant Management 
System 1.0 and classified as critical. This vulnerability affects unknown code of the 
file /admin/payment_save.php. The manipulation of the argument ID leads to sql 
injection. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-07 7.3  CVE-2025-3342 

codeprojects--
Online Restaurant 
Management 
System 
  

A vulnerability was found in codeprojects Online Restaurant Management System 
1.0 and classified as critical. This issue affects some unknown processing of the file 
/admin/reservation_update.php. The manipulation of the argument ID leads to sql 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-07 7.3  CVE-2025-3343 

codeprojects--
Online Restaurant 
Management 
System 
  

A vulnerability was found in codeprojects Online Restaurant Management System 
1.0. It has been classified as critical. Affected is an unknown function of the file 
/admin/assign_save.php. The manipulation of the argument ID leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3344 

codeprojects--
Online Restaurant 

A vulnerability was found in codeprojects Online Restaurant Management System 
1.0. It has been declared as critical. Affected by this vulnerability is an unknown 

2025-04-07 7.3  CVE-2025-3345 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41076&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41076
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3330&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3330
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3331&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3331
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3332&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3332
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3333&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3333
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3334&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3334
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3338&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3338
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3339&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3339
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3340&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3340
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3341&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3341
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3342&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3342
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3343&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3343
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3344&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3344
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3345&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3345


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

Management 
System 
  

functionality of the file /admin/combo.php. The manipulation of the argument del 
leads to sql injection. The attack can be launched remotely. The exploit has been 
disclosed to the public and may be used. 

Cyberdigm--
DestinyECM 
  

Permissive Cross-domain Policy with Untrusted Domains vulnerability in local API 
server of DestinyECM solution(versions described below) which is developed and 
maintained by Cyberdigm may allow Cross-Site Request Forgery (CSRF) attack, 
which probabilistically enables JSON Hijacking (aka JavaScript Hijacking) via forgery 
web page.* Due to product customization, version information may differ from the 
following version description. For further inquiries, please contact the vendor. 

2025-04-07 8.8  CVE-2024-11071 

Elastic--Kibana 
  

Prototype Pollution in Kibana can lead to code injection via unrestricted file upload 
combined with path traversal. 

2025-04-08 8.7  CVE-2024-12556 

esafenet -- cdg 
  

A vulnerability, which was classified as critical, has been found in ESAFENET CDG 
5.6.3.154.205_20250114. Affected by this issue is some unknown functionality of 
the file /pubinfo/updateNotice.jsp. The manipulation of the argument ID leads to 
sql injection. The attack may be launched remotely. The exploit has been disclosed 
to the public and may be used. The vendor was contacted early about this 
disclosure but did not respond in any way. 

2025-04-08 7.3  CVE-2025-3399 

esafenet -- cdg 
  

A vulnerability, which was classified as critical, was found in ESAFENET CDG 
5.6.3.154.205_20250114. This affects an unknown part of the file 
/client/UnChkMailApplication.jsp. The manipulation of the argument typename 
leads to sql injection. It is possible to initiate the attack remotely. The exploit has 
been disclosed to the public and may be used. The vendor was contacted early 
about this disclosure but did not respond in any way. 

2025-04-08 7.3  CVE-2025-3400 

esafenet -- cdg 
  

A vulnerability has been found in ESAFENET CDG 5.6.3.154.205_20250114 and 
classified as critical. This vulnerability affects unknown code of the file 
/parameter/getLimitIPList.jsp. The manipulation of the argument noticeId leads to 
sql injection. The attack can be initiated remotely. The exploit has been disclosed 
to the public and may be used. The vendor was contacted early about this 
disclosure but did not respond in any way. 

2025-04-08 7.3  CVE-2025-3401 

Fortinet--FortiOS 
  

Multiple issues including the use of uninitialized ressources [CWE-908] and 
excessive iteration [CWE-834] vulnerabilities in Fortinet FortiOS SSL VPN webmode 
version 7.4.0, version 7.2.0 through 7.2.5, version 7.0.1 through 7.0.11 and version 
6.4.7 through 6.4.14 and Fortinet FortiProxy SSL VPN webmode version 7.2.0 
through 7.2.6 and version 7.0.0 through 7.0.12 allows a VPN user to corrupt 
memory potentially leading to code or commands execution via specifically crafted 
requests. 

2025-04-08 7.5  CVE-2023-37930 

Huawei--
HarmonyOS 
  

Access control vulnerability in the security verification module Impact: Successful 
exploitation of this vulnerability will affect integrity and confidentiality. 

2025-04-07 8.4  CVE-2024-58124 

Huawei--
HarmonyOS 
  

Access control vulnerability in the security verification module Impact: Successful 
exploitation of this vulnerability will affect integrity and confidentiality. 

2025-04-07 8.4  CVE-2024-58125 

Huawei--
HarmonyOS 
  

Access control vulnerability in the security verification module Impact: Successful 
exploitation of this vulnerability will affect integrity and confidentiality. 

2025-04-07 8.4  CVE-2024-58126 

Huawei--
HarmonyOS 
  

Access control vulnerability in the security verification module Impact: Successful 
exploitation of this vulnerability will affect integrity and confidentiality. 

2025-04-07 8.4  CVE-2024-58127 

Huawei--
HarmonyOS 
  

Access control vulnerability in the security verification module Impact: Successful 
exploitation of this vulnerability will affect integrity and confidentiality. 

2025-04-07 8.4  CVE-2025-31170 

Huawei--
HarmonyOS 
  

Memory write permission bypass vulnerability in the kernel futex module Impact: 
Successful exploitation of this vulnerability may affect service confidentiality. 

2025-04-07 8.8  CVE-2025-31173 

Huawei--
HarmonyOS 
  

Deserialization mismatch vulnerability in the DSoftBus module Impact: Successful 
exploitation of this vulnerability may affect service integrity. 

2025-04-07 8.4  CVE-2025-31175 

Huawei--
HarmonyOS 
  

Buffer overflow vulnerability in the codec module Impact: Successful exploitation 
of this vulnerability may affect availability. 

2025-04-07 7.5  CVE-2024-58107 

Huawei--
HarmonyOS 
  

Exception capture failure vulnerability in the SVG parsing module of the ArkUI 
framework Impact: Successful exploitation of this vulnerability may affect 
availability. 

2025-04-07 7.5  CVE-2024-58111 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-11071&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-11071
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-12556&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-12556
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3399&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3399
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3400&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3400
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3401&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3401
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-37930&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-37930
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58124&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58124
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58125&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58125
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58126&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58126
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58127&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58127
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31170&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31170
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31173&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31173
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31175&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31175
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58107&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58107
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58111&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58111
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Huawei--
HarmonyOS 
  

Exception capture failure vulnerability in the SVG parsing module of the ArkUI 
framework Impact: Successful exploitation of this vulnerability may affect 
availability. 

2025-04-07 7.5  CVE-2024-58112 

Huawei--
HarmonyOS 
  

Memory write permission bypass vulnerability in the kernel futex module Impact: 
Successful exploitation of this vulnerability may affect service confidentiality. 

2025-04-07 7.8  CVE-2025-31172 

mediatek -- 
mt2735_firmware 
  

In Modem, there is a possible system crash due to improper input validation. This 
could lead to remote denial of service, if a UE has connected to a rogue base 
station controlled by the attacker, with no additional execution privileges needed. 
User interaction is not needed for exploitation. Patch ID: MOLY01519028; Issue ID: 
MSV-2768. 

2025-04-07 7.5  CVE-2025-20659 

mediatek -- 
software_develop
ment_kit 
  

In wlan service, there is a possible out of bounds write due to an incorrect bounds 
check. This could lead to remote code execution with no additional execution 
privileges needed. User interaction is not needed for exploitation. Patch ID: 
WCNCR00406897; Issue ID: MSV-2875. 

2025-04-07 9.8  CVE-2025-20654 

mediatek -- 
software_develop
ment_kit 
  

In wlan AP driver, there is a possible information disclosure due to an uncaught 
exception. This could lead to remote (proximal/adjacent) information disclosure 
with no additional execution privileges needed. User interaction is not needed for 
exploitation. Patch ID: WCNCR00408868; Issue ID: MSV-3031. 

2025-04-07 7.5  CVE-2025-20663 

mediatek -- 
software_develop
ment_kit 
  

In wlan AP driver, there is a possible information disclosure due to an uncaught 
exception. This could lead to remote (proximal/adjacent) information disclosure 
with no additional execution privileges needed. User interaction is not needed for 
exploitation. Patch ID: WCNCR00406217; Issue ID: MSV-2773. 

2025-04-07 7.5  CVE-2025-20664 

microsoft -- 
windows_10_1607 
  

Use after free in Windows Common Log File System Driver allows an authorized 
attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-29824 

n/a -- n/a 
 
  

A vulnerability has been identified in SENTRON 7KT PAC1260 Data Manager (All 
versions). Affected devices contain hardcoded credentials for remote access to the 
device operating system with root privileges. This could allow unauthenticated 
remote attackers to gain full access to a device, if they are in possession of these 
credentials and if the ssh service is enabled (e.g., by exploitation of CVE-2024-
41793). 

2025-04-08 10 CVE-2024-41794 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in appsbd Vite Coupon allows 
Remote Code Inclusion. This issue affects Vite Coupon: from n/a through 1.0.7. 

2025-04-09 10 CVE-2025-32642 

n/a -- n/a 
 
  

A vulnerability has been identified in SENTRON 7KT PAC1260 Data Manager (All 
versions). The web interface of affected devices does not sanitize the input 
parameters in specific GET requests. This could allow an authenticated remote 
attacker to execute arbitrary code with root privileges. 

2025-04-08 9.1  CVE-2024-41788 

n/a -- n/a 
 
  

A vulnerability has been identified in SENTRON 7KT PAC1260 Data Manager (All 
versions). The web interface of affected devices does not sanitize the language 
parameter in specific POST requests. This could allow an authenticated remote 
attacker to execute arbitrary code with root privileges. 

2025-04-08 9.1  CVE-2024-41789 

n/a -- n/a 
 
  

A vulnerability has been identified in SENTRON 7KT PAC1260 Data Manager (All 
versions). The web interface of affected devices does not sanitize the region 
parameter in specific POST requests. This could allow an authenticated remote 
attacker to execute arbitrary code with root privileges. 

2025-04-08 9.1  CVE-2024-41790 

n/a -- n/a 
 
  

A unverified password change vulnerability in Fortinet FortiSwitch GUI may allow a 
remote unauthenticated attacker to change admin passwords via a specially 
crafted request 

2025-04-08 9.8  CVE-2024-48887 

n/a -- n/a 
 
  

A vulnerability has been identified in Industrial Edge Device Kit - arm64 V1.17 (All 
versions), Industrial Edge Device Kit - arm64 V1.18 (All versions), Industrial Edge 
Device Kit - arm64 V1.19 (All versions), Industrial Edge Device Kit - arm64 V1.20 (All 
versions < V1.20.2-1), Industrial Edge Device Kit - arm64 V1.21 (All versions < 
V1.21.1-1), Industrial Edge Device Kit - x86-64 V1.17 (All versions), Industrial Edge 
Device Kit - x86-64 V1.18 (All versions), Industrial Edge Device Kit - x86-64 V1.19 
(All versions), Industrial Edge Device Kit - x86-64 V1.20 (All versions < V1.20.2-1), 
Industrial Edge Device Kit - x86-64 V1.21 (All versions < V1.21.1-1), Industrial Edge 
Own Device (IEOD) (All versions < V1.21.1-1-a), Industrial Edge Virtual Device (All 
versions < V1.21.1-1-a), SCALANCE LPE9413 (6GK5998-3GS01-2AC2) (All versions), 
SIMATIC IPC BX-39A Industrial Edge Device (All versions < V3.0), SIMATIC IPC BX-
59A Industrial Edge Device (All versions < V3.0), SIMATIC IPC127E Industrial Edge 
Device (All versions < V3.0), SIMATIC IPC227E Industrial Edge Device (All versions < 
V3.0), SIMATIC IPC427E Industrial Edge Device (All versions < V3.0), SIMATIC 
IPC847E Industrial Edge Device (All versions < V3.0). Affected devices do not 

2025-04-08 9.8  CVE-2024-54092 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58112&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58112
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31172&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31172
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20659&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20659
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20654&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20654
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20663&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20663
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20664&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20664
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29824&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29824
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-41794&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-41794
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32642&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32642
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-41788&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-41788
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-41789&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-41789
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-41790&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-41790
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-48887&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-48887
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-54092&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-54092
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properly enforce user authentication on specific API endpoints when identity 
federation is used. This could facilitate an unauthenticated remote attacker to 
circumvent authentication and impersonate a legitimate user. Successful 
exploitation requires that identity federation is currently or has previously been 
used and the attacker has learned the identity of a legitimate user. 

n/a -- n/a 
 
  

An issue in TOTVS Framework (Linha Protheus) 12.1.2310 allows attackers to 
bypass multi-factor authentication (MFA) via a crafted websocket message. 

2025-04-09 9.8  CVE-2024-55210 

n/a -- n/a 
 
  

Yii 2 before 2.0.52 mishandles the attaching of behavior that is defined by an 
__class array key, a CVE-2024-4990 regression, as exploited in the wild in February 
through April 2025. 

2025-04-10 9 CVE-2024-58136 

n/a -- n/a 
 
  

The Simple WP Events plugin for WordPress is vulnerable to arbitrary file deletion 
due to insufficient file path validation in the wpe_delete_file AJAX action in all 
versions up to, and including, 1.8.17. This makes it possible for unauthenticated 
attackers to delete arbitrary files on the server, which can easily lead to remote 
code execution when the right file is deleted (such as wp-config.php). 

2025-04-08 9.1  CVE-2025-2004 

n/a -- n/a 
 
  

A Incorrect Privilege Assignment vulnerability in SUSE rancher allows a Restricted 
Administrator to change the password of Administrators and take over their 
accounts. This issue affects rancher: from 2.8.0 before 2.8.14, from 2.9.0 before 
2.9.8, from 2.10.0 before 2.10.4. 

2025-04-11 9.1  CVE-2025-23391 

n/a -- n/a 
 
  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by an 
Improper Input Validation vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2025-04-08 9.1  CVE-2025-24446 

n/a -- n/a 
 
  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by a 
Deserialization of Untrusted Data vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2025-04-08 9.1  CVE-2025-24447 

n/a -- n/a 
 
  

Improper handling of identifiers lead to a SQL injection vulnerability in the 
quoteNameStr method of the database package. Please note: the affected method 
is a protected method. It has no usages in the original packages in neither the 2.x 
nor 3.x branch and therefore the vulnerability in question can not be exploited 
when using the original database class. However, classes extending the affected 
class might be affected, if the vulnerable method is used. 

2025-04-08 9.8  CVE-2025-25226 

n/a -- n/a 
 
  

The InstaWP Connect - 1-click WP Staging & Migration plugin for WordPress is 
vulnerable to Local File Inclusion in all versions up to, and including, 0.1.0.85 via 
the 'instawp-database-manager' parameter. This makes it possible for 
unauthenticated attackers to include and execute arbitrary files on the server, 
allowing the execution of any PHP code in those files. This can be used to bypass 
access controls, obtain sensitive data, or achieve code execution in cases where 
images and other "safe" file types can be uploaded and included. 

2025-04-11 9.8  CVE-2025-2636 

n/a -- n/a 
 
  

SAP S/4HANA allows an attacker with user privileges to exploit a vulnerability in 
the function module exposed via RFC. This flaw enables the injection of arbitrary 
ABAP code into the system, bypassing essential authorization checks. This 
vulnerability effectively functions as a backdoor, creating the risk of full system 
compromise, undermining the confidentiality, integrity and availability of the 
system. 

2025-04-08 9.9  CVE-2025-27429 

n/a -- n/a 
 
  

Dell PowerScale OneFS, versions 9.5.0.0 through 9.10.1.0, contains a use of default 
password vulnerability. An unauthenticated attacker with remote access could 
potentially exploit this vulnerability, leading to the takeover of a high privileged 
user account. 

2025-04-10 9.8  CVE-2025-27690 

n/a -- n/a 
 
  

OS command injection vulnerability in the specific service exists in Wi-Fi AP UNIT 
'AC-WPS-11ac series'. If exploited, an arbitrary OS command may be executed by a 
remote attacker who can log in to the product. 

2025-04-09 9.8  CVE-2025-27797 

n/a -- n/a 
 
  

Sqlite 3.49.0 is susceptible to integer overflow through the concat function. 2025-04-07 9.8  CVE-2025-29087 

n/a -- n/a 
 
  

SAP Financial Consolidation allows an unauthenticated attacker to gain 
unauthorized access to the Admin account. The vulnerability arises due to 
improper authentication mechanisms, due to which there is high impact on the 
Confidentiality, Integrity & Availability of the application. 

2025-04-08 9.8  CVE-2025-30016 

n/a -- n/a 
 
  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by an 
Improper Access Control vulnerability that could result in arbitrary file system read. 
An attacker could leverage this vulnerability to access or modify sensitive data 

2025-04-08 9.1  CVE-2025-30281 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-55210&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-55210
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58136&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58136
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2004&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2004
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-23391&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-23391
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-24446&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-24446
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-24447&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-24447
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-25226&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-25226
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2636&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2636
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27429&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27429
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27690&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27690
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27797&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27797
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29087&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29087
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30016&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30016
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30281&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30281
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without proper authorization. Exploitation of this issue does not require user 
interaction. 

n/a -- n/a 
 
  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by an 
Improper Authentication vulnerability that could result in arbitrary code execution 
in the context of the current user. An attacker could leverage this vulnerability to 
bypass authentication mechanisms and execute code with the privileges of the 
authenticated user. Exploitation of this issue requires user interaction in that a 
victim must be coerced into performing actions within the application. 

2025-04-08 9.1  CVE-2025-30282 

n/a -- n/a 
 
  

Unrestricted Upload of File with Dangerous Type vulnerability in Bogdan 
Bendziukov Squeeze allows Using Malicious Files. This issue affects Squeeze: from 
n/a through 1.6. 

2025-04-09 9.1  CVE-2025-31002 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Adam Nowak Buddypress 
Humanity allows Cross Site Request Forgery. This issue affects Buddypress 
Humanity: from n/a through 1.2. 

2025-04-09 9.8  CVE-2025-31033 

n/a -- n/a 
 
  

SAP Landscape Transformation (SLT) allows an attacker with user privileges to 
exploit a vulnerability in the function module exposed via RFC. This flaw enables 
the injection of arbitrary ABAP code into the system, bypassing essential 
authorization checks. This vulnerability effectively functions as a backdoor, creating 
the risk of full system compromise, undermining the confidentiality, integrity and 
availability of the system. 

2025-04-08 9.9  CVE-2025-31330 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in WPSmartContracts WPSmartContracts allows Blind SQL 
Injection. This issue affects WPSmartContracts: from n/a through 2.0.10. 

2025-04-11 9.3  CVE-2025-31565 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in N-Media Bulk Product Sync allows SQL Injection. This 
issue affects Bulk Product Sync: from n/a through 8.6. 

2025-04-11 9.3  CVE-2025-31599 

n/a -- n/a 
 
  

HAX CMS PHP allows you to manage your microsite universe with PHP backend. 
Multiple file upload functions within the HAX CMS PHP application call a 'save' 
function in 'HAXCMSFile.php'. This save function uses a denylist to block specific 
file types from being uploaded to the server. This list is non-exhaustive and only 
blocks '.php', '.sh', '.js', and '.css' files. The existing logic causes the system to "fail 
open" rather than "fail closed." This vulnerability is fixed in 10.0.3. 

2025-04-08 9.9  CVE-2025-32028 

n/a -- n/a 
 
  

Unrestricted Upload of File with Dangerous Type vulnerability in Nirmal Kumar 
Ram WP Remote Thumbnail allows Upload a Web Shell to a Web Server. This issue 
affects WP Remote Thumbnail: from n/a through 1.3.1. 

2025-04-10 9.9  CVE-2025-32140 

n/a -- n/a 
 
  

Unrestricted Upload of File with Dangerous Type vulnerability in Brian Batt - 
elearningfreak.com Insert or Embed Articulate Content into WordPress allows 
Upload a Web Shell to a Web Server. This issue affects Insert or Embed Articulate 
Content into WordPress: from n/a through 4.3000000025. 

2025-04-10 9.1  CVE-2025-32202 

n/a -- n/a 
 
  

Unrestricted Upload of File with Dangerous Type vulnerability in LABCAT 
Processing Projects allows Upload a Web Shell to a Web Server. This issue affects 
Processing Projects: from n/a through 1.0.2. 

2025-04-10 9.1  CVE-2025-32206 

n/a -- n/a 
 
  

BentoML is a Python library for building online serving systems optimized for AI 
apps and model inference. Prior to 1.4.8, there was an insecure deserialization in 
BentoML's runner server. By setting specific headers and parameters in the POST 
request, it is possible to execute any unauthorized arbitrary code on the server, 
which will grant the attackers to have the initial access and information disclosure 
on the server. This vulnerability is fixed in 1.4.8. 

2025-04-09 9.8  CVE-2025-32375 

n/a -- n/a 
 
  

wikiplugin_includetpl in lib/wiki-plugins/wikiplugin_includetpl.php in Tiki before 
28.3 mishandles input to an eval. The fixed versions are 21.12, 24.8, 27.2, and 28.3. 

2025-04-09 9.9  CVE-2025-32461 

n/a -- n/a 
 
  

Langflow versions prior to 1.3.0 are susceptible to code injection in the 
/api/v1/validate/code endpoint. A remote and unauthenticated attacker can send 
crafted HTTP requests to execute arbitrary code. 

2025-04-07 9.8  CVE-2025-3248 

n/a -- n/a 
 
  

Incorrect Privilege Assignment vulnerability in Rankology Rankology SEO &#8211; 
On-site SEO allows Privilege Escalation. This issue affects Rankology SEO &#8211; 
On-site SEO: from n/a through 2.2.3. 

2025-04-11 9.8  CVE-2025-32491 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Uncodethemes Ultra Demo 
Importer allows Upload a Web Shell to a Web Server. This issue affects Ultra Demo 
Importer: from n/a through 1.0.5. 

2025-04-09 9.6  CVE-2025-32496 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in vertim Neon Product Designer allows SQL Injection. This 
issue affects Neon Product Designer: from n/a through 2.1.1. 

2025-04-11 9.3  CVE-2025-32565 
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n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in empik EmpikPlace for 
Woocommerce allows Object Injection. This issue affects EmpikPlace for 
Woocommerce: from n/a through 1.4.2. 

2025-04-11 9.8  CVE-2025-32568 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in RealMag777 TableOn - 
WordPress Posts Table Filterable allows Object Injection. This issue affects TableOn 
- WordPress Posts Table Filterable: from n/a through 1.0.2. 

2025-04-11 9.8  CVE-2025-32569 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Agence web Eoxia - Montpellier 
WP shop allows Upload a Web Shell to a Web Server. This issue affects WP shop: 
from n/a through 2.6.0. 

2025-04-09 9.6  CVE-2025-32576 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in hakeemnala Build App Online allows PHP 
Local File Inclusion. This issue affects Build App Online: from n/a through 1.0.23. 

2025-04-11 9.8  CVE-2025-32577 

n/a -- n/a 
 
  

Unrestricted Upload of File with Dangerous Type vulnerability in SoftClever Limited 
Sync Posts allows Upload a Web Shell to a Web Server. This issue affects Sync 
Posts: from n/a through 1.0. 

2025-04-11 9.9  CVE-2025-32579 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in HK WP Online Users Stats allows Blind SQL Injection. This 
issue affects WP Online Users Stats: from n/a through 1.0.0. 

2025-04-11 9.3  CVE-2025-32603 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in magepeopleteam WpBookingly 
allows Object Injection. This issue affects WpBookingly: from n/a through 1.2.0. 

2025-04-11 9.8  CVE-2025-32607 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in anantaddons Anant Addons for 
Elementor allows Cross Site Request Forgery. This issue affects Anant Addons for 
Elementor: from n/a through 1.1.5. 

2025-04-09 9.6  CVE-2025-32641 

n/a -- n/a 
 
  

Incorrect Privilege Assignment vulnerability in Mestres do WP Checkout Mestres 
WP allows Privilege Escalation. This issue affects Checkout Mestres WP: from n/a 
through 8.7.5. 

2025-04-09 9.8  CVE-2025-32695 

n/a -- n/a 
 
  

In ConnMan through 1.44, the lookup string in ns_resolv in dnsproxy.c can be NULL 
or an empty string when the TC (Truncated) bit is set in a DNS response. This allows 
attackers to cause a denial of service (application crash) or possibly execute 
arbitrary code, because those lookup values lead to incorrect length calculations 
and incorrect memcpy operations. 

2025-04-10 9 CVE-2025-32743 

n/a -- n/a 
 
  

In jenkins/ssh-agent Docker images 6.11.1 and earlier, SSH host keys are generated 
on image creation for images based on Debian, causing all containers based on 
images of the same version use the same SSH host keys, allowing attackers able to 
insert themselves into the network path between the SSH client (typically the 
Jenkins controller) and SSH build agent to impersonate the latter. 

2025-04-10 9.1  CVE-2025-32754 

n/a -- n/a 
 
  

In jenkins/ssh-slave Docker images based on Debian, SSH host keys are generated 
on image creation for images based on Debian, causing all containers based on 
images of the same version use the same SSH host keys, allowing attackers able to 
insert themselves into the network path between the SSH client (typically the 
Jenkins controller) and SSH build agent to impersonate the latter. 

2025-04-10 9.1  CVE-2025-32755 

n/a -- n/a 
 
  

The web service of iSherlock from HGiga has an OS Command Injection 
vulnerability, allowing unauthenticated remote attackers to inject arbitrary OS 
commands and execute them on the server. 

2025-04-08 9.8  CVE-2025-3361 

n/a -- n/a 
 
  

The web service of iSherlock from HGiga has an OS Command Injection 
vulnerability, allowing unauthenticated remote attackers to inject arbitrary OS 
commands and execute them on the server. 

2025-04-08 9.8  CVE-2025-3362 

n/a -- n/a 
 
  

The web service of iSherlock from HGiga has an OS Command Injection 
vulnerability, allowing unauthenticated remote attackers to inject arbitrary OS 
commands and execute them on the server. 

2025-04-08 9.8  CVE-2025-3363 

n/a -- n/a 
 
  

The Everest Forms - Contact Form, Quiz, Survey, Newsletter & Payment Form 
Builder for WordPress plugin for WordPress is vulnerable to PHP Object Injection in 
all versions up to, and including, 3.1.1 via deserialization of untrusted input from 
the 'field_value' parameter. This makes it possible for unauthenticated attackers to 
inject a PHP Object. No known POP chain is present in the vulnerable software, 
which means this vulnerability has no impact unless another plugin or theme 
containing a POP chain is installed on the site. If a POP chain is present via an 
additional plugin or theme installed on the target system, it may allow the attacker 
to perform actions like delete arbitrary files, retrieve sensitive data, or execute 
code depending on the POP chain present. 

2025-04-11 9.8  CVE-2025-3439 

n/a -- n/a 
 
  

A vulnerability has been identified in SENTRON 7KT PAC1260 Data Manager (All 
versions). The web interface of affected devices contains a path traversal 
vulnerability. This could allow an unauthenticated attacker it to access arbitrary 
files on the device with root privileges. 

2025-04-08 8.6  CVE-2024-41792 
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n/a -- n/a 
 
  

A vulnerability has been identified in SENTRON 7KT PAC1260 Data Manager (All 
versions). The web interface of affected devices provides an endpoint that allows 
to enable the ssh service without authentication. This could allow an 
unauthenticated remote attacker to enable remote access to the device via ssh. 

2025-04-08 8.6  CVE-2024-41793 

n/a -- n/a 
 
  

Lucee before 5.4.7.3 LTS and 6 before 6.1.1.118, when an attacker can place files 
on the server, is vulnerable to a protection mechanism failure that can let an 
attacker run code that would be expected to be blocked and access resources that 
would be expected to be protected. 

2025-04-08 8.8  CVE-2024-55354 

n/a -- n/a 
 
  

The DB chooser functionality in Jalios JPlatform 10 SP6 before 10.0.6 improperly 
neutralizes special elements used in an SQL command allows for unauthenticated 
users to trigger SQL Injection. This issue affects JPlatform before 10.0.6 and a 
PatchPlugin release 10.0.6 was issued 2023-02-06. 

2025-04-07 8.6  CVE-2025-0942 

n/a -- n/a 
 
  

IBM Personal Communications v14 and v15 include a Windows service that is 
vulnerable to local privilege escalation (LPE). The vulnerability allows any 
interactively logged in users on the target computer to run commands with full 
privileges in the context of NT AUTHORITY\SYSTEM. This allows for a low privileged 
attacker to escalate their privileges. This vulnerability is due to an incomplete fix 
for CVE-2024-25029. 

2025-04-08 8.8  CVE-2025-1095 

n/a -- n/a 
 
  

Improper access control in HDCP trustlet prior to SMR Apr-2025 Release 1 allows 
local attackers with shell privilege to escalate their privileges to root. 

2025-04-08 8.8  CVE-2025-20936 

n/a -- n/a 
 
  

Improper handling of exceptional conditions in pairing specific bluetooth devices in 
Galaxy Watch Bluetooth pairing prior to SMR Apr-2025 Release 1 allows local 
attackers to pair with specific bluetooth devices without user interaction. 

2025-04-08 8.8  CVE-2025-20946 

n/a -- n/a 
 
  

Heap-based buffer overflow in Windows Telephony Service allows an unauthorized 
attacker to execute code over a network. 

2025-04-08 8.8  CVE-2025-21205 

n/a -- n/a 
 
  

Heap-based buffer overflow in Windows Telephony Service allows an unauthorized 
attacker to execute code over a network. 

2025-04-08 8.8  CVE-2025-21221 

n/a -- n/a 
 
  

Heap-based buffer overflow in Windows Telephony Service allows an unauthorized 
attacker to execute code over a network. 

2025-04-08 8.8  CVE-2025-21222 

n/a -- n/a 
 
  

Reflected XSS in Ivanti Endpoint Manager before version 2024 SU1 or before 
version 2022 SU7 allows a remote unauthenticated attacker to obtain admin 
privileges. User interaction is required. 

2025-04-08 8.2  CVE-2025-22466 

n/a -- n/a 
 
  

In certain conditions, SAP NetWeaver Application Server ABAP allows an 
authenticated attacker to craft a Remote Function Call (RFC) request to restricted 
destinations, which can be used to expose credentials for a remote service. These 
credentials can then be further exploited to completely compromise the remote 
service, potentially resulting in a significant impact on the confidentiality, integrity, 
and availability of the application. 

2025-04-08 8.5  CVE-2025-23186 

n/a -- n/a 
 
  

A Stack-based Buffer Overflow vulnerability in SUSE rancher allows for denial of 
service.This issue affects rancher: from 2.8.0 before 2.8.13, from 2.9.0 before 2.9.7, 
from 2.10.0 before 2.10.3. 

2025-04-11 8.2  CVE-2025-23388 

n/a -- n/a 
 
  

A Improper Access Control vulnerability in SUSE rancher allows a local user to 
impersonate other identities through SAML Authentication on first login. This issue 
affects rancher: from 2.8.0 before 2.8.13, from 2.9.0 before 2.9.7, from 2.10.0 
before 2.10.3. 

2025-04-11 8.4  CVE-2025-23389 

n/a -- n/a 
 
  

OS command injection vulnerability in the WEB UI (the setting page) exists in Wi-Fi 
AP UNIT 'AC-WPS-11ac series'. If exploited, an arbitrary OS command may be 
executed by a remote attacker who can log in to the product. 

2025-04-09 8.8  CVE-2025-25053 

n/a -- n/a 
 
  

The Streamit theme for WordPress is vulnerable to arbitrary file uploads due to 
missing file type validation in the 'st_Authentication_Controller::edit_profile' 
function in all versions up to, and including, 4.0.1. This makes it possible for 
authenticated attackers, with subscriber-level and above permissions, to upload 
arbitrary files on the affected site's server which may make remote code execution 
possible. 

2025-04-08 8.8  CVE-2025-2525 

n/a -- n/a 
 
  

The Streamit theme for WordPress is vulnerable to privilege escalation via account 
takeover in all versions up to, and including, 4.0.2. This is due to the plugin not 
properly validating a user's identity prior to updating their details like email in the 
'st_Authentication_Controller::edit_profile' function. This makes it possible for 
unauthenticated attackers to change arbitrary user's email addresses, including 
administrators, and leverage that to reset the user's password and gain access to 
their account. 

2025-04-08 8.8  CVE-2025-2526 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-41793&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-41793
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-55354&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-55354
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-0942&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-0942
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-1095&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-1095
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20936&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20936
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20946&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20946
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21205&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21205
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21221&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21221
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21222&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21222
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22466&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22466
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-23186&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-23186
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-23388&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-23388
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-23389&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-23389
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-25053&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-25053
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2525&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2525
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2526&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2526
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n/a -- n/a 
 
  

Improper input validation in Windows Kerberos allows an unauthorized attacker to 
elevate privileges over a network. 

2025-04-08 8.8  CVE-2025-26647 

n/a -- n/a 
 
  

Use after free in Windows LDAP - Lightweight Directory Access Protocol allows an 
unauthorized attacker to execute code over a network. 

2025-04-08 8.1  CVE-2025-26663 

n/a -- n/a 
 
  

Out-of-bounds read in Windows Routing and Remote Access Service (RRAS) allows 
an unauthorized attacker to disclose information over a network. 

2025-04-08 8.8  CVE-2025-26669 

n/a -- n/a 
 
  

Use after free in Windows LDAP - Lightweight Directory Access Protocol allows an 
unauthorized attacker to execute code over a network. 

2025-04-08 8.1  CVE-2025-26670 

n/a -- n/a 
 
  

Use after free in Windows Remote Desktop Services allows an unauthorized 
attacker to execute code over a network. 

2025-04-08 8.1  CVE-2025-26671 

n/a -- n/a 
 
  

Improper access control in Windows Defender Application Control (WDAC) allows 
an unauthorized attacker to bypass a security feature locally. 

2025-04-08 8.4  CVE-2025-26678 

n/a -- n/a 
 
  

Heap-based buffer overflow in Windows Telephony Service allows an unauthorized 
attacker to execute code over a network. 

2025-04-08 8.8  CVE-2025-27477 

n/a -- n/a 
 
  

Use after free in Remote Desktop Gateway Service allows an unauthorized attacker 
to execute code over a network. 

2025-04-08 8.1  CVE-2025-27480 

n/a -- n/a 
 
  

Stack-based buffer overflow in Windows Telephony Service allows an unauthorized 
attacker to execute code over a network. 

2025-04-08 8.8  CVE-2025-27481 

n/a -- n/a 
 
  

Sensitive data storage in improperly locked memory in Remote Desktop Gateway 
Service allows an unauthorized attacker to execute code over a network. 

2025-04-08 8.1  CVE-2025-27482 

n/a -- n/a 
 
  

Heap-based buffer overflow in Remote Desktop Client allows an authorized 
attacker to execute code over a network. 

2025-04-08 8 CVE-2025-27487 

n/a -- n/a 
 
  

Improper input validation in Windows Security Zone Mapping allows an 
unauthorized attacker to bypass a security feature locally. 

2025-04-08 8.6  CVE-2025-27737 

n/a -- n/a 
 
  

Weak authentication in Windows Active Directory Certificate Services allows an 
authorized attacker to elevate privileges over a network. 

2025-04-08 8.8  CVE-2025-27740 

n/a -- n/a 
 
  

MSI Center before 2.0.52.0 allows TOCTOU Local Privilege Escalation. 2025-04-10 8.1  CVE-2025-27812 

n/a -- n/a 
 
  

MSI Center before 2.0.52.0 has Missing PE Signature Validation. 2025-04-10 8.1  CVE-2025-27813 

n/a -- n/a 
 
  

The Motors - Car Dealership & Classified Listings Plugin plugin for WordPress is 
vulnerable to arbitrary plugin installations due to a missing capability check in the 
mvl_setup_wizard_install_plugin() function in all versions up to, and including, 
1.4.64. This makes it possible for authenticated attackers, with Subscriber-level 
access and above, to install and activate arbitrary plugins on the affected site's 
server which may make remote code execution possible. 

2025-04-08 8.8  CVE-2025-2807 

n/a -- n/a 
 
  

A Remote Code Execution (RCE) vulnerability exists in Code Astro Internet Banking 
System 2.0.0 due to improper file upload validation in the profile_pic parameter 
within pages_view_client.php. 

2025-04-10 8.8  CVE-2025-29017 

n/a -- n/a 
 
  

jerryhanjj ERP 1.0 is vulnerable to SQL Injection in the set_password function in 
application/controllers/home.php. 

2025-04-09 8.8  CVE-2025-29390 

n/a -- n/a 
 
  

Improper authorization in Microsoft Office SharePoint allows an authorized 
attacker to execute code over a network. 

2025-04-08 8.8  CVE-2025-29794 

n/a -- n/a 
 
  

Dell Common Event Enabler, version(s) CEE 9.0.0.0, contain(s) an Improper 
Restriction of Communication Channel to Intended Endpoints vulnerability in the 
Common Anti-Virus Agent (CAVA). An unauthenticated attacker with remote 
access could potentially exploit this vulnerability, leading to Unauthorized access. 

2025-04-08 8.3  CVE-2025-29986 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26647&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26647
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26663&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26663
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26669&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26669
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26670&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26670
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26671&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26671
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26678&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26678
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27477&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27477
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27480&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27480
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27481&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27481
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27482&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27482
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27487&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27487
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27737&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27737
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27740&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27740
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27812&vector=CVSS:3.1/AV:L/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27812
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27813&vector=CVSS:3.1/AV:L/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27813
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2807&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2807
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29017&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29017
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29390&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29390
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29794&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29794
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29986&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29986
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n/a -- n/a 
 
  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by a 
Deserialization of Untrusted Data vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2025-04-08 8 CVE-2025-30284 

n/a -- n/a 
 
  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by a 
Deserialization of Untrusted Data vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2025-04-08 8 CVE-2025-30285 

n/a -- n/a 
 
  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by an 
Improper Neutralization of Special Elements used in an OS Command ('OS 
Command Injection') vulnerability that could lead in arbitrary code execution by an 
attacker. Exploitation of this issue does not require user interaction. 

2025-04-08 8 CVE-2025-30286 

n/a -- n/a 
 
  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by an 
Improper Authentication vulnerability that could result in arbitrary code execution 
in the context of the current user. An attacker could leverage this vulnerability to 
bypass authentication mechanisms and execute code with the privileges of the 
authenticated user. Exploitation of this issue requires user interaction in that a 
victim must be coerced into performing actions within the application. 

2025-04-08 8.1  CVE-2025-30287 

n/a -- n/a 
 
  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by an 
Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability that could lead to a security feature bypass. An attacker could exploit 
this vulnerability to access files and directories that are stored outside the 
intended restricted directory. Exploitation of this issue requires user interaction. 

2025-04-08 8.7  CVE-2025-30290 

n/a -- n/a 
 
  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in aytechnet DyaPress ERP/CRM allows PHP Local File Inclusion. This 
issue affects DyaPress ERP/CRM: from n/a through 18.0.2.0. 

2025-04-10 8.1  CVE-2025-30582 

n/a -- n/a 
 
  

The WPFront User Role Editor plugin for WordPress is vulnerable to Cross-Site 
Request Forgery in all versions up to, and including, 4.2.1. This is due to missing or 
incorrect nonce validation on the whitelist_options() function. This makes it 
possible for unauthenticated attackers to update the default role option that can 
be leveraged for privilege escalation via a forged request granted they can trick a 
site administrator into performing an action such as clicking on a link. This is only 
exploitable on multisite instances. 

2025-04-08 8.8  CVE-2025-3064 

n/a -- n/a 
 
  

The SureTriggers: All-in-One Automation Platform plugin for WordPress is 
vulnerable to an authentication bypass leading to administrative account creation 
due to a missing empty value check on the 'secret_key' value in the 
'autheticate_user' function in all versions up to, and including, 1.0.78. This makes it 
possible for unauthenticated attackers to create administrator accounts on the 
target website when the plugin is installed and activated but not configured with 
an API key. 

2025-04-10 8.1  CVE-2025-3102 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Purab Seo Meta Tags allows 
Cross Site Request Forgery. This issue affects Seo Meta Tags: from n/a through 1.4. 

2025-04-09 8.8  CVE-2025-31023 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in WPSolr free WPSolr allows 
Privilege Escalation. This issue affects WPSolr: from n/a through 24.0. 

2025-04-09 8.8  CVE-2025-31036 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Essential Marketer Essential 
Breadcrumbs allows Privilege Escalation. This issue affects Essential Breadcrumbs: 
from n/a through 1.1.1. 

2025-04-09 8.8  CVE-2025-31038 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in NotFound WP Food ordering and Restaurant 
Menu allows PHP Local File Inclusion. This issue affects WP Food ordering and 
Restaurant Menu: from n/a through 1.1. 

2025-04-11 8.1  CVE-2025-31040 

n/a -- n/a 
 
  

Incorrect Privilege Assignment vulnerability in NotFound WP User Profiles allows 
Privilege Escalation. This issue affects WP User Profiles: from n/a through 2.6.2. 

2025-04-10 8.8  CVE-2025-31524 

n/a -- n/a 
 
  

Umbraco is a free and open source .NET content management system. 
Authenticated users to the Umbraco backoffice are able to craft management API 
request that exploit a path traversal vulnerability to upload files into a incorrect 
location. The issue affects Umbraco 14+ and is patched in 14.3.4 and 15.3.1. 

2025-04-08 8.8  CVE-2025-32017 

n/a -- n/a 
 
  

Cursor is a code editor built for programming with AI. In versions 0.45.0 through 
0.48.6, the Cursor app introduced a regression affecting the set of file paths the 
Cursor Agent is permitted to modify automatically. Under specific conditions, the 
agent could be prompted, either directly by the user or via maliciously crafted 
context, to automatically write to files outside of the opened workspace. This 

2025-04-08 8 CVE-2025-32018 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30284&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30284
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30285&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30285
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30286&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30286
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30287&vector=CVSS:3.1/AV:L/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30287
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30290&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:N/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30290
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30582&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30582
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3064&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3064
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3102&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3102
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31023&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31023
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31036&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31036
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31038&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31038
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behavior required deliberate prompting, making successful exploitation highly 
impractical in real-world scenarios. Furthermore, the edited file was still displayed 
in the UI as usual for user review, making it unlikely for the edit to go unnoticed by 
the user. This vulnerability is fixed in 0.48.7. 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in CardGate CardGate Payments for WooCommerce allows 
Blind SQL Injection. This issue affects CardGate Payments for WooCommerce: from 
n/a through 3.2.1. 

2025-04-10 8.2  CVE-2025-32119 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in PickPlugins Accordion allows 
Object Injection. This issue affects Accordion: from n/a through 2.3.10. 

2025-04-11 8.8  CVE-2025-32143 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in PickPlugins Job Board Manager 
allows Object Injection. This issue affects Job Board Manager: from n/a through 
2.1.60. 

2025-04-11 8.8  CVE-2025-32144 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in magepeopleteam WpEvently 
allows Object Injection. This issue affects WpEvently: from n/a through 4.3.5. 

2025-04-10 8.8  CVE-2025-32145 

n/a -- n/a 
 
  

The Oz Forensics face recognition application before 4.0.8 late 2023 allows PII 
retrieval via /statistic/list Insecure Direct Object Reference. NOTE: the number 
4.0.8 was used for both the unpatched and patched versions. 

2025-04-11 8.6  CVE-2025-32367 

n/a -- n/a 
 
  

An XXE issue in the Director NBR component in NAKIVO Backup & Replication 
10.3.x through 11.0.1 before 11.0.2 allows remote attackers fetch and parse the 
XML response. 

2025-04-08 8.6  CVE-2025-32406 

n/a -- n/a 
 
  

Ratta SuperNote A6 X2 Nomad before December 2024 allows remote code 
execution because an arbitrary firmware image (signed with debug keys) can be 
sent to TCP port 60002, and placed into the correct image-update location as a 
consequence of both directory traversal and unintended handling of concurrency. 

2025-04-07 8.1  CVE-2025-32409 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in ThemeAtelier IDonate allows PHP Local File 
Inclusion. This issue affects IDonate: from n/a through 2.1.8. 

2025-04-11 8.1  CVE-2025-32519 

n/a -- n/a 
 
  

Missing Authorization vulnerability in EazyPlugins Eazy Plugin Manager allows 
Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 
Eazy Plugin Manager: from n/a through 4.3.0. 

2025-04-11 8.8  CVE-2025-32542 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in gtlwpdev All push notification for 
WP allows Blind SQL Injection. This issue affects All push notification for WP: from 
n/a through 1.5.3. 

2025-04-09 8.2  CVE-2025-32547 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in ketanajani Duplicate Title Checker allows Blind SQL 
Injection. This issue affects Duplicate Title Checker: from n/a through 1.2. 

2025-04-11 8.5  CVE-2025-32558 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in dev02ali Easy Post Duplicator allows SQL Injection. This 
issue affects Easy Post Duplicator: from n/a through 1.0.1. 

2025-04-11 8.5  CVE-2025-32567 

n/a -- n/a 
 
  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in pickupp WooCommerce Pickupp allows PHP Local File Inclusion. 
This issue affects WooCommerce Pickupp: from n/a through 2.4.0. 

2025-04-11 8.1  CVE-2025-32587 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in odude Flexi - Guest Submit allows PHP Local 
File Inclusion. This issue affects Flexi - Guest Submit: from n/a through 4.28. 

2025-04-11 8.1  CVE-2025-32589 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Ashan Perera EventON allows PHP Local File 
Inclusion. This issue affects EventON: from n/a through 2.3.2. 

2025-04-11 8.8  CVE-2025-32614 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in PickPlugins Wishlist allows SQL Injection. This issue 
affects Wishlist: from n/a through 1.0.43. 

2025-04-11 8.5  CVE-2025-32618 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in JoomSky JS Job Manager allows PHP Local 
File Inclusion. This issue affects JS Job Manager: from n/a through 2.0.2. 

2025-04-11 8.1  CVE-2025-32627 

n/a -- n/a 
 
  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in CMSJunkie - WordPress Business Directory Plugins WP-
BusinessDirectory allows Path Traversal. This issue affects WP-BusinessDirectory: 
from n/a through 3.1.2. 

2025-04-11 8.6  CVE-2025-32629 

n/a -- n/a 
 
  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in oxygensuite Oxygen MyData for WooCommerce allows Path 
Traversal. This issue affects Oxygen MyData for WooCommerce: from n/a through 
1.0.63. 

2025-04-11 8.6  CVE-2025-32631 
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n/a -- n/a 
 
  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in neoslab Database Toolset allows Path Traversal. This issue affects 
Database Toolset: from n/a through 1.8.4. 

2025-04-11 8.6  CVE-2025-32633 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Ability, Inc Accessibility Suite by Online ADA allows SQL 
Injection. This issue affects Accessibility Suite by Online ADA: from n/a through 
4.18. 

2025-04-11 8.5  CVE-2025-32650 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Stylemix Motors allows PHP Local File 
Inclusion. This issue affects Motors: from n/a through 1.4.65. 

2025-04-11 8.1  CVE-2025-32654 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in NotFound Testimonial Slider And Showcase 
Pro allows PHP Local File Inclusion. This issue affects Testimonial Slider And 
Showcase Pro: from n/a through 2.3.15. 

2025-04-11 8.1  CVE-2025-32656 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in roninwp FAT Cooming Soon allows PHP 
Local File Inclusion. This issue affects FAT Cooming Soon: from n/a through 1.1. 

2025-04-11 8.1  CVE-2025-32663 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Rameez Iqbal Real Estate Manager allows 
PHP Local File Inclusion. This issue affects Real Estate Manager: from n/a through 
7.3. 

2025-04-10 8.1  CVE-2025-32668 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in g5theme Ultimate Bootstrap Elements for 
Elementor allows PHP Local File Inclusion. This issue affects Ultimate Bootstrap 
Elements for Elementor: from n/a through 1.4.9. 

2025-04-11 8.1  CVE-2025-32672 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in WP Guru Error Log Viewer allows Blind SQL Injection. 
This issue affects Error Log Viewer: from n/a through 1.0.5. 

2025-04-11 8.5  CVE-2025-32681 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Magnigenie Review Stars Count For WooCommerce 
allows SQL Injection. This issue affects Review Stars Count For WooCommerce: 
from n/a through 2.0. 

2025-04-10 8.5  CVE-2025-32687 

n/a -- n/a 
 
  

The Embedder plugin for WordPress is vulnerable to unauthorized modification of 
data that can lead to privilege escalation due to a missing capability check on the 
ajax_set_global_option() function in versions 1.3 to 1.3.5. This makes it possible for 
authenticated attackers, with Subscriber-level access and above, to update 
arbitrary options on the WordPress site. This can be leveraged to update the 
default role for registration to administrator and enable user registration for 
attackers to gain administrative user access to a vulnerable site. 

2025-04-10 8.8  CVE-2025-3417 

n/a -- n/a 
 
  

The WPC Admin Columns plugin for WordPress is vulnerable to privilege escalation 
in versions 2.0.6 to 2.1.0. This is due to the plugin not properly restricting user 
meta values that can be updated through the ajax_edit_save() function. This makes 
it possible for authenticated attackers, with Subscriber-level access and above, to 
update their role to that of an administrator. 

2025-04-12 8.8  CVE-2025-3418 

n/a -- n/a 
 
  

A Path Traversal "Zip Slip" vulnerability has been identified in mholt/archiver in Go. 
This vulnerability allows using a crafted ZIP file containing path traversal symlinks 
to create or overwrite files with the user's privileges or application utilizing the 
library. When using the archiver.Unarchive functionality with ZIP files, like this: 
archiver.Unarchive(zipFile, outputDir),  A crafted ZIP file can be extracted in such a 
way that it writes files to the affected system with the same privileges as the 
application executing this vulnerable functionality. Consequently, sensitive files 
may be overwritten, potentially leading to privilege escalation, code execution, and 
other severe outcomes in some cases. It's worth noting that a similar vulnerability 
was found in TAR files (CVE-2024-0406). Although a fix was implemented, it hasn't 
been officially released, and the affected project has since been deprecated. The 
successor to mholt/archiver is a new project called mholt/archives, and its initial 
release (v0.1.0) removes the Unarchive() functionality. 

2025-04-13 8.1  CVE-2025-3445 

n/a -- n/a 
 
  

A vulnerability was found in D-Link DI-8100 16.07.26A1. It has been rated as 
critical. This issue affects the function auth_asp of the file /auth.asp of the 
component jhttpd. The manipulation of the argument callback leads to stack-based 
buffer overflow. The attack needs to be approached within the local network. The 
exploit has been disclosed to the public and may be used. 

2025-04-13 8.8  CVE-2025-3538 

n/a -- n/a 
 
  

A vulnerability classified as critical has been found in H3C Magic NX15, Magic NX30 
Pro, Magic NX400, Magic R3010 and Magic BE18000 up to V100R014. Affected is 
the function FCGI_CheckStringIfContainsSemicolon of the file 

2025-04-13 8 CVE-2025-3539 
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/api/wizard/getBasicInfo of the component HTTP POST Request Handler. The 
manipulation leads to command injection. The attack can only be done within the 
local network. The exploit has been disclosed to the public and may be used. It is 
recommended to upgrade the affected component. 

n/a -- n/a 
 
  

A vulnerability classified as critical was found in H3C Magic NX15, Magic NX30 Pro, 
Magic NX400 and Magic R3010 up to V100R014. Affected by this vulnerability is 
the function FCGI_WizardProtoProcess of the file /api/wizard/getCapability of the 
component HTTP POST Request Handler. The manipulation leads to command 
injection. The attack can only be initiated within the local network. The exploit has 
been disclosed to the public and may be used. It is recommended to upgrade the 
affected component. 

2025-04-13 8 CVE-2025-3540 

n/a -- n/a 
 
  

A vulnerability, which was classified as critical, has been found in H3C Magic NX15, 
Magic NX30 Pro, Magic NX400 and Magic R3010 up to V100R014. Affected by this 
issue is the function FCGI_WizardProtoProcess of the file /api/wizard/getSpecs of 
the component HTTP POST Request Handler. The manipulation leads to command 
injection. The attack needs to be done within the local network. The exploit has 
been disclosed to the public and may be used. It is recommended to upgrade the 
affected component. 

2025-04-13 8 CVE-2025-3541 

n/a -- n/a 
 
  

A improper restriction of communication channel to intended endpoints 
vulnerability [CWE-923] in Fortinet FortiOS version 7.4.0 through 7.4.4, 7.2.0 
through 7.2.8, 7.0.0 through 7.0.15, 6.4.0 through 6.4.15 and before 6.2.16, 
Fortinet FortiProxy version 7.4.0 through 7.4.2, 7.2.0 through 7.2.9 and before 
7.0.15, Fortinet FortiManager version 7.4.0 through 7.4.2, 7.2.0 through 7.2.4, 
7.0.0 through 7.0.11, 6.4.0 through 6.4.14 and before 6.2.13, Fortinet FortiAnalyzer 
version 7.4.0 through 7.4.2, 7.2.0 through 7.2.4, 7.0.0 through 7.0.11, 6.4.0 
through 6.4.14 and before 6.2.13, Fortinet FortiVoice version 7.0.0 through 7.0.2 
before 6.4.8 and Fortinet FortiWeb before 7.4.2 may allow an unauthenticated 
attacker in a man-in-the-middle position to impersonate the management device 
(FortiCloud server or/and in certain conditions, FortiManager), via intercepting the 
FGFM authentication request between the management device and the managed 
device 

2025-04-08 7.5  CVE-2024-26013 

n/a -- n/a 
 
  

A vulnerability has been identified in SENTRON 7KT PAC1260 Data Manager (All 
versions). The web interface of affected devices does not authenticate report 
creation requests. This could allow an unauthenticated remote attacker to read or 
clear the log files on the device, reset the device or set the date and time. 

2025-04-08 7.3  CVE-2024-41791 

n/a -- n/a 
 
  

A Exposure of Sensitive Information to an Unauthorized Actor vulnerability in SUSE 
rancher which allows users to watch resources they are not allowed to access, 
when they have at least some generic permissions on the type. This issue affects 
rancher: before 2175e09, before 6e30359, before c744f0b. 

2025-04-11 7.7  CVE-2024-52280 

n/a -- n/a 
 
  

An improper neutralization of special elements used in an OS command ('OS 
Command Injection') vulnerability [CWE-78] in Fortinet FortiIsolator before version 
2.4.6 allows a privileged attacker with super-admin profile and CLI access to 
execute unauthorized code via specifically crafted HTTP requests. 

2025-04-08 7.2  CVE-2024-54024 

n/a -- n/a 
 
  

Panasonic IR Control Hub (IR Blaster) versions 1.17 and earlier may allow an 
attacker with physical access to load unauthorized firmware onto the device. 

2025-04-10 7.5  CVE-2025-1073 

n/a -- n/a 
 
  

Insufficient Session Expiration vulnerability in Progress Software Corporation 
Sitefinity under some specific and uncommon circumstances allows reusing Session 
IDs (Session Replay Attacks).This issue affects Sitefinity: from 14.0 through 14.3, 
from 14.4 before 14.4.8145, from 15.0 before 15.0.8231, from 15.1 before 
15.1.8332, from 15.2 before 15.2.8429. 

2025-04-09 7.7  CVE-2025-1968 

n/a -- n/a 
 
  

Uncontrolled resource consumption in Windows Standards-Based Storage 
Management Service allows an unauthorized attacker to deny service over a 
network. 

2025-04-08 7.5  CVE-2025-21174 

n/a -- n/a 
 
  

Time-of-check time-of-use (toctou) race condition in Windows Local Security 
Authority (LSA) allows an authorized attacker to elevate privileges locally. 

2025-04-08 7 CVE-2025-21191 

n/a -- n/a 
 
  

Improper link resolution before file access ('link following') in Windows Update 
Stack allows an authorized attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-21204 

n/a -- n/a 
 
  

A Buffer Access with Incorrect Length Value vulnerability in the jdhcpd daemon of 
Juniper Networks Junos OS, when DHCP snooping is enabled, allows an 
unauthenticated, adjacent, attacker to send a DHCP packet with a malformed 
DHCP option to cause jdhcp to crash creating a Denial of Service (DoS) condition. 
Continuous receipt of these DHCP packets using the malformed DHCP Option will 

2025-04-09 7.4  CVE-2025-21591 
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create a sustained Denial of Service (DoS) condition. This issue affects Junos OS: * 
from 23.1R1 before 23.2R2-S3, * from 23.4 before 23.4R2-S3, * from 24.2 before 
24.2R2. This issue isn't applicable to any versions of Junos OS before 23.1R1. This 
issue doesn't affect vSRX Series which doesn't support DHCP Snooping. This issue 
doesn't affect Junos OS Evolved. There are no indicators of compromise for this 
issue. 

n/a -- n/a 
 
  

An Improper Check for Unusual or Exceptional Conditions vulnerability in the pfe 
(packet forwarding engine) of Juniper Networks Junos OS on MX Series causes a 
port within a pool to be blocked leading to Denial of Service (DoS). In a DS-Lite 
(Dual-Stack Lite) and NAT (Network Address Translation) scenario, when crafted 
IPv6 traffic is received and prefix-length is set to 56, the ports assigned to the user 
will not be freed.  Eventually, users cannot establish new connections. Affected 
FPC/PIC need to be manually restarted to recover. Following is the command to 
identify the issue:      user@host> show services nat source port-
block      Host_IP                     External_IP                   Port_Block      Ports_Used/ 
      Block_State/                                                               Range           Ports_Total       Left
_Time(s)     2001::                        x.x.x.x                     58880-
59391     256/256*1         Active/-       >>>>>>>>port still usedThis issue affects Junos 
OS on MX Series:  * from 21.2 before 21.2R3-S8,  * from 21.4 before 21.4R3-S7,  * 
from 22.1 before 22.1R3-S6,  * from 22.2 before 22.2R3-S4,  * from 22.3 before 
22.3R3-S3,  * from 22.4 before 22.4R3-S2,  * from 23.2 before 23.2R2-S1,  * from 
23.4 before 23.4R1-S2, 23.4R2. This issue does not affect versions before 20.2R1. 

2025-04-09 7.5  CVE-2025-21594 

n/a -- n/a 
 
  

An Improper Following of Specification by Caller vulnerability in web management 
(J-Web, Captive Portal, 802.1X, Juniper Secure Connect (JSC) of Juniper Networks 
Junos OS on SRX Series, EX Series, MX240, MX480, MX960, QFX5120 Series, allows 
an unauthenticated, network-based attacker, sending genuine traffic targeted to 
the device to cause the CPU to climb until the device becomes unresponsive. 
Continuous receipt of these packets will create a sustained Denial of Service (DoS) 
condition. This issue affects Junos OS:  * All versions before 21.4R3-S9, * from 22.2 
before 22.2R3-S5, * from 22.4 before 22.4R3-S4, * from 23.2 before 23.2R2-S3, * 
from 23.4 before 23.4R2-S3, * from 24.2 before 24.2R1-S1, 24.2R2. An indicator of 
compromise is to review the CPU % of the httpd process in the CLI: e.g.   show 
system processes extensive | match httpd  PID nobody       52   0   20M    191M 
select   2   0:01   80.00% httpd{httpd} <<<<< the percentage of httpd usage if high 
may be an indicator 

2025-04-09 7.5  CVE-2025-21601 

n/a -- n/a 
 
  

CWE-552: Files or Directories Accessible to External Parties vulnerability over https 
exists that could leak information and potential privilege escalation following man 
in the middle attack. 

2025-04-09 7.8  CVE-2025-2222 

n/a -- n/a 
 
  

CWE-20: Improper Input Validation vulnerability exists that could cause a loss of 
Confidentiality, Integrity and Availability of engineering workstation when a 
malicious project file is loaded by a user from the local system. 

2025-04-09 7.8  CVE-2025-2223 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Crocoblock JetCompareWishlist allows PHP 
Local File Inclusion.This issue affects JetCompareWishlist: from n/a through 1.5.9. 

2025-04-10 7.5  CVE-2025-22279 

n/a -- n/a 
 
  

DLL hijacking in Ivanti Endpoint Manager before version 2024 SU1 or before 
version 2022 SU7 allows an authenticated attacker to escalate to System. 

2025-04-08 7.8  CVE-2025-22458 

n/a -- n/a 
 
  

SQL injection in Ivanti Endpoint Manager before version 2024 SU1 or before 
version 2022 SU7 allows a remote authenticated attacker with admin privileges to 
achieve code execution. 

2025-04-08 7.2  CVE-2025-22461 

n/a -- n/a 
 
  

An improper privilege management vulnerability in the SonicWall NetExtender 
Windows (32 and 64 bit) client allows a low privileged attacker to modify 
configurations. 

2025-04-10 7.2  CVE-2025-23008 

n/a -- n/a 
 
  

A Incorrect Default Permissions vulnerability in the openSUSE Tumbleweed 
package gerbera allows the service user gerbera to escalate to root.,This issue 
affects gerbera on openSUSE Tumbleweed before 2.5.0-1.1. 

2025-04-10 7.8  CVE-2025-23386 

n/a -- n/a 
 
  

Improper input validation in Windows DWM Core Library allows an authorized 
attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-24058 

n/a -- n/a 
 
  

Improper input validation in Windows DWM Core Library allows an authorized 
attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-24060 

n/a -- n/a 
 
  

Improper input validation in Windows DWM Core Library allows an authorized 
attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-24062 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21594&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2222
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22279
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22458&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22458
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22461&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22461
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-23008&vector=CVSS:3.1/AV:P/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-23008
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-24058&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-24058
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-24060&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-24062
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n/a -- n/a 
 
  

Improper input validation in Windows DWM Core Library allows an authorized 
attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-24073 

n/a -- n/a 
 
  

Improper input validation in Windows DWM Core Library allows an authorized 
attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-24074 

n/a -- n/a 
 
  

Insufficient state checks lead to a vector that allows to bypass 2FA checks. 2025-04-08 7.5  CVE-2025-25227 

n/a -- n/a 
 
  

An Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability [CWE-22] in FortiWeb version 7.6.2 and below, version 7.4.6 and 
below, 7.2 all versions, 7.0 all versions endpoint may allow an authenticated admin 
to access and modify the filesystem via crafted requests. 

2025-04-08 7.2  CVE-2025-25254 

n/a -- n/a 
 
  

There is a DLL hijacking vulnerability due to an uncontrolled search path that exists 
in NI LabVIEW when loading NI Error Reporting. This vulnerability may result in 
arbitrary code execution. Successful exploitation requires an attacker to insert a 
malicious DLL into the uncontrolled search path. This vulnerability affects NI 
LabVIEW 2025 Q1 and prior versions. 

2025-04-09 7.3  CVE-2025-2629 

n/a -- n/a 
 
  

There is a DLL hijacking vulnerability due to an uncontrolled search path that exists 
in NI LabVIEW. This vulnerability may result in arbitrary code execution. Successful 
exploitation requires an attacker to insert a malicious DLL into the uncontrolled 
search path. This vulnerability affects NI LabVIEW 2025 Q1 and prior versions. 

2025-04-09 7.3  CVE-2025-2630 

n/a -- n/a 
 
  

Out of bounds write vulnerability due to improper bounds checking in NI LabVIEW 
in InitCPUInformation() that may result in information disclosure or arbitrary code 
execution. Successful exploitation requires an attacker to get a user to open a 
specially crafted VI. This vulnerability affects NI LabVIEW 2025 Q1 and prior 
versions. 

2025-04-09 7.8  CVE-2025-2631 

n/a -- n/a 
 
  

Out of bounds write vulnerability due to improper bounds checking in NI LabVIEW 
reading CPU info from cache that may result in information disclosure or arbitrary 
code execution. Successful exploitation requires an attacker to get a user to open a 
specially crafted VI. This vulnerability affects NI LabVIEW 2025 Q1 and prior 
versions. 

2025-04-09 7.8  CVE-2025-2632 

n/a -- n/a 
 
  

Dell PowerScale OneFS, versions 9.4.0.0 through 9.10.0.1, contains an incorrect 
authorization vulnerability. An unauthenticated attacker with local access could 
potentially exploit this vulnerability to access the cluster with previous privileges of 
a disabled user account. 

2025-04-10 7 CVE-2025-26330 

n/a -- n/a 
 
  

Insufficiently protected credentials in Azure Local Cluster allows an authorized 
attacker to disclose information locally. 

2025-04-08 7.3  CVE-2025-26628 

n/a -- n/a 
 
  

Integer overflow or wraparound in Windows USB Print Driver allows an authorized 
attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-26639 

n/a -- n/a 
 
  

Use after free in Windows Digital Media allows an authorized attacker to elevate 
privileges locally. 

2025-04-08 7 CVE-2025-26640 

n/a -- n/a 
 
  

Uncontrolled resource consumption in Windows Cryptographic Services allows an 
unauthorized attacker to deny service over a network. 

2025-04-08 7.5  CVE-2025-26641 

n/a -- n/a 
 
  

Out-of-bounds read in Microsoft Office allows an unauthorized attacker to execute 
code locally. 

2025-04-08 7.8  CVE-2025-26642 

n/a -- n/a 
 
  

Sensitive data storage in improperly locked memory in Windows Kernel allows an 
authorized attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-26648 

n/a -- n/a 
 
  

Concurrent execution using shared resource with improper synchronization ('race 
condition') in Windows Secure Channel allows an authorized attacker to elevate 
privileges locally. 

2025-04-08 7 CVE-2025-26649 

n/a -- n/a 
 
  

Uncontrolled resource consumption in Windows Standards-Based Storage 
Management Service allows an unauthorized attacker to deny service over a 
network. 

2025-04-08 7.5  CVE-2025-26652 

n/a -- n/a 
 
  

Sensitive data storage in improperly locked memory in Windows upnphost.dll 
allows an authorized attacker to elevate privileges locally. 

2025-04-08 7 CVE-2025-26665 
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26648
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26649&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26649
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26652&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26652
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26665&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26665


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

n/a -- n/a 
 
  

Heap-based buffer overflow in Windows Media allows an authorized attacker to 
execute code locally. 

2025-04-08 7.8  CVE-2025-26666 

n/a -- n/a 
 
  

Heap-based buffer overflow in Windows Routing and Remote Access Service 
(RRAS) allows an unauthorized attacker to execute code over a network. 

2025-04-08 7.5  CVE-2025-26668 

n/a -- n/a 
 
  

Uncontrolled resource consumption in Windows LDAP - Lightweight Directory 
Access Protocol allows an unauthorized attacker to deny service over a network. 

2025-04-08 7.5  CVE-2025-26673 

n/a -- n/a 
 
  

Heap-based buffer overflow in Windows Media allows an authorized attacker to 
execute code locally. 

2025-04-08 7.8  CVE-2025-26674 

n/a -- n/a 
 
  

Out-of-bounds read in Windows Subsystem for Linux allows an authorized attacker 
to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-26675 

n/a -- n/a 
 
  

Use after free in RPC Endpoint Mapper Service allows an authorized attacker to 
elevate privileges locally. 

2025-04-08 7.8  CVE-2025-26679 

n/a -- n/a 
 
  

Uncontrolled resource consumption in Windows Standards-Based Storage 
Management Service allows an unauthorized attacker to deny service over a 
network. 

2025-04-08 7.5  CVE-2025-26680 

n/a -- n/a 
 
  

Allocation of resources without limits or throttling in ASP.NET Core allows an 
unauthorized attacker to deny service over a network. 

2025-04-08 7.5  CVE-2025-26682 

n/a -- n/a 
 
  

Sensitive data storage in improperly locked memory in Windows TCP/IP allows an 
unauthorized attacker to execute code over a network. 

2025-04-08 7.5  CVE-2025-26686 

n/a -- n/a 
 
  

Use after free in Windows Win32K - GRFX allows an unauthorized attacker to 
elevate privileges over a network. 

2025-04-08 7.5  CVE-2025-26687 

n/a -- n/a 
 
  

Stack-based buffer overflow in Microsoft Virtual Hard Drive allows an authorized 
attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-26688 

n/a -- n/a 
 
  

Arbitrary File Write vulnerabilities exist in the web-based management interface of 
both the AOS-10 GW and AOS-8 Controller/Mobility Conductor operating systems. 
Successful exploitation could allow an Authenticated attacker to upload arbitrary 
files and execute arbitrary commands on the underlying host operating system. 

2025-04-08 7.2  CVE-2025-27082 

n/a -- n/a 
 
  

Authenticated command injection vulnerabilities exist in the AOS-10 GW and AOS-
8 Controller/Mobility Conductor web-based management interface. Successful 
exploitation of these vulnerabilities allows an Authenticated attacker to execute 
arbitrary commands as a privileged user on the underlying operating system. 

2025-04-08 7.2  CVE-2025-27083 

n/a -- n/a 
 
  

After Effects versions 25.1, 24.6.4 and earlier are affected by an out-of-bounds 
write vulnerability that could result in arbitrary code execution in the context of 
the current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-04-08 7.8  CVE-2025-27182 

n/a -- n/a 
 
  

After Effects versions 25.1, 24.6.4 and earlier are affected by an out-of-bounds 
write vulnerability that could result in arbitrary code execution in the context of 
the current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-04-08 7.8  CVE-2025-27183 

n/a -- n/a 
 
  

Bridge versions 14.1.5, 15.0.2 and earlier are affected by a Heap-based Buffer 
Overflow vulnerability that could result in arbitrary code execution in the context 
of the current user. Exploitation of this issue requires user interaction in that a 
victim must open a malicious file. 

2025-04-08 7.8  CVE-2025-27193 

n/a -- n/a 
 
  

Media Encoder versions 25.1, 24.6.4 and earlier are affected by an out-of-bounds 
write vulnerability that could result in arbitrary code execution in the context of 
the current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-04-08 7.8  CVE-2025-27194 

n/a -- n/a 
 
  

Media Encoder versions 25.1, 24.6.4 and earlier are affected by a Heap-based 
Buffer Overflow vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2025-04-08 7.8  CVE-2025-27195 

n/a -- n/a 
 
  

Premiere Pro versions 25.1, 24.6.4 and earlier are affected by a Heap-based Buffer 
Overflow vulnerability that could result in arbitrary code execution in the context 
of the current user. Exploitation of this issue requires user interaction in that a 
victim must open a malicious file. 

2025-04-08 7.8  CVE-2025-27196 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26666&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26666
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26668&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26668
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26673&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26673
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26674&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26674
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26675&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26675
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26679&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26679
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26680&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26680
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26682&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26682
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26686&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26686
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26687&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26687
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26688&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26688
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27082&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27082
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27083&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27083
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27182&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27182
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27183&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27183
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27193&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27193
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27194&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27194
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27195&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27195
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27196&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27196


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

n/a -- n/a 
 
  

Photoshop Desktop versions 25.12.1, 26.4.1 and earlier are affected by a Heap-
based Buffer Overflow vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2025-04-08 7.8  CVE-2025-27198 

n/a -- n/a 
 
  

Animate versions 24.0.7, 23.0.10 and earlier are affected by a Heap-based Buffer 
Overflow vulnerability that could result in arbitrary code execution in the context 
of the current user. Exploitation of this issue requires user interaction in that a 
victim must open a malicious file. 

2025-04-08 7.8  CVE-2025-27199 

n/a -- n/a 
 
  

Animate versions 24.0.7, 23.0.10 and earlier are affected by a Use After Free 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2025-04-08 7.8  CVE-2025-27200 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Hugh Mungus Vice Versa allows Reflected XSS.This issue 
affects Vice Versa: from n/a through 2.2.3. 

2025-04-10 7.1  CVE-2025-27350 

n/a -- n/a 
 
  

Due to directory traversal vulnerability, an authorized attacker could gain access to 
some critical information by using RFC enabled function module. Upon successful 
exploitation, they could read files from any managed system connected to SAP 
Solution Manager, leading to high impact on confidentiality. There is no impact on 
integrity or availability. 

2025-04-08 7.7  CVE-2025-27428 

n/a -- n/a 
 
  

Use after free in Windows Digital Media allows an authorized attacker to elevate 
privileges locally. 

2025-04-08 7.8  CVE-2025-27467 

n/a -- n/a 
 
  

Uncontrolled resource consumption in Windows LDAP - Lightweight Directory 
Access Protocol allows an unauthorized attacker to deny service over a network. 

2025-04-08 7.5  CVE-2025-27469 

n/a -- n/a 
 
  

Uncontrolled resource consumption in Windows Standards-Based Storage 
Management Service allows an unauthorized attacker to deny service over a 
network. 

2025-04-08 7.5  CVE-2025-27470 

n/a -- n/a 
 
  

Uncontrolled resource consumption in Windows HTTP.sys allows an unauthorized 
attacker to deny service over a network. 

2025-04-08 7.5  CVE-2025-27473 

n/a -- n/a 
 
  

Sensitive data storage in improperly locked memory in Windows Update Stack 
allows an authorized attacker to elevate privileges locally. 

2025-04-08 7 CVE-2025-27475 

n/a -- n/a 
 
  

Use after free in Windows Digital Media allows an authorized attacker to elevate 
privileges locally. 

2025-04-08 7.8  CVE-2025-27476 

n/a -- n/a 
 
  

Heap-based buffer overflow in Windows Local Security Authority (LSA) allows an 
authorized attacker to elevate privileges locally. 

2025-04-08 7 CVE-2025-27478 

n/a -- n/a 
 
  

Insufficient resource pool in Windows Kerberos allows an unauthorized attacker to 
deny service over a network. 

2025-04-08 7.5  CVE-2025-27479 

n/a -- n/a 
 
  

Out-of-bounds read in Windows NTFS allows an unauthorized attacker to elevate 
privileges locally. 

2025-04-08 7.8  CVE-2025-27483 

n/a -- n/a 
 
  

Sensitive data storage in improperly locked memory in Windows Universal Plug and 
Play (UPnP) Device Host allows an authorized attacker to elevate privileges over a 
network. 

2025-04-08 7.5  CVE-2025-27484 

n/a -- n/a 
 
  

Uncontrolled resource consumption in Windows Standards-Based Storage 
Management Service allows an unauthorized attacker to deny service over a 
network. 

2025-04-08 7.5  CVE-2025-27485 

n/a -- n/a 
 
  

Uncontrolled resource consumption in Windows Standards-Based Storage 
Management Service allows an unauthorized attacker to deny service over a 
network. 

2025-04-08 7.5  CVE-2025-27486 

n/a -- n/a 
 
  

Improper input validation in Azure Local allows an authorized attacker to elevate 
privileges locally. 

2025-04-08 7.8  CVE-2025-27489 

n/a -- n/a 
 
  

Heap-based buffer overflow in Windows Bluetooth Service allows an authorized 
attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-27490 

n/a -- n/a 
 
  

Use after free in Windows Hyper-V allows an authorized attacker to execute code 
over a network. 

2025-04-08 7.1  CVE-2025-27491 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27198&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27198
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27199&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27199
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27200&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27200
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27350&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27350
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27428&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27428
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27467&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27467
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27469&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27469
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27470&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27470
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27473&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27473
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27475&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27475
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27476&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27476
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27478&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27478
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27479&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27479
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27483&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27483
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27484&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27484
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27485&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27485
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27486&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27486
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27489&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27489
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27490&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27490
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27491&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27491


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

n/a -- n/a 
 
  

Concurrent execution using shared resource with improper synchronization ('race 
condition') in Windows Secure Channel allows an authorized attacker to elevate 
privileges locally. 

2025-04-08 7 CVE-2025-27492 

n/a -- n/a 
 
  

Improper link resolution before file access ('link following') in Windows Installer 
allows an authorized attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-27727 

n/a -- n/a 
 
  

Out-of-bounds read in Windows Kernel-Mode Drivers allows an authorized 
attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-27728 

n/a -- n/a 
 
  

Use after free in Windows Shell allows an unauthorized attacker to execute code 
locally. 

2025-04-08 7.8  CVE-2025-27729 

n/a -- n/a 
 
  

Use after free in Windows Digital Media allows an authorized attacker to elevate 
privileges locally. 

2025-04-08 7.8  CVE-2025-27730 

n/a -- n/a 
 
  

Improper input validation in OpenSSH for Windows allows an authorized attacker 
to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-27731 

n/a -- n/a 
 
  

Sensitive data storage in improperly locked memory in Windows Win32K - GRFX 
allows an authorized attacker to elevate privileges locally. 

2025-04-08 7 CVE-2025-27732 

n/a -- n/a 
 
  

Out-of-bounds read in Windows NTFS allows an unauthorized attacker to elevate 
privileges locally. 

2025-04-08 7.8  CVE-2025-27733 

n/a -- n/a 
 
  

Untrusted pointer dereference in Windows Kernel allows an authorized attacker to 
elevate privileges locally. 

2025-04-08 7.8  CVE-2025-27739 

n/a -- n/a 
 
  

Out-of-bounds read in Windows NTFS allows an unauthorized attacker to elevate 
privileges locally. 

2025-04-08 7.8  CVE-2025-27741 

n/a -- n/a 
 
  

Untrusted search path in System Center allows an authorized attacker to elevate 
privileges locally. 

2025-04-08 7.8  CVE-2025-27743 

n/a -- n/a 
 
  

Improper access control in Microsoft Office allows an authorized attacker to 
elevate privileges locally. 

2025-04-08 7.8  CVE-2025-27744 

n/a -- n/a 
 
  

Use after free in Microsoft Office allows an unauthorized attacker to execute code 
locally. 

2025-04-08 7.8  CVE-2025-27745 

n/a -- n/a 
 
  

Use after free in Microsoft Office allows an unauthorized attacker to execute code 
locally. 

2025-04-08 7.8  CVE-2025-27746 

n/a -- n/a 
 
  

Use after free in Microsoft Office Word allows an unauthorized attacker to execute 
code locally. 

2025-04-08 7.8  CVE-2025-27747 

n/a -- n/a 
 
  

Use after free in Microsoft Office allows an unauthorized attacker to execute code 
locally. 

2025-04-08 7.8  CVE-2025-27748 

n/a -- n/a 
 
  

Use after free in Microsoft Office allows an unauthorized attacker to execute code 
locally. 

2025-04-08 7.8  CVE-2025-27749 

n/a -- n/a 
 
  

Use after free in Microsoft Office Excel allows an unauthorized attacker to execute 
code locally. 

2025-04-08 7.8  CVE-2025-27750 

n/a -- n/a 
 
  

Use after free in Microsoft Office Excel allows an unauthorized attacker to execute 
code locally. 

2025-04-08 7.8  CVE-2025-27751 

n/a -- n/a 
 
  

Heap-based buffer overflow in Microsoft Office Excel allows an unauthorized 
attacker to execute code locally. 

2025-04-08 7.8  CVE-2025-27752 

n/a -- n/a 
 
  

Information disclosure of authentication information in the specific service 
vulnerability exists in Wi-Fi AP UNIT 'AC-WPS-11ac series'. If exploited, a remote 
unauthenticated attacker may obtain the product authentication information. 

2025-04-09 7.5  CVE-2025-27934 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27492&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27492
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27727&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27727
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27728&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27728
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27729&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27729
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27730&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27730
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27731&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27731
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27732&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27732
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27733&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27733
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27739&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27739
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27741&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27741
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27743&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27743
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27744&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27744
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27745&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27745
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27746&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27746
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27747&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27747
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27748&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27748
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27749&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27749
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27750&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27750
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27751&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27751
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27752&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27752
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27934&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27934


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

n/a -- n/a 
 
  

The ORDER POST plugin for WordPress is vulnerable to arbitrary shortcode 
execution in all versions up to, and including, 2.0.2. This is due to the software 
allowing users to execute an action that does not properly validate a value before 
running do_shortcode. This makes it possible for unauthenticated attackers to 
execute arbitrary shortcodes. 

2025-04-10 7.3  CVE-2025-2805 

n/a -- n/a 
 
  

The azurecurve Shortcodes in Comments plugin for WordPress is vulnerable to 
arbitrary shortcode execution in all versions up to, and including, 2.0.2. This is due 
to the software allowing users to execute an action that does not properly validate 
a value before running do_shortcode. This makes it possible for unauthenticated 
attackers to execute arbitrary shortcodes. 

2025-04-10 7.3  CVE-2025-2809 

n/a -- n/a 
 
  

An issue in sqlite v.3.49.0 allows an attacker to cause a denial of service via the 
SQLITE_DBCONFIG_LOOKASIDE component 

2025-04-10 7.5  CVE-2025-29088 

n/a -- n/a 
 
  

Flowise <= 2.2.3 is vulnerable to SQL Injection. via tableName parameter at 
Postgres_VectorStores. 

2025-04-09 7.6  CVE-2025-29189 

n/a -- n/a 
 
  

horvey Library-Manager v1.0 is vulnerable to SQL Injection in 
Admin/Controller/BookController.class.php. 

2025-04-09 7.2  CVE-2025-29391 

n/a -- n/a 
 
  

Access of resource using incompatible type ('type confusion') in Microsoft Office 
allows an unauthorized attacker to execute code locally. 

2025-04-08 7.8  CVE-2025-29791 

n/a -- n/a 
 
  

Use after free in Microsoft Office allows an authorized attacker to elevate 
privileges locally. 

2025-04-08 7.3  CVE-2025-29792 

n/a -- n/a 
 
  

Deserialization of untrusted data in Microsoft Office SharePoint allows an 
authorized attacker to execute code over a network. 

2025-04-08 7.2  CVE-2025-29793 

n/a -- n/a 
 
  

Improper privilege management in Microsoft AutoUpdate (MAU) allows an 
authorized attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-29800 

n/a -- n/a 
 
  

Incorrect default permissions in Microsoft AutoUpdate (MAU) allows an authorized 
attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-29801 

n/a -- n/a 
 
  

Improper access control in Visual Studio allows an authorized attacker to elevate 
privileges locally. 

2025-04-08 7.3  CVE-2025-29802 

n/a -- n/a 
 
  

Uncontrolled search path element in Visual Studio Tools for Applications and SQL 
Server Management Studio allows an authorized attacker to elevate privileges 
locally. 

2025-04-12 7.3  CVE-2025-29803 

n/a -- n/a 
 
  

Improper access control in Visual Studio allows an authorized attacker to elevate 
privileges locally. 

2025-04-08 7.3  CVE-2025-29804 

n/a -- n/a 
 
  

Exposure of sensitive information to an unauthorized actor in Outlook for Android 
allows an unauthorized attacker to disclose information over a network. 

2025-04-08 7.5  CVE-2025-29805 

n/a -- n/a 
 
  

Insecure storage of sensitive information in Windows Kerberos allows an 
authorized attacker to bypass a security feature locally. 

2025-04-08 7.1  CVE-2025-29809 

n/a -- n/a 
 
  

Improper access control in Active Directory Domain Services allows an authorized 
attacker to elevate privileges over a network. 

2025-04-08 7.5  CVE-2025-29810 

n/a -- n/a 
 
  

Improper input validation in Windows Mobile Broadband allows an authorized 
attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-29811 

n/a -- n/a 
 
  

Untrusted pointer dereference in Windows Kernel Memory allows an authorized 
attacker to elevate privileges locally. 

2025-04-08 7.8  CVE-2025-29812 

n/a -- n/a 
 
  

Improper input validation in Microsoft Office Word allows an unauthorized 
attacker to bypass a security feature over a network. 

2025-04-08 7.5  CVE-2025-29816 

n/a -- n/a 
 
  

Use after free in Microsoft Office Word allows an unauthorized attacker to execute 
code locally. 

2025-04-08 7.8  CVE-2025-29820 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2805&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2805
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2809&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2809
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29088&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29088
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29189&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29189
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29391&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29391
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29791&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29791
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29792&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29792
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29793&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29793
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29800&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29800
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29801&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29801
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29802&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29802
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29803&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29803
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29804&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29804
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29805&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29805
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29809&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29809
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29810&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29810
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29811&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29811
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29812&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29812
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29816&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29816
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29820&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29820


 
 

High Vulnerabilities 
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Vendor -- Product 
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CVSS 
Score 

Source & Patch 
Info 

n/a -- n/a 
 
  

Incomplete list of disallowed inputs in Microsoft Office OneNote allows an 
unauthorized attacker to bypass a security feature locally. 

2025-04-08 7.8  CVE-2025-29822 

n/a -- n/a 
 
  

Use after free in Microsoft Office Excel allows an unauthorized attacker to execute 
code locally. 

2025-04-08 7.8  CVE-2025-29823 

n/a -- n/a 
 
  

Out-of-bounds read in Microsoft Edge (Chromium-based) allows an unauthorized 
attacker to execute code over a network. 

2025-04-12 7.5  CVE-2025-29834 

n/a -- n/a 
 
  

Missing authentication for critical function vulnerability exists in Wi-Fi AP UNIT 'AC-
WPS-11ac series'. If exploited, a remote unauthenticated attacker may obtain the 
product configuration information including authentication information. 

2025-04-09 7.5  CVE-2025-29870 

n/a -- n/a 
 
  

Suricata is a network Intrusion Detection System, Intrusion Prevention System and 
Network Security Monitoring engine. The AF_PACKET defrag option is enabled by 
default and allows AF_PACKET to re-assemble fragmented packets before reaching 
Suricata. However the default packet size in Suricata is based on the network 
interface MTU which leads to Suricata seeing truncated packets. Upgrade to 
Suricata 7.0.9, which uses better defaults and adds warnings for user 
configurations that may lead to issues. 

2025-04-10 7.5  CVE-2025-29915 

n/a -- n/a 
 
  

SAP Capital Yield Tax Management has directory traversal vulnerability due to 
insufficient path validation. This could allow an attacker with low privileges to read 
files from directory which they don�t have access to, hence causing a high impact 
on confidentiality. Integrity and Availability are not affected. 

2025-04-08 7.7  CVE-2025-30014 

n/a -- n/a 
 
  

Shopware is an open commerce platform. It's possible to pass long passwords that 
leads to Denial Of Service via forms in Storefront forms or Store-API. This 
vulnerability is fixed in 6.6.10.3 or 6.5.8.17. For older versions of 6.4, corresponding 
security measures are also available via a plugin. For the full range of functions, we 
recommend updating to the latest Shopware version. 

2025-04-08 7.5  CVE-2025-30151 

n/a -- n/a 
 
  

An attacker can publish a zone containing specific Resource Record Sets. Processing 
and caching results for these sets can lead to an illegal memory accesses and crash 
of the Recursor, causing a denial of service. The remedy is: upgrade to the patched 
5.2.1 version. We would like to thank Volodymyr Ilyin for bringing this issue to our 
attention. 

2025-04-07 7.5  CVE-2025-30195 

n/a -- n/a 
 
  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by an 
Improper Access Control vulnerability that could result in a Security feature bypass. 
An attacker could leverage this vulnerability to bypass security measures and gain 
unauthorized access. Exploitation of this issue does not require user interaction. 

2025-04-08 7.8  CVE-2025-30288 

n/a -- n/a 
 
  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by an 
Improper Neutralization of Special Elements used in an OS Command ('OS 
Command Injection') vulnerability that could lead in arbitrary code execution by an 
attacker. Exploitation of this issue does not require user interaction. 

2025-04-08 7.5  CVE-2025-30289 

n/a -- n/a 
 
  

A Heap-based Buffer Overflow vulnerability in the flexible PIC concentrator (FPC) of 
Juniper Networks Junos OS on EX2300, EX3400, EX4100, EX4300, EX4300MP, 
EX4400, EX4600, EX4650-48Y, and QFX5k Series allows an attacker to send a 
specific DHCP packet to the device, leading to an FPC crash and restart, resulting in 
a Denial of Service (DoS). Continued receipt and processing of this packet will 
create a sustained Denial of Service (DoS) condition. Under a rare timing scenario 
outside the attacker's control, memory corruption may be observed when DHCP 
Option 82 is enabled, leading to an FPC crash and affecting packet forwarding. Due 
to the nature of the heap-based overflow, exploitation of this vulnerability could 
also lead to remote code execution within the FPC, resulting in complete control of 
the vulnerable component. This issue affects Junos OS on EX2300, EX3400, EX4100, 
EX4300, EX4300MP, EX4400, EX4600, EX4650-48Y, and QFX5k Series: * All versions 
before 21.4R3-S9,  * from 22.2 before 22.2R3-S5,  * from 22.4 before 22.4R3-S5,  * 
from 23.2 before 23.2R2-S3,  * from 23.4 before 23.4R2-S3,  * from 24.2 before 
24.2R2. 

2025-04-09 7.5  CVE-2025-30644 

n/a -- n/a 
 
  

A NULL Pointer Dereference vulnerability in the flow daemon (flowd) of Juniper 
Networks Junos OS on SRX Series allows an attacker causing specific, valid control 
traffic to be sent out of a Dual-Stack (DS) Lite tunnel to crash the flowd process, 
resulting in a Denial of Service (DoS).  Continuous triggering of specific control 
traffic will create a sustained Denial of Service (DoS) condition. On all SRX 
platforms, when specific, valid control traffic needs to be sent out of a DS-Lite 
tunnel, a segmentation fault occurs within the flowd process, resulting in a 
network outage until the flowd process restarts. This issue affects Junos OS on SRX 
Series: * All versions before 21.2R3-S9, * from 21.4 before 21.4R3-S9, * from 22.2 

2025-04-09 7.5  CVE-2025-30645 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29822&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29822
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29823&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29823
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29834&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29834
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29870&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29870
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29915&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29915
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30014&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30014
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30151&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30151
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30195&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30195
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30288&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30288
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30289&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30289
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30644&vector=CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30644
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30645&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30645


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 
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Info 

before 22.2R3-S5, * from 22.4 before 22.4R3-S6, * from 23.2 before 23.2R2-S3, * 
from 23.4 before 23.4R2. 

n/a -- n/a 
 
  

An Improper Input Validation vulnerability in the Juniper DHCP Daemon (jdhcpd) of 
Juniper Networks Junos OS and Junos OS Evolved allows an unauthenticated, 
adjacent attacker to cause the jdhcpd process to crash resulting in a Denial of 
Service (DoS). When a specifically malformed DHCP packet is received from a DHCP 
client, the jdhcpd process crashes, which will lead to the unavailability of the DHCP 
service and thereby resulting in a sustained DoS. The DHCP process will restart 
automatically to recover the service. This issue will occur when dhcp-security is 
enabled.  This issue affects Junos OS:  * All versions before 21.2R3-S9,  * from 21.4 
before 21.4R3-S10,  * from 22.2 before 22.2R3-S6,  * from 22.4 before 22.4R3-
S6,  * from 23.2 before 23.2R2-S3,  * from 23.4 before 23.4R2-S4,  * from 24.2 
before 24.2R2;  Junos OS Evolved:  * from 22.4 before 22.4R3-S6-EVO,  * from 23.2 
before 23.2R2-S3-EVO,  * from 23.4 before 23.4R2-S4-EVO,  * from 24.2 before 
24.2R2-EVO. . 

2025-04-09 7.4  CVE-2025-30648 

n/a -- n/a 
 
  

An Improper Input Validation vulnerability in the syslog stream TCP transport of 
Juniper Networks Junos OS on MX240, MX480 and MX960 devices with MX-SPC3 
Security Services Card allows an unauthenticated, network-based attacker, to send 
specific spoofed packets to cause a CPU Denial of Service (DoS) to the MX-SPC3 
SPUs. Continued receipt and processing of these specific packets will sustain the 
DoS condition. This issue affects Junos OS: * All versions before 22.2R3-S6, * from 
22.4 before 22.4R3-S4, * from 23.2 before 23.2R2-S3, * from 23.4 before 23.4R2-
S4, * from 24.2 before 24.2R1-S2, 24.2R2 An indicator of compromise will indicate 
the SPC3 SPUs utilization has spiked. For example:     user@device> show services 
service-sets summary Service sets CPU Interface configured Bytes used Session 
bytes used Policy bytes used utilization "interface" 1 "bytes" (percent%) "sessions" 
("percent"%) "bytes" ("percent"%) 99.97 % OVLD <<<<<< look for high CPU usage 

2025-04-09 7.5  CVE-2025-30649 

n/a -- n/a 
 
  

A Buffer Access with Incorrect Length Value vulnerability in the routing protocol 
daemon (rpd) of Juniper Networks Junos OS and Junos OS Evolved allows an 
unauthenticated, network-based attacker to cause a Denial of Service (DoS). When 
an attacker sends a specific ICMPv6 packet to an interface with "protocols router-
advertisement" configured, rpd crashes and restarts. Continued receipt of this 
packet will cause a sustained DoS condition.  This issue only affects systems 
configured with IPv6. This issue affects Junos OS:  * All versions before 21.2R3-
S9,  * from 21.4 before 21.4R3-S10, * from 22.2 before 22.2R3-S6, * from 22.4 
before 22.4R3-S4, * from 23.2 before 23.2R2-S2, * from 23.4 before 23.4R2; and 
Junos OS Evolved: * All versions before 21.2R3-S9-EVO, * from 21.4-EVO before 
21.4R3-S10-EVO, * from 22.2-EVO before 22.2R3-S6-EVO, * from 22.4-EVO before 
22.4R3-S4-EVO, * from 23.2-EVO before 23.2R2-S2-EVO, * from 23.4-EVO before 
23.4R2-EVO. 

2025-04-09 7.5  CVE-2025-30651 

n/a -- n/a 
 
  

An Improper Handling of Additional Special Element vulnerability in the Packet 
Forwarding Engine (PFE) of Juniper Networks Junos OS on MX Series with MS-MPC, 
MS-MIC and SPC3, and SRX Series, allows an unauthenticated, network-based 
attacker to cause a Denial-of-Service (DoS). If the SIP ALG processes specifically 
formatted SIP invites, a memory corruption will occur which will lead to a crash of 
the FPC processing these packets. Although the system will automatically recover 
with the restart of the FPC, subsequent SIP invites will cause the crash again and 
lead to a sustained DoS. This issue affects Junos OS on MX Series and SRX Series:  * 
all versions before 21.2R3-S9, * 21.4 versions before 21.4R3-S10, * 22.2 versions 
before 22.2R3-S6, * 22.4 versions before 22.4R3-S5, * 23.2 versions before 23.2R2-
S3, * 23.4 versions before 23.4R2-S3, * 24.2 versions before 24.2R1-S2, 24.2R2. 

2025-04-09 7.5  CVE-2025-30656 

n/a -- n/a 
 
  

A Missing Release of Memory after Effective Lifetime vulnerability in the Anti-Virus 
processing of Juniper Networks Junos OS on SRX Series allows an unauthenticated, 
network-based attacker to cause a Denial-of-Service (DoS). On all SRX platforms 
with Anti-Virus enabled, if a server sends specific content in the HTTP body of a 
response to a client request, these packets are queued by Anti-Virus processing in 
Juniper Buffers (jbufs) which are never released. When these jbufs are exhausted, 
the device stops forwarding all transit traffic. A jbuf memory leak can be noticed 
from the following logs: (<node>.)<fpc> Warning: jbuf pool id <#> utilization level 
(<current level>%) is above <threshold>%! To recover from this issue, the affected 
device needs to be manually rebooted to free the leaked jbufs. This issue affects 
Junos OS on SRX Series:  * all versions before 21.2R3-S9, * 21.4 versions before 
21.4R3-S10, * 22.2 versions before 22.2R3-S6, * 22.4 versions before 22.4R3-S6, * 
23.2 versions before 23.2R2-S3, * 23.4 versions before 23.4R2-S3, * 24.2 versions 
before 24.2R2. 

2025-04-09 7.5  CVE-2025-30658 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30648&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30648
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30649&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30649
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30651&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30651
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30656&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30656
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30658&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30658
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n/a -- n/a 
 
  

An Improper Handling of Length Parameter Inconsistency vulnerability in the 
Packet Forwarding Engine (PFE) of Juniper Networks Junos OS on SRX Series allows 
an unauthenticated, network-based attacker to cause a Denial-of-Service (DoS). 
When a device configured for Secure Vector Routing (SVR) receives a specifically 
malformed packet the PFE will crash and restart. This issue affects Junos OS on SRX 
Series: * All 21.4 versions, * 22.2 versions before 22.2R3-S6, * 22.4 versions before 
22.4R3-S6, * 23.2 versions before 23.2R2-S3, * 23.4 versions before 23.4R2-S4, * 
24.2 versions before 24.2R2. This issue does not affect versions before 21.4. 

2025-04-09 7.5  CVE-2025-30659 

n/a -- n/a 
 
  

An Improper Check for Unusual or Exceptional Conditions vulnerability in the 
Packet Forwarding Engine (pfe) of Juniper Networks Junos OS on MX Series allows 
an unauthenticated, network-based attacker to cause a Denial-of-Service 
(DoS).When processing a high rate of specific GRE traffic destined to the device, 
the respective PFE will hang causing traffic forwarding to stop. When this issue 
occurs the following logs can be observed: <fpc #> MQSS(0): LI-3: Received a parcel 
with more than 512B accompanying data CHASSISD_FPC_ASIC_ERROR: ASIC Error 
detected <...> This issue affects Junos OS: * all versions before 21.2R3-S9, * 21.4 
versions before 21.4R3-S8, * 22.2 versions before 22.2R3-S4, * 22.4 versions before 
22.4R3-S5, * 23.2 versions before 23.2R2-S2, * 23.4 versions before 23.4R2. 

2025-04-09 7.5  CVE-2025-30660 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in ho3einie Material Dashboard allows PHP 
Local File Inclusion. This issue affects Material Dashboard: from n/a through 1.4.5. 

2025-04-11 7.5  CVE-2025-31014 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Adrian Tobey WordPress SMTP Service, 
Email Delivery Solved! - MailHawk allows PHP Local File Inclusion. This issue affects 
WordPress SMTP Service, Email Delivery Solved! - MailHawk: from n/a through 
1.3.1. 

2025-04-11 7.5  CVE-2025-31015 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in dolby_uk Mobile Smart allows Reflected XSS. This issue 
affects Mobile Smart: from n/a through v1.3.16. 

2025-04-11 7.1  CVE-2025-31021 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Austin Comment Validation 
Reloaded allows Stored XSS. This issue affects Comment Validation Reloaded: from 
n/a through 0.5. 

2025-04-09 7.1  CVE-2025-31026 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in NotFound WP Hide Categories allows Reflected XSS. This 
issue affects WP Hide Categories: from n/a through 1.0. 

2025-04-11 7.1  CVE-2025-31028 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Pagopar - Grupo M S.A. Pagopar 
&#8211; WooCommerce Gateway allows Stored XSS. This issue affects Pagopar 
&#8211; WooCommerce Gateway: from n/a through 2.7.1. 

2025-04-09 7.1  CVE-2025-31032 

n/a -- n/a 
 
  

Missing Authorization vulnerability in NotFound AnyTrack Affiliate Link Manager 
allows Exploiting Incorrectly Configured Access Control Security Levels. This issue 
affects AnyTrack Affiliate Link Manager: from n/a through 1.0.4. 

2025-04-11 7.5  CVE-2025-31041 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in bhoogterp Scheduled allows 
Stored XSS. This issue affects Scheduled: from n/a through 1.0. 

2025-04-09 7.1  CVE-2025-31375 

n/a -- n/a 
 
  

Missing Authorization vulnerability in Asaquzzaman mishu Woo Product Feed For 
Marketing Channels allows Exploiting Incorrectly Configured Access Control 
Security Levels. This issue affects Woo Product Feed For Marketing Channels: from 
n/a through 1.9.0. 

2025-04-09 7.5  CVE-2025-31377 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in danbwb Oppso Unit Converter allows Reflected XSS. This 
issue affects Oppso Unit Converter: from n/a through 1.1.1. 

2025-04-11 7.1  CVE-2025-31378 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in programphases Insert HTML Here allows Reflected XSS. 
This issue affects Insert HTML Here: from n/a through 1.0. 

2025-04-11 7.1  CVE-2025-31379 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in theode Language Field allows 
Stored XSS. This issue affects Language Field: from n/a through 0.9. 

2025-04-09 7.1  CVE-2025-31382 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in FrescoChat Live Chat allows 
Stored XSS. This issue affects FrescoChat Live Chat: from n/a through 3.2.6. 

2025-04-09 7.1  CVE-2025-31383 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Site Table of Contents allows 
Stored XSS. This issue affects Site Table of Contents: from n/a through 0.3. 

2025-04-09 7.1  CVE-2025-31385 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30659&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30659
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30660&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30660
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31014&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31014
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31015&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31015
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31021&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31021
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31026&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31026
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31028&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31028
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31032&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31032
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31041&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31041
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31375&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31375
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31377&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31377
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31378&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31378
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31379&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31379
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31382&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31382
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31383&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31383
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31385&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31385
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n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in doa The World allows Stored XSS. 
This issue affects The World: from n/a through 0.4. 

2025-04-09 7.1  CVE-2025-31388 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in bdoga Social Crowd allows Stored 
XSS. This issue affects Social Crowd: from n/a through 0.9.6.1. 

2025-04-09 7.1  CVE-2025-31390 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in regen Script Compressor allows 
Stored XSS. This issue affects Script Compressor: from n/a through 1.7.1. 

2025-04-09 7.1  CVE-2025-31391 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Shameem Reza Smart Product 
Gallery Slider allows Cross Site Request Forgery. This issue affects Smart Product 
Gallery Slider: from n/a through 1.0.4. 

2025-04-09 7.1  CVE-2025-31392 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in vfvalent Social Bookmarking 
RELOADED allows Stored XSS. This issue affects Social Bookmarking RELOADED: 
from n/a through 3.18. 

2025-04-09 7.1  CVE-2025-31393 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Kailey (trepmal) More Mime Type Filters allows Stored 
XSS. This issue affects More Mime Type Filters: from n/a through 0.3. 

2025-04-09 7.1  CVE-2025-31394 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in a.ankit Easy Custom CSS allows 
Stored XSS. This issue affects Easy Custom CSS: from n/a through 1.0. 

2025-04-09 7.1  CVE-2025-31395 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Chandan Garg CG Scroll To Top 
allows Stored XSS. This issue affects CG Scroll To Top: from n/a through 3.5. 

2025-04-09 7.1  CVE-2025-31399 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in icyleaf WS Audio Player allows 
Stored XSS. This issue affects WS Audio Player: from n/a through 1.1.8. 

2025-04-09 7.1  CVE-2025-31400 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in mmetrodw MMX &#8211; Make 
Me Christmas allows Stored XSS. This issue affects MMX &#8211; Make Me 
Christmas: from n/a through 1.0.0. 

2025-04-09 7.1  CVE-2025-31401 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in NewsBoard Plugin NewsBoard 
Post and RSS Scroller allows Stored XSS. This issue affects NewsBoard Post and RSS 
Scroller: from n/a through 1.2.12. 

2025-04-09 7.1  CVE-2025-31402 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Wladyslaw Madejczyk AF Tell a 
Friend allows Stored XSS. This issue affects AF Tell a Friend: from n/a through 1.4. 

2025-04-09 7.1  CVE-2025-31404 

n/a -- n/a 
 
  

apollo-compiler is a query-based compiler for the GraphQL query language. Prior to 
1.27.0, a vulnerability in Apollo Compiler allowed queries with deeply nested and 
reused named fragments to be prohibitively expensive to validate. Named 
fragments were being processed once per fragment spread in some cases during 
query validation, leading to exponential resource usage when deeply nested and 
reused fragments were involved. This could lead to excessive resource 
consumption and denial of service in applications. This vulnerability is fixed in 
1.27.0. 

2025-04-07 7.5  CVE-2025-31496 

n/a -- n/a 
 
  

Apollo Gateway provides utilities for combining multiple GraphQL microservices 
into a single GraphQL endpoint. Prior to 2.10.1, a vulnerability in Apollo Gateway 
allowed queries with deeply nested and reused named fragments to be 
prohibitively expensive to query plan, specifically during named fragment 
expansion. Named fragments were being expanded once per fragment spread 
during query planning, leading to exponential resource usage when deeply nested 
and reused fragments were involved. This could lead to excessive resource 
consumption and denial of service. This has been remediated in @apollo/gateway 
version 2.10.1. 

2025-04-07 7.5  CVE-2025-32030 

n/a -- n/a 
 
  

Apollo Gateway provides utilities for combining multiple GraphQL microservices 
into a single GraphQL endpoint. Prior to 2.10.1, a vulnerability in Apollo Gateway 
allowed queries with deeply nested and reused named fragments to be 
prohibitively expensive to query plan, specifically due to internal optimizations 
being frequently bypassed. The query planner includes an optimization that 
significantly speeds up planning for applicable GraphQL selections. However, 
queries with deeply nested and reused named fragments can generate many 
selections where this optimization does not apply, leading to significantly longer 
planning times. Because the query planner does not enforce a timeout, a small 
number of such queries can render gateway inoperable. This could lead to 
excessive resource consumption and denial of service. This has been remediated in 
@apollo/gateway version 2.10.1. 

2025-04-07 7.5  CVE-2025-32031 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31388&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31388
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31390&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31390
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31391&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31391
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31392&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31392
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31393&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31393
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31394&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31394
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31395&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31395
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31399&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31399
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31400&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31400
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31401&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31401
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31402&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31402
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31404&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31404
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31496&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31496
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32030&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32030
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32031&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32031


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

n/a -- n/a 
 
  

The Apollo Router Core is a configurable, high-performance graph router written in 
Rust to run a federated supergraph that uses Apollo Federation 2. A vulnerability in 
Apollo Router allowed queries with deeply nested and reused named fragments to 
be prohibitively expensive to query plan, specifically due to internal optimizations 
being frequently bypassed. The query planner includes an optimization that 
significantly speeds up planning for applicable GraphQL selections. However, 
queries with deeply nested and reused named fragments can generate many 
selections where this optimization does not apply, leading to significantly longer 
planning times. Because the query planner does not enforce a timeout, a small 
number of such queries can exhaust router's thread pool, rendering it inoperable. 
This could lead to excessive resource consumption and denial of service. This has 
been remediated in apollo-router versions 1.61.2 and 2.1.1. 

2025-04-07 7.5  CVE-2025-32032 

n/a -- n/a 
 
  

The Apollo Router Core is a configurable, high-performance graph router written in 
Rust to run a federated supergraph that uses Apollo Federation 2. Prior to 1.61.2 
and 2.1.1, the operation limits plugin uses unsigned 32-bit integers to track limit 
counters (e.g. for a query's height). If a counter exceeded the maximum value for 
this data type (4,294,967,295), it wrapped around to 0, unintentionally allowing 
queries to bypass configured thresholds. This could occur for large queries if the 
payload limit were sufficiently increased, but could also occur for small queries 
with deeply nested and reused named fragments. This has been remediated in 
apollo-router versions 1.61.2 and 2.1.1. 

2025-04-07 7.5  CVE-2025-32033 

n/a -- n/a 
 
  

The Apollo Router Core is a configurable, high-performance graph router written in 
Rust to run a federated supergraph that uses Apollo Federation 2. Prior to 1.61.2 
and 2.1.1, a vulnerability in Apollo Router allowed queries with deeply nested and 
reused named fragments to be prohibitively expensive to query plan, specifically 
during named fragment expansion. Named fragments were being expanded once 
per fragment spread during query planning, leading to exponential resource usage 
when deeply nested and reused fragments were involved. This could lead to 
excessive resource consumption and denial of service. This has been remediated in 
apollo-router versions 1.61.2 and 2.1.1. 

2025-04-07 7.5  CVE-2025-32034 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in 5sterrenspecialist 5sterrenspecialist allows Reflected 
XSS. This issue affects 5sterrenspecialist: from n/a through 1.3. 

2025-04-10 7.1  CVE-2025-32114 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in OTWthemes Popping Content Light allows Reflected XSS. 
This issue affects Popping Content Light: from n/a through 2.4. 

2025-04-10 7.1  CVE-2025-32115 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Studi7 QR Master allows Reflected XSS. This issue affects 
QR Master: from n/a through 1.0.5. 

2025-04-10 7.1  CVE-2025-32116 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in OTWthemes Widgetize Pages Light allows Reflected XSS. 
This issue affects Widgetize Pages Light: from n/a through 3.0. 

2025-04-08 7.1  CVE-2025-32117 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in aaronfrey Nearby Locations allows SQL Injection. This 
issue affects Nearby Locations: from n/a through 1.1.1. 

2025-04-10 7.6  CVE-2025-32128 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in aThemes aThemes Addons for Elementor. 
This issue affects aThemes Addons for Elementor: from n/a through 1.0.15. 

2025-04-10 7.5  CVE-2025-32158 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Ashan Perera EventON. This issue affects 
EventON: from n/a through 2.3.2. 

2025-04-10 7.5  CVE-2025-32160 

n/a -- n/a 
 
  

The Apollo Router Core is a configurable, high-performance graph router written in 
Rust to run a federated supergraph that uses Apollo Federation 2. A vulnerability in 
Apollo Router's usage of Apollo Compiler allowed queries with deeply nested and 
reused named fragments to be prohibitively expensive to validate. This could lead 
to excessive resource consumption and denial of service. Apollo Router's usage of 
Apollo Compiler has been updated so that validation logic processes each named 
fragment only once, preventing redundant traversal. This has been remediated in 
apollo-router versions 1.61.2 and 2.1.1. 

2025-04-09 7.5  CVE-2025-32380 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in blueinstyle Advanced Tag Lists 
allows Stored XSS. This issue affects Advanced Tag Lists: from n/a through 1.2. 

2025-04-09 7.1  CVE-2025-32476 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Jordi Salord WP-Easy Menu 
allows Stored XSS. This issue affects WP-Easy Menu: from n/a through 0.41. 

2025-04-09 7.1  CVE-2025-32477 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32032&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32032
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32033&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32033
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32034&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32034
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32114&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32114
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32115&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32115
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32116&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32116
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32117&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32117
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32128&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32128
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32158&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32158
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32160&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32160
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32380&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32380
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32476&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32476
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32477&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32477
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CVSS 
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Source & Patch 
Info 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Mario Aguiar WP SexyLightBox 
allows Stored XSS. This issue affects WP SexyLightBox: from n/a through 0.5.3. 

2025-04-09 7.1  CVE-2025-32478 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in ab-tools Flags Widget allows 
Stored XSS. This issue affects Flags Widget: from n/a through 1.0.7. 

2025-04-09 7.1  CVE-2025-32479 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in dalziel Windows Live Writer 
allows Stored XSS. This issue affects Windows Live Writer: from n/a through 0.1. 

2025-04-09 7.1  CVE-2025-32480 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in ninotheme Nino Social Connect 
allows Stored XSS. This issue affects Nino Social Connect: from n/a through 2.0. 

2025-04-09 7.1  CVE-2025-32481 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in quanganhdo Custom Smilies 
allows Stored XSS. This issue affects Custom Smilies: from n/a through 1.2. 

2025-04-09 7.1  CVE-2025-32482 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Mathieu Chartier WP-
Planification allows Stored XSS. This issue affects WP-Planification: from n/a 
through 2.3.1. 

2025-04-09 7.1  CVE-2025-32484 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in squiter Spoiler Block allows 
Stored XSS. This issue affects Spoiler Block: from n/a through 1.7. 

2025-04-09 7.1  CVE-2025-32497 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in oleglark VKontakte Cross-Post 
allows Stored XSS. This issue affects VKontakte Cross-Post: from n/a through 0.3.2. 

2025-04-09 7.1  CVE-2025-32498 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Sudavar Codescar Radio Widget 
allows Stored XSS. This issue affects Codescar Radio Widget: from n/a through 
0.4.2. 

2025-04-09 7.1  CVE-2025-32500 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in dimafreund RentSyst allows 
Stored XSS. This issue affects RentSyst: from n/a through 2.0.72. 

2025-04-09 7.1  CVE-2025-32501 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in lemmentwickler ePaper Lister for 
Yumpu allows Stored XSS. This issue affects ePaper Lister for Yumpu: from n/a 
through 1.4.0. 

2025-04-09 7.1  CVE-2025-32502 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Jose Conti Link Shield allows Stored XSS. This issue 
affects Link Shield: from n/a through 0.5.4. 

2025-04-09 7.1  CVE-2025-32503 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in SCAND MultiMailer allows Stored 
XSS. This issue affects MultiMailer: from n/a through 1.0.3. 

2025-04-09 7.1  CVE-2025-32505 

n/a -- n/a 
 
  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in WPMinds Simple WP Events allows Path Traversal. This issue affects 
Simple WP Events: from n/a through 1.8.17. 

2025-04-11 7.5  CVE-2025-32509 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in SCAND MultiMailer allows Reflected XSS. This issue 
affects MultiMailer: from n/a through 1.0.3. 

2025-04-11 7.1  CVE-2025-32517 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in hossainawlad ALD Login Page 
allows Stored XSS. This issue affects ALD Login Page: from n/a through 1.1. 

2025-04-09 7.1  CVE-2025-32518 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in payphone WooCommerce - Payphone Gateway allows 
Reflected XSS. This issue affects WooCommerce - Payphone Gateway: from n/a 
through 3.2.0. 

2025-04-11 7.1  CVE-2025-32523 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in MyWorks MyWorks WooCommerce Sync for QuickBooks 
Online allows Reflected XSS. This issue affects MyWorks WooCommerce Sync for 
QuickBooks Online: from n/a through 2.9.1. 

2025-04-11 7.1  CVE-2025-32524 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in interactivegeomaps Interactive Geo Maps allows 
Reflected XSS. This issue affects Interactive Geo Maps: from n/a through 1.6.24. 

2025-04-11 7.1  CVE-2025-32525 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Workbox Workbox Video from Vimeo & Youtube allows 
Reflected XSS. This issue affects Workbox Video from Vimeo & Youtube: from n/a 
through 3.2.2. 

2025-04-11 7.1  CVE-2025-32534 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32478&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32478
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32479&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32479
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32480&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32480
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32481&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32481
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32482&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32482
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32484&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32484
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32497&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32497
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32498&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32498
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32500&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32500
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32501&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32501
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32502&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32502
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32503&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32503
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32505&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32505
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32509&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32509
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32517&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32517
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32518&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32518
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32523&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32523
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32524&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32524
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32525&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32525
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32534&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32534
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n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Sandeep Verma HTML5 Video Player with Playlist allows 
Reflected XSS. This issue affects HTML5 Video Player with Playlist: from n/a 
through 2.50. 

2025-04-11 7.1  CVE-2025-32536 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Rachel Cherry Lock Your Updates allows Reflected XSS. 
This issue affects Lock Your Updates: from n/a through 1.1. 

2025-04-11 7.1  CVE-2025-32537 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in dev02ali Easy Post Duplicator allows Reflected XSS. This 
issue affects Easy Post Duplicator: from n/a through 1.0.1. 

2025-04-11 7.1  CVE-2025-32538 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Josh Kohlbach WooCommerce - Store Exporter allows 
Reflected XSS. This issue affects WooCommerce - Store Exporter: from n/a through 
2.7.4. 

2025-04-11 7.1  CVE-2025-32539 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in infosoftplugin WooCommerce Sales MIS Report allows 
Reflected XSS. This issue affects WooCommerce Sales MIS Report: from n/a 
through 4.0.3. 

2025-04-11 7.1  CVE-2025-32541 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in hivedigital Canonical Attachments allows Reflected XSS. 
This issue affects Canonical Attachments: from n/a through 1.7. 

2025-04-09 7.1  CVE-2025-32543 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in ClickandPledge Click & Pledge Connect Plugin allows SQL 
Injection. This issue affects Click & Pledge Connect Plugin: from 2.24080000 
through WP6.6.1. 

2025-04-09 7.2  CVE-2025-32550 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Jaap Jansma Connector to CiviCRM with CiviMcRestFace 
allows Reflected XSS. This issue affects Connector to CiviCRM with CiviMcRestFace: 
from n/a through 1.0.8. 

2025-04-11 7.1  CVE-2025-32551 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Magnigenie RestroPress allows Reflected XSS. This issue 
affects RestroPress: from n/a through 3.1.8.4. 

2025-04-11 7.1  CVE-2025-32553 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Edamam SEO, Nutrition and Print 
for Recipes by Edamam allows Stored XSS. This issue affects SEO, Nutrition and 
Print for Recipes by Edamam: from n/a through 3.3. 

2025-04-09 7.1  CVE-2025-32555 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Sandor Kovacs Simple Post Meta 
Manager allows Reflected XSS. This issue affects Simple Post Meta Manager: from 
n/a through 1.0.9. 

2025-04-09 7.1  CVE-2025-32556 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in REVE Chat REVE Chat allows 
Stored XSS. This issue affects REVE Chat: from n/a through 6.2.2. 

2025-04-09 7.1  CVE-2025-32559 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in dangrossman WP Calais Auto 
Tagger allows Cross Site Request Forgery. This issue affects WP Calais Auto Tagger: 
from n/a through 2.0. 

2025-04-09 7.1  CVE-2025-32563 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in ChillPay ChillPay WooCommerce allows Stored XSS. This 
issue affects ChillPay WooCommerce: from n/a through 2.5.3. 

2025-04-09 7.1  CVE-2025-32570 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in axew3 WP w3all phpBB allows 
Reflected XSS. This issue affects WP w3all phpBB: from n/a through 2.9.2. 

2025-04-09 7.1  CVE-2025-32575 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in debounce DeBounce Email Validator allows Stored XSS. 
This issue affects DeBounce Email Validator: from n/a through 5.7.1. 

2025-04-09 7.1  CVE-2025-32580 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Ankit Singla WordPress Spam Blocker allows Stored XSS. 
This issue affects WordPress Spam Blocker: from n/a through 2.0.4. 

2025-04-09 7.1  CVE-2025-32581 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Chat2 Chat2 allows Cross Site 
Request Forgery. This issue affects Chat2: from n/a through 3.6.3. 

2025-04-09 7.1  CVE-2025-32584 

n/a -- n/a 
 
  

Path Traversal vulnerability in Trusty Plugins Shop Products Filter allows PHP Local 
File Inclusion. This issue affects Shop Products Filter: from n/a through 1.2. 

2025-04-11 7.5  CVE-2025-32585 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in ABA Bank ABA PayWay Payment Gateway for 

2025-04-11 7.1  CVE-2025-32586 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32536&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32536
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32537&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32537
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32538&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32538
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32539&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32539
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32541&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32541
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32543&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32543
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32550&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32550
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32551&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32551
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32553&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32553
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32555&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32555
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32556&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32556
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32559&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32559
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32563&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32563
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32570&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32570
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32575&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32575
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32580&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32580
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32581&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32581
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32584&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32584
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32585&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32585
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32586&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32586
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WooCommerce allows Reflected XSS. This issue affects ABA PayWay Payment 
Gateway for WooCommerce: from n/a through 2.1.3. 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Kevon Adonis WP Abstracts 
allows Cross Site Request Forgery. This issue affects WP Abstracts: from n/a 
through 2.7.4. 

2025-04-09 7.1  CVE-2025-32591 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in George Sexton WordPress Events 
Calendar Plugin - connectDaily allows Cross-Site Scripting (XSS). This issue affects 
WordPress Events Calendar Plugin - connectDaily: from n/a through 1.4.8. 

2025-04-09 7.1  CVE-2025-32597 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in WP Table Builder WP Table Builder allows Reflected XSS. 
This issue affects WP Table Builder: from n/a through 2.0.4. 

2025-04-11 7.1  CVE-2025-32598 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in miunosoft Task Scheduler allows Reflected XSS. This 
issue affects Task Scheduler: from n/a through 1.6.3. 

2025-04-11 7.1  CVE-2025-32599 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Tournamatch Tournamatch allows Reflected XSS. This 
issue affects Tournamatch: from n/a through 4.6.1. 

2025-04-11 7.1  CVE-2025-32600 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in twispay Twispay Credit Card Payments allows Reflected 
XSS. This issue affects Twispay Credit Card Payments: from n/a through 2.1.2. 

2025-04-11 7.1  CVE-2025-32601 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Foliovision: Making the web work 
for you Foliopress WYSIWYG allows Cross Site Request Forgery. This issue affects 
Foliopress WYSIWYG: from n/a through 2.6.18. 

2025-04-09 7.1  CVE-2025-32610 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in rafasashi User Session 
Synchronizer allows Stored XSS. This issue affects User Session Synchronizer: from 
n/a through 1.4.0. 

2025-04-09 7.1  CVE-2025-32612 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in nimbata Nimbata Call Tracking 
allows Stored XSS. This issue affects Nimbata Call Tracking: from n/a through 1.7.1. 

2025-04-09 7.1  CVE-2025-32616 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Ydesignservices Multiple Location 
Google Map allows Stored XSS. This issue affects Multiple Location Google Map: 
from n/a through 1.1. 

2025-04-09 7.1  CVE-2025-32617 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in KeyCAPTCHA KeyCAPTCHA allows 
Stored XSS. This issue affects KeyCAPTCHA: from n/a through 2.5.1. 

2025-04-09 7.1  CVE-2025-32619 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Vsourz Digital WP Map Route 
Planner allows Cross Site Request Forgery. This issue affects WP Map Route 
Planner: from n/a through 1.0.0. 

2025-04-09 7.1  CVE-2025-32621 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in plainware PlainInventory allows 
Stored XSS. This issue affects PlainInventory: from n/a through 3.1.9. 

2025-04-09 7.1  CVE-2025-32623 

n/a -- n/a 
 
  

Missing Authorization vulnerability in czater Czater.pl - live chat i telefon allows 
Cross Site Request Forgery. This issue affects Czater.pl - live chat i telefon: from n/a 
through 1.0.5. 

2025-04-09 7.1  CVE-2025-32624 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in KaizenCoders Automatic Ban IP allows Reflected XSS. This 
issue affects Automatic Ban IP: from n/a through 1.0.7. 

2025-04-11 7.1  CVE-2025-32632 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in ip2location IP2Location World 
Clock allows Stored XSS. This issue affects IP2Location World Clock: from n/a 
through 1.1.9. 

2025-04-09 7.1  CVE-2025-32644 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Hiren Patel Custom Posts Order 
allows Stored XSS. This issue affects Custom Posts Order: from n/a through 4.4. 

2025-04-09 7.1  CVE-2025-32645 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in fraudlabspro FraudLabs Pro for 
WooCommerce allows Stored XSS. This issue affects FraudLabs Pro for 
WooCommerce: from n/a through 2.22.7. 

2025-04-09 7.1  CVE-2025-32659 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in WP Map Plugins Interactive US 
Map allows Stored XSS. This issue affects Interactive US Map: from n/a through 2.7. 

2025-04-09 7.1  CVE-2025-32661 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in ashokbasnet Nepali Date Utilities 
allows Stored XSS. This issue affects Nepali Date Utilities: from n/a through 1.0.13. 

2025-04-09 7.1  CVE-2025-32664 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32591&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32591
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32597&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32597
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32598&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32598
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32599&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32599
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32600&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32600
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32601&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32601
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32610&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32610
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32612&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32612
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32616&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32616
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32617&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32617
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32619&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32619
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32621&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32621
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32623&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32623
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32624&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32624
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32632&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32632
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32644&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32644
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32645&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
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High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in fromdoppler Doppler Forms 
allows Stored XSS. This issue affects Doppler Forms: from n/a through 2.4.5. 

2025-04-09 7.1  CVE-2025-32667 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in MERGADO Mergado Pack allows 
Stored XSS. This issue affects Mergado Pack: from n/a through 4.1.1. 

2025-04-09 7.1  CVE-2025-32669 

n/a -- n/a 
 
  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in John Weissberg Print Science Designer allows Path Traversal. This 
issue affects Print Science Designer: from n/a through 1.3.155. 

2025-04-11 7.5  CVE-2025-32671 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in epeken Epeken All Kurir allows 
Stored XSS. This issue affects Epeken All Kurir: from n/a through 1.4.6.2. 

2025-04-09 7.1  CVE-2025-32673 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Picture-Planet GmbH Verowa Connect allows Blind SQL 
Injection. This issue affects Verowa Connect: from n/a through 3.0.5. 

2025-04-09 7.6  CVE-2025-32676 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in solwininfotech WP Social Stream Designer allows Blind 
SQL Injection. This issue affects WP Social Stream Designer: from n/a through 1.3. 

2025-04-09 7.6  CVE-2025-32677 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Aristo Rinjuang WP Inquiries allows SQL Injection. This 
issue affects WP Inquiries: from n/a through 0.2.1. 

2025-04-09 7.6  CVE-2025-32685 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in WP Shuffle WP Subscription Forms allows 
PHP Local File Inclusion. This issue affects WP Subscription Forms: from n/a 
through 1.2.4. 

2025-04-09 7.5  CVE-2025-32692 

n/a -- n/a 
 
  

W. W. Norton InQuizitive through 2025-04-08 allows students to insert arbitrary 
records of their quiz performance into the backend, because only client-side access 
control exists. 

2025-04-11 7.7  CVE-2025-32808 

n/a -- n/a 
 
  

A vulnerability classified as critical has been found in PHPGurukul Men Salon 
Management System 1.0. This affects an unknown part of the file /admin/admin-
profile.php. The manipulation of the argument contactnumber leads to sql 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. Other parameters might be affected as 
well. 

2025-04-07 7.3  CVE-2025-3370 

n/a -- n/a 
 
  

A vulnerability, which was classified as critical, has been found in PCMan FTP 
Server 2.0.7. This issue affects some unknown processing of the component 
DELETE Command Handler. The manipulation leads to buffer overflow. The attack 
may be initiated remotely. The exploit has been disclosed to the public and may be 
used. 

2025-04-07 7.3  CVE-2025-3371 

n/a -- n/a 
 
  

A vulnerability, which was classified as critical, was found in PCMan FTP Server 
2.0.7. Affected is an unknown function of the component MKDIR Command 
Handler. The manipulation leads to buffer overflow. It is possible to launch the 
attack remotely. The exploit has been disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3372 

n/a -- n/a 
 
  

A vulnerability has been found in PCMan FTP Server 2.0.7 and classified as critical. 
Affected by this vulnerability is an unknown functionality of the component SITE 
CHMOD Command Handler. The manipulation leads to buffer overflow. The attack 
can be launched remotely. The exploit has been disclosed to the public and may be 
used. 

2025-04-07 7.3  CVE-2025-3373 

n/a -- n/a 
 
  

A vulnerability was found in PCMan FTP Server 2.0.7 and classified as critical. 
Affected by this issue is some unknown functionality of the component CCC 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3374 

n/a -- n/a 
 
  

A vulnerability was found in PCMan FTP Server 2.0.7. It has been classified as 
critical. This affects an unknown part of the component CDUP Command Handler. 
The manipulation leads to buffer overflow. It is possible to initiate the attack 
remotely. The exploit has been disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3375 

n/a -- n/a 
 
  

A vulnerability was found in PCMan FTP Server 2.0.7. It has been declared as 
critical. This vulnerability affects unknown code of the component CONF Command 
Handler. The manipulation leads to buffer overflow. The attack can be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3376 

n/a -- n/a 
 
  

A vulnerability was found in PCMan FTP Server 2.0.7. It has been rated as critical. 
This issue affects some unknown processing of the component ENC Command 
Handler. The manipulation leads to buffer overflow. The attack may be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3377 
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n/a -- n/a 
 
  

A vulnerability classified as critical has been found in PCMan FTP Server 2.0.7. 
Affected is an unknown function of the component EPRT Command Handler. The 
manipulation leads to buffer overflow. It is possible to launch the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3378 

n/a -- n/a 
 
  

A vulnerability classified as critical was found in PCMan FTP Server 2.0.7. Affected 
by this vulnerability is an unknown functionality of the component EPSV Command 
Handler. The manipulation leads to buffer overflow. The attack can be launched 
remotely. The exploit has been disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3379 

n/a -- n/a 
 
  

A vulnerability, which was classified as critical, has been found in PCMan FTP 
Server 2.0.7. Affected by this issue is some unknown functionality of the 
component FEAT Command Handler. The manipulation leads to buffer overflow. 
The attack may be launched remotely. The exploit has been disclosed to the public 
and may be used. 

2025-04-07 7.3  CVE-2025-3380 

n/a -- n/a 
 
  

The ZoomSounds - WordPress Wave Audio Player with Playlist plugin for 
WordPress is vulnerable to Arbitrary File Read in all versions up to, and including, 
6.91 via the 'dzsap_download' action. This makes it possible for unauthenticated 
attackers to read the contents of arbitrary files on the server, which can contain 
sensitive information. 

2025-04-08 7.5  CVE-2025-3431 

n/a -- n/a 
 
  

The SMTP for Amazon SES - YaySMTP plugin for WordPress is vulnerable to Stored 
Cross-Site Scripting via Email Logs in all versions up to, and including, 1.8 due to 
insufficient input sanitization and output escaping. This makes it possible for 
unauthenticated attackers to inject arbitrary web scripts in pages that will execute 
whenever a user accesses an injected page. 

2025-04-11 7.2  CVE-2025-3434 

PCMan--FTP Server 
  

A vulnerability, which was classified as critical, has been found in PCMan FTP 
Server 2.0.7. This issue affects some unknown processing of the component SYST 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3349 

phpgurukul -- 
men_salon_manag
ement_system 
  

A vulnerability was found in PHPGurukul Men Salon Management System 1.0. It 
has been classified as critical. This affects an unknown part of the file /admin/add-
services.php. The manipulation of the argument cost leads to sql injection. It is 
possible to initiate the attack remotely. The exploit has been disclosed to the 
public and may be used. 

2025-04-07 7.3  CVE-2025-3353 

PHPGurukul--Old 
Age Home 
Management 
System 
  

A vulnerability, which was classified as critical, was found in PHPGurukul Old Age 
Home Management System 1.0. Affected is an unknown function of the file 
/admin/view-enquiry.php. The manipulation of the argument viewid leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3350 

PHPGurukul--Old 
Age Home 
Management 
System 
  

A vulnerability has been found in PHPGurukul Old Age Home Management System 
1.0 and classified as critical. Affected by this vulnerability is an unknown 
functionality of the file /admin/login.php. The manipulation of the argument 
Username leads to sql injection. The attack can be launched remotely. The exploit 
has been disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3351 

PHPGurukul--Old 
Age Home 
Management 
System 
  

A vulnerability was found in PHPGurukul Old Age Home Management System 1.0 
and classified as critical. Affected by this issue is some unknown functionality of the 
file /admin/edit-scdetails.php. The manipulation of the argument contnum leads to 
sql injection. The attack may be launched remotely. The exploit has been disclosed 
to the public and may be used. 

2025-04-07 7.3  CVE-2025-3352 

propanetank--
Roommate-Bill-
Tracking 
  

A vulnerability was found in propanetank Roommate-Bill-Tracking up to 
288437f658fc9ee7d4b92a9da12557024d8bc55c. It has been declared as critical. 
This vulnerability affects unknown code of the file /includes/login.php. The 
manipulation of the argument Username leads to sql injection. The attack can be 
initiated remotely. The name of the patch is 
b32bb1b940f82d38fb9310cd66ebe349e20a1d0a. It is recommended to apply a 
patch to fix this issue. 

2025-04-09 7.3  CVE-2017-20197 

Qualcomm, Inc.--
Snapdragon 
  

Information disclosure may occur during a video call if a device resets due to a non-
conforming RTCP packet that doesn`t adhere to RFC standards. 

2025-04-07 8.2  CVE-2024-45552 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption while assigning memory from the source DDR memory(HLOS) 
to ADSP. 

2025-04-07 7.5  CVE-2024-33058 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption while processing IOCTL calls. 2025-04-07 7.8  CVE-2024-43058 
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Qualcomm, Inc.--
Snapdragon 
  

Cryptographic issues while generating an asymmetric key pair for RKP use cases. 2025-04-07 7.1  CVE-2024-43065 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption while handling file descriptor during listener registration/de-
registration. 

2025-04-07 7.8  CVE-2024-43066 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption occurs during the copying of read data from the EEPROM 
because the IO configuration is exposed as shared memory. 

2025-04-07 7.8  CVE-2024-43067 

Qualcomm, Inc.--
Snapdragon 
  

Information disclosure while creating MQ channels. 2025-04-07 7.7  CVE-2024-45549 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption can occur when TME processes addresses from TZ and MPSS 
requests without proper validation. 

2025-04-07 7.8  CVE-2024-45557 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption while processing escape code in API. 2025-04-07 7.8  CVE-2025-21421 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption occurs when handling client calls to EnableTestMode through 
an Escape call. 

2025-04-07 7.8  CVE-2025-21423 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption may occur due top improper access control in HAB process. 2025-04-07 7.3  CVE-2025-21425 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption occurs while connecting a STA to an AP and initiating an ADD 
TS request from the AP to establish a TSpec session. 

2025-04-07 7.5  CVE-2025-21428 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption occurs while connecting a STA to an AP and initiating an ADD 
TS request. 

2025-04-07 7.5  CVE-2025-21429 

Qualcomm, Inc.--
Snapdragon 
  

Transient DOS while connecting STA to AP and initiating ADD TS request from AP to 
establish TSpec session. 

2025-04-07 7.5  CVE-2025-21430 

Qualcomm, Inc.--
Snapdragon 
  

Transient DOS may occur while parsing EHT operation IE or EHT capability IE. 2025-04-07 7.5  CVE-2025-21434 

Qualcomm, Inc.--
Snapdragon 
  

Transient DOS may occur while parsing extended IE in beacon. 2025-04-07 7.5  CVE-2025-21435 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption may occur while initiating two IOCTL calls simultaneously to 
create processes from two different threads. 

2025-04-07 7.8  CVE-2025-21436 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption while processing memory map or unmap IOCTL operations 
simultaneously. 

2025-04-07 7.8  CVE-2025-21437 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption while IOCTL call is invoked from user-space to read board data. 2025-04-07 7.8  CVE-2025-21438 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption may occur while reading board data via IOCTL call when the 
WLAN driver copies the content to the provided output buffer. 

2025-04-07 7.8  CVE-2025-21439 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption when IOCTL call is invoked from user-space to write board data 
to WLAN driver. 

2025-04-07 7.8  CVE-2025-21440 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption when IOCTL call is invoked from user-space to write board data 
to WLAN driver. 

2025-04-07 7.8  CVE-2025-21441 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption while transmitting packet mapping information with invalid 
header payload size. 

2025-04-07 7.8  CVE-2025-21442 

Qualcomm, Inc.--
Snapdragon 
  

Memory corruption while processing message content in eAVB. 2025-04-07 7.8  CVE-2025-21443 
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-43065
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-43066&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-43066
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-43067&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-43067
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-45549&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-45549
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-45557&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-45557
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21421&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21421
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21423&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21423
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21425&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21425
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21428&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21428
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21429&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21429
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21430&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21430
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21434&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21434
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21435&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21435
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21436&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21436
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21437&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21437
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21438&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21438
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21439&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21439
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21440&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21440
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21441&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21441
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21442&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21442
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21443&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21443
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Qualcomm, Inc.--
Snapdragon 
  

Memory corruption may occur while processing device IO control call for session 
control. 

2025-04-07 7.8  CVE-2025-21447 

Qualcomm, Inc.--
Snapdragon 
  

Transient DOS may occur while parsing SSID in action frames. 2025-04-07 7.5  CVE-2025-21448 

ruoyi -- ruoyi 
  

An issue in RUoYi v.4.8.0 allows a remote attacker to escalate privileges via the 
jobId parameter 

2025-04-07 9.8  CVE-2025-28402 

ruoyi -- ruoyi 
  

An issue in RUoYi v.4.8.0 allows a remote attacker to escalate privileges via the 
changeStatus method 

2025-04-07 9.8  CVE-2025-28405 

ruoyi -- ruoyi 
  

An issue in RUoYi v.4.8.0 allows a remote attacker to escalate privileges via the 
jobLogId parameter 

2025-04-07 9.8  CVE-2025-28406 

ruoyi -- ruoyi 
  

An issue in RUoYi v.4.8.0 allows a remote attacker to escalate privileges via the 
selectDeptTree method of the /selectDeptTree/{deptId} endpoint does not 
properly validate the deptId parameter 

2025-04-07 9.8  CVE-2025-28408 

ruoyi -- ruoyi 
  

An issue in RUoYi v.4.8.0 allows a remote attacker to escalate privileges via the 
cancelAuthUserAll method does not properly validate whether the requesting user 
has administrative privileges 

2025-04-07 9.8  CVE-2025-28410 

ruoyi -- ruoyi 
  

An issue in RUoYi v.4.8.0 allows a remote attacker to escalate privileges via the 
editSave method in /tool/gen/editSave 

2025-04-07 9.8  CVE-2025-28411 

ruoyi -- ruoyi 
  

An issue in RUoYi v.4.8.0 allows a remote attacker to escalate privileges via the 
/editSave method in SysNoticeController 

2025-04-07 9.8  CVE-2025-28412 

ruoyi -- ruoyi 
  

An issue in RUoYi v.4.8.0 allows a remote attacker to escalate privileges via the 
SysDictTypeController component 

2025-04-07 9.8  CVE-2025-28413 

ruoyi -- ruoyi 
  

An issue in RUoYi v.4.8.0 allows a remote attacker to escalate privileges via the edit 
method of the /edit/{dictId} endpoint does not properly validate whether the 
requesting user has permission to modify the specified dictId 

2025-04-07 8.8  CVE-2025-28407 

ruoyi -- ruoyi 
  

An issue in RUoYi v.4.8.0 allows a remote attacker to escalate privileges via the add 
method of the /add/{parentId} endpoint does not properly validate whether the 
requesting user has permission to add a menu item under the specified parentId 

2025-04-07 8.8  CVE-2025-28409 

ruoyi -- ruoyi 
  

An issue in RUoYi v.4.8.0 allows a remote attacker to escalate privileges via the 
editSave method does not properly validate whether the requesting user has 
administrative privileges before allowing modifications to system configuration 
settings 

2025-04-07 7.2  CVE-2025-28403 

senior-walter -- 
web-
based_pharmacy_
product_managem
ent_system 
  

A vulnerability was found in SourceCodester Web-based Pharmacy Product 
Management System 1.0 and classified as critical. This issue affects some unknown 
processing of the file /search/search_sales.php. The manipulation of the argument 
Name leads to sql injection. The attack may be initiated remotely. The exploit has 
been disclosed to the public and may be used. 

2025-04-07 7.3  CVE-2025-3383 

Sophos--Taegis 
Endpoint Agent 
(Linux) 
  

A code injection vulnerability in the Debian package component of Taegis Endpoint 
Agent (Linux) versions older than 1.3.10 allows local users arbitrary code execution 
as root. Redhat-based systems using RPM packages are not affected. 

2025-04-11 7.8  CVE-2024-13861 

tenda -- 
ac1206_firmware 
  

A vulnerability was found in Tenda AC1206 15.03.06.23. It has been classified as 
critical. Affected is the function form_fast_setting_wifi_set of the file 
/goform/fast_setting_wifi_set. The manipulation of the argument ssid/timeZone 
leads to buffer overflow. It is possible to launch the attack remotely. The exploit 
has been disclosed to the public and may be used. Other parameters might be 
affected as well. 

2025-04-07 8.8  CVE-2025-3328 

Tenda--AC7 
  

A vulnerability was found in Tenda AC7 15.03.06.44. It has been rated as critical. 
Affected by this issue is the function formSetPPTPServer of the file 
/goform/SetPptpServerCfg. The manipulation of the argument 
pptp_server_start_ip/pptp_server_end_ip leads to buffer overflow. The attack may 
be launched remotely. The exploit has been disclosed to the public and may be 
used. 

2025-04-07 8.8  CVE-2025-3346 

Unknown--Feedify 
  

The Feedify WordPress plugin before 2.4.6 does not sanitise and escape a 
parameter before outputting it back in the page, leading to a Reflected Cross-Site 
Scripting which could be used against high privilege users such as admin 

2025-04-10 7.1  CVE-2024-13874 

apple -- macos 
  

A memory corruption issue was addressed with improved bounds checking. This 
issue is fixed in tvOS 18.4.1, visionOS 2.4.1, iOS iOS 18.4.1 and iPadOS 18.4.1, 
macOS Sequoia 15.4.1. Processing an audio stream in a maliciously crafted media 
file may result in code execution. Apple is aware of a report that this issue may 
have been exploited in an extremely sophisticated attack against specific targeted 
individuals on iOS. 

2025-04-16 7.5 CVE-2025-31200 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21447&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21447
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21448&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21448
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-28402&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-28402
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-28405&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-28405
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-28406&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-28406
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-28408&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-28408
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-28410&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-28410
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-28411&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-28411
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-28412&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-28412
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-28413&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-28413
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-28407&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-28407
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-28409&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-28409
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-28403&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-28403
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3383&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3383
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-13861&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-13861
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3328&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3328
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3346&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3346
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-13874&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-13874
https://www.cve.org/CVERecord?id=CVE-2025-31200
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Codeflist--
Wordpress Plugin 
Smart Product 
Review 
  

The Wordpress Plugin Smart Product Review plugin for WordPress is vulnerable to 
arbitrary file uploads due to missing file type validation in all versions up to, and 
including, 1.0.4. This makes it possible for unauthenticated attackers to upload 
arbitrary files on the affected site's server which may make remote code execution 
possible. 

2025-04-19 9.8 CVE-2021-4455 

Linux--Linux 
  

In the Linux kernel, the following vulnerability has been resolved: can: dev: 
can_restart: fix use after free bug After calling netif_rx_ni(skb), dereferencing skb 
is unsafe. Especially, the can_frame cf which aliases skb memory is accessed after 
the netif_rx_ni() in: stats->rx_bytes += cf->len; Reordering the lines solves the 
issue. 

2025-04-17 7.8 CVE-2021-47668 

Linux--Linux 
  

In the Linux kernel, the following vulnerability has been resolved: can: vxcan: 
vxcan_xmit: fix use after free bug After calling netif_rx_ni(skb), dereferencing skb is 
unsafe. Especially, the canfd_frame cfd which aliases skb memory is accessed after 
the netif_rx_ni(). 

2025-04-17 7.8 CVE-2021-47669 

Linux--Linux 
  

In the Linux kernel, the following vulnerability has been resolved: can: peak_usb: 
fix use after free bugs After calling peak_usb_netif_rx_ni(skb), dereferencing skb is 
unsafe. Especially, the can_frame cf which aliases skb memory is accessed after the 
peak_usb_netif_rx_ni(). Reordering the lines solves the issue. 

2025-04-17 7.8 CVE-2021-47670 

n/a -- n/a 
 
  

Unrestricted Upload of File with Dangerous Type vulnerability in EPC AI Hub allows 
Upload a Web Shell to a Web Server. This issue affects AI Hub: from n/a through 
1.3.3. 

2025-04-15 10 CVE-2025-26927 

n/a -- n/a 
 
  

Erlang/OTP is a set of libraries for the Erlang programming language. Prior to 
versions OTP-27.3.3, OTP-26.2.5.11, and OTP-25.3.2.20, a SSH server may allow an 
attacker to perform unauthenticated remote code execution (RCE). By exploiting a 
flaw in SSH protocol message handling, a malicious actor could gain unauthorized 
access to affected systems and execute arbitrary commands without valid 
credentials. This issue is patched in versions OTP-27.3.3, OTP-26.2.5.11, and OTP-
25.3.2.20. A temporary workaround involves disabling the SSH server or to prevent 
access via firewall rules. 

2025-04-16 10 CVE-2025-32433 

n/a -- n/a 
 
  

Unrestricted Upload of File with Dangerous Type vulnerability in JoomSky JS Job 
Manager allows Upload a Web Shell to a Web Server. This issue affects JS Job 
Manager: from n/a through 2.0.2. 

2025-04-17 10 CVE-2025-32660 

n/a -- n/a 
 
  

An issue in the login page of Seclore v3.27.5.0 allows attackers to bypass 
authentication via a brute force attack. 

2025-04-18 9.8 CVE-2024-53591 

n/a -- n/a 
 
  

Wallos <= 2.38.2 has a file upload vulnerability in the restore backup function, 
which allows authenticated users to restore backups by uploading a ZIP file. The 
contents of the ZIP file are extracted on the server. This functionality enables an 
authenticated attacker (being an administrator is not required) to upload malicious 
files to the server. Once a web shell is installed, the attacker gains the ability to 
execute arbitrary commands. 

2025-04-16 9.8 CVE-2024-55371 

n/a -- n/a 
 
  

Wallos <=2.38.2 has a file upload vulnerability in the restore database function, 
which allows unauthenticated users to restore database by uploading a ZIP file. The 
contents of the ZIP file are extracted on the server. This functionality enables an 
unauthenticated attacker to upload malicious files to the server. Once a web shell 
is installed, the attacker gains the ability to execute arbitrary commands. 

2025-04-16 9.8 CVE-2024-55372 

n/a -- n/a 
 
  

Overview Â  The product receives input from an upstream component, but it does 
not restrict or incorrectly restricts the input before it is used as an identifier for a 
resource that may be outside the intended sphere of control. (CWE-99) 
Â  Description Â  Hitachi Vantara Pentaho Data Integration & Analytics versions 
before 10.2.0.2, including 9.3.x and 8.3.x, do not restrict JNDI identifiers during the 
creation of platform data sources. Â  Impact Â  An attacker could gain access to or 
modify sensitive data or system resources. This could allow access to protected 
files or directories including configuration files and files containing sensitive 
information, which can lead to remote code execution by unauthorized users. 

2025-04-16 9.1 CVE-2025-0756 

n/a -- n/a 
 
  

The AIHub theme for WordPress is vulnerable to arbitrary file uploads due to 
missing file type validation in the generate_image function in all versions up to, 
and including, 1.3.7. This makes it possible for unauthenticated attackers to upload 
arbitrary files on the affected site's server which may make remote code execution 
possible. 

2025-04-19 9.8 CVE-2025-1093 

n/a -- n/a 
 
  

In HylaFAX Enterprise Web Interface and AvantFAX, the language form element is 
not properly sanitized before being used and can be misused to include an 
arbitrary file in the PHP code allowing an attacker to do anything as the web server 
user. This flaw requires the attacker to be authenticated with a valid user account. 

2025-04-14 9.9 CVE-2025-1782 

https://www.cve.org/CVERecord?id=CVE-2021-4455
https://www.cve.org/CVERecord?id=CVE-2021-47668
https://www.cve.org/CVERecord?id=CVE-2021-47669
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https://www.cve.org/CVERecord?id=CVE-2025-32433
https://www.cve.org/CVERecord?id=CVE-2025-32660
https://www.cve.org/CVERecord?id=CVE-2024-53591
https://www.cve.org/CVERecord?id=CVE-2024-55371
https://www.cve.org/CVERecord?id=CVE-2024-55372
https://www.cve.org/CVERecord?id=CVE-2025-0756
https://www.cve.org/CVERecord?id=CVE-2025-1093
https://www.cve.org/CVERecord?id=CVE-2025-1782
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n/a -- n/a 
 
  

Insecure default settings have been found in recorder products provided by 
Yokogawa Electric Corporation. The default setting of the authentication function is 
disabled on the affected products. Therefore, when connected to a network with 
default settings, anyone can access all functions related to settings and operations. 
As a result, an attacker can illegally manipulate and configure important data such 
as measured values and settings. This issue affects GX10 / GX20 / GP10 / GP20 
Paperless Recorders: R5.04.01 or earlier; GM Data Acquisition System: R5.05.01 or 
earlier; DX1000 / DX2000 / DX1000N Paperless Recorders: R4.21 or earlier; FX1000 
Paperless Recorders: R1.31 or earlier; Î¼R10000 / Î¼R20000 Chart Recorders: R1.51 
or earlier; MW100 Data Acquisition Units: All versions; DX1000T / DX2000T 
Paperless Recorders: All versions; CX1000 / CX2000 Paperless Recorders: All 
versions. 

2025-04-18 9.8 CVE-2025-1863 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Caio Web Dev CWD - Stealth Links allows SQL Injection. 
This issue affects CWD - Stealth Links: from n/a through 1.3. 

2025-04-17 9.3 CVE-2025-22655 

n/a -- n/a 
 
  

Totolink N600R v4.3.0cu.7647_B20210106 was discovered to contain a stack 
overflow via the macCloneMac parameter in the setWanConfig function. 

2025-04-15 9.8 CVE-2025-22900 

n/a -- n/a 
 
  

Due to lack of server-side input validation, attackers can inject malicious JavaScript 
code into users personal spaces of the web portal. 

2025-04-15 9.8 CVE-2025-24297 

n/a -- n/a 
 
  

Meshtastic is an open source mesh networking solution. A fault in the handling of 
mesh packets containing invalid protobuf data can result in an attacker-controlled 
buffer overflow, allowing an attacker to hijack execution flow, potentially resulting 
in remote code execution. This attack does not require authentication or user 
interaction, as long as the target device rebroadcasts packets on the default 
channel. This vulnerability fixed in 2.6.2. 

2025-04-15 9.4 CVE-2025-24797 

n/a -- n/a 
 
  

Tenda AC10 V4.0si_V16.03.10.20 is vulnerable to Buffer Overflow in 
AdvSetMacMtuWan via mac2. 

2025-04-15 9.8 CVE-2025-25456 

n/a -- n/a 
 
  

An attacker could modify or disable settings, disrupt fuel monitoring and supply 
chain operations, leading to disabling of ATG monitoring. This would result in 
potential safety hazards in fuel storage and transportation. 

2025-04-15 9.8 CVE-2025-2567 

n/a -- n/a 
 
  

Unrestricted Upload of File with Dangerous Type vulnerability in rockgod100 
Theme File Duplicator allows Using Malicious Files. This issue affects Theme File 
Duplicator: from n/a through 1.3. 

2025-04-17 9.9 CVE-2025-27282 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in saoshyant1994 Saoshyant Slider 
allows Object Injection. This issue affects Saoshyant Slider: from n/a through 3.0. 

2025-04-17 9.8 CVE-2025-27286 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in ssvadim SS Quiz allows Object 
Injection. This issue affects SS Quiz: from n/a through 2.0.5. 

2025-04-17 9.8 CVE-2025-27287 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Claudio Adrian Marrero CHATLIVE allows SQL Injection. 
This issue affects CHATLIVE: from n/a through 2.0.1. 

2025-04-17 9.3 CVE-2025-27302 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'CreateTrace' method. This could allow an unauthenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. (ZDI-CAN-25911) 

2025-04-16 9.8 CVE-2025-27495 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'VerifyUser' method. This could allow an unauthenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. (ZDI-CAN-25914) 

2025-04-16 9.8 CVE-2025-27539 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'Authenticate' method. This could allow an unauthenticated remote 
attacker to bypass authorization controls, to read from and write to the 

2025-04-16 9.8 CVE-2025-27540 

https://www.cve.org/CVERecord?id=CVE-2025-1863
https://www.cve.org/CVERecord?id=CVE-2025-22655
https://www.cve.org/CVERecord?id=CVE-2025-22900
https://www.cve.org/CVERecord?id=CVE-2025-24297
https://www.cve.org/CVERecord?id=CVE-2025-24797
https://www.cve.org/CVERecord?id=CVE-2025-25456
https://www.cve.org/CVERecord?id=CVE-2025-2567
https://www.cve.org/CVERecord?id=CVE-2025-27282
https://www.cve.org/CVERecord?id=CVE-2025-27286
https://www.cve.org/CVERecord?id=CVE-2025-27287
https://www.cve.org/CVERecord?id=CVE-2025-27302
https://www.cve.org/CVERecord?id=CVE-2025-27495
https://www.cve.org/CVERecord?id=CVE-2025-27539
https://www.cve.org/CVERecord?id=CVE-2025-27540


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. (ZDI-CAN-25913) 

n/a -- n/a 
 
  

A SQL Injection vulnerability exists in the `u` parameter of the progress-body-
weight.php endpoint of Dietiqa App v1.0.20. 

2025-04-17 9.8 CVE-2025-28009 

n/a -- n/a 
 
  

A SQL Injection vulnerability in dingfanzuCMS v.1.0 allows a attacker to execute 
arbitrary code via not filtering the content correctly at the "operateOrder.php" id 
parameter. 

2025-04-15 9.8 CVE-2025-28100 

n/a -- n/a 
 
  

The TOTOLINK A810R V4.1.2cu.5182_B20201026 were found to contain a pre-auth 
remote command execution vulnerability in the setNoticeCfg function through the 
NoticeUrl parameter. 

2025-04-15 9.8 CVE-2025-28137 

n/a -- n/a 
 
  

An issue in Erick xmall v.1.1 and before allows a remote attacker to escalate 
privileges via the updateAddress method of the Address Controller class. 

2025-04-15 9.8 CVE-2025-28399 

n/a -- n/a 
 
  

An issue in dlink DIR 832x 240802 allows a remote attacker to execute arbitrary 
code via the target_addr key value and the function 0x41737c 

2025-04-17 9.8 CVE-2025-29040 

n/a -- n/a 
 
  

An issue in dlink DIR 832x 240802 allows a remote attacker to execute arbitrary 
code via the target_addr key value and the function 0x41710c 

2025-04-17 9.8 CVE-2025-29041 

n/a -- n/a 
 
  

An issue in dlink DIR 832x 240802 allows a remote attacker to execute arbitrary 
code via the macaddr key value to the function 0x42232c 

2025-04-17 9.8 CVE-2025-29042 

n/a -- n/a 
 
  

An issue in dlink DIR 832x 240802 allows a remote attacker to execute arbitrary 
code via the function 0x417234 

2025-04-17 9.8 CVE-2025-29043 

n/a -- n/a 
 
  

Buffer Overflow vulnerability in Netgear- R61 router V1.0.1.28 allows a remote 
attacker to execute arbitrary code via the QUERY_STRING key value 

2025-04-17 9.8 CVE-2025-29044 

n/a -- n/a 
 
  

Buffer Overflow vulnerability in ALFA_CAMPRO-co-2.29 allows a remote attacker 
to execute arbitrary code via the newap_text_0 key value 

2025-04-17 9.8 CVE-2025-29045 

n/a -- n/a 
 
  

Buffer Overflow vulnerability inALFA WiFi CampPro router ALFA_CAMPRO-co-2.29 
allows a remote attacker to execute arbitrary code via the GAPSMinute3 key value 

2025-04-17 9.8 CVE-2025-29046 

n/a -- n/a 
 
  

Buffer Overflow vulnerability inALFA WiFi CampPro router ALFA_CAMPRO-co-2.29 
allows a remote attacker to execute arbitrary code via the hiddenIndex in the 
function StorageEditUser 

2025-04-17 9.8 CVE-2025-29047 

n/a -- n/a 
 
  

An issue in Qimou CMS v.3.34.0 allows a remote attacker to execute arbitrary code 
via the upgrade.php component. 

2025-04-18 9.8 CVE-2025-29058 

n/a -- n/a 
 
  

SQL Injection vulnerability exists in the TP-Link M7650 4G LTE Mobile Wi-Fi Router 
Firmware Version: 1.0.7 Build 170623 Rel.1022n, allowing an unauthenticated 
attacker to inject malicious SQL statements via the username and password fields. 

2025-04-16 9.8 CVE-2025-29651 

n/a -- n/a 
 
  

SQL Injection vulnerability exists in the TP-Link M7000 4G LTE Mobile Wi-Fi Router 
Firmware Version: 1.0.7 Build 180127 Rel.55998n, allowing an unauthenticated 
attacker to inject malicious SQL statements via the username and password fields 

2025-04-16 9.8 CVE-2025-29652 

n/a -- n/a 
 
  

SQL Injection vulnerability exists in the TP-Link M7450 4G LTE Mobile Wi-Fi Router 
Firmware Version: 1.0.2 Build 170306 Rel.1015n, allowing an unauthenticated 
attacker to inject malicious SQL statements via the username and password fields. 

2025-04-16 9.8 CVE-2025-29653 

n/a -- n/a 
 
  

A RCE vulnerability in the core application in LandChat 3.25.12.18 allows an 
unauthenticated attacker to execute system code via remote network access. 

2025-04-17 9.8 CVE-2025-29662 

n/a -- n/a 
 
  

SourceCodester Company Website CMS 1.0 contains a file upload vulnerability via 
the "Create Services" file /dashboard/Services. 

2025-04-16 9.8 CVE-2025-29708 

n/a -- n/a 
 
  

SourceCodester Company Website CMS 1.0 has a File upload vulnerability via the 
"Create portfolio" file /dashboard/portfolio. 

2025-04-16 9.8 CVE-2025-29709 

n/a -- n/a 
 
  

Dpanel is a Docker visualization panel system which provides complete Docker 
management functions. The Dpanel service contains a hardcoded JWT secret in its 
default configuration, allowing attackers to generate valid JWT tokens and 
compromise the host machine. This security flaw allows attackers to analyze the 

2025-04-15 9.8 CVE-2025-30206 
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source code, discover the embedded secret, and craft legitimate JWT tokens. By 
forging these tokens, an attacker can successfully bypass authentication 
mechanisms, impersonate privileged users, and gain unauthorized administrative 
access. Consequently, this enables full control over the host machine, potentially 
leading to severe consequences such as sensitive data exposure, unauthorized 
command execution, privilege escalation, or further lateral movement within the 
network environment. This issue is patched in version 1.6.1. A workaround for this 
vulnerability involves replacing the hardcoded secret with a securely generated 
value and load it from secure configuration storage. 

n/a -- n/a 
 
  

NATS-Server is a High-Performance server for NATS.io, the cloud and edge native 
messaging system. In versions starting from 2.2.0 but prior to 2.10.27 and 2.11.1, 
the management of JetStream assets happens with messages in the $JS. subject 
namespace in the system account; this is partially exposed into regular accounts to 
allow account holders to manage their assets. Some of the JS API requests were 
missing access controls, allowing any user with JS management permissions in any 
account to perform certain administrative actions on any JS asset in any other 
account. At least one of the unprotected APIs allows for data destruction. None of 
the affected APIs allow disclosing stream contents. This vulnerability is fixed in 
v2.11.1 or v2.10.27. 

2025-04-16 9.6 CVE-2025-30215 

n/a -- n/a 
 
  

An attacker can upload an arbitrary file instead of a plant image. 2025-04-15 9.8 CVE-2025-30510 

n/a -- n/a 
 
  

Vulnerability in the Oracle Scripting product of Oracle E-Business Suite 
(component: iSurvey Module). Supported versions that are affected are 12.2.3-
12.2.14. Easily exploitable vulnerability allows unauthenticated attacker with 
network access via HTTP to compromise Oracle Scripting. Successful attacks of this 
vulnerability can result in takeover of Oracle Scripting. CVSS 3.1 Base Score 9.8 
(Confidentiality, Integrity and Availability impacts). CVSS Vector: 
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H). 

2025-04-15 9.8 CVE-2025-30727 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in NotFound WPJobBoard allows 
Upload a Web Shell to a Web Server. This issue affects WPJobBoard: from n/a 
through n/a. 

2025-04-15 9.6 CVE-2025-30967 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in NotFound GNUCommerce allows 
Object Injection. This issue affects GNUCommerce: from n/a through 1.5.4. 

2025-04-15 9.8 CVE-2025-30985 

n/a -- n/a 
 
  

Weak Password Recovery Mechanism for Forgotten Password vulnerability in 
videowhisper Paid Videochat Turnkey Site allows Password Recovery Exploitation. 
This issue affects Paid Videochat Turnkey Site: from n/a through 7.3.11. 

2025-04-17 9.8 CVE-2025-31380 

n/a -- n/a 
 
  

Argo Events is an event-driven workflow automation framework for Kubernetes. A 
user with permission to create/modify EventSource and Sensor custom resources 
can gain privileged access to the host system and cluster, even without having 
direct administrative privileges. The EventSource and Sensor CRs allow the 
corresponding orchestrated pod to be customized with spec.template and 
spec.template.container (with type k8s.io/api/core/v1.Container), thus, any 
specification under container such as command, args, securityContext , 
volumeMount can be specified, and applied to the EventSource or Sensor pod. 
With these, a user would be able to gain privileged access to the cluster host, if 
he/she specified the EventSource/Sensor CR with some particular properties under 
template. This vulnerability is fixed in v1.9.6. 

2025-04-15 9.9 CVE-2025-32445 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in Climax Themes Kata Plus allows 
Object Injection. This issue affects Kata Plus: from n/a through 1.5.2. 

2025-04-17 9.8 CVE-2025-32572 

n/a -- n/a 
 
  

Improper Control of Generation of Code ('Code Injection') vulnerability in termel 
PDF 2 Post allows Remote Code Inclusion. This issue affects PDF 2 Post: from n/a 
through 2.4.0. 

2025-04-17 9.9 CVE-2025-32583 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in JoomSky JS Job Manager allows SQL Injection. This issue 
affects JS Job Manager: from n/a through 2.0.2. 

2025-04-17 9.3 CVE-2025-32626 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in matthewrubin Local Magic allows SQL Injection. This 
issue affects Local Magic: from n/a through 2.6.0. 

2025-04-17 9.3 CVE-2025-32636 

n/a -- n/a 
 
  

Incorrect Privilege Assignment vulnerability in Projectopia Projectopia allows 
Privilege Escalation. This issue affects Projectopia: from n/a through 5.1.16. 

2025-04-17 9.8 CVE-2025-32648 
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n/a -- n/a 
 
  

Unrestricted Upload of File with Dangerous Type vulnerability in solacewp Solace 
Extra allows Using Malicious Files. This issue affects Solace Extra: from n/a through 
1.3.1. 

2025-04-17 9.9 CVE-2025-32652 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in wpWax HelpGent allows Object 
Injection. This issue affects HelpGent: from n/a through 2.2.4. 

2025-04-17 9.8 CVE-2025-32658 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in WebbyTemplate Office Locator allows SQL Injection. This 
issue affects Office Locator: from n/a through 1.3.0. 

2025-04-17 9.3 CVE-2025-32665 

n/a -- n/a 
 
  

Unrestricted Upload of File with Dangerous Type vulnerability in RomanCode 
MapSVG Lite allows Upload a Web Shell to a Web Server. This issue affects 
MapSVG Lite: from n/a through 8.5.34. 

2025-04-17 9.9 CVE-2025-32682 

n/a -- n/a 
 
  

The UrbanGo Membership plugin for WordPress is vulnerable to privilege 
escalation in versions up to, and including, 1.0.4. This is due to the plugin allowing 
users who are registering new accounts to set their own role or by supplying 
'user_register_role' field. This makes it possible for unauthenticated attackers to 
gain elevated privileges by creating an account with the administrator role. 

2025-04-19 9.8 CVE-2025-3278 

n/a -- n/a 
 
  

A flaw was found in libsoup, which is vulnerable to a use-after-free memory issue 
not on the heap in the soup_message_headers_get_content_disposition() 
function. This flaw allows a malicious HTTP client to cause memory corruption in 
the libsoup server. 

2025-04-15 9 CVE-2025-32911 

n/a -- n/a 
 
  

DevDojo Voyager 1.4.0 through 1.8.0, when Laravel 8 or later is used, allows 
authenticated administrators to execute arbitrary OS commands via a specific php 
artisan command. 

2025-04-14 9.1 CVE-2025-32931 

n/a -- n/a 
 
  

Delta Electronics COMMGR v1 and v2Â uses insufficiently randomized values to 
generate session IDs (CWE-338). An attacker could easily brute force a session ID 
and load and execute arbitrary code. 

2025-04-16 9.8 CVE-2025-3495 

n/a -- n/a 
 
  

Unrestricted Upload of File with Dangerous Type vulnerability in aidraw I Draw 
allows Using Malicious Files. This issue affects I Draw: from n/a through 1.0. 

2025-04-17 9.1 CVE-2025-39436 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Pantherius Modal Survey.This issue affects Modal 
Survey: from n/a through 2.0.2.0.1. 

2025-04-18 9.3 CVE-2025-39471 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in Shahjahan Jewel 
FluentCommunity allows Object Injection. This issue affects FluentCommunity: 
from n/a through 1.2.15. 

2025-04-17 9.8 CVE-2025-39550 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in Mahmudul Hasan Arif 
FluentBoards allows Object Injection. This issue affects FluentBoards: from n/a 
through 1.47. 

2025-04-17 9.8 CVE-2025-39551 

n/a -- n/a 
 
  

Unrestricted Upload of File with Dangerous Type vulnerability in Ben Ritner - 
Kadence WP Kadence WooCommerce Email Designer allows Upload a Web Shell to 
a Web Server. This issue affects Kadence WooCommerce Email Designer: from n/a 
through 1.5.14. 

2025-04-16 9.1 CVE-2025-39557 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Stylemix Cost Calculator Builder allows SQL Injection. 
This issue affects Cost Calculator Builder: from n/a through 3.2.65. 

2025-04-17 9.3 CVE-2025-39587 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in bdthemes Ultimate Store Kit 
Elementor Addons allows Object Injection. This issue affects Ultimate Store Kit 
Elementor Addons: from n/a through 2.4.0. 

2025-04-17 9.8 CVE-2025-39588 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Quentn.com GmbH Quentn WP allows SQL Injection. This 
issue affects Quentn WP: from n/a through 1.2.8. 

2025-04-17 9.3 CVE-2025-39595 

n/a -- n/a 
 
  

Weak Authentication vulnerability in Quentn.com GmbH Quentn WP allows 
Privilege Escalation. This issue affects Quentn WP: from n/a through 1.2.8. 

2025-04-17 9.8 CVE-2025-39596 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in WPFactory Custom CSS, JS & PHP 
allows Remote Code Inclusion. This issue affects Custom CSS, JS & PHP: from n/a 
through 2.4.1. 

2025-04-16 9.6 CVE-2025-39601 

n/a -- n/a 
 
  

A: Improper Neutralization of Input During Web Page Generation vulnerability in 
SUSE rancher allows a malicious actor to perform a Stored XSS attack through the 
cluster description field. This issue affects rancher: from 2.9.0 before 2.9.4. 

2025-04-16 8.9 CVE-2024-52281 

n/a -- n/a 
 
  

A remote code execution (RCE) vulnerability in the upload_file function of LRQA 
Nettitude PoshC2 after commit 123db87 allows authenticated attackers to execute 
arbitrary code via a crafted POST request. 

2025-04-16 8.8 CVE-2024-53303 
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n/a -- n/a 
 
  

An issue in Think Router Tk-Rt-Wr135G V3.0.2-X000 allows attackers to bypass 
authentication via a crafted cookie. 

2025-04-17 8.4 CVE-2024-55211 

n/a -- n/a 
 
  

A race condition Use-After-Free vulnerability exists in the 
virtio_transport_space_update function within the Kernel 5.4 on ChromeOS. 
Concurrent allocation and freeing of the virtio_vsock_sock structure during an 
AF_VSOCK connect syscall can occur before a worker thread accesses it resulting in 
a dangling pointer and potential kernel code execution. 

2025-04-17 8.1 CVE-2025-1290 

n/a -- n/a 
 
  

Phoneservice module is affected by code injection vulnerability, successful 
exploitation of this vulnerability may affect service confidentiality and integrity. 

2025-04-17 8.1 CVE-2025-1532 

n/a -- n/a 
 
  

Access Control Vulnerability in Gerrit chromiumos project configuration in Google 
ChromeOS 131.0.6778.268 allows an attacker with a registered Gerrit account to 
inject malicious code into ChromeOS projects and potentially achieve Remote Code 
Execution and Denial of Service via editing trusted pipelines by insufficient access 
controls and misconfigurations in Gerrit's project.config. 

2025-04-16 8.8 CVE-2025-1568 

n/a -- n/a 
 
  

A vulnerability in the custom URL parser of Cisco Webex App could allow an 
unauthenticated, remote attacker to persuade a user to download arbitrary files, 
which could allow the attacker to execute arbitrary commands on the host of the 
targeted user. This vulnerability is due to insufficient input validation when Cisco 
Webex App processes a meeting invite link. An attacker could exploit this 
vulnerability by persuading a user to click a crafted meeting invite link and 
download arbitrary files. A successful exploit could allow the attacker to execute 
arbitrary commands with the privileges of the targeted user. 

2025-04-16 8.8 CVE-2025-20236 

n/a -- n/a 
 
  

Out-of-Bounds Read in ip_set_bitmap_ip.c in Google ChromeOS Kernel Versions 
6.1, 5.15, 5.10, 5.4, 4.19. on All devices where Termina is used allows an attacker 
with CAP_NET_ADMIN privileges to cause memory corruption and potentially 
escalate privileges via crafted ipset commands. 

2025-04-16 8.8 CVE-2025-2073 

n/a -- n/a 
 
  

Pega Platform versions 8.4.3 to Infinity 24.2.1 are affected by an XSS issue with 
Mashup 

2025-04-14 8.1 CVE-2025-2160 

n/a -- n/a 
 
  

There is a whitelist mechanism bypass in GameCenter ,successful exploitation of 
this vulnerability may affect service confidentiality and integrity. 

2025-04-17 8.1 CVE-2025-2188 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Vicente Ruiz GÃ¡lvez VR-Frases allows Reflected XSS. This 
issue affects VR-Frases: from n/a through 3.0.1. 

2025-04-17 8.2 CVE-2025-22636 

n/a -- n/a 
 
  

Password can be used past expiry in PgBouncer due to auth_query not taking into 
account Postgres its VALID UNTIL value, which allows an attacker to log in with an 
already expired password 

2025-04-16 8.1 CVE-2025-2291 

n/a -- n/a 
 
  

The User Registration & Membership WordPress plugin before 4.1.2 does not 
prevent users to set their account role when the Membership Addon is enabled, 
leading to a privilege escalation issue and allowing unauthenticated users to gain 
admin privileges 

2025-04-14 8.1 CVE-2025-2563 

n/a -- n/a 
 
  

Missing Authorization vulnerability in AWEOS GmbH Email Notifications for 
Updates allows Privilege Escalation. This issue affects Email Notifications for 
Updates: from n/a through 1.1.6. 

2025-04-15 8.8 CVE-2025-26741 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in LOOS,Inc. Arkhe allows PHP Local 
File Inclusion. This issue affects Arkhe: from n/a through 3.11.0. 

2025-04-15 8.1 CVE-2025-26748 

n/a -- n/a 
 
  

Missing Authorization vulnerability in QuÃ½ LÃª 91 Administrator Z allows Privilege 
Escalation. This issue affects Administrator Z: from n/a through 2025.03.24. 

2025-04-15 8.8 CVE-2025-26959 

n/a -- n/a 
 
  

In PerfreeBlog version 4.0.11, regular users can exploit the arbitrary file upload 
vulnerability in the attach component to upload arbitrary files and execute code 
within them. 

2025-04-15 8.8 CVE-2025-29281 

n/a -- n/a 
 
  

Cross Site Scripting vulnerability in Nagios Log Server v.2024R1.3.1 allows a remote 
attacker to execute arbitrary code via a payload into the Email field. 

2025-04-15 8.3 CVE-2025-29471 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'RestoreFromBackup' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 

2025-04-16 8.8 CVE-2025-29905 

https://www.cve.org/CVERecord?id=CVE-2024-55211
https://www.cve.org/CVERecord?id=CVE-2025-1290
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https://www.cve.org/CVERecord?id=CVE-2025-20236
https://www.cve.org/CVERecord?id=CVE-2025-2073
https://www.cve.org/CVERecord?id=CVE-2025-2160
https://www.cve.org/CVERecord?id=CVE-2025-2188
https://www.cve.org/CVERecord?id=CVE-2025-22636
https://www.cve.org/CVERecord?id=CVE-2025-2291
https://www.cve.org/CVERecord?id=CVE-2025-2563
https://www.cve.org/CVERecord?id=CVE-2025-26741
https://www.cve.org/CVERecord?id=CVE-2025-26748
https://www.cve.org/CVERecord?id=CVE-2025-26959
https://www.cve.org/CVERecord?id=CVE-2025-29281
https://www.cve.org/CVERecord?id=CVE-2025-29471
https://www.cve.org/CVERecord?id=CVE-2025-29905
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8000 on a system where a vulnerable version of the affected application is 
executed on. (ZDI-CAN-25923) 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateConnectionVariables' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. (ZDI-CAN-25909) 

2025-04-16 8.8 CVE-2025-30002 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateProjectConnections' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. (ZDI-CAN-25910) 

2025-04-16 8.8 CVE-2025-30003 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'ImportDatabase' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. (ZDI-CAN-25924) 

2025-04-16 8.8 CVE-2025-30030 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateUsers' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. (ZDI-CAN-25922) 

2025-04-16 8.8 CVE-2025-30031 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateDatabaseSettings' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. (ZDI-CAN-25921) 

2025-04-16 8.8 CVE-2025-30032 

n/a -- n/a 
 
  

An authenticated attacker can achieve stored XSS by exploiting improper 
sanitization of the plant name value while adding or editing a plant. 

2025-04-15 8.8 CVE-2025-30511 

n/a -- n/a 
 
  

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization 
(component: Core). The supported version that is affected is 7.1.6. Easily 
exploitable vulnerability allows high privileged attacker with logon to the 
infrastructure where Oracle VM VirtualBox executes to compromise Oracle VM 
VirtualBox. While the vulnerability is in Oracle VM VirtualBox, attacks may 
significantly impact additional products (scope change). Successful attacks of this 
vulnerability can result in unauthorized creation, deletion or modification access to 
critical data or all Oracle VM VirtualBox accessible data as well as unauthorized 
access to critical data or complete access to all Oracle VM VirtualBox accessible 
data and unauthorized ability to cause a partial denial of service (partial DOS) of 
Oracle VM VirtualBox. CVSS 3.1 Base Score 8.1 (Confidentiality, Integrity and 
Availability impacts). CVSS Vector: 
(CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:L). 

2025-04-15 8.1 CVE-2025-30712 

n/a -- n/a 
 
  

Vulnerability in the PeopleSoft Enterprise CC Common Application Objects product 
of Oracle PeopleSoft (component: Page and Field Configuration). The supported 
version that is affected is 9.2. Easily exploitable vulnerability allows low privileged 
attacker with network access via HTTP to compromise PeopleSoft Enterprise CC 
Common Application Objects. Successful attacks of this vulnerability can result in 
unauthorized creation, deletion or modification access to critical data or all 
PeopleSoft Enterprise CC Common Application Objects accessible data as well as 

2025-04-15 8.1 CVE-2025-30735 

https://www.cve.org/CVERecord?id=CVE-2025-30002
https://www.cve.org/CVERecord?id=CVE-2025-30003
https://www.cve.org/CVERecord?id=CVE-2025-30030
https://www.cve.org/CVERecord?id=CVE-2025-30031
https://www.cve.org/CVERecord?id=CVE-2025-30032
https://www.cve.org/CVERecord?id=CVE-2025-30511
https://www.cve.org/CVERecord?id=CVE-2025-30712
https://www.cve.org/CVERecord?id=CVE-2025-30735
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unauthorized access to critical data or complete access to all PeopleSoft Enterprise 
CC Common Application Objects accessible data. CVSS 3.1 Base Score 8.1 
(Confidentiality and Integrity impacts). CVSS Vector: 
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N). 

n/a -- n/a 
 
  

Missing Authorization vulnerability in NotFound FS Poster. This issue affects FS 
Poster: from n/a through 6.5.8. 

2025-04-16 8.3 CVE-2025-30960 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateTcmSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. (ZDI-CAN-25920) 

2025-04-16 8.8 CVE-2025-31343 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateSmtpSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. (ZDI-CAN-25919) 

2025-04-16 8.8 CVE-2025-31349 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateBufferingSettings' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. (ZDI-CAN-25918) 

2025-04-16 8.8 CVE-2025-31350 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'CreateProject' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. (ZDI-CAN-25917) 

2025-04-16 8.8 CVE-2025-31351 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateGateways' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. (ZDI-CAN-25915) 

2025-04-16 8.8 CVE-2025-31352 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateOpcSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. (ZDI-CAN-25916) 

2025-04-16 8.8 CVE-2025-31353 

n/a -- n/a 
 
  

Zulip is an open-source team collaboration tool. Zulip supports a configuration 
where account creation is limited solely by being able to authenticate with a single-
sign on authentication backend, meaning the organization places no restrictions on 
email address domains or invitations being required to join, but has disabled the 
EmailAuthBackend that is used for email/password authentication. A bug in the 
Zulip server means that it is possible to create an account in such organizations, 
without having an account with the configured SSO authentication backend. This 
issue is patched in version 10.2. A workaround includes requiring invitations to join 
the organization prevents the vulnerability from being accessed. 

2025-04-16 8.2 CVE-2025-31478 

https://www.cve.org/CVERecord?id=CVE-2025-30960
https://www.cve.org/CVERecord?id=CVE-2025-31343
https://www.cve.org/CVERecord?id=CVE-2025-31349
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https://www.cve.org/CVERecord?id=CVE-2025-31351
https://www.cve.org/CVERecord?id=CVE-2025-31352
https://www.cve.org/CVERecord?id=CVE-2025-31353
https://www.cve.org/CVERecord?id=CVE-2025-31478
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n/a -- n/a 
 
  

AutoGPT is a platform that allows users to create, deploy, and manage continuous 
artificial intelligence agents that automate complex workflows. Prior to 0.6.1, 
AutoGPT allows of leakage of cross-domain cookies and protected headers in 
requests redirect. AutoGPT uses a wrapper around the requests python library, 
located in autogpt_platform/backend/backend/util/request.py. In this wrapper, 
redirects are specifically NOT followed for the first request. If the wrapper is used 
with allow_redirects set to True (which is the default), any redirect is not followed 
by the initial request, but rather re-requested by the wrapper using the new 
location. However, there is a fundamental flaw in manually re-requesting the new 
location: it does not account for security-sensitive headers which should not be 
sent cross-origin, such as the Authorization and Proxy-Authorization header, and 
cookies. For example in 
autogpt_platform/backend/backend/blocks/github/_api.py, an Authorization 
header is set when retrieving data from the GitHub API. However, if GitHub suffers 
from an open redirect vulnerability (such as the made-up example of 
https://api.github.com/repos/{owner}/{repo}/issues/comments/{comment_id}/../.
./../../../redirect/?url=https://joshua.hu/), and the script can be coerced into 
visiting it with the Authorization header, the GitHub credentials in the 
Authorization header will be leaked. This allows leaking auth headers and private 
cookies. This vulnerability is fixed in 0.6.1. 

2025-04-15 8.6 CVE-2025-31491 

n/a -- n/a 
 
  

make-initrd-ng is a tool for copying binaries and their dependencies. Local privilege 
escalation affecting all NixOS users. With systemd.shutdownRamfs.enable enabled 
(the default) a local user is able to create a program that will be executed by root 
during shutdown. Patches exist for NixOS 24.11 and 25.05 / unstable. As a 
workaround, set systemd.shutdownRamfs.enable = false;. 

2025-04-15 8.8 CVE-2025-32438 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateProject' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. (ZDI-CAN-25912) 

2025-04-16 8.8 CVE-2025-32475 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in turitop TuriTop Booking System 
allows Object Injection. This issue affects TuriTop Booking System: from n/a 
through 1.0.10. 

2025-04-17 8.8 CVE-2025-32571 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Kiotviet KiotViet Sync allows SQL Injection. This issue 
affects KiotViet Sync: from n/a through 1.8.3. 

2025-04-17 8.5 CVE-2025-32573 

n/a -- n/a 
 
  

Missing Authorization vulnerability in Bytes Technolab Add Product Frontend for 
WooCommerce allows Exploiting Incorrectly Configured Access Control Security 
Levels. This issue affects Add Product Frontend for WooCommerce: from n/a 
through 1.0.6. 

2025-04-17 8.2 CVE-2025-32593 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in PickPlugins Question Answer 
allows Object Injection. This issue affects Question Answer: from n/a through 
1.2.70. 

2025-04-17 8.8 CVE-2025-32647 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in Stylemix uListing allows Object 
Injection. This issue affects uListing: from n/a through 2.2.0. 

2025-04-17 8.8 CVE-2025-32662 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in WP Speedo Team Members 
allows Object Injection. This issue affects Team Members: from n/a through 3.4.0. 

2025-04-17 8.8 CVE-2025-32686 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'DeleteProject' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32822 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'LockProject' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 

2025-04-16 8.8 CVE-2025-32823 

https://www.cve.org/CVERecord?id=CVE-2025-31491
https://www.cve.org/CVERecord?id=CVE-2025-32438
https://www.cve.org/CVERecord?id=CVE-2025-32475
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permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UnlockProject' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32824 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'GetProjects' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32825 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'GetActiveProjects' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32826 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'ActivateProject' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32827 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateProjectCrossCommunications' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32828 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'LockProjectCrossCommunications' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32829 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UnlockProject' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32830 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateProjectUserRights' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 

2025-04-16 8.8 CVE-2025-32831 
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attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'LockProjectUserRights' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32832 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UnlockProjectUserRights' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32833 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateConnectionVariablesWithImport' method. This could allow 
an authenticated remote attacker to bypass authorization controls, to read from 
and write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32834 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateConnectionVariableArchivingBuffering' method. This could 
allow an authenticated remote attacker to bypass authorization controls, to read 
from and write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32835 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'GetConnectionVariables' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32836 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'GetActiveConnectionVariables' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32837 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'ImportConnectionVariables' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32838 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'GetGateways' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 

2025-04-16 8.8 CVE-2025-32839 
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8000 on a system where a vulnerable version of the affected application is 
executed on. 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'LockGateway' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32840 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UnlockGateway' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32841 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'GetUsers' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32842 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'LockUser' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32843 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UnlockUser' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32844 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateGeneralSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32845 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'LockGeneralSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32846 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UnlockGeneralSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 

2025-04-16 8.8 CVE-2025-32847 

https://www.cve.org/CVERecord?id=CVE-2025-32840
https://www.cve.org/CVERecord?id=CVE-2025-32841
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https://www.cve.org/CVERecord?id=CVE-2025-32847
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8000 on a system where a vulnerable version of the affected application is 
executed on. 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'LockSmtpSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32848 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UnlockSmtpSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32849 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'LockTcmSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32850 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UnlockTcmSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32851 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'LockDatabaseSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32852 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UnlockDatabaseSettings' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32853 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'LockOpcSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32854 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UnlockOpcSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 

2025-04-16 8.8 CVE-2025-32855 
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8000 on a system where a vulnerable version of the affected application is 
executed on. 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'LockBufferingSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32856 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UnlockBufferingSettings' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32857 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateWebServerGatewaySettings' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32858 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'LockWebServerGatewaySettings' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32859 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UnlockWebServerGatewaySettings' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32860 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UpdateTraceLevelSettings' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 
attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

2025-04-16 8.8 CVE-2025-32861 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'LockTraceLevelSettings' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32862 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'UnlockTraceLevelSettings' method. This could allow an 
authenticated remote attacker to bypass authorization controls, to read from and 
write to the application's database and execute code with "NT 
AUTHORITY\NetworkService" permissions. A successful attack requires the 

2025-04-16 8.8 CVE-2025-32863 
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attacker to be able to access port 8000 on a system where a vulnerable version of 
the affected application is executed on. 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'GetSettings' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32864 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'CreateLog' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32865 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'GetLogs' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32866 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'CreateBackup' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32867 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'ExportCertificate' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32868 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'ImportCertificate' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32869 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'GetTraces' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32870 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'MigrateDatabase' method. This could allow an authenticated 
remote attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 

2025-04-16 8.8 CVE-2025-32871 
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8000 on a system where a vulnerable version of the affected application is 
executed on. 

n/a -- n/a 
 
  

A vulnerability has been identified in TeleControl Server Basic (All versions < 
V3.1.2.2). The affected application is vulnerable to SQL injection through the 
internally used 'GetOverview' method. This could allow an authenticated remote 
attacker to bypass authorization controls, to read from and write to the 
application's database and execute code with "NT AUTHORITY\NetworkService" 
permissions. A successful attack requires the attacker to be able to access port 
8000 on a system where a vulnerable version of the affected application is 
executed on. 

2025-04-16 8.8 CVE-2025-32872 

n/a -- n/a 
 
  

z80pack is a mature emulator of multiple platforms with 8080 and Z80 CPU. In 
version 1.38 and prior, the `makefile-ubuntu.yml` workflow file uses 
`actions/upload-artifact@v4` to upload the `z80pack-ubuntu` artifact. This artifact 
is a zip of the current directory, which includes the automatically generated 
`.git/config` file containing the run's GITHUB_TOKEN. Seeing as the artifact can be 
downloaded prior to the end of the workflow, there is a few seconds where an 
attacker can extract the token from the artifact and use it with the Github API to 
push malicious code or rewrite release commits in your repository. This issue has 
been fixed in commit bd95916. 

2025-04-18 8.7 CVE-2025-32953 

n/a -- n/a 
 
  

The Download Manager plugin for WordPress is vulnerable to arbitrary file deletion 
due to insufficient file path validation in the savePackage function in all versions up 
to, and including, 3.3.12. This makes it possible for authenticated attackers, with 
Author-level access and above, to delete arbitrary files on the server, which can 
easily lead to remote code execution when the right file is deleted (such as wp-
config.php). 

2025-04-19 8.8 CVE-2025-3404 

n/a -- n/a 
 
  

The Avatar plugin for WordPress is vulnerable to arbitrary file deletion due to 
insufficient file path validation in a function in all versions up to, and including, 
0.1.4. This makes it possible for authenticated attackers, with Subscriber-level 
access and above, to delete arbitrary files on the server, which can easily lead to 
remote code execution when the right file is deleted (such as wp-config.php). 

2025-04-18 8.1 CVE-2025-3520 

n/a -- n/a 
 
  

A vulnerability, which was classified as critical, was found in H3C Magic NX15, 
Magic NX400 and Magic R3010 up to V100R014. This affects the function 
FCGI_WizardProtoProcess of the file /api/wizard/getsyncpppoecfg of the 
component HTTP POST Request Handler. The manipulation leads to command 
injection. The attack needs to be initiated within the local network. The exploit has 
been disclosed to the public and may be used. It is recommended to upgrade the 
affected component. 

2025-04-14 8 CVE-2025-3542 

n/a -- n/a 
 
  

A vulnerability has been found in H3C Magic NX15, Magic NX30 Pro, Magic NX400 
and Magic R3010 up to V100R014 and classified as critical. This vulnerability affects 
the function FCGI_WizardProtoProcess of the file /api/wizard/setsyncpppoecfg of 
the component HTTP POST Request Handler. The manipulation leads to command 
injection. Access to the local network is required for this attack. The exploit has 
been disclosed to the public and may be used. It is recommended to upgrade the 
affected component. 

2025-04-14 8 CVE-2025-3543 

n/a -- n/a 
 
  

A vulnerability was found in H3C Magic NX15, Magic NX30 Pro, Magic NX400, 
Magic R3010 and Magic BE18000 up to V100R014 and classified as critical. This 
issue affects the function FCGI_CheckStringIfContainsSemicolon of the file 
/api/wizard/getCapabilityWeb of the component HTTP POST Request Handler. The 
manipulation leads to command injection. Access to the local network is required 
for this attack to succeed. The exploit has been disclosed to the public and may be 
used. It is recommended to upgrade the affected component. 

2025-04-14 8 CVE-2025-3544 

n/a -- n/a 
 
  

A vulnerability was found in H3C Magic NX15, Magic NX30 Pro, Magic NX400, 
Magic R3010 and Magic BE18000 up to V100R014. It has been classified as critical. 
Affected is the function FCGI_CheckStringIfContainsSemicolon of the file 
/api/wizard/setLanguage of the component HTTP POST Request Handler. The 
manipulation leads to command injection. The attack needs to be approached 
within the local network. The exploit has been disclosed to the public and may be 
used. It is recommended to upgrade the affected component. 

2025-04-14 8 CVE-2025-3545 

n/a -- n/a 
 
  

A vulnerability was found in H3C Magic NX15, Magic NX30 Pro, Magic NX400, 
Magic R3010 and Magic BE18000 up to V100R014. It has been declared as critical. 
Affected by this vulnerability is the function FCGI_CheckStringIfContainsSemicolon 
of the file /api/wizard/getLanguage of the component HTTP POST Request Handler. 
The manipulation leads to command injection. The attack can only be done within 
the local network. The exploit has been disclosed to the public and may be used. It 
is recommended to upgrade the affected component. 

2025-04-14 8 CVE-2025-3546 
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n/a -- n/a 
 
  

Heap buffer overflow in Codecs in Google Chrome on Windows prior to 
135.0.7049.95 allowed a remote attacker to potentially exploit heap corruption via 
a crafted HTML page. (Chromium security severity: Critical) 

2025-04-16 8.8 CVE-2025-3619 

n/a -- n/a 
 
  

Use after free in USB in Google Chrome prior to 135.0.7049.95 allowed a remote 
attacker to potentially exploit heap corruption via a crafted HTML page. 
(Chromium security severity: High) 

2025-04-16 8.8 CVE-2025-3620 

n/a -- n/a 
 
  

A vulnerability was found in Tenda W12 3.0.0.5. It has been rated as critical. 
Affected by this issue is the function cgiWifiRadioSet of the file /bin/httpd. The 
manipulation leads to stack-based buffer overflow. The attack may be launched 
remotely. The exploit has been disclosed to the public and may be used. 

2025-04-16 8.8 CVE-2025-3693 

n/a -- n/a 
 
  

A vulnerability has been found in D-Link DWR-M961 1.1.36 and classified as critical. 
This vulnerability affects unknown code of the file /boafrm/formStaticDHCP of the 
component Authorization Interface. The manipulation of the argument Hostname 
leads to stack-based buffer overflow. The attack can be initiated remotely. The 
exploit has been disclosed to the public and may be used. Upgrading to version 
1.1.49 is able to address this issue. It is recommended to upgrade the affected 
component. 

2025-04-18 8.8 CVE-2025-3785 

n/a -- n/a 
 
  

A vulnerability was found in Tenda AC15 up to 15.03.05.19 and classified as critical. 
This issue affects the function fromSetWirelessRepeat of the file 
/goform/WifiExtraSet. The manipulation of the argument mac leads to buffer 
overflow. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-18 8.8 CVE-2025-3786 

n/a -- n/a 
 
  

A vulnerability was found in Tenda W12 and i24 3.0.0.4(2887)/3.0.0.5(3644). It has 
been declared as critical. This vulnerability affects the function cgiPingSet of the file 
/bin/httpd. The manipulation of the argument pingIP leads to stack-based buffer 
overflow. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-19 8.8 CVE-2025-3802 

n/a -- n/a 
 
  

A vulnerability was found in Tenda W12 and i24 3.0.0.4(2887)/3.0.0.5(3644). It has 
been rated as critical. This issue affects the function cgiSysScheduleRebootSet of 
the file /bin/httpd. The manipulation of the argument rebootDate leads to stack-
based buffer overflow. The attack may be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-19 8.8 CVE-2025-3803 

n/a -- n/a 
 
  

A vulnerability was found in Tenda W12 and i24 3.0.0.4(2887)/3.0.0.5(3644) and 
classified as critical. Affected by this issue is the function cgiSysUplinkCheckSet of 
the file /bin/httpd. The manipulation of the argument hostIp1/hostIp2 leads to 
stack-based buffer overflow. The attack may be launched remotely. The exploit has 
been disclosed to the public and may be used. 

2025-04-19 8.8 CVE-2025-3820 

n/a -- n/a 
 
  

Path Traversal: '.../...//' vulnerability in ThimPress Ivy School allows PHP Local File 
Inclusion.This issue affects Ivy School: from n/a through 1.6.0. 

2025-04-18 8.1 CVE-2025-39470 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in nicdark Hotel Booking allows PHP Local File 
Inclusion. This issue affects Hotel Booking: from n/a through 3.6. 

2025-04-17 8.1 CVE-2025-39526 

n/a -- n/a 
 
  

Deserialization of Untrusted Data vulnerability in bestwebsoft Rating by 
BestWebSoft allows Object Injection. This issue affects Rating by BestWebSoft: 
from n/a through 1.7. 

2025-04-17 8.8 CVE-2025-39527 

n/a -- n/a 
 
  

Missing Authorization vulnerability in Starfish Reviews Starfish Review Generation 
& Marketing allows Privilege Escalation. This issue affects Starfish Review 
Generation & Marketing: from n/a through 3.1.14. 

2025-04-17 8.8 CVE-2025-39533 

n/a -- n/a 
 
  

Incorrect Privilege Assignment vulnerability in Jauhari Xelion Xelion Webchat 
allows Privilege Escalation. This issue affects Xelion Webchat: from n/a through 
9.1.0. 

2025-04-17 8.8 CVE-2025-39542 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in taskbuilder Taskbuilder allows Blind SQL Injection. This 
issue affects Taskbuilder: from n/a through 4.0.1. 

2025-04-17 8.5 CVE-2025-39569 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Lomu WPCOM Member allows PHP Local 
File Inclusion. This issue affects WPCOM Member: from n/a through 1.7.7. 

2025-04-16 8.8 CVE-2025-39570 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Metagauss ProfileGrid allows SQL Injection. This issue 
affects ProfileGrid : from n/a through 5.9.4.8. 

2025-04-17 8.5 CVE-2025-39586 

n/a -- n/a 
 
  

In JetBrains Toolbox App before 2.6 command injection in SSH plugin was possible 2025-04-17 8.3 CVE-2025-43012 
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n/a -- n/a 
 
  

In JetBrains RubyMine before 2025.1 remote Interpreter overwrote ports to listen 
on all interfaces 

2025-04-17 8.3 CVE-2025-43015 

n/a -- n/a 
 
  

Nullsoft Scriptable Install System (NSIS) before 3.11 on Windows allows local users 
to escalate privileges to SYSTEM during an installation, because the temporary 
plugins directory is created under %WINDIR%\temp and unprivileged users can 
place a crafted executable file by winning a race condition. This occurs because 
EW_CREATEDIR does not always set the CreateRestrictedDirectory error flag. 

2025-04-17 8.1 CVE-2025-43715 

n/a -- n/a 
 
  

In Pritunl Client before 1.3.4220.57, an administrator with access to /Applications 
can escalate privileges after uninstalling the product. Specifically, an administrator 
can insert a new file at the pathname of the removed pritunl-service file. This file 
then is executed by a LaunchDaemon as root. 

2025-04-19 8.2 CVE-2025-43917 

n/a -- n/a 
 
  

An issue in Oncord+ Android Infotainment Systems OS Android 12, Model 
Hardware TS17,Hardware part Number F57L_V3.2_20220301, and Build Number 
PlatformVER:K24-2023/05/09-v0.01 allows a remote attacker to execute arbitrary 
code via the ADB port component. 

2025-04-15 7.3 CVE-2024-36842 

n/a -- n/a 
 
  

A command injection vulnerability in the Nmap diagnostic tool in the admin web 
console of Extron SMP 111 <=3.01, SMP 351 <=2.16, SMP 352 <= 2.16, and SME 
211 <= 3.02, allows a remote authenticated attacker to execute arbitrary 
commands as root on the underlying operating system. 

2025-04-15 7.2 CVE-2024-50960 

n/a -- n/a 
 
  

An issue in the component /models/config.py of Whoogle search v0.9.0 allows 
attackers to execute arbitrary code via supplying a crafted search query. 

2025-04-16 7.3 CVE-2024-53305 

n/a -- n/a 
 
  

OpenMetadata <=1.4.1 is vulnerable to SQL Injection. An attacker can extract 
information from the database in function listCount in the WorkflowDAO interface. 
The workflowtype and status parameters can be used to build a SQL query. 

2025-04-17 7.1 CVE-2024-55238 

n/a -- n/a 
 
  

A maliciously crafted PDF file, when linked or imported into Autodesk applications, 
can force a Heap-Based Overflow vulnerability. A malicious actor can leverage this 
vulnerability to cause a crash, read sensitive data, or execute arbitrary code in the 
context of the current process. 

2025-04-15 7.8 CVE-2025-1273 

n/a -- n/a 
 
  

A maliciously crafted RCS file, when parsed through Autodesk Revit, can force an 
Out-of-Bounds Write vulnerability. A malicious actor may leverage this 
vulnerability to cause a crash, cause data corruption, or execute arbitrary code in 
the context of the current process. 

2025-04-15 7.8 CVE-2025-1274 

n/a -- n/a 
 
  

A maliciously crafted JPG file, when linked or imported into certain Autodesk 
applications, can force a Heap-Based Overflow vulnerability. A malicious actor can 
leverage this vulnerability to cause a crash, read sensitive data, or execute arbitrary 
code in the context of the current process. 

2025-04-15 7.8 CVE-2025-1275 

n/a -- n/a 
 
  

A maliciously crafted DWG file, when parsed through certain Autodesk 
applications, can force an Out-of-Bounds Write vulnerability. A malicious actor may 
leverage this vulnerability to cause a crash, cause data corruption, or execute 
arbitrary code in the context of the current process. 

2025-04-15 7.8 CVE-2025-1276 

n/a -- n/a 
 
  

A maliciously crafted PDF file, when parsed through Autodesk applications, can 
force a Memory Corruption vulnerability. A malicious actor can leverage this 
vulnerability to execute arbitrary code in the context of the current process. 

2025-04-15 7.8 CVE-2025-1277 

n/a -- n/a 
 
  

DNS Leak in Native System VPN in Google ChromeOS Dev Channel on ChromeOS 
129.0.6668.36 allows network observers to expose plaintext DNS queries via failure 
to properly tunnel DNS traffic during VPN state transitions. 

2025-04-16 7.5 CVE-2025-1566 

n/a -- n/a 
 
  

A maliciously crafted PDF file, when linked or imported into Autodesk applications, 
can force a Heap-Based Overflow vulnerability. A malicious actor can leverage this 
vulnerability to cause a crash, read sensitive data, or execute arbitrary code in the 
context of the current process. 

2025-04-15 7.8 CVE-2025-1656 

n/a -- n/a 
 
  

The JobWP - Job Board, Job Listing, Career Page and Recruitment Plugin plugin for 
WordPress is vulnerable to SQL Injection via the 'jobwp_upload_resume' 
parameter in all versions up to, and including, 2.3.9 due to insufficient escaping on 
the user supplied parameter and lack of sufficient preparation on the existing SQL 
query. This makes it possible for unauthenticated attackers to append additional 
SQL queries into already existing queries that can be used to extract sensitive 
information from the database. 

2025-04-19 7.5 CVE-2025-2010 

n/a -- n/a 
 
  

The Insert Headers And Footers plugin for WordPress is vulnerable to Cross-Site 
Request Forgery in all versions up to, and including, 3.1.1. This is due to missing or 
incorrect nonce validation on the 'custom_plugin_set_option' function. This makes 
it possible for unauthenticated attackers to update arbitrary options on the 
WordPress site via a forged request granted they can trick a site administrator into 
performing an action such as clicking on a link. This can be leveraged to update the 

2025-04-19 7.5 CVE-2025-2111 
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default role for registration to administrator and enable user registration for 
attackers to gain administrative user access to a vulnerable site. The 
'WPBRIGADE_SDK__DEV_MODE' constant must be set to 'true' to exploit the 
vulnerability. 

n/a -- n/a 
 
  

Vulnerability in the Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM 
Enterprise Edition product of Oracle Java SE (component: JSSE). Supported versions 
that are affected are Oracle Java SE:8u441, 8u441-perf, 11.0.26, 17.0.14, 21.0.6, 
24; Oracle GraalVM for JDK:17.0.14, 21.0.6, 24; Oracle GraalVM Enterprise 
Edition:20.3.17 and 21.3.13. Difficult to exploit vulnerability allows 
unauthenticated attacker with network access via multiple protocols to 
compromise Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM Enterprise 
Edition. Successful attacks of this vulnerability can result in unauthorized creation, 
deletion or modification access to critical data or all Oracle Java SE, Oracle GraalVM 
for JDK, Oracle GraalVM Enterprise Edition accessible data as well as unauthorized 
access to critical data or complete access to all Oracle Java SE, Oracle GraalVM for 
JDK, Oracle GraalVM Enterprise Edition accessible data. Note: This vulnerability can 
be exploited by using APIs in the specified Component, e.g., through a web service 
which supplies data to the APIs. This vulnerability also applies to Java deployments, 
typically in clients running sandboxed Java Web Start applications or sandboxed 
Java applets, that load and run untrusted code (e.g., code that comes from the 
internet) and rely on the Java sandbox for security. CVSS 3.1 Base Score 7.4 
(Confidentiality and Integrity impacts). CVSS Vector: 
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N). 

2025-04-15 7.4 CVE-2025-21587 

n/a -- n/a 
 
  

Pega Platform versions 7.2.1 to Infinity 24.2.1 are affected by an XSS issue with 
Mashup 

2025-04-14 7.1 CVE-2025-2161 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in NotFound Global Gallery allows Reflected XSS. This issue 
affects Global Gallery: from n/a through 8.8.0. 

2025-04-15 7.1 CVE-2025-22263 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Bill Zimmerman vooPlayer v4 allows Reflected XSS. This 
issue affects vooPlayer v4: from n/a through 4.0.4. 

2025-04-17 7.1 CVE-2025-22565 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in wppluginboxdev Stylish Google Sheet Reader allows 
Reflected XSS. This issue affects Stylish Google Sheet Reader: from n/a through 4.0. 

2025-04-17 7.1 CVE-2025-22651 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in rachanaS Sponsered Link allows Reflected XSS. This issue 
affects Sponsered Link: from n/a through 4.0. 

2025-04-17 7.1 CVE-2025-22692 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in CRUDLab CRUDLab Scroll to Top allows Reflected XSS. 
This issue affects CRUDLab Scroll to Top: from n/a through 1.0.1. 

2025-04-17 7.1 CVE-2025-22774 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in platcom WP-Asambleas allows Reflected XSS. This issue 
affects WP-Asambleas: from n/a through 2.85.0. 

2025-04-17 7.1 CVE-2025-22796 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Claire Ryan Author Showcase allows Reflected XSS. This 
issue affects Author Showcase: from n/a through 1.4.3. 

2025-04-17 7.1 CVE-2025-23443 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in dastan800 visualslider Sldier allows Reflected XSS. This 
issue affects visualslider Sldier: from n/a through 1.1.1. 

2025-04-17 7.1 CVE-2025-23448 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in TotalSuite TotalContest Lite allows Reflected XSS. This 
issue affects TotalContest Lite: from n/a through 2.8.1. 

2025-04-17 7.1 CVE-2025-23782 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in fyljp SpiderDisplay allows Reflected XSS. This issue 
affects SpiderDisplay: from n/a through 1.9.1. 

2025-04-17 7.1 CVE-2025-23855 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Hiren Patel Custom Users Order allows Reflected XSS. 
This issue affects Custom Users Order: from n/a through 4.2. 

2025-04-17 7.1 CVE-2025-23858 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in debounce DeBounce Email Validator allows Reflected 
XSS. This issue affects DeBounce Email Validator: from n/a through 5.6.5. 

2025-04-17 7.1 CVE-2025-24539 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Autoglot Autoglot - Automatic WordPress Translation 

2025-04-17 7.1 CVE-2025-24548 
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allows Reflected XSS. This issue affects Autoglot - Automatic WordPress 
Translation: from n/a through 2.4.7. 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Akadrama Shipping with Venipak for WooCommerce 
allows Reflected XSS. This issue affects Shipping with Venipak for WooCommerce: 
from n/a through 1.22.3. 

2025-04-17 7.1 CVE-2025-24553 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in bitsstech Shipment Tracker for Woocommerce allows 
Reflected XSS. This issue affects Shipment Tracker for Woocommerce: from n/a 
through 1.4.23. 

2025-04-17 7.1 CVE-2025-24586 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in webheadcoder WP Log Action allows Reflected XSS. This 
issue affects WP Log Action: from n/a through 0.51. 

2025-04-17 7.1 CVE-2025-24619 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in tychesoftwares Arconix Shortcodes allows Reflected XSS. 
This issue affects Arconix Shortcodes: from n/a through 2.1.15. 

2025-04-17 7.1 CVE-2025-24621 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in HasTech HT Event allows Reflected XSS. This issue affects 
HT Event: from n/a through 1.4.6. 

2025-04-17 7.1 CVE-2025-24624 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Syed Balkhi Beacon Lead Magnets and Lead Capture 
allows Reflected XSS. This issue affects Beacon Lead Magnets and Lead Capture: 
from n/a through 1.5.7. 

2025-04-17 7.1 CVE-2025-24637 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Dan-Lucian Stefancu Empty Tags Remover allows 
Reflected XSS. This issue affects Empty Tags Remover: from n/a through 1.0. 

2025-04-17 7.1 CVE-2025-24640 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Rob Scott Eazy Under Construction allows Reflected XSS. 
This issue affects Eazy Under Construction: from n/a through 1.0. 

2025-04-17 7.1 CVE-2025-24645 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in PickPlugins Wishlist allows Reflected XSS. This issue 
affects Wishlist: from n/a through 1.0.39. 

2025-04-17 7.1 CVE-2025-24655 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Dhanendran Rajagopal Term Taxonomy Converter allows 
Reflected XSS. This issue affects Term Taxonomy Converter: from n/a through 1.2. 

2025-04-17 7.1 CVE-2025-24670 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in RadiusTheme Classified Listing allows Reflected XSS. This 
issue affects Classified Listing: from n/a through 4.0.1. 

2025-04-17 7.1 CVE-2025-24745 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in WPDeveloper Essential Addons for Elementor allows 
Reflected XSS. This issue affects Essential Addons for Elementor: from n/a through 
6.0.14. 

2025-04-17 7.1 CVE-2025-24752 

n/a -- n/a 
 
  

When installing Nessus to a non-default location on a Windows host, Nessus 
versions prior to 10.8.4 did not enforce secure permissions for sub-directories. This 
could allow for local privilege escalation if users had not secured the directories in 
the non-default installation location. - CVE-2025-24914 

2025-04-18 7.8 CVE-2025-24914 

n/a -- n/a 
 
  

A maliciously crafted DWG file, when parsed through Autodesk Revit, can cause a 
Stack-Based Buffer Overflow vulnerability. A malicious actor can leverage this 
vulnerability to execute arbitrary code in the context of the current process. 

2025-04-15 7.8 CVE-2025-2497 

n/a -- n/a 
 
  

Omnissa Horizon Client for Windows contains an LPE Vulnerability.Â A malicious 
actor with local access where Horizon Client for Windows is installed may be able 
to elevate privileges. 

2025-04-16 7.8 CVE-2025-25230 

n/a -- n/a 
 
  

Omnissa UAG contains a Cross-Origin Resource Sharing (CORS) bypass 
vulnerability.Â A malicious actor with network access to UAG may be able to 
bypass administrator-configured CORS restrictions to gain access to sensitive 
networks. 

2025-04-17 7.1 CVE-2025-25234 

n/a -- n/a 
 
  

Tenda AC10 V4.0si_V16.03.10.20 is vulnerable to Buffer Overflow in 
AdvSetMacMtuWan via wanSpeed2. 

2025-04-17 7.5 CVE-2025-25454 

n/a -- n/a 
 
  

Tenda AC10 V4.0si_V16.03.10.20 is vulnerable to Buffer Overflow in 
AdvSetMacMtuWan via wanMTU2. 

2025-04-17 7.5 CVE-2025-25455 

n/a -- n/a 
 
  

Tenda AC10 V4.0si_V16.03.10.20 is vulnerable to Buffer Overflow in 
AdvSetMacMtuWan via cloneType2. 

2025-04-17 7.5 CVE-2025-25457 
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n/a -- n/a 
 
  

Exposure of Sensitive System Information to an Unauthorized Control Sphere 
vulnerability in NotFound Macro Calculator with Admin Email Optin & Data. This 
issue affects Macro Calculator with Admin Email Optin & Data: from n/a through 
1.0. 

2025-04-15 7.5 CVE-2025-26730 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in TC.K Advance WP Query Search Filter allows Reflected 
XSS. This issue affects Advance WP Query Search Filter: from n/a through 1.0.10. 

2025-04-15 7.1 CVE-2025-26743 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in NotFound Advanced Custom Fields: Link Picker Field 
allows Reflected XSS. This issue affects Advanced Custom Fields: Link Picker Field: 
from n/a through 1.2.8. 

2025-04-15 7.1 CVE-2025-26746 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in NotFound hockeydata LOS allows PHP Local 
File Inclusion. This issue affects hockeydata LOS: from n/a through 1.2.4. 

2025-04-15 7.5 CVE-2025-26889 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in NotFound Coming Soon, Maintenance Mode 
allows PHP Local File Inclusion. This issue affects Coming Soon, Maintenance Mode: 
from n/a through 1.1.1. 

2025-04-15 7.5 CVE-2025-26894 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Gurmehub Kargo EntegratÃ¶r allows SQL Injection. This 
issue affects Kargo EntegratÃ¶r: from n/a through 1.1.14. 

2025-04-15 7.6 CVE-2025-26908 

n/a -- n/a 
 
  

Missing Authorization vulnerability in NotFound JetTricks allows Accessing 
Functionality Not Properly Constrained by ACLs. This issue affects JetTricks: from 
n/a through 1.5.1. 

2025-04-15 7.5 CVE-2025-26942 

n/a -- n/a 
 
  

Missing Authorization vulnerability in NotFound JetPopup allows Accessing 
Functionality Not Properly Constrained by ACLs. This issue affects JetPopup: from 
n/a through 2.0.11. 

2025-04-15 7.5 CVE-2025-26944 

n/a -- n/a 
 
  

Missing Authorization vulnerability in NotFound JetMenu allows Accessing 
Functionality Not Properly Constrained by ACLs. This issue affects JetMenu: from 
n/a through 2.4.9. 

2025-04-15 7.5 CVE-2025-26953 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in 1pluginjquery ZooEffect allows Reflected XSS. This issue 
affects ZooEffect: from n/a through 1.11. 

2025-04-15 7.1 CVE-2025-26954 

n/a -- n/a 
 
  

Missing Authorization vulnerability in NotFound JetBlog allows Accessing 
Functionality Not Properly Constrained by ACLs. This issue affects JetBlog: from n/a 
through 2.4.3. 

2025-04-15 7.5 CVE-2025-26958 

n/a -- n/a 
 
  

Missing Authorization vulnerability in webbernaut Cloak Front End Email allows 
Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 
Cloak Front End Email: from n/a through 1.9.5. 

2025-04-17 7.5 CVE-2025-26968 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in fatcatapps Landing Page Cat allows Reflected XSS. This 
issue affects Landing Page Cat: from n/a through 1.7.8. 

2025-04-15 7.1 CVE-2025-26992 

n/a -- n/a 
 
  

Missing Authorization vulnerability in NotFound Unlimited Timeline allows 
Accessing Functionality Not Properly Constrained by ACLs. This issue affects 
Unlimited Timeline: from n/a through n/a. 

2025-04-15 7.5 CVE-2025-27008 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in wphocus My auctions allegro 
allows Stored XSS.This issue affects My auctions allegro: from n/a through 3.6.20. 

2025-04-14 7.1 CVE-2025-27009 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in magepeopleteam Booking and Rental 
Manager allows PHP Local File Inclusion. This issue affects Booking and Rental 
Manager: from n/a through 2.2.8. 

2025-04-15 7.5 CVE-2025-27011 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in divspark Flagged Content allows Reflected XSS. This issue 
affects Flagged Content: from n/a through 1.0.2. 

2025-04-17 7.1 CVE-2025-27284 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Ays Pro Easy Form by AYS allows Reflected XSS. This issue 
affects Easy Form by AYS: from n/a through 2.6.9. 

2025-04-17 7.1 CVE-2025-27285 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in BjornW File Icons allows Reflected XSS. This issue affects 
File Icons: from n/a through 2.1. 

2025-04-17 7.1 CVE-2025-27288 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Antoine Guillien Restrict Taxonomies allows Reflected 
XSS. This issue affects Restrict Taxonomies: from n/a through 1.3.3. 

2025-04-17 7.1 CVE-2025-27289 
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n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in uxgallery WordPress Photo Gallery - Image Gallery allows 
Reflected XSS. This issue affects WordPress Photo Gallery - Image Gallery: from n/a 
through 2.0.4. 

2025-04-17 7.1 CVE-2025-27291 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in WPyog WPYog Documents allows Reflected XSS. This 
issue affects WPYog Documents: from n/a through 1.3.3. 

2025-04-17 7.1 CVE-2025-27292 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in webparexapp Shipmozo Courier Tracking allows 
Reflected XSS. This issue affects Shipmozo Courier Tracking: from n/a through 1.0. 

2025-04-17 7.1 CVE-2025-27293 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in wpion Live css allows Stored XSS. This issue affects Live 
css: from n/a through 1.3. 

2025-04-17 7.1 CVE-2025-27295 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in cmstactics WP Video Posts allows Reflected XSS. This 
issue affects WP Video Posts: from n/a through 3.5.1. 

2025-04-17 7.1 CVE-2025-27308 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Jeannot Muller flickr-slideshow-wrapper allows Stored 
XSS. This issue affects flickr-slideshow-wrapper: from n/a through 5.4.6. 

2025-04-17 7.1 CVE-2025-27309 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Bernd Altmeier Google Maps GPX Viewer allows 
Reflected XSS. This issue affects Google Maps GPX Viewer: from n/a through 3.6. 

2025-04-17 7.1 CVE-2025-27313 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Kush Sharma Kush Micro News allows Stored XSS. This 
issue affects Kush Micro News: from n/a through 1.6.7. 

2025-04-17 7.1 CVE-2025-27314 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in ivan82 User List allows Reflected XSS. This issue affects 
User List: from n/a through 1.5.1. 

2025-04-17 7.1 CVE-2025-27319 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Bappa Mal QR Code for WooCommerce allows Reflected 
XSS. This issue affects QR Code for WooCommerce: from n/a through 1.2.0. 

2025-04-17 7.1 CVE-2025-27322 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in 17track 17TRACK for WooCommerce allows Reflected 
XSS. This issue affects 17TRACK for WooCommerce: from n/a through 1.2.10. 

2025-04-17 7.1 CVE-2025-27324 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in alvego Protected wp-login allows Reflected XSS. This 
issue affects Protected wp-login: from n/a through 2.1. 

2025-04-17 7.1 CVE-2025-27333 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in kontur Fontsampler allows Reflected XSS. This issue 
affects Fontsampler: from n/a through 0.4.14. 

2025-04-17 7.1 CVE-2025-27337 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in graphems List Urls allows Reflected XSS. This issue affects 
List Urls: from n/a through 0.2. 

2025-04-17 7.1 CVE-2025-27338 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Webilop WooCommerce HTML5 Video allows Reflected 
XSS. This issue affects WooCommerce HTML5 Video: from n/a through 1.7.10. 

2025-04-17 7.1 CVE-2025-27343 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Deetronix Booking Ultra Pro allows Reflected XSS. This 
issue affects Booking Ultra Pro: from n/a through 1.1.19. 

2025-04-17 7.1 CVE-2025-27345 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in gerrygooner Rebuild Permalinks allows Reflected XSS. 
This issue affects Rebuild Permalinks: from n/a through 1.6. 

2025-04-17 7.1 CVE-2025-27346 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in phil88530 Simple Email Subscriber allows Reflected XSS. 
This issue affects Simple Email Subscriber: from n/a through 2.3. 

2025-04-17 7.1 CVE-2025-27354 

n/a -- n/a 
 
  

An attacker can change registered email addresses of other users and take over 
arbitrary accounts. 

2025-04-15 7.5 CVE-2025-27939 

n/a -- n/a 
 
  

PHPGurukul Pre-School Enrollment System is vulnerable to Directory Traversal in 
manage-teachers.php. 

2025-04-16 7.5 CVE-2025-28072 

n/a -- n/a 
 
  

An issue in dlink DIR 832x 240802 allows a remote attacker to execute arbitrary 
code via the function 0x41dda8 

2025-04-17 7.2 CVE-2025-29039 
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n/a -- n/a 
 
  

In FOXCMS <=1.25, the installdb.php file has a time - based blind SQL injection 
vulnerability. The url_prefix, domain, and my_website POST parameters are 
directly concatenated into SQL statements without filtering. 

2025-04-17 7.2 CVE-2025-29180 

n/a -- n/a 
 
  

FOXCMS <= V1.25 is vulnerable to SQL Injection via $param['title'] in 
/admin/util/Field.php. 

2025-04-17 7.2 CVE-2025-29181 

n/a -- n/a 
 
  

An issue in Seo Panel 4.11.0 allows a remote attacker to obtain sensitive 
information via the Mail Setting component. 

2025-04-17 7.6 CVE-2025-29451 

n/a -- n/a 
 
  

An issue in Seo Panel 4.11.0 allows a remote attacker to obtain sensitive 
information via the Proxy Manager component. 

2025-04-17 7.6 CVE-2025-29452 

n/a -- n/a 
 
  

An issue in MyBB 1.8.38 allows a remote attacker to obtain sensitive information 
via the Import a Theme function. 

2025-04-17 7.6 CVE-2025-29457 

n/a -- n/a 
 
  

An issue in MyBB 1.8.38 allows a remote attacker to obtain sensitive information 
via the Change Avatar function. 

2025-04-17 7.6 CVE-2025-29458 

n/a -- n/a 
 
  

An issue in MyBB 1.8.38 allows a remote attacker to obtain sensitive information 
via the Mail function. 

2025-04-17 7.6 CVE-2025-29459 

n/a -- n/a 
 
  

An issue in MyBB 1.8.38 allows a remote attacker to obtain sensitive information 
via the Add Mycode function. 

2025-04-17 7.6 CVE-2025-29460 

n/a -- n/a 
 
  

An issue in a-blogcms 3.1.15 allows a remote attacker to obtain sensitive 
information via the /bid/1/admin/entry-edit/ path. 

2025-04-17 7.6 CVE-2025-29461 

n/a -- n/a 
 
  

IBM i 7.6Â  contains a privilege escalation vulnerability due to incorrect profile 
swapping in an OS command. Â A malicious actor can use the command to elevate 
privileges to gain root access to the host operating system. 

2025-04-17 7.2 CVE-2025-2947 

n/a -- n/a 
 
  

A buffer overflow vulnerability in Astrolog v7.70 allows attackers to execute 
arbitrary code or cause a Denial of Service (DoS) via an overly long environment 
variable passed to FileOpen function. 

2025-04-18 7.8 CVE-2025-29625 

n/a -- n/a 
 
  

SQL Injection vulnerability exists in the TP-Link EAP120 router s login dashboard 
(version 1.0), allowing an unauthenticated attacker to inject malicious SQL 
statements via the login fields. 

2025-04-16 7.3 CVE-2025-29648 

n/a -- n/a 
 
  

SQL Injection vulnerability exists in the TP-Link TL-WR840N router s login 
dashboard (version 1.0), allowing an unauthenticated attacker to inject malicious 
SQL statements via the username and password fields. 

2025-04-16 7.3 CVE-2025-29649 

n/a -- n/a 
 
  

Litepubl CMS <= 7.0.9 is vulnerable to RCE in admin/service/run. 2025-04-17 7.2 CVE-2025-29661 

n/a -- n/a 
 
  

NamelessMC is a free, easy to use & powerful website software for Minecraft 
servers. In version 2.1.4 and prior, the s parameter in GET requests for forum 
search functionality lacks length validation, allowing attackers to submit 
excessively long search queries. This oversight can lead to performance 
degradation and potential denial-of-service (DoS) attacks. This issue has been 
patched in version 2.2.0. 

2025-04-18 7.5 CVE-2025-29784 

n/a -- n/a 
 
  

NamelessMC is a free, easy to use & powerful website software for Minecraft 
servers. In version 2.1.4 and prior, the forum allows users to post iframe elements 
inside forum topics/comments/feed with no restriction on the iframe's width and 
height attributes. This allows an authenticated attacker to perform a UI-based 
denial of service (DoS) by injecting oversized iframes that block the forum UI and 
disrupt normal user interactions. This issue has been patched in version 2.2.0. 

2025-04-18 7.1 CVE-2025-30158 

n/a -- n/a 
 
  

NamelessMC is a free, easy to use & powerful website software for Minecraft 
servers. In version 2.1.4 and prior, if a malicious user is leaving spam comments on 
many topics then an administrator, unable to manually remove each spam 
comment, may delete the malicious account. Once an administrator deletes the 
malicious user's account, all their posts (comments) along with the associated 
topics (by unrelated users) will be marked as deleted. This issue has been patched 
in version 2.2.0. 

2025-04-18 7.3 CVE-2025-30357 

n/a -- n/a 
 
  

Vulnerability in the Oracle Hospitality Simphony product of Oracle Food and 
Beverage Applications (component: EMC). Supported versions that are affected are 
19.1-19.7. Easily exploitable vulnerability allows low privileged attacker with 
network access via HTTP to compromise Oracle Hospitality Simphony. Successful 

2025-04-15 7.6 CVE-2025-30686 

https://www.cve.org/CVERecord?id=CVE-2025-29180
https://www.cve.org/CVERecord?id=CVE-2025-29181
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https://www.cve.org/CVERecord?id=CVE-2025-30357
https://www.cve.org/CVERecord?id=CVE-2025-30686
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attacks of this vulnerability can result in unauthorized access to critical data or 
complete access to all Oracle Hospitality Simphony accessible data as well as 
unauthorized update, insert or delete access to some of Oracle Hospitality 
Simphony accessible data and unauthorized ability to cause a partial denial of 
service (partial DOS) of Oracle Hospitality Simphony. CVSS 3.1 Base Score 7.6 
(Confidentiality, Integrity and Availability impacts). CVSS Vector: 
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:L). 

n/a -- n/a 
 
  

Vulnerability in the Oracle Solaris product of Oracle Systems (component: 
Filesystem). The supported version that is affected is 11. Difficult to exploit 
vulnerability allows high privileged attacker with logon to the infrastructure where 
Oracle Solaris executes to compromise Oracle Solaris. Successful attacks require 
human interaction from a person other than the attacker and while the 
vulnerability is in Oracle Solaris, attacks may significantly impact additional 
products (scope change). Successful attacks of this vulnerability can result in 
takeover of Oracle Solaris. CVSS 3.1 Base Score 7.2 (Confidentiality, Integrity and 
Availability impacts). CVSS Vector: 
(CVSS:3.1/AV:L/AC:H/PR:H/UI:R/S:C/C:H/I:H/A:H). 

2025-04-15 7.2 CVE-2025-30690 

n/a -- n/a 
 
  

Vulnerability in the RAS Security component of Oracle Database Server. Supported 
versions that are affected are 19.3-19.26, 21.3-21.17 and 23.4-23.7. Easily 
exploitable vulnerability allows low privileged attacker having User Account 
privilege with network access via Oracle Net to compromise RAS Security. 
Successful attacks require human interaction from a person other than the 
attacker. Successful attacks of this vulnerability can result in unauthorized creation, 
deletion or modification access to critical data or all RAS Security accessible data as 
well as unauthorized access to critical data or complete access to all RAS Security 
accessible data. CVSS 3.1 Base Score 7.3 (Confidentiality and Integrity impacts). 
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:N). 

2025-04-15 7.3 CVE-2025-30701 

n/a -- n/a 
 
  

Vulnerability in the MySQL Connectors product of Oracle MySQL (component: 
Connector/J). Supported versions that are affected are 9.0.0-9.2.0. Difficult to 
exploit vulnerability allows low privileged attacker with network access via multiple 
protocols to compromise MySQL Connectors. Successful attacks of this 
vulnerability can result in takeover of MySQL Connectors. CVSS 3.1 Base Score 7.5 
(Confidentiality, Integrity and Availability impacts). CVSS Vector: 
(CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H). 

2025-04-15 7.5 CVE-2025-30706 

n/a -- n/a 
 
  

Vulnerability in the Oracle iStore product of Oracle E-Business Suite (component: 
User Management). Supported versions that are affected are 12.2.3-12.2.14. Easily 
exploitable vulnerability allows unauthenticated attacker with network access via 
HTTP to compromise Oracle iStore. Successful attacks of this vulnerability can 
result in unauthorized access to critical data or complete access to all Oracle iStore 
accessible data. CVSS 3.1 Base Score 7.5 (Confidentiality impacts). CVSS Vector: 
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N). 

2025-04-15 7.5 CVE-2025-30707 

n/a -- n/a 
 
  

Vulnerability in the Oracle User Management product of Oracle E-Business Suite 
(component: Search and Register Users). Supported versions that are affected are 
12.2.4-12.2.14. Easily exploitable vulnerability allows unauthenticated attacker 
with network access via HTTP to compromise Oracle User Management. Successful 
attacks of this vulnerability can result in unauthorized access to critical data or 
complete access to all Oracle User Management accessible data. CVSS 3.1 Base 
Score 7.5 (Confidentiality impacts). CVSS Vector: 
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N). 

2025-04-15 7.5 CVE-2025-30708 

n/a -- n/a 
 
  

Vulnerability in the Oracle Common Applications product of Oracle E-Business Suite 
(component: CRM User Management Framework). Supported versions that are 
affected are 12.2.3-12.2.14. Easily exploitable vulnerability allows unauthenticated 
attacker with network access via HTTP to compromise Oracle Common 
Applications. Successful attacks of this vulnerability can result in unauthorized 
access to critical data or complete access to all Oracle Common Applications 
accessible data. CVSS 3.1 Base Score 7.5 (Confidentiality impacts). CVSS Vector: 
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N). 

2025-04-15 7.5 CVE-2025-30716 

n/a -- n/a 
 
  

Vulnerability in the Oracle BI Publisher product of Oracle Analytics (component: 
XML Services). Supported versions that are affected are 7.6.0.0.0 and 12.2.1.4.0. 
Easily exploitable vulnerability allows unauthenticated attacker with network 
access via HTTP to compromise Oracle BI Publisher. Successful attacks of this 
vulnerability can result in unauthorized access to critical data or complete access to 
all Oracle BI Publisher accessible data. CVSS 3.1 Base Score 7.5 (Confidentiality 
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N). 

2025-04-15 7.5 CVE-2025-30724 
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n/a -- n/a 
 
  

Vulnerability in the Oracle Configurator product of Oracle E-Business Suite 
(component: Core). Supported versions that are affected are 12.2.3-12.2.14. Easily 
exploitable vulnerability allows unauthenticated attacker with network access via 
HTTP to compromise Oracle Configurator. Successful attacks of this vulnerability 
can result in unauthorized access to critical data or complete access to all Oracle 
Configurator accessible data. CVSS 3.1 Base Score 7.5 (Confidentiality impacts). 
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N). 

2025-04-15 7.5 CVE-2025-30728 

n/a -- n/a 
 
  

Vulnerability in the Oracle Application Object Library product of Oracle E-Business 
Suite (component: Core). Supported versions that are affected are 12.2.5-12.2.14. 
Easily exploitable vulnerability allows unauthenticated attacker with network 
access via HTTP to compromise Oracle Application Object Library. Successful 
attacks of this vulnerability can result in unauthorized ability to cause a hang or 
frequently repeatable crash (complete DOS) of Oracle Application Object Library. 
CVSS 3.1 Base Score 7.5 (Availability impacts). CVSS Vector: 
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 7.5 CVE-2025-30730 

n/a -- n/a 
 
  

Vulnerability in the Java VM component of Oracle Database Server. Supported 
versions that are affected are 19.3-19.26, 21.3-21.17 and 23.4-23.7. Difficult to 
exploit vulnerability allows unauthenticated attacker with network access via 
multiple protocols to compromise Java VM. Successful attacks of this vulnerability 
can result in unauthorized creation, deletion or modification access to critical data 
or all Java VM accessible data as well as unauthorized access to critical data or 
complete access to all Java VM accessible data. CVSS 3.1 Base Score 7.4 
(Confidentiality and Integrity impacts). CVSS Vector: 
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N). 

2025-04-15 7.4 CVE-2025-30736 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in NotFound FS Poster allows Reflected XSS. This issue 
affects FS Poster: from n/a through 6.5.8. 

2025-04-15 7.1 CVE-2025-30962 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in NotFound Easy Contact allows Reflected XSS. This issue 
affects Easy Contact: from n/a through 0.1.2. 

2025-04-15 7.1 CVE-2025-30970 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in NotFound SEO Tools allows Reflected XSS. This issue 
affects SEO Tools: from n/a through 4.0.7. 

2025-04-15 7.1 CVE-2025-30984 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in arete-it Activity Reactions For Buddypress allows 
Reflected XSS. This issue affects Activity Reactions For Buddypress: from n/a 
through 1.0.22. 

2025-04-17 7.1 CVE-2025-31006 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in ReichertBrothers SimplyRETS Real Estate IDX allows 
Reflected XSS. This issue affects SimplyRETS Real Estate IDX: from n/a through 
3.0.3. 

2025-04-15 7.1 CVE-2025-31011 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in FireDrum FireDrum Email Marketing allows Reflected 
XSS. This issue affects FireDrum Email Marketing: from n/a through 1.64. 

2025-04-17 7.1 CVE-2025-31018 

n/a -- n/a 
 
  

The CLEVER - HTML5 Radio Player With History - Shoutcast and Icecast - Elementor 
Widget Addon plugin for WordPress is vulnerable to arbitrary file read due to 
insufficient file path validation in the 'history.php' file in all versions up to, and 
including, 2.4. This makes it possible for unauthenticated attackers to read 
arbitrary files on the affected site's server, which may contain sensitive information 
including database credentials. The vulnerability was partially patched in version 
2.4. 

2025-04-19 7.5 CVE-2025-3103 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in jbhovik Ray Enterprise Translation allows 
PHP Local File Inclusion. This issue affects Ray Enterprise Translation: from n/a 
through 1.7.0. 

2025-04-17 7.5 CVE-2025-31030 

n/a -- n/a 
 
  

NamelessMC is a free, easy to use & powerful website software for Minecraft 
servers. In version 2.1.4 and prior, forum quick reply feature (view_topic.php) does 
not implement any spam prevention mechanism. This allows authenticated users 
to continuously post replies without any time restriction, resulting in an 
uncontrolled surge of posts that can disrupt normal operations. This issue has been 
patched in version 2.2.0. 

2025-04-18 7.1 CVE-2025-31118 

n/a -- n/a 
 
  

Heap-based Buffer Overflow vulnerability in openEuler giflib on Linux. This 
vulnerability is associated with program files gif2rgb.C. This issue affects giflib: 
through 5.2.2. 

2025-04-14 7.3 CVE-2025-31344 
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n/a -- n/a 
 
  

AutoGPT is a platform that allows users to create, deploy, and manage continuous 
artificial intelligence agents that automate complex workflows. Prior to 0.6.1, 
AutoGPT allows SSRF due to DNS Rebinding in requests wrapper. AutoGPT is built 
with a wrapper around Python's requests library, hardening the application against 
SSRF. The code for this wrapper can be found in 
autogpt_platform/backend/backend/util/request.py. The requested hostname of a 
URL which is being requested is validated, ensuring that it does not resolve to any 
local ipv4 or ipv6 addresses. However, this check is not sufficient, as a DNS server 
may initially respond with a non-blocked address, with a TTL of 0. This means that 
the initial resolution would appear as a non-blocked address. In this case, 
validate_url() will return the url as successful. After validate_url() has successfully 
returned the url, the url is then passed to the real request() function. When the 
real request() function is called with the validated url, request() will once again 
resolve the address of the hostname, because the record will not have been 
cached (due to TTL 0). This resolution may be in the "invalid range". This type of 
attack is called a "DNS Rebinding Attack". This vulnerability is fixed in 0.6.1. 

2025-04-14 7.5 CVE-2025-31490 

n/a -- n/a 
 
  

TEIGarage is a webservice and RESTful service to transform, convert and validate 
various formats, focussing on the TEI format. The Document Conversion Service 
contains a critical XML External Entity (XXE) Injection vulnerability in its document 
conversion functionality. The service processes XML files during the conversion 
process but fails to disable external entity processing, allowing an attacker to read 
arbitrary files from the server's filesystem. This vulnerability could allow attackers 
to read sensitive files from the server's filesystem, potentially exposing 
configuration files, credentials, or other confidential information. Additionally, 
depending on the server configuration, this could potentially be used to perform 
server-side request forgery (SSRF) attacks by making the server connect to internal 
services. This issue is patched in version 1.2.4. A workaround for this vulnerability 
includes disabling external entity processing in the XML parser by setting the 
appropriate security features (e.g., 
XMLConstants.FEATURE_SECURE_PROCESSING). 

2025-04-15 7.5 CVE-2025-31497 

n/a -- n/a 
 
  

Fastify is a fast and low overhead web framework, for Node.js. In versions 5.0.0 to 
5.3.0, applications that specify different validation strategies for different content 
types have a possibility to bypass validation by providing a _slightly altered_ 
content type such as with different casing or altered whitespacing before `;`. This 
was patched in v5.3.1, but the initial patch did not cover all problems. This has 
been fully patched in v5.3.2. A workaround involves not specifying individual 
content types in the schema. 

2025-04-18 7.5 CVE-2025-32442 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in WebsiteDefender wp secure allows Stored XSS. This issue 
affects wp secure: from n/a through 1.2. 

2025-04-17 7.1 CVE-2025-32490 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in silvasoft Silvasoft boekhouden allows Reflected XSS. This 
issue affects Silvasoft boekhouden: from n/a through 3.0.5. 

2025-04-17 7.1 CVE-2025-32504 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in BenDlz AT Internet SmartTag allows Reflected XSS. This 
issue affects AT Internet SmartTag: from n/a through 0.2. 

2025-04-17 7.1 CVE-2025-32506 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Aakif Kadiwala Event Espresso - Custom Email Template 
Shortcode allows Reflected XSS. This issue affects Event Espresso - Custom Email 
Template Shortcode: from n/a through 1.0.0. 

2025-04-17 7.1 CVE-2025-32507 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in ComMotion Course Booking System allows Reflected 
XSS. This issue affects Course Booking System: from n/a through 6.0.7. 

2025-04-17 7.1 CVE-2025-32508 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Excellent Dynamics Make Email Customizer for 
WooCommerce allows Reflected XSS. This issue affects Make Email Customizer for 
WooCommerce: from n/a through 1.0.5. 

2025-04-17 7.1 CVE-2025-32511 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in revampcrm Revamp CRM for WooCommerce allows 
Reflected XSS. This issue affects Revamp CRM for WooCommerce: from n/a 
through 1.1.2. 

2025-04-17 7.1 CVE-2025-32512 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in totalprocessing Nomupay Payment Processing Gateway 
allows Reflected XSS. This issue affects Nomupay Payment Processing Gateway: 
from n/a through 7.1.6. 

2025-04-17 7.1 CVE-2025-32513 
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n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in cscode WooCommerce Estimate and Quote allows 
Reflected XSS. This issue affects WooCommerce Estimate and Quote: from n/a 
through 1.0.2.5. 

2025-04-17 7.1 CVE-2025-32514 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in terminalafrica Terminal Africa allows Reflected XSS. This 
issue affects Terminal Africa: from n/a through 1.13.17. 

2025-04-17 7.1 CVE-2025-32515 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in ilGhera Related Videos for JW Player allows Reflected 
XSS. This issue affects Related Videos for JW Player: from n/a through 1.2.0. 

2025-04-17 7.1 CVE-2025-32516 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in M. Ali Saleem WordPress Health and Server Condition - 
Integrated with Google Page Speed allows Reflected XSS. This issue affects 
WordPress Health and Server Condition - Integrated with Google Page Speed: from 
n/a through 4.1.1. 

2025-04-17 7.1 CVE-2025-32520 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in CoolHappy Cool Flipbox - Shortcode & Gutenberg Block 
allows Reflected XSS. This issue affects Cool Flipbox - Shortcode & Gutenberg 
Block: from n/a through 1.8.3. 

2025-04-17 7.1 CVE-2025-32521 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in WPExperts.io License Manager for WooCommerce allows 
Reflected XSS. This issue affects License Manager for WooCommerce: from n/a 
through 3.0.9. 

2025-04-17 7.1 CVE-2025-32522 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Dylan James Zephyr Project Manager allows Reflected 
XSS. This issue affects Zephyr Project Manager: from n/a through 3.3.101. 

2025-04-17 7.1 CVE-2025-32526 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in pey22 T&P Gallery Slider allows Stored XSS. This issue 
affects T&P Gallery Slider: from n/a through 1.2. 

2025-04-17 7.1 CVE-2025-32527 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in maximevalette iCal Feeds allows Reflected XSS. This issue 
affects iCal Feeds: from n/a through 1.5.3. 

2025-04-17 7.1 CVE-2025-32528 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in iONE360 iONE360 configurator allows Reflected XSS. This 
issue affects iONE360 configurator: from n/a through 2.0.56. 

2025-04-17 7.1 CVE-2025-32529 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in WP Swings Wallet System for WooCommerce allows 
Reflected XSS. This issue affects Wallet System for WooCommerce: from n/a 
through 2.6.5. 

2025-04-17 7.1 CVE-2025-32530 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in tychesoftwares Arconix FAQ allows Reflected XSS. This 
issue affects Arconix FAQ: from n/a through 1.9.5. 

2025-04-17 7.1 CVE-2025-32531 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Pei Yong Goh UXsniff allows Reflected XSS. This issue 
affects UXsniff: from n/a through 1.2.4. 

2025-04-17 7.1 CVE-2025-32532 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Matat Technologies Deliver via Shipos for 
WooCommerce allows Reflected XSS. This issue affects Deliver via Shipos for 
WooCommerce: from n/a through 2.1.7. 

2025-04-17 7.1 CVE-2025-32533 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in digireturn DN Shipping by Weight for WooCommerce 
allows Reflected XSS. This issue affects DN Shipping by Weight for WooCommerce: 
from n/a through 1.2. 

2025-04-17 7.1 CVE-2025-32535 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in feedify Feedify - Web Push Notifications allows Reflected 
XSS. This issue affects Feedify - Web Push Notifications: from n/a through 2.4.5. 

2025-04-17 7.1 CVE-2025-32540 

n/a -- n/a 
 
  

Missing Authorization vulnerability in The Right Software WooCommerce Loyal 
Customers allows Accessing Functionality Not Properly Constrained by ACLs. This 
issue affects WooCommerce Loyal Customers: from n/a through 2.6. 

2025-04-17 7.5 CVE-2025-32544 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in SOFTAGON WooCommerce 
Products without featured images allows Reflected XSS. This issue affects 
WooCommerce Products without featured images: from n/a through 0.1. 

2025-04-17 7.1 CVE-2025-32545 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in gtlwpdev All push notification for 
WP allows Reflected XSS. This issue affects All push notification for WP: from n/a 
through 1.5.3. 

2025-04-17 7.1 CVE-2025-32546 
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n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in borisolhor Hamburger Icon Menu Lite allows Reflected 
XSS. This issue affects Hamburger Icon Menu Lite: from n/a through 1.0. 

2025-04-17 7.1 CVE-2025-32548 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in WPFactory MSRP (RRP) Pricing for WooCommerce allows 
Reflected XSS. This issue affects MSRP (RRP) Pricing for WooCommerce: from n/a 
through 1.8.1. 

2025-04-17 7.1 CVE-2025-32552 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Raptive Raptive Ads allows Reflected XSS. This issue 
affects Raptive Ads: from n/a through 3.7.3. 

2025-04-17 7.1 CVE-2025-32554 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Rico Macchi WP Featured Screenshot allows Reflected 
XSS. This issue affects WP Featured Screenshot: from n/a through 1.3. 

2025-04-17 7.1 CVE-2025-32557 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Mohammad I. Okfie WP-Hijri allows Reflected XSS. This 
issue affects WP-Hijri: from n/a through 1.5.3. 

2025-04-17 7.1 CVE-2025-32560 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in plugins.club WP_DEBUG Toggle allows Reflected XSS. 
This issue affects WP_DEBUG Toggle: from n/a through 1.1. 

2025-04-17 7.1 CVE-2025-32561 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in aviplugins.com WP Easy Poll allows Reflected XSS. This 
issue affects WP Easy Poll: from n/a through 2.2.9. 

2025-04-17 7.1 CVE-2025-32562 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in tomroyal Stop Registration Spam allows Reflected XSS. 
This issue affects Stop Registration Spam: from n/a through 1.24. 

2025-04-17 7.1 CVE-2025-32564 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Ashraful Sarkar Naiem License For Envato allows 
Reflected XSS. This issue affects License For Envato: from n/a through 1.0.0. 

2025-04-17 7.1 CVE-2025-32566 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Mapro Collins Coming Soon Countdown allows Reflected 
XSS. This issue affects Coming Soon Countdown: from n/a through 2.2. 

2025-04-17 7.1 CVE-2025-32578 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in EXEIdeas International WP AutoKeyword allows Stored 
XSS. This issue affects WP AutoKeyword: from n/a through 1.0. 

2025-04-17 7.1 CVE-2025-32582 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Credova Financial Credova_Financial allows Reflected 
XSS. This issue affects Credova_Financial: from n/a through 2.4.8. 

2025-04-17 7.1 CVE-2025-32588 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in tzin111 Web2application allows Reflected XSS. This issue 
affects Web2application: from n/a through 5.6. 

2025-04-17 7.1 CVE-2025-32590 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in RealMag777 TableOn - WordPress Posts Table Filterable 
allows Stored XSS. This issue affects TableOn - WordPress Posts Table Filterable: 
from n/a through 1.0.3. 

2025-04-17 7.1 CVE-2025-32592 

n/a -- n/a 
 
  

Insertion of Sensitive Information Into Sent Data vulnerability in WPMinds Simple 
WP Events allows Retrieve Embedded Sensitive Data. This issue affects Simple WP 
Events: from n/a through 1.8.17. 

2025-04-17 7.5 CVE-2025-32594 

n/a -- n/a 
 
  

Improper Control of Generation of Code ('Code Injection') vulnerability in Rameez 
Iqbal Real Estate Manager allows Code Injection. This issue affects Real Estate 
Manager: from n/a through 7.3. 

2025-04-17 7.3 CVE-2025-32596 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in aiiddqd WooMS allows Reflected XSS. This issue affects 
WooMS: from n/a through 9.12. 

2025-04-17 7.1 CVE-2025-32602 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Sajjad Aslani AWSA Shipping allows Reflected XSS. This 
issue affects AWSA Shipping: from n/a through 1.3.0. 

2025-04-17 7.1 CVE-2025-32604 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in expresstechsoftware MemberPress Discord Addon allows 
Reflected XSS. This issue affects MemberPress Discord Addon: from n/a through 
1.1.1. 

2025-04-17 7.1 CVE-2025-32605 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Deepak Khokhar Listings for 
Buildium allows Stored XSS. This issue affects Listings for Buildium: from n/a 
through 0.1.4. 

2025-04-17 7.1 CVE-2025-32606 
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n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Movylo Movylo Marketing Automation allows Reflected 
XSS. This issue affects Movylo Marketing Automation: from n/a through 2.0.7. 

2025-04-17 7.1 CVE-2025-32608 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Picture-Planet GmbH Verowa Connect allows Reflected 
XSS. This issue affects Verowa Connect: from n/a through 3.0.4. 

2025-04-17 7.1 CVE-2025-32609 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in We Are De WooCommerce TBC Credit Card Payment 
Gateway (Free) allows Reflected XSS. This issue affects WooCommerce TBC Credit 
Card Payment Gateway (Free): from n/a through 2.0.0. 

2025-04-17 7.1 CVE-2025-32611 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Bowo Debug Log Manager allows Stored XSS. This issue 
affects Debug Log Manager: from n/a through 2.3.4. 

2025-04-17 7.1 CVE-2025-32613 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Clinked Clinked Client Portal allows Reflected XSS. This 
issue affects Clinked Client Portal: from n/a through 1.10. 

2025-04-17 7.1 CVE-2025-32615 

n/a -- n/a 
 
  

Missing Authorization vulnerability in fromdoppler Doppler Forms allows Exploiting 
Incorrectly Configured Access Control Security Levels. This issue affects Doppler 
Forms: from n/a through 2.4.5. 

2025-04-17 7.1 CVE-2025-32620 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in OTP-less OTP-less one tap Sign in allows Reflected XSS. 
This issue affects OTP-less one tap Sign in: from n/a through 2.0.58. 

2025-04-17 7.1 CVE-2025-32622 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in pootlepress Mobile Pages allows Reflected XSS. This 
issue affects Mobile Pages: from n/a through 1.0.2. 

2025-04-17 7.1 CVE-2025-32625 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in WP Wham Crowdfunding for WooCommerce allows 
Reflected XSS. This issue affects Crowdfunding for WooCommerce: from n/a 
through 3.1.12. 

2025-04-17 7.1 CVE-2025-32628 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in CMSJunkie - WordPress Business Directory Plugins WP-
BusinessDirectory allows Reflected XSS. This issue affects WP-BusinessDirectory: 
from n/a through 3.1.2. 

2025-04-17 7.1 CVE-2025-32630 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in mdedev Run Contests, Raffles, and Giveaways with 
ContestsWP allows Reflected XSS. This issue affects Run Contests, Raffles, and 
Giveaways with ContestsWP: from n/a through 2.0.6. 

2025-04-17 7.1 CVE-2025-32634 

n/a -- n/a 
 
  

Insertion of Sensitive Information Into Sent Data vulnerability in Hive Support Hive 
Support allows Retrieve Embedded Sensitive Data. This issue affects Hive Support: 
from n/a through 1.2.2. 

2025-04-17 7.5 CVE-2025-32635 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in ketanajani WP Donate allows Stored XSS. This issue 
affects WP Donate: from n/a through 2.0. 

2025-04-17 7.1 CVE-2025-32637 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in weptile ShopApper allows Stored XSS. This issue affects 
ShopApper: from n/a through 0.4.39. 

2025-04-17 7.1 CVE-2025-32638 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in wecantrack Affiliate Links Lite allows Reflected XSS. This 
issue affects Affiliate Links Lite: from n/a through 3.1.0. 

2025-04-17 7.1 CVE-2025-32639 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in PickPlugins Question Answer allows Reflected XSS. This 
issue affects Question Answer: from n/a through 1.2.70. 

2025-04-17 7.1 CVE-2025-32646 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in gb-plugins GB Gallery Slideshow allows Reflected XSS. 
This issue affects GB Gallery Slideshow: from n/a through 1.3. 

2025-04-17 7.1 CVE-2025-32649 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in serpednet SERPed.net allows Reflected XSS. This issue 
affects SERPed.net: from n/a through 4.6. 

2025-04-17 7.1 CVE-2025-32651 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Lee Blue Cart66 Cloud allows Reflected XSS. This issue 
affects Cart66 Cloud: from n/a through 2.3.7. 

2025-04-17 7.1 CVE-2025-32653 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in DevriX Restrict User Registration 
allows Stored XSS. This issue affects Restrict User Registration: from n/a through 
1.0.1. 

2025-04-17 7.1 CVE-2025-32655 
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n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Hive Support Hive Support allows Reflected XSS. This 
issue affects Hive Support: from n/a through 1.2.2. 

2025-04-17 7.1 CVE-2025-32666 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Mark Parnell Spark GF Failed Submissions allows 
Reflected XSS. This issue affects Spark GF Failed Submissions: from n/a through 
1.3.5. 

2025-04-17 7.1 CVE-2025-32670 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in WPFactory Product Excel Import Export & Bulk Edit for 
WooCommerce allows Reflected XSS. This issue affects Product Excel Import Export 
& Bulk Edit for WooCommerce: from n/a through 4.7. 

2025-04-17 7.1 CVE-2025-32674 

n/a -- n/a 
 
  

BleachBit cleans files to free disk space and to maintain privacy. BleachBit for 
Windows up to version 4.6.2 is vulnerable to a DLL Hijacking vulnerability. By 
placing a malicious DLL with the name uuid.dll in the folder 
C:\Users\<username>\AppData\Local\Microsoft\WindowsApps\, an attacker can 
execute arbitrary code every time BleachBit is run. This issue has been patched in 
version 4.9.0. 

2025-04-15 7.3 CVE-2025-32780 

n/a -- n/a 
 
  

A flaw was found in libsoup, where the soup_headers_parse_request() function 
may be vulnerable to an out-of-bound read. This flaw allows a malicious user to 
use a specially crafted HTTP request to crash the HTTP server. 

2025-04-14 7.5 CVE-2025-32906 

n/a -- n/a 
 
  

A flaw was found in libsoup. The implementation of HTTP range requests is 
vulnerable to a resource consumption attack. This flaw allows a malicious client to 
request the same range many times in a single HTTP request, causing the server to 
use large amounts of memory. 

2025-04-14 7.5 CVE-2025-32907 

n/a -- n/a 
 
  

A flaw was found in libsoup. The HTTP/2 server in libsoup may not fully validate the 
values of pseudo-headers :scheme, :authority, and :path, which may allow a user 
to cause a denial of service (DoS). 

2025-04-14 7.5 CVE-2025-32908 

n/a -- n/a 
 
  

A flaw was found in libsoup, where the 
soup_message_headers_get_content_disposition() function is vulnerable to a NULL 
pointer dereference. This flaw allows a malicious HTTP peer to crash a libsoup 
client or server that uses this function. 

2025-04-14 7.5 CVE-2025-32913 

n/a -- n/a 
 
  

A flaw was found in libsoup, where the soup_multipart_new_from_message() 
function is vulnerable to an out-of-bounds read. This flaw allows a malicious HTTP 
client to induce the libsoup server to read out of bounds. 

2025-04-14 7.4 CVE-2025-32914 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in NotFound Tourmaster allows Reflected XSS. This issue 
affects Tourmaster: from n/a through n/a. 

2025-04-15 7.1 CVE-2025-32923 

n/a -- n/a 
 
  

Missing Authorization vulnerability in Dmitry V. (CEO of "UKR Solution") Barcode 
Generator for WooCommerce allows Exploiting Incorrectly Configured Access 
Control Security Levels. This issue affects Barcode Generator for WooCommerce: 
from n/a through 2.0.4. 

2025-04-15 7.5 CVE-2025-32929 

n/a -- n/a 
 
  

The WP Editor plugin for WordPress is vulnerable to arbitrary file update due to 
missing file path validation in all versions up to, and including, 1.2.9.1. This makes it 
possible for authenticated attackers, with Administrator-level access and above, to 
overwrite arbitrary files on the affected site's server which may make remote code 
execution possible assuming the files can be written to by the web server. 

2025-04-17 7.2 CVE-2025-3294 

n/a -- n/a 
 
  

This vulnerability allows any attacker to cause the PeerTube server to stop 
responding to requests due to an infinite loop in the "inbox" endpoint 
whenÂ receiving crafted ActivityPub activities. 

2025-04-15 7.5 CVE-2025-32947 

n/a -- n/a 
 
  

The vulnerability allows any attacker to cause the PeerTube server to stop 
functioning, or in special cases send requests to arbitrary URLs (Blind SSRF). 
Attackers can sendÂ ActivityPub activities to PeerTube's "inbox" endpoint. By 
abusing the "Create Activity" functionality, it is possible to create crafted playlists 
which will cause either denial of service or an attacker-controlled blind SSRF. 

2025-04-15 7.5 CVE-2025-32948 

n/a -- n/a 
 
  

A vulnerability was found in Lingxing ERP 2 and classified as critical. Affected by this 
issue is the function DoUpload of the file /Api/FileUpload.ashx?method=DoUpload. 
The manipulation of the argument File leads to unrestricted upload. The attack 
may be launched remotely. The exploit has been disclosed to the public and may 
be used. The vendor was contacted early about this disclosure but did not respond 
in any way. 

2025-04-14 7.3 CVE-2025-3551 

n/a -- n/a 
 
  

A vulnerability was found in Lingxing ERP 2. It has been classified as critical. This 
affects an unknown part of the file /Api/TinyMce/UploadAjax.ashx. The 
manipulation of the argument File leads to unrestricted upload. It is possible to 
initiate the attack remotely. The exploit has been disclosed to the public and may 

2025-04-14 7.3 CVE-2025-3552 
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be used. The vendor was contacted early about this disclosure but did not respond 
in any way. 

n/a -- n/a 
 
  

A vulnerability, which was classified as critical, has been found in veal98 
å°•ç‰›è‚‰ Echo å¼€æº•ç¤¾åŒºç³»ç»Ÿ 4.2. This issue affects the function 
uploadMdPic of the file /discuss/uploadMdPic. The manipulation of the argument 
editormd-image-file leads to unrestricted upload. The attack may be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-04-14 7.3 CVE-2025-3566 

n/a -- n/a 
 
  

SmartRobot from INTUMIT has a Server-Side Request Forgery vulnerability, 
allowing unauthenticated remote attackers to probe internal network and even 
access arbitrary local files on the server. 

2025-04-14 7.5 CVE-2025-3572 

n/a -- n/a 
 
  

A vulnerability, which was classified as critical, has been found in PCMan FTP 
Server 2.0.7. This issue affects some unknown processing of the component HELP 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-04-16 7.3 CVE-2025-3678 

n/a -- n/a 
 
  

A vulnerability, which was classified as critical, was found in PCMan FTP Server 
2.0.7. Affected is an unknown function of the component HOST Command Handler. 
The manipulation leads to buffer overflow. It is possible to launch the attack 
remotely. The exploit has been disclosed to the public and may be used. 

2025-04-16 7.3 CVE-2025-3679 

n/a -- n/a 
 
  

A vulnerability has been found in PCMan FTP Server 2.0.7 and classified as critical. 
Affected by this vulnerability is an unknown functionality of the component LANG 
Command Handler. The manipulation leads to buffer overflow. The attack can be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-04-16 7.3 CVE-2025-3680 

n/a -- n/a 
 
  

A vulnerability was found in PCMan FTP Server 2.0.7 and classified as critical. 
Affected by this issue is some unknown functionality of the component MODE 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-04-16 7.3 CVE-2025-3681 

n/a -- n/a 
 
  

A vulnerability was found in PCMan FTP Server 2.0.7. It has been classified as 
critical. This affects an unknown part of the component PASV Command Handler. 
The manipulation leads to buffer overflow. It is possible to initiate the attack 
remotely. The exploit has been disclosed to the public and may be used. 

2025-04-16 7.3 CVE-2025-3682 

n/a -- n/a 
 
  

A vulnerability was found in PCMan FTP Server 2.0.7. It has been declared as 
critical. This vulnerability affects unknown code of the component SIZE Command 
Handler. The manipulation leads to buffer overflow. The attack can be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-04-16 7.3 CVE-2025-3683 

n/a -- n/a 
 
  

A vulnerability has been found in PHPGurukul Men Salon Management System 1.0 
and classified as critical. This vulnerability affects unknown code of the file 
/admin/edit-customer-detailed.php. The manipulation of the argument editid leads 
to sql injection. The attack can be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-16 7.3 CVE-2025-3689 

n/a -- n/a 
 
  

A vulnerability was found in PHPGurukul Men Salon Management System 1.0 and 
classified as critical. This issue affects some unknown processing of the file 
/admin/edit-services.php. The manipulation of the argument cost leads to sql 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-16 7.3 CVE-2025-3690 

n/a -- n/a 
 
  

A vulnerability classified as critical has been found in SourceCodester Web-based 
Pharmacy Product Management System 1.0. This affects an unknown part of the 
component Login Handler. The manipulation of the argument login_email leads to 
sql injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-16 7.3 CVE-2025-3694 

n/a -- n/a 
 
  

Interface exposure vulnerability in the mobile application (com.transsion.carlcare) 
may lead to information leakage risk. 

2025-04-16 7.5 CVE-2025-3698 

n/a -- n/a 
 
  

A vulnerability was found in PCMan FTP Server 2.0.7 and classified as critical. This 
issue affects some unknown processing of the component MDTM Command 
Handler. The manipulation leads to buffer overflow. The attack may be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-04-16 7.3 CVE-2025-3723 

n/a -- n/a 
 
  

A vulnerability was found in PCMan FTP Server 2.0.7. It has been classified as 
critical. Affected is an unknown function of the component DIR Command Handler. 
The manipulation leads to buffer overflow. It is possible to launch the attack 
remotely. The exploit has been disclosed to the public and may be used. 

2025-04-16 7.3 CVE-2025-3724 

n/a -- n/a 
 
  

A vulnerability was found in PCMan FTP Server 2.0.7. It has been declared as 
critical. Affected by this vulnerability is an unknown functionality of the component 
MIC Command Handler. The manipulation leads to buffer overflow. The attack can 
be launched remotely. The exploit has been disclosed to the public and may be 
used. 

2025-04-16 7.3 CVE-2025-3725 
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n/a -- n/a 
 
  

A vulnerability was found in PCMan FTP Server 2.0.7. It has been rated as critical. 
Affected by this issue is some unknown functionality of the component CD 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-04-16 7.3 CVE-2025-3726 

n/a -- n/a 
 
  

A vulnerability classified as critical has been found in PCMan FTP Server 2.0.7. This 
affects an unknown part of the component STATUS Command Handler. The 
manipulation leads to buffer overflow. It is possible to initiate the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-04-16 7.3 CVE-2025-3727 

n/a -- n/a 
 
  

A vulnerability, which was classified as critical, has been found in SourceCodester 
Web-based Pharmacy Product Management System 1.0. This issue affects some 
unknown processing of the file backup.php of the component Database Backup 
Handler. The manipulation of the argument txtdbname leads to os command 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-16 7.3 CVE-2025-3729 

n/a -- n/a 
 
  

A vulnerability was found in PCMan FTP Server 2.0.7. It has been rated as critical. 
Affected by this issue is some unknown functionality of the component MPUT 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-04-17 7.3 CVE-2025-3762 

n/a -- n/a 
 
  

A vulnerability, which was classified as critical, was found in WCMS 11. Affected is 
an unknown function of the file app/controllers/AnonymousController.php. The 
manipulation of the argument email/username leads to sql injection. It is possible 
to launch the attack remotely. The exploit has been disclosed to the public and 
may be used. Other parameters might be affected as well. 

2025-04-19 7.3 CVE-2025-3799 

n/a -- n/a 
 
  

A vulnerability has been found in WCMS 11 and classified as critical. Affected by 
this vulnerability is an unknown functionality of the file 
app/controllers/AnonymousController.php. The manipulation of the argument 
mobile_phone leads to sql injection. The attack can be launched remotely. The 
exploit has been disclosed to the public and may be used. Other parameters might 
be affected as well. 

2025-04-19 7.3 CVE-2025-3800 

n/a -- n/a 
 
  

The Debug Log Manager plugin for WordPress is vulnerable to Stored Cross-Site 
Scripting via the auto-refresh debug log in all versions up to, and including, 2.3.4 
due to insufficient input sanitization and output escaping. This makes it possible for 
unauthenticated attackers to inject arbitrary web scripts in pages that will execute 
whenever a user accesses an injected page. 

2025-04-19 7.2 CVE-2025-3809 

n/a -- n/a 
 
  

A vulnerability has been found in PHPGurukul Men Salon Management System 1.0 
and classified as critical. Affected by this vulnerability is an unknown functionality 
of the file /admin/search-appointment.php. The manipulation of the argument 
searchdata leads to sql injection. The attack can be launched remotely. The exploit 
has been disclosed to the public and may be used. 

2025-04-19 7.3 CVE-2025-3819 

n/a -- n/a 
 
  

A vulnerability has been found in PHPGurukul Men Salon Management System 1.0 
and classified as critical. This vulnerability affects unknown code of the file 
/admin/forgot-password.php. The manipulation of the argument email leads to sql 
injection. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-20 7.3 CVE-2025-3827 

n/a -- n/a 
 
  

A vulnerability was found in PHPGurukul Men Salon Management System 1.0 and 
classified as critical. This issue affects some unknown processing of the file 
/admin/view-appointment.php?viewid=11. The manipulation of the argument 
remark leads to sql injection. The attack may be initiated remotely. The exploit has 
been disclosed to the public and may be used. Other parameters might be affected 
as well. 

2025-04-20 7.3 CVE-2025-3828 

n/a -- n/a 
 
  

A vulnerability was found in PHPGurukul Men Salon Management System 1.0. It 
has been classified as critical. Affected is an unknown function of the file 
/admin/sales-reports-detail.php. The manipulation of the argument 
fromdate/todate leads to sql injection. It is possible to launch the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-04-20 7.3 CVE-2025-3829 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Mike spam-stopper allows Stored 
XSS. This issue affects spam-stopper: from n/a through 3.1.3. 

2025-04-17 7.1 CVE-2025-39414 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Jayesh Parejiya Social Media 
Links allows Stored XSS. This issue affects Social Media Links: from n/a through 
1.0.3. 

2025-04-17 7.1 CVE-2025-39415 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Ichi translit it! allows Stored XSS. 
This issue affects translit it!: from n/a through 1.6. 

2025-04-17 7.1 CVE-2025-39416 
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n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Eslam Mahmoud Redirect 
wordpress to welcome or landing page allows Stored XSS. This issue affects 
Redirect wordpress to welcome or landing page: from n/a through 2.0. 

2025-04-17 7.1 CVE-2025-39417 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in ajayver RSS Manager allows 
Stored XSS. This issue affects RSS Manager: from n/a through 0.06. 

2025-04-17 7.1 CVE-2025-39418 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in David Miller Revision Diet allows 
Stored XSS. This issue affects Revision Diet: from n/a through 1.0.1. 

2025-04-17 7.1 CVE-2025-39419 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in ruudkok WP Twitter Button allows Stored XSS. This issue 
affects WP Twitter Button: from n/a through 1.4.1. 

2025-04-17 7.1 CVE-2025-39420 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Mustafa KUCUK WP Sticky Side 
Buttons allows Stored XSS. This issue affects WP Sticky Side Buttons: from n/a 
through 2.1. 

2025-04-17 7.1 CVE-2025-39421 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in PResponsive WP Social 
Bookmarking allows Stored XSS. This issue affects WP Social Bookmarking: from 
n/a through 3.6. 

2025-04-17 7.1 CVE-2025-39422 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Jenst Add to Header allows 
Stored XSS. This issue affects Add to Header: from n/a through 1.0. 

2025-04-17 7.1 CVE-2025-39423 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in simplemaps Simple Maps allows 
Stored XSS. This issue affects Simple Maps: from n/a through 0.98. 

2025-04-17 7.1 CVE-2025-39424 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in FÃ¶ldesi, MihÃ¡ly SzÃ©chenyi 2020 Logo 
allows PHP Local File Inclusion. This issue affects SzÃ©chenyi 2020 Logo: from n/a 
through 1.1. 

2025-04-17 7.5 CVE-2025-39429 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Alexander Rauscha mLanguage 
allows Stored XSS. This issue affects mLanguage: from n/a through 1.6.1. 

2025-04-17 7.1 CVE-2025-39430 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Aaron Forgue Amazon Showcase 
WordPress Plugin allows Stored XSS. This issue affects Amazon Showcase 
WordPress Plugin: from n/a through 2.2. 

2025-04-17 7.1 CVE-2025-39431 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in antonchanning bbPress2 shortcode whitelist allows 
Stored XSS. This issue affects bbPress2 shortcode whitelist: from n/a through 2.2.1. 

2025-04-17 7.1 CVE-2025-39432 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in beke_ro Bknewsticker allows 
Stored XSS. This issue affects Bknewsticker: from n/a through 1.0.5. 

2025-04-17 7.1 CVE-2025-39433 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in davidfcarr My Marginalia allows 
Stored XSS. This issue affects My Marginalia: from n/a through 1.0.6. 

2025-04-17 7.1 CVE-2025-39435 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Rajesh Broken Links Remover 
allows Stored XSS. This issue affects Broken Links Remover: from n/a through 1.2.2. 

2025-04-17 7.1 CVE-2025-39440 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in swedish boy Dashboard 
Notepads allows Stored XSS. This issue affects Dashboard Notepads: from n/a 
through 1.2.1. 

2025-04-17 7.1 CVE-2025-39441 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in MessageMetric Review Wave - 
Google Places Reviews allows Stored XSS. This issue affects Review Wave - Google 
Places Reviews: from n/a through 1.4.7. 

2025-04-17 7.1 CVE-2025-39442 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Themewinter WPCafe allows PHP Local File 
Inclusion. This issue affects WPCafe: from n/a through 2.2.32. 

2025-04-17 7.5 CVE-2025-39452 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in ip2location IP2Location Variables 
allows Reflected XSS. This issue affects IP2Location Variables: from n/a through 
2.9.5. 

2025-04-17 7.1 CVE-2025-39455 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Nawawi Jamili Docket Cache allows PHP 
Local File Inclusion. This issue affects Docket Cache: from n/a through 24.07.02. 

2025-04-17 7.5 CVE-2025-39461 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in teamzt Smart Agreements allows PHP Local 
File Inclusion. This issue affects Smart Agreements: from n/a through 1.0.3. 

2025-04-17 7.5 CVE-2025-39462 
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n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in rtowebsites AdminQuickbar allows Reflected XSS. This 
issue affects AdminQuickbar: from n/a through 1.9.1. 

2025-04-17 7.1 CVE-2025-39464 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Pantherius Modal Survey allows Reflected XSS.This issue 
affects Modal Survey: from n/a through 2.0.2.0.1. 

2025-04-18 7.1 CVE-2025-39469 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in RedefiningTheWeb BMA Lite allows SQL Injection. This 
issue affects BMA Lite: from n/a through 1.4.2. 

2025-04-16 7.6 CVE-2025-39518 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in rtpHarry Bulk Page Stub Creator allows Reflected XSS. 
This issue affects Bulk Page Stub Creator: from n/a through 1.1. 

2025-04-17 7.1 CVE-2025-39519 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Ashish Ajani Contact Form vCard Generator allows 
Reflected XSS. This issue affects Contact Form vCard Generator: from n/a through 
2.4. 

2025-04-17 7.1 CVE-2025-39521 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in dsky Site Search 360 allows 
Stored XSS. This issue affects Site Search 360: from n/a through 2.1.7. 

2025-04-16 7.1 CVE-2025-39530 

n/a -- n/a 
 
  

Missing Authorization vulnerability in spicethemes Spice Blocks allows Exploiting 
Incorrectly Configured Access Control Security Levels. This issue affects Spice 
Blocks: from n/a through 2.0.7.1. 

2025-04-17 7.5 CVE-2025-39532 

n/a -- n/a 
 
  

Authentication Bypass Using an Alternate Path or Channel vulnerability in appsbd 
Vitepos allows Authentication Abuse. This issue affects Vitepos: from n/a through 
3.1.7. 

2025-04-17 7.2 CVE-2025-39535 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Bill Minozzi WP Tools allows Path 
Traversal. This issue affects WP Tools: from n/a through 5.18. 

2025-04-16 7.4 CVE-2025-39544 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in Toast Plugins Internal Link 
Optimiser allows Stored XSS. This issue affects Internal Link Optimiser: from n/a 
through 5.1.3. 

2025-04-16 7.1 CVE-2025-39547 

n/a -- n/a 
 
  

Cross-Site Request Forgery (CSRF) vulnerability in A WP Life Right Click Disable OR 
Ban allows Stored XSS. This issue affects Right Click Disable OR Ban: from n/a 
through 1.1.17. 

2025-04-16 7.1 CVE-2025-39548 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in CRM Perks CRM Perks allows Reflected XSS. This issue 
affects CRM Perks: from n/a through 1.1.7. 

2025-04-17 7.1 CVE-2025-39558 

n/a -- n/a 
 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Bob Hostel allows Blind SQL Injection. This issue affects 
Hostel: from n/a through 1.1.5.6. 

2025-04-16 7.6 CVE-2025-39566 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Shamalli Web Directory Free allows Reflected XSS. This 
issue affects Web Directory Free: from n/a through 1.7.8. 

2025-04-17 7.1 CVE-2025-39567 

n/a -- n/a 
 
  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 
vulnerability in Arture B.V. StoreContrl Woocommerce allows Path Traversal. This 
issue affects StoreContrl Woocommerce: from n/a through 4.1.3. 

2025-04-17 7.5 CVE-2025-39568 

n/a -- n/a 
 
  

Missing Authorization vulnerability in berthaai BERTHA AI allows Exploiting 
Incorrectly Configured Access Control Security Levels. This issue affects BERTHA AI: 
from n/a through 1.12.10.2. 

2025-04-17 7.1 CVE-2025-39583 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Themewinter Eventin allows PHP Local File 
Inclusion. This issue affects Eventin: from n/a through 4.0.25. 

2025-04-16 7.5 CVE-2025-39584 

n/a -- n/a 
 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in WP Shuffle Subscribe to Unlock Lite allows 
PHP Local File Inclusion. This issue affects Subscribe to Unlock Lite: from n/a 
through 1.3.0. 

2025-04-16 7.5 CVE-2025-39592 

n/a -- n/a 
 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in Bob Arigato Autoresponder and Newsletter allows 
Reflected XSS. This issue affects Arigato Autoresponder and Newsletter: from n/a 
through 2.7.2.4. 

2025-04-17 7.1 CVE-2025-39594 

n/a--n/a 
  

A replay attack vulnerability was discovered in a Zigbee smart home kit 
manufactured by Ksix (Zigbee Gateway Module = v1.0.3, Door Sensor = v1.0.7, 
Motion Sensor = v1.0.12), where the Zigbee anti-replay mechanism - based on the 
frame counter field - is improperly implemented. As a result, an attacker within 
wireless range can resend captured packets with a higher sequence number, which 

2025-04-15 9.1 CVE-2021-27289 
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the devices incorrectly accept as legitimate messages. This allows spoofed 
commands to be injected without authentication, triggering false alerts and 
misleading the user through notifications in the mobile application used to monitor 
the network. 

SUSE--rancher 
  

A vulnerability has been identified within Rancher where a cluster or node driver 
can be used to escape the chroot jail and gain root access to the Rancher container 
itself. In production environments, further privilege escalation is possible based on 
living off the land within the Rancher container itself. For the test and development 
environments, based on a -privileged Docker container, it is possible to escape the 
Docker container and gain execution access on the host system. This issue affects 
rancher: from 2.7.0 before 2.7.16, from 2.8.0 before 2.8.9, from 2.9.0 before 2.9.3. 

2025-04-16 9.1 CVE-2024-22036 

Unknown--Klarna 
Checkout for 
WooCommerce 
  

The Klarna Checkout for WooCommerce WordPress plugin before 2.13.5 exposes 
an unauthenticated WooCommerce Ajax endpoint that allows an attacker to flood 
the log files with data at the maximum size allowed for a POST parameter per 
request. This can result in rapid consumption of disk space, potentially filling the 
entire disk. 

2025-04-17 7.5 CVE-2024-13925 

Unknown--WP-
Syntax 
  

The WP-Syntax WordPress plugin through 1.2 does not properly handle input, 
allowing an attacker to create a post containing a large number of tags, thereby 
exploiting a catastrophic backtracking issue in the regular expression processing to 
cause a DoS. 

2025-04-19 7.5 CVE-2024-13926 

AdeptLanguage--
Adept 
  

Adept is a language for general purpose programming. Prior to commit a1a41b7, 
the remoteBuild.yml workflow file uses actions/upload-artifact@v4 to upload the 
mac-standalone artifact. This artifact is a zip of the current directory, which 
includes the automatically generated .git/config file containing the run's 
GITHUB_TOKEN. Seeing as the artifact can be downloaded prior to the end of the 
workflow, there is a few seconds where an attacker can extract the token from the 
artifact and use it with the Github API to push malicious code or rewrite release 
commits in the AdeptLanguage/Adept repository. This issue has been patched in 
commit a1a41b7. 

2025-04-21 9.8 CVE-2025-32958 

aeropage--
Aeropage Sync for 
Airtable 
  

The Aeropage Sync for Airtable plugin for WordPress is vulnerable to arbitrary file 
uploads due to missing file type validation in the 'aeropage_media_downloader' 
function in all versions up to, and including, 3.2.0. This makes it possible for 
authenticated attackers, with Subscriber-level access and above, to upload 
arbitrary files on the affected site's server which may make remote code execution 
possible. 

2025-04-26 8.8 CVE-2025-3914 

ALBEDO Telecom--
Net.Time - 
PTP/NTP clock 
(Serial No. 
NBC0081P) 
  

ALBEDO Telecom Net.Time - PTP/NTP clock (Serial No. NBC0081P) software release 
1.4.4 is vulnerable to an insufficient session expiration vulnerability, which could 
permit an attacker to transmit passwords over unencrypted connections, resulting 
in the product becoming vulnerable to interception. 

2025-04-24 8 CVE-2025-2185 

Amazon--Amazon 
Ion Dotnet 
  

When reading binary Ion data through Amazon.IonDotnet using the 
RawBinaryReader class, Amazon.IonDotnet does not check the number of bytes 
read from the underlying stream while deserializing the binary format. If the Ion 
data is malformed or truncated, this triggers an infinite loop condition that could 
potentially result in a denial of service. Users should upgrade to Amazon.IonDotnet 
version 1.3.1 and ensure any forked or derivative code is patched to incorporate 
the new fixes. 

2025-04-21 7.5 CVE-2025-3857 

aonetheme--
Service Finder 
Bookings 
  

The Service Finder Bookings plugin for WordPress, used by the Service Finder - 
Directory and Job Board WordPress Theme, is vulnerable to privilege escalation in 
all versions up to, and including, 5.1. This is due to a lack of restriction on user role 
in the 'nsl_registration_store_extra_input' function. This makes it possible for 
unauthenticated attackers to register an account on the site with an arbitrary role, 
including Administrator, when registering via a social login. The Nextend Social 
Login plugin must be installed and configured to exploit the vulnerability. 

2025-04-25 9.8 CVE-2025-2470 

arkenon--Frontend 
Login and 
Registration Blocks 
  

The Frontend Login and Registration Blocks plugin for WordPress is vulnerable to 
privilege escalation via account takeover in all versions up to, and including, 1.0.7. 
This is due to the plugin not properly validating a user's identity prior to updating a 
password. This makes it possible for authenticated attackers, with Subscriber-level 
access and above, to change arbitrary user's passwords, including administrators, 
and leverage that to gain access to their account. 

2025-04-24 8.8 CVE-2025-3607 

artbees--Jupiter X 
Core 
  

The Jupiter X Core plugin for WordPress is vulnerable to PHP Object Injection in all 
versions up to, and including, 4.8.11 via deserialization of untrusted input from the 
'file' parameter of the 'raven_download_file' function. This makes it possible for 
attackers to inject a PHP Object through a PHAR file. No known POP chain is 

2025-04-26 8.1 CVE-2025-2105 
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present in the vulnerable software, which means this vulnerability has no impact 
unless another plugin or theme containing a POP chain is installed on the site. If a 
POP chain is present via an additional plugin or theme installed on the target 
system, it may allow the attacker to perform actions like delete arbitrary files, 
retrieve sensitive data, or execute code depending on the POP chain present. This 
vulnerability may be exploited by unauthenticated attackers when a form is 
present on the site with the file download action, and the ability to upload files is 
also present. Otherwise, this would be considered exploitable by Contributor-level 
users and above, because they could create the form needed to successfully 
exploit this. 

Ashraful Sarkar 
Naiem--License For 
Envato 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Ashraful Sarkar Naiem License For Envato 
allows PHP Local File Inclusion. This issue affects License For Envato: from n/a 
through 1.0.0. 

2025-04-24 7.5 CVE-2025-39399 

cajka--Verification 
SMS with 
TargetSMS 
  

The Verification SMS with TargetSMS plugin for WordPress is vulnerable to limited 
Remote Code Execution in all versions up to, and including, 1.5 via the 
'targetvr_ajax_handler' function. This is due to a lack of validation on the type of 
function that can be called. This makes it possible for unauthenticated attackers to 
execute any callable function on the site, such as phpinfo(). 

2025-04-24 8.3 CVE-2025-3776 

Capturly--Capturly 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Capturly Capturly allows PHP Local File 
Inclusion. This issue affects Capturly: from n/a through 2.0.1. 

2025-04-24 7.5 CVE-2025-39379 

cedcommerce--
Product Lister for 
eBay 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in cedcommerce Product Lister for eBay allows 
PHP Local File Inclusion. This issue affects Product Lister for eBay: from n/a through 
2.0.9. 

2025-04-24 7.5 CVE-2025-39384 

Centreon--
Centreon BAM 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Centreon BAM (Boolean KPi Listing modules) allows SQL 
Injection. This page is only accessible to authenticated users with high privileges. 
This issue affects Centreon BAM: from 24.10 before 24.10.1, from 24.04 before 
24.04.5, from 23.10 before 23.10.10, from 23.04 before 23.04.10. 

2025-04-22 7.2 CVE-2025-3767 

Centreon--
Centreon 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Centreon centreon-web (User configuration form 
modules) allows SQL Injection. A user with high privileges is able to become 
administrator by intercepting the contact form request and altering its payload. 
This issue affects Centreon: from 22.10.0 before 22.10.28, from 23.04.0 before 
23.04.25, from 23.10.0 before 23.10.20, from 24.04.0 before 24.04.10, from 
24.10.0 before 24.10.4. 

2025-04-24 7.2 CVE-2025-3872 

Code Work Web--
CWW Portfolio 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Code Work Web CWW Portfolio allows PHP 
Local File Inclusion. This issue affects CWW Portfolio: from n/a through 1.3.1. 

2025-04-24 7.5 CVE-2025-39359 

Code Work Web--
Xews Lite 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Code Work Web Xews Lite allows PHP Local 
File Inclusion. This issue affects Xews Lite: from n/a through 1.0.9. 

2025-04-24 7.5 CVE-2025-39383 

Commvault--
Command Center 
Innovation Release 
  

A path traversal vulnerability in Commvault Command Center Innovation Release 
allows an unauthenticated actor to upload ZIP files, which, when expanded by the 
target server, result in Remote Code Execution. This issue affects Command Center 
Innovation Release: 11.38. 

2025-04-22 10 CVE-2025-34028 

Commvault--Web 
Server 
  

Commvault Web Server has an unspecified vulnerability that can be exploited by a 
remote, authenticated attacker. According to the Commvault advisory: 
"Webservers can be compromised through bad actors creating and executing 
webshells." Fixed in version 11.36.46, 11.32.89, 11.28.141, and 11.20.217 for 
Windows and Linux platforms. 

2025-04-25 8.8 CVE-2025-3928 

ConnectWise--
ScreenConnect 
  

ScreenConnect versions 25.2.3 and earlier versions may be susceptible to a 
ViewState code injection attack. ASP.NET Web Forms use ViewState to preserve 
page and control state, with data encoded using Base64 protected by machine 
keys.  It is important to note that to obtain these machine keys, privileged system 
level access must be obtained. If these machine keys are compromised, attackers 
could create and send a malicious ViewState to the website, potentially leading to 
remote code execution on the server.  The risk does not originate from a 
vulnerability introduced by ScreenConnect, but from platform level behavior.  This 
had no direct impact to ScreenConnect Client. ScreenConnect 2025.4 patch 
disables ViewState and removes any dependency on it. 

2025-04-25 8.1 CVE-2025-3935 

craftcms--cms 
  

Craft is a flexible, user-friendly CMS for creating custom digital experiences on the 
web and beyond. Starting from version 3.0.0-RC1 to before 3.9.15, 4.0.0-RC1 to 

2025-04-25 10 CVE-2025-32432 
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before 4.14.15, and 5.0.0-RC1 to before 5.6.17, Craft is vulnerable to remote code 
execution. This is a high-impact, low-complexity attack vector. This issue has been 
patched in versions 3.9.15, 4.14.15, and 5.6.17, and is an additional fix for CVE-
2023-41892. 

danielpataki--ACF: 
Google Font 
Selector 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in danielpataki ACF: Google Font Selector allows Reflected 
XSS. This issue affects ACF: Google Font Selector: from n/a through 3.0.1. 

2025-04-24 7.1 CVE-2025-39382 

dorinabc--Create 
custom forms for 
WordPress with a 
smart form plugin 
for smart 
businesses Form 
builder for 
WordPress 
  

The The Create custom forms for WordPress with a smart form plugin for smart 
businesses plugin for WordPress is vulnerable to arbitrary shortcode execution in 
all versions up to, and including, 1.2.4. This is due to the software allowing users to 
execute an action that does not properly validate a value before running 
do_shortcode. This makes it possible for unauthenticated attackers to execute 
arbitrary shortcodes. 

2025-04-26 7.3 CVE-2025-2801 

everestthemes--
Grace Mag 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in everestthemes Grace Mag allows PHP Local 
File Inclusion. This issue affects Grace Mag: from n/a through 1.1.5. 

2025-04-24 7.5 CVE-2025-39360 

EverPress--
BruteGuard Brute 
Force Login 
Protection 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in EverPress BruteGuard - Brute Force Login Protection 
allows Reflected XSS. This issue affects BruteGuard - Brute Force Login Protection: 
from n/a through 0.1.4. 

2025-04-24 7.1 CVE-2025-39408 

eyecix--JobSearch 
WP Job Board 
  

The JobSearch WP Job Board plugin for WordPress is vulnerable to authentication 
bypass in all versions up to, and including, 2.8.8. This is due to improper 
configurations in the 'jobsearch_xing_response_data_callback', 'set_access_tokes', 
and 'google_callback' functions. This makes it possible for unauthenticated 
attackers to log in as the first connected Xing user, or any connected Xing user if 
the Xing id is known. It is also possible for unauthenticated attackers to log in as 
the first connected Google user if the user has logged in, without subsequently 
logging out, in thirty days. The vulnerability was partially patched in version 2.8.4. 

2025-04-25 8.1 CVE-2024-11917 

felipe152--Integrao 
entre Eduzz e 
Woocommerce 
  

The IntegraÃ§Ã£o entre Eduzz e Woocommerce plugin for WordPress is vulnerable 
to unauthorized modification of data due to a missing capability check on the 
'wep_opcoes' function in all versions up to, and including, 1.7.5. This makes it 
possible for authenticated attackers, with Subscriber-level access and above, to 
edit the default registration role within the plugin's registration flow to 
Administrator, which allows any user to create an Administrator account. 

2025-04-26 8.8 CVE-2025-3906 

Franka Robotics--
Franka Emika 
Robot 
  

Due to improper JSON Web Tokens implementation an unauthenticated remote 
attacker can guess a valid session ID and therefore impersonate a user to gain full 
access. 

2025-04-24 8.1 CVE-2021-47663 

Franka Robotics--
Franka Emika 
Robot 
  

Due to missing authorization an unauthenticated remote attacker can cause a DoS 
attack by connecting via HTTPS and triggering the shutdown button. 

2025-04-24 7.5 CVE-2021-47662 

GitLab--GitLab 
  

An issue has been discovered in GitLab EE/CE that could allow an attacker to track 
users' browsing activities, potentially leading to full account take-over, affecting all 
versions from 16.6 before 17.9.7, 17.10 before 17.10.5, and 17.11 before 17.11.1. 

2025-04-24 7.7 CVE-2025-1908 

GL.iNet--GL-A1300 
Slate Plus 
  

A vulnerability classified as critical has been found in GL.iNet GL-A1300 Slate Plus, 
GL-AR300M16 Shadow, GL-AR300M Shadow, GL-AR750 Creta, GL-AR750S-EXT 
Slate, GL-AX1800 Flint, GL-AXT1800 Slate AX, GL-B1300 Convexa-B, GL-B3000 
Marble, GL-BE3600 Slate 7, GL-E750, GL-E750V2 Mudi, GL-MT300N-V2 Mango, GL-
MT1300 Beryl, GL-MT2500 Brume 2, GL-MT3000 Beryl AX, GL-MT6000 Flint 2, GL-
SFT1200 Opal, GL-X300B Collie, GL-X750 Spitz, GL-X3000 Spitz AX, GL-XE300 Puli 
and GL-XE3000 Puli AX 4.x. Affected is an unknown function of the file plugins.so of 
the component RPC Handler. The manipulation leads to buffer overflow. It is 
recommended to upgrade the affected component. 

2025-04-26 8 CVE-2025-2851 

gopiplus@hotmail.
com--Anything 
Popup 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in gopiplus@hotmail.com Anything Popup allows Reflected 
XSS. This issue affects Anything Popup: from n/a through 7.3. 

2025-04-24 7.1 CVE-2025-39397 

H3C--GR-3000AX 
  

A vulnerability, which was classified as critical, was found in H3C GR-3000AX up to 
V100R006. Affected is the function 

2025-04-22 8 CVE-2025-3854 
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EnableIpv6/UpdateWanModeMulti/UpdateIpv6Params/EditWlanMacList/Edit_List
_SSID of the file /goform/aspForm of the component HTTP POST Request Handler. 
The manipulation of the argument param leads to buffer overflow. The attack 
needs to be initiated within the local network. The exploit has been disclosed to 
the public and may be used. It is recommended to upgrade the affected 
component. Other functions might be affected as well. 

HCL Software--HCL 
Leap 
  

Insufficient URI protocol whitelist in HCL Leap allows script injection through query 
parameters. 

2025-04-24 7.1 CVE-2023-37534 

Hitachi--Hitachi 
Ops Center 
Common Services 
  

Hitachi Ops Center Common Services within Hitachi Ops Center Analyzer viewpoint 
OVF contains an authentication credentials leakage vulnerability.This issue affects 
Hitachi Ops Center Common Services: from 10.0.0-00 before 11.0.0-04; Hitachi Ops 
Center Analyzer viewpoint OVF: from 10.0.0-00 before 11.0.0-04. 

2025-04-22 7.1 CVE-2024-46899 

Holest 
Engineering--
Spreadsheet Price 
Changer for 
WooCommerce 
and WP E-
commerce Light 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in Holest Engineering Spreadsheet Price 
Changer for WooCommerce and WP E-commerce - Light allows PHP Local File 
Inclusion. This issue affects Spreadsheet Price Changer for WooCommerce and WP 
E-commerce - Light: from n/a through 2.4.37. 

2025-04-24 7.5 CVE-2025-39378 

IBM--Hardware 
Management 
Console - Power 
Systems 
  

IBM Hardware Management Console - Power Systems V10.2.1030.0 and 
V10.3.1050.0 could allow a local user to execute commands locally due to 
improper validation of libraries of an untrusted source. 

2025-04-22 9.3 CVE-2025-1950 

IBM--Hardware 
Management 
Console - Power 
Systems 
  

IBM Hardware Management Console - Power Systems V10.2.1030.0 and 
V10.3.1050.0 could allow a local user to execute commands as a privileged user 
due to execution of commands with unnecessary privileges. 

2025-04-22 8.4 CVE-2025-1951 

jauharixelion--
Xelion Webchat 
  

The Xelion Webchat plugin for WordPress is vulnerable to unauthorized 
modification of data that can lead to privilege escalation due to a missing capability 
check on the xwc_save_settings() function in all versions up to, and including, 
9.1.0. This makes it possible for authenticated attackers, with Subscriber-level 
access and above, to update arbitrary options on the WordPress site. This can be 
leveraged to update the default role for registration to administrator and enable 
user registration for attackers to gain administrative user access to a vulnerable 
site. 

2025-04-24 8.8 CVE-2025-3058 

joedolson--My 
Tickets Accessible 
Event Ticketing 
  

The My Tickets - Accessible Event Ticketing plugin for WordPress is vulnerable to 
Privilege Escalation in all versions up to, and including, 2.0.16. This is due to the 
mt_save_profile() function not appropriately restricting access to unauthorized 
users to update roles. This makes it possible for authenticated attackers, with 
Subscriber-level access and above, to update their role to that of an administrator. 

2025-04-24 8.8 CVE-2025-3761 

Kiotviet--KiotViet 
Sync 
  

Cross-Site Request Forgery (CSRF) vulnerability in Kiotviet KiotViet Sync allows 
Stored XSS. This issue affects KiotViet Sync: from n/a through 1.8.4. 

2025-04-24 7.1 CVE-2025-39381 

kiranpatil353--Add 
custom page 
template 
  

The Add custom page template plugin for WordPress is vulnerable to PHP Code 
Injection leading to Remote Code Execution in all versions up to, and including, 
2.0.1 via the 'acpt_validate_setting' function. This is due to insufficient sanitization 
of the 'template_name' parameter. This makes it possible for authenticated 
attackers, with Administrator-level access and above, to execute code on the 
server. 

2025-04-26 7.2 CVE-2025-3491 

ludwigyou--
WPMasterToolKit 
(WPMTK) All in 
one plugin 
  

The WPMasterToolKit (WPMTK) - All in one plugin plugin for WordPress is 
vulnerable to Directory Traversal in all versions up to, and including, 2.5.2. This 
makes it possible for authenticated attackers, with Administrator-level access and 
above, to read and modify the contents of arbitrary files on the server, which can 
contain sensitive information. 

2025-04-24 7.2 CVE-2025-3300 

markparticle--
WebServer 
  

A vulnerability was found in markparticle WebServer up to 1.0. It has been 
declared as critical. Affected by this vulnerability is the function Buffer::HasWritten 
of the file code/buffer/buffer.cpp. The manipulation of the argument writePos_ 
leads to buffer overflow. The attack can be launched remotely. The exploit has 
been disclosed to the public and may be used. 

2025-04-21 7.3 CVE-2025-3845 
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markparticle--
WebServer 
  

A vulnerability was found in markparticle WebServer up to 1.0. It has been rated as 
critical. Affected by this issue is some unknown functionality of the file 
code/http/httprequest.cpp of the component Registration. The manipulation of 
the argument username/password leads to sql injection. The attack may be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-04-21 7.3 CVE-2025-3846 

markparticle--
WebServer 
  

A vulnerability classified as critical has been found in markparticle WebServer up to 
1.0. This affects an unknown part of the file code/http/httprequest.cpp of the 
component Login. The manipulation of the argument username/password leads to 
sql injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-21 7.3 CVE-2025-3847 

miraheze--
ManageWiki 
  

ManageWiki is a MediaWiki extension allowing users to manage wikis. Versions 
before commit f504ed8, are vulnerable to SQL injection when renaming a 
namespace in Special:ManageWiki/namespaces when using a page prefix 
(namespace name, which is the current namespace you are renaming) with an 
injection payload. This issue has been patched in commit f504ed8. A workaround 
for this vulnerability involves setting `$wgManageWiki['namespaces'] = false;`. 

2025-04-21 8 CVE-2025-32956 

mra13--WordPress 
Simple Shopping 
Cart 
  

The WordPress Simple Shopping Cart plugin for WordPress is vulnerable to 
Sensitive Information Exposure in all versions up to, and including, 5.1.2 via the 
'file_url' parameter. This makes it possible for unauthenticated attackers to view 
potentially sensitive information and download a digital product without paying for 
it. 

2025-04-23 8.2 CVE-2025-3529 

mra13--WordPress 
Simple Shopping 
Cart 
  

The WordPress Simple Shopping Cart plugin for WordPress is vulnerable to product 
price manipulation in all versions up to, and including, 5.1.2. This is due to a logic 
flaw involving the inconsistent use of parameters during the cart addition process. 
The plugin uses the parameter 'product_tmp_two' for computing a security hash 
against price tampering while using 'wspsc_product' to display the product, 
allowing an unauthenticated attacker to substitute details from a cheaper product 
and bypass payment for a more expensive item. 

2025-04-23 7.5 CVE-2025-3530 

neoslab--Database 
Toolset 
  

The Database Toolset plugin is vulnerable to arbitrary file deletion due to 
insufficient file path validation in a function in all versions up to, and including, 
1.8.4. This makes it possible for unauthenticated attackers to delete arbitrary files 
on the server, which can easily lead to remote code execution when the right file is 
deleted (such as wp-config.php). 

2025-04-24 9.1 CVE-2025-3065 

NIH--BRICS 
  

NIH BRICS (aka Biomedical Research Informatics Computing System) through 
14.0.0-67 generates predictable tokens (that depend on username, time, and the 
fixed 7Dl9#dj- string) and thus allows unauthenticated users with a Common 
Access Card (CAC) to escalate privileges and compromise any account, including 
administrators. 

2025-04-23 7.5 CVE-2025-27580 

NVIDIA--NeMo 
Framework 
  

NVIDIA NeMo Framework contains a vulnerability where a user could cause a 
deserialization of untrusted data by remote code execution. A successful exploit of 
this vulnerability might lead to code execution and data tampering. 

2025-04-22 7.6 CVE-2025-23249 

NVIDIA--NeMo 
Framework 
  

NVIDIA NeMo Framework contains a vulnerability where an attacker could cause 
an improper limitation of a pathname to a restricted directory by an arbitrary file 
write. A successful exploit of this vulnerability might lead to code execution and 
data tampering. 

2025-04-22 7.6 CVE-2025-23250 

NVIDIA--NeMo 
Framework 
  

NVIDIA NeMo Framework contains a vulnerability where a user could cause an 
improper control of generation of code by remote code execution. A successful 
exploit of this vulnerability might lead to code execution and data tampering. 

2025-04-22 7.6 CVE-2025-23251 

Odin_Design--
Vikinger 
  

The Vikinger theme for WordPress is vulnerable to privilege in all versions up to, 
and including, 1.9.30. This is due to insufficient user_meta restrictions in the 
'vikinger_user_meta_update_ajax' function. This makes it possible for 
authenticated attackers, with Subscriber-level access and above, to escalate their 
privileges to Administrator-level. 

2025-04-25 8.8 CVE-2025-2238 

PHPGurukul--
COVID19 Testing 
Management 
System 
  

A vulnerability classified as critical was found in PHPGurukul COVID19 Testing 
Management System 1.0. Affected by this vulnerability is an unknown functionality 
of the file /add-phlebotomist.php. The manipulation of the argument empid leads 
to sql injection. The attack can be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-27 7.3 CVE-2025-3971 

PHPGurukul--
COVID19 Testing 
Management 
System 
  

A vulnerability, which was classified as critical, has been found in PHPGurukul 
COVID19 Testing Management System 1.0. Affected by this issue is some unknown 
functionality of the file /bwdates-report-result.php. The manipulation of the 
argument todate leads to sql injection. The attack may be launched remotely. The 
exploit has been disclosed to the public and may be used. Other parameters might 
be affected as well. 

2025-04-27 7.3 CVE-2025-3972 
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PHPGurukul--
COVID19 Testing 
Management 
System 
  

A vulnerability, which was classified as critical, was found in PHPGurukul COVID19 
Testing Management System 1.0. This affects an unknown part of the file 
/check_availability.php. The manipulation of the argument mobnumber leads to 
sql injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. Other parameters might be affected as 
well. 

2025-04-27 7.3 CVE-2025-3973 

PHPGurukul--
COVID19 Testing 
Management 
System 
  

A vulnerability has been found in PHPGurukul COVID19 Testing Management 
System 1.0 and classified as critical. This vulnerability affects unknown code of the 
file /edit-phlebotomist.php?pid=11. The manipulation of the argument 
mobilenumber leads to sql injection. The attack can be initiated remotely. The 
exploit has been disclosed to the public and may be used. Other parameters might 
be affected as well. 

2025-04-27 7.3 CVE-2025-3974 

PHPGurukul--
COVID19 Testing 
Management 
System 
  

A vulnerability was found in PHPGurukul COVID19 Testing Management System 
1.0. It has been classified as critical. Affected is an unknown function of the file 
/new-user-testing.php. The manipulation of the argument mobilenumber leads to 
sql injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. Other parameters might be affected as 
well. 

2025-04-27 7.3 CVE-2025-3976 

Red Hat--Red Hat 
  

A flaw was found in Moodle. A remote code execution risk was identified in the 
Moodle LMS Dropbox repository. By default, this was only available to teachers 
and managers on sites with the Dropbox repository enabled. 

2025-04-25 8.8 CVE-2025-3641 

Red Hat--Red Hat 
  

A flaw was found in Moodle. A remote code execution risk was identified in the 
Moodle LMS EQUELLA repository. By default, this was only available to teachers 
and managers on sites with the EQUELLA repository enabled. 

2025-04-25 8.8 CVE-2025-3642 

Red Hat--Red Hat 
  

A flaw has been identified in Moodle where, on certain sites, unauthenticated 
users could retrieve sensitive user data-including names, contact information, and 
hashed passwords-via stack traces returned by specific API calls. Sites with PHP 
configured with zend.exception_ignore_args = 1 in the php.ini file are not affected 
by this vulnerability. 

2025-04-25 7.5 CVE-2025-32044 

Red Hat--Red Hat 
  

A security vulnerability was discovered in Moodle that can allow hackers to gain 
access to sensitive information about students and prevent them from logging into 
their accounts, even after they had completed two-factor authentication (2FA). 

2025-04-25 7.1 CVE-2025-3625 

redis--redis 
  

Redis is an open source, in-memory database that persists on disk. In versions 
starting at 2.6 and prior to 7.4.3, An unauthenticated client can cause unlimited 
growth of output buffers, until the server runs out of memory or is killed. By 
default, the Redis configuration does not limit the output buffer of normal clients 
(see client-output-buffer-limit). Therefore, the output buffer can grow unlimitedly 
over time. As a result, the service is exhausted and the memory is unavailable. 
When password authentication is enabled on the Redis server, but no password is 
provided, the client can still cause the output buffer to grow from "NOAUTH" 
responses until the system will run out of memory. This issue has been patched in 
version 7.4.3. An additional workaround to mitigate this problem without patching 
the redis-server executable is to block access to prevent unauthenticated users 
from connecting to Redis. This can be done in different ways. Either using network 
access control tools like firewalls, iptables, security groups, etc, or enabling TLS and 
requiring users to authenticate using client side certificates. 

2025-04-23 7.5 CVE-2025-21605 

Samba--ppp 
  

The passprompt plugin in pppd in ppp before 2.5.2 mishandles privileges. 2025-04-22 9.3 CVE-2024-58250 

SAP_SE--SAP 
NetWeaver (Visual 
Composer 
development 
server) 
  

SAP NetWeaver Visual Composer Metadata Uploader is not protected with a 
proper authorization, allowing unauthenticated agent to upload potentially 
malicious executable binaries that could severely harm the host system. This could 
significantly affect the confidentiality, integrity, and availability of the targeted 
system. 

2025-04-24 10 CVE-2025-31324 

SeaTheme--BM 
Content Builder 
  

The BM Content Builder plugin for WordPress is vulnerable to unauthorized 
modification of data that can lead to privilege escalation due to a missing capability 
check on the ux_cb_tools_import_item_ajax AJAX action in all versions up to, and 
including, 3.16.2.1. This makes it possible for authenticated attackers, with 
Subscriber-level access and above, to update arbitrary options on the WordPress 
site. This can be leveraged to update the default role for registration to 
administrator and enable user registration for attackers to gain administrative user 
access to a vulnerable site. 

2025-04-25 8.8 CVE-2025-1279 

Synology--
DiskStation 

Missing authorization vulnerability in synocopy in Synology DiskStation Manager 
(DSM) before 7.1.1-42962-8, 7.2.1-69057-7 and 7.2.2-72806-3 allows remote 
attackers to read arbitrary files via unspecified vectors. 

2025-04-23 7.5 CVE-2025-1021 
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Manager (DSM) 
  

Tecnick--TCExam 
  

CWE-89: Improper Neutralization of Special Elements used in an SQL Command 
('SQL Injection') 

2025-04-22 8.8 CVE-2025-23176 

TeconceTheme--
Mayosis Core 
  

The Mayosis Core plugin for WordPress is vulnerable to Arbitrary File Read in all 
versions up to, and including, 5.4.1 via the library/wave-
audio/peaks/remote_dl.php file. This makes it possible for unauthenticated 
attackers to read the contents of arbitrary files on the server, which can contain 
sensitive information. 

2025-04-25 7.5 CVE-2025-1565 

ThemeMove--
EduMall - 
Professional LMS 
Education Center 
WordPress Theme 
  

The Edumall theme for WordPress is vulnerable to Local File Inclusion in all 
versions up to, and including, 4.2.4 via the 'template' parameter of the 
'edumall_lazy_load_template' AJAX action. This makes it possible for 
unauthenticated attackers to include and execute arbitrary PHP files on the server, 
allowing the execution of any PHP code in those files. This can be used to bypass 
access controls, obtain sensitive data, or achieve code execution in cases where 
PHP files can be uploaded and included. 

2025-04-26 8.1 CVE-2025-2101 

TOTOLINK--
N150RT 
  

A vulnerability classified as critical has been found in TOTOLINK N150RT 3.4.0-
B20190525. Affected is an unknown function of the file /boafrm/formPortFw. The 
manipulation of the argument service_type leads to buffer overflow. It is possible 
to launch the attack remotely. The exploit has been disclosed to the public and 
may be used. 

2025-04-27 8.8 CVE-2025-3988 

TOTOLINK--
N150RT 
  

A vulnerability classified as critical was found in TOTOLINK N150RT 3.4.0-
B20190525. Affected by this vulnerability is an unknown functionality of the file 
/boafrm/formStaticDHCP. The manipulation of the argument Hostname leads to 
buffer overflow. The attack can be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-27 8.8 CVE-2025-3989 

TOTOLINK--
N150RT 
  

A vulnerability, which was classified as critical, has been found in TOTOLINK 
N150RT 3.4.0-B20190525. Affected by this issue is some unknown functionality of 
the file /boafrm/formVlan. The manipulation of the argument submit-url leads to 
buffer overflow. The attack may be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-27 8.8 CVE-2025-3990 

TOTOLINK--
N150RT 
  

A vulnerability, which was classified as critical, was found in TOTOLINK N150RT 
3.4.0-B20190525. This affects an unknown part of the file 
/boafrm/formWdsEncrypt. The manipulation of the argument submit-url leads to 
buffer overflow. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-27 8.8 CVE-2025-3991 

v1rustyle--Flynax 
Bridge 
  

The Flynax Bridge plugin for WordPress is vulnerable to privilege escalation via 
account takeover in all versions up to, and including, 2.2.0. This is due to the plugin 
not properly validating a user's identity prior to updating their details like 
password. This makes it possible for unauthenticated attackers to change arbitrary 
user's passwords, including administrators, and leverage that to gain access to 
their account. 

2025-04-24 9.8 CVE-2025-3603 

v1rustyle--Flynax 
Bridge 
  

The Flynax Bridge plugin for WordPress is vulnerable to privilege escalation via 
account takeover in all versions up to, and including, 2.2.0. This is due to the plugin 
not properly validating a user's identity prior to updating their details like email. 
This makes it possible for unauthenticated attackers to change arbitrary user's 
email addresses, including administrators, and leverage that to reset the user's 
password and gain access to their account. 

2025-04-24 9.8 CVE-2025-3604 

Vestel--AC Charger 
EVC04 
  

Vestel AC Charger version 3.75.0 contains a vulnerability that could enable an 
attacker to access files containing sensitive information, such as credentials which 
could be used to further compromise the device. 

2025-04-24 7.5 CVE-2025-3606 

weDevs--Appsero 
Helper 
  

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in weDevs Appsero Helper allows SQL Injection. This issue 
affects Appsero Helper: from n/a through 1.3.4. 

2025-04-24 8.5 CVE-2025-39377 

withstars--Books-
Management-
System 
  

A vulnerability was found in withstars Books-Management-System 1.0. It has been 
rated as critical. Affected by this issue is some unknown functionality of the file 
/allreaders.html of the component Background Interface. The manipulation leads 
to missing authorization. The attack may be launched remotely. The exploit has 
been disclosed to the public and may be used. This vulnerability only affects 
products that are no longer supported by the maintainer. 

2025-04-27 7.3 CVE-2025-3960 

withstars--Books-
Management-
System 
  

A vulnerability, which was classified as critical, has been found in withstars Books-
Management-System 1.0. This issue affects some unknown processing of the file 
/admin/article/list of the component Background Interface. The manipulation leads 
to missing authorization. The attack may be initiated remotely. The exploit has 

2025-04-27 7.3 CVE-2025-3963 
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been disclosed to the public and may be used. This vulnerability only affects 
products that are no longer supported by the maintainer. 

wp-configurator--
Configurator 
Theme Core 
  

The Configurator Theme Core plugin for WordPress is vulnerable to privilege 
escalation in all versions up to, and including, 1.4.7. This is due to the plugin not 
properly validating user meta fields prior to updating them in the database. This 
makes it possible for authenticated attackers, with Subscriber-level access and 
above, to change escalate their privileges to Administrator. 

2025-04-24 8.8 CVE-2025-3101 

wpeverest--User 
Registration 
  

Improper Neutralization of Input During Web Page Generation ('Cross-site 
Scripting') vulnerability in wpeverest User Registration allows Reflected XSS. This 
issue affects User Registration: from n/a through n/a. 

2025-04-24 7.1 CVE-2025-39400 

WPoperation--
Arrival 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in WPoperation Arrival allows PHP Local File 
Inclusion. This issue affects Arrival: from n/a through 1.4.5. 

2025-04-24 7.5 CVE-2025-32921 

WPoperation--
Opstore 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in WPoperation Opstore allows PHP Local File 
Inclusion. This issue affects Opstore: from n/a through 1.4.5. 

2025-04-24 7.5 CVE-2025-39387 

WPQuark--eForm - 
WordPress Form 
Builder 
  

The eForm - WordPress Form Builder plugin for WordPress is vulnerable to Stored 
Cross-Site Scripting in all versions up to, and including, 4.18.0 due to insufficient 
input sanitization and output escaping. This makes it possible for unauthenticated 
attackers to inject arbitrary web scripts in pages that will execute whenever a user 
accesses an injected page. 

2025-04-24 7.2 CVE-2025-1294 

wpsoul--Greenshift 
animation and 
page builder blocks 
  

The Greenshift - animation and page builder blocks plugin for WordPress is 
vulnerable to arbitrary file uploads due to missing file type validation in the 
gspb_make_proxy_api_request() function in versions 11.4 to 11.4.5. This makes it 
possible for authenticated attackers, with Subscriber-level access and above, to 
upload arbitrary files on the affected site's server which may make remote code 
execution possible. The arbitrary file upload was sufficiently patched in 11.4.5, but 
a capability check was added in 11.4.6 to properly prevent unauthorized limited file 
uploads. 

2025-04-22 8.8 CVE-2025-3616 

WPXpro--Xpro 
Elementor Addons 
- Pro 
  

The Xpro Elementor Addons - Pro plugin for WordPress is vulnerable to Remote 
Code Execution in all versions up to, and including, 1.4.9 via the custom PHP 
widget. This is due to their only being client side controls when determining who 
can access the widget. This makes it possible for authenticated attackers, with 
Contributor-level access and above, to execute code on the server. 

2025-04-26 8.8 CVE-2024-13808 

Yoel Geva--
Android App 
  

CWE-200: Exposure of Sensitive Information to an Unauthorized Actor 2025-04-21 7.5 CVE-2025-23174 

zamartz--Checkout 
Field Visibility for 
WooCommerce 
  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 
Remote File Inclusion') vulnerability in zamartz Checkout Field Visibility for 
WooCommerce allows PHP Local File Inclusion. This issue affects Checkout Field 
Visibility for WooCommerce: from n/a through 1.2.3. 

2025-04-24 7.5 CVE-2025-39391 

Zyxel--USG FLEX H 
series uOS 
firmware 
  

An incorrect permission assignment vulnerability in the PostgreSQL commands of 
the USG FLEX H series uOS firmware versions from V1.20 through V1.31 could 
allow an authenticated local attacker with low privileges to gain access to the Linux 
shell and escalate their privileges by crafting malicious scripts or modifying system 
configurations with administrator-level access through a stolen token. Modifying 
the system configuration is only possible if the administrator has not logged out 
and the token remains valid. 

2025-04-22 7.8 CVE-2025-1731 

a3rev--Page View 
Count 
  

The Page View Count plugin for WordPress is vulnerable to unauthorized 
modification of data that can lead to a denial of service due to a missing capability 
check on the yellow_message_dontshow() function in versions 2.8.0 to 2.8.4. This 
makes it possible for authenticated attackers, with Subscriber-level access and 
above, to update option values to one on the WordPress site. This can be 
leveraged to update an option that would create an error on the site and deny 
service to legitimate users or be used to set some values to true such as 
registration. 

2025-05-01 8.1 CVE-2025-2816 

ABB--ANC 
  

: Modification of Assumed-Immutable Data (MAID) vulnerability in ABB ANC, ABB 
ANC-L, ABB ANC-mini.This issue affects ANC: through 1.1.4; ANC-L: through 1.1.4; 
ANC-mini: through 1.1.4. 

2025-04-30 7.3 CVE-2024-9876 

ABB--Automation 
Builder 
  

Incorrect Permission Assignment for Critical Resource vulnerability in ABB 
Automation Builder.This issue affects Automation Builder: through 2.8.0. 

2025-04-30 7.8 CVE-2025-3394 

ABB--Automation 
Builder 
  

Incorrect Permission Assignment for Critical Resource, Cleartext Storage of 
Sensitive Information vulnerability in ABB Automation Builder.This issue affects 
Automation Builder: through 2.8.0. 

2025-04-30 7.1 CVE-2025-3395 
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Bosch Rexroth AG-
-ctrlX OS - Device 
Admin 

A vulnerability in the "Proxy" functionality of the web application of ctrlX OS allows 
a remote authenticated (lowprivileged) attacker to manipulate the 
"/etc/environment" file via a crafted HTTP request. 

2025-04-30 7.5 CVE-2025-24346 

Bosch Rexroth AG-
-ctrlX OS - Device 
Admin 

A vulnerability in the "Network Interfaces" functionality of the web application of 
ctrlX OS allows a remote authenticated (lowprivileged) attacker to delete the 
configuration of physical network interfaces via a crafted HTTP request. 

2025-04-30 7.1 CVE-2025-24349 

Bosch Rexroth AG-
-ctrlX OS - Device 
Admin 

A vulnerability in the "Certificates and Keys" functionality of the web application of 
ctrlX OS allows a remote authenticated (low-privileged) attacker to write arbitrary 
certificates in arbitrary file system paths via a crafted HTTP request. 

2025-04-30 7.1 CVE-2025-24350 

Bosch Rexroth AG-
-ctrlX OS - Device 
Admin 
  

A vulnerability in the "Remote Logging" functionality of the web application of ctrlX 
OS allows a remote authenticated (low-privileged) attacker to execute arbitrary OS 
commands in the context of user "root" via a crafted HTTP request. 

2025-04-30 8.8 CVE-2025-24351 

Bosch Rexroth AG-
-ctrlX OS - 
Solutions 

A vulnerability in the "Manages app data" functionality of the web application of 
ctrlX OS allows a remote authenticated (lowprivileged) attacker to execute 
arbitrary client-side code in the context of another user's browser via multiple 
crafted HTTP requests. 

2025-04-30 7.1 CVE-2025-24338 

Brainstorm Force--
SureTriggers 

Incorrect Privilege Assignment vulnerability in Brainstorm Force SureTriggers 
allows Privilege Escalation.This issue affects SureTriggers: from n/a through 1.0.82. 

2025-05-01 9.8 CVE-2025-27007 

code-projects--
Nero Social 
Networking Site 

A vulnerability was found in code-projects Nero Social Networking Site 1.0. It has 
been classified as critical. This affects an unknown part of the file /index.php. The 
manipulation of the argument 
fname/lname/login/password2/cpassword/address/cnumber/email/gender/propic
/month leads to sql injection. It is possible to initiate the attack remotely. The 
exploit has been disclosed to the public and may be used. 

2025-05-04 7.3 CVE-2025-4250 

CodeAstro--
Membership 
Management 
System 

A vulnerability classified as critical was found in CodeAstro Membership 
Management System 1.0. This vulnerability affects unknown code of the file 
renew.php?id=6. The manipulation of the argument ID leads to sql injection. The 
attack can be initiated remotely. The exploit has been disclosed to the public and 
may be used. 

2025-04-28 7.3 CVE-2025-3998 

Dassault Systmes--
SOLIDWORKS 
eDrawings 

Out-Of-Bounds Write vulnerability exists in the OBJ file reading procedure in 
SOLIDWORKS eDrawings on Release SOLIDWORKS Desktop 2025. This vulnerability 
could allow an attacker to execute arbitrary code while opening a specially crafted 
OBJ&#xC3;‚ file. 

2025-05-02 7.8 CVE-2025-1883 

Dassault Systmes--
SOLIDWORKS 
eDrawings 

Use-After-Free vulnerability exists in the SLDPRT file reading procedure in 
SOLIDWORKS eDrawings on Release SOLIDWORKS Desktop 2025. This vulnerability 
could allow an attacker to execute arbitrary code while opening a specially crafted 
SLDPRT file. 

2025-05-02 7.8 CVE-2025-1884 

Dell--PowerProtect 
Data Manager 

Dell PowerProtect Data Manager Reporting, version(s) 19.17, contain(s) an 
Incorrect Use of Privileged APIs vulnerability. A low privileged attacker with local 
access could potentially exploit this vulnerability, leading to Elevation of privileges. 

2025-04-28 7.8 CVE-2025-23375 

Delta Electronics--
ISPSoft 

Delta Electronics ISPSoft version 3.20 is vulnerable to a Stack-Based buffer 
overflow vulnerability that could allow an attacker to leverage debugging logic to 
execute arbitrary code when parsing CBDGL file. 

2025-04-30 7.8 CVE-2025-22882 

Delta Electronics--
ISPSoft 

Delta Electronics ISPSoft version 3.20 is vulnerable to an Out-Of-Bounds Write 
vulnerability that could allow an attacker to execute arbitrary code when parsing 
DVP file. 

2025-04-30 7.8 CVE-2025-22883 

Delta Electronics--
ISPSoft 

Delta Electronics ISPSoft version 3.20 is vulnerable to a Stack-Based buffer 
overflow vulnerability that could allow an attacker to execute arbitrary code when 
parsing DVP file. 

2025-04-30 7.8 CVE-2025-22884 

Delta Electronics--
ISPSoft 

Delta Electronics ISPSoft version 3.20 is vulnerable to an Out-Of-Bounds Write 
vulnerability that could allow an attacker to execute arbitrary code when parsing 
ISP file. 

2025-04-30 7.8 CVE-2025-4124 

Delta Electronics--
ISPSoft 

Delta Electronics ISPSoft version 3.20 is vulnerable to an Out-Of-Bounds Write 
vulnerability that could allow an attacker to execute arbitrary code when parsing 
ISP file. 

2025-04-30 7.8 CVE-2025-4125 

Flowring 
Technology--
Agentflow 

Agentflow from Flowring Technology has an Account Lockout Bypass vulnerability, 
allowing unauthenticated remote attackers to exploit this vulnerability to perform 
password brute force attack. 

2025-05-02 9.8 CVE-2025-3709 

G5Theme--Benaa 
Framework 

Multiple plugins and/or themes for WordPress are vulnerable to Arbitrary File 
Uploads due to a missing capability check on the ajaxUploadFonts() function in 
various versions. This makes it possible for authenticated attackers, with 
Subscriber-level access and above, to upload arbitrary files that can make remote 
code execution possible. This issue was escalated to Envato over two months from 
the date of this disclosure and the issue, while partially patched, is still vulnerable. 

2025-05-02 8.8 CVE-2024-13418 
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GFI--MailEssentials 
GFI MailEssentials prior to version 21.8 is vulnerable to a .NET deserialization issue. 
A remote and authenticated attacker can execute arbitrary code by sending crafted 
serialized .NET when joining to a Multi-Server setup. 

2025-04-28 8.8 CVE-2025-34491 

GFI--MailEssentials 
GFI MailEssentials prior to version 21.8 is vulnerable to a local privilege escalation 
issue. A local attacker can escalate to NT Authority/SYSTEM by sending a crafted 
serialized payload to a .NET Remoting Service. 

2025-04-28 7.8 CVE-2025-34489 

HCL Software--HCL 
Domino Leap 

Insufficient URI protocol whitelist in HCL Domino Volt and Domino Leap allow 
script injection through query parameters. 

2025-04-30 7.1 CVE-2023-37535 

Honeywell--MB-
Secure 

Improper Neutralization of Special Elements used in an OS Command ('OS 
Command Injection') vulnerability in Honeywell MB-Secure allows Privilege Abuse. 
This issue affects MB-Secure: from V11.04 before V12.53 and MB-Secure PRO from 
V01.06 before V03.09.Honeywell also recommends updating to the most recent 
version of this product. 

2025-05-02 9.9 CVE-2025-2605 

Inception Software 
LLP--Ultimate 
Auction Pro 

The Ultimate Auction Pro plugin for WordPress is vulnerable to SQL Injection via 
the 'auction_id' parameter in all versions up to, and including, 1.5.2 due to 
insufficient escaping on the user supplied parameter and lack of sufficient 
preparation on the existing SQL query. This makes it possible for unauthenticated 
attackers to append additional SQL queries into already existing queries that can 
be used to extract sensitive information from the database. 

2025-05-02 7.5 CVE-2025-4204 

itsourcecode--Gym 
Management 
System 

A vulnerability was found in itsourcecode Gym Management System 1.0. It has 
been declared as critical. This vulnerability affects unknown code of the file 
/ajax.php?action=save_member. The manipulation of the argument umember_id 
leads to sql injection. The attack can be initiated remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-02 7.3 CVE-2025-4195 

itsourcecode--
Placement 
Management 
System 

A vulnerability was found in itsourcecode Placement Management System 1.0. It 
has been rated as critical. This issue affects some unknown processing of the file 
/add_company.php. The manipulation of the argument Name leads to sql injection. 
The attack may be initiated remotely. The exploit has been disclosed to the public 
and may be used. Other parameters might be affected as well. 

2025-04-28 7.3 CVE-2025-4023 

itsourcecode--
Placement 
Management 
System 

A vulnerability classified as critical has been found in itsourcecode Placement 
Management System 1.0. Affected is an unknown function of the file 
/add_drive.php. The manipulation of the argument drive_title leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. Other parameters might be affected as 
well. 

2025-04-28 7.3 CVE-2025-4024 

itsourcecode--
Placement 
Management 
System 

A vulnerability classified as critical was found in itsourcecode Placement 
Management System 1.0. Affected by this vulnerability is an unknown functionality 
of the file /registration.php. The manipulation of the argument Name leads to sql 
injection. The attack can be launched remotely. The exploit has been disclosed to 
the public and may be used. Other parameters might be affected as well. 

2025-04-28 7.3 CVE-2025-4025 

itsourcecode--
Restaurant 
Management 
System 

A vulnerability was found in itsourcecode Restaurant Management System 1.0. It 
has been classified as critical. This affects an unknown part of the file 
/admin/category_save.php. The manipulation of the argument Category leads to 
sql injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-02 7.3 CVE-2025-4192 

itsourcecode--
Restaurant 
Management 
System 

A vulnerability was found in itsourcecode Restaurant Management System 1.0 and 
classified as critical. Affected by this issue is some unknown functionality of the file 
/admin/category_update.php. The manipulation of the argument Category leads to 
sql injection. The attack may be launched remotely. The exploit has been disclosed 
to the public and may be used. 

2025-05-02 7.3 CVE-2025-4193 

KUNBUS GmbH--
Revolution Pi OS 
Bookworm 

KUNBUS Revolution Pi OS Bookworm 01/2025 is vulnerable because authentication 
is not configured by default for the Node-RED server. This can give an 
unauthenticated remote attacker full access to the Node-RED server where they 
can run arbitrary commands on the underlying operating system. 

2025-05-01 10 CVE-2025-24522 

KUNBUS GmbH--
Revolution Pi 
PiCtory 

KUNBUS PiCtory versions 2.5.0 through 2.11.1 have an authentication bypass 
vulnerability where a remote attacker can bypass authentication to get access due 
to a path traversal. 

2025-05-01 9.8 CVE-2025-32011 

KUNBUS GmbH--
Revolution Pi 
PiCtory 

KUNBUS PiCtory version 2.11.1 and earlier are vulnerable when an authenticated 
remote attacker crafts a special filename that can be stored by API endpoints. That 
filename is later transmitted to the client in order to show a list of configuration 
files. Due to a missing escape or sanitization, the filename could be executed as 
HTML script tag resulting in a cross-site-scripting attack. 

2025-05-01 9 CVE-2025-35996 

laurent22--joplin 
Joplin is a free, open source note taking and to-do application, which can handle a 
large number of notes organised into notebooks. Prior to version 3.3.3, a privilege 
escalation vulnerability exists in the Joplin server, allowing non-admin users to 

2025-04-30 8.8 CVE-2025-27134 
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exploit the API endpoint `PATCH /api/users/:id` to set the `is_admin` field to 1. The 
vulnerability allows malicious low-privileged users to perform administrative 
actions without proper authorization. This issue has been patched in version 3.3.3. 

laurent22--joplin 

Joplin is a free, open source note taking and to-do application, which can handle a 
large number of notes organised into notebooks. Prior to version 3.3.3, path 
traversal is possible in Joplin Server if static file path starts with `css/pluginAssets` 
or `js/pluginAssets`. The `findLocalFile` function in the `default route` calls 
`localFileFromUrl` to check for special `pluginAssets` paths. If the function returns a 
path, the result is returned directly, without checking for path traversal. The 
vulnerability allows attackers to read files outside the intended directories. This 
issue has been patched in version 3.3.3. 

2025-04-30 7.5 CVE-2025-27409 

Le-yan--Le-show 
Le-show medical practice management system from Le-yan has a SQL Injection 
vulnerability, allowing unauthenticated remote attackers to inject arbitrary SQL 
commands to read, modify, and delete database contents. 

2025-05-02 9.8 CVE-2025-3708 

MicroDicom--
DICOM Viewer 

MicroDicom DICOM Viewer is vulnerable to an out-of-bounds write which may 
allow an attacker to execute arbitrary code. The user must open a malicious DCM 
file for exploitation. 

2025-05-01 8.8 CVE-2025-35975 

MicroDicom--
DICOM Viewer 

MicroDicom DICOM Viewer is vulnerable to an out-of-bounds read which may 
allow an attacker to cause memory corruption within the application. The user 
must open a malicious DCM file for exploitation. 

2025-05-01 8.8 CVE-2025-36521 

Microsoft--Azure 
AI Bot Service 

Improper authorization in Azure Bot Framework SDK allows an unauthorized 
attacker to elevate privileges over a network. 

2025-04-30 9.8 CVE-2025-30392 

Microsoft--Azure 
AI Bot Service 

Improper authorization in Azure Bot Framework SDK allows an unauthorized 
attacker to elevate privileges over a network. 

2025-04-30 8.7 CVE-2025-30389 

Microsoft--Azure 
Functions 

Improper verification of cryptographic signature in Microsoft Azure Functions 
allows an authorized attacker to execute code over a network. 

2025-04-30 7.5 CVE-2025-33074 

Microsoft--Azure 
Machine Learning 

Improper authorization in Azure allows an authorized attacker to elevate privileges 
over a network. 

2025-04-30 9.9 CVE-2025-30390 

Microsoft--Azure 
Virtual Desktop 

Missing authorization in Azure Virtual Desktop allows an authorized attacker to 
elevate privileges over a network. 

2025-04-30 8.5 CVE-2025-21416 

Microsoft--
Dynamics 365 
Customer Service 

Improper input validation in Microsoft Dynamics allows an unauthorized attacker 
to disclose information over a network. 

2025-04-30 8.1 CVE-2025-30391 

Mydata 
Informatics--Ticket 
Sales Automation 

Improper Neutralization of Special Elements used in an SQL Command ('SQL 
Injection') vulnerability in Mydata Informatics Ticket Sales Automation allows Blind 
SQL Injection.This issue affects Ticket Sales Automation: before 03.04.2025 
(DD.MM.YYYY). 

2025-05-02 9.8 CVE-2025-2812 

n/a--Casdoor 

A vulnerability classified as critical was found in Casdoor up to 1.811.0. This 
vulnerability affects the function HandleScim of the file controllers/scim.go of the 
component SCIM User Creation Endpoint. The manipulation leads to authorization 
bypass. The attack can be initiated remotely. Upgrading to version 1.812.0 is able 
to address this issue. The name of the patch is 
3d12ac8dc2282369296c3386815c00a06c6a92fe. It is recommended to upgrade 
the affected component. 

2025-05-02 7.3 CVE-2025-4210 

n/a--n/a 
An issue was discovered on goTenna v1 devices with app 5.5.3 and firmware 
0.25.5. A command channel includes the next hop. which can be intercepted and 
used to break frequency hopping. 

2025-05-01 7.1 CVE-2025-32887 

n/a--n/a 
An issue was discovered on goTenna Mesh devices with app 5.5.3 and firmware 
1.1.12. The verification token used for sending SMS through a goTenna server is 
hardcoded in the app. 

2025-05-01 7.3 CVE-2025-32888 

n/a--n/a 
An issue was discovered on goTenna v1 devices with app 5.5.3 and firmware 
0.25.5. The verification token used for sending SMS through a goTenna server is 
hardcoded in the app. 

2025-05-01 7.3 CVE-2025-32889 

Netgear--EX6120 

A vulnerability classified as critical was found in Netgear EX6120 1.0.0.68. Affected 
by this vulnerability is the function fwAcosCgiInbound. The manipulation of the 
argument host leads to buffer overflow. The attack can be launched remotely. The 
vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-30 8.8 CVE-2025-4139 

Netgear--EX6120 

A vulnerability, which was classified as critical, has been found in Netgear EX6120 
1.0.3.94. Affected by this issue is the function sub_30394. The manipulation of the 
argument host leads to buffer overflow. The attack may be launched remotely. The 
vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-30 8.8 CVE-2025-4140 

Netgear--EX6200 

A vulnerability, which was classified as critical, was found in Netgear EX6200 
1.0.3.94. This affects the function sub_3C03C. The manipulation of the argument 
host leads to buffer overflow. It is possible to initiate the attack remotely. The 
vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-30 8.8 CVE-2025-4141 
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Netgear--EX6200 

A vulnerability has been found in Netgear EX6200 1.0.3.94 and classified as critical. 
This vulnerability affects the function sub_3C8EC. The manipulation of the 
argument host leads to buffer overflow. The attack can be initiated remotely. The 
vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-30 8.8 CVE-2025-4142 

Netgear--EX6200 

A vulnerability, which was classified as critical, has been found in Netgear EX6200 
1.0.3.94. This issue affects the function sub_3D0BC. The manipulation of the 
argument host leads to buffer overflow. The attack may be initiated remotely. The 
vendor was contacted early about this disclosure but did not respond in any way. 

2025-05-01 8.8 CVE-2025-4145 

Netgear--EX6200 

A vulnerability, which was classified as critical, was found in Netgear EX6200 
1.0.3.94. Affected is the function sub_41940. The manipulation of the argument 
host leads to buffer overflow. It is possible to launch the attack remotely. The 
vendor was contacted early about this disclosure but did not respond in any way. 

2025-05-01 8.8 CVE-2025-4146 

Netgear--EX6200 

A vulnerability has been found in Netgear EX6200 1.0.3.94 and classified as critical. 
Affected by this vulnerability is the function sub_47F7C. The manipulation of the 
argument host leads to buffer overflow. The attack can be launched remotely. The 
vendor was contacted early about this disclosure but did not respond in any way. 

2025-05-01 8.8 CVE-2025-4147 

Netgear--EX6200 

A vulnerability was found in Netgear EX6200 1.0.3.94 and classified as critical. 
Affected by this issue is the function sub_503FC. The manipulation of the argument 
host leads to buffer overflow. The attack may be launched remotely. The vendor 
was contacted early about this disclosure but did not respond in any way. 

2025-05-01 8.8 CVE-2025-4148 

Netgear--EX6200 

A vulnerability was found in Netgear EX6200 1.0.3.94. It has been classified as 
critical. This affects the function sub_54014. The manipulation of the argument 
host leads to buffer overflow. It is possible to initiate the attack remotely. The 
vendor was contacted early about this disclosure but did not respond in any way. 

2025-05-01 8.8 CVE-2025-4149 

Netgear--EX6200 

A vulnerability was found in Netgear EX6200 1.0.3.94. It has been declared as 
critical. This vulnerability affects the function sub_54340. The manipulation of the 
argument host leads to buffer overflow. The attack can be initiated remotely. The 
vendor was contacted early about this disclosure but did not respond in any way. 

2025-05-01 8.8 CVE-2025-4150 

Netgear--
JWNR2000v2 

A vulnerability classified as critical has been found in Netgear JWNR2000v2 
1.0.0.11. Affected is the function check_language_file. The manipulation of the 
argument host leads to buffer overflow. It is possible to launch the attack 
remotely. The vendor was contacted early about this disclosure but did not 
respond in any way. 

2025-04-30 8.8 CVE-2025-4114 

Netgear--
JWNR2000v2 

A vulnerability classified as critical was found in Netgear JWNR2000v2 1.0.0.11. 
Affected by this vulnerability is the function default_version_is_new. The 
manipulation of the argument host leads to buffer overflow. The attack can be 
launched remotely. The vendor was contacted early about this disclosure but did 
not respond in any way. 

2025-04-30 8.8 CVE-2025-4115 

Netgear--
JWNR2000v2 

A vulnerability, which was classified as critical, has been found in Netgear 
JWNR2000v2 1.0.0.11. Affected by this issue is the function get_cur_lang_ver. The 
manipulation of the argument host leads to buffer overflow. The attack may be 
launched remotely. The vendor was contacted early about this disclosure but did 
not respond in any way. 

2025-04-30 8.8 CVE-2025-4116 

Netgear--
JWNR2000v2 

A vulnerability was found in Netgear JWNR2000v2 1.0.0.11. It has been classified as 
critical. Affected is the function sub_4238E8. The manipulation of the argument 
host leads to buffer overflow. It is possible to launch the attack remotely. The 
vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-30 8.8 CVE-2025-4120 

nootheme--Job 
Listings 

The Job Listings plugin for WordPress is vulnerable to Privilege Escalation due to 
improper authorization within the register_action() function in versions 0.1 to 
0.1.1. The plugin's registration handler reads the client-supplied 
$_POST['user_role'] and passes it directly to wp_insert_user() without restricting to 
a safe set of roles. This makes it possible for unauthenticated attackers to elevate 
their privileges to that of an administrator. 

2025-05-03 9.8 CVE-2025-3918 

Novel-Plus--Novel-
Plus 

A vulnerability, which was classified as critical, was found in 20120630 Novel-Plus 
up to 0e156c04b4b7ce0563bef6c97af4476fcda8f160. Affected is the function 
genCode of the file novel-
admin/src/main/java/com/java2nb/common/controller/GeneratorController.java. 
The manipulation leads to missing authentication. It is possible to launch the attack 
remotely. The exploit has been disclosed to the public and may be used. The 
vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-28 7.3 CVE-2025-4019 

NVIDIA--GPU 
Display Driver, 
vGPU Software, 
Cloud Gaming 

NVIDIA GPU Display Driver for Linux contains a vulnerability which could allow an 
unprivileged attacker to escalate permissions. A successful exploit of this 
vulnerability might lead to code execution, denial of service, escalation of 
privileges, information disclosure, and data tampering. 

2025-05-01 7.8 CVE-2025-23244 
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NVIDIA--TensorRT-
LLM 

NVIDIA TensorRT-LLM for any platform contains a vulnerability in python executor 
where an attacker may cause a data validation issue by local access to the TRTLLM 
server. A successful exploit of this vulnerability may lead to code execution, 
information disclosure and data tampering. 

2025-05-01 8.8 CVE-2025-23254 

Oracle 
Corporation--
Oracle Linux 

In newer version of the SBC specs, we have a NDOB bit that indicates there is no 
data buffer that gets written out. If this bit is set using commands like 
"sg_write_same --ndob" we will crash in target_core_iblock/file's 
execute_write_same handlers when we go to access the se_cmd->t_data_sg 
because its NULL. CVSS 3.1 Base Score 7.7 (Availability impacts). CVSS Vector: 
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H). 

2025-05-02 7.7 CVE-2022-21546 

PCMan--FTP Server 

A vulnerability, which was classified as critical, was found in PCMan FTP Server up 
to 2.0.7. Affected is an unknown function of the component RENAME Command 
Handler. The manipulation leads to buffer overflow. It is possible to launch the 
attack remotely. The exploit has been disclosed to the public and may be used. 

2025-04-29 7.3 CVE-2025-4079 

PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server up to 2.0.7. It has been classified as 
critical. Affected is an unknown function of the component PROMPT Command 
Handler. The manipulation leads to buffer overflow. It is possible to launch the 
attack remotely. The exploit has been disclosed to the public and may be used. 

2025-05-01 7.3 CVE-2025-4158 

PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server up to 2.0.7. It has been declared as 
critical. Affected by this vulnerability is an unknown functionality of the component 
GLOB Command Handler. The manipulation leads to buffer overflow. The attack 
can be launched remotely. The exploit has been disclosed to the public and may be 
used. 

2025-05-01 7.3 CVE-2025-4159 

PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server up to 2.0.7. It has been rated as 
critical. Affected by this issue is some unknown functionality of the component LS 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-01 7.3 CVE-2025-4160 

PCMan--FTP Server 

A vulnerability classified as critical has been found in PCMan FTP Server up to 2.0.7. 
This affects an unknown part of the component VERBOSE Command Handler. The 
manipulation leads to buffer overflow. It is possible to initiate the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-01 7.3 CVE-2025-4161 

PCMan--FTP Server 

A vulnerability classified as critical was found in PCMan FTP Server up to 2.0.7. This 
vulnerability affects unknown code of the component ASCII Command Handler. 
The manipulation leads to buffer overflow. The attack can be initiated remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-01 7.3 CVE-2025-4162 

PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server 2.0.7. It has been classified as 
critical. Affected is an unknown function of the component TRACE Command 
Handler. The manipulation leads to buffer overflow. It is possible to launch the 
attack remotely. The exploit has been disclosed to the public and may be used. 

2025-05-01 7.3 CVE-2025-4180 

PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server 2.0.7. It has been declared as 
critical. Affected by this vulnerability is an unknown functionality of the component 
SEND Command Handler. The manipulation leads to buffer overflow. The attack 
can be launched remotely. The exploit has been disclosed to the public and may be 
used. 

2025-05-01 7.3 CVE-2025-4181 

PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server 2.0.7. It has been rated as critical. 
Affected by this issue is some unknown functionality of the component BELL 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-01 7.3 CVE-2025-4182 

PCMan--FTP Server 

A vulnerability classified as critical has been found in PCMan FTP Server 2.0.7. This 
affects an unknown part of the component RECV Command Handler. The 
manipulation leads to buffer overflow. It is possible to initiate the attack remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-01 7.3 CVE-2025-4183 

PCMan--FTP Server 

A vulnerability classified as critical was found in PCMan FTP Server 2.0.7. This 
vulnerability affects unknown code of the component QUOTE Command Handler. 
The manipulation leads to buffer overflow. The attack can be initiated remotely. 
The exploit has been disclosed to the public and may be used. 

2025-05-01 7.3 CVE-2025-4184 

PCMan--FTP Server 

A vulnerability has been found in PCMan FTP Server 2.0.7 and classified as critical. 
Affected by this vulnerability is an unknown functionality of the component MDIR 
Command Handler. The manipulation leads to buffer overflow. The attack can be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-03 7.3 CVE-2025-4236 

PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server 2.0.7 and classified as critical. 
Affected by this issue is some unknown functionality of the component MDELETE 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-03 7.3 CVE-2025-4237 
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PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server 2.0.7. It has been classified as 
critical. This affects an unknown part of the component MGET Command Handler. 
The manipulation leads to buffer overflow. It is possible to initiate the attack 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-03 7.3 CVE-2025-4238 

PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server 2.0.7. It has been declared as 
critical. This vulnerability affects unknown code of the component TYPE Command 
Handler. The manipulation leads to buffer overflow. The attack can be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-03 7.3 CVE-2025-4239 

PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server 2.0.7. It has been rated as critical. 
This issue affects some unknown processing of the component LCD Command 
Handler. The manipulation leads to buffer overflow. The attack may be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-03 7.3 CVE-2025-4240 

PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server 2.0.7 and classified as critical. This 
issue affects some unknown processing of the component RMDIR Command 
Handler. The manipulation leads to buffer overflow. The attack may be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-05-04 7.3 CVE-2025-4251 

PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server 2.0.7. It has been classified as 
critical. Affected is an unknown function of the component APPEND Command 
Handler. The manipulation leads to buffer overflow. It is possible to launch the 
attack remotely. The exploit has been disclosed to the public and may be used. 

2025-05-04 7.3 CVE-2025-4252 

PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server 2.0.7. It has been declared as 
critical. Affected by this vulnerability is an unknown functionality of the component 
HASH Command Handler. The manipulation leads to buffer overflow. The attack 
can be launched remotely. The exploit has been disclosed to the public and may be 
used. 

2025-05-04 7.3 CVE-2025-4253 

PCMan--FTP Server 

A vulnerability was found in PCMan FTP Server 2.0.7. It has been rated as critical. 
Affected by this issue is some unknown functionality of the component LIST 
Command Handler. The manipulation leads to buffer overflow. The attack may be 
launched remotely. The exploit has been disclosed to the public and may be used. 

2025-05-04 7.3 CVE-2025-4254 

PHPGuruku--
Online DJ Booking 
Management 
System 

A vulnerability was found in PHPGuruku Online DJ Booking Management System 
1.0 and classified as critical. This issue affects some unknown processing of the file 
/admin/booking-bwdates-reports-details.php. The manipulation of the argument 
fromdate leads to sql injection. The attack may be initiated remotely. The exploit 
has been disclosed to the public and may be used. Other parameters might be 
affected as well. 

2025-05-02 7.3 CVE-2025-4214 

PHPGurukul--Art 
Gallery 
Management 
System 

A vulnerability was found in PHPGurukul Art Gallery Management System 1.0. It 
has been classified as critical. Affected is an unknown function of the file 
/admin/aboutus.php. The manipulation of the argument pagetitle leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-28 7.3 CVE-2025-4013 

PHPGurukul--Art 
Gallery 
Management 
System 

A vulnerability was found in PHPGurukul Art Gallery Management System 1.0. It 
has been declared as critical. Affected by this vulnerability is an unknown 
functionality of the file /admin/manage-art-medium.php. The manipulation of the 
argument artmed leads to sql injection. The attack can be launched remotely. The 
exploit has been disclosed to the public and may be used. 

2025-04-28 7.3 CVE-2025-4014 

PHPGurukul--Blood 
Bank & Donor 
Management 
System 

A vulnerability has been found in PHPGurukul Blood Bank & Donor Management 
System 2.4 and classified as critical. This vulnerability affects unknown code of the 
file /admin/request-received-bydonar.php. The manipulation of the argument 
searchdata leads to sql injection. The attack can be initiated remotely. The exploit 
has been disclosed to the public and may be used. 

2025-05-01 7.3 CVE-2025-4176 

PHPGurukul--
COVID19 Testing 
Management 
System 

A vulnerability was found in PHPGurukul COVID19 Testing Management System 
1.0. It has been declared as critical. This vulnerability affects unknown code of the 
file /password-recovery.php. The manipulation of the argument 
username/contactno leads to sql injection. The attack can be initiated remotely. 
The exploit has been disclosed to the public and may be used. Other parameters 
might be affected as well. 

2025-04-28 7.3 CVE-2025-4004 

PHPGurukul--
COVID19 Testing 
Management 
System 

A vulnerability was found in PHPGurukul COVID19 Testing Management System 
1.0. It has been rated as critical. This issue affects some unknown processing of the 
file /patient-report.php. The manipulation of the argument searchdata leads to sql 
injection. The attack may be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-28 7.3 CVE-2025-4005 

PHPGurukul--
COVID19 Testing 
Management 
System 

A vulnerability has been found in PHPGurukul COVID19 Testing Management 
System 1.0 and classified as critical. Affected by this vulnerability is an unknown 
functionality of the file /profile.php. The manipulation of the argument 
mobilenumber leads to sql injection. The attack can be launched remotely. The 

2025-04-28 7.3 CVE-2025-4028 
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exploit has been disclosed to the public and may be used. Other parameters might 
be affected as well. 

PHPGurukul--
COVID19 Testing 
Management 
System 

A vulnerability was found in PHPGurukul COVID19 Testing Management System 
1.0. It has been classified as critical. This affects an unknown part of the file 
/search-report-result.php. The manipulation of the argument serachdata leads to 
sql injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-28 7.3 CVE-2025-4030 

PHPGurukul--
COVID19 Testing 
Management 
System 

A vulnerability has been found in PHPGurukul COVID19 Testing Management 
System 1.0 and classified as critical. This vulnerability affects unknown code of the 
file /test-details.php. The manipulation of the argument Status leads to sql 
injection. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-29 7.3 CVE-2025-4071 

PHPGurukul--
COVID19 Testing 
Management 
System 

A vulnerability, which was classified as critical, has been found in PHPGurukul 
COVID19 Testing Management System 1.0. Affected by this issue is some unknown 
functionality of the file /login.php. The manipulation of the argument Username 
leads to sql injection. The attack may be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-01 7.3 CVE-2025-4174 

PHPGurukul--
Curfew e-Pass 
Management 
System 

A vulnerability was found in PHPGurukul Curfew e-Pass Management System 1.0. It 
has been declared as critical. Affected by this vulnerability is an unknown 
functionality of the file /admin/pass-bwdates-report.php. The manipulation of the 
argument fromdate/todate leads to sql injection. The attack can be launched 
remotely. The exploit has been disclosed to the public and may be used. 

2025-04-29 7.3 CVE-2025-4074 

PHPGurukul--
Curfew e-Pass 
Management 
System 

A vulnerability was found in PHPGurukul Curfew e-Pass Management System 1.0. It 
has been rated as critical. This issue affects some unknown processing of the file 
/admin/pass-bwdates-reports-details.php. The manipulation of the argument 
fromdate leads to sql injection. The attack may be initiated remotely. The exploit 
has been disclosed to the public and may be used. Other parameters might be 
affected as well. 

2025-05-01 7.3 CVE-2025-4151 

PHPGurukul--Cyber 
Cafe Management 
System 

A vulnerability classified as critical has been found in PHPGurukul Cyber Cafe 
Management System 1.0. This affects an unknown part of the file /add-
computer.php. The manipulation of the argument compname/comploc leads to sql 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-03 7.3 CVE-2025-4226 

PHPGurukul--e-
Diary Management 
System 

A vulnerability was found in PHPGurukul e-Diary Management System 1.0 and 
classified as critical. Affected by this issue is some unknown functionality of the file 
/manage-categories.php. The manipulation of the argument ID leads to sql 
injection. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-04 7.3 CVE-2025-4249 

PHPGurukul--
Employee Record 
Management 
System 

A vulnerability, which was classified as critical, was found in PHPGurukul Employee 
Record Management System 1.3. Affected is an unknown function of the file 
changepassword.php. The manipulation of the argument currentpassword leads to 
sql injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-01 7.3 CVE-2025-4164 

PHPGurukul--
Employee Record 
Management 
System 

A vulnerability has been found in PHPGurukul Employee Record Management 
System 1.3 and classified as critical. Affected by this vulnerability is an unknown 
functionality of the file /editmyeducation.php. The manipulation of the argument 
coursepg leads to sql injection. The attack can be launched remotely. The exploit 
has been disclosed to the public and may be used. 

2025-05-02 7.3 CVE-2025-4191 

PHPGurukul--
Nipah Virus Testing 
Management 
System 

A vulnerability, which was classified as critical, has been found in PHPGurukul 
Nipah Virus Testing Management System 1.0. This issue affects some unknown 
processing of the file /profile.php. The manipulation of the argument 
adminname/mobilenumber leads to sql injection. The attack may be initiated 
remotely. The exploit has been disclosed to the public and may be used. 

2025-04-28 7.3 CVE-2025-4026 

PHPGurukul--
Nipah Virus Testing 
Management 
System 

A vulnerability classified as critical has been found in PHPGurukul Nipah Virus 
Testing Management System 1.0. Affected is an unknown function of the file 
/patient-search-report.php. The manipulation of the argument searchdata leads to 
sql injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-28 7.3 CVE-2025-4033 

PHPGurukul--
Notice Board 
System 

A vulnerability, which was classified as critical, has been found in PHPGurukul 
Notice Board System 1.0. This issue affects some unknown processing of the file 
/category.php. The manipulation of the argument catname leads to sql injection. 
The attack may be initiated remotely. The exploit has been disclosed to the public 
and may be used. 

2025-04-29 7.3 CVE-2025-4060 

PHPGurukul--Old 
Age Home 

A vulnerability was found in PHPGurukul Old Age Home Management System 1.0 
and classified as critical. Affected by this issue is some unknown functionality of the 

2025-04-28 7.3 CVE-2025-4020 
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Management 
System 

file /contact.php. The manipulation of the argument fname leads to sql injection. 
The attack may be launched remotely. The exploit has been disclosed to the public 
and may be used. Other parameters might be affected as well. 

PHPGurukul--Old 
Age Home 
Management 
System 

A vulnerability, which was classified as critical, was found in PHPGurukul Old Age 
Home Management System 1.0. Affected is an unknown function of the file 
/admin/rules.php. The manipulation of the argument pagetitle leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-28 7.3 CVE-2025-4027 

PHPGurukul--
Online Birth 
Certificate System 

A vulnerability classified as critical has been found in PHPGurukul Online Birth 
Certificate System 1.0. Affected is an unknown function of the file 
/admin/bwdates-reports-details.php. The manipulation of the argument fromdate 
leads to sql injection. It is possible to launch the attack remotely. The exploit has 
been disclosed to the public and may be used. Other parameters might be affected 
as well. 

2025-05-01 7.3 CVE-2025-4152 

PHPGurukul--
Online Birth 
Certificate System 

A vulnerability has been found in PHPGurukul Online Birth Certificate System 1.0 
and classified as critical. This vulnerability affects unknown code of the file 
/admin/search.php. The manipulation of the argument searchdata leads to sql 
injection. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-02 7.3 CVE-2025-4213 

PHPGurukul--
Online Birth 
Certificate System 

A vulnerability classified as critical was found in PHPGurukul Online Birth Certificate 
System 2.0. Affected by this vulnerability is an unknown functionality of the file 
/admin/between-dates-report.php. The manipulation of the argument fromdate 
leads to sql injection. The attack can be launched remotely. The exploit has been 
disclosed to the public and may be used. Other parameters might be affected as 
well. 

2025-05-03 7.3 CVE-2025-4242 

PHPGurukul--Park 
Ticketing 
Management 
System 

A vulnerability classified as critical was found in PHPGurukul Park Ticketing 
Management System 2.0. Affected by this vulnerability is an unknown functionality 
of the file /profile.php. The manipulation of the argument adminname leads to sql 
injection. The attack can be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-05-01 7.3 CVE-2025-4153 

PHPGurukul--Pre-
School Enrollment 
System 

A vulnerability was found in PHPGurukul Pre-School Enrollment System 1.0. It has 
been declared as critical. This vulnerability affects unknown code of the file 
/admin/aboutus.php. The manipulation of the argument pagetitle leads to sql 
injection. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-28 7.3 CVE-2025-4031 

PHPGurukul--Rail 
Pass Management 
System 

A vulnerability was found in PHPGurukul Rail Pass Management System 1.0. It has 
been rated as critical. Affected by this issue is some unknown functionality of the 
file /admin/search-pass.php. The manipulation of the argument searchdata leads 
to sql injection. The attack may be launched remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-28 7.3 CVE-2025-4039 

PHPGurukul--Rail 
Pass Management 
System 

A vulnerability, which was classified as critical, was found in PHPGurukul Rail Pass 
Management System 1.0. This affects an unknown part of the file 
/admin/changeimage.php. The manipulation of the argument editid leads to sql 
injection. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-29 7.3 CVE-2025-4070 

PHPGurukul--
Student Record 
System 

A vulnerability was found in PHPGurukul Student Record System 3.20. It has been 
classified as critical. Affected is an unknown function of the file /change-
password.php. The manipulation of the argument currentpassword leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-04-29 7.3 CVE-2025-4073 

PHPGurukul--
Student Record 
System 

A vulnerability, which was classified as critical, was found in PHPGurukul Student 
Record System 3.20. Affected is an unknown function of the file /add-subject.php. 
The manipulation of the argument sub1 leads to sql injection. It is possible to 
launch the attack remotely. The exploit has been disclosed to the public and may 
be used. 

2025-04-30 7.3 CVE-2025-4108 

PHPGurukul--
Student Record 
System 

A vulnerability was found in PHPGurukul Student Record System 3.20. It has been 
declared as critical. This vulnerability affects unknown code of the file /add-
course.php. The manipulation of the argument course-short leads to sql injection. 
The attack can be initiated remotely. The exploit has been disclosed to the public 
and may be used. 

2025-04-30 7.3 CVE-2025-4112 

PHPGurukul--
Teacher Subject 
Allocation 
Management 
System 

A vulnerability classified as critical has been found in PHPGurukul Teacher Subject 
Allocation Management System 1.0. Affected is an unknown function of the file 
/admin/search.php. The manipulation of the argument searchdata leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2025-05-03 7.3 CVE-2025-4241 
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PowerDNS--
DNSdist 

When DNSdist is configured to provide DoH via the nghttp2 provider, an attacker 
can cause a denial of service by crafting a DoH exchange that triggers an illegal 
memory access (double-free) and crash of DNSdist, causing a denial of service. The 
remedy is: upgrade to the patched 1.9.9 version. A workaround is to temporarily 
switch to the h2o provider until DNSdist has been upgraded to a fixed version. We 
would like to thank Charles Howes for bringing this issue to our attention. 

2025-04-29 7.5 CVE-2025-30194 

Profelis 
Informatics--
SambaBox 

Improper Control of Generation of Code ('Code Injection') vulnerability in Profelis 
Informatics SambaBox allows Code Injection.This issue affects SambaBox: before 
5.1. 

2025-05-02 8.2 CVE-2025-2421 

projectopia--
Projectopia 
WordPress Project 
Management 

The Projectopia - WordPress Project Management plugin for WordPress is 
vulnerable to unauthorized modification of data that can lead to a denial of service 
due to a missing capability check on the 'pto_remove_logo' function in all versions 
up to, and including, 5.1.16. This makes it possible for authenticated attackers, 
with Subscriber-level access and above, to delete arbitrary option values on the 
WordPress site. This can be leveraged to delete an option that would create an 
error on the site and deny service to legitimate users. 

2025-05-01 8.1 CVE-2025-3952 

Projectworlds--
Online 
Examination 
System 

A vulnerability classified as critical has been found in Projectworlds Online 
Examination System 1.0. This affects an unknown part of the file 
/Bloodgroop_process.php. The manipulation of the argument Pat_BloodGroup1 
leads to sql injection. It is possible to initiate the attack remotely. The exploit has 
been disclosed to the public and may be used. 

2025-04-29 7.3 CVE-2025-4058 

projectworlds--
Online 
Examination 
System 

A vulnerability classified as critical was found in projectworlds Online Examination 
System 1.0. Affected by this vulnerability is an unknown functionality of the file 
/inser_doc_process.php. The manipulation of the argument Doc_ID leads to sql 
injection. The attack can be launched remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-28 7.3 CVE-2025-4034 

Red Hat--Red Hat 
Build of Keycloak 

A flaw was found in Keycloak. By setting a verification policy to 'ALL', the trust store 
certificate verification is skipped, which is unintended. 

2025-04-29 8.2 CVE-2025-3501 

Ribbon 
Communications--
Apollo 9608 

CWE-250: Execution with Unnecessary Privileges 2025-04-29 8 CVE-2025-23180 

Ribbon 
Communications--
Apollo 9608 

CWE-250: Execution with Unnecessary Privileges 2025-04-29 8 CVE-2025-23181 

Ribbon 
Communications--
Apollo 9608 

CWE-427: Uncontrolled Search Path Element 2025-04-29 7.6 CVE-2025-23177 

Ribbon 
Communications--
Apollo 9608 

CWE-923: Improper Restriction of Communication Channel to Intended Endpoints 2025-04-29 7.6 CVE-2025-23178 

ScriptAndTools--
Online-Travling-
System 

A vulnerability was found in ScriptAndTools Online-Travling-System 1.0. It has been 
declared as critical. This vulnerability affects unknown code of the file 
/admin/addadvertisement.php. The manipulation leads to improper access 
controls. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-29 7.3 CVE-2025-4065 

ScriptAndTools--
Online-Travling-
System 

A vulnerability was found in ScriptAndTools Online-Travling-System 1.0. It has been 
rated as critical. This issue affects some unknown processing of the file 
/admin/addpackage.php. The manipulation leads to improper access controls. The 
attack may be initiated remotely. The exploit has been disclosed to the public and 
may be used. 

2025-04-29 7.3 CVE-2025-4066 

scripteo--Ads Pro 
Plugin - Multi-
Purpose 
WordPress 
Advertising 
Manager 

The Ads Pro Plugin - Multi-Purpose WordPress Advertising Manager plugin for 
WordPress is vulnerable to SQL Injection via the 'a_id' parameter in all versions up 
to, and including, 4.88 due to insufficient escaping on the user supplied parameter 
and lack of sufficient preparation on the existing SQL query. This makes it possible 
for unauthenticated attackers to append additional SQL queries into already 
existing queries that can be used to extract sensitive information from the 
database. 

2025-05-02 7.5 CVE-2024-13322 

SICK AG--SICK 
FLX0-GPNT100 

A remote unauthenticated attacker may be able to change the IP adress of the 
device, and therefore affecting the availability of the device. 

2025-04-28 7.5 CVE-2025-32470 

smartcms--
Advance Seat 
Reservation 
Management for 
WooCommerce 

The Advance Seat Reservation Management for WooCommerce plugin for 
WordPress is vulnerable to SQL Injection via the 'profileId' parameter in all versions 
up to, and including, 3.3 due to insufficient escaping on the user supplied 
parameter and lack of sufficient preparation on the existing SQL query. This makes 
it possible for unauthenticated attackers to append additional SQL queries into 

2025-05-02 7.5 CVE-2024-13344 
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https://www.cve.org/CVERecord?id=CVE-2025-32470
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already existing queries that can be used to extract sensitive information from the 
database. 

spicethemes--
NewsBlogger 

The NewsBlogger theme for WordPress is vulnerable to arbitrary file uploads due 
to a missing capability check on the newsblogger_install_and_activate_plugin() 
function in all versions up to, and including, 0.2.5.1. This makes it possible for 
authenticated attackers, with subscriber-level access and above, to upload 
arbitrary files on the affected site's server which may make remote code execution 
possible. 

2025-05-01 8.8 CVE-2025-1304 

spicethemes--
NewsBlogger 

The NewsBlogger theme for WordPress is vulnerable to Cross-Site Request Forgery 
in all versions up to, and including, 0.2.5.4. This is due to missing or incorrect nonce 
validation on the newsblogger_install_and_activate_plugin() function. This makes 
it possible for unauthenticated attackers to upload arbitrary files and achieve 
remote code execution via a forged request granted they can trick a site 
administrator into performing an action such as clicking on a link. 

2025-05-01 8.8 CVE-2025-1305 

Spring--Spring 
Boot 

EndpointRequest.to() creates a matcher for null/** if the actuator endpoint, for 
which the EndpointRequest has been created, is disabled or not exposed. Your 
application may be affected by this if all the following conditions are met: * You 
use Spring Security * EndpointRequest.to() has been used in a Spring Security chain 
configuration * The endpoint which EndpointRequest references is disabled or not 
exposed via web * Your application handles requests to /null and this path needs 
protection You are not affected if any of the following is true: * You don't use 
Spring Security * You don't use EndpointRequest.to() * The endpoint which 
EndpointRequest.to() refers to is enabled and is exposed * Your application does 
not handle requests to /null or this path does not need protection 

2025-04-28 7.3 CVE-2025-22235 

StylemixThemes--
Motors - Car 
Dealer, Rental & 
Listing WordPress 
theme 

The The Motors - Car Dealer, Rental & Listing WordPress theme theme for 
WordPress is vulnerable to arbitrary shortcode execution in all versions up to, and 
including, 5.6.65. This is due to the software allowing users to execute an action 
that does not properly validate a value before running do_shortcode. This makes it 
possible for unauthenticated attackers to execute arbitrary shortcodes. *It is 
unclear exactly which version the issue was patched in from the changelog. 
Therefore, we used the latest version at the time of verification. 

2025-05-03 7.3 CVE-2024-13738 

Tenda--W12 

A vulnerability classified as critical was found in Tenda W12 and i24 
3.0.0.4(2887)/3.0.0.5(3644). Affected by this vulnerability is the function 
cgidhcpsCfgSet of the file /goform/modules of the component httpd. The 
manipulation of the argument json leads to stack-based buffer overflow. The 
attack can be launched remotely. The exploit has been disclosed to the public and 
may be used. 

2025-04-28 8.8 CVE-2025-4007 

TheCartPress--
boot-store 

The TheCartPress boot-store (aka Boot Store) theme 1.6.4 for WordPress allows 
header.php tcp_register_error XSS. NOTE: CVE-2015-4582 is not assigned to any 
Oracle product. 

2025-04-28 7.2 CVE-2015-4582 

thedrifted--OTP-
less one tap Sign in 

The OTP-less one tap Sign in plugin for WordPress is vulnerable to privilege 
escalation via account takeover in versions 2.0.14 to 2.0.59. This is due to the 
plugin not properly validating a user's identity prior to updating their details, like 
email. This makes it possible for unauthenticated attackers to change arbitrary 
users' email addresses, including administrators, and leverage that to reset the 
user's password and gain access to their account. Additionally, the plugin returns 
authentication cookies in the response, which can be used to access the account 
directly. 

2025-05-02 9.8 CVE-2025-3746 

TOTOLINK--
N150RT 

A vulnerability has been found in TOTOLINK N150RT 3.4.0-B20190525 and 
classified as critical. This vulnerability affects unknown code of the file 
/boafrm/formWlwds. The manipulation of the argument submit-url leads to buffer 
overflow. The attack can be initiated remotely. The exploit has been disclosed to 
the public and may be used. 

2025-04-28 8.8 CVE-2025-3992 

TOTOLINK--
N150RT 

A vulnerability was found in TOTOLINK N150RT 3.4.0-B20190525 and classified as 
critical. This issue affects some unknown processing of the file /boafrm/formWsc. 
The manipulation of the argument submit-url leads to buffer overflow. The attack 
may be initiated remotely. The exploit has been disclosed to the public and may be 
used. 

2025-04-28 8.8 CVE-2025-3993 

troglobit--finit 

Finit is a fast init for Linux systems. Versions starting from 3.0-rc1 and prior to 
version 4.11 bundle an implementation of getty for the `tty` configuration directive 
that can bypass `/bin/login`, i.e., a user can log in as any user without 
authentication. This issue has been patched in version 4.11. 

2025-04-29 8.6 CVE-2025-29906 

Usermin--Usermin 
Usermin 0.980 through 1.x before 1.660 allows uconfig_save.cgi sig_file_free 
remote code execution because it uses the two argument (not three argument) 
form of Perl open. 

2025-04-28 9.9 CVE-2015-2079 
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v1rustyle--Flynax 
Bridge 

The Flynax Bridge plugin for WordPress is vulnerable to limited Privilege Escalation 
due to a missing capability check on the registerUser() function in all versions up 
to, and including, 2.2.0. This makes it possible for unauthenticated attackers to 
register new user accounts as authors. 

2025-05-02 7.3 CVE-2025-4179 

vllm-project--vllm 

vLLM is a high-throughput and memory-efficient inference and serving engine for 
LLMs. Versions starting from 0.6.5 and prior to 0.8.5, having vLLM integration with 
mooncake, are vulnerable to remote code execution due to using pickle based 
serialization over unsecured ZeroMQ sockets. The vulnerable sockets were set to 
listen on all network interfaces, increasing the likelihood that an attacker is able to 
reach the vulnerable ZeroMQ sockets to carry out an attack. vLLM instances that 
do not make use of the mooncake integration are not vulnerable. This issue has 
been patched in version 0.8.5. 

2025-04-30 10 CVE-2025-32444 

vllm-project--vllm 

vLLM is a high-throughput and memory-efficient inference and serving engine for 
LLMs. Versions starting from 0.5.2 and prior to 0.8.5 are vulnerable to denial of 
service and data exposure via ZeroMQ on multi-node vLLM deployment. In a multi-
node vLLM deployment, vLLM uses ZeroMQ for some multi-node communication 
purposes. The primary vLLM host opens an XPUB ZeroMQ socket and binds it to 
ALL interfaces. While the socket is always opened for a multi-node deployment, it 
is only used when doing tensor parallelism across multiple hosts. Any client with 
network access to this host can connect to this XPUB socket unless its port is 
blocked by a firewall. Once connected, these arbitrary clients will receive all of the 
same data broadcasted to all of the secondary vLLM hosts. This data is internal 
vLLM state information that is not useful to an attacker. By potentially connecting 
to this socket many times and not reading data published to them, an attacker can 
also cause a denial of service by slowing down or potentially blocking the publisher. 
This issue has been patched in version 0.8.5. 

2025-04-30 7.5 CVE-2025-30202 

Wiesemann & 
Theis--Com-
Server++ 

An unauthenticated remote attacker could exploit the used, insecure TLS 1.0 and 
TLS 1.1 protocols to intercept and manipulate encrypted communications between 
the Com-Server and connected systems. 

2025-04-28 9.1 CVE-2025-3200 

xwiki--xwiki-
platform 

XWiki is a generic wiki platform. In versions starting from 15.9-rc-1 to before 
15.10.12, from 16.0.0-rc-1 to before 16.4.3, and from 16.5.0-rc-1 to before 16.8.0-
rc-1, when a user with programming rights edits a document in XWiki that was last 
edited by a user without programming rights and contains an 
XWiki.ComponentClass, there is no warning that this will grant programming rights 
to this object. An attacker who created such a malicious object could use this to 
gain programming rights on the wiki. For this, the attacker needs to have edit rights 
on at least one page to place this object and then get an admin user to edit that 
document. This issue has been patched in versions 15.10.12, 16.4.3, and 16.8.0-rc-
1. 

2025-04-30 9.1 CVE-2025-32973 

xwiki--xwiki-
platform 

XWiki is a generic wiki platform. In versions starting from 15.9-rc-1 to before 
15.10.8 and from 16.0.0-rc-1 to before 16.2.0, the required rights analysis doesn't 
consider TextAreas with default content type. When editing a page, XWiki warns 
since version 15.9 when there is content on the page like a script macro that would 
gain more rights due to the editing. This analysis doesn't consider certain kinds of 
properties, allowing a user to put malicious scripts in there that will be executed 
after a user with script, admin, or programming rights edited the page. Such a 
malicious script could impact the confidentiality, integrity and availability of the 
whole XWiki installation. This issue has been patched in versions 15.10.8 and 
16.2.0. 

2025-04-30 9.1 CVE-2025-32974 

Yordam 
Informatics--
Library 
Automation 
System 

Improper Neutralization of Input During Web Page Generation (XSS or 'Cross-site 
Scripting') vulnerability in Yordam Informatics Library Automation System allows 
Reflected XSS.This issue affects Library Automation System: before 21.6. 

2025-05-02 7.4 CVE-2025-1301 
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accredible--

Accredible 

Certificates & 

Open Badges 

  

The Accredible Certificates & Open Badges plugin for WordPress is vulnerable to 

time-based SQL Injection via the 'orderby' parameter in all versions up to, and 

including, 1.4.9 due to insufficient escaping on the user supplied parameter and 

lack of sufficient preparation on the existing SQL query. This makes it possible for 

authenticated attackers, with Administrator-level access and above, to append 

additional SQL queries into already existing queries that can be used to extract 

sensitive information from the database. 

2025-04-10 4.9  CVE-2024-13909 

adobe -- 

framemaker 

  

Adobe Framemaker versions 2020.8, 2022.6 and earlier are affected by a NULL 

Pointer Dereference vulnerability that could result in an application denial-of-

service. An attacker could exploit this vulnerability to crash the application, leading 

to a denial of service condition. Exploitation of this issue requires user interaction 

in that a victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-30300 

adobe -- 

framemaker 

  

Adobe Framemaker versions 2020.8, 2022.6 and earlier are affected by a NULL 

Pointer Dereference vulnerability that could result in an application denial-of-

service. An attacker could exploit this vulnerability to crash the application, leading 

to a denial-of-service condition. Exploitation of this issue requires user interaction 

in that a victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-30301 

adobe -- 

framemaker 

  

Adobe Framemaker versions 2020.8, 2022.6 and earlier are affected by an out-of-

bounds read vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2025-04-08 5.5  CVE-2025-30302 

adobe -- 

framemaker 

  

Adobe Framemaker versions 2020.8, 2022.6 and earlier are affected by an out-of-

bounds read vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2025-04-08 5.5  CVE-2025-30303 

Apple--iOS and 

iPadOS 

  

A permissions issue was addressed with additional restrictions. This issue is fixed in 

iOS 17 and iPadOS 17, macOS Sonoma 14. An app may be able to access sensitive 

user data. 

2025-04-11 4.3  CVE-2023-38614 

Apple--iOS and 

iPadOS 

  

Private Browsing tabs may be accessed without authentication. This issue is fixed in 

iOS 17 and iPadOS 17. The issue was addressed with improved UI. 
2025-04-11 4 CVE-2023-42973 

Apple--macOS 

  

Processing a file may lead to a denial-of-service or potentially disclose memory 

contents. This issue is fixed in macOS 14. The issue was addressed with improved 

checks. 

2025-04-11 5.4  CVE-2023-42981 

Arm Ltd--Valhall 

GPU Userspace 

Driver 

  

Improper Restriction of Operations within the Bounds of a Memory Buffer 

vulnerability in Arm Ltd Bifrost GPU Userspace Driver, Arm Ltd Valhall GPU 

Userspace Driver, Arm Ltd Arm 5th Gen GPU Architecture Userspace Driver allows 

a non-privileged user process to make valid GPU processing operations, including 

via WebGL or WebGPU, to access a limited amount outside of buffer bounds.This 

issue affects Bifrost GPU Userspace Driver: from r0p0 through r49p2, from r50p0 

through r51p0; Valhall GPU Userspace Driver: from r19p0 through r49p2, from 

r50p0 through r53p0; Arm 5th Gen GPU Architecture Userspace Driver: from r41p0 

through r49p2, from r50p0 through r53p0. 

2025-04-07 5.9  CVE-2025-0050 

ays-pro -- 

survey_maker 

  

Authentication Bypass by Spoofing vulnerability in Ays Pro Survey Maker allows 

Identity Spoofing. This issue affects Survey Maker: from n/a through 5.1.5.4. 
2025-04-10 4.3  CVE-2025-32275 

code-projects--

Patient Record 

Management 

A vulnerability classified as critical has been found in code-projects Patient Record 

Management System 1.0. This affects an unknown part of the file 

/dental_pending.php. The manipulation of the argument ID leads to sql injection. It 

2025-04-07 6.3  CVE-2025-3347 
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System 

  

is possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. 

code-projects--

Patient Record 

Management 

System 

  

A vulnerability classified as critical was found in code-projects Patient Record 

Management System 1.0. This vulnerability affects unknown code of the file 

/edit_dpatient.php. The manipulation of the argument ID leads to sql injection. The 

attack can be initiated remotely. The exploit has been disclosed to the public and 

may be used. 

2025-04-07 6.3  CVE-2025-3348 

creativemotion--

Clearfy Cache 

WordPress 

optimization 

plugin, Minify 

HTML, CSS & JS, 

Defer 

  

The Clearfy Cache - WordPress optimization plugin, Minify HTML, CSS & JS, Defer 

plugin for WordPress is vulnerable to Cross-Site Request Forgery in all versions up 

to, and including, 2.3.1. This is due to missing or incorrect nonce validation on the 

wclearfy_cache_delete functionality . This makes it possible for unauthenticated 

attackers to clear the cache via a forged request granted they can trick a site 

administrator into performing an action such as clicking on a link. 

2025-04-12 5.3  CVE-2024-13338 

creativemotion--

Clearfy Cache 

WordPress 

optimization 

plugin, Minify 

HTML, CSS & JS, 

Defer 

  

The Clearfy Cache - WordPress optimization plugin, Minify HTML, CSS & JS, Defer 

plugin for WordPress is vulnerable to Cross-Site Request Forgery in all versions up 

to, and including, 2.3.2. This is due to missing or incorrect nonce validation on the 

'setup-wbcr_clearfy' page. This makes it possible for unauthenticated attackers to 

update the plugins settings via a forged request granted they can trick a site 

administrator into performing an action such as clicking on a link. 

2025-04-12 4.3  CVE-2024-13337 

GitLab--GitLab 

  

An issue has been discovered in GitLab EE affecting all versions from 17.1 before 

17.8.7, 17.9 before 17.9.6, and 17.10 before 17.10.4. This allows attackers to 

perform targeted searches with sensitive keywords to get the count of issues 

containing the searched term." 

2025-04-10 6.3  CVE-2024-11129 

google -- android 

  

In DA, there is a possible permission bypass due to a logic error. This could lead to 

local escalation of privilege, if an attacker has physical access to the device, with no 

additional execution privileges needed. User interaction is not needed for 

exploitation. Patch ID: ALPS09474894; Issue ID: MSV-2597. 

2025-04-07 6 CVE-2025-20658 

google -- android 

  

In keymaster, there is a possible out of bounds read due to a missing bounds check. 

This could lead to local information disclosure if a malicious actor has already 

obtained the System privilege. User interaction is not needed for exploitation. 

Patch ID: DTV04427687; Issue ID: MSV-3183. 

2025-04-07 5.3  CVE-2025-20655 

Huawei--

HarmonyOS 

  

File read permission bypass vulnerability in the kernel file system module Impact: 

Successful exploitation of this vulnerability may affect service confidentiality. 
2025-04-07 6.8  CVE-2025-31171 

Huawei--

HarmonyOS 

  

Path traversal vulnerability in the DFS module Impact: Successful exploitation of 

this vulnerability may affect service confidentiality. 
2025-04-07 6.8  CVE-2025-31174 

Huawei--

HarmonyOS 

  

Vulnerability of improper resource management in the memory management 

module Impact: Successful exploitation of this vulnerability may affect availability. 
2025-04-07 5.3  CVE-2024-58113 

Huawei--

HarmonyOS 

  

Buffer overflow vulnerability in the codec module Impact: Successful exploitation 

of this vulnerability may affect availability. 
2025-04-07 4.6  CVE-2024-58106 

Huawei--

HarmonyOS 

  

Buffer overflow vulnerability in the codec module Impact: Successful exploitation 

of this vulnerability may affect availability. 
2025-04-07 4.6  CVE-2024-58108 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3348&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3348
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-13338&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-13338
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-13337&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-13337
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-11129&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-11129
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20658&vector=CVSS:3.1/AV:P/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20658
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20655&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20655
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31171&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31171
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31174&vector=CVSS:3.1/AV:A/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31174
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58113&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58113
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58106&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58106
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58108&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58108
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Huawei--

HarmonyOS 

  

Buffer overflow vulnerability in the codec module Impact: Successful exploitation 

of this vulnerability may affect availability. 
2025-04-07 4.6  CVE-2024-58109 

Huawei--

HarmonyOS 

  

Buffer overflow vulnerability in the codec module Impact: Successful exploitation 

of this vulnerability may affect availability. 
2025-04-07 4.6  CVE-2024-58110 

Huawei--

HarmonyOS 

  

Buffer overflow vulnerability in the SVG parsing module of the ArkUI framework 

Impact: Successful exploitation of this vulnerability may affect availability. 
2025-04-07 4 CVE-2024-58115 

Huawei--

HarmonyOS 

  

Buffer overflow vulnerability in the SVG parsing module of the ArkUI framework 

Impact: Successful exploitation of this vulnerability may affect availability. 
2025-04-07 4 CVE-2024-58116 

IBM--Maximo 

Application Suite 

  

IBM Maximo Application Suite 8.11 and 9.0 could allow an authenticated user to 

perform unauthorized actions due to improper input validation. 
2025-04-10 6.5  CVE-2023-43037 

IBM--Security 

Verify Governance 

  

IBM Security Verify Governance 10.0.2 is vulnerable to cross-site scripting. This 

vulnerability allows users to embed arbitrary JavaScript code in the Web UI thus 

altering the intended functionality potentially leading to credentials disclosure 

within a trusted session. 

2025-04-09 5.4  CVE-2023-33844 

IBM--Sterling 

Control Center 

  

IBM Sterling Control Center 6.2.1, 6.3.1, and 6.4.0 is vulnerable to cross-site 

scripting. This vulnerability allows users to embed arbitrary JavaScript code in the 

Web UI thus altering the intended functionality potentially leading to credentials 

disclosure within a trusted session. 

2025-04-10 5.4  CVE-2023-42007 

IBM--Sterling 

Control Center 

  

IBM Sterling Control Center 6.2.1, 6.3.1, and 6.4.0 allows web pages to be stored 

locally which can be read by another user on the system. 
2025-04-10 4 CVE-2023-43035 

kendysond--

Payment Forms for 

Paystack 

  

The Payment Forms for Paystack plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the plugin's shortcodes like 'datepicker', 'textarea', and 

'text' in all versions up to, and including, 4.0.2 due to insufficient input sanitization 

and output escaping on user supplied attributes. This makes it possible for 

authenticated attackers, with contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-04-10 6.4  CVE-2024-10894 

Lenovo--System 

x3550 M5 

  

An input validation weakness was reported in the TpmSetup module for some 

legacy System x server products that could allow a local attacker with elevated 

privileges to read the contents of memory. 

2025-04-11 4.4  CVE-2024-11679 

linux -- 

linux_kernel 

  

In the Linux kernel, the following vulnerability has been resolved: regulator: 

dummy: force synchronous probing Sometimes I get a NULL pointer dereference at 

boot time in kobject_get() with the following call stack: anatop_regulator_probe() 

devm_regulator_register() regulator_register() regulator_resolve_supply() 

kobject_get() By placing some extra BUG_ON() statements I could verify that this is 

raised because probing of the 'dummy' regulator driver is not completed 

('dummy_regulator_rdev' is still NULL). In the JTAG debugger I can see that 

dummy_regulator_probe() and anatop_regulator_probe() can be run by different 

kernel threads (kworker/u4:*). I haven't further investigated whether this can be 

changed or if there are other possibilities to force synchronization between these 

two probe routines. On the other hand I don't expect much boot time penalty by 

probing the 'dummy' regulator synchronously. 

2025-04-08 5.5  CVE-2025-22009 

linux -- 

linux_kernel 

  

In the Linux kernel, the following vulnerability has been resolved: RDMA/hns: Fix 

soft lockup during bt pages loop Driver runs a for-loop when allocating bt pages 

and mapping them with buffer pages. When a large buffer (e.g. MR over 100GB) is 

2025-04-08 5.5  CVE-2025-22010 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58109&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58109
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58110&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58110
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58115&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58115
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-58116&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-58116
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-43037&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-43037
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-33844&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-33844
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-42007&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-42007
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-43035&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-43035
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-10894&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-10894
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-11679&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-11679
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22009&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22009
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22010&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22010
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being allocated, it may require a considerable loop count. This will lead to soft 

lockup: watchdog: BUG: soft lockup - CPU#27 stuck for 22s! ... Call trace: 

hem_list_alloc_mid_bt+0x124/0x394 [hns_roce_hw_v2] 

hns_roce_hem_list_request+0xf8/0x160 [hns_roce_hw_v2] 

hns_roce_mtr_create+0x2e4/0x360 [hns_roce_hw_v2] alloc_mr_pbl+0xd4/0x17c 

[hns_roce_hw_v2] hns_roce_reg_user_mr+0xf8/0x190 [hns_roce_hw_v2] 

ib_uverbs_reg_mr+0x118/0x290 watchdog: BUG: soft lockup - CPU#35 stuck for 

23s! ... Call trace: hns_roce_hem_list_find_mtt+0x7c/0xb0 [hns_roce_hw_v2] 

mtr_map_bufs+0xc4/0x204 [hns_roce_hw_v2] hns_roce_mtr_create+0x31c/0x3c4 

[hns_roce_hw_v2] alloc_mr_pbl+0xb0/0x160 [hns_roce_hw_v2] 

hns_roce_reg_user_mr+0x108/0x1c0 [hns_roce_hw_v2] 

ib_uverbs_reg_mr+0x120/0x2bc Add a cond_resched() to fix soft lockup during 

these loops. In order not to affect the allocation performance of normal-size 

buffer, set the loop count of a 100GB MR as the threshold to call cond_resched(). 

linux -- 

linux_kernel 

  

In the Linux kernel, the following vulnerability has been resolved: ARM: dts: 

bcm2711: Fix xHCI power-domain During s2idle tests on the Raspberry CM4 the 

VPU firmware always crashes on xHCI power-domain resume: 

root@raspberrypi:/sys/power# echo freeze > state [ 70.724347] xhci_suspend 

finished [ 70.727730] xhci_plat_suspend finished [ 70.755624] bcm2835-power 

bcm2835-power: Power grafx off [ 70.761127] USB: Set power to 0 [ 74.653040] 

USB: Failed to set power to 1 (-110) This seems to be caused because of the mixed 

usage of raspberrypi-power and bcm2835-power at the same time. So avoid the 

usage of the VPU firmware power-domain driver, which prevents the VPU crash. 

2025-04-08 5.5  CVE-2025-22011 

linux -- 

linux_kernel 

  

In the Linux kernel, the following vulnerability has been resolved: Revert "arm64: 

dts: qcom: sdm845: Affirm IDR0.CCTW on apps_smmu" There are reports that the 

pagetable walker cache coherency is not a given across the spectrum of 

SDM845/850 devices, leading to lock-ups and resets. It works fine on some devices 

(like the Dragonboard 845c, but not so much on the Lenovo Yoga C630). This 

unfortunately looks like a fluke in firmware development, where likely somewhere 

in the vast hypervisor stack, a change to accommodate for this was only introduced 

after the initial software release (which often serves as a baseline for products). 

Revert the change to avoid additional guesswork around crashes. This reverts 

commit 6b31a9744b8726c69bb0af290f8475a368a4b805. 

2025-04-08 5.5  CVE-2025-22012 

linux -- 

linux_kernel 

  

In the Linux kernel, the following vulnerability has been resolved: soc: qcom: pdr: 

Fix the potential deadlock When some client process A call pdr_add_lookup() to 

add the look up for the service and does schedule locator work, later a process B 

got a new server packet indicating locator is up and call pdr_locator_new_server() 

which eventually sets pdr->locator_init_complete to true which process A sees and 

takes list lock and queries domain list but it will timeout due to deadlock as the 

response will queued to the same qmi->wq and it is ordered workqueue and 

process B is not able to complete new server request work due to deadlock on list 

lock. Fix it by removing the unnecessary list iteration as the list iteration is already 

being done inside locator work, so avoid it here and just call schedule_work() here. 

Process A Process B process_scheduled_works() pdr_add_lookup() 

qmi_data_ready_work() process_scheduled_works() pdr_locator_new_server() 

pdr->locator_init_complete=true; pdr_locator_work() mutex_lock(&pdr->list_lock); 

pdr_locate_service() mutex_lock(&pdr->list_lock); pdr_get_domain_list() 

pr_err("PDR: %s get domain list txn wait failed: %d\n", req->service_name, ret); 

Timeout error log due to deadlock: " PDR: tms/servreg get domain list txn wait 

failed: -110 PDR: service lookup for msm/adsp/sensor_pd:tms/servreg failed: -110 

" Thanks to Bjorn and Johan for letting me know that this commit also fixes an 

audio regression when using the in-kernel pd-mapper as that makes it easier to hit 

this race. [1] 

2025-04-08 5.5  CVE-2025-22014 

linuxfoundation -- 

yocto 

  

In DA, there is a possible out of bounds write due to a missing bounds check. This 

could lead to local escalation of privilege, if an attacker has physical access to the 
2025-04-07 6.8  CVE-2025-20656 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22011&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22011
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22012&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22012
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22014&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22014
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20656&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20656
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device, with no additional execution privileges needed. User interaction is not 

needed for exploitation. Patch ID: ALPS09625423; Issue ID: MSV-3033. 

MediaTek, Inc.--

MT6765, MT6768, 

MT6781, MT6789, 

MT6833, MT6853, 

MT6877, MT6885, 

MT8768, MT8771, 

MT8781, MT8786, 

MT8791T 

  

In vdec, there is a possible permission bypass due to improper input validation. 

This could lead to local escalation of privilege if a malicious actor has already 

obtained the System privilege. User interaction is not needed for exploitation. 

Patch ID: ALPS09486425; Issue ID: MSV-2609. 

2025-04-07 6.7  CVE-2025-20657 

MediaTek, Inc.--

MT9972 

  

In PlayReady TA, there is a possible out of bounds read due to a missing bounds 

check. This could lead to local escalation of privilege if a malicious actor has already 

obtained the System privilege. User interaction is not needed for exploitation. 

Patch ID: DTV04436357; Issue ID: MSV-3186. 

2025-04-07 6.7  CVE-2025-20660 

MediaTek, Inc.--

MT9972 

  

In PlayReady TA, there is a possible out of bounds read due to a missing bounds 

check. This could lead to local escalation of privilege if a malicious actor has already 

obtained the System privilege. User interaction is not needed for exploitation. 

Patch ID: DTV04436357; Issue ID: MSV-3185. 

2025-04-07 6.7  CVE-2025-20661 

MediaTek, Inc.--

MT9972 

  

In PlayReady TA, there is a possible out of bounds read due to a missing bounds 

check. This could lead to local escalation of privilege if a malicious actor has already 

obtained the System privilege. User interaction is not needed for exploitation. 

Patch ID: DTV04428276; Issue ID: MSV-3184. 

2025-04-07 6.7  CVE-2025-20662 

melhorenvio--

Melhor Envio 

  

The Melhor Envio plugin for WordPress is vulnerable to Sensitive Information 

Exposure in all versions up to, and including, 2.15.9 via the 'run' function, which 

uses a hardcoded hash. This makes it possible for unauthenticated attackers to 

extract sensitive data including environment information, plugin tokens, shipping 

configurations, and limited vendor information. 

2025-04-08 5.3  CVE-2024-13820 

n/a -- n/a 

 

  

A vulnerability has been identified in SENTRON 7KT PAC1260 Data Manager (All 

versions). The web interface of affected devices is vulnerable to Cross-Site Request 

Forgery (CSRF) attacks. This could allow an unauthenticated attacker to change 

arbitrary device settings by tricking a legitimate device administrator to click on a 

malicious link. 

2025-04-08 6.5  CVE-2024-41795 

n/a -- n/a 

 

  

A vulnerability has been identified in SENTRON 7KT PAC1260 Data Manager (All 

versions). The web interface of affected devices allows to change the login 

password without knowing the current password. In combination with a prepared 

CSRF attack (CVE-2024-41795) an unauthenticated attacker could be able to set the 

password to an attacker-controlled value. 

2025-04-08 6.5  CVE-2024-41796 

n/a -- n/a 

 

  

An Incorrect User Management vulnerability [CWE-286] in FortiWeb version 7.6.2 

and below, version 7.4.6 and below, version 7.2.10 and below, version 7.0.11 and 

below widgets dashboard may allow an authenticated attacker with at least read-

only admin permission to perform operations on the dashboard of other 

administrators via crafted requests. 

2025-04-08 6.2  CVE-2024-46671 

n/a -- n/a 

 

  

A Exposure of Sensitive Information to an Unauthorized Actor vulnerability in SUSE 

rancher allowing any users with GET access to the Rancher Manager Apps Catalog 

to read any sensitive information that are contained within the Apps' values. 

Additionally, the same information leaks into auditing logs when the audit level is 

set to equal or above 2. This issue affects rancher: from 2.8.0 before 2.8.10, from 

2.9.0 before 2.9.4. 

2025-04-11 6.2  CVE-2024-52282 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20657&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20657
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20660&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20660
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20661&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20661
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20662&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20662
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-13820&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-13820
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-41795&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-41795
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-41796&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-41796
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-46671&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:L/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-46671
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-52282&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-52282


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

An issue has been identified where a specially crafted request sent to an 

Observability API could cause the kibana server to crash. A successful attack 

requires a malicious user to have read permissions for Observability assigned to 

them. 

2025-04-08 6.5  CVE-2024-52974 

n/a -- n/a 

 

  

A flaw was discovered in Elasticsearch, where a large recursion using the 

innerForbidCircularReferences function of the PatternBank class could cause the 

Elasticsearch node to crash. A successful attack requires a malicious user to have 

read_pipeline Elasticsearch cluster privilege assigned to them. 

2025-04-08 6.5  CVE-2024-52980 

n/a -- n/a 

 

  

An improper neutralization of special elements used in an OS command ('OS 

Command Injection') vulnerability [CWE-78] in Fortinet FortiIsolator CLI before 

version 2.4.6 allows a privileged attacker to execute unauthorized code or 

commands via crafted CLI requests. 

2025-04-08 6.7  CVE-2024-54025 

n/a -- n/a 

 

  

The WordPress/Plugin Upgrade Time Out Plugin WordPress plugin through 1.0 

does not have CSRF check in some places, and is missing sanitisation as well as 

escaping, which could allow attackers to make logged in admin add Stored XSS 

payloads via a CSRF attack. 

2025-04-09 6.3  CVE-2024-8243 

n/a -- n/a 

 

  

An issue has been discovered in GitLab CE/EE affecting all versions from 7.7 before 

17.8.7, 17.9 before 17.9.6, and 17.10 before 17.10.4. Under certain conditions, an 

attacker could potentially trick users into unintentionally authorizing sensitive 

actions on their behalf. 

2025-04-10 6.4  CVE-2025-0362 

n/a -- n/a 

 

  

The Royal Elementor Addons and Templates plugin for WordPress is vulnerable to 

Stored Cross-Site Scripting via the Woo Grid widget in all versions up to, and 

including, 1.7.1012 due to insufficient input sanitization and output escaping. This 

makes it possible for authenticated attackers, with Contributor-level access and 

above, to inject arbitrary web scripts in pages that will execute whenever a user 

accesses an injected page. 

2025-04-12 6.4  CVE-2025-1455 

n/a -- n/a 

 

  

The Royal Elementor Addons and Templates plugin for WordPress is vulnerable to 

Stored Cross-Site Scripting via the `widgetGrid`, `widgetCountDown`, and 

`widgetInstagramFeed` methods in all versions up to, and including, 1.7.1012 due 

to insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-04-12 6.4  CVE-2025-1456 

n/a -- n/a 

 

  

A Denial of Service (DoS) issue has been discovered in GitLab CE/EE affecting all up 

to 17.8.7, 17.9 prior to 17.9.6 and 17.10 prior to 17.10.4 A denial of service could 

occur upon injecting oversized payloads into CI pipeline exports. 

2025-04-10 6.5  CVE-2025-1677 

n/a -- n/a 

 

  

Improper access control in InputManager to SMR Apr-2025 Release 1 allows local 

attackers to access the scancode of specific input device. 
2025-04-08 6.2  CVE-2025-20941 

n/a -- n/a 

 

  

Out-of-bounds write in secfr trustlet prior to SMR Apr-2025 Release 1 allows local 

privileged attackers to cause memory corruption. 
2025-04-08 6.4  CVE-2025-20943 

n/a -- n/a 

 

  

Out-of-bounds read in parsing audio data in libsavsac.so prior to SMR Apr-2025 

Release 1 allows local attackers to read out-of-bounds memory. 
2025-04-08 6.2  CVE-2025-20944 

n/a -- n/a 

 

  

Improper access control in Windows NTFS allows an authorized attacker to disclose 

file path information under a folder where the attacker doesn't have permission to 

list content. 

2025-04-08 6.5  CVE-2025-21197 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-52974&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-52974
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-52980&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-52980
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-54025&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-54025
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-8243&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-8243
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-0362&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-0362
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-1455&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-1455
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-1456&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-1456
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-1677&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-1677
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20941&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20941
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20943&vector=CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20943
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20944&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20944
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21197&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21197


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Buffer over-read in Windows Routing and Remote Access Service (RRAS) allows an 

unauthorized attacker to disclose information over a network. 
2025-04-08 6.5  CVE-2025-21203 

n/a -- n/a 

 

  

The Cost Calculator Builder plugin for WordPress is vulnerable to time-based SQL 

Injection via the 'order_ids' parameter in all versions up to, and including, 3.2.67 

due to insufficient escaping on the user supplied parameter and lack of sufficient 

preparation on the existing SQL query. This makes it possible for authenticated 

attackers, with Subscriber-level access and above, to append additional SQL 

queries into already existing queries that can be used to extract sensitive 

information from the database. 

2025-04-11 6.5  CVE-2025-2128 

n/a -- n/a 

 

  

A Missing Release of Memory after Effective Lifetime vulnerability in the Packet 

Forwarding Engine (PFE) of Juniper Networks Junos OS and Junos OS Evolved 

allows an adjacent, unauthenticated attacker to cause an FPC to crash, leading to 

Denial of Service (DoS). On all Junos OS and Junos OS Evolved platforms, in an 

EVPN-VXLAN scenario, when specific ARP packets are received on an IPv4 network, 

or specific NDP packets are received on an IPv6 network, kernel heap memory 

leaks, which eventually leads to an FPC crash and restart. This issue does not affect 

MX Series platforms. Heap size growth on FPC can be seen using below command. 

user@host> show chassis fpc                     Temp CPU Utilization (%) CPU Utilization 

(%) Memory   Utilization (%) Slot State           (C) Total 

Interrupt     1min   5min   15min   DRAM (MB)   Heap   Buffer   0 

Online           45     3         0       2       2      2       32768      19       0 <<<<<<< Heap 

increase in all fPCs This issue affects Junos OS: * All versions before 21.2R3-S7, * 

21.4 versions before 21.4R3-S4, * 22.2 versions before 22.2R3-S1,  * 22.3 versions 

before 22.3R3-S1,  * 22.4 versions before 22.4R2-S2, 22.4R3. and Junos OS Evolved: 

* All versions before 21.2R3-S7-EVO, * 21.4-EVO versions before 21.4R3-S4-EVO, * 

22.2-EVO versions before 22.2R3-S1-EVO,  * 22.3-EVO versions before 22.3R3-S1-

EVO,  * 22.4-EVO versions before 22.4R3-EVO. 

2025-04-09 6.5  CVE-2025-21595 

n/a -- n/a 

 

  

An untrusted pointer dereference vulnerability in Ivanti Endpoint Manager before 

version 2024 SU1 or before version 2022 SU7 allows an attacker with local access 

to write arbitrary data into memory causing a denial-of-service condition. 

2025-04-08 6.1  CVE-2025-22464 

n/a -- n/a 

 

  

Reflected XSS in Ivanti Endpoint Manager before version 2024 SU1 or before 

version 2022 SU7 allows a remote unauthenticated attacker to execute arbitrary 

javascript in a victim's browser. Unlikely user interaction is required. 

2025-04-08 6.1  CVE-2025-22465 

n/a -- n/a 

 

  

Dell PowerScale OneFS, versions 9.4.0.0 through 9.10.0.1, contains an integer 

overflow or wraparound vulnerability. An unauthenticated attacker with remote 

access could potentially exploit this vulnerability, leading to denial of service. 

2025-04-10 6.5  CVE-2025-22471 

n/a -- n/a 

 

  

A security flaw exists in WildFly and JBoss Enterprise Application Platform (EAP) 

within the Enterprise JavaBeans (EJB) remote invocation mechanism. This 

vulnerability stems from untrusted data deserialization handled by JBoss 

Marshalling. This flaw allows an attacker to send a specially crafted serialized 

object, leading to remote code execution without requiring authentication. 

2025-04-07 6.2  CVE-2025-2251 

n/a -- n/a 

 

  

The Photo Gallery by 10Web - Mobile-Friendly Image Gallery plugin for WordPress 

is vulnerable to Reflected Cross-Site Scripting via the 'image_id' parameter in all 

versions up to, and including, 1.8.34 due to insufficient input sanitization and 

output escaping. This makes it possible for unauthenticated attackers to inject 

arbitrary web scripts in pages that execute if they can successfully trick an 

administrative user into performing an action such as clicking on a link. 

2025-04-12 6.1  CVE-2025-2269 

n/a -- n/a 

 

  

An Improper Link Resolution Before File Access ('Link Following') vulnerability in 

SonicWall NetExtender Windows (32 and 64 bit) client which allows an attacker to 

manipulate file paths. 

2025-04-10 6.5  CVE-2025-23010 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21203&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21203
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2128&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2128
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21595&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21595
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22464&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22464
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22465&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22465
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22471&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22471
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2251&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:L/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2251
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2269&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2269
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-23010&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-23010
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Source & Patch 

Info 

n/a -- n/a 

 

  

CWE-1188: Initialization of a Resource with an Insecure Default vulnerability exists 

that could potentially lead to unauthorized access which could result in the loss of 

confidentially, integrity and availability when a malicious user, having physical 

access, sets the radio to the factory default mode. 

2025-04-09 6.8  CVE-2025-2442 

n/a -- n/a 

 

  

Insertion of sensitive information into log file in Azure Local Cluster allows an 

authorized attacker to disclose information over an adjacent network. 
2025-04-08 6.8  CVE-2025-25002 

n/a -- n/a 

 

  

Improper restriction of environment variables in Elastic Defend can lead to 

exposure of sensitive information such as API keys and tokens via automatic 

transmission of unfiltered environment variables to the stack. 

2025-04-08 6.5  CVE-2025-25013 

n/a -- n/a 

 

  

The Sreamit theme for WordPress is vulnerable to arbitrary file downloads in all 

versions up to, and including, 4.0.1. This is due to insufficient file validation in the 

'st_send_download_file' function. This makes it possible for authenticated 

attackers, with subscriber-level access and above, to download arbitrary files. 

2025-04-08 6.5  CVE-2025-2519 

n/a -- n/a 

 

  

Improper restriction of rendered UI layers or frames issue exists in Wi-Fi AP UNIT 

'AC-WPS-11ac series'. If a user views and clicks on the content on the malicious 

page while logged in, unintended operations may be performed. 

2025-04-09 6.5  CVE-2025-25213 

n/a -- n/a 

 

  

The WP Project Manager plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via SVG File uploads in all versions up to, and including, 2.6.22 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Author-level access and above, to inject arbitrary 

web scripts in pages that will execute whenever a user accesses the SVG file. 

2025-04-11 6.4  CVE-2025-2541 

n/a -- n/a 

 

  

The Z Companion plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via SVG File uploads in all versions up to, and including, 1.1.1 due to insufficient 

input sanitization and output escaping. This makes it possible for authenticated 

attackers, with Author-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses the SVG file. Note: This requires 

Royal Shop theme to be installed. 

2025-04-11 6.4  CVE-2025-2575 

n/a -- n/a 

 

  

Weak authentication in Windows Hello allows an authorized attacker to bypass a 

security feature over a network. 
2025-04-08 6.5  CVE-2025-26635 

n/a -- n/a 

 

  

Protection mechanism failure in Windows BitLocker allows an unauthorized 

attacker to bypass a security feature with a physical attack. 
2025-04-08 6.8  CVE-2025-26637 

n/a -- n/a 

 

  

Exposed dangerous method or function in Windows Local Session Manager (LSM) 

allows an authorized attacker to deny service over a network. 
2025-04-08 6.5  CVE-2025-26651 

n/a -- n/a 

 

  

SAP Commerce Cloud (Public Cloud) does not allow to disable unencrypted HTTP 

(port 80) entirely, but instead allows a redirect from port 80 to 443 (HTTPS). As a 

result, Commerce normally communicates securely over HTTPS. However, the 

confidentiality and integrity of data sent on the first request before the redirect 

may be impacted if the client is configured to use HTTP and sends confidential data 

on the first request before the redirect. 

2025-04-08 6.8  CVE-2025-26654 

n/a -- n/a 

 

  

Buffer over-read in Windows Routing and Remote Access Service (RRAS) allows an 

unauthorized attacker to disclose information over a network. 
2025-04-08 6.5  CVE-2025-26664 

n/a -- n/a 

 

  

Exposure of sensitive information to an unauthorized actor in Windows Routing 

and Remote Access Service (RRAS) allows an unauthorized attacker to disclose 

information over a network. 

2025-04-08 6.5  CVE-2025-26667 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2442&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2442
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-25002&vector=CVSS:3.1/AV:A/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-25002
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-25013&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-25013
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2519&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2519
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-25213&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-25213
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2541&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2541
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2575&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2575
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26635&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26635
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26637&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26637
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26651&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26651
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26654&vector=CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26654
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26664&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26664
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26667&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26667
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n/a -- n/a 

 

  

Buffer over-read in Windows Routing and Remote Access Service (RRAS) allows an 

unauthorized attacker to disclose information over a network. 
2025-04-08 6.5  CVE-2025-26672 

n/a -- n/a 

 

  

Buffer over-read in Windows Routing and Remote Access Service (RRAS) allows an 

unauthorized attacker to disclose information over a network. 
2025-04-08 6.5  CVE-2025-26676 

n/a -- n/a 

 

  

Use after free in Windows Win32K - GRFX allows an authorized attacker to elevate 

privileges locally. 
2025-04-08 6.7  CVE-2025-26681 

n/a -- n/a 

 

  

A vulnerability in a system binary of AOS-8 Instant and AOS-10 AP could allow an 

authenticated remote attacker to inject commands into the underlying operating 

system while using the CLI. Successful exploitation could lead to complete system 

compromise. 

2025-04-08 6.5  CVE-2025-27078 

n/a -- n/a 

 

  

A vulnerability in the file creation process on the command line interface of AOS-8 

Instant and AOS-10 AP could allow an authenticated remote attacker to perform 

remote code execution (RCE). Successful exploitation could allow an attacker to 

execute arbitrary operating system commands on the underlying operating system 

leading to potential system compromise. 

2025-04-08 6 CVE-2025-27079 

n/a -- n/a 

 

  

A potential security vulnerability in HPE NonStop OSM Service Connection Suite 

could potentially be exploited to allow a local Denial of Service. 
2025-04-10 6.8  CVE-2025-27081 

n/a -- n/a 

 

  

The Swatchly - WooCommerce Variation Swatches for Products (product 

attributes: Image swatch, Color swatches, Label swatches) plugin for WordPress is 

vulnerable to unauthorized modification of data due to a missing capability check 

on the ajax_dismiss function in versions 1.2.8 to 1.4.0. This makes it possible for 

authenticated attackers, with Subscriber-level access and above, to update option 

values to 1/true on the WordPress site. This can be leveraged to update an option 

that would create an error on the site and deny access to legitimate users or be 

used to set some values to true, such as registration. 

2025-04-10 6.5  CVE-2025-2719 

n/a -- n/a 

 

  

Use of uninitialized resource in Windows Routing and Remote Access Service 

(RRAS) allows an unauthorized attacker to disclose information over a network. 
2025-04-08 6.5  CVE-2025-27474 

n/a -- n/a 

 

  

Insufficient verification of data authenticity in Windows Virtualization-Based 

Security (VBS) Enclave allows an authorized attacker to bypass a security feature 

locally. 

2025-04-08 6 CVE-2025-27735 

n/a -- n/a 

 

  

Improper access control in Windows Resilient File System (ReFS) allows an 

authorized attacker to disclose information over a network. 
2025-04-08 6.5  CVE-2025-27738 

n/a -- n/a 

 

  

PbootCMS v3.2.9 contains a XSS vulnerability in 

admin.php?p=/Content/index/mcode/2#tab=t2. 
2025-04-09 6.1  CVE-2025-29389 

n/a -- n/a 

 

  

Buffer Overflow vulnerability in libbpf 1.5.0 allows a local attacker to execute 

arbitrary code via the bpf_object__init_prog` function of libbpf. 
2025-04-07 6.2  CVE-2025-29481 

n/a -- n/a 

 

  

Buffer Overflow vulnerability in libheif 1.19.7 allows a local attacker to execute 

arbitrary code via the SAO (Sample Adaptive Offset) processing of libde265. 
2025-04-07 6.2  CVE-2025-29482 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26672&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26672
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26676&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26676
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26681&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26681
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27078&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27078
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27079&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27079
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27081&vector=CVSS:3.1/AV:A/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27081
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2719&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2719
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27474&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27474
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27735&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27735
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27738&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27738
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29389&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29389
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29481&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29481
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29482&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29482
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Vendor -- Product 
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CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

A vulnerability exists in the errorpage.php file of the CS2-WeaponPaints-Website 

v2.1.7 where user-controlled input is not adequately validated before being 

processed. Specifically, the $_GET['errorcode'] parameter can be manipulated to 

access unauthorized error codes, leading to Cross-Site Scripting (XSS) attacks and 

information disclosure. 

2025-04-07 6.1  CVE-2025-29594 

n/a -- n/a 

 

  

External control of file name or path in Azure Portal Windows Admin Center allows 

an unauthorized attacker to disclose information locally. 
2025-04-08 6.2  CVE-2025-29819 

n/a -- n/a 

 

  

Suricata is a network Intrusion Detection System, Intrusion Prevention System and 

Network Security Monitoring engine. Datasets declared in rules have an option to 

specify the `hashsize` to use. This size setting isn't properly limited, so the hash 

table allocation can be large. Untrusted rules can lead to large memory allocations, 

potentially leading to denial of service due to resource starvation. This vulnerability 

is fixed in 7.0.9. 

2025-04-10 6.2  CVE-2025-29916 

n/a -- n/a 

 

  

Suricata is a network Intrusion Detection System, Intrusion Prevention System and 

Network Security Monitoring engine. The bytes setting in the decode_base64 

keyword is not properly limited. Due to this, signatures using the keyword and 

setting can cause large memory allocations of up to 4 GiB per thread. This 

vulnerability is fixed in 7.0.9. 

2025-04-10 6.2  CVE-2025-29917 

n/a -- n/a 

 

  

Suricata is a network Intrusion Detection System, Intrusion Prevention System and 

Network Security Monitoring engine. A PCRE rule can be written that leads to an 

infinite loop when negated PCRE is used. Packet processing thread becomes stuck 

in infinite loop limiting visibility and availability in inline mode. This vulnerability is 

fixed in 7.0.9. 

2025-04-10 6.2  CVE-2025-29918 

n/a -- n/a 

 

  

Dell Common Event Enabler, version(s) CEE 9.0.0.0, contain(s) an Initialization of a 

Resource with an Insecure Default vulnerability in the Common Anti-Virus Agent 

(CAVA). An unauthenticated attacker with remote access could potentially exploit 

this vulnerability, leading to Unauthorized access. 

2025-04-08 6.5  CVE-2025-29985 

n/a -- n/a 

 

  

Dell Client Platform BIOS contains a Stack-based Buffer Overflow Vulnerability. A 

high privileged attacker with local access could potentially exploit this vulnerability, 

leading to arbitrary code execution. 

2025-04-09 6.9  CVE-2025-29988 

n/a -- n/a 

 

  

A vulnerability has been identified in Siemens License Server (SLS) (All versions < 

V4.3). The affected application searches for executable files in the application 

folder without proper validation. This could allow an attacker to execute arbitrary 

code with administrative privileges by placing a malicious executable in the same 

directory. 

2025-04-08 6.7  CVE-2025-29999 

n/a -- n/a 

 

  

A vulnerability has been identified in Siemens License Server (SLS) (All versions < 

V4.3). The affected application does not properly restrict permissions of the users. 

This could allow a lowly-privileged attacker to escalate their privileges. 

2025-04-08 6.7  CVE-2025-30000 

n/a -- n/a 

 

  

SAP ERP BW Business Content is vulnerable to OS Command Injection through 

certain function modules. These function modules, when executed with elevated 

privileges, improperly handle user input, allowing attacker to inject arbitrary OS 

commands. This vulnerability allows the execution of unintended commands on 

the underlying system, posing a significant security risk to the confidentiality, 

integrity and availability of the application. 

2025-04-08 6.7  CVE-2025-30013 

n/a -- n/a 

 

  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by an 

Information Exposure vulnerability that could result in a security feature bypass. An 

attacker could leverage this vulnerability to gain access to sensitive information 

which could be used to further compromise the system or bypass security 

mechanisms. Exploitation of this issue does not require user interaction. 

2025-04-08 6.2  CVE-2025-30291 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29594&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29594
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29819&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29819
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29916&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29916
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29917&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29917
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29918&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29918
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29985&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29985
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29988&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29988
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29999&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29999
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30000&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30000
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30013&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30013
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30291&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30291
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n/a -- n/a 

 

  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by a 

reflected Cross-Site Scripting (XSS) vulnerability. If an attacker is able to convince a 

victim to visit a URL referencing a vulnerable page, malicious JavaScript content 

may be executed within the context of the victim's browser. 

2025-04-08 6.1  CVE-2025-30292 

n/a -- n/a 

 

  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by an 

Improper Input Validation vulnerability that could result in a security feature 

bypass. An attacker could leverage this vulnerability to bypass security measures 

and gain unauthorized access. Exploitation of this issue requires user interaction in 

that a victim must open a malicious file. 

2025-04-08 6.8  CVE-2025-30293 

n/a -- n/a 

 

  

ColdFusion versions 2023.12, 2021.18, 2025.0 and earlier are affected by an 

Improper Input Validation vulnerability that could result in a security feature 

bypass. An attacker could leverage this vulnerability to bypass security measures 

and gain unauthorized access. Exploitation of this issue requires user interaction in 

that a victim must open a malicious file. 

2025-04-08 6.5  CVE-2025-30294 

n/a -- n/a 

 

  

Graylog is a free and open log management platform. Starting with 6.1, HTTP 

Inputs can be configured to check if a specified header is present and has a 

specified value to authenticate HTTP-based ingestion. Unfortunately, even though 

in cases of a missing header or a wrong value the correct HTTP response (401) is 

returned, the message will be ingested nonetheless. To mitigate the vulnerability, 

disable http-based inputs and allow only authenticated pull-based inputs. This 

vulnerability is fixed in 6.1.9. 

2025-04-07 6.5  CVE-2025-30373 

n/a -- n/a 

 

  

A Signed to Unsigned Conversion Error vulnerability in the Layer 2 Control Protocol 

daemon (l2cpd) of Juniper Networks Junos OS and Juniper Networks Junos OS 

Evolved allows an unauthenticated adjacent attacker sending a specifically 

malformed LLDP TLV to cause the l2cpd process to crash and restart, causing a 

Denial of Service (DoS).  Continued receipt and processing of this packet will create 

a sustained Denial of Service (DoS) condition. When an LLDP telemetry subscription 

is active, receipt of a specifically malformed LLDP TLV causes the l2cpd process to 

crash and restart. This issue affects: Junos OS: * All versions before 21.2R3-S9,  * 

from 21.4 before 21.4R3-S10,  * from 22.2 before 22.2R3-S6,  * from 22.4 before 

22.4R3-S6,  * from 23.2 before 23.2R2-S3,  * from 23.4 before 23.4R2-S4,  * from 

24.2 before 24.2R2;  Junos OS Evolved:  * All versions before 21.4R3-S10-EVO, * 

from 22.2-EVO before 22.2R3-S6-EVO,  * from 22.4-EVO before 22.4R3-S6-EVO,  * 

from 23.2-EVO before 23.2R2-S3-EVO,  * from 23.4-EVO before 23.4R2-S4-EVO,  * 

from 24.2-EVO before 24.2R2-EVO. 

2025-04-09 6.5  CVE-2025-30646 

n/a -- n/a 

 

  

A Missing Release of Memory after Effective Lifetime vulnerability in the packet 

forwarding engine (PFE) of Juniper Networks Junos OS on MX Series allows an 

unauthenticated adjacent attacker to cause a Denial-of-Service (DoS). In a 

subscriber management scenario, login/logout activity triggers a memory leak, and 

the leaked memory gradually increments and eventually results in 

a crash.                 user@host> show chassis 

fpc                                        

Temp    CPU Utilization (%)   CPU Utilization (%)   Memory     Utilization 

(%)                       Slot 

State       (C)     Total   Interrupt     1min   5min  15min    DRAM (MB)  

Heap   Buffer                       2 

Online         36       10         0          9     8     9        32768      26         0       

                                                                                                This issue affects Junos OS on 

MX Series: * All versions before 21.2R3-S9 * from 21.4 before 21.4R3-S10 * from 

22.2 before 22.2R3-S6 * from 22.4 before 22.4R3-S5 * from 23.2 before 23.2R2-S3 

* from 23.4 before 23.4R2-S3 * from 24.2 before 24.2R2. 

2025-04-09 6.5  CVE-2025-30647 

n/a -- n/a 

 

  

An Expired Pointer Dereference vulnerability in Routing Protocol Daemon (rpd) of 

Juniper Networks Junos OS and Junos OS Evolved allows an unauthenticated, 

adjacent attacker to cause Denial of Service (DoS).On all Junos OS and Junos OS 

Evolved platforms, when an MPLS Label-Switched Path (LSP) is configured with 

2025-04-09 6.5  CVE-2025-30653 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30292&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30292
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30293&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30293
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30294&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30294
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30373&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30373
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30646&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30646
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30647&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30647
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30653&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30653
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Source & Patch 

Info 

node-link-protection and transport-class, and an LSP flaps, rpd crashes and 

restarts. Continuous flapping of LSP can cause a sustained Denial of Service (DoS) 

condition. This issue affects: Junos OS: * All versions before 22.2R3-S4, * 22.4 

versions before 22.4R3-S2, * 23.2 versions before 23.2R2, * 23.4 versions before 

23.4R2. Junos OS Evolved: * All versions before 22.2R3-S4-EVO, * 22.4-EVO 

versions before 22.4R3-S2-EVO, * 23.2-EVO versions before 23.2R2-EVO, * 23.4-

EVO versions before 23.4R2-EVO. 

n/a -- n/a 

 

  

Null pointer dereference in some Zoom Workplace Apps for Windows may allow an 

authenticated user to conduct a denial of service via network access. 
2025-04-08 6.5  CVE-2025-30670 

n/a -- n/a 

 

  

Null pointer dereference in some Zoom Workplace Apps for Windows may allow an 

authenticated user to conduct a denial of service via network access. 
2025-04-08 6.5  CVE-2025-30671 

n/a -- n/a 

 

  

The WP Project Manager - Task, team, and project management plugin featuring 

kanban board and gantt charts plugin for WordPress is vulnerable to Stored Cross-

Site Scripting via SVG File uploads in all versions up to, and including, 2.6.22 due to 

insufficient input sanitization and output escaping in tasks discussion. This makes it 

possible for authenticated attackers, with Subscriber-level access and above, and 

permissions granted by an Administrator, to inject arbitrary web scripts in pages 

that will execute whenever a user accesses the SVG file. 

2025-04-09 6.4  CVE-2025-3100 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Robert Noakes Nav Menu Manager allows Stored XSS. 

This issue affects Nav Menu Manager: from n/a through 3.2.5. 

2025-04-09 6.5  CVE-2025-31017 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Webliberty Simple Spoiler allows Stored XSS. This issue 

affects Simple Spoiler: from n/a through 1.4. 

2025-04-09 6.5  CVE-2025-31020 

n/a -- n/a 

 

  

Due to insecure file permissions in SAP BusinessObjects Business Intelligence 

Platform, an attacker who has local access to the system could modify files 

potentially disrupting operations or cause service downtime hence leading to a 

high impact on integrity and availability. However, this vulnerability does not 

disclose any sensitive data. 

2025-04-08 6.6  CVE-2025-31332 

n/a -- n/a 

 

  

Subnet Solutions PowerSYSTEM Center is affected by a mishandling of exceptional 

conditions vulnerability. Crafted data that is passed to the API may trigger an 

exception, resulting in a denial-of-service condition. 

2025-04-11 6.2  CVE-2025-31935 

n/a -- n/a 

 

  

Yii is an open source PHP web framework. Prior to 1.1.31, yiisoft/yii is vulnerable to 

Reflected XSS in specific scenarios where the fallback error renderer is used. 

Upgrade yiisoft/yii to version 1.1.31 or higher. 

2025-04-10 6.1  CVE-2025-32027 

n/a -- n/a 

 

  

Exposure of Sensitive System Information to an Unauthorized Control Sphere 

vulnerability in maennchen1.de m1.DownloadList. This issue affects 

m1.DownloadList: from n/a through 0.21. 

2025-04-08 6.5  CVE-2025-32164 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in themefusecom Brizy. This issue affects Brizy: from n/a 

through 2.6.14. 

2025-04-10 6.5  CVE-2025-32198 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in eyale-vc Contact Form Builder by vcita. This issue affects 

Contact Form Builder by vcita: from n/a through 4.10.2. 

2025-04-10 6.5  CVE-2025-32199 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Hive Support Hive Support allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Hive 

Support: from n/a through 1.2.2. 

2025-04-10 6.5  CVE-2025-32208 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30670&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30670
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30671&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30671
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3100&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3100
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31017&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31017
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31020&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31020
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31332&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:N/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31332
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31935&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31935
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32027&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32027
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32164&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32164
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32198&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32198
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32199&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32199
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32208&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32208


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 

vulnerability in totalprocessing Total processing card payments for WooCommerce 

allows Path Traversal. This issue affects Total processing card payments for 

WooCommerce: from n/a through 7.1.5. 

2025-04-10 6.5  CVE-2025-32209 

n/a -- n/a 

 

  

Missing Authorization vulnerability in CreativeMindsSolutions CM Registration and 

Invitation Codes allows Exploiting Incorrectly Configured Access Control Security 

Levels. This issue affects CM Registration and Invitation Codes: from n/a through 

2.5.2. 

2025-04-10 6.5  CVE-2025-32210 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Broadstreet Broadstreet allows Stored XSS. This issue 

affects Broadstreet: from n/a through 1.51.2. 

2025-04-08 6.5  CVE-2025-32211 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Specia Theme Specia Companion allows 

Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 

Specia Companion: from n/a through 4.6. 

2025-04-10 6.5  CVE-2025-32212 

n/a -- n/a 

 

  

Missing Authorization vulnerability in flothemesplugins Flo Forms allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Flo Forms: 

from n/a through 1.0.43. 

2025-04-10 6.5  CVE-2025-32213 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Hive Support Hive Support allows Stored XSS. This issue 

affects Hive Support: from n/a through 1.2.2. 

2025-04-10 6.5  CVE-2025-32214 

n/a -- n/a 

 

  

Unrestricted Upload of File with Dangerous Type vulnerability in Ability, Inc 

Accessibility Suite by Online ADA allows Stored XSS. This issue affects Accessibility 

Suite by Online ADA: from n/a through 4.18. 

2025-04-10 6.5  CVE-2025-32215 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Spider Themes Spider Elements - Addons for 

Elementor allows Exploiting Incorrectly Configured Access Control Security Levels. 

This issue affects Spider Elements - Addons for Elementor: from n/a through 1.6.2. 

2025-04-10 6.4  CVE-2025-32216 

n/a -- n/a 

 

  

Missing Authorization vulnerability in NotFound Site Notify allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Site Notify: 

from n/a through 1.0. 

2025-04-10 6.5  CVE-2025-32240 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Hive Support Hive Support allows Accessing 

Functionality Not Properly Constrained by ACLs. This issue affects Hive Support: 

from n/a through 1.2.2. 

2025-04-10 6.5  CVE-2025-32242 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Toast Plugins Internal Link Optimiser allows 

Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 

Internal Link Optimiser: from n/a through 5.1.2. 

2025-04-10 6.5  CVE-2025-32243 

n/a -- n/a 

 

  

Missing Authorization vulnerability in QuantumCloud SEO Help allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects SEO Help: 

from n/a through 6.6.1. 

2025-04-10 6.5  CVE-2025-32244 

n/a -- n/a 

 

  

DNN (formerly DotNetNuke) is an open-source web content management platform 

(CMS) in the Microsoft ecosystem. A bypass has been identified for the previously 

known vulnerability CVE-2017-0929, allowing unauthenticated attackers to execute 

arbitrary GET requests against target systems, including internal or adjacent 

networks. This vulnerability facilitates a semi-blind SSRF attack, allowing attackers 

to make the target server send requests to internal or external URLs without 

viewing the full responses. Potential impacts include internal network 

reconnaissance, bypassing firewalls. This vulnerability is fixed in 9.13.8. 

2025-04-09 6.5  CVE-2025-32372 

n/a -- n/a 

 

  

DNN (formerly DotNetNuke) is an open-source web content management platform 

(CMS) in the Microsoft ecosystem. In limited configurations, registered users may 
2025-04-09 6.5  CVE-2025-32373 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32209&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32209
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32210&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32210
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32211&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32211
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32212&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32212
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32213&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32213
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32214&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32214
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32215&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32215
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32216&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32216
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32240&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32240
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32242&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32242
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32243&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32243
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32244&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32244
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32372&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32372
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32373&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32373


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

be able to craft a request to enumerate/access some portal files they should not 

have access to. This vulnerability is fixed in 9.13.8. 

n/a -- n/a 

 

  

XGrammar is an open-source library for efficient, flexible, and portable structured 

generation. Prior to 0.1.18, Xgrammar includes a cache for compiled grammars to 

increase performance with repeated use of the same grammar. This cache is held 

in memory. Since the cache is unbounded, a system making use of xgrammar can 

be abused to fill up a host's memory and case a denial of service. For example, 

sending many small requests to an LLM inference server with unique JSON 

schemas would eventually cause this denial of service to occur. This vulnerability is 

fixed in 0.1.18. 

2025-04-09 6.5  CVE-2025-32381 

n/a -- n/a 

 

  

Helm is a tool for managing Charts. A chart archive file can be crafted in a manner 

where it expands to be significantly larger uncompressed than compressed (e.g., 

>800x difference). When Helm loads this specially crafted chart, memory can be 

exhausted causing the application to terminate. This issue has been resolved in 

Helm v3.17.3. 

2025-04-09 6.5  CVE-2025-32386 

n/a -- n/a 

 

  

Helm is a package manager for Charts for Kubernetes. A JSON Schema file within a 

chart can be crafted with a deeply nested chain of references, leading to parser 

recursion that can exceed the stack size limit and trigger a stack overflow. This 

issue has been resolved in Helm v3.17.3. 

2025-04-09 6.5  CVE-2025-32387 

n/a -- n/a 

 

  

HedgeDoc is an open source, real-time, collaborative, markdown notes application. 

Prior to 1.10.3, a malicious SVG file uploaded to HedgeDoc results in the possibility 

of XSS when opened in a new tab instead of the editor itself. The XSS is possible by 

exploiting the JSONP capabilities of GitHub Gist embeddings. Only instances with 

the local filesystem upload backend or special configurations, where the uploads 

are served from the same domain as HedgeDoc, are vulnerable. This vulnerability is 

fixed in 1.10.3. When upgrading to HedgeDoc 1.10.3 is not possible, instance 

owners could add the following headers for all routes under /uploads as a first-

countermeasure: Content-Disposition: attachment and Content-Security-Policy: 

default-src 'none'. Additionally, the external URLs in the script-src attribute of the 

Content-Security-Policy header should be removed. 

2025-04-10 6.4  CVE-2025-32391 

n/a -- n/a 

 

  

Vulnerability-Lookup before 2.7.1 allows stored XSS via a user bio in 

website/web/views/user.py. 
2025-04-08 6.4  CVE-2025-32413 

n/a -- n/a 

 

  

HAProxy 2.2 through 3.1.6, in certain uncommon configurations, has a 

sample_conv_regsub heap-based buffer overflow because of mishandling of the 

replacement of multiple short patterns with a longer one. 

2025-04-09 6.8  CVE-2025-32464 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Joe Waymark allows Stored XSS. This issue affects 

Waymark: from n/a through 1.5.2. 

2025-04-09 6.5  CVE-2025-32495 

n/a -- n/a 

 

  

Improper Control of Filename for Include/Require Statement in PHP Program ('PHP 

Remote File Inclusion') vulnerability in wpWax Logo Showcase Ultimate allows PHP 

Local File Inclusion. This issue affects Logo Showcase Ultimate: from n/a through 

1.4.4. 

2025-04-09 6.5  CVE-2025-32499 

n/a -- n/a 

 

  

Server-Side Request Forgery (SSRF) vulnerability in QuantumCloud SEO Help allows 

Server Side Request Forgery. This issue affects SEO Help: from n/a through 6.6.0. 
2025-04-09 6.8  CVE-2025-32675 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in RomanCode MapSVG Lite allows DOM-Based XSS. This 

issue affects MapSVG Lite: from n/a through 8.5.32. 

2025-04-09 6.5  CVE-2025-32683 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32381&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32381
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32386&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32386
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32387&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32387
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32391&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32391
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32413&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32413
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32464&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32464
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32495&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32495
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32499&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32499
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32675&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32675
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32683&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32683
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n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Angelo Mandato PowerPress Podcasting allows DOM-

Based XSS. This issue affects PowerPress Podcasting: from n/a through 11.12.4. 

2025-04-09 6.5  CVE-2025-32690 

n/a -- n/a 

 

  

Improper access control in Visual Studio Code allows an authorized attacker to 

elevate privileges locally. 
2025-04-12 6.8  CVE-2025-32726 

n/a -- n/a 

 

  

The SKT Blocks - Gutenberg based Page Builder plugin for WordPress is vulnerable 

to Stored Cross-Site Scripting via the Post Carousel block in all versions up to, and 

including, 1.9 due to insufficient input sanitization and output escaping. This makes 

it possible for authenticated attackers, with Contributor-level access and above, to 

inject arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-04-12 6.4  CVE-2025-3276 

n/a -- n/a 

 

  

W. W. Norton InQuizitive through 2025-04-08 allows students to conduct stored 

XSS attacks against educators via a bonus description, feedback.choice_fb[], or 

question_id. 

2025-04-11 6.4  CVE-2025-32809 

n/a -- n/a 

 

  

The SSH service of PowerStation from HGiga has a Chroot Escape vulnerability, 

allowing attackers with root privileges to bypass chroot restrictions and access the 

entire file system. 

2025-04-08 6.7  CVE-2025-3364 

n/a -- n/a 

 

  

A vulnerability was found in xxyopen Novel-Plus 5.1.0. It has been rated as critical. 

Affected by this issue is some unknown functionality of the file 

/novel/friendLink/list. The manipulation of the argument sort leads to sql injection. 

The attack may be launched remotely. The exploit has been disclosed to the public 

and may be used. 

2025-04-07 6.3  CVE-2025-3369 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, was found in zhangyanbo2007 

youkefu 4.2.0. This affects an unknown part of the file WebIMController.java of the 

component File Upload. The manipulation of the argument ID leads to path 

traversal. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-07 6.3  CVE-2025-3381 

n/a -- n/a 

 

  

A vulnerability has been found in joey-zhou xiaozhi-esp32-server-java up to 

a14fe8115842ee42ab5c7a51706b8a85db5200b7 and classified as critical. This 

vulnerability affects the function update of the file /api/user/update. The 

manipulation of the argument state leads to sql injection. The attack can be 

initiated remotely. The exploit has been disclosed to the public and may be used. 

This product is using a rolling release to provide continious delivery. Therefore, no 

version details for affected nor updated releases are available. 

2025-04-07 6.3  CVE-2025-3382 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in lenve VBlog up to 1.0.0. Affected 

by this vulnerability is the function configure of the file 

blogserver/src/main/java/org/sang/config/WebSecurityConfig.java. The 

manipulation leads to improper access controls. The attack can be launched 

remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-08 6.3  CVE-2025-3398 

n/a -- n/a 

 

  

A vulnerability was found in Seeyon Zhiyuan Interconnect FE Collaborative Office 

Platform 5.5.2 and classified as critical. This issue affects some unknown processing 

of the file /sysform/042/check.js%70. The manipulation of the argument Name 

leads to sql injection. The attack may be initiated remotely. The exploit has been 

disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

2025-04-08 6.3  CVE-2025-3402 

n/a -- n/a 

 

  

A vulnerability was found in Nothings stb up to f056911. It has been declared as 

critical. Affected by this vulnerability is the function 

stbhw_build_tileset_from_image. The manipulation of the argument 

h_count/v_count leads to out-of-bounds read. The attack can be launched 

remotely. This product takes the approach of rolling releases to provide continious 

2025-04-08 6.3  CVE-2025-3407 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32690&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32690
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32726&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32726
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3276&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3276
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32809&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32809
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3364&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3364
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3369&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3369
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3381&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3381
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3382&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3382
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3398&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3398
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3402&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3402
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3407&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3407


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

delivery. Therefore, version details for affected and updated releases are not 

available. The vendor was contacted early about this disclosure but did not 

respond in any way. 

n/a -- n/a 

 

  

A vulnerability was found in Nothings stb up to f056911. It has been rated as 

critical. Affected by this issue is the function stb_dupreplace. The manipulation 

leads to integer overflow. The attack may be launched remotely. Continious 

delivery with rolling releases is used by this product. Therefore, no version details 

of affected nor updated releases are available. The vendor was contacted early 

about this disclosure but did not respond in any way. 

2025-04-08 6.3  CVE-2025-3408 

n/a -- n/a 

 

  

A vulnerability classified as critical has been found in Nothings stb up to f056911. 

This affects the function stb_include_string. The manipulation of the argument 

path_to_includes leads to stack-based buffer overflow. It is possible to initiate the 

attack remotely. This product does not use versioning. This is why information 

about affected and unaffected releases are unavailable. The vendor was contacted 

early about this disclosure but did not respond in any way. 

2025-04-08 6.3  CVE-2025-3409 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in mymagicpower AIAS 20250308. 

This vulnerability affects unknown code of the file training_platform/train-

platform/src/main/java/top/aias/training/controller/LocalStorageController.java. 

The manipulation of the argument File leads to unrestricted upload. The attack can 

be initiated remotely. The exploit has been disclosed to the public and may be 

used. The vendor was contacted early about this disclosure but did not respond in 

any way. 

2025-04-08 6.3  CVE-2025-3410 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, has been found in mymagicpower 

AIAS 20250308. This issue affects some unknown processing of the file 

3_api_platform/api-

platform/src/main/java/top/aias/platform/controller/AsrController.java. The 

manipulation of the argument url leads to server-side request forgery. The attack 

may be initiated remotely. The exploit has been disclosed to the public and may be 

used. The vendor was contacted early about this disclosure but did not respond in 

any way. 

2025-04-08 6.3  CVE-2025-3411 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, was found in mymagicpower AIAS 

20250308. Affected is an unknown function of the file 2_training_platform/train-

platform/src/main/java/top/aias/training/controller/InferController.java. The 

manipulation of the argument url leads to server-side request forgery. It is possible 

to launch the attack remotely. The exploit has been disclosed to the public and 

may be used. The vendor was contacted early about this disclosure but did not 

respond in any way. 

2025-04-08 6.3  CVE-2025-3412 

n/a -- n/a 

 

  

A vulnerability has been found in opplus springboot-admin up to 

a2d5310f44fd46780a8686456cf2f9001ab8f024 and classified as critical. Affected 

by this vulnerability is the function code of the file SysGeneratorController.java. 

The manipulation of the argument Tables leads to deserialization. The attack can 

be launched remotely. The exploit has been disclosed to the public and may be 

used. This product does not use versioning. This is why information about affected 

and unaffected releases are unavailable. The vendor was contacted early about 

this disclosure but did not respond in any way. 

2025-04-08 6.3  CVE-2025-3413 

n/a -- n/a 

 

  

The Everest Forms - Contact Form, Quiz, Survey, Newsletter & Payment Form 

Builder for WordPress plugin for WordPress is vulnerable to Reflected Cross-Site 

Scripting via the 'form_id' parameter in all versions up to, and including, 3.1.1 due 

to insufficient input sanitization and output escaping. This makes it possible for 

unauthenticated attackers to inject arbitrary web scripts in pages that execute if 

they can successfully trick a user into performing an action such as clicking on a 

link. 

2025-04-11 6.1  CVE-2025-3421 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3408&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3408
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3409&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3409
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3410&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3410
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3411&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3411
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3412&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3412
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3413&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3413
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3421&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3421
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Source & Patch 
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n/a -- n/a 

 

  

The AAWP Obfuscator plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the 'data-aawp-web' parameter in all versions up to, and including, 1.0 

due to insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Author-level access and above, to inject arbitrary 

web scripts in pages that will execute whenever a user accesses an injected page. 

2025-04-08 6.4  CVE-2025-3432 

n/a -- n/a 

 

  

The Advanced Advertising System plugin for WordPress is vulnerable to Open 

Redirect in all versions up to, and including, 1.3.1. This is due to insufficient 

validation on the redirect url supplied via the 'redir' parameter. This makes it 

possible for unauthenticated attackers to redirect users to potentially malicious 

sites if they can successfully trick them into performing an action. 

2025-04-08 6.1  CVE-2025-3433 

n/a -- n/a 

 

  

The coreActivity: Activity Logging for WordPress plugin for WordPress is vulnerable 

to SQL Injection via the 'order' and 'orderby' parameters in all versions up to, and 

including, 2.7 due to insufficient escaping on the user supplied parameter and lack 

of sufficient preparation on the existing SQL query. This makes it possible for 

authenticated attackers, with Subscriber-level access and above, to append 

additional SQL queries into already existing queries that can be used to extract 

sensitive information from the database. 

2025-04-08 6.5  CVE-2025-3436 

n/a -- n/a 

 

  

Missing Authentication for Critical Function vulnerability in Drupal Panels allows 

Exploiting Incorrectly Configured Access Control Security Levels.This issue affects 

Panels: from 0.0.0 before 4.9.0. 

2025-04-09 6.5  CVE-2025-3474 

n/a -- n/a 

 

  

Allocation of Resources Without Limits or Throttling, Incorrect Authorization 

vulnerability in Drupal WEB-T allows Excessive Allocation, Content Spoofing.This 

issue affects WEB-T: from 0.0.0 before 1.1.0. 

2025-04-09 6.5  CVE-2025-3475 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, was found in PowerCreator CMS 1.0. 

Affected is an unknown function of the file /OpenPublicCourse.aspx. The 

manipulation of the argument cid leads to sql injection. It is possible to launch the 

attack remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-13 6.3  CVE-2025-3534 

n/a -- n/a 

 

  

A vulnerability was found in Tutorials-Website Employee Management System 1.0 

and classified as critical. Affected by this issue is some unknown functionality of the 

file /admin/delete-user.php. The manipulation of the argument ID leads to 

improper authorization. The attack may be launched remotely. The exploit has 

been disclosed to the public and may be used. The vendor was contacted early 

about this disclosure but did not respond in any way. 

2025-04-13 6.5  CVE-2025-3536 

n/a -- n/a 

 

  

A cross-site scripting (XSS) vulnerability in Typecho v1.2.1 allows attackers to 

execute arbitrary web scripts or HTML via a crafted payload injected into Name 

parameter under a comment for an Article. 

2025-04-07 5.4  CVE-2024-46494 

n/a -- n/a 

 

  

An Improper Output Neutralization for Logs vulnerability [CWE-117] in 

FortiAnalyzer version 7.6.1 and below, version 7.4.5 and below, version 7.2.8 and 

below, version 7.0.13 and below and FortiManager version 7.6.1 and below, 

version 7.4.5 and below, version 7.2.8 and below, version 7.0.12 and below may 

allow an unauthenticated remote attacker to pollute the logs via crafted login 

requests. 

2025-04-08 5.3  CVE-2024-52962 

n/a -- n/a 

 

  

Improper access control in Sticker Center prior to SMR Apr-2025 Release 1 allows 

local attackers to access image files with system privilege. 
2025-04-08 5.5  CVE-2025-20934 

n/a -- n/a 

 

  

Improper handling of insufficient permission or privileges in ClipboardService prior 

to SMR Apr-2025 Release 1 allows local attackers to access files with system 

privilege. User interaction is required for triggering this vulnerability. 

2025-04-08 5.5  CVE-2025-20935 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3432&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3432
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3433&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3433
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3436&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3436
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3474&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3474
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3475&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3475
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3534&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3534
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3536&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3536
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-46494&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-46494
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-52962&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-52962
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20934&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20934
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20935&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20935
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n/a -- n/a 

 

  

Improper access control in SamsungContacts prior to SMR Apr-2025 Release 1 

allows local attackers to access protected data in SamsungContacts. 
2025-04-08 5.5  CVE-2025-20938 

n/a -- n/a 

 

  

Improper authorization in wireless download protocol in Galaxy Watch prior to 

SMR Apr-2025 Release 1 allows physical attackers to update device unique 

identifier of Watch devices. 

2025-04-08 5.4  CVE-2025-20939 

n/a -- n/a 

 

  

Improper handling of insufficient permission or privileges in ClipboardService prior 

to SMR Apr-2025 Release 1 allows local attackers to access image files across 

multiple users. User interaction is required for triggering this vulnerability. 

2025-04-08 5.5  CVE-2025-20947 

n/a -- n/a 

 

  

Out-of-bounds read in enrollment with cdsp frame secfr trustlet prior to SMR Apr-

2025 Release 1 allows local privileged attackers to read out-of-bounds memory. 
2025-04-08 5.5  CVE-2025-20948 

n/a -- n/a 

 

  

Improper verification of intent by broadcast receiver vulnerability in Galaxy Store 

prior to version 4.5.90.7 allows local attackers to write arbitrary files with the 

privilege of Galaxy Store. 

2025-04-08 5.1  CVE-2025-20951 

n/a -- n/a 

 

  

Improper access control in Mdecservice prior to SMR Apr-2025 Release 1 allows 

local attackers to access arbitrary files with system privilege. 
2025-04-09 5.5  CVE-2025-20952 

n/a -- n/a 

 

  

An Improper Check for Unusual or Exceptional Conditions vulnerability in routing 

protocol daemon (rpd) of Juniper Networks Junos OS and Junos OS Evolved allows 

an unauthenticated, logically adjacent BGP peer to cause Denial of Service (DoS). 

On all Junos OS and Junos OS Evolved platforms, when BGP rib-sharding and 

update-threading are configured, and a BGP peer flap is done with specific timing, 

rpd crashes and restarts. Continuous peer flapping at specific time intervals will 

result in a sustained Denial of Service (DoS) condition. This issue affects eBGP and 

iBGP, in both IPv4 and IPv6 implementations. This issue requires a remote attacker 

to have at least one established BGP session. The issue can occur with or without 

logical-systems enabled. This issue affects: Junos OS: * All versions before 20.4R3-

S8, * 21.2 versions before 21.2R3-S6, * 21.3 versions before 21.3R3-S5, * 21.4 

versions before 21.4R3-S4, * 22.1 versions before 22.1R3-S3, * 22.2 versions before 

22.2R3-S1, * 22.3 versions before 22.3R3, * 22.4 versions before 22.4R3. Junos OS 

Evolved: * All versions before 21.2R3-S6-EVO, * 21.3-EVO versions before 21.3R3-

S5-EVO, * 21.4-EVO versions before 21.4R3-S4-EVO, * 22.1-EVO versions before 

22.1R3-S3-EVO, * 22.2-EVO versions before :22.2R3-S1-EVO, * 22.3-EVO versions 

before 22.3R3-EVO, * 22.4-EVO versions before 22.4R3-EVO. 

2025-04-09 5.3  CVE-2025-21597 

n/a -- n/a 

 

  

Spring Cloud Config Server may not use Vault token sent by clients using a X-

CONFIG-TOKEN header when making requests to Vault. Your application may be 

affected by this if the following are true: * You have Spring Vault on the classpath 

of your Spring Cloud Config Server and * You are using the X-CONFIG-

TOKEN header to send a Vault token to the Spring Cloud Config Server for the 

Config Server to use when making requests to Vault and * You are using the default 

Spring Vault SessionManager implementation LifecycleAwareSessionManager or a 

SessionManager implementation that persists the Vault token such as 

SimpleSessionManager. In this case the SessionManager persists the first token it 

retrieves and will continue to use that token even if client requests to the Spring 

Cloud Config Server include a X-CONFIG-TOKEN header with a different value. 

Affected Spring Products and Versions Spring Cloud Config: * 2.2.1.RELEASE - 4.2.1 

Mitigation Users of affected versions should upgrade to the corresponding fixed 

version. Affected version(s)Fix 

versionAvailability4.2.x4.2.2OSS4.1.x4.1.6OSS4.0.x4.0.10Commercial3.1.x3.1.10Co

mmercial3.0.x4.1.6OSS2.2.x4.1.6OSS NOTE: Spring Cloud Config 3.0.x and 2.2.x are 

no longer under open source or commercial support. Users of these versions are 

encouraged to upgrade to a supported version. No other mitigation steps are 

necessary. 

2025-04-10 5.3  CVE-2025-22232 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20938&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20938
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20939&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:R/S:U/C:L/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20939
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20947&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20947
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20948&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20948
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20951&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20951
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20952&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20952
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21597&vector=CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21597
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22232&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22232
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n/a -- n/a 

 

  

A local privilege escalation vulnerability in SonicWall NetExtender Windows (32 and 

64 bit) client which allows an attacker to trigger an arbitrary file deletion. 
2025-04-10 5.9  CVE-2025-23009 

n/a -- n/a 

 

  

A Exposure of Sensitive Information to an Unauthorized Actor vulnerability in SUSE 

rancher allowed unauthenticated users to list all CLI authentication tokens and 

delete them before the CLI is able to get the token value.This issue affects rancher: 

from 2.8.0 before 2.8.13, from 2.9.0 before 2.9.7, from 2.10.0 before 2.10.3. 

2025-04-11 5.3  CVE-2025-23387 

n/a -- n/a 

 

  

An issue has been discovered in GitLab CE/EE affecting all versions from 13.12 

before 17.8.7, 17.9 before 17.9.6, and 17.10 before 17.10.4. Under certain 

conditions users could bypass IP access restrictions and view sensitive information. 

2025-04-10 5.3  CVE-2025-2408 

n/a -- n/a 

 

  

Charmed MySQL K8s operator is a Charmed Operator for running MySQL on 

Kubernetes. Before revision 221, the method for calling a SQL DDL or python based 

mysql-shell scripts can leak database users credentials. The method mysql-

operator calls mysql-shell application rely on writing to a temporary script file 

containing the full URI, with user and password. The file can be read by a 

unprivileged user during the operator runtime, due it being created with read 

permissions (0x644). On other cases, when calling mysql cli, for one specific case 

when creating the operator users, the DDL contains said users credentials, which 

can be leak through the same mechanism of a temporary file. All versions prior to 

revision 221 for kubernetes and revision 338 for machine operators. 

2025-04-09 5 CVE-2025-24375 

n/a -- n/a 

 

  

Silverstripe Elemental extends a page type to swap the content area for a list of 

manageable elements to compose a page out of rather than a single text field. An 

elemental block can include an XSS payload, which can be executed when viewing 

the "Content blocks in use" report. The vulnerability is specific to that report and is 

a result of failure to cast input prior to including it in the grid field. This 

vulnerability is fixed in 5.3.12. 

2025-04-10 5.4  CVE-2025-25197 

n/a -- n/a 

 

  

The Vayu Blocks - Gutenberg Blocks for WordPress & WooCommerce plugin for 

WordPress is vulnerable to unauthorized access and modification of data due to 

missing capability checks on the 'vayu_blocks_get_toggle_switch_values_callback' 

and 'vayu_blocks_save_toggle_switch_callback' function in versions 1.0.4 to 1.2.1. 

This makes it possible for unauthenticated attackers to read plugin options and 

update any option with a key name ending in '_value'. 

2025-04-08 5.3  CVE-2025-2568 

n/a -- n/a 

 

  

Dell PowerProtect Cyber Recovery, versions prior to 19.18.0.2, contains an 

Insertion of Sensitive Information Into Sent Data vulnerability. A high privileged 

attacker with remote access could potentially exploit this vulnerability, leading to 

Information exposure. 

2025-04-11 5.8  CVE-2025-26335 

n/a -- n/a 

 

  

Dell PowerScale OneFS, versions 9.5.0.0 through 9.10.0.0, contains an uncontrolled 

resource consumption vulnerability. An unauthenticated attacker with remote 

access could potentially exploit this vulnerability, leading to denial of service. 

2025-04-10 5.3  CVE-2025-26480 

n/a -- n/a 

 

  

Automated recognition mechanism with inadequate detection or handling of 

adversarial input perturbations in Windows Hello allows an unauthorized attacker 

to perform spoofing locally. 

2025-04-08 5.1  CVE-2025-26644 

n/a -- n/a 

 

  

SAP KMC WPC allows an unauthenticated attacker to remotely retrieve usernames 

by a simple parameter query which could expose sensitive information causing low 

impact on confidentiality of the application. This has no effect on integrity and 

availability. 

2025-04-08 5.3  CVE-2025-26657 

n/a -- n/a 

 

  

Missing Authorization vulnerability in OnTheGoSystems WooCommerce 

Multilingual & Multicurrency allows Exploiting Incorrectly Configured Access 

Control Security Levels.This issue affects WooCommerce Multilingual & 

Multicurrency: from n/a through 5.3.8. 

2025-04-09 5.3  CVE-2025-26888 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-23009&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:C/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-23009
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-23387&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-23387
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2408&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2408
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-24375&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-24375
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-25197&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-25197
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2568&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2568
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26335&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26335
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26480&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26480
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26644&vector=CVSS:3.1/AV:L/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26644
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26657&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26657
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26888&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26888


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

A vulnerability in the Captive Portal of an AOS-10 GW and AOS-8 

Controller/Mobility Conductor could allow a remote attacker to conduct a 

reflected cross-site scripting (XSS) attack. Successful exploitation could enable the 

attacker to execute arbitrary script code in the victim's browser within the context 

of the affected interface. 

2025-04-08 5.4  CVE-2025-27084 

n/a -- n/a 

 

  

After Effects versions 25.1, 24.6.4 and earlier are affected by an out-of-bounds 

read vulnerability that could lead to disclosure of sensitive memory. An attacker 

could leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of 

this issue requires user interaction in that a victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-27184 

n/a -- n/a 

 

  

After Effects versions 25.1, 24.6.4 and earlier are affected by a NULL Pointer 

Dereference vulnerability that could result in an application denial-of-service. An 

attacker could exploit this vulnerability to crash the application, leading to a denial-

of-service condition. Exploitation of this issue requires user interaction in that a 

victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-27185 

n/a -- n/a 

 

  

After Effects versions 25.1, 24.6.4 and earlier are affected by an out-of-bounds 

read vulnerability that could lead to disclosure of sensitive memory. An attacker 

could leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of 

this issue requires user interaction in that a victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-27186 

n/a -- n/a 

 

  

After Effects versions 25.1, 24.6.4 and earlier are affected by an out-of-bounds 

read vulnerability that could lead to disclosure of sensitive memory. An attacker 

could leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of 

this issue requires user interaction in that a victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-27187 

n/a -- n/a 

 

  

Adobe Commerce versions 2.4.7-p4, 2.4.6-p9, 2.4.5-p11, 2.4.4-p12, 2.4.8-beta2 

and earlier are affected by an Improper Access Control vulnerability that could 

result in a Security feature bypass. An attacker could leverage this vulnerability to 

bypass security measures and gain unauthorized access. Exploitation of this issue 

does not require user interaction. 

2025-04-08 5.3  CVE-2025-27190 

n/a -- n/a 

 

  

Adobe Commerce versions 2.4.7-p4, 2.4.6-p9, 2.4.5-p11, 2.4.4-p12, 2.4.8-beta2 

and earlier are affected by an Improper Access Control vulnerability that could 

result in a Security feature bypass. An attacker could leverage this vulnerability to 

bypass security measures and gain unauthorized access. Exploitation of this issue 

does not require user interaction. 

2025-04-08 5.3  CVE-2025-27191 

n/a -- n/a 

 

  

Animate versions 24.0.7, 23.0.10 and earlier are affected by an out-of-bounds read 

vulnerability that could lead to disclosure of sensitive memory. An attacker could 

leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this 

issue requires user interaction in that a victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-27201 

n/a -- n/a 

 

  

Animate versions 24.0.7, 23.0.10 and earlier are affected by an out-of-bounds read 

vulnerability that could lead to disclosure of sensitive memory. An attacker could 

leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this 

issue requires user interaction in that a victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-27202 

n/a -- n/a 

 

  

After Effects versions 25.1, 24.6.4 and earlier are affected by an out-of-bounds 

read vulnerability that could lead to disclosure of sensitive memory. An attacker 

could leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of 

this issue requires user interaction in that a victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-27204 

n/a -- n/a 

 

  

Adobe Experience Manager Screens versions FP11.3 and earlier are affected by a 

stored Cross-Site Scripting (XSS) vulnerability that could be abused by a low 

privileged attacker to inject malicious scripts into vulnerable form fields. Malicious 

JavaScript may be executed in a victim's browser when they browse to the page 

containing the vulnerable field. Exploitation of this issue requires user interaction 

in that a victim must open a malicious link. 

2025-04-08 5.4  CVE-2025-27205 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27084&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27084
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27184&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27184
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27185&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27185
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27186&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27186
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27187&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27187
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27190&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27190
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27191&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27191
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27201&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27201
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27202&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27202
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27204&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27204
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27205&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27205


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Sensitive data storage in improperly locked memory in Microsoft Streaming Service 

allows an unauthorized attacker to deny service over a network. 
2025-04-08 5.9  CVE-2025-27471 

n/a -- n/a 

 

  

Protection mechanism failure in Windows Mark of the Web (MOTW) allows an 

unauthorized attacker to bypass a security feature over a network. 
2025-04-08 5.4  CVE-2025-27472 

n/a -- n/a 

 

  

Cleartext transmission of sensitive information issue exists in Wi-Fi AP UNIT 'AC-

WPS-11ac series'. If exploited, a man-in-the-middle attack may allow a remote 

unauthenticated attacker to eavesdrop the communication and obtain the 

authentication information. 

2025-04-09 5.9  CVE-2025-27722 

n/a -- n/a 

 

  

Exposure of sensitive information to an unauthorized actor in Windows Power 

Dependency Coordinator allows an authorized attacker to disclose information 

locally. 

2025-04-08 5.5  CVE-2025-27736 

n/a -- n/a 

 

  

Out-of-bounds read in Windows NTFS allows an unauthorized attacker to disclose 

information locally. 
2025-04-08 5.5  CVE-2025-27742 

n/a -- n/a 

 

  

The Motors - Car Dealership & Classified Listings Plugin plugin for WordPress is 

vulnerable to Stored Cross-Site Scripting via the Phone Number parameter in all 

versions up to, and including, 1.4.63 due to insufficient input sanitization and 

output escaping. This makes it possible for authenticated attackers, with 

Subscriber-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-04-08 5.4  CVE-2025-2808 

n/a -- n/a 

 

  

The Cart66 Cloud plugin for WordPress is vulnerable to Sensitive Information 

Exposure in all versions up to, and including, 2.3.7 through the publicly accessible 

phpinfo.php script. This makes it possible for unauthenticated attackers to view 

potentially sensitive information contained in the exposed file. 

2025-04-12 5.3  CVE-2025-2841 

n/a -- n/a 

 

  

The MelaPress Login Security and MelaPress Login Security Premium plugins for 

WordPress is vulnerable to unauthorized loss of data due to a missing capability 

check on the 'monitor_admin_actions' function in version 2.1.0. This makes it 

possible for unauthenticated attackers to delete any user. 

2025-04-08 5.3  CVE-2025-2876 

n/a -- n/a 

 

  

The Developer Toolbar plugin for WordPress is vulnerable to Sensitive Information 

Exposure in all versions up to, and including, 1.0.3 through the publicly accessible 

phpinfo.php script. This makes it possible for unauthenticated attackers to view 

potentially sensitive information contained in the exposed file. 

2025-04-12 5.3  CVE-2025-2881 

n/a -- n/a 

 

  

The GreenPay(tm) by Green.Money plugin for WordPress is vulnerable to Sensitive 

Information Exposure in versions between 3.0.0 and 3.0.9 through the publicly 

accessible phpinfo.php script. This makes it possible for unauthenticated attackers 

to view potentially sensitive information contained in the exposed file. 

2025-04-08 5.3  CVE-2025-2882 

n/a -- n/a 

 

  

The Accept SagePay Payments Using Contact Form 7 plugin for WordPress is 

vulnerable to Sensitive Information Exposure in all versions up to, and including, 

2.0 through the publicly accessible phpinfo.php script. This makes it possible for 

unauthenticated attackers to view potentially sensitive information contained in 

the exposed file. 

2025-04-08 5.3  CVE-2025-2883 

n/a -- n/a 

 

  

An issue in fluent-bit v.3.7.2 allows a local attacker to cause a denial of service via 

the cfl_list_size in cfl_list.h:165. 
2025-04-07 5.5  CVE-2025-29478 

n/a -- n/a 

 

  

Buffer Overflow vulnerability in gdal 3.10.2 allows a local attacker to cause a denial 

of service via the OGRSpatialReference::Release function. 
2025-04-07 5.5  CVE-2025-29480 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27471&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27471
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27472&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27472
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27722&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27722
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27736&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27736
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27742&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27742
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2808&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2808
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2841&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2841
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2876&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2876
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2881&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2881
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2882&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2882
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2883&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2883
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29478&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29478
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29480&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29480


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Use of a cryptographic primitive with a risky implementation in Windows 

Cryptographic Services allows an authorized attacker to disclose information 

locally. 

2025-04-08 5.5  CVE-2025-29808 

n/a -- n/a 

 

  

Improper input validation in Dynamics Business Central allows an authorized 

attacker to disclose information locally. 
2025-04-08 5.5  CVE-2025-29821 

n/a -- n/a 

 

  

Silverstripe Framework is a PHP framework which powers the Silverstripe CMS. 

Prior to 5.3.23, bad actor with access to edit content in the CMS could send a 

specifically crafted encoded payload to the server, which could be used to inject a 

JavaScript payload on the front end of the site. The payload would be sanitized on 

the client-side, but server-side sanitization doesn't catch it. The server-side 

sanitization logic has been updated to sanitize against this attack. This vulnerability 

is fixed in 5.3.23. 

2025-04-10 5.4  CVE-2025-30148 

n/a -- n/a 

 

  

A vulnerability has been identified in Mendix Runtime V10 (All versions < V10.21.0), 

Mendix Runtime V10.12 (All versions < V10.12.16), Mendix Runtime V10.18 (All 

versions < V10.18.5), Mendix Runtime V10.6 (All versions < V10.6.22), Mendix 

Runtime V8 (All versions), Mendix Runtime V9 (All versions < V9.24.34). Affected 

applications allow for entity enumeration due to distinguishable responses in 

certain client actions. This could allow an unauthenticated remote attacker to list 

all valid entities and attribute names of a Mendix Runtime-based application. 

2025-04-08 5.3  CVE-2025-30280 

n/a -- n/a 

 

  

XMP Toolkit versions 2023.12 and earlier are affected by an out-of-bounds read 

vulnerability that could lead to disclosure of sensitive memory. An attacker could 

leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this 

issue requires user interaction in that a victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-30305 

n/a -- n/a 

 

  

XMP Toolkit versions 2023.12 and earlier are affected by an out-of-bounds read 

vulnerability that could lead to disclosure of sensitive memory. An attacker could 

leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this 

issue requires user interaction in that a victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-30306 

n/a -- n/a 

 

  

XMP Toolkit versions 2023.12 and earlier are affected by an out-of-bounds read 

vulnerability that could lead to disclosure of sensitive memory. An attacker could 

leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this 

issue requires user interaction in that a victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-30307 

n/a -- n/a 

 

  

XMP Toolkit versions 2023.12 and earlier are affected by an out-of-bounds read 

vulnerability that could lead to disclosure of sensitive memory. An attacker could 

leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this 

issue requires user interaction in that a victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-30308 

n/a -- n/a 

 

  

XMP Toolkit versions 2023.12 and earlier are affected by an out-of-bounds read 

vulnerability that could lead to disclosure of sensitive memory. An attacker could 

leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this 

issue requires user interaction in that a victim must open a malicious file. 

2025-04-08 5.5  CVE-2025-30309 

n/a -- n/a 

 

  

An Improper Handling of Exceptional Conditions vulnerability in routing protocol 

daemon (rpd) of Juniper Networks Junos OS and Junos OS Evolved allows a local, 

low-privileged attacker executing a CLI command to cause a Denial of Service 

(DoS). When asregex-optimized is configured and a specific "show route as-

path" CLI command is executed, the rpd crashes and restarts. Repeated execution 

of this command will cause a sustained DoS condition. This issue affects Junos OS: 

* All versions before 21.2R3-S9, * from 21.4 before 21.4R3-S10, * from 22.2 before 

22.2R3-S6, * from 22.4 before 22.4R3-S6, * from 23.2 before 23.2R2-S3, * from 

23.4 before 23.4R2-S4, * from 24.2 before 24.2R2. and Junos OS Evolved: * All 

versions before 21.2R3-S9-EVO, * from 21.4-EVO before 21.4R3-S10-EVO, * from 

22.2-EVO before 22.2R3-S6-EVO, * from 22.4-EVO before 22.4R3-S6-EVO, * from 

2025-04-09 5.5  CVE-2025-30652 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29808&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29808
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29821&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29821
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30148&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30148
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30280&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30280
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30305&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30305
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30306&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30306
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30307&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30307
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30308&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30308
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30309&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30309
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30652&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30652


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

23.2-EVO before 23.2R2-S3-EVO, * from 23.4-EVO before 23.4R2-S4-EVO, * from 

24.2-EVO before 24.2R2-EVO. 

n/a -- n/a 

 

  

An Exposure of Sensitive Information to an Unauthorized Actor vulnerability in the 

User Interface (UI) of Juniper Networks Junos OS and Junos OS Evolved allows a 

local, low-privileged, authenticated attacker with access to the CLI to access 

sensitive information.  Through the execution of a specific show mgd command, a 

user with limited permissions (e.g., a low-privileged login class user) can access 

sensitive information such as hashed passwords, that can be used to further 

impact the system. This issue affects Junos OS:  * All versions before 21.4R3-S10, * 

from 22.2 before 22.2R3-S5, * from 22.4 before 22.4R3-S5,  * from 23.2 before 

23.2R2-S3,  * from 23.4 before 23.4R2-S3. Junos OS Evolved:  * All versions before 

21.4R3-S10-EVO, * from 22.2-EVO before 22.2R3-S6-EVO,  * from 22.4-EVO before 

22.4R3-S5-EVO,  * from 23.2-EVO before 23.2R2-S3-EVO,  * from 23.4-EVO before 

23.4R2-S3-EVO. 

2025-04-09 5.5  CVE-2025-30654 

n/a -- n/a 

 

  

An Improper Check for Unusual or Exceptional Conditions vulnerability in the 

Routing Protocol Daemon (rpd) of Juniper Networks Junos OS and Junos OS 

Evolved allows a local, low-privileged attacker to cause a Denial-of-Service (DoS). 

When a specific "show bgp neighbor" CLI command is run, the rpd cpu utilization 

rises and eventually causes a crash and restart. Repeated use of this command will 

cause a sustained DoS condition.  The device is only affected if BGP RIB sharding 

and update-threading is enabled. This issue affects Junos OS:  * All versions before 

21.2R3-S9,  * from 21.4 before 21.4R3-S8, * from 22.2 before 22.2R3-S6,  * from 

22.4 before 22.4R3-S2,  * from 23.2 before 23.2R2-S3,  * from 23.4 before 23.4R2. 

and Junos OS Evolved:  * All versions before 21.2R3-S9-EVO,  * from 21.4-EVO 

before 21.4R3-S8-EVO,  * from 22.2-EVO before 22.2R3-S6-EVO,  * from 22.4-EVO 

before 22.4R3-S2-EVO,  * from 23.2-EVO before 23.2R2-S3-EVO,  * from 23.4-EVO 

before 23.4R2-EVO. 

2025-04-09 5.5  CVE-2025-30655 

n/a -- n/a 

 

  

An Improper Encoding or Escaping of Output vulnerability in the Sampling Route 

Record Daemon (SRRD) of Juniper Networks Junos OS allows an unauthenticated, 

network-based attacker to cause a Denial-of-Service (DoS). When a device 

configured for flow-monitoring receives a specific BGP update message, it is 

correctly processed internally by the routing protocol daemon (rpd), but when it's 

sent to SRRD it's encoded incorrectly which leads to a crash and momentary 

interruption of jflow processing until it automatically restarts. This issue does not 

affect traffic forwarding itself. This issue affects Junos OS:  * All versions before 

21.2R3-S9, * 21.4 versions before 21.4R3-S10, * 22.2 versions before 22.2R3-S6, * 

22.4 versions before 22.4R3, * 23.2 versions before 23.2R1-S2, 23.2R2. This issue 

does not affected Junos OS Evolved. 

2025-04-09 5.3  CVE-2025-30657 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in YouTube Embed Plugin Support YouTube Embed allows 

Stored XSS. This issue affects YouTube Embed: from n/a through 5.3.1. 

2025-04-09 5.9  CVE-2025-31008 

n/a -- n/a 

 

  

Server-Side Request Forgery (SSRF) vulnerability in Jan Boddez IndieBlocks allows 

Server Side Request Forgery. This issue affects IndieBlocks: from n/a through 

0.13.1. 

2025-04-09 5.4  CVE-2025-31009 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Phil Age Gate allows Accessing Functionality 

Not Properly Constrained by ACLs. This issue affects Age Gate: from n/a through 

3.5.4. 

2025-04-09 5.3  CVE-2025-31012 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Benjamin Chris WP Editor.md &#8211; The Perfect 

WordPress Markdown Editor allows Stored XSS. This issue affects WP Editor.md 

&#8211; The Perfect WordPress Markdown Editor: from n/a through 10.2.1. 

2025-04-09 5.9  CVE-2025-31035 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30654&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30654
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30655&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30655
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30657&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30657
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31008&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31008
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31009&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31009
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31012&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31012
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31035&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31035
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Source & Patch 

Info 

n/a -- n/a 

 

  

Missing Authorization vulnerability in rtakao Sandwich Adsense allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Sandwich 

Adsense: from n/a through 4.0.2. 

2025-04-09 5.3  CVE-2025-31042 

n/a -- n/a 

 

  

tarteaucitron.js is a compliant and accessible cookie banner. A vulnerability was 

identified in tarteaucitron.js prior to 1.20.1, where user-controlled inputs for 

element dimensions (width and height) were not properly validated. This allowed 

an attacker with direct access to the site's source code or a CMS plugin to set 

values like 100%;height:100%;position:fixed;, potentially covering the entire 

viewport and facilitating clickjacking attacks. An attacker with high privileges could 

exploit this vulnerability to overlay malicious UI elements on top of legitimate 

content, trick users into interacting with hidden elements (clickjacking), or disrupt 

the intended functionality and accessibility of the website. This vulnerability is 

fixed in 1.20.1. 

2025-04-07 5.5  CVE-2025-31138 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in Drupal ECA: Event - Condition - 

Action allows Cross Site Request Forgery.This issue affects ECA: Event - Condition - 

Action: from 0.0.0 before 1.1.12, from 2.0.0 before 2.0.16, from 2.1.0 before 2.1.7, 

from 0.0.0 before 1.2.*. 

2025-04-09 5.4  CVE-2025-3131 

n/a -- n/a 

 

  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 

vulnerability in Aribhour Linet ERP-Woocommerce Integration allows Path 

Traversal.This issue affects Linet ERP-Woocommerce Integration: from n/a through 

3.5.12. 

2025-04-10 5.9  CVE-2025-31411 

n/a -- n/a 

 

  

tarteaucitron.js is a compliant and accessible cookie banner. A vulnerability was 

identified in tarteaucitron.js prior to 1.20.1, where the addOrUpdate function, used 

for applying custom texts, did not properly validate input. This allowed an attacker 

with direct access to the site's source code or a CMS plugin to manipulate 

JavaScript object prototypes, leading to potential security risks such as data 

corruption or unintended code execution. An attacker with high privileges could 

exploit this vulnerability to modify object prototypes, affecting core JavaScript 

behavior, cause application crashes or unexpected behavior, or potentially 

introduce further security vulnerabilities depending on the application's 

architecture. This vulnerability is fixed in 1.20.1. 

2025-04-07 5.5  CVE-2025-31475 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in bradvin FooBox Image Lightbox . This issue affects 

FooBox Image Lightbox : from n/a through 2.7.33. 

2025-04-10 5.9  CVE-2025-32139 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Spider Themes EazyDocs allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects EazyDocs: 

from n/a through 2.6.4. 

2025-04-10 5.4  CVE-2025-32221 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Alimir WP ULike. This issue affects WP ULike: 

from n/a through 4.7.9.1. 
2025-04-10 5.3  CVE-2025-32259 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Detheme DethemeKit For Elementor. This 

issue affects DethemeKit For Elementor: from n/a through 2.1.10. 
2025-04-10 5.3  CVE-2025-32260 

n/a -- n/a 

 

  

DNN (formerly DotNetNuke) is an open-source web content management platform 

(CMS) in the Microsoft ecosystem. Possible denial of service with specially crafted 

information in the public registration form. This vulnerability is fixed in 9.13.8. 

2025-04-09 5.9  CVE-2025-32374 

n/a -- n/a 

 

  

Koa is expressive middleware for Node.js using ES2017 async functions. In koa < 

2.16.1 and < 3.0.0-alpha.5, passing untrusted user input to ctx.redirect() even after 

sanitizing it, may execute javascript code on the user who use the app. This issue is 

patched in 2.16.1 and 3.0.0-alpha.5. 

2025-04-09 5 CVE-2025-32379 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31042&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31042
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31138&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31138
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3131&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3131
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31411&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31411
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31475&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31475
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32139&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32139
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32221&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32221
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32259&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32259
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32260&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32260
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32374&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32374
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32379&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32379
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Source & Patch 

Info 

n/a -- n/a 

 

  

In libxml2 before 2.13.8 and 2.14.x before 2.14.2, out-of-bounds memory access 

can occur in the Python API (Python bindings) because of an incorrect return value. 

This occurs in xmlPythonFileRead and xmlPythonFileReadRaw because of a 

difference between bytes and characters. 

2025-04-08 5.6  CVE-2025-32414 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Scott Salisbury Request Call Back allows Stored XSS. This 

issue affects Request Call Back: from n/a through 1.4.1. 

2025-04-09 5.9  CVE-2025-32483 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in آریا وردپرس Aria Font allows Stored XSS. This issue affects 

Aria Font: from n/a through 1.4. 

2025-04-09 5.9  CVE-2025-32488 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Tim Wetterwarner allows Stored XSS. This issue affects 

Wetterwarner: from n/a through 2.7.2. 

2025-04-09 5.9  CVE-2025-32489 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Eliot Akira Admin Menu Post List allows Stored XSS. This 

issue affects Admin Menu Post List: from n/a through 2.0.7. 

2025-04-09 5.9  CVE-2025-32492 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in VibeThemes BP Social Connect allows Stored XSS. This 

issue affects BP Social Connect: from n/a through 1.6.2. 

2025-04-09 5.9  CVE-2025-32493 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Elementor One Click Accessibility allows Stored XSS. This 

issue affects One Click Accessibility: from n/a through 3.1.0. 

2025-04-09 5.9  CVE-2025-32640 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in ZealousWeb User Registration 

Using Contact Form 7 allows Cross Site Request Forgery. This issue affects User 

Registration Using Contact Form 7: from n/a through 2.2. 

2025-04-09 5.4  CVE-2025-32679 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Grade Us, Inc. Review Stream allows Stored XSS. This 

issue affects Review Stream: from n/a through 1.6.7. 

2025-04-09 5.9  CVE-2025-32680 

n/a -- n/a 

 

  

Missing Authorization vulnerability in RomanCode MapSVG Lite allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects MapSVG 

Lite: from n/a through 8.5.32. 

2025-04-09 5 CVE-2025-32684 

n/a -- n/a 

 

  

A path traversal vulnerability in FusionDirectory before 1.5 allows remote attackers 

to read arbitrary files on the host that end with .png (and .svg or .xpm for some 

configurations) via the icon parameter of a GET request to geticon.php. 

2025-04-11 5.3  CVE-2025-32807 

n/a -- n/a 

 

  

The User Registration & Membership - Custom Registration Form, Login Form, and 

User Profile plugin for WordPress is vulnerable to Insecure Direct Object Reference 

in all versions up to, and including, 4.1.3 via the 

user_registration_membership_register_member() due to missing validation on 

the 'membership_id' user controlled key. This makes it possible for 

unauthenticated attackers to update any user's membership to any other active or 

non-active membership type. 

2025-04-12 5.3  CVE-2025-3282 

n/a -- n/a 

 

  

The The Everest Forms - Contact Form, Quiz, Survey, Newsletter & Payment Form 

Builder for WordPress plugin for WordPress is vulnerable to arbitrary shortcode 

execution in all versions up to, and including, 3.1.1. This is due to the software 

allowing users to execute an action that does not properly validate a value before 

running do_shortcode. This makes it possible for authenticated attackers, with 

Subscriber-level access and above, to execute arbitrary shortcodes. 

2025-04-11 5.4  CVE-2025-3422 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32414&vector=CVSS:3.1/AV:L/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32414
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32483&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32483
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32488&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32488
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32489&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32489
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32492&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32492
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32493&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32493
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32640&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32640
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32679&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32679
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32680&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32680
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32684&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32684
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32807&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32807
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3282&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3282
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3422&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3422


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

IBM Aspera Faspex 5.0.0 through 5.0.11 is vulnerable to cross-site scripting. This 

vulnerability allows an authenticated user to embed arbitrary JavaScript code in 

the Web UI thus altering the intended functionality potentially leading to 

credentials disclosure within a trusted session. 

2025-04-13 5.4  CVE-2025-3423 

n/a -- n/a 

 

  

A vulnerability was found in Tutorials-Website Employee Management System 1.0. 

It has been classified as critical. This affects an unknown part of the file 

/admin/update-user.php. The manipulation of the argument ID leads to improper 

authorization. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

2025-04-13 5.3  CVE-2025-3537 

n/a -- n/a 

 

  

EDK2 contains a vulnerability in the HashPeImageByType(). A user may cause a 

read out of bounds when a corrupted data pointer and length are sent via an 

adjecent network. A successful exploit of this vulnerability may lead to a loss of 

Integrity and/or Availability. 

2025-04-07 4.6  CVE-2024-38797 

n/a -- n/a 

 

  

51l3nc3, a member of the AXIS OS Bug Bounty Program, has found that the VAPIX 

API uploadoverlayimage.cgi did not have sufficient input validation to allow an 

attacker to upload files to block access to create image overlays in the web 

interface of the Axis device. 

2025-04-08 4.3  CVE-2024-47261 

n/a -- n/a 

 

  

IBM QRadar WinCollect Agent 10.0 through 10.1.13 could allow a remote attacker 

to cause a denial of service by interrupting an HTTP request that could consume 

memory resources. 

2025-04-11 4.3  CVE-2024-51461 

n/a -- n/a 

 

  

An issue was discovered in Elasticsearch, where a large recursion using the Well-

KnownText formatted string with nested GeometryCollection objects could cause a 

stackoverflow. 

2025-04-08 4.9  CVE-2024-52981 

n/a -- n/a 

 

  

The WP MultiTasking WordPress plugin through 0.1.12 does not have CSRF check 

when updating its Header, Footer and Body Script Settings, which could allow 

attackers to make logged admins perform such action via a CSRF attack 

2025-04-09 4.3  CVE-2024-6857 

n/a -- n/a 

 

  

The WP MultiTasking WordPress plugin through 0.1.12 does not have CSRF check 

when updating its permalink suffix settings, which could allow attackers to make 

logged admins perform such action via a CSRF attack 

2025-04-09 4.3  CVE-2024-6860 

n/a -- n/a 

 

  

During an annual penetration test conducted on behalf of Axis Communications, 

Truesec discovered a flaw in the VAPIX Device Configuration framework that 

allowed for unauthenticated username enumeration through the VAPIX Device 

Configuration SSH Management API. 

2025-04-08 4.3  CVE-2025-0361 

n/a -- n/a 

 

  

Improper handling of insufficient permission in Samsung Device Health Manager 

Service prior to SMR Apr-2025 Release 1 allows local attackers to access provider in 

SDMHS. 

2025-04-08 4 CVE-2025-20940 

n/a -- n/a 

 

  

Improper Verification of Intent by Broadcast Receiver in DeviceIdService prior to 

SMR Apr-2025 Release 1 allows local attackers to reset OAID. 
2025-04-08 4.4  CVE-2025-20942 

n/a -- n/a 

 

  

Improper access control in Galaxy Watch prior to SMR Apr-2025 Release 1 allows 

local attackers to access sensitive information of Galaxy watch. 
2025-04-08 4 CVE-2025-20945 

n/a -- n/a 

 

  

Use of implicit intent for sensitive communication in SamsungNotes prior to 

version 4.4.26.45 allows local attackers to access sensitive information. 
2025-04-08 4 CVE-2025-20950 

n/a -- n/a 

 

  

Improper certificate validation in Ivanti Endpoint Manager before version 2024 SU1 

or before version 2022 SU7 allows a remote unauthenticated attacker to intercept 

limited traffic between clients and servers. 

2025-04-08 4.8  CVE-2025-22459 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3423&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3423
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3537&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3537
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-38797&vector=CVSS:3.1/AV:A/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-38797
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-47261&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-47261
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-51461&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-51461
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-52981&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-52981
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-6857&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-6857
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-6860&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-6860
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-0361&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-0361
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20940&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20940
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20942&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20942
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20945&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20945
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20950&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20950
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22459&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22459


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Incorrect privilege assignment vulnerability in the WEB UI (the setting page) exists 

in Wi-Fi AP UNIT 'AC-WPS-11ac series'. If exploited, a remote attacker who can log 

in to the product may alter the settings without appropriate privileges. 

2025-04-09 4.3  CVE-2025-23407 

n/a -- n/a 

 

  

CWE-922: Insecure Storage of Sensitive Information vulnerability exists that could 

potentially lead to unauthorized access of confidential data when a malicious user, 

having physical access and advanced information on the file system, sets the radio 

in factory default mode. 

2025-04-09 4.2  CVE-2025-2440 

n/a -- n/a 

 

  

CWE-1188: Initialization of a Resource with an Insecure Default vulnerability exists 

that could lead to loss of confidentiality when a malicious user, having physical 

access, sets the radio in factory default mode where the product does not correctly 

initialize all data. 

2025-04-09 4.6  CVE-2025-2441 

n/a -- n/a 

 

  

IBM Security Guardium 11.4 and 12.1 could allow a privileged user to read any file 

on the system due to incorrect privilege assignment. 
2025-04-09 4.9  CVE-2025-25023 

n/a -- n/a 

 

  

Cross-site request forgery vulnerability exists in Wi-Fi AP UNIT 'AC-WPS-11ac 

series'. If a user views a malicious page while logged in, unintended operations may 

be performed. 

2025-04-09 4.3  CVE-2025-25056 

n/a -- n/a 

 

  

SAP NetWeaver Application Server ABAP does not sufficiently encode user-

controlled inputs, leading to Stored Cross-Site Scripting (XSS) vulnerability. This 

enables an attacker, without requiring any privileges, to inject malicious JavaScript 

into a website. When a user visits the compromised page, the injected script gets 

executed, potentially compromising the confidentiality and integrity within the 

scope of the victim�s browser. Availability is not impacted. 

2025-04-08 4.7  CVE-2025-26653 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Brizy Brizy Pro allows Exploiting Incorrectly 

Configured Access Control Security Levels.This issue affects Brizy Pro: from n/a 

through 2.6.1. 

2025-04-09 4.3  CVE-2025-26901 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in Brizy Brizy Pro allows Cross Site 

Request Forgery.This issue affects Brizy Pro: from n/a through 2.6.1. 
2025-04-09 4.3  CVE-2025-26902 

n/a -- n/a 

 

  

Multiple vulnerabilities exist in the web-based management interface of AOS-10 

GW and AOS-8 Controller/Mobility Conductor. Successful exploitation of these 

vulnerabilities could allow an authenticated, remote attacker to download 

arbitrary files from the filesystem of an affected device. 

2025-04-08 4.9  CVE-2025-27085 

n/a -- n/a 

 

  

Adobe Commerce versions 2.4.7-p4, 2.4.6-p9, 2.4.5-p11, 2.4.4-p12, 2.4.8-beta2 

and earlier are affected by an Improper Authorization vulnerability that could 

result in Privilege escalation. An attacker could leverage this vulnerability to bypass 

security measures and gain unauthorized access. Exploitation of this issue does not 

require user interaction. 

2025-04-08 4.3  CVE-2025-27188 

n/a -- n/a 

 

  

Adobe Commerce versions 2.4.7-p4, 2.4.6-p9, 2.4.5-p11, 2.4.4-p12, 2.4.8-beta2 

and earlier are affected by a Cross-Site Request Forgery (CSRF) vulnerability that 

could be exploited to cause a denial-of-service condition. An attacker could trick a 

logged-in user into submitting a forged request to the vulnerable application, 

which may disrupt service availability. Exploitation of this issue requires user 

interaction, typically in the form of clicking a malicious link or visiting an attacker-

controlled website. 

2025-04-08 4.3  CVE-2025-27189 

n/a -- n/a 

 

  

Under specific conditions and prerequisites, an unauthenticated attacker could 

access customer coupon codes exposed in the URL parameters of the Coupon 

Campaign URL in SAP Commerce. This could allow the attacker to use the disclosed 

coupon code, hence posing a low impact on confidentiality and integrity of the 

application. 

2025-04-08 4.2  CVE-2025-27435 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-23407&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-23407
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2440&vector=CVSS:3.1/AV:P/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2440
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2441&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2441
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-25023&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-25023
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-25056&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-25056
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26653&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26653
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26901&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26901
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26902&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26902
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27085&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27085
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27188&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27188
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27189&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27189
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27435&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27435


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

A Missing Authorization Check vulnerability exists in the Virus Scanner Interface of 

SAP NetWeaver Application Server ABAP. Because of this, an attacker 

authenticated as a non-administrative user can initiate a transaction, allowing 

them to access but not modify non-sensitive data without further authorization 

and with no effect on availability. 

2025-04-08 4.3  CVE-2025-27437 

n/a -- n/a 

 

  

Cross site scripting in some Zoom Workplace Apps may allow an unauthenticated 

user to conduct a loss of integrity via adjacent network access. 
2025-04-08 4.6  CVE-2025-27441 

n/a -- n/a 

 

  

Cross site scripting in some Zoom Workplace Apps may allow an unauthenticated 

user to conduct a loss of integrity via adjacent network access. 
2025-04-08 4.6  CVE-2025-27442 

n/a -- n/a 

 

  

The WordPress Mega Menu - QuadMenu plugin for WordPress is vulnerable to 

Cross-Site Request Forgery in all versions up to, and including, 3.2.0. This is due to 

missing or incorrect nonce validation on the ajax_dismiss_notice() function. This 

makes it possible for unauthenticated attackers to update any user meta to a value 

of one, including wp_capabilities which could result in a privilege deescalation of 

an administrator, via a forged request granted they can trick a site administrator 

into performing an action such as clicking on a link. 

2025-04-12 4.3  CVE-2025-2871 

n/a -- n/a 

 

  

A Stored Cross-Site Scripting (XSS) vulnerability exists in the name parameter of 

pages_add_acc_type.php in Code Astro Internet Banking System 2.0.0. 
2025-04-09 4.8  CVE-2025-29018 

n/a -- n/a 

 

  

BlueCMS 1.6 suffers from Arbitrary File Deletion via the id parameter in an 

/publish.php?act=del request. 
2025-04-10 4.3  CVE-2025-29150 

n/a -- n/a 

 

  

Due to incorrect memory address handling in ABAP SQL of SAP NetWeaver and 

ABAP Platform (Application Server ABAP), an authenticated attacker with high 

privileges could execute certain forms of SQL queries leading to manipulation of 

content in the output variable. This vulnerability has a low impact on the 

confidentiality, integrity and the availability of the application. 

2025-04-08 4.1  CVE-2025-30015 

n/a -- n/a 

 

  

Due to a missing authorization check, an authenticated attacker could upload a file 

as a template for solution documentation in SAP Solution Manager 7.1. After 

successful exploitation, an attacker can cause limited impact on the integrity and 

availability of the application. 

2025-04-08 4.4  CVE-2025-30017 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Croover.inc Rich Table of Contents allows 

Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 

Rich Table of Contents: from n/a through 1.4.0. 

2025-04-09 4.3  CVE-2025-31004 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in Uzair Easyfonts allows Cross Site 

Request Forgery. This issue affects Easyfonts: from n/a through 1.1.2. 
2025-04-09 4.3  CVE-2025-31005 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in AboZain Albanna Customize 

Login Page allows Cross Site Request Forgery. This issue affects Customize Login 

Page: from n/a through 1.1. 

2025-04-09 4.3  CVE-2025-31034 

n/a -- n/a 

 

  

SAP NetWeaver allows an attacker to bypass authorization checks, enabling them 

to view portions of ABAP code that would normally require additional validation. 

Once logged into the ABAP system, the attacker can run a specific transaction that 

exposes sensitive system code without proper authorization. This vulnerability 

compromises the confidentiality. 

2025-04-08 4.3  CVE-2025-31331 

n/a -- n/a 

 

  

SAP S4CORE OData meta-data property is vulnerable to data tampering, due to 

which entity set could be externally modified by an attacker causing low impact on 

integrity of the application. Confidentiality and availability is not impacted. 

2025-04-08 4.3  CVE-2025-31333 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27437&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27437
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27441&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27441
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27442&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27442
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2871&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2871
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29018&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29018
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29150&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29150
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30015&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30015
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-30017&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-30017
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31004&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31004
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31005&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31005
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31034&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31034
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31331&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31331
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31333&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31333


 
 

Medium Vulnerabilities 
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CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Subnet Solutions PowerSYSTEM Center's SMTPS notification service can be 

affected by importing an EC certificate with crafted F2m parameters, which can 

lead to excessive CPU consumption during the evaluation of the curve parameters. 

2025-04-11 4.3  CVE-2025-31354 

n/a -- n/a 

 

  

tarteaucitron.js is a compliant and accessible cookie banner. A vulnerability was 

identified in tarteaucitron.js, allowing a user with high privileges (access to the 

site's source code or a CMS plugin) to enter a URL containing an insecure scheme 

such as javascript:alert(). Before the fix, URL validation was insufficient, which 

could allow arbitrary JavaScript execution if a user clicked on a malicious link. An 

attacker with high privileges could insert a link exploiting an insecure URL scheme, 

leading to execution of arbitrary JavaScript code, theft of sensitive data through 

phishing attacks, or modification of the user interface behavior. This vulnerability is 

fixed in 1.20.1. 

2025-04-07 4.8  CVE-2025-31476 

n/a -- n/a 

 

  

Microsoft Identity Web is a library which contains a set of reusable classes used in 

conjunction with ASP.NET Core for integrating with the Microsoft identity platform 

(formerly Azure AD v2.0 endpoint) and AAD B2C. This vulnerability affects 

confidential client applications, including daemons, web apps, and web APIs. Under 

specific circumstances, sensitive information such as client secrets or certificate 

details may be exposed in the service logs of these applications. Service logs are 

intended to be handled securely. Service logs generated at the information level or 

credential descriptions containing local file paths with passwords, Base64 encoded 

values, or Client secret. Additionally, logs of services using Base64 encoded 

certificates or certificate paths with password credential descriptions are also 

affected if the certificates are invalid or expired, regardless of the log level. Note 

that these credentials are not usable due to their invalid or expired status. To 

mitigate this vulnerability, update to Microsoft.Identity.Web 3.8.2 or 

Microsoft.Identity.Abstractions 9.0.0. 

2025-04-09 4.7  CVE-2025-32016 

n/a -- n/a 

 

  

DNN (formerly DotNetNuke) is an open-source web content management platform 

(CMS) in the Microsoft ecosystem. The algorithm used to generate the captcha 

image shows the least complexity of the desired image. For this reason, the 

created image can be easily read by OCR tools, and the intruder can send 

automatic requests by building a robot and using this tool. This vulnerability is fixed 

in 9.13.8. 

2025-04-08 4.2  CVE-2025-32036 

n/a -- n/a 

 

  

Authentication Bypass by Spoofing vulnerability in Asgaros Asgaros Forum allows 

Identity Spoofing. This issue affects Asgaros Forum: from n/a through 3.0.0. 
2025-04-10 4.3  CVE-2025-32227 

n/a -- n/a 

 

  

Exposure of Sensitive System Information to an Unauthorized Control Sphere 

vulnerability in WP Messiah Ai Image Alt Text Generator for WP. This issue affects 

Ai Image Alt Text Generator for WP: from n/a through 1.0.8. 

2025-04-10 4.3  CVE-2025-32228 

n/a -- n/a 

 

  

Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS) 

vulnerability in Themeum Tutor LMS. This issue affects Tutor LMS: from n/a 

through 3.4.0. 

2025-04-10 4.3  CVE-2025-32230 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Vagonic Woocommerce Products Reorder 

Drag Drop Multiple Sort - Sortable, Rearrange Products Vagonic. This issue affects 

Woocommerce Products Reorder Drag Drop Multiple Sort - Sortable, Rearrange 

Products Vagonic: from n/a through 1.9. 

2025-04-10 4.3  CVE-2025-32236 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Shahjada Live Forms. This issue affects Live 

Forms: from n/a through 4.8.5. 
2025-04-08 4.3  CVE-2025-32279 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in ShareThis ShareThis Dashboard 

for Google Analytics. This issue affects ShareThis Dashboard for Google Analytics: 

from n/a through 3.2.2. 

2025-04-10 4.3  CVE-2025-32282 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31354&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31354
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31476&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31476
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32016&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32016
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32036&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32036
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32227&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32227
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32228&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32228
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32230&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32230
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32236&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32236
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32279&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32279
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32282&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32282
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Source & Patch 
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n/a -- n/a 

 

  

DNN (formerly DotNetNuke) is an open-source web content management platform 

(CMS) in the Microsoft ecosystem. A url could be crafted to the DNN ImageHandler 

to render text from a querystring parameter. This text would display in the 

resulting image and a user that trusts the domain might think that the information 

is legitimate. This vulnerability is fixed in 9.13.4. 

2025-04-09 4.3  CVE-2025-32371 

n/a -- n/a 

 

  

MaxKB (Max Knowledge Base) is an open source knowledge base question-

answering system based on a large language model and retrieval-augmented 

generation (RAG). A reverse shell vulnerability exists in the module of function 

library. The vulnerability allow privileged users to create a reverse shell. This 

vulnerability is fixed in v1.10.4-lts. 

2025-04-10 4.3  CVE-2025-32383 

n/a -- n/a 

 

  

Formie is a Craft CMS plugin for creating forms. Prior to version 2.1.44, it is possible 

to inject malicious code into the HTML content of an email notification, which is 

then rendered on the preview. There is no issue when rendering the email via 

normal means (a delivered email). This would require access to the form's email 

notification settings. This has been fixed in Formie 2.1.44. 

2025-04-11 4.6  CVE-2025-32426 

n/a -- n/a 

 

  

GraphicsMagick before 8e56520 has a heap-based buffer over-read in 

ReadJXLImage in coders/jxl.c, related to an ImportViewPixelArea call. 
2025-04-09 4 CVE-2025-32460 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in Bjoern WP Performance Pack 

allows Cross Site Request Forgery. This issue affects WP Performance Pack: from 

n/a through 2.5.4. 

2025-04-09 4.3  CVE-2025-32485 

n/a -- n/a 

 

  

Server-Side Request Forgery (SSRF) vulnerability in Joe Waymark allows Server Side 

Request Forgery. This issue affects Waymark: from n/a through 1.5.2. 
2025-04-09 4.9  CVE-2025-32487 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in bozdoz reCAPTCHA Jetpack 

allows Cross Site Request Forgery. This issue affects reCAPTCHA Jetpack: from n/a 

through 0.2.2. 

2025-04-09 4.3  CVE-2025-32494 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in Ashish Ajani WP Show Stats 

allows Cross Site Request Forgery. This issue affects WP Show Stats: from n/a 

through 1.5. 

2025-04-09 4.3  CVE-2025-32678 

n/a -- n/a 

 

  

Server-Side Request Forgery (SSRF) vulnerability in Angelo Mandato PowerPress 

Podcasting allows Server Side Request Forgery. This issue affects PowerPress 

Podcasting: from n/a through 11.12.4. 

2025-04-09 4.9  CVE-2025-32691 

n/a -- n/a 

 

  

URL Redirection to Untrusted Site ('Open Redirect') vulnerability in 

WPWebinarSystem WebinarPress allows Phishing. This issue affects WebinarPress: 

from n/a through 1.33.27. 

2025-04-09 4.7  CVE-2025-32693 

n/a -- n/a 

 

  

URL Redirection to Untrusted Site ('Open Redirect') vulnerability in Rustaurius 

Ultimate WP Mail allows Phishing. This issue affects Ultimate WP Mail: from n/a 

through 1.3.2. 

2025-04-09 4.7  CVE-2025-32694 

n/a -- n/a 

 

  

In sshd in OpenSSH before 10.0, the DisableForwarding directive does not adhere 

to the documentation stating that it disables X11 and agent forwarding. 
2025-04-10 4.3  CVE-2025-32728 

n/a -- n/a 

 

  

The User Registration & Membership - Custom Registration Form, Login Form, and 

User Profile plugin for WordPress is vulnerable to Insecure Direct Object Reference 

in all versions up to, and including, 4.1.3 via the 

user_registration_update_profile_details() due to missing validation on the 

'user_id' user controlled key. This makes it possible for unauthenticated attackers 

to update other user's passwords, if they have access to the user ID and email. 

2025-04-12 4.3  CVE-2025-3292 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32371&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32371
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32383&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32383
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32426&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32426
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32460&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32460
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32485&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32485
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32487&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32487
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32494&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32494
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32678&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32678
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32691&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32691
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32693&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32693
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32694&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32694
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32728&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:C/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32728
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3292&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3292
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n/a -- n/a 

 

  

A vulnerability classified as problematic was found in hailey888 oa_system up to 

2025.01.01. This vulnerability affects the function loginCheck of the file 

cn/gson/oasys/controller/login/LoginsController.java of the component Frontend. 

The manipulation of the argument Username leads to cross site scripting. The 

attack can be initiated remotely. The exploit has been disclosed to the public and 

may be used. Continious delivery with rolling releases is used by this product. 

Therefore, no version details of affected nor updated releases are available. 

2025-04-07 4.3  CVE-2025-3388 

n/a -- n/a 

 

  

A vulnerability was found in FCJ Venture Builder appclientefiel 3.0.27. It has been 

declared as problematic. Affected by this vulnerability is an unknown functionality 

of the file /rest/cliente/ObterPedido/ of the component HTTP GET Request 

Handler. The manipulation of the argument ORDER_ID leads to improper control of 

resource identifiers. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

2025-04-08 4.3  CVE-2025-3405 

n/a -- n/a 

 

  

A vulnerability was found in Nothings stb up to f056911. It has been classified as 

problematic. Affected is the function stbhw_build_tileset_from_image of the 

component Header Array Handler. The manipulation of the argument w leads to 

out-of-bounds read. It is possible to launch the attack remotely. This product is 

using a rolling release to provide continious delivery. Therefore, no version details 

for affected nor updated releases are available. The vendor was contacted early 

about this disclosure but did not respond in any way. 

2025-04-08 4.3  CVE-2025-3406 

n/a -- n/a 

 

  

The 3DPrint Lite plugin for WordPress is vulnerable to SQL Injection via the 

'infill_text' parameter in all versions up to, and including, 2.1.3.6 due to insufficient 

escaping on the user supplied parameter and lack of sufficient preparation on the 

existing SQL query. This makes it possible for unauthenticated attackers to append 

additional SQL queries into already existing queries that can be used to extract 

sensitive information from the database. 

2025-04-08 4.9  CVE-2025-3427 

n/a -- n/a 

 

  

The 3DPrint Lite plugin for WordPress is vulnerable to SQL Injection via the 

'coating_text' parameter in all versions up to, and including, 2.1.3.6 due to 

insufficient escaping on the user supplied parameter and lack of sufficient 

preparation on the existing SQL query. This makes it possible for unauthenticated 

attackers to append additional SQL queries into already existing queries that can 

be used to extract sensitive information from the database. 

2025-04-08 4.9  CVE-2025-3428 

n/a -- n/a 

 

  

The 3DPrint Lite plugin for WordPress is vulnerable to SQL Injection via the 

'material_text' parameter in all versions up to, and including, 2.1.3.6 due to 

insufficient escaping on the user supplied parameter and lack of sufficient 

preparation on the existing SQL query. This makes it possible for unauthenticated 

attackers to append additional SQL queries into already existing queries that can 

be used to extract sensitive information from the database. 

2025-04-08 4.9  CVE-2025-3429 

n/a -- n/a 

 

  

The 3DPrint Lite plugin for WordPress is vulnerable to SQL Injection via the 

'printer_text' parameter in all versions up to, and including, 2.1.3.6 due to 

insufficient escaping on the user supplied parameter and lack of sufficient 

preparation on the existing SQL query. This makes it possible for unauthenticated 

attackers to append additional SQL queries into already existing queries that can 

be used to extract sensitive information from the database. 

2025-04-08 4.9  CVE-2025-3430 

n/a -- n/a 

 

  

The Motors - Car Dealership & Classified Listings Plugin plugin for WordPress is 

vulnerable to unauthorized modification of data due to a missing capability check 

on several functions in the ajax_actions.php file in all versions up to, and including, 

1.4.66. This makes it possible for authenticated attackers, with Subscriber-level 

access and above, to execute several initial set-up actions. 

2025-04-08 4.3  CVE-2025-3437 

n/a -- n/a 

 

  

A vulnerability was found in Nababur Simple-User-Management-System 1.0. It has 

been rated as problematic. Affected by this issue is some unknown functionality of 

the file /register.php. The manipulation of the argument name/username leads to 

2025-04-10 4.3  CVE-2025-3489 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3388&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3388
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3405&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3405
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3406&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3406
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3427&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3427
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3428&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3428
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3429&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3429
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3430&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3430
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3437&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3437
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3489&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3489
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cross site scripting. The attack may be launched remotely. The exploit has been 

disclosed to the public and may be used. Other parameters might be affected as 

well. The vendor was contacted early about this disclosure but did not respond in 

any way. 

n/a -- n/a 

 

  

A vulnerability classified as problematic has been found in YouDianCMS 9.5.21. This 

affects an unknown part of the file /App/Tpl/Admin/Default/Log/index.html. The 

manipulation of the argument UserName/LogType leads to cross site scripting. It is 

possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. The vendor was contacted early about this disclosure but 

did not respond in any way. 

2025-04-13 4.3  CVE-2025-3531 

n/a -- n/a 

 

  

A vulnerability classified as problematic was found in YouDianCMS 9.5.21. This 

vulnerability affects unknown code of the file 

/App/Tpl/Member/Default/Order/index.html.Attackers. The manipulation of the 

argument OrderNumber leads to cross site scripting. The attack can be initiated 

remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-13 4.3  CVE-2025-3532 

n/a -- n/a 

 

  

A vulnerability, which was classified as problematic, has been found in 

YouDianCMS 9.5.21. This issue affects some unknown processing of the file 

/App/Tpl/Admin/Default/Channel/index.html.Attackers. The manipulation of the 

argument Parent leads to cross site scripting. The attack may be initiated remotely. 

The exploit has been disclosed to the public and may be used. The vendor was 

contacted early about this disclosure but did not respond in any way. 

2025-04-13 4.3  CVE-2025-3533 

n/a -- n/a 

 

  

A vulnerability has been found in shuanx BurpAPIFinder up to 2.0.2 and classified 

as problematic. Affected by this vulnerability is an unknown functionality of the file 

BurpApiFinder.db. The manipulation leads to denial of service. The attack can be 

launched remotely. The exploit has been disclosed to the public and may be used. 

2025-04-13 4.3  CVE-2025-3535 

nik00726--Team 

Circle Image Slider 

With Lightbox 

  

The Team Circle Image Slider With Lightbox plugin for WordPress is vulnerable to 

SQL Injection via the 'id' parameter in all versions up to, and including, 1.0.4 due to 

insufficient escaping on the user supplied parameter and lack of sufficient 

preparation on the existing SQL query. This makes it possible for authenticated 

attackers, with Administrator-level access and above, to append additional SQL 

queries into already existing queries that can be used to extract sensitive 

information from the database. 

2025-04-08 4.9  CVE-2019-25223 

OpenHarmony--

OpenHarmony 

  

in OpenHarmony v5.0.2 and prior versions allow a local attacker arbitrary code 

execution in pre-installed apps through integer overflow. 
2025-04-07 6.5  CVE-2025-22851 

Qualcomm, Inc.--

Snapdragon 

  

Memory corruption while invoking IOCTL map buffer request from userspace. 2025-04-07 6.6  CVE-2024-45540 

Qualcomm, Inc.--

Snapdragon 

  

Memory corruption while accessing MSM channel map and mixer functions. 2025-04-07 6.6  CVE-2024-45543 

Qualcomm, Inc.--

Snapdragon 

  

Memory corruption while processing IOCTL calls to add route entry in the HW. 2025-04-07 6.6  CVE-2024-45544 

Qualcomm, Inc.--

Snapdragon 

  

Cryptographic issue occurs during PIN/password verification using Gatekeeper, 

where RPMB writes can be dropped on verification failure, potentially leading to a 

user throttling bypass. 

2025-04-07 6.2  CVE-2024-45551 

Qualcomm, Inc.--

Snapdragon 

  

Cryptographic issue may arise because the access control configuration permits 

Linux to read key registers in TCSR. 
2025-04-07 6.5  CVE-2024-45556 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3531&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3531
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3532&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3532
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3533&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3533
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3535&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3535
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-25223&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-25223
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22851&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22851
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-45540&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-45540
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-45543&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-45543
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-45544&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-45544
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-45551&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-45551
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-45556&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-45556


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

Qualcomm, Inc.--

Snapdragon 

  

Memory corruption while processing multiple IOCTL calls from HLOS to DSP. 2025-04-07 6.7  CVE-2024-49848 

Qualcomm, Inc.--

Snapdragon 

  

There may be information disclosure during memory re-allocation in TZ Secure OS. 2025-04-07 5.5  CVE-2024-43046 

Qualcomm, Inc.--

Snapdragon 

  

Information disclosure may be there when a guest VM is connected. 2025-04-07 5.5  CVE-2025-21431 

Red Hat--Red Hat 

Enterprise Linux 6 

  

A flaw was found in GNUPlot. A segmentation fault via IO_str_init_static_internal 

may jeopardize the environment. 
2025-04-07 6.2  CVE-2025-3359 

ruoyi -- ruoyi 

  

An issue in RUoYi v.4.8.0 allows a remote attacker to escalate privileges via the 

postID parameter in the edit method 
2025-04-07 6.7  CVE-2025-28400 

ruoyi -- ruoyi 

  

An issue in RUoYi v.4.8.0 allows a remote attacker to escalate privileges via the 

menuId parameter 
2025-04-07 6.7  CVE-2025-28401 

Unknown--WP-

GeSHi-Highlight 

rock-solid syntax 

highlighting for 

259 languages 

  

The WP-GeSHi-Highlight - rock-solid syntax highlighting for 259 languages 

WordPress plugin through 1.4.3 processes user-supplied input as a regular 

expression via the wp_geshi_filter_replace_code() function, which could lead to 

Regular Expression Denial of Service (ReDoS) issue 

2025-04-10 6.5  CVE-2024-13896 

yzmcms -- yzmcms 

  

A vulnerability classified as problematic has been found in YzmCMS 7.1. Affected is 

an unknown function of the file message.tpl. The manipulation of the argument 

gourl leads to cross site scripting. It is possible to launch the attack remotely. The 

exploit has been disclosed to the public and may be used. The vendor was 

contacted early about this disclosure but did not respond in any way. 

2025-04-08 4.3  CVE-2025-3397 

apple -- macos 

  

This issue was addressed by removing the vulnerable code. This issue is fixed in 

tvOS 18.4.1, visionOS 2.4.1, iOS iOS 18.4.1 and iPadOS 18.4.1, macOS Sequoia 

15.4.1. An attacker with arbitrary read and write capability may be able to bypass 

Pointer Authentication. Apple is aware of a report that this issue may have been 

exploited in an extremely sophisticated attack against specific targeted individuals 

on iOS. 

2025-04-16 6.8 CVE-2025-31201 

Canonical Ltd.--

Ubuntu's gnome-

control-center 

  

In Ubuntu, gnome-control-center did not properly reflect SSH remote login status 

when the system was configured to use systemd socket activation for openssh-

server. This could unknowingly leave the local machine exposed to remote SSH 

access contrary to expectation of the user. 

2025-04-15 4.9 CVE-2023-5616 

IBM--Aspera 

Console 

  

IBM Aspera Console 3.4.0 through 3.4.4 is vulnerable to HTTP header injection, 

caused by improper validation of input by the HOST headers. This could allow an 

attacker to conduct various attacks against the vulnerable system, including cross-

site scripting, cache poisoning or session hijacking. 

2025-04-14 5.4 CVE-2022-43847 

IBM--Aspera 

Console 

  

IBM Aspera Console 3.4.0 through 3.4.4 is vulnerable to cross-site scripting. This 

vulnerability allows users to embed arbitrary JavaScript code in the Web UI thus 

altering the intended functionality potentially leading to credentials disclosure 

within a trusted session. 

2025-04-14 5.4 CVE-2022-43850 

IBM--Aspera 

Console 

  

IBM Aspera Console 3.4.0 through 3.4.4 uses weaker than expected cryptographic 

algorithms that could allow an attacker to decrypt highly sensitive information. 
2025-04-14 5.9 CVE-2022-43851 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-49848&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-49848
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-43046&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-43046
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-21431&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-21431
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3359&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3359
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-28400&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-28400
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-28401&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-28401
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-13896&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-13896
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3397&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3397
https://www.cve.org/CVERecord?id=CVE-2025-31201
https://www.cve.org/CVERecord?id=CVE-2023-5616
https://www.cve.org/CVERecord?id=CVE-2022-43847
https://www.cve.org/CVERecord?id=CVE-2022-43850
https://www.cve.org/CVERecord?id=CVE-2022-43851


 
 

Medium Vulnerabilities 
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Vendor -- Product 
Description Published 

CVSS 
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Source & Patch 

Info 

IBM--Aspera 

Console 

  

IBM Aspera Console 3.4.0 through 3.4.4Â could disclose sensitive information in 

HTTP headers that could be used in further attacks against the system. 
2025-04-14 5.3 CVE-2022-43852 

IBM--Aspera 

Console 

  

IBM Aspera Console 3.4.0 through 3.4.4 is vulnerable to an XPath injection 

vulnerability, which could allow an authenticated attacker to exfiltrate sensitive 

application data and/or determine the structure of the XML document. 

2025-04-14 4.3 CVE-2022-43840 

IBM--Storage 

Defender - 

Resiliency Service 

  

IBM Storage Defender - Resiliency Service 2.0.0 through 2.0.12 uses weaker than 

expected cryptographic algorithms that could allow an attacker to decrypt highly 

sensitive information. 

2025-04-16 5.9 CVE-2024-22314 

KnowBe4--Security 

Awareness 

Training 

  

The KnowBe4 Security Awareness Training application before 2020-01-10 allows 

reflected XSS. The response has a SCRIPT element that sets window.location.href 

to a JavaScript URL. 

2025-04-20 6.1 CVE-2020-36844 

KnowBe4--Security 

Awareness 

Training 

  

The KnowBe4 Security Awareness Training application before 2020-01-10 contains 

a redirect function that does not validate the destination URL before redirecting. 

The response has a SCRIPT element that sets window.location.href to an arbitrary 

https URL. 

2025-04-20 5.3 CVE-2020-36845 

n/a -- n/a 

 

  

IBM Sterling Connect:Direct Web Services 6.1.0, 6.2.0, and 6.3.0 does not 

invalidate session after a browser closure which could allow an authenticated user 

to impersonate another user on the system. 

2025-04-18 6.3 CVE-2024-45651 

n/a -- n/a 

 

  

74cms <=3.33 is vulnerable to remote code execution (RCE) in the background 

interface apiadmin. 
2025-04-18 6.3 CVE-2024-46089 

n/a -- n/a 

 

  

An issue was discovered in AcpiS3SaveDxe and ChipsetSvcDxe in Insyde InsydeH2O 

with kernel 5.2 though 5.7. A potential DXE memory corruption vulnerability has 

been identified. The root cause is use of a pointer originating from the value of an 

NVRAM variable as the target of a write operation. This can be leveraged by an 

attacker to perform arbitrary writes, potentially leading to arbitrary code 

execution. The issue has been fixed in kernel 5.2, Version 05.29.44; kernel 5.3, 

Version 05.38.44; kernel 5.4, Version 05.46.44; kernel 5.5, Version 05.54.44; kernel 

5.6, Version 05.61.44; and kernel 5.7, Version 05.70.44. 

2025-04-15 6.4 CVE-2024-49200 

n/a -- n/a 

 

  

IBM Sterling Connect:Direct Web Services 6.1.0, 6.2.0, and 6.3.0 could allow an 

authenticated user to spoof the identity of another user due to improper 

authorization which could allow the user to bypass access restrictions. 

2025-04-18 6.3 CVE-2024-49808 

n/a -- n/a 

 

  

IBM Robotic Process Automation and Robotic Process Automation for Cloud Pak 

21.0.0 through 21.0.7.20 and 23.0.0 through 23.0.20 does not invalidate session 

after a logout which could allow an authenticated user to impersonate another 

user on the system. 

2025-04-14 6.3 CVE-2024-49825 

n/a -- n/a 

 

  

An issue in LRQA Nettitude PoshC2 after commit 09ee2cf allows unauthenticated 

attackers to connect to the C2 server and execute arbitrary commands via posing 

as an infected machine. 

2025-04-16 6.5 CVE-2024-53304 

n/a -- n/a 

 

  

Server-Side Request Forgery (SSRF) vulnerability in Apache HertzBeat. This issue 

affects Apache HertzBeat (incubating): before 1.7.0. Users are recommended to 

upgrade to version 1.7.0, which fixes the issue. 

2025-04-16 6.5 CVE-2024-56736 

n/a -- n/a 

 

  

A low privileged user can set the date of the devices to the 19th of January 2038 an 

therefore exceed the 32-Bit time limit. This causes some functions to work 

unexpected or stop working at all. Both during runtime and after a restart. 

2025-04-16 6.5 CVE-2025-0101 

https://www.cve.org/CVERecord?id=CVE-2022-43852
https://www.cve.org/CVERecord?id=CVE-2022-43840
https://www.cve.org/CVERecord?id=CVE-2024-22314
https://www.cve.org/CVERecord?id=CVE-2020-36844
https://www.cve.org/CVERecord?id=CVE-2020-36845
https://www.cve.org/CVERecord?id=CVE-2024-45651
https://www.cve.org/CVERecord?id=CVE-2024-46089
https://www.cve.org/CVERecord?id=CVE-2024-49200
https://www.cve.org/CVERecord?id=CVE-2024-49808
https://www.cve.org/CVERecord?id=CVE-2024-49825
https://www.cve.org/CVERecord?id=CVE-2024-53304
https://www.cve.org/CVERecord?id=CVE-2024-56736
https://www.cve.org/CVERecord?id=CVE-2025-0101
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Source & Patch 

Info 

n/a -- n/a 

 

  

OverviewÂ  The product specifies permissions for a security-critical resource in a 

way that allows that resource to be read or modified by unintended actors. (CWE-

732)Â  DescriptionÂ  Hitachi Vantara Pentaho Business Analytics Server prior to 

versions 10.2.0.2, including 9.3.x and 8.3.x, is installed with Karaf JMX beans 

enabled and accessible by default.Â  ImpactÂ  When the vulnerability is leveraged, 

a user with local execution privileges can access functionality exposed by Karaf 

beans contained in the product. 

2025-04-16 6.1 CVE-2025-0758 

n/a -- n/a 

 

  

Out-Of-Bounds Write in TPM2 Reference Library in Google ChromeOS 

122.0.6261.132 stable on Cr50 Boards allows an attacker with root access to gain 

persistence and Bypass operating system verification via exploiting the NV_Read 

functionality during the Challenge-Response process. 

2025-04-15 6.7 CVE-2025-1122 

n/a -- n/a 

 

  

Out-Of-Bounds Write in TPM2 Reference Library in Google ChromeOS 

122.0.6261.132 stable on Cr50 Boards allows an attacker with root access to gain 

persistence and bypass operating system verification via exploiting the NV_Read 

functionality during the Challenge-Response process. 

2025-04-15 6.7 CVE-2025-1292 

n/a -- n/a 

 

  

The Element Pack Addons for Elementor - Free Templates and Widgets for Your 

WordPress Websites plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the Wrapper Link, Countdown and Gallery widgets in all versions up 

to, and including, 5.10.28 due to insufficient input sanitization and output 

escaping. This makes it possible for authenticated attackers, with Contributor-level 

access and above, to inject arbitrary web scripts in pages that will execute 

whenever a user accesses an injected page. 

2025-04-19 6.4 CVE-2025-1457 

n/a -- n/a 

 

  

ComponentInstaller Modification in ComponentInstaller in Google ChromeOS 

124.0.6367.34 on Chromebooks allows enrolled users with local access to unenroll 

devices and intercept device management requests via loading components from 

the unencrypted stateful partition. 

2025-04-16 6.5 CVE-2025-1704 

n/a -- n/a 

 

  

A vulnerability in the web-based management interface of Cisco Secure Network 

Analytics could allow an authenticated, remote attacker with valid administrative 

credentials to execute arbitrary commands as root on the underlying operating 

system. This vulnerability is due to insufficient integrity checks within device 

backup files. An attacker with valid administrative credentials could exploit this 

vulnerability by crafting a malicious backup file and restoring it to an affected 

device. A successful exploit could allow the attacker to obtain shell access on the 

underlying operating system with the privileges of root. 

2025-04-16 6 CVE-2025-20178 

n/a -- n/a 

 

  

The Logo Carousel Gutenberg Block plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the 'sliderId' parameter in all versions up to, and including, 

2.1.6 due to insufficient input sanitization and output escaping. This makes it 

possible for authenticated attackers, with Contributor-level access and above, to 

inject arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-04-15 6.4 CVE-2025-2083 

n/a -- n/a 

 

  

Vulnerability in the Oracle CRM Technical Foundation product of Oracle E-Business 

Suite (component: Preferences). Supported versions that are affected are 12.2.3-

12.2.14. Easily exploitable vulnerability allows unauthenticated attacker with 

network access via HTTP to compromise Oracle CRM Technical Foundation. 

Successful attacks require human interaction from a person other than the 

attacker and while the vulnerability is in Oracle CRM Technical Foundation, attacks 

may significantly impact additional products (scope change). Successful attacks of 

this vulnerability can result in unauthorized update, insert or delete access to some 

of Oracle CRM Technical Foundation accessible data as well as unauthorized read 

access to a subset of Oracle CRM Technical Foundation accessible data. CVSS 3.1 

Base Score 6.1 (Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N). 

2025-04-15 6.1 CVE-2025-21582 

https://www.cve.org/CVERecord?id=CVE-2025-0758
https://www.cve.org/CVERecord?id=CVE-2025-1122
https://www.cve.org/CVERecord?id=CVE-2025-1292
https://www.cve.org/CVERecord?id=CVE-2025-1457
https://www.cve.org/CVERecord?id=CVE-2025-1704
https://www.cve.org/CVERecord?id=CVE-2025-20178
https://www.cve.org/CVERecord?id=CVE-2025-2083
https://www.cve.org/CVERecord?id=CVE-2025-21582
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n/a -- n/a 

 

  

The Responsive Addons for Elementor - Free Elementor Addons Plugin and 

Elementor Templates plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the 'rael_title_tag' parameter in all versions up to, and including, 1.6.9 

due to insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. The vulnerability was partially patched in version 1.6.9. 

2025-04-15 6.4 CVE-2025-2225 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Uncanny Owl Uncanny Toolkit for LearnDash allows 

Stored XSS. This issue affects Uncanny Toolkit for LearnDash: from n/a through 

3.7.0.1. 

2025-04-15 6.5 CVE-2025-22268 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in ShapedPlugin LLC Real Testimonials allows Stored XSS. 

This issue affects Real Testimonials: from n/a through 3.1.6. 

2025-04-15 6.5 CVE-2025-22269 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Think201 Data Dash allows Stored XSS. This issue affects 

Data Dash: from n/a through 1.2.3. 

2025-04-17 6.5 CVE-2025-22340 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Studio Hyperset The Great Firewords of China allows 

Stored XSS. This issue affects The Great Firewords of China: from n/a through 1.2. 

2025-04-17 6.5 CVE-2025-22771 

n/a -- n/a 

 

  

The tokenizer incorrectly interprets tags with unquoted attribute values that end 

with a solidus character (/) as self-closing. When directly using Tokenizer, this can 

result in such tags incorrectly being marked as self-closing, and when using the 

Parse functions, this can result in content following such tags as being placed in the 

wrong scope during DOM construction, but only when tags are in foreign content 

(e.g. <math>, <svg>, etc contexts). 

2025-04-16 6.5 CVE-2025-22872 

n/a -- n/a 

 

  

The User Profile Builder - Beautiful User Registration Forms, User Profiles & User 

Role Editor plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the 

plugin's shortcodes in all versions up to, and including, 3.13.5 due to insufficient 

input sanitization and output escaping on user supplied attributes. This makes it 

possible for authenticated attackers, with contributor-level access and above, to 

inject arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. The issue was partially patched in version 3.13.6 of the plugin, and 

fully patched in 3.13.7. 

2025-04-16 6.4 CVE-2025-2314 

n/a -- n/a 

 

  

Missing Authorization vulnerability in mingocommerce Delete All Posts allows 

Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 

Delete All Posts: from n/a through 1.1.1. 

2025-04-17 6.5 CVE-2025-23773 

n/a -- n/a 

 

  

Missing Authorization vulnerability in wpseek WordPress Dashboard Tweeter 

allows Exploiting Incorrectly Configured Access Control Security Levels. This issue 

affects WordPress Dashboard Tweeter: from n/a through 1.3.2. 

2025-04-17 6.5 CVE-2025-23906 

n/a -- n/a 

 

  

Missing Authorization vulnerability in FADI MED Editor Wysiwyg Background Color 

allows Exploiting Incorrectly Configured Access Control Security Levels. This issue 

affects Editor Wysiwyg Background Color: from n/a through 1.0. 

2025-04-17 6.5 CVE-2025-23958 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in JobScore Job Manager allows Stored XSS. This issue 

affects Job Manager: from n/a through 2.2. 

2025-04-17 6.5 CVE-2025-24550 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Ays Pro Poll Maker allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Poll Maker: 

from n/a through 5.5.0. 

2025-04-17 6.5 CVE-2025-24577 

https://www.cve.org/CVERecord?id=CVE-2025-2225
https://www.cve.org/CVERecord?id=CVE-2025-22268
https://www.cve.org/CVERecord?id=CVE-2025-22269
https://www.cve.org/CVERecord?id=CVE-2025-22340
https://www.cve.org/CVERecord?id=CVE-2025-22771
https://www.cve.org/CVERecord?id=CVE-2025-22872
https://www.cve.org/CVERecord?id=CVE-2025-2314
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Themefic Instantio allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Instantio: 

from n/a through 3.3.7. 

2025-04-17 6.5 CVE-2025-24581 

n/a -- n/a 

 

  

Missing Authorization vulnerability in AA Web Servant 12 Step Meeting List allows 

Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 

12 Step Meeting List: from n/a through 3.16.5. 

2025-04-17 6.5 CVE-2025-24583 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Mat Bao Corporation WP Helper Premium 

allows Accessing Functionality Not Properly Constrained by ACLs. This issue affects 

WP Helper Premium: from n/a through 4.6.1. 

2025-04-17 6.5 CVE-2025-24737 

n/a -- n/a 

 

  

Overview Â  The product uses external input to construct a pathname that should 

be within a restricted directory, but it does not properly neutralize '.../...//' 

(doubled triple dot slash) sequences that can resolve to a location that is outside of 

that directory. (CWE-35) Â  Description Â  Hitachi Vantara Pentaho Data Integration 

& Analytics versions before 10.2.0.2, including 9.3.x and 8.3.x, do not sanitize a 

user input used as a file path through the CGG Draw API. Â  Impact Â  This allows 

attackers to traverse the file system to access files or directories that are outside of 

the restricted directory. 

2025-04-16 6.8 CVE-2025-24907 

n/a -- n/a 

 

  

Overview Â  The product uses external input to construct a pathname that should 

be within a restricted directory, but it does not properly neutralize '.../...//' 

(doubled triple dot slash) sequences that can resolve to a location that is outside of 

that directory. (CWE-35) Â  Description Â  Hitachi Vantara Pentaho Data Integration 

& Analytics versions before 10.2.0.2, including 9.3.x and 8.3.x, do not sanitize a 

user input used as a file path through the UploadFile service. Â  Impact Â  This 

allows attackers to traverse the file system to access files or directories that are 

outside of the restricted directory. 

2025-04-16 6.8 CVE-2025-24908 

n/a -- n/a 

 

  

In JotUrl 2.0, passwords are sent via HTTP GET-type requests, potentially exposing 

credentials to eavesdropping or insecure records. 
2025-04-15 6.5 CVE-2025-24948 

n/a -- n/a 

 

  

In JotUrl 2.0, is possible to bypass security requirements during the password 

change process. 
2025-04-15 6.5 CVE-2025-24949 

n/a -- n/a 

 

  

An issue in Macro-video Technologies Co.,Ltd V380E6_C1 IP camera 

(Hw_HsAKPIQp_WF_XHR) 1020302 allows a physically proximate attacker to 

execute arbitrary code via UART component. 

2025-04-18 6.8 CVE-2025-25984 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in burgersoftware SpaBiz allows DOM-Based XSS. This issue 

affects SpaBiz: from n/a through 1.0.18. 

2025-04-15 6.5 CVE-2025-26740 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in NotFound JetBlog allows DOM-Based XSS. This issue 

affects JetBlog: from n/a through 2.4.3. 

2025-04-15 6.5 CVE-2025-26744 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in RSTheme RS Elements Elementor Addon allows Stored 

XSS. This issue affects RS Elements Elementor Addon: from n/a through 1.1.5. 

2025-04-15 6.5 CVE-2025-26745 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WPFactory Additional Custom Product Tabs for 

WooCommerce allows Stored XSS. This issue affects Additional Custom Product 

Tabs for WooCommerce: from n/a through 1.7.0. 

2025-04-15 6.5 CVE-2025-26749 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in NotFound JetEngine allows DOM-Based XSS. This issue 

affects JetEngine: from n/a through 3.6.4.1. 

2025-04-15 6.5 CVE-2025-26870 
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in sonalsinha21 SKT Skill Bar allows Stored XSS. This issue 

affects SKT Skill Bar: from n/a through 2.3. 

2025-04-15 6.5 CVE-2025-26880 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Ren Ventura WP Delete User Accounts allows DOM-

Based XSS. This issue affects WP Delete User Accounts: from n/a through 1.2.3. 

2025-04-15 6.5 CVE-2025-26906 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in tainacan TainÃ¡ allows Stored XSS. This issue affects 

TainÃ¡: from n/a through 0.2.2. 

2025-04-15 6.5 CVE-2025-26919 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in alleythemes Home Services allows DOM-Based XSS. This 

issue affects Home Services: from n/a through 1.2.6. 

2025-04-15 6.5 CVE-2025-26930 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in graphthemes Glossy Blog allows Stored XSS. This issue 

affects Glossy Blog: from n/a through 1.0.3. 

2025-04-15 6.5 CVE-2025-26934 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in AddonsPress Nepali Date Converter allows Stored XSS. 

This issue affects Nepali Date Converter: from n/a through 2.0.8. 

2025-04-15 6.5 CVE-2025-26950 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in covertnine C9 Blocks allows DOM-Based XSS. This issue 

affects C9 Blocks: from n/a through 1.7.7. 

2025-04-15 6.5 CVE-2025-26951 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Eric-Oliver MÃ¤chler DSGVO Youtube allows DOM-Based 

XSS. This issue affects DSGVO Youtube: from n/a through 1.5.1. 

2025-04-15 6.5 CVE-2025-26982 

n/a -- n/a 

 

  

Improper Control of Generation of Code ('Code Injection') vulnerability in Fetch 

Designs Sign-up Sheets allows Code Injection. This issue affects Sign-up Sheets: 

from n/a through 2.3.0.1. 

2025-04-15 6.5 CVE-2025-26996 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in sonalsinha21 SKT Blocks - Gutenberg based Page Builder 

allows Stored XSS. This issue affects SKT Blocks - Gutenberg based Page Builder: 

from n/a through 1.8. 

2025-04-15 6.5 CVE-2025-26998 

n/a -- n/a 

 

  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 

vulnerability in rockgod100 Theme File Duplicator allows Path Traversal. This issue 

affects Theme File Duplicator: from n/a through 1.3. 

2025-04-17 6.5 CVE-2025-27283 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Radius of Thought Page and Post Lister 

allows Exploiting Incorrectly Configured Access Control Security Levels. This issue 

affects Page and Post Lister: from n/a through 1.2.1. 

2025-04-17 6.5 CVE-2025-27310 

n/a -- n/a 

 

  

Element X Android is a Matrix Android Client provided by element.io. Prior to 

version 25.04.2, a crafted hyperlink on a webpage, or a locally installed malicious 

app, can force Element X up to version 25.04.1 to load a webpage with similar 

permissions to Element Call and automatically grant it temporary access to 

microphone and camera. This issue has been patched in version 25.04.2. 

2025-04-18 6.5 CVE-2025-27599 

n/a -- n/a 

 

  

Shopware prior to version 6.5.8.13 is affected by a SQL injection vulnerability in the 

/api/search/order endpoint. NOTE: this issue exists because of a CVE-2024-22406 

and CVE-2024-42357 regression. 

2025-04-15 6.8 CVE-2025-27892 

n/a -- n/a 

 

  

cashbook v4.0.3 has an arbitrary file read vulnerability in 

/api/entry/flow/invoice/show?invoice=. 
2025-04-15 6.5 CVE-2025-27980 
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

An arbitrary file deletion vulnerability in the /post/{postTitle} component of 

flaskBlog v2.6.1 allows attackers to delete article titles created by other users via 

supplying a crafted POST request. 

2025-04-17 6.5 CVE-2025-28101 

n/a -- n/a 

 

  

TOTOLINK A800R V4.1.2cu.5137_B20200730 was found to contain a buffer 

overflow vulnerability in the downloadFile.cgi. 
2025-04-15 6.5 CVE-2025-28136 

n/a -- n/a 

 

  

Edimax AC1200 Wave 2 Dual-Band Gigabit Router BR-6478AC V3_1.0.15 was 

discovered to contain a command injection vulnerability via the foldername in 

/boafrm/formDiskCreateShare. 

2025-04-15 6.5 CVE-2025-28142 

n/a -- n/a 

 

  

Edimax AC1200 Wave 2 Dual-Band Gigabit Router BR-6478AC V3_1.0.15 was 

discovered to contain a command injection vulnerability via the groupname at the 

/boafrm/formDiskCreateGroup. 

2025-04-15 6.5 CVE-2025-28143 

n/a -- n/a 

 

  

Edimax AC1200 Wave 2 Dual-Band Gigabit Router BR-6478AC V3 1.0.15 was 

discovered to contain a stack overflow vlunerability via peerPin parameter in the 

formWsc function. 

2025-04-15 6.5 CVE-2025-28144 

n/a -- n/a 

 

  

Edimax AC1200 Wave 2 Dual-Band Gigabit Router BR-6478AC V3 1.0.15 was 

discovered to contain a command injection vulnerability via partition in 

/boafrm/formDiskFormat. 

2025-04-15 6.5 CVE-2025-28145 

n/a -- n/a 

 

  

By crafting a malformed file name for an attachment in a multipart message, an 

attacker can trick Thunderbird into including a directory listing of /tmp when the 

message is forwarded or edited as a new message. This vulnerability could allow 

attackers to disclose sensitive information from the victim's system. This 

vulnerability is not limited to Linux; similar behavior has been observed on 

Windows as well. This vulnerability affects Thunderbird < 137.0.2 and Thunderbird 

< 128.9.2. 

2025-04-15 6.3 CVE-2025-2830 

n/a -- n/a 

 

  

Code Astro Internet Banking System 2.0.0 is vulnerable to Cross Site Scripting (XSS) 

via the name parameter in /admin/pages_account.php. 
2025-04-17 6.1 CVE-2025-29015 

n/a -- n/a 

 

  

Cross-Site Scripting (XSS) vulnerability in NodeBB v4.0.4 and before allows remote 

attackers to store arbitrary code and potentially render the blacklist IP functionality 

unusable until content is removed via the database. 

2025-04-18 6.1 CVE-2025-29512 

n/a -- n/a 

 

  

Cross-Site Scripting (XSS) vulnerability in NodeBB v4.0.4 and before allows remote 

attackers to store arbitrary code in the admin API Access token generator. 
2025-04-18 6.1 CVE-2025-29513 

n/a -- n/a 

 

  

SQL Injection vulnerability exists in the TP-Link M7200 4G LTE Mobile Wi-Fi Router 

Firmware Version: 1.0.7 Build 180127 Rel.55998n, allowing an unauthenticated 

attacker to inject malicious SQL statements via the username and password fields. 

2025-04-16 6.3 CVE-2025-29650 

n/a -- n/a 

 

  

SourceCodester Company Website CMS 1.0 is vulnerable to Cross Site Scripting 

(XSS) via /dashboard/Services. 
2025-04-16 6.1 CVE-2025-29710 

n/a -- n/a 

 

  

A CSRF vulnerability in Commercify v1.0 allows remote attackers to perform 

unauthorized actions on behalf of authenticated users. The issue exists due to 

missing CSRF protection on sensitive endpoints. 

2025-04-17 6.3 CVE-2025-29722 

n/a -- n/a 

 

  

Dell Trusted Device, versions prior to 7.0.3.0, contain an Improper Link Resolution 

Before File Access ('Link Following') vulnerability. A low privileged attacker with 

local access could potentially exploit this vulnerability, leading to Elevation of 

privileges. 

2025-04-15 6.7 CVE-2025-29983 
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
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CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Dell Trusted Device, versions prior to 7.0.3.0, contain an Incorrect Default 

Permissions vulnerability. A low privileged attacker with local access could 

potentially exploit this vulnerability, leading to Elevation of privileges. 

2025-04-15 6.7 CVE-2025-29984 

n/a -- n/a 

 

  

Dell Alienware Command Center 6.x, versions prior to 6.7.37.0 contain an Improper 

Access Control Vulnerability. A low privileged attacker with local access could 

potentially exploit this vulnerability, leading to Elevation of privileges. 

2025-04-16 6.7 CVE-2025-30100 

n/a -- n/a 

 

  

Unauthenticated attackers can send configuration settings to device and possible 

perform physical actions remotely (e.g., on/off). 
2025-04-15 6.5 CVE-2025-30512 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Easily exploitable vulnerability allows low privileged attacker with 

network access via multiple protocols to compromise MySQL Server. Successful 

attacks of this vulnerability can result in unauthorized ability to cause a hang or 

frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 

6.5 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 6.5 CVE-2025-30682 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Easily exploitable vulnerability allows low privileged attacker with 

network access via multiple protocols to compromise MySQL Server. Successful 

attacks of this vulnerability can result in unauthorized ability to cause a hang or 

frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 

6.5 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 6.5 CVE-2025-30687 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Easily exploitable vulnerability allows low privileged attacker with 

network access via multiple protocols to compromise MySQL Server. Successful 

attacks of this vulnerability can result in unauthorized ability to cause a hang or 

frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 

6.5 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 6.5 CVE-2025-30688 

n/a -- n/a 

 

  

Vulnerability in the Oracle iSupplier Portal product of Oracle E-Business Suite 

(component: Attachments). Supported versions that are affected are 12.2.7-

12.2.14. Easily exploitable vulnerability allows low privileged attacker with network 

access via HTTP to compromise Oracle iSupplier Portal. Successful attacks of this 

vulnerability can result in unauthorized access to critical data or complete access to 

all Oracle iSupplier Portal accessible data. CVSS 3.1 Base Score 6.5 (Confidentiality 

impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N). 

2025-04-15 6.5 CVE-2025-30692 

n/a -- n/a 

 

  

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards 

(component: Web Runtime SEC). Supported versions that are affected are 9.2.0.0-

9.2.9.2. Easily exploitable vulnerability allows unauthenticated attacker with 

network access via HTTP to compromise JD Edwards EnterpriseOne Tools. 

Successful attacks require human interaction from a person other than the 

attacker and while the vulnerability is in JD Edwards EnterpriseOne Tools, attacks 

may significantly impact additional products (scope change). Successful attacks of 

this vulnerability can result in unauthorized update, insert or delete access to some 

of JD Edwards EnterpriseOne Tools accessible data as well as unauthorized read 

access to a subset of JD Edwards EnterpriseOne Tools accessible data. CVSS 3.1 

Base Score 6.1 (Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N). 

2025-04-15 6.1 CVE-2025-30709 
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n/a -- n/a 

 

  

Vulnerability in the Oracle Teleservice product of Oracle E-Business Suite 

(component: Service Diagnostics Scripts). Supported versions that are affected are 

12.2.3-12.2.14. Easily exploitable vulnerability allows low privileged attacker with 

network access via HTTP to compromise Oracle Teleservice. Successful attacks of 

this vulnerability can result in unauthorized access to critical data or complete 

access to all Oracle Teleservice accessible data. CVSS 3.1 Base Score 6.5 

(Confidentiality impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N). 

2025-04-15 6.5 CVE-2025-30717 

n/a -- n/a 

 

  

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization 

(component: Core). The supported version that is affected is 7.1.6. Easily 

exploitable vulnerability allows low privileged attacker with logon to the 

infrastructure where Oracle VM VirtualBox executes to compromise Oracle VM 

VirtualBox. Successful attacks of this vulnerability can result in unauthorized ability 

to cause a hang or frequently repeatable crash (complete DOS) of Oracle VM 

VirtualBox and unauthorized read access to a subset of Oracle VM VirtualBox 

accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Availability impacts). 

CVSS Vector: (CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:H). 

2025-04-15 6.1 CVE-2025-30719 

n/a -- n/a 

 

  

Vulnerability in the Oracle Configurator product of Oracle E-Business Suite 

(component: Orders). Supported versions that are affected are 12.2.3-12.2.14. 

Easily exploitable vulnerability allows unauthenticated attacker with network 

access via HTTP to compromise Oracle Configurator. Successful attacks require 

human interaction from a person other than the attacker and while the 

vulnerability is in Oracle Configurator, attacks may significantly impact additional 

products (scope change). Successful attacks of this vulnerability can result in 

unauthorized update, insert or delete access to some of Oracle Configurator 

accessible data as well as unauthorized read access to a subset of Oracle 

Configurator accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity 

impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N). 

2025-04-15 6.1 CVE-2025-30720 

n/a -- n/a 

 

  

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization 

(component: Core). The supported version that is affected is 7.1.6. Difficult to 

exploit vulnerability allows high privileged attacker with logon to the infrastructure 

where Oracle VM VirtualBox executes to compromise Oracle VM VirtualBox. While 

the vulnerability is in Oracle VM VirtualBox, attacks may significantly impact 

additional products (scope change). Successful attacks of this vulnerability can 

result in unauthorized ability to cause a hang or frequently repeatable crash 

(complete DOS) of Oracle VM VirtualBox as well as unauthorized update, insert or 

delete access to some of Oracle VM VirtualBox accessible data and unauthorized 

read access to a subset of Oracle VM VirtualBox accessible data. CVSS 3.1 Base 

Score 6.7 (Confidentiality, Integrity and Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:H). 

2025-04-15 6.7 CVE-2025-30725 

n/a -- n/a 

 

  

Vulnerability in the Oracle Application Object Library product of Oracle E-Business 

Suite (component: Core). Supported versions that are affected are 12.2.3-12.2.14. 

Easily exploitable vulnerability allows unauthenticated attacker with network 

access via HTTP to compromise Oracle Application Object Library. Successful 

attacks require human interaction from a person other than the attacker and while 

the vulnerability is in Oracle Application Object Library, attacks may significantly 

impact additional products (scope change). Successful attacks of this vulnerability 

can result in unauthorized update, insert or delete access to some of Oracle 

Application Object Library accessible data as well as unauthorized read access to a 

subset of Oracle Application Object Library accessible data. CVSS 3.1 Base Score 6.1 

(Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N). 

2025-04-15 6.1 CVE-2025-30732 

n/a -- n/a 

 

  

Vulnerability in the RDBMS Listener component of Oracle Database Server. 

Supported versions that are affected are 19.3-19.26, 21.3-21.17 and 23.4-23.7. 

Easily exploitable vulnerability allows unauthenticated attacker with network 

access via Oracle Net to compromise RDBMS Listener. Successful attacks require 

2025-04-15 6.5 CVE-2025-30733 
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human interaction from a person other than the attacker. Successful attacks of this 

vulnerability can result in unauthorized access to critical data or complete access to 

all RDBMS Listener accessible data. CVSS 3.1 Base Score 6.5 (Confidentiality 

impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N). 

n/a -- n/a 

 

  

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards 

(component: Web Runtime SEC). Supported versions that are affected are 9.2.0.0-

9.2.9.2. Easily exploitable vulnerability allows low privileged attacker with network 

access via HTTP to compromise JD Edwards EnterpriseOne Tools. Successful attacks 

of this vulnerability can result in unauthorized access to critical data or complete 

access to all JD Edwards EnterpriseOne Tools accessible data. CVSS 3.1 Base Score 

6.5 (Confidentiality impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N). 

2025-04-15 6.5 CVE-2025-30740 

n/a -- n/a 

 

  

The Betheme theme for WordPress is vulnerable to Stored Cross-Site Scripting via 

the plugin's Button shortcode and Custom CSS field in all versions up to, and 

including, 28.0.3 due to insufficient input sanitization and output escaping on user 

supplied attributes. This makes it possible for authenticated attackers, with 

contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-04-16 6.4 CVE-2025-3077 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in zookatron MyBookProgress by Stormhill Media allows 

Stored XSS. This issue affects MyBookProgress by Stormhill Media: from n/a 

through 1.0.8. 

2025-04-15 6.5 CVE-2025-30982 

n/a -- n/a 

 

  

The LA-Studio Element Kit for Elementor plugin for WordPress is vulnerable to 

Stored Cross-Site Scripting via the plugin's Table of Contents widget in all versions 

up to, and including, 1.4.9 due to insufficient input sanitization and output 

escaping on user supplied attributes. This makes it possible for authenticated 

attackers, with contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-04-18 6.4 CVE-2025-3106 

n/a -- n/a 

 

  

Unauthenticated attackers can trigger device actions associated with specific 

"scenes" of arbitrary users. 
2025-04-15 6.5 CVE-2025-31360 

n/a -- n/a 

 

  

Rasa Pro is a framework for building scalable, dynamic conversational AI assistants 

that integrate large language models (LLMs). A vulnerability has been identified in 

Rasa Pro where voice connectors in Rasa Pro do not properly implement 

authentication even when a token is configured in the credentials.yml file. This 

could allow an attacker to submit voice data to the Rasa Pro assistant from an 

unauthenticated source. This issue has been patched for audiocodes, 

audiocodes_stream, and genesys connectors in versions 3.9.20, 3.10.19, 3.11.7 and 

3.12.6. 

2025-04-18 6.5 CVE-2025-32377 

n/a -- n/a 

 

  

pleezer is a headless Deezer Connect player. Hook scripts in pleezer can be 

triggered by various events like track changes and playback state changes. In 

versions before 0.16.0, these scripts were spawned without proper process 

cleanup, leaving zombie processes in the system's process table. Even during 

normal usage, every track change and playback event would leave behind zombie 

processes. This leads to inevitable resource exhaustion over time as the system's 

process table fills up, eventually preventing new processes from being created. The 

issue is exacerbated if events occur rapidly, whether through normal use (e.g., 

skipping through a playlist) or potential manipulation of the Deezer Connect 

protocol traffic. This issue has been fixed in version 0.16.0. 

2025-04-15 6.5 CVE-2025-32439 

n/a -- n/a 

 

  

The Themesflat Addons For Elementor plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the TF E Slider widget in all versions up to, and including, 

2.2.5 due to insufficient input sanitization and output escaping. This makes it 

possible for authenticated attackers, with Contributor-level access and above, to 

2025-04-19 6.4 CVE-2025-3275 

https://www.cve.org/CVERecord?id=CVE-2025-30740
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inject arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

n/a -- n/a 

 

  

E.D.D.I (Enhanced Dialog Driven Interface) is a middleware to connect and manage 

LLM API bots. In versions before 5.5.0, an attacker with access to the 

`/backup/import` API endpoint can write arbitrary files to locations outside the 

intended extraction directory due to a Zip Slip vulnerability. Although the 

application runs as a non-root user (`185`), limiting direct impact on system-level 

files, this vulnerability can still be exploited to overwrite application files (e.g., JAR 

libraries) owned by the application user. This overwrite can potentially lead to 

Remote Code Execution (RCE) within the application's context. This issue has been 

patched in version 5.5.0. 

2025-04-15 6.5 CVE-2025-32779 

n/a -- n/a 

 

  

Dify is an open-source LLM app development platform. In versions 0.6.8 and prior, 

a vulnerability was identified in the DIFY AI where normal users are improperly 

granted permissions to export APP DSL. The feature in '/export' should only allow 

administrator users to export DSL. A workaround for this vulnerability involves 

updating the access control mechanisms to enforce stricter user role permissions 

and implementing role-based access controls (RBAC) to ensure that only users with 

admin privileges can export the APP DSL. This vulnerability is fixed in 0.6.13. 

2025-04-18 6.3 CVE-2025-32790 

n/a -- n/a 

 

  

Dify is an open-source LLM app development platform. Prior to version 0.6.12, a 

vulnerability was identified in the DIFY where normal users are improperly granted 

permissions to edit APP names, descriptions and icons. This access control flaw 

allows non-admin users to modify app details, despite being restricted from 

viewing apps, which poses a security risk to the integrity of the application. This 

issue has been patched in version 0.6.12. A workaround for this vulnerability 

involves updating the access control mechanisms to enforce stricter user role 

permissions and implementing role-based access controls (RBAC) to ensure that 

only users with admin privileges can modify app details. 

2025-04-18 6.5 CVE-2025-32795 

n/a -- n/a 

 

  

Dify is an open-source LLM app development platform. Prior to version 0.6.12, a 

vulnerability was identified in the DIFY where normal users can enable or disable 

apps through the API, even though the web UI button for this action is disabled and 

normal users are not permitted to make such changes. This access control flaw 

allows non-admin users to make unauthorized changes, which can disrupt the 

functionality and availability of the APPS. This issue has been patched in version 

0.6.12. A workaround for this vulnerability involves updating the API access control 

mechanisms to enforce stricter user role permissions and implementing role-based 

access controls (RBAC) to ensure that only users with admin privileges can send 

enable or disable requests for apps. 

2025-04-18 6.5 CVE-2025-32796 

n/a -- n/a 

 

  

A Improper Link Resolution vulnerability (CWE-59) in the SonicWall Connect Tunnel 

Windows (32 and 64 bit) client, this results in unauthorized file overwrite, 

potentially leading to denial of service or file corruption. 

2025-04-16 6.1 CVE-2025-32817 

n/a -- n/a 

 

  

A flaw was found in libsoup, where soup_auth_digest_authenticate() is vulnerable 

to a NULL pointer dereference. This issue may cause the libsoup client to crash. 
2025-04-14 6.5 CVE-2025-32910 

n/a -- n/a 

 

  

A flaw was found in libsoup, where SoupAuthDigest is vulnerable to a NULL pointer 

dereference. The HTTP server may cause the libsoup client to crash. 
2025-04-14 6.5 CVE-2025-32912 

n/a -- n/a 

 

  

The vulnerability allows any authenticated user to cause the PeerTube server to 

stop functioning in a persistent manner.Â Â If user import is enabled (which is the 

default setting), any registered user can upload an archive for importing. The code 

uses the yauzl library for reading the archive. If the yauzl library encounters a 

filename that is considered illegal, it raises an exception that is uncaught by 

PeerTube, leading to a crash which repeats infinitely on startup. 

2025-04-15 6.5 CVE-2025-32944 

https://www.cve.org/CVERecord?id=CVE-2025-32779
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n/a -- n/a 

 

  

This vulnerability allows any authenticated user to cause the server to consume 

very large amounts of disk space when extracting a Zip Bomb. If user import is 

enabled (which is the default setting), any registered user can upload an archive for 

importing. The code uses the yauzl library for reading the archive. The yauzl library 

does not contain any mechanism to detect or prevent extraction of a Zip Bomb 

https://en.wikipedia.org/wiki/Zip_bomb . Therefore, when using the User Import 

functionality with a Zip Bomb, PeerTube will try extracting the archive which will 

cause a disk space resource exhaustion. 

2025-04-15 6.5 CVE-2025-32949 

n/a -- n/a 

 

  

Arctera eDiscovery Platform before 10.3.2, when Enterprise Vault Collection 

Module is used, places a cleartext password on a command line in EVSearcher. 
2025-04-15 6 CVE-2025-32987 

n/a -- n/a 

 

  

Vision Helpdesk through 5.7.0 allows Time-Based Blind SQL injection via the Forgot 

Password (aka index.php?/home/forgot-password) vis_username parameter. 

Authentication is not needed. 

2025-04-15 6.5 CVE-2025-32993 

n/a -- n/a 

 

  

In PeaZip through 10.4.0, there is a Mark-of-the-Web Bypass Vulnerability. This 

vulnerability allows attackers to bypass the Mark-of-the-Web protection 

mechanism on affected installations of PeaZip. User interaction is required to 

exploit this vulnerability in that the target must visit a malicious page or open a 

malicious file. The specific flaw exists within the handling of archived files. When 

extracting files from a crafted archive that bears the Mark-of-the-Web, PeaZip does 

not propagate the Mark-of-the-Web to the extracted files. An attacker can 

leverage this vulnerability to execute arbitrary code in the context of the current 

user. 

2025-04-15 6.1 CVE-2025-33026 

n/a -- n/a 

 

  

In Bandisoft Bandizip through 7.37, there is a Mark-of-the-Web Bypass 

Vulnerability. This vulnerability allows attackers to bypass the Mark-of-the-Web 

protection mechanism on affected installations of Bandizip. User interaction is 

required to exploit this vulnerability in that the target must visit a malicious page 

or open a malicious file. The specific flaw exists within the handling of archived 

files. When extracting files from a crafted archive that bears the Mark-of-the-Web, 

Bandizip does not propagate the Mark-of-the-Web to the extracted files. An 

attacker can leverage this vulnerability to execute arbitrary code in the context of 

the current user. 

2025-04-15 6.1 CVE-2025-33027 

n/a -- n/a 

 

  

In WinZip through 29.0, there is a Mark-of-the-Web Bypass Vulnerability because 

of an incomplete fix for CVE-2024-8811. This vulnerability allows attackers to 

bypass the Mark-of-the-Web protection mechanism on affected installations of 

WinZip. User interaction is required to exploit this vulnerability in that the target 

must visit a malicious page or open a malicious file. The specific flaw exists within 

the handling of archived files. When extracting files from a crafted archive that 

bears the Mark-of-the-Web, WinZip does not propagate the Mark-of-the-Web to 

the extracted files. An attacker can leverage this vulnerability to execute arbitrary 

code in the context of the current user. 

2025-04-15 6.1 CVE-2025-33028 

n/a -- n/a 

 

  

The Forminator Forms - Contact Form, Payment Form & Custom Form Builder 

plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the 'limit' 

parameter in all versions up to, and including, 1.42.0 due to insufficient input 

sanitization and output escaping. This makes it possible for authenticated 

attackers, with Contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-04-17 6.4 CVE-2025-3487 

n/a -- n/a 

 

  

Thunderbird processes the X-Mozilla-External-Attachment-URL header to handle 

attachments which can be hosted externally. When an email is opened, 

Thunderbird accesses the specified URL to determine file size, and navigates to it 

when the user clicks the attachment. Because the URL is not validated or sanitized, 

it can reference internal resources like chrome:// or SMB share file:// links, 

potentially leading to hashed Windows credential leakage and opening the door to 

2025-04-15 6.3 CVE-2025-3522 
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more serious security issues. This vulnerability affects Thunderbird < 137.0.2 and 

Thunderbird < 128.9.2. 

n/a -- n/a 

 

  

When an email contains multiple attachments with external links via the X-Mozilla-

External-Attachment-URL header, only the last link is shown when hovering over 

any attachment. Although the correct link is used on click, the misleading hover 

text could trick users into downloading content from untrusted sources. This 

vulnerability affects Thunderbird < 137.0.2 and Thunderbird < 128.9.2. 

2025-04-15 6.4 CVE-2025-3523 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in frdel Agent-Zero 0.8.1.2. This 

vulnerability affects unknown code of the file /get_work_dir_files. The 

manipulation of the argument path leads to path traversal. The attack can be 

initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-04-14 6.3 CVE-2025-3547 

n/a -- n/a 

 

  

A vulnerability was found in phpshe 1.8. It has been declared as critical. This 

vulnerability affects the function pe_delete of the file 

/admin.php?mod=brand&act=del. The manipulation of the argument brand_id[] 

leads to sql injection. The attack can be initiated remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-14 6.3 CVE-2025-3553 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, was found in ghostxbh uzy-ssm-mall 

1.0.0. This affects an unknown part of the file /mall/user/uploadUserHeadImage. 

The manipulation of the argument File leads to unrestricted upload. It is possible to 

initiate the attack remotely. The exploit has been disclosed to the public and may 

be used. The vendor was contacted early about this disclosure but did not respond 

in any way. 

2025-04-14 6.3 CVE-2025-3558 

n/a -- n/a 

 

  

A vulnerability has been found in ghostxbh uzy-ssm-mall 1.0.0 and classified as 

critical. This vulnerability affects the function ForeProductListController of the file 

/mall/product/0/20. The manipulation of the argument orderBy leads to sql 

injection. The attack can be initiated remotely. The exploit has been disclosed to 

the public and may be used. The vendor was contacted early about this disclosure 

but did not respond in any way. 

2025-04-14 6.3 CVE-2025-3559 

n/a -- n/a 

 

  

A vulnerability was found in JamesZBL/code-projects db-hospital-drug 1.0 and 

classified as critical. Affected by this issue is some unknown functionality of the file 

ShiroConfig.java. The manipulation leads to improper authorization. The attack 

may be launched remotely. The exploit has been disclosed to the public and may 

be used. The vendor was contacted early about this disclosure but did not respond 

in any way. 

2025-04-14 6.3 CVE-2025-3569 

n/a -- n/a 

 

  

A vulnerability was found in Fannuo Enterprise Content Management System 

å‡¡è¯ºä¼•ä¸šç½‘ç«™ç®¡ç•†ç³»ç»Ÿ 1.1/4.0. It has been declared as critical. This 

vulnerability affects unknown code of the file admin/cms_chip.php. The 

manipulation of the argument del leads to sql injection. The attack can be initiated 

remotely. The exploit has been disclosed to the public and may be used. 

2025-04-14 6.3 CVE-2025-3571 

n/a -- n/a 

 

  

Versions of the package jquery-validation before 1.20.0 are vulnerable to Cross-site 

Scripting (XSS) in the showLabel() function, which may take input from a user-

controlled placeholder value. This value will populate a message via 

$.validator.messages in a user localizable dictionary. 

2025-04-15 6.1 CVE-2025-3573 

n/a -- n/a 

 

  

A vulnerability classified as critical has been found in westboy CicadasCMS 1.0. This 

affects an unknown part of the file /upload/ of the component JSP Parser. The 

manipulation of the argument File leads to unrestricted upload. It is possible to 

initiate the attack remotely. The exploit has been disclosed to the public and may 

be used. 

2025-04-14 6.3 CVE-2025-3585 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in ZeroWdd/code-projects 

studentmanager 1.0. This vulnerability affects unknown code of the file 

/getTeacherList. The manipulation leads to improper authorization. The attack can 

2025-04-14 6.3 CVE-2025-3587 
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be initiated remotely. The exploit has been disclosed to the public and may be 

used. 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, was found in SourceCodester Music 

Class Enrollment System 1.0. Affected is an unknown function of the file 

/manage_class.php. The manipulation of the argument ID leads to sql injection. It 

is possible to launch the attack remotely. The exploit has been disclosed to the 

public and may be used. 

2025-04-14 6.3 CVE-2025-3589 

n/a -- n/a 

 

  

A vulnerability has been found in Adianti Framework up to 8.0 and classified as 

critical. Affected by this vulnerability is an unknown functionality. The manipulation 

leads to deserialization. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. Upgrading to version 8.1 is able to 

address this issue. It is recommended to upgrade the affected component. 

2025-04-14 6.3 CVE-2025-3590 

n/a -- n/a 

 

  

A vulnerability was found in ZHENFENG13/code-projects My-Blog-layui 1.0. It has 

been declared as critical. This vulnerability affects the function Upload of the file 

/admin/upload/authorImg/. The manipulation of the argument File leads to 

unrestricted upload. The attack can be initiated remotely. The exploit has been 

disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

2025-04-14 6.3 CVE-2025-3593 

n/a -- n/a 

 

  

The Coupon Affiliates - Affiliate Plugin for WooCommerce plugin for WordPress is 

vulnerable to Reflected Cross-Site Scripting via the commission_summary 

parameter in all versions up to, and including, .6.3.0 due to insufficient input 

sanitization and output escaping. This makes it possible for unauthenticated 

attackers to inject arbitrary web scripts in pages that execute if they can 

successfully trick a user into performing an action such as clicking on a link. 

2025-04-18 6.1 CVE-2025-3598 

n/a -- n/a 

 

  

A race condition existed in nsHttpTransaction that could have been exploited to 

cause memory corruption, potentially leading to an exploitable condition. This 

vulnerability affects Firefox < 137.0.2. 

2025-04-15 6.5 CVE-2025-3608 

n/a -- n/a 

 

  

The Fluent Forms plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the form-submission.js script in all versions up to, and including, 6.0.2 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-04-17 6.4 CVE-2025-3615 

n/a -- n/a 

 

  

The SB Chart block plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the 'className' parameter in all versions up to, and including, 1.2.6 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-04-19 6.4 CVE-2025-3661 

n/a -- n/a 

 

  

A vulnerability classified as critical has been found in xxyopen Novel-Plus 3.5.0. This 

affects an unknown part of the file /api/front/search/books. The manipulation of 

the argument sort leads to sql injection. It is possible to initiate the attack 

remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-16 6.3 CVE-2025-3676 

n/a -- n/a 

 

  

A vulnerability was found in Xianqi Kindergarten Management System 2.0 Bulid 

20190808. It has been rated as critical. This issue affects some unknown processing 

of the file stu_list.php of the component Child Management. The manipulation of 

the argument sex leads to sql injection. The attack may be initiated remotely. The 

exploit has been disclosed to the public and may be used. Other parameters might 

be affected as well. 

2025-04-16 6.3 CVE-2025-3684 
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n/a -- n/a 

 

  

A vulnerability classified as critical has been found in code-projects Patient Record 

Management System 1.0. Affected is an unknown function of the file 

/edit_fpatient.php. The manipulation of the argument ID leads to sql injection. It is 

possible to launch the attack remotely. The exploit has been disclosed to the public 

and may be used. 

2025-04-16 6.3 CVE-2025-3685 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in SourceCodester Web-based 

Pharmacy Product Management System 1.0. This vulnerability affects unknown 

code of the file /search/search_stock. php. The manipulation of the argument 

Name leads to sql injection. The attack can be initiated remotely. The exploit has 

been disclosed to the public and may be used. 

2025-04-16 6.3 CVE-2025-3696 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, has been found in SourceCodester 

Web-based Pharmacy Product Management System 1.0. This issue affects some 

unknown processing of the file /edit-product.php. The manipulation of the 

argument ID leads to sql injection. The attack may be initiated remotely. The 

exploit has been disclosed to the public and may be used. 

2025-04-16 6.3 CVE-2025-3697 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Drupal baguetteBox.Js allows Cross-Site Scripting 

(XSS).This issue affects baguetteBox.Js: from 0.0.0 before 2.0.4, from 3.0.0 before 

3.0.1. 

2025-04-16 6.5 CVE-2025-3733 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in SourceCodester Web-based 

Pharmacy Product Management System 1.0. This vulnerability affects unknown 

code of the file /edit-product.php. The manipulation of the argument Avatar leads 

to unrestricted upload. The attack can be initiated remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-17 6.3 CVE-2025-3764 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, has been found in SourceCodester 

Web-based Pharmacy Product Management System 1.0. This issue affects some 

unknown processing of the file /edit-photo.php. The manipulation of the argument 

Avatar leads to unrestricted upload. The attack may be initiated remotely. The 

exploit has been disclosed to the public and may be used. 

2025-04-17 6.3 CVE-2025-3765 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in SourceCodester Web-based 

Pharmacy Product Management System 1.0. Affected by this vulnerability is an 

unknown functionality of the file /add-product.php. The manipulation of the 

argument Avatar leads to unrestricted upload. The attack can be launched 

remotely. The exploit has been disclosed to the public and may be used. 

2025-04-18 6.3 CVE-2025-3783 

n/a -- n/a 

 

  

A vulnerability classified as critical has been found in PHPGurukul Men Salon 

Management System 1.0. This affects an unknown part of the file /admin/contact-

us.php. The manipulation of the argument 

pagetitle/pagedes/email/mobnumber/timing leads to sql injection. It is possible to 

initiate the attack remotely. The exploit has been disclosed to the public and may 

be used. 

2025-04-18 6.3 CVE-2025-3796 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, was found in zhenfeng13 My-BBS 

1.0. This affects the function Upload of the file 

src/main/java/com/my/bbs/controller/common/UploadController.java of the 

component Endpoint. The manipulation leads to unrestricted upload. It is possible 

to initiate the attack remotely. The exploit has been disclosed to the public and 

may be used. 

2025-04-19 6.3 CVE-2025-3807 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, has been found in SourceCodester 

Online Eyewear Shop 1.0. This issue affects some unknown processing of the file 

/oews/classes/Master.php?f=delete_stock. The manipulation of the argument ID 

leads to sql injection. The attack may be initiated remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-19 6.3 CVE-2025-3817 

https://www.cve.org/CVERecord?id=CVE-2025-3685
https://www.cve.org/CVERecord?id=CVE-2025-3696
https://www.cve.org/CVERecord?id=CVE-2025-3697
https://www.cve.org/CVERecord?id=CVE-2025-3733
https://www.cve.org/CVERecord?id=CVE-2025-3764
https://www.cve.org/CVERecord?id=CVE-2025-3765
https://www.cve.org/CVERecord?id=CVE-2025-3783
https://www.cve.org/CVERecord?id=CVE-2025-3796
https://www.cve.org/CVERecord?id=CVE-2025-3807
https://www.cve.org/CVERecord?id=CVE-2025-3817


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, was found in webpy web.py 0.70. 

Affected is the function PostgresDB._process_insert_query of the file web/db.py. 

The manipulation of the argument seqname leads to sql injection. It is possible to 

launch the attack remotely. The exploit has been disclosed to the public and may 

be used. 

2025-04-19 6.3 CVE-2025-3818 

n/a -- n/a 

 

  

A vulnerability was found in kuangstudy KuangSimpleBBS 1.0. It has been declared 

as critical. Affected by this vulnerability is the function fileUpload of the file 

src/main/java/com/kuang/controller/QuestionController.java. The manipulation of 

the argument editormd-image-file leads to unrestricted upload. The attack can be 

launched remotely. The exploit has been disclosed to the public and may be used. 

2025-04-20 6.3 CVE-2025-3830 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Asgaros Asgaros Forum allows Stored XSS. This issue 

affects Asgaros Forum: from n/a through 3.0.0. 

2025-04-16 6.5 CVE-2025-39514 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in tnomi Attendance Manager allows Stored XSS. This issue 

affects Attendance Manager: from n/a through 0.6.2. 

2025-04-16 6.5 CVE-2025-39515 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Alan Petersen Author WIP Progress Bar allows DOM-

Based XSS. This issue affects Author WIP Progress Bar: from n/a through 1.0. 

2025-04-16 6.5 CVE-2025-39516 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WP Wham Checkout Files Upload for WooCommerce 

allows Stored XSS. This issue affects Checkout Files Upload for WooCommerce: 

from n/a through 2.2.0. 

2025-04-16 6.5 CVE-2025-39520 

n/a -- n/a 

 

  

Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS) 

vulnerability in bPlugins Html5 Audio Player allows Stored XSS. This issue affects 

Html5 Audio Player: from n/a through 2.2.28. 

2025-04-16 6.5 CVE-2025-39524 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in wpWax Logo Carousel Slider allows Stored XSS. This issue 

affects Logo Carousel Slider: from n/a through 2.1.3. 

2025-04-16 6.5 CVE-2025-39525 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Rescue Themes Rescue Shortcodes allows Stored XSS. 

This issue affects Rescue Shortcodes: from n/a through 3.1. 

2025-04-16 6.5 CVE-2025-39528 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Robin Cornett Scriptless Social Sharing allows Stored XSS. 

This issue affects Scriptless Social Sharing: from n/a through 3.2.4. 

2025-04-16 6.5 CVE-2025-39529 

n/a -- n/a 

 

  

Unrestricted Upload of File with Dangerous Type vulnerability in Mathieu Chartier 

WP-Advanced-Search allows Upload a Web Shell to a Web Server. This issue affects 

WP-Advanced-Search: from n/a through 3.3.9.3. 

2025-04-16 6.6 CVE-2025-39538 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Rhys Wynne WP Flipclock allows DOM-Based XSS. This 

issue affects WP Flipclock: from n/a through 1.9. 

2025-04-16 6.5 CVE-2025-39540 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WP Royal Royal Elementor Addons allows Stored XSS. 

This issue affects Royal Elementor Addons: from n/a through 1.3.977. 

2025-04-16 6.5 CVE-2025-39543 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in whiletrue Most And Least Read Posts Widget allows 

Stored XSS. This issue affects Most And Least Read Posts Widget: from n/a through 

2.5.20. 

2025-04-16 6.5 CVE-2025-39549 

https://www.cve.org/CVERecord?id=CVE-2025-3818
https://www.cve.org/CVERecord?id=CVE-2025-3830
https://www.cve.org/CVERecord?id=CVE-2025-39514
https://www.cve.org/CVERecord?id=CVE-2025-39515
https://www.cve.org/CVERecord?id=CVE-2025-39516
https://www.cve.org/CVERecord?id=CVE-2025-39520
https://www.cve.org/CVERecord?id=CVE-2025-39524
https://www.cve.org/CVERecord?id=CVE-2025-39525
https://www.cve.org/CVERecord?id=CVE-2025-39528
https://www.cve.org/CVERecord?id=CVE-2025-39529
https://www.cve.org/CVERecord?id=CVE-2025-39538
https://www.cve.org/CVERecord?id=CVE-2025-39540
https://www.cve.org/CVERecord?id=CVE-2025-39543
https://www.cve.org/CVERecord?id=CVE-2025-39549


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Elliot Sowersby / RelyWP AI Text to Speech 

allows Exploiting Incorrectly Configured Access Control Security Levels. This issue 

affects AI Text to Speech: from n/a through 3.0.3. 

2025-04-17 6.5 CVE-2025-39554 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in andy_moyle Church Admin allows Stored XSS. This issue 

affects Church Admin: from n/a through 5.0.23. 

2025-04-16 6.5 CVE-2025-39555 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Eivin Landa Bring Fraktguiden for 

WooCommerce allows Exploiting Incorrectly Configured Access Control Security 

Levels. This issue affects Bring Fraktguiden for WooCommerce: from n/a through 

1.11.4. 

2025-04-17 6.5 CVE-2025-39559 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in WP Trio Conditional Payments 

for WooCommerce allows Cross Site Request Forgery. This issue affects Conditional 

Payments for WooCommerce: from n/a through 3.3.0. 

2025-04-16 6.5 CVE-2025-39563 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in WP Trio Conditional Shipping for 

WooCommerce allows Cross Site Request Forgery. This issue affects Conditional 

Shipping for WooCommerce: from n/a through 3.4.0. 

2025-04-16 6.5 CVE-2025-39564 

n/a -- n/a 

 

  

Deserialization of Untrusted Data vulnerability in Melapress MelaPress Login 

Security allows Object Injection. This issue affects MelaPress Login Security: from 

n/a through 2.1.0. 

2025-04-16 6.6 CVE-2025-39565 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Noor Alam Checkout for PayPal allows Stored XSS. This 

issue affects Checkout for PayPal: from n/a through 1.0.38. 

2025-04-16 6.5 CVE-2025-39572 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in teastudio.pl WP Posts Carousel allows Stored XSS. This 

issue affects WP Posts Carousel: from n/a through 1.3.10. 

2025-04-16 6.5 CVE-2025-39573 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in UIUX Lab Uix Shortcodes allows Stored XSS. This issue 

affects Uix Shortcodes: from n/a through 2.0.4. 

2025-04-16 6.5 CVE-2025-39574 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WPSight WPCasa allows Stored XSS. This issue affects 

WPCasa: from n/a through 1.3.2. 

2025-04-16 6.5 CVE-2025-39575 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Greg Winiarski WPAdverts allows Stored XSS. This issue 

affects WPAdverts: from n/a through 2.2.1. 

2025-04-16 6.5 CVE-2025-39576 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Property Hive PropertyHive allows Stored XSS. This issue 

affects PropertyHive: from n/a through 2.1.2. 

2025-04-16 6.5 CVE-2025-39577 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in CyberChimps Responsive Blocks allows Stored XSS. This 

issue affects Responsive Blocks: from n/a through 2.0.2. 

2025-04-16 6.5 CVE-2025-39578 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WP Swings Membership For WooCommerce allows 

DOM-Based XSS. This issue affects Membership For WooCommerce: from n/a 

through 2.8.0. 

2025-04-16 6.5 CVE-2025-39579 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in themifyme Themify Shortcodes allows Stored XSS. This 

issue affects Themify Shortcodes: from n/a through 2.1.3. 

2025-04-16 6.5 CVE-2025-39581 
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Passionate Programmer Peter WP Data Access allows 

DOM-Based XSS. This issue affects WP Data Access: from n/a through 5.5.36. 

2025-04-16 6.5 CVE-2025-39582 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Themefic Travelfic Toolkit allows Stored XSS. This issue 

affects Travelfic Toolkit: from n/a through 1.2.1. 

2025-04-16 6.5 CVE-2025-39585 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in WPDeveloper Essential Addons for Elementor allows 

Stored XSS. This issue affects Essential Addons for Elementor: from n/a through 

6.1.9. 

2025-04-16 6.5 CVE-2025-39590 

n/a -- n/a 

 

  

In JetBrains Toolbox App before 2.6 unencrypted credential transmission during 

SSH authentication was possible 
2025-04-17 6.9 CVE-2025-43013 

n/a -- n/a 

 

  

In JetBrains Toolbox App before 2.6 the SSH plugin established connections 

without sufficient user confirmation 
2025-04-17 6.1 CVE-2025-43014 

n/a -- n/a 

 

  

An issue was discovered in Ankitects Anki through 25.02. A crafted shared deck can 

result in attacker-controlled access to the internal API (even though the attacker 

has no knowledge of an API key) through approaches such as scripts or the SRC 

attribute of an IMG element. NOTE: this issue exists because of an incomplete fix 

for CVE-2024-32484. 

2025-04-16 6.1 CVE-2025-43703 

n/a -- n/a 

 

  

SSL.com before 2025-04-19, when domain validation method 3.2.2.4.14 is used, 

processes certificate requests such that a trusted TLS certificate may be issued for 

the domain name of a requester's email address, even when the requester does 

not otherwise establish administrative control of that domain. 

2025-04-19 6.4 CVE-2025-43918 

n/a -- n/a 

 

  

Sourcecodester Online ID Generator System 1.0 was discovered to contain a SQL 

injection vulnerability via the id parameter at 

id_generator/admin/?page=templates/manage_template&id=1. 

2025-04-16 5.9 CVE-2024-40068 

n/a -- n/a 

 

  

Sourcecodester Online ID Generator System 1.0 was discovered to contain Stored 

Cross Site Scripting (XSS) via id_generator/classes/Users.php?f=save, and the point 

of vulnerability is in the POST parameter 'firstname' and 'lastname'. 

2025-04-16 5.4 CVE-2024-40069 

n/a -- n/a 

 

  

Sourcecodester Online ID Generator System 1.0 was discovered to contain an 

arbitrary file upload vulnerability via id_generator/classes/Users.php?f=save. This 

vulnerability allows attackers to execute arbitrary code via a crafted PHP file. 

2025-04-16 5.1 CVE-2024-40070 

n/a -- n/a 

 

  

Pydio Core <= 8.2.5 is vulnerable to Cross Site Scripting (XSS) via the New URL 

Bookmark feature. 
2025-04-17 5.4 CVE-2024-40124 

n/a -- n/a 

 

  

A stored cross-site scripting (XSS) vulnerability in Alkacon OpenCMS v17.0 allows 

attackers to execute arbitrary web scripts or HTML via a crafted payload injected 

into the author parameter under the Create/Modify article function. 

2025-04-18 5.4 CVE-2024-41447 

n/a -- n/a 

 

  

An issue in the web socket handshake process of SteVe v3.7.1 allows attackers to 

bypass authentication and execute arbitrary coammands via supplying crafted 

OCPP requests. 

2025-04-15 5.9 CVE-2024-44843 

n/a -- n/a 

 

  

The PowerPress Podcasting plugin by Blubrry WordPress plugin before 11.9.18 

does not sanitise and escape some of its settings when adding a podcast, which 

could allow author and above users to perform Stored Cross-Site Scripting attacks 

2025-04-14 5.9 CVE-2024-9230 
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Milestone Systems has discovered a security vulnerability in Milestone XProtect 

installer that resets system configuration password after the upgrading from older 

versions using specific installers. The system configuration password is an 

additional, optional protection that is enabled on the Management Server. To 

mitigate the issue, we highly recommend updating system configuration password 

via GUI with a standard procedure. Any system upgraded with 2024 R1 or 2024 R2 

release installer is vulnerable to this issue. Systems upgraded from 2023 R3 or 

older with version 2025 R1 and newer are not affected. 

2025-04-15 5.5 CVE-2025-1688 

n/a -- n/a 

 

  

A vulnerability in Cisco Nexus Dashboard could allow an unauthenticated, remote 

attacker to enumerate LDAP user accounts. This vulnerability is due to the 

improper handling of LDAP authentication requests. An attacker could exploit this 

vulnerability by sending authentication requests to an affected system. A 

successful exploit could allow an attacker to determine which usernames are valid 

LDAP user accounts. 

2025-04-16 5.3 CVE-2025-20150 

n/a -- n/a 

 

  

RE11S v1.11 was discovered to contain a stack overflow via the rootAPmac 

parameter in the formiNICbasicREP function. 
2025-04-15 5.6 CVE-2025-22911 

n/a -- n/a 

 

  

Unauthenticated attackers can add devices of other users to their scenes (or 

arbitrary scenes of other arbitrary users). 
2025-04-15 5.3 CVE-2025-24315 

n/a -- n/a 

 

  

An unauthenticated attacker can infer the existence of usernames in the system by 

querying an API. 
2025-04-15 5.3 CVE-2025-24487 

n/a -- n/a 

 

  

Insertion of Sensitive Information into Log File vulnerability in WebToffee 

WordPress Backup & Migration allows Retrieve Embedded Sensitive Data. This 

issue affects WordPress Backup & Migration: from n/a through 1.5.3. 

2025-04-17 5.9 CVE-2025-24651 

n/a -- n/a 

 

  

Mattermost versions 10.5.x <= 10.5.1, 10.4.x <= 10.4.3, 9.11.x <= 9.11.9 fail to 

invalidate the cache when a user account is converted to a bot which allows an 

attacker to login to the bot exactly one time via normal credentials. 

2025-04-14 5.4 CVE-2025-2475 

n/a -- n/a 

 

  

An attacker can export other users' plant information. 2025-04-15 5.3 CVE-2025-24850 

n/a -- n/a 

 

  

An unauthenticated attacker can hijack other users' devices and potentially control 

them. 
2025-04-15 5.3 CVE-2025-25276 

n/a -- n/a 

 

  

In WhatsUp Gold versions released before 2024.0.3, a database manipulation 

vulnerability allows an unauthenticated attacker to modify the contents 

ofÂ WhatsUp.dbo.WrlsMacAddressGroup. 

2025-04-14 5.6 CVE-2025-2572 

n/a -- n/a 

 

  

A Stored XSS vulnerability exists in the message compose feature of Chamilo LMS 

1.11.28. Attackers can inject malicious scripts into messages, which execute when 

victims, such as administrators, reply to the message. 

2025-04-16 5.4 CVE-2025-26153 

n/a -- n/a 

 

  

Unauthenticated attackers can rename arbitrary devices of arbitrary users (i.e., EV 

chargers). 
2025-04-15 5.3 CVE-2025-26857 

n/a -- n/a 

 

  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 

vulnerability in WP Asia MyTicket Events allows Path Traversal. This issue affects 

MyTicket Events: from n/a through 1.2.4. 

2025-04-17 5.3 CVE-2025-27299 
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Medium Vulnerabilities 

Primary 
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Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Unauthenticated attackers can rename "rooms" of arbitrary users. 2025-04-15 5.3 CVE-2025-27561 

n/a -- n/a 

 

  

An unauthenticated attacker can delete any user's "rooms" by knowing the user's 

and room IDs. 
2025-04-15 5.3 CVE-2025-27565 

n/a -- n/a 

 

  

An unauthenticated attacker can get users' emails by knowing usernames. A 

password reset email will be sent in response to this unsolicited request. 
2025-04-15 5.3 CVE-2025-27568 

n/a -- n/a 

 

  

An unauthenticated attacker can obtain EV charger version and firmware 

upgrading history by knowing the charger ID. 
2025-04-15 5.3 CVE-2025-27575 

n/a -- n/a 

 

  

Unauthenticated attackers can query an API endpoint and get device details. 2025-04-15 5.3 CVE-2025-27719 

n/a -- n/a 

 

  

An unauthenticated attackers can obtain a list of smart devices by knowing a valid 

username through an unprotected API. 
2025-04-15 5.3 CVE-2025-27927 

n/a -- n/a 

 

  

Unauthenticated attackers can retrieve full list of users associated with arbitrary 

accounts. 
2025-04-15 5.3 CVE-2025-27929 

n/a -- n/a 

 

  

Mattermost Plugin MSTeams versions <2.1.0 and Mattermost ServerÂ versions 

10.5.x <=10.5.1 with the MS Teams plugin enabled fail to perform constant time 

comparison on a MSTeams plugin webhook secret which allowsÂ an attacker to 

retrieve the webhook secret of the MSTeams plugin via a timing attack during 

webhook secret comparison. 

2025-04-16 5.3 CVE-2025-27936 

n/a -- n/a 

 

  

Unauthenticated attackers can obtain restricted information about a user's smart 

device collections (i.e., "rooms"). 
2025-04-15 5.3 CVE-2025-27938 

n/a -- n/a 

 

  

A SQL injection vulnerability in Hitout car sale 1.0 allows a remote attacker to 

obtain sensitive information via the orderBy parameter of the StoreController.java 

component. 

2025-04-15 5.9 CVE-2025-28198 

n/a -- n/a 

 

  

A zip slip vulnerability in the component \service\migrate\MigrateForm.java of 

JEEWMS v3.7 allows attackers to execute arbitrary code via a crafted Zip file. 
2025-04-15 5.5 CVE-2025-29213 

n/a -- n/a 

 

  

IBM i 7.3, 7.4, 7.5, and 7.5 is vulnerable to a host header injection attack caused by 

improper neutralization of HTTP header content by IBM Navigator for i. An 

authenticated user can manipulate the host header in HTTP requests to change 

domain/IP address which may lead to unexpected behavior. 

2025-04-18 5.4 CVE-2025-2950 

n/a -- n/a 

 

  

Uncontrolled search path element in Power Automate allows an authorized 

attacker to disclose information over a network. 
2025-04-15 5.7 CVE-2025-29817 

n/a -- n/a 

 

  

An unauthenticated attacker can obtain a serial number of a smart meter(s) using 

its owner's username. 
2025-04-15 5.3 CVE-2025-30254 

n/a -- n/a 

 

  

Unauthenticated attackers can retrieve serial number of smart meters associated 

to a specific user account. 
2025-04-15 5.3 CVE-2025-30257 

https://www.cve.org/CVERecord?id=CVE-2025-27561
https://www.cve.org/CVERecord?id=CVE-2025-27565
https://www.cve.org/CVERecord?id=CVE-2025-27568
https://www.cve.org/CVERecord?id=CVE-2025-27575
https://www.cve.org/CVERecord?id=CVE-2025-27719
https://www.cve.org/CVERecord?id=CVE-2025-27927
https://www.cve.org/CVERecord?id=CVE-2025-27929
https://www.cve.org/CVERecord?id=CVE-2025-27936
https://www.cve.org/CVERecord?id=CVE-2025-27938
https://www.cve.org/CVERecord?id=CVE-2025-28198
https://www.cve.org/CVERecord?id=CVE-2025-29213
https://www.cve.org/CVERecord?id=CVE-2025-2950
https://www.cve.org/CVERecord?id=CVE-2025-29817
https://www.cve.org/CVERecord?id=CVE-2025-30254
https://www.cve.org/CVERecord?id=CVE-2025-30257
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n/a -- n/a 

 

  

Unauthenticated attackers can obtain restricted information about a user's smart 

device collections (i.e., "scenes"). 
2025-04-15 5.3 CVE-2025-30514 

n/a -- n/a 

 

  

The Download Manager plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via SVG File uploads in all versions up to, and including, 3.3.12 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Author-level access and above, to inject arbitrary 

web scripts in pages that will execute whenever a user accesses the SVG file. 

2025-04-18 5.4 CVE-2025-3056 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: InnoDB). 

Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 9.0.0-9.2.0. 

Easily exploitable vulnerability allows high privileged attacker with network access 

via multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server as well as unauthorized update, 

insert or delete access to some of MySQL Server accessible data. CVSS 3.1 Base 

Score 5.5 (Integrity and Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:H). 

2025-04-15 5.5 CVE-2025-30693 

n/a -- n/a 

 

  

Vulnerability in the XML Database component of Oracle Database Server. 

Supported versions that are affected are 19.3-19.26, 21.3-21.17 and 23.4-23.7. 

Easily exploitable vulnerability allows low privileged attacker having User Account 

privilege with network access via HTTP to compromise XML Database. Successful 

attacks require human interaction from a person other than the attacker and while 

the vulnerability is in XML Database, attacks may significantly impact additional 

products (scope change). Successful attacks of this vulnerability can result in 

unauthorized update, insert or delete access to some of XML Database accessible 

data as well as unauthorized read access to a subset of XML Database accessible 

data. CVSS 3.1 Base Score 5.4 (Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N). 

2025-04-15 5.4 CVE-2025-30694 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: InnoDB). 

Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 9.0.0-9.2.0. 

Easily exploitable vulnerability allows high privileged attacker with network access 

via multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server as well as unauthorized update, 

insert or delete access to some of MySQL Server accessible data. CVSS 3.1 Base 

Score 5.5 (Integrity and Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:H). 

2025-04-15 5.5 CVE-2025-30695 

n/a -- n/a 

 

  

Vulnerability in the PeopleSoft Enterprise PeopleTools product of Oracle 

PeopleSoft (component: Panel Processor). Supported versions that are affected are 

8.60, 8.61 and 8.62. Easily exploitable vulnerability allows low privileged attacker 

with network access via HTTP to compromise PeopleSoft Enterprise PeopleTools. 

Successful attacks require human interaction from a person other than the 

attacker and while the vulnerability is in PeopleSoft Enterprise PeopleTools, attacks 

may significantly impact additional products (scope change). Successful attacks of 

this vulnerability can result in unauthorized update, insert or delete access to some 

of PeopleSoft Enterprise PeopleTools accessible data as well as unauthorized read 

access to a subset of PeopleSoft Enterprise PeopleTools accessible data. CVSS 3.1 

Base Score 5.4 (Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N). 

2025-04-15 5.4 CVE-2025-30697 

n/a -- n/a 

 

  

Vulnerability in the Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM 

Enterprise Edition product of Oracle Java SE (component: 2D). Supported versions 

that are affected are Oracle Java SE: 8u441, 8u441-perf, 11.0.26, 17.0.14, 21.0.6, 

24; Oracle GraalVM for JDK: 17.0.14, 21.0.6, 24; Oracle GraalVM Enterprise Edition: 

20.3.17 and 21.3.13. Difficult to exploit vulnerability allows unauthenticated 

attacker with network access via multiple protocols to compromise Oracle Java SE, 

2025-04-15 5.6 CVE-2025-30698 

https://www.cve.org/CVERecord?id=CVE-2025-30514
https://www.cve.org/CVERecord?id=CVE-2025-3056
https://www.cve.org/CVERecord?id=CVE-2025-30693
https://www.cve.org/CVERecord?id=CVE-2025-30694
https://www.cve.org/CVERecord?id=CVE-2025-30695
https://www.cve.org/CVERecord?id=CVE-2025-30697
https://www.cve.org/CVERecord?id=CVE-2025-30698
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Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition. Successful attacks of 

this vulnerability can result in unauthorized update, insert or delete access to some 

of Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition 

accessible data as well as unauthorized read access to a subset of Oracle Java SE, 

Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition accessible data and 

unauthorized ability to cause a partial denial of service (partial DOS) of Oracle Java 

SE, Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition. Note: This 

vulnerability applies to Java deployments, typically in clients running sandboxed 

Java Web Start applications or sandboxed Java applets, that load and run untrusted 

code (e.g., code that comes from the internet) and rely on the Java sandbox for 

security. This vulnerability does not apply to Java deployments, typically in servers, 

that load and run only trusted code (e.g., code installed by an administrator). CVSS 

3.1 Base Score 5.6 (Confidentiality, Integrity and Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:L). 

n/a -- n/a 

 

  

Vulnerability in the Fleet Patching and amp; Provisioning component of Oracle 

Database Server. Supported versions that are affected are 19.3-19.26. Easily 

exploitable vulnerability allows unauthenticated attacker with network access via 

HTTP to compromise Fleet Patching and amp; Provisioning. Successful attacks of 

this vulnerability can result in unauthorized read access to a subset of Fleet 

Patching and amp; Provisioning accessible data. CVSS 3.1 Base Score 5.3 

(Confidentiality impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N). 

2025-04-15 5.3 CVE-2025-30702 

n/a -- n/a 

 

  

Vulnerability in the Oracle Applications Framework product of Oracle E-Business 

Suite (component: Attachments, File Upload). Supported versions that are affected 

are 12.2.3-12.2.14. Easily exploitable vulnerability allows low privileged attacker 

with network access via HTTP to compromise Oracle Applications Framework. 

Successful attacks require human interaction from a person other than the 

attacker and while the vulnerability is in Oracle Applications Framework, attacks 

may significantly impact additional products (scope change). Successful attacks of 

this vulnerability can result in unauthorized update, insert or delete access to some 

of Oracle Applications Framework accessible data as well as unauthorized read 

access to a subset of Oracle Applications Framework accessible data. CVSS 3.1 Base 

Score 5.4 (Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N). 

2025-04-15 5.4 CVE-2025-30711 

n/a -- n/a 

 

  

Vulnerability in the PeopleSoft Enterprise HCM Talent Acquisition Manager product 

of Oracle PeopleSoft (component: Job Opening). The supported version that is 

affected is 9.2. Easily exploitable vulnerability allows low privileged attacker with 

network access via HTTP to compromise PeopleSoft Enterprise HCM Talent 

Acquisition Manager. Successful attacks require human interaction from a person 

other than the attacker and while the vulnerability is in PeopleSoft Enterprise HCM 

Talent Acquisition Manager, attacks may significantly impact additional products 

(scope change). Successful attacks of this vulnerability can result in unauthorized 

update, insert or delete access to some of PeopleSoft Enterprise HCM Talent 

Acquisition Manager accessible data as well as unauthorized read access to a 

subset of PeopleSoft Enterprise HCM Talent Acquisition Manager accessible data. 

CVSS 3.1 Base Score 5.4 (Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N). 

2025-04-15 5.4 CVE-2025-30713 

n/a -- n/a 

 

  

Vulnerability in the Oracle Applications Framework product of Oracle E-Business 

Suite (component: Attachments, File Upload). Supported versions that are affected 

are 12.2.3-12.2.14. Easily exploitable vulnerability allows low privileged attacker 

with network access via HTTP to compromise Oracle Applications Framework. 

Successful attacks of this vulnerability can result in unauthorized update, insert or 

delete access to some of Oracle Applications Framework accessible data as well as 

unauthorized read access to a subset of Oracle Applications Framework accessible 

data. CVSS 3.1 Base Score 5.4 (Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N). 

2025-04-15 5.4 CVE-2025-30718 

https://www.cve.org/CVERecord?id=CVE-2025-30702
https://www.cve.org/CVERecord?id=CVE-2025-30711
https://www.cve.org/CVERecord?id=CVE-2025-30713
https://www.cve.org/CVERecord?id=CVE-2025-30718
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n/a -- n/a 

 

  

Vulnerability in the MySQL Client product of Oracle MySQL (component: Client: 

mysqldump). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Difficult to exploit vulnerability allows low privileged attacker with 

network access via multiple protocols to compromise MySQL Client. Successful 

attacks of this vulnerability can result in unauthorized access to critical data or 

complete access to all MySQL Client accessible data as well as unauthorized 

update, insert or delete access to some of MySQL Client accessible data. CVSS 3.1 

Base Score 5.9 (Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:N). 

2025-04-15 5.3 CVE-2025-30722 

n/a -- n/a 

 

  

Vulnerability in the Oracle BI Publisher product of Oracle Analytics (component: 

XML Services). Supported versions that are affected are 7.6.0.0.0 and 12.2.1.4.0. 

Easily exploitable vulnerability allows low privileged attacker with network access 

via HTTP to compromise Oracle BI Publisher. Successful attacks of this vulnerability 

can result in unauthorized update, insert or delete access to some of Oracle BI 

Publisher accessible data and unauthorized ability to cause a partial denial of 

service (partial DOS) of Oracle BI Publisher. CVSS 3.1 Base Score 5.4 (Integrity and 

Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L). 

2025-04-15 5.4 CVE-2025-30723 

n/a -- n/a 

 

  

Vulnerability in the Oracle Application Object Library product of Oracle E-Business 

Suite (component: Core). Supported versions that are affected are 12.2.3-12.2.14. 

Easily exploitable vulnerability allows unauthenticated attacker with network 

access via HTTP to compromise Oracle Application Object Library. Successful 

attacks of this vulnerability can result in unauthorized read access to a subset of 

Oracle Application Object Library accessible data. CVSS 3.1 Base Score 5.3 

(Confidentiality impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N). 

2025-04-15 5.3 CVE-2025-30726 

n/a -- n/a 

 

  

Vulnerability in the Oracle Communications Order and Service Management 

product of Oracle Communications Applications (component: Security). Supported 

versions that are affected are 7.4.0, 7.4.1 and 7.5.0. Easily exploitable vulnerability 

allows low privileged attacker with network access via HTTP to compromise Oracle 

Communications Order and Service Management. Successful attacks require 

human interaction from a person other than the attacker. Successful attacks of this 

vulnerability can result in unauthorized update, insert or delete access to some of 

Oracle Communications Order and Service Management accessible data as well as 

unauthorized read access to a subset of Oracle Communications Order and Service 

Management accessible data and unauthorized ability to cause a partial denial of 

service (partial DOS) of Oracle Communications Order and Service Management. 

CVSS 3.1 Base Score 5.5 (Confidentiality, Integrity and Availability impacts). CVSS 

Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L). 

2025-04-15 5.5 CVE-2025-30729 

n/a -- n/a 

 

  

Vulnerability in the Oracle Smart View for Office product of Oracle Hyperion 

(component: Core Smart View). The supported version that is affected is 24.200. 

Difficult to exploit vulnerability allows high privileged attacker with network access 

via HTTP to compromise Oracle Smart View for Office. Successful attacks require 

human interaction from a person other than the attacker. Successful attacks of this 

vulnerability can result in unauthorized creation, deletion or modification access to 

critical data or all Oracle Smart View for Office accessible data as well as 

unauthorized access to critical data or complete access to all Oracle Smart View for 

Office accessible data. CVSS 3.1 Base Score 5.7 (Confidentiality and Integrity 

impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:N). 

2025-04-15 5.7 CVE-2025-30737 

n/a -- n/a 

 

  

Server-Side Request Forgery (SSRF) vulnerability in EPC Photography. This issue 

affects Photography: from n/a through 7.5.2. 
2025-04-15 5.4 CVE-2025-30964 

https://www.cve.org/CVERecord?id=CVE-2025-30722
https://www.cve.org/CVERecord?id=CVE-2025-30723
https://www.cve.org/CVERecord?id=CVE-2025-30726
https://www.cve.org/CVERecord?id=CVE-2025-30729
https://www.cve.org/CVERecord?id=CVE-2025-30737
https://www.cve.org/CVERecord?id=CVE-2025-30964
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n/a -- n/a 

 

  

Path Traversal vulnerability in NotFound WPJobBoard allows Path Traversal. This 

issue affects WPJobBoard: from n/a through n/a. 
2025-04-15 5.4 CVE-2025-30966 

n/a -- n/a 

 

  

The WP STAGING Pro WordPress Backup Plugin for WordPress is vulnerable to 

Information Exposure in all versions up to and including 6.1.2 due to missing 

capability checks on the getOutdatedPluginsRequest() function. This makes it 

possible for unauthenticated attackers to reveal outdated installed active or 

inactive plugins. 

2025-04-16 5.3 CVE-2025-3104 

n/a -- n/a 

 

  

NamelessMC is a free, easy to use & powerful website software for Minecraft 

servers. In version 2.1.4 and prior, an insecure view count mechanism in the forum 

page allows an unauthenticated attacker to artificially increase the view count. The 

application relies on a client-side cookie (nl-topic-[tid]) (or session variable for 

guests) to determine if a view should be counted. When a client does not provide 

the cookie, every page request increments the counter, leading to incorrect view 

metrics. This issue has been patched in version 2.2.0. 

2025-04-18 5.3 CVE-2025-31120 

n/a -- n/a 

 

  

Unauthenticated attackers can query information about total energy consumed by 

EV chargers of arbitrary users. 
2025-04-15 5.3 CVE-2025-31147 

n/a -- n/a 

 

  

An unauthenticated attacker can obtain a user's plant list by knowing the 

username. 
2025-04-15 5.3 CVE-2025-31357 

n/a -- n/a 

 

  

An attacker can get information about the groups of the smart home devices for 

arbitrary users (i.e., "rooms"). 
2025-04-15 5.3 CVE-2025-31654 

n/a -- n/a 

 

  

An unauthenticated attacker can check the existence of usernames in the system 

by querying an API. 
2025-04-15 5.3 CVE-2025-31933 

n/a -- n/a 

 

  

An unauthenticated attacker can obtain a list of smart devices by knowing a valid 

username. 
2025-04-15 5.3 CVE-2025-31941 

n/a -- n/a 

 

  

An unauthenticated attacker can obtain other users' charger information. 2025-04-15 5.3 CVE-2025-31945 

n/a -- n/a 

 

  

An authenticated attacker can obtain any plant name by knowing the plant ID. 2025-04-15 5.3 CVE-2025-31949 

n/a -- n/a 

 

  

An unauthenticated attacker can obtain EV charger energy consumption 

information of other users. 
2025-04-15 5.3 CVE-2025-31950 

n/a -- n/a 

 

  

CrushFTP 9.x and 10.x through 10.8.4 and 11.x through 11.3.1 allows SSRF via the 

host and port parameters in a command=telnetSocket request to the 

/WebInterface/function/ URI. 

2025-04-15 5 CVE-2025-32102 

n/a -- n/a 

 

  

CrushFTP 9.x and 10.x through 10.8.4 and 11.x through 11.3.1 allows directory 

traversal via the /WebInterface/function/ URI to read files accessible by SMB at 

UNC share pathnames, bypassing SecurityManager restrictions. 

2025-04-15 5 CVE-2025-32103 

n/a -- n/a 

 

  

EspoCRM is an Open Source Customer Relationship Management software. Prior to 

9.0.5, Iframe dashlet allows user to display iframes with arbitrary URLs. As the 

sandbox attribute is not included in the iframe, the remote page can open popups 

outside of the iframe, potentially tricking users and creating a phishing risk. The 

iframe URL is user-defined, so an attacker would need to trick the user into 

2025-04-16 5.3 CVE-2025-32385 

https://www.cve.org/CVERecord?id=CVE-2025-30966
https://www.cve.org/CVERecord?id=CVE-2025-3104
https://www.cve.org/CVERecord?id=CVE-2025-31120
https://www.cve.org/CVERecord?id=CVE-2025-31147
https://www.cve.org/CVERecord?id=CVE-2025-31357
https://www.cve.org/CVERecord?id=CVE-2025-31654
https://www.cve.org/CVERecord?id=CVE-2025-31933
https://www.cve.org/CVERecord?id=CVE-2025-31941
https://www.cve.org/CVERecord?id=CVE-2025-31945
https://www.cve.org/CVERecord?id=CVE-2025-31949
https://www.cve.org/CVERecord?id=CVE-2025-31950
https://www.cve.org/CVERecord?id=CVE-2025-32102
https://www.cve.org/CVERecord?id=CVE-2025-32103
https://www.cve.org/CVERecord?id=CVE-2025-32385
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specifying a malicious URL. The missing sandbox attribute also allows the remote 

page to send messages to the parent frame. However, EspoCRM does not make 

use of these messages. This vulnerability is fixed in 9.0.5. 

n/a -- n/a 

 

  

SvelteKit is a framework for rapidly developing robust, performant web 

applications using Svelte. Prior to 2.20.6 , unsanitized search param names cause 

XSS vulnerability. You are affected if you iterate over all entries of 

event.url.searchParams inside a server load function. Attackers can exploit it by 

crafting a malicious URL and getting a user to click a link with said URL. This 

vulnerability is fixed in 2.20.6. 

2025-04-15 5.4 CVE-2025-32388 

n/a -- n/a 

 

  

The Contact Form 7 plugin for WordPress is vulnerable to Order Replay in all 

versions up to, and including, 6.0.5 via the 'wpcf7_stripe_skip_spam_check' 

function due to insufficient validation on a user controlled key. This makes it 

possible for unauthenticated attackers to reuse a single Stripe PaymentIntent for 

multiple transactions. Only the first transaction is processed via Stripe, but the 

plugin sends a successful email message for each transaction, which may trick an 

administrator into fulfilling each order. 

2025-04-16 5.3 CVE-2025-3247 

n/a -- n/a 

 

  

OpenRazer is an open source driver and user-space daemon to control Razer 

device lighting and other features on GNU/Linux. By writing specially crafted data 

to the `matrix_custom_frame` file, an attacker can cause the custom kernel driver 

to read more bytes than provided by user space. This data will be written into the 

RGB arguments which will be sent to the USB device. This issue has been patched 

in v3.10.2. 

2025-04-15 5.5 CVE-2025-32776 

n/a -- n/a 

 

  

Ash Authentication provides authentication for the Ash framework. The 

confirmation flow for account creation currently uses a GET request triggered by 

clicking a link sent via email. Some email clients and security tools (e.g., Outlook, 

virus scanners, and email previewers) may automatically follow these links, 

unintentionally confirming the account. This allows an attacker to register an 

account using another user's email and potentially have it auto-confirmed by the 

victim's email client. This does not allow attackers to take over or access existing 

accounts or private data. It is limited to account confirmation of new accounts 

only. This vulnerability is fixed in 4.7.0. 

2025-04-15 5.3 CVE-2025-32782 

n/a -- n/a 

 

  

A flaw was found in libsoup. SoupContentSniffer may be vulnerable to a NULL 

pointer dereference in the sniff_mp4 function. The HTTP server may cause the 

libsoup client to crash. 

2025-04-14 5.3 CVE-2025-32909 

n/a -- n/a 

 

  

This vulnerability allows any attacker to add playlists to a different user's channel 

using the ActivityPub protocol. The vulnerable code sets the owner of the new 

playlist to be the user who performed the request, and then sets the associated 

channel to the channel ID supplied by the request, without checking if it belongs to 

the user. 

2025-04-15 5.3 CVE-2025-32946 

n/a -- n/a 

 

  

The Password Protected - Password Protect your WordPress Site, Pages, & 

WooCommerce Products - Restrict Content, Protect WooCommerce Category and 

more plugin for WordPress is vulnerable to Sensitive Information Exposure in all 

versions up to, and including, 2.7.7 via the 'password_protected_cookie' function. 

This makes it possible for unauthenticated attackers to extract sensitive data 

including all protected site content if the 'Use Transient' setting is enabled. 

2025-04-17 5.3 CVE-2025-3453 

n/a -- n/a 

 

  

The Forminator Forms - Contact Form, Payment Form & Custom Form Builder 

plugin for WordPress is vulnerable to Order Replay in all versions up to, and 

including, 1.42.0 via the 'handle_stripe_single' function due to insufficient 

validation on a user controlled key. This makes it possible for unauthenticated 

attackers to reuse a single Stripe PaymentIntent for multiple transactions. Only the 

first transaction is processed via Stripe, but the plugin sends a successful email 

message for each transaction, which may trick an administrator into fulfilling each 

order. 

2025-04-17 5.3 CVE-2025-3479 

https://www.cve.org/CVERecord?id=CVE-2025-32388
https://www.cve.org/CVERecord?id=CVE-2025-3247
https://www.cve.org/CVERecord?id=CVE-2025-32776
https://www.cve.org/CVERecord?id=CVE-2025-32782
https://www.cve.org/CVERecord?id=CVE-2025-32909
https://www.cve.org/CVERecord?id=CVE-2025-32946
https://www.cve.org/CVERecord?id=CVE-2025-3453
https://www.cve.org/CVERecord?id=CVE-2025-3479


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, has been found in Open Asset 

Import Library Assimp up to 5.4.3. This issue affects the function aiString::Set in the 

library include/assimp/types.h of the component File Handler. The manipulation 

leads to heap-based buffer overflow. It is possible to launch the attack on the local 

host. The exploit has been disclosed to the public and may be used. It is 

recommended to apply a patch to fix this issue. 

2025-04-14 5.3 CVE-2025-3548 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, was found in Open Asset Import 

Library Assimp 5.4.3. Affected is the function 

Assimp::MD3Importer::ValidateSurfaceHeaderOffsets of the file 

code/AssetLib/MD3/MD3Loader.cpp of the component File Handler. The 

manipulation leads to heap-based buffer overflow. The attack needs to be 

approached locally. The exploit has been disclosed to the public and may be used. 

2025-04-14 5.3 CVE-2025-3549 

n/a -- n/a 

 

  

A vulnerability in the MIT Kerberos implementation allows GSSAPI-protected 

messages using RC4-HMAC-MD5 to be spoofed due to weaknesses in the MD5 

checksum design. If RC4 is preferred over stronger encryption types, an attacker 

could exploit MD5 collisions to forge message integrity codes. This may lead to 

unauthorized message tampering. 

2025-04-15 5.9 CVE-2025-3576 

n/a -- n/a 

 

  

A vulnerability, which was classified as problematic, has been found in joelittlejohn 

jsonschema2pojo 1.2.2. This issue affects the function apply of the file 

org/jsonschema2pojo/rules/SchemaRule.java of the component JSON File Handler. 

The manipulation leads to stack-based buffer overflow. Attacking locally is a 

requirement. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-14 5.3 CVE-2025-3588 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, has been found in Xorbits Inference 

up to 1.4.1. This issue affects the function load of the file 

xinference/thirdparty/cosyvoice/cli/model.py. The manipulation leads to 

deserialization. 

2025-04-15 5.5 CVE-2025-3622 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, has been found in TOTOLINK 

A3700R 9.1.2u.5822_B20200513. This issue affects the function 

setWiFiEasyCfg/setWiFiEasyGuestCfg of the file /cgi-bin/cstecgi.cgi of the 

component Password Handler. The manipulation leads to improper access 

controls. The attack may be initiated remotely. The exploit has been disclosed to 

the public and may be used. The vendor was contacted early about this disclosure 

but did not respond in any way. 

2025-04-16 5.3 CVE-2025-3663 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, was found in TOTOLINK A3700R 

9.1.2u.5822_B20200513. Affected is the function setWiFiEasyGuestCfg of the file 

/cgi-bin/cstecgi.cgi. The manipulation leads to improper access controls. It is 

possible to launch the attack remotely. The exploit has been disclosed to the public 

and may be used. The vendor was contacted early about this disclosure but did not 

respond in any way. 

2025-04-16 5.3 CVE-2025-3664 

n/a -- n/a 

 

  

A vulnerability has been found in TOTOLINK A3700R 9.1.2u.5822_B20200513 and 

classified as critical. Affected by this vulnerability is the function setSmartQosCfg of 

the file /cgi-bin/cstecgi.cgi. The manipulation leads to improper access controls. 

The attack can be launched remotely. The exploit has been disclosed to the public 

and may be used. The vendor was contacted early about this disclosure but did not 

respond in any way. 

2025-04-16 5.3 CVE-2025-3665 

n/a -- n/a 

 

  

A vulnerability was found in TOTOLINK A3700R 9.1.2u.5822_B20200513 and 

classified as critical. Affected by this issue is the function setDdnsCfg of the file /cgi-

bin/cstecgi.cgi. The manipulation leads to improper access controls. The attack 

may be launched remotely. The exploit has been disclosed to the public and may 

be used. The vendor was contacted early about this disclosure but did not respond 

in any way. 

2025-04-16 5.3 CVE-2025-3666 

https://www.cve.org/CVERecord?id=CVE-2025-3548
https://www.cve.org/CVERecord?id=CVE-2025-3549
https://www.cve.org/CVERecord?id=CVE-2025-3576
https://www.cve.org/CVERecord?id=CVE-2025-3588
https://www.cve.org/CVERecord?id=CVE-2025-3622
https://www.cve.org/CVERecord?id=CVE-2025-3663
https://www.cve.org/CVERecord?id=CVE-2025-3664
https://www.cve.org/CVERecord?id=CVE-2025-3665
https://www.cve.org/CVERecord?id=CVE-2025-3666
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Source & Patch 

Info 

n/a -- n/a 

 

  

A vulnerability was found in TOTOLINK A3700R 9.1.2u.5822_B20200513. It has 

been classified as critical. This affects the function setUPnPCfg of the file /cgi-

bin/cstecgi.cgi. The manipulation leads to improper access controls. It is possible to 

initiate the attack remotely. The exploit has been disclosed to the public and may 

be used. The vendor was contacted early about this disclosure but did not respond 

in any way. 

2025-04-16 5.3 CVE-2025-3667 

n/a -- n/a 

 

  

A vulnerability was found in TOTOLINK A3700R 9.1.2u.5822_B20200513. It has 

been declared as critical. This vulnerability affects the function setScheduleCfg of 

the file /cgi-bin/cstecgi.cgi. The manipulation leads to improper access controls. 

The attack can be initiated remotely. The exploit has been disclosed to the public 

and may be used. The vendor was contacted early about this disclosure but did not 

respond in any way. 

2025-04-16 5.3 CVE-2025-3668 

n/a -- n/a 

 

  

A vulnerability was found in TOTOLINK A3700R 9.1.2u.5822_B20200513. It has 

been declared as critical. Affected by this vulnerability is the function 

setUrlFilterRules of the file /cgi-bin/cstecgi.cgi. The manipulation leads to improper 

access controls. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-16 5.3 CVE-2025-3674 

n/a -- n/a 

 

  

A vulnerability was found in TOTOLINK A3700R 9.1.2u.5822_B20200513. It has 

been rated as critical. Affected by this issue is the function setL2tpServerCfg of the 

file /cgi-bin/cstecgi.cgi. The manipulation leads to improper access controls. The 

attack may be launched remotely. The exploit has been disclosed to the public and 

may be used. 

2025-04-16 5.3 CVE-2025-3675 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in lm-sys fastchat up to 0.2.36. This 

vulnerability affects the function split_files/apply_delta_low_cpu_mem of the file 

fastchat/model/apply_delta.py. The manipulation leads to deserialization. An 

attack has to be approached locally. 

2025-04-16 5.3 CVE-2025-3677 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in SourceCodester Simple Hotel 

Booking System 1.0. This vulnerability affects the function Login. The manipulation 

of the argument uname leads to buffer overflow. It is possible to launch the attack 

on the local host. The exploit has been disclosed to the public and may be used. 

2025-04-16 5.3 CVE-2025-3728 

n/a -- n/a 

 

  

Allocation of Resources Without Limits or Throttling vulnerability in Drupal Stage 

File Proxy allows Flooding.This issue affects Stage File Proxy: from 0.0.0 before 

3.1.5. 

2025-04-16 5.9 CVE-2025-3734 

n/a -- n/a 

 

  

Vulnerability in Drupal Panelizer (obsolete).This issue affects Panelizer (obsolete): 

*.*. 
2025-04-16 5.9 CVE-2025-3735 

n/a -- n/a 

 

  

Vulnerability in Drupal Simple GTM.This issue affects Simple GTM: *.*. 2025-04-16 5.9 CVE-2025-3736 

n/a -- n/a 

 

  

Vulnerability in Drupal Google Maps: Store Locator.This issue affects Google Maps: 

Store Locator: *.*. 
2025-04-16 5.9 CVE-2025-3737 

n/a -- n/a 

 

  

Vulnerability in Drupal Google Optimize.This issue affects Google Optimize: *.*. 2025-04-16 5.9 CVE-2025-3738 

n/a -- n/a 

 

  

Vulnerability in Drupal Drupal 8 Google Optimize Hide Page.This issue affects 

Drupal 8 Google Optimize Hide Page: *.*. 
2025-04-16 5.9 CVE-2025-3739 

https://www.cve.org/CVERecord?id=CVE-2025-3667
https://www.cve.org/CVERecord?id=CVE-2025-3668
https://www.cve.org/CVERecord?id=CVE-2025-3674
https://www.cve.org/CVERecord?id=CVE-2025-3675
https://www.cve.org/CVERecord?id=CVE-2025-3677
https://www.cve.org/CVERecord?id=CVE-2025-3728
https://www.cve.org/CVERecord?id=CVE-2025-3734
https://www.cve.org/CVERecord?id=CVE-2025-3735
https://www.cve.org/CVERecord?id=CVE-2025-3736
https://www.cve.org/CVERecord?id=CVE-2025-3737
https://www.cve.org/CVERecord?id=CVE-2025-3738
https://www.cve.org/CVERecord?id=CVE-2025-3739
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CVSS 
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Source & Patch 

Info 

n/a -- n/a 

 

  

A vulnerability classified as critical has been found in SourceCodester Phone 

Management System 1.0. This affects the function main of the component 

Password Handler. The manipulation of the argument s leads to buffer overflow. 

Local access is required to approach this attack. The exploit has been disclosed to 

the public and may be used. 

2025-04-17 5.3 CVE-2025-3763 

n/a -- n/a 

 

  

A vulnerability classified as critical has been found in baseweb JSite 1.0. This affects 

an unknown part of the file /druid/index.html of the component Apache Druid 

Monitoring Console. The manipulation leads to improper access controls. It is 

possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. 

2025-04-18 5.3 CVE-2025-3790 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in symisc UnQLite up to 

957c377cb691a4f617db9aba5cc46d90425071e2. This vulnerability affects the 

function jx9MemObjStore of the file /data/src/benchmarks/unqlite/unqlite.c. The 

manipulation leads to heap-based buffer overflow. It is possible to launch the 

attack on the local host. The exploit has been disclosed to the public and may be 

used. Continious delivery with rolling releases is used by this product. Therefore, 

no version details of affected nor updated releases are available. 

2025-04-18 5.3 CVE-2025-3791 

n/a -- n/a 

 

  

A vulnerability classified as critical has been found in thautwarm vscode-diana 

0.0.1. Affected is an unknown function of the file Gen.py of the component Jinja2 

Template Handler. The manipulation leads to injection. Attacking locally is a 

requirement. The exploit has been disclosed to the public and may be used. 

2025-04-19 5.3 CVE-2025-3804 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in sarrionandia tournatrack up to 

4c13a23f43da5317eea4614870a7a8510fc540ec. Affected by this vulnerability is an 

unknown functionality of the file check_id.py of the component Jinja2 Template 

Handler. The manipulation of the argument ID leads to injection. It is possible to 

launch the attack on the local host. The exploit has been disclosed to the public 

and may be used. This product does not use versioning. This is why information 

about affected and unaffected releases are unavailable. 

2025-04-19 5.3 CVE-2025-3805 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Beth Tucker Long WP Post to PDF Enhanced allows 

Stored XSS. This issue affects WP Post to PDF Enhanced: from n/a through 1.1.1. 

2025-04-17 5.9 CVE-2025-39427 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in Maros Pristas Gravity Forms CSS Themes with 

Fontawesome and Placeholders allows Stored XSS. This issue affects Gravity Forms 

CSS Themes with Fontawesome and Placeholders: from n/a through 8.5. 

2025-04-17 5.9 CVE-2025-39428 

n/a -- n/a 

 

  

Exposure of Sensitive System Information to an Unauthorized Control Sphere 

vulnerability in Markus Drubba wpLike2Get allows Retrieve Embedded Sensitive 

Data. This issue affects wpLike2Get: from n/a through 1.2.9. 

2025-04-17 5.3 CVE-2025-39439 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in maxfoundry MaxButtons allows Stored XSS. This issue 

affects MaxButtons: from n/a through 9.8.3. 

2025-04-17 5.9 CVE-2025-39444 

n/a -- n/a 

 

  

Missing Authorization vulnerability in iTRON WP Logger allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects WP Logger: 

from n/a through 2.2. 

2025-04-17 5.4 CVE-2025-39456 

n/a -- n/a 

 

  

Missing Authorization vulnerability in magepeopleteam Booking and Rental 

Manager allows Exploiting Incorrectly Configured Access Control Security Levels. 

This issue affects Booking and Rental Manager: from n/a through 2.2.8. 

2025-04-17 5.3 CVE-2025-39457 

n/a -- n/a 

 

  

Missing Authorization vulnerability in ActiveDEMAND Online Agency Marketing 

Automation ActiveDEMAND allows Accessing Functionality Not Properly 

Constrained by ACLs. This issue affects ActiveDEMAND: from n/a through 0.2.46. 

2025-04-16 5.3 CVE-2025-39513 

https://www.cve.org/CVERecord?id=CVE-2025-3763
https://www.cve.org/CVERecord?id=CVE-2025-3790
https://www.cve.org/CVERecord?id=CVE-2025-3791
https://www.cve.org/CVERecord?id=CVE-2025-3804
https://www.cve.org/CVERecord?id=CVE-2025-3805
https://www.cve.org/CVERecord?id=CVE-2025-39427
https://www.cve.org/CVERecord?id=CVE-2025-39428
https://www.cve.org/CVERecord?id=CVE-2025-39439
https://www.cve.org/CVERecord?id=CVE-2025-39444
https://www.cve.org/CVERecord?id=CVE-2025-39456
https://www.cve.org/CVERecord?id=CVE-2025-39457
https://www.cve.org/CVERecord?id=CVE-2025-39513
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n/a -- n/a 

 

  

Missing Authorization vulnerability in Sebastian Lee Dynamic Post allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Dynamic 

Post: from n/a through 4.10. 

2025-04-16 5.4 CVE-2025-39522 

n/a -- n/a 

 

  

Missing Authorization vulnerability in slazzercom Slazzer Background Changer 

allows Accessing Functionality Not Properly Constrained by ACLs. This issue affects 

Slazzer Background Changer: from n/a through 3.14. 

2025-04-16 5.3 CVE-2025-39531 

n/a -- n/a 

 

  

Missing Authorization vulnerability in miniOrange WordPress REST API 

Authentication allows Exploiting Incorrectly Configured Access Control Security 

Levels. This issue affects WordPress REST API Authentication: from n/a through 

3.6.3. 

2025-04-16 5.4 CVE-2025-39545 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Dylan James Zephyr Project Manager allows 

Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 

Zephyr Project Manager: from n/a through 3.3.200. 

2025-04-16 5.4 CVE-2025-39552 

n/a -- n/a 

 

  

Exposure of Sensitive System Information to an Unauthorized Control Sphere 

vulnerability in mediavine Mediavine Control Panel allows Retrieve Embedded 

Sensitive Data. This issue affects Mediavine Control Panel: from n/a through 2.10.6. 

2025-04-16 5.3 CVE-2025-39556 

n/a -- n/a 

 

  

Missing Authorization vulnerability in Shahjada Live Forms allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Live Forms: 

from n/a through 4.8.4. 

2025-04-16 5.4 CVE-2025-39560 

n/a -- n/a 

 

  

Improper Neutralization of Input During Web Page Generation ('Cross-site 

Scripting') vulnerability in codepeople Payment Form for PayPal Pro allows Stored 

XSS. This issue affects Payment Form for PayPal Pro: from n/a through 1.1.72. 

2025-04-17 5.9 CVE-2025-39562 

n/a -- n/a 

 

  

Missing Authorization vulnerability in jidaikobo Dashi allows Accessing 

Functionality Not Properly Constrained by ACLs. This issue affects Dashi: from n/a 

through 3.1.8. 

2025-04-17 5.8 CVE-2025-39580 

n/a -- n/a 

 

  

Missing Authorization vulnerability in WP Shuffle WP Subscription Forms allows 

Exploiting Incorrectly Configured Access Control Security Levels. This issue affects 

WP Subscription Forms: from n/a through 1.2.3. 

2025-04-16 5.4 CVE-2025-39591 

n/a -- n/a 

 

  

In PEAR HTTP_Request2 before 2.7.0, multiple files in the tests directory, notably 

tests/_network/getparameters.php and tests/_network/postparameters.php, 

reflect any GET or POST parameters, leading to XSS. 

2025-04-17 5.4 CVE-2025-43717 

n/a -- n/a 

 

  

GNU Mailman 2.1.39, as bundled in cPanel (and WHM), allows unauthenticated 

attackers to read arbitrary files via ../ directory traversal at 

/mailman/private/mailman (aka the private archive authentication endpoint) via 

the username parameter. 

2025-04-20 5.8 CVE-2025-43919 

n/a -- n/a 

 

  

GNU Mailman 2.1.39, as bundled in cPanel (and WHM), allows unauthenticated 

attackers to execute arbitrary OS commands via shell metacharacters in an email 

Subject line. 

2025-04-20 5.4 CVE-2025-43920 

n/a -- n/a 

 

  

GNU Mailman 2.1.39, as bundled in cPanel (and WHM), allows unauthenticated 

attackers to create lists via the /mailman/create endpoint. 
2025-04-20 5.3 CVE-2025-43921 

n/a -- n/a 

 

  

In Infodraw Media Relay Service (MRS) 7.1.0.0, the MRS web server (on port 

12654) allows reading arbitrary files via ../ directory traversal in the username field. 

Reading ServerParameters.xml may reveal administrator credentials in cleartext or 

with MD5 hashing. 

2025-04-20 5.8 CVE-2025-43928 

n/a -- n/a 

 

  

Sourcecodester Online ID Generator System 1.0 was discovered to contain Stored 

Cross Site Scripting (XSS) via 
2025-04-16 4.8 CVE-2024-40074 
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id_generator/classes/SystemSettings.php?f=update_settings, and the point of 

vulnerability is in the POST parameter 'short_name'. 

n/a -- n/a 

 

  

Overview Â  The software does not neutralize or incorrectly neutralize user-

controllable input before it is placed in output that is used as a web page that is 

served to other users. (CWE-79) Â  Description Â  Hitachi Vantara Pentaho Business 

Analytics Server prior to versions 10.2.0.2, including 9.3.x and 8.3.x, allow a 

malicious URL to inject content into the Analyzer plugin interface. Â  Impact 

Â  Once the malicious script is injected, the attacker can perform a variety of 

malicious activities. The attacker could transfer private information, such as 

cookies that may include session information, from the victim's machine to the 

attacker. The attacker could send malicious requests to a web site on behalf of the 

victim, which could be especially dangerous to the site if the victim has 

administrator privileges to manage that site. 

2025-04-16 4.4 CVE-2025-0757 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Easily exploitable vulnerability allows high privileged attacker with 

network access via multiple protocols to compromise MySQL Server. Successful 

attacks of this vulnerability can result in unauthorized ability to cause a hang or 

frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 

4.9 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-21581 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

DDL). Supported versions that are affected are 8.4.0 and 9.0.0. Easily exploitable 

vulnerability allows high privileged attacker with network access via multiple 

protocols to compromise MySQL Server. Successful attacks of this vulnerability can 

result in unauthorized ability to cause a hang or frequently repeatable crash 

(complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 (Availability impacts). 

CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-21583 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

DDL). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 9.0.0-

9.2.0. Easily exploitable vulnerability allows high privileged attacker with network 

access via multiple protocols to compromise MySQL Server. Successful attacks of 

this vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-21584 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Easily exploitable vulnerability allows high privileged attacker with 

network access via multiple protocols to compromise MySQL Server. Successful 

attacks of this vulnerability can result in unauthorized ability to cause a hang or 

frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 

4.9 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-21585 

n/a -- n/a 

 

  

The MapPress Maps for WordPress plugin before 2.94.10 does not sanitise and 

escape some of its settings, which could allow high privilege users such as admin to 

perform Stored Cross-Site Scripting attacks even when the unfiltered_html 

capability is disallowed (for example in multisite setup). 

2025-04-18 4.8 CVE-2025-2162 

n/a -- n/a 

 

  

Browser is affected by type confusion vulnerability, successful exploitation of this 

vulnerability may affect service availability. 
2025-04-17 4.3 CVE-2025-2197 

https://www.cve.org/CVERecord?id=CVE-2025-0757
https://www.cve.org/CVERecord?id=CVE-2025-21581
https://www.cve.org/CVERecord?id=CVE-2025-21583
https://www.cve.org/CVERecord?id=CVE-2025-21584
https://www.cve.org/CVERecord?id=CVE-2025-21585
https://www.cve.org/CVERecord?id=CVE-2025-2162
https://www.cve.org/CVERecord?id=CVE-2025-2197


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

TOTOLINK N600R V4.3.0cu.7647_B20210106 was discovered to contain a stack 

overflow via the pin parameter in the function setWiFiWpsConfig. 
2025-04-15 4.6 CVE-2025-22903 

n/a -- n/a 

 

  

Overview Â  The software does not neutralize or incorrectly neutralize user-

controllable input before it is placed in output that is used as a web page that is 

served to other users. (CWE-79) Â  Description Â  Hitachi Vantara Pentaho Business 

Analytics Server prior to versions 10.2.0.2, including 9.3.x and 8.3.x, allow a 

malicious URL to inject content into the Analyzer plugin interface. Â  Impact 

Â  Once the malicious script is injected, the attacker can perform a variety of 

malicious activities. The attacker could transfer private information, such as 

cookies that may include session information, from the victim's machine to the 

attacker. The attacker could send malicious requests to a web site on behalf of the 

victim, which could be especially dangerous to the site if the victim has 

administrator privileges to manage that site. 

2025-04-16 4.4 CVE-2025-24909 

n/a -- n/a 

 

  

Overview Â  XML documents optionally contain a Document Type Definition (DTD), 

which, among other features, enables the definition of XML entities. It is possible 

to define an entity by providing a substitution string in the form of a URI. Once the 

content of the URI is read, it is fed back into the application that is processing the 

XML. This application may echo back the data (e.g. in an error message), thereby 

exposing the file contents. (CWE-611) Â  Description Â  Hitachi Vantara Pentaho 

Business Analytics Server versions before 10.2.0.2, including 9.3.x and 8.3.x, do not 

correctly protect Pentaho Data Integration MessageSourceCrawler against out-of-

band XML External Entity Reference. Â  Impact Â  By submitting an XML file that 

defines an external entity with a file:// URI, an attacker can cause the processing 

application to read the contents of a local file. Using URIs with other schemes such 

as http://, the attacker can force the application to make outgoing requests to 

servers that the attacker cannot reach directly, which can be used to bypass 

firewall restrictions or hide the source of attacks such as port scanning. 

2025-04-16 4.9 CVE-2025-24910 

n/a -- n/a 

 

  

Overview Â  XML documents optionally contain a Document Type Definition (DTD), 

which, among other features, enables the definition of XML entities. It is possible 

to define an entity by providing a substitution string in the form of a URI. Once the 

content of the URI is read, it is fed back into the application that is processing the 

XML. This application may echo back the data (e.g. in an error message), thereby 

exposing the file contents. (CWE-611) Â  Description Â  Hitachi Vantara Pentaho 

Business Analytics Server versions before 10.2.0.2, including 9.3.x and 8.3.x, do not 

correctly protect Data Access XMLParserFactoryProducer against out-of-band XML 

External Entity Reference. Â  Impact Â  By submitting an XML file that defines an 

external entity with a file:// URI, an attacker can cause the processing application 

to read the contents of a local file. Using URIs with other schemes such as http://, 

the attacker can force the application to make outgoing requests to servers that 

the attacker cannot reach directly, which can be used to bypass firewall restrictions 

or hide the source of attacks such as port scanning. 

2025-04-16 4.9 CVE-2025-24911 

n/a -- n/a 

 

  

Tenda AC10 V4.0si_V16.03.10.20 is vulnerable to Buffer Overflow in 

AdvSetMacMtuWan via serviceName2. 
2025-04-15 4.6 CVE-2025-25453 

n/a -- n/a 

 

  

Tenda AC10 V4.0si_V16.03.10.20 is vulnerable to Buffer Overflow in 

AdvSetMacMtuWan via serverName2. 
2025-04-15 4.6 CVE-2025-25458 

n/a -- n/a 

 

  

Mattermost versions 10.5.x <= 10.5.1, 10.4.x <= 10.4.3, 9.11.x <= 9.11.9 fail to 

properly enforce the 'Allow users to view/update archived channels' System 

Console setting, which allows authenticated users to view members and member 

information of archived channels even when this setting is disabled. 

2025-04-16 4.3 CVE-2025-2564 

https://www.cve.org/CVERecord?id=CVE-2025-22903
https://www.cve.org/CVERecord?id=CVE-2025-24909
https://www.cve.org/CVERecord?id=CVE-2025-24910
https://www.cve.org/CVERecord?id=CVE-2025-24911
https://www.cve.org/CVERecord?id=CVE-2025-25453
https://www.cve.org/CVERecord?id=CVE-2025-25458
https://www.cve.org/CVERecord?id=CVE-2025-2564


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

The Login Manager - Design Login Page, View Login Activity, Limit Login Attempts 

plugin for WordPress is vulnerable to Stored Cross-Site Scripting via Custom logo 

and background URLs in all versions up to, and including, 2.0.5 due to insufficient 

input sanitization and output escaping. This makes it possible for authenticated 

attackers, with administrator-level permissions and above, to inject arbitrary web 

scripts in pages that will execute whenever a user accesses an injected page. This 

only affects multi-site installations and installations where unfiltered_html has 

been disabled. 

2025-04-18 4.4 CVE-2025-2613 

n/a -- n/a 

 

  

Dell ECS version 3.8.1.4 and prior contain an Improper Input Validation 

vulnerability. A low privileged attacker with remote access could potentially exploit 

this vulnerability, leading to Code execution. 

2025-04-17 4.3 CVE-2025-26477 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in RealMag777 InPost Gallery 

allows Cross Site Request Forgery. This issue affects InPost Gallery: from n/a 

through 2.1.4.3. 

2025-04-15 4.3 CVE-2025-26903 

n/a -- n/a 

 

  

Missing Authorization vulnerability in VW Themes Industrial Lite allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Industrial 

Lite: from n/a through 1.0.8. 

2025-04-15 4.3 CVE-2025-26955 

n/a -- n/a 

 

  

Server-Side Request Forgery (SSRF) vulnerability in WP Royal Royal Elementor 

Addons allows Server Side Request Forgery. This issue affects Royal Elementor 

Addons: from n/a through 1.7.1006. 

2025-04-15 4.4 CVE-2025-26990 

n/a -- n/a 

 

  

Mattermost versions 10.5.x <= 10.5.1, 10.4.x <= 10.4.3, 9.11.x <= 9.11.9 fail to 

check the "Allow Users to View Archived Channels" configuration when fetching 

channel metadata of a post from archived channels, which allows authenticated 

users to access such information when a channel is archived. 

2025-04-16 4.3 CVE-2025-27571 

n/a -- n/a 

 

  

Volmarg Personal Management System 1.4.65 is vulnerable to Cross Site Request 

Forgery (CSRF) allowing attackers to execute arbitrary code and obtain sensitive 

information via the SameSite cookie attribute defaults value set to none 

2025-04-18 4.7 CVE-2025-28355 

n/a -- n/a 

 

  

Stored cross-site scripting vulnerability exists in PerfreeBlog v4.0.11 in the website 

name field of the backend system settings interface allows an attacker to insert 

and execute arbitrary malicious code. 

2025-04-15 4.8 CVE-2025-29280 

n/a -- n/a 

 

  

code-gen <=2.0.6 is vulnerable to Incorrect Access Control. The project does not 

have permission control allowing anyone to access such projects. 
2025-04-15 4.3 CVE-2025-29705 

n/a -- n/a 

 

  

Dify v1.0 was discovered to contain a Server-Side Request Forgery (SSRF) via the 

component controllers.console.remote_files.RemoteFileUploadApi. 
2025-04-14 4.8 CVE-2025-29720 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Replication). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Easily exploitable vulnerability allows high privileged attacker with 

network access via multiple protocols to compromise MySQL Server. Successful 

attacks of this vulnerability can result in unauthorized ability to cause a hang or 

frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 

4.9 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-30683 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Replication). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Easily exploitable vulnerability allows high privileged attacker with 

network access via multiple protocols to compromise MySQL Server. Successful 

attacks of this vulnerability can result in unauthorized ability to cause a hang or 

frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 

2025-04-15 4.9 CVE-2025-30684 

https://www.cve.org/CVERecord?id=CVE-2025-2613
https://www.cve.org/CVERecord?id=CVE-2025-26477
https://www.cve.org/CVERecord?id=CVE-2025-26903
https://www.cve.org/CVERecord?id=CVE-2025-26955
https://www.cve.org/CVERecord?id=CVE-2025-26990
https://www.cve.org/CVERecord?id=CVE-2025-27571
https://www.cve.org/CVERecord?id=CVE-2025-28355
https://www.cve.org/CVERecord?id=CVE-2025-29280
https://www.cve.org/CVERecord?id=CVE-2025-29705
https://www.cve.org/CVERecord?id=CVE-2025-29720
https://www.cve.org/CVERecord?id=CVE-2025-30683
https://www.cve.org/CVERecord?id=CVE-2025-30684


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

4.9 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Replication). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Easily exploitable vulnerability allows high privileged attacker with 

network access via multiple protocols to compromise MySQL Server. Successful 

attacks of this vulnerability can result in unauthorized ability to cause a hang or 

frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 

4.9 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-30685 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Easily exploitable vulnerability allows high privileged attacker with 

network access via multiple protocols to compromise MySQL Server. Successful 

attacks of this vulnerability can result in unauthorized ability to cause a hang or 

frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 

4.9 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-30689 

n/a -- n/a 

 

  

Vulnerability in Oracle Java SE (component: Compiler). Supported versions that are 

affected are Oracle Java SE: 21.0.6, 24; Oracle GraalVM for JDK: 21.0.6 and 24. 

Difficult to exploit vulnerability allows unauthenticated attacker with network 

access via multiple protocols to compromise Oracle Java SE. Successful attacks of 

this vulnerability can result in unauthorized update, insert or delete access to some 

of Oracle Java SE accessible data as well as unauthorized read access to a subset of 

Oracle Java SE accessible data. Note: This vulnerability can be exploited by using 

APIs in the specified Component, e.g., through a web service which supplies data to 

the APIs. This vulnerability also applies to Java deployments, typically in clients 

running sandboxed Java Web Start applications or sandboxed Java applets, that 

load and run untrusted code (e.g., code that comes from the internet) and rely on 

the Java sandbox for security. CVSS 3.1 Base Score 4.8 (Confidentiality and Integrity 

impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:N). 

2025-04-15 4.8 CVE-2025-30691 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

PS). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 9.0.0-

9.2.0. Easily exploitable vulnerability allows high privileged attacker with network 

access via multiple protocols to compromise MySQL Server. Successful attacks of 

this vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-30696 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Stored Procedure). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-

8.4.4 and 9.0.0-9.2.0. Easily exploitable vulnerability allows high privileged attacker 

with network access via multiple protocols to compromise MySQL Server. 

Successful attacks of this vulnerability can result in unauthorized ability to cause a 

hang or frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 

Base Score 4.9 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-30699 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Components Services). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-

8.4.4 and 9.0.0-9.2.0. Difficult to exploit vulnerability allows high privileged 

attacker with network access via multiple protocols to compromise MySQL Server. 

Successful attacks of this vulnerability can result in unauthorized ability to cause a 

hang or frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 

2025-04-15 4.4 CVE-2025-30704 

https://www.cve.org/CVERecord?id=CVE-2025-30685
https://www.cve.org/CVERecord?id=CVE-2025-30689
https://www.cve.org/CVERecord?id=CVE-2025-30691
https://www.cve.org/CVERecord?id=CVE-2025-30696
https://www.cve.org/CVERecord?id=CVE-2025-30699
https://www.cve.org/CVERecord?id=CVE-2025-30704
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Vendor -- Product 
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CVSS 
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Source & Patch 

Info 

Base Score 4.4 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:N/I:N/A:H). 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

PS). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 9.0.0-

9.2.0. Easily exploitable vulnerability allows high privileged attacker with network 

access via multiple protocols to compromise MySQL Server. Successful attacks of 

this vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-30705 

n/a -- n/a 

 

  

Vulnerability in the MySQL Cluster product of Oracle MySQL (component: Cluster: 

NDBCluster Plugin). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-

8.4.4 and 9.0.0-9.2.0. Easily exploitable vulnerability allows high privileged attacker 

with network access via multiple protocols to compromise MySQL Cluster. 

Successful attacks of this vulnerability can result in unauthorized ability to cause a 

hang or frequently repeatable crash (complete DOS) of MySQL Cluster. CVSS 3.1 

Base Score 4.9 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-30710 

n/a -- n/a 

 

  

Vulnerability in the MySQL Connectors product of Oracle MySQL (component: 

Connector/Python). Supported versions that are affected are 9.0.0-9.2.0. Difficult 

to exploit vulnerability allows low privileged attacker with network access via 

multiple protocols to compromise MySQL Connectors. Successful attacks require 

human interaction from a person other than the attacker. Successful attacks of this 

vulnerability can result in unauthorized access to critical data or complete access to 

all MySQL Connectors accessible data. CVSS 3.1 Base Score 4.8 (Confidentiality 

impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:U/C:H/I:N/A:N). 

2025-04-15 4.8 CVE-2025-30714 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Components Services). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-

8.4.4 and 9.0.0-9.2.0. Easily exploitable vulnerability allows high privileged attacker 

with network access via multiple protocols to compromise MySQL Server. 

Successful attacks of this vulnerability can result in unauthorized ability to cause a 

hang or frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 

Base Score 4.9 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-30715 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

UDF). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 9.0.0-

9.2.0. Difficult to exploit vulnerability allows high privileged attacker with logon to 

the infrastructure where MySQL Server executes to compromise MySQL Server. 

Successful attacks require human interaction from a person other than the 

attacker. Successful attacks of this vulnerability can result in unauthorized ability to 

cause a hang or frequently repeatable crash (complete DOS) of MySQL Server. 

CVSS 3.1 Base Score 4.0 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:L/AC:H/PR:H/UI:R/S:U/C:N/I:N/A:H). 

2025-04-15 4 CVE-2025-30721 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in NotFound WPJobBoard allows 

Cross Site Request Forgery. This issue affects WPJobBoard: from n/a through n/a. 
2025-04-15 4.3 CVE-2025-30965 

n/a -- n/a 

 

  

Mattermost versions 10.5.x <= 10.5.1, 10.4.x <= 10.4.3, 9.11.x <= 9.11.9 fail to 

restrict certain operations on system admins to only other system admins, which 

allows delegated granular administration users with the "Edit Other Users" 

permission to perform unauthorized modifications to system administrators via 

improper permission validation. 

2025-04-14 4.7 CVE-2025-32093 

https://www.cve.org/CVERecord?id=CVE-2025-30705
https://www.cve.org/CVERecord?id=CVE-2025-30710
https://www.cve.org/CVERecord?id=CVE-2025-30714
https://www.cve.org/CVERecord?id=CVE-2025-30715
https://www.cve.org/CVERecord?id=CVE-2025-30721
https://www.cve.org/CVERecord?id=CVE-2025-30965
https://www.cve.org/CVERecord?id=CVE-2025-32093
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n/a -- n/a 

 

  

XWiki Platform is a generic wiki platform. A vulnerability in versions from 5.0 to 

16.7.1 affects users with Message Stream enabled and a wiki configured as closed 

from selecting "Prevent unregistered users to view pages" in the Administrations 

Rights. The vulnerability is that any message sent in a subwiki to "everyone" is 

actually sent to the farm: any visitor of the main wiki will be able to see that 

message through the Dashboard, even if the subwiki is configured to be private. 

This issue will not be patched as Message Stream has been deprecated in XWiki 

16.8.0RC1 and is not maintained anymore. A workaround for this issue involves 

keeping Message Stream disabled by default. It's advised to keep it disabled from 

Administration > Social > Message Stream. 

2025-04-16 4.7 CVE-2025-32783 

n/a -- n/a 

 

  

The Backstage Scaffolder plugin houses types and utilities for building scaffolder-

related modules. A vulnerability in the Backstage permission plugin backend allows 

callers to extract some information about the conditional decisions returned by the 

permission policy installed in the permission backend. If the permission system is 

not in use or if the installed permission policy does not use conditional decisions, 

there is no impact. This issue has been patched in version 0.6.0 of the permissions 

backend. A workaround includes having administrators of the permission policies 

ensure that they are crafted in such a way that conditional decisions do not contain 

any sensitive information. 

2025-04-16 4.3 CVE-2025-32791 

n/a -- n/a 

 

  

The User Registration & Membership - Custom Registration Form, Login Form, and 

User Profile plugin for WordPress is vulnerable to Cross-Site Request Forgery in all 

versions up to, and including, 5.1.3. This is due to missing or incorrect nonce 

validation on the user_registration_pro_delete_account() function. This makes it 

possible for unauthenticated attackers to force delete users, including 

administrators, via a forged request granted they can trick a site administrator into 

performing an action such as clicking on a link. 

2025-04-19 4.3 CVE-2025-3284 

n/a -- n/a 

 

  

The vulnerability allows an existing user to add playlists to a different user's 

channel using the PeerTube REST API. The vulnerable code sets the owner of the 

new playlist to be the user who performed the request, and then sets the 

associated channel to the channel ID supplied by the request, without checking if it 

belongs to the user. 

2025-04-15 4.3 CVE-2025-32945 

n/a -- n/a 

 

  

The WP Editor plugin for WordPress is vulnerable to arbitrary file read in all 

versions up to, and including, 1.2.9.1. This makes it possible for authenticated 

attackers, with Administrator-level access and above, to read arbitrary files on the 

affected site's server which may reveal sensitive information. 

2025-04-17 4.9 CVE-2025-3295 

n/a -- n/a 

 

  

In http-proxy-middleware before 2.0.8 and 3.x before 3.0.4, writeBody can be 

called twice because "else if" is not used. 
2025-04-15 4 CVE-2025-32996 

n/a -- n/a 

 

  

In http-proxy-middleware before 2.0.9 and 3.x before 3.0.5, fixRequestBody 

proceeds even if bodyParser has failed. 
2025-04-15 4 CVE-2025-32997 

n/a -- n/a 

 

  

The TS Poll - Survey, Versus Poll, Image Poll, Video Poll plugin for WordPress is 

vulnerable to SQL Injection via the s parameter in all versions up to, and including, 

2.4.6 due to insufficient escaping on the user supplied parameter and lack of 

sufficient preparation on the existing SQL query. This makes it possible for 

authenticated attackers, with Administrator-level access and above, to append 

additional SQL queries into already existing queries that can be used to extract 

sensitive information from the database. 

2025-04-15 4.9 CVE-2025-3470 

n/a -- n/a 

 

  

A vulnerability has been found in wowjoy æµ™æ±Ÿæ¹–

å·žå•Žå•“ä¿¡æ•¯ç§‘æŠ€æœ‰é™•å…¬å•¸ Internet Doctor Workstation System 1.0 

and classified as problematic. Affected by this vulnerability is an unknown 

functionality of the file /v1/pushConfig/detail/. The manipulation leads to 

improper authorization. The attack can be launched remotely. The exploit has been 

2025-04-14 4.3 CVE-2025-3550 

https://www.cve.org/CVERecord?id=CVE-2025-32783
https://www.cve.org/CVERecord?id=CVE-2025-32791
https://www.cve.org/CVERecord?id=CVE-2025-3284
https://www.cve.org/CVERecord?id=CVE-2025-32945
https://www.cve.org/CVERecord?id=CVE-2025-3295
https://www.cve.org/CVERecord?id=CVE-2025-32996
https://www.cve.org/CVERecord?id=CVE-2025-32997
https://www.cve.org/CVERecord?id=CVE-2025-3470
https://www.cve.org/CVERecord?id=CVE-2025-3550
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disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

n/a -- n/a 

 

  

A vulnerability was found in phpshe 1.8. It has been rated as problematic. This 

issue affects some unknown processing of the file api.php?mod=cron&act=buyer. 

The manipulation of the argument act leads to cross site scripting. The attack may 

be initiated remotely. The exploit has been disclosed to the public and may be 

used. 

2025-04-14 4.3 CVE-2025-3554 

n/a -- n/a 

 

  

A vulnerability, which was classified as problematic, has been found in 

ScriptAndTools eCommerce-website-in-PHP 3.0. Affected by this issue is some 

unknown functionality. The manipulation leads to cross-site request forgery. The 

attack may be launched remotely. The exploit has been disclosed to the public and 

may be used. Multiple endpoints are affected. The vendor was contacted early 

about this disclosure but did not respond in any way. 

2025-04-14 4.3 CVE-2025-3557 

n/a -- n/a 

 

  

A vulnerability was found in ghostxbh uzy-ssm-mall 1.0.0. It has been classified as 

problematic. Affected is an unknown function. The manipulation leads to cross-site 

request forgery. It is possible to launch the attack remotely. The exploit has been 

disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

2025-04-14 4.3 CVE-2025-3561 

n/a -- n/a 

 

  

A vulnerability was found in Yonyou YonBIP MA2.7. It has been declared as 

problematic. Affected by this vulnerability is the function FileInputStream of the 

file /mobsm/common/userfile. The manipulation of the argument path leads to 

path traversal. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

2025-04-14 4.3 CVE-2025-3562 

n/a -- n/a 

 

  

A vulnerability was found in WuzhiCMS 4.1. It has been rated as critical. Affected 

by this issue is the function Set of the file 

/index.php?m=attachment&f=index&_su=wuzhicms&v=set&submit=1 of the 

component Setting Handler. The manipulation of the argument Setting leads to 

code injection. The attack may be launched remotely. The exploit has been 

disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

2025-04-14 4.7 CVE-2025-3563 

n/a -- n/a 

 

  

A vulnerability classified as problematic has been found in huanfenz/code-projects 

StudentManager up to 1.0. This affects an unknown part of the component 

Teacher String Handler. The manipulation leads to improper authorization. It is 

possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. The vendor was contacted early about this disclosure but 

did not respond in any way. 

2025-04-14 4.3 CVE-2025-3564 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in huanfenz/code-projects 

StudentManager 1.0. This vulnerability affects unknown code of the file 

/upload/uploadArticle.do of the component Announcement Management Section. 

The manipulation of the argument File leads to unrestricted upload. The attack can 

be initiated remotely. The exploit has been disclosed to the public and may be 

used. The vendor was contacted early about this disclosure but did not respond in 

any way. 

2025-04-14 4.7 CVE-2025-3565 

n/a -- n/a 

 

  

A vulnerability, which was classified as problematic, was found in veal98 

å°•ç‰›è‚‰ Echo å¼€æº•ç¤¾åŒºç³»ç»Ÿ 4.2. Affected is the function preHandle of 

the file 

src/main/java/com/greate/community/controller/interceptor/LoginTicketIntercept

or.java of the component Ticket Handler. The manipulation leads to improper 

authorization. It is possible to launch the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-14 4.3 CVE-2025-3567 

https://www.cve.org/CVERecord?id=CVE-2025-3554
https://www.cve.org/CVERecord?id=CVE-2025-3557
https://www.cve.org/CVERecord?id=CVE-2025-3561
https://www.cve.org/CVERecord?id=CVE-2025-3562
https://www.cve.org/CVERecord?id=CVE-2025-3563
https://www.cve.org/CVERecord?id=CVE-2025-3564
https://www.cve.org/CVERecord?id=CVE-2025-3565
https://www.cve.org/CVERecord?id=CVE-2025-3567
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n/a -- n/a 

 

  

A vulnerability, which was classified as problematic, was found in Demtec 

Graphytics 5.0.7. This affects an unknown part of the file /visualization of the 

component HTTP GET Parameter Handler. The manipulation leads to cross site 

scripting. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

2025-04-15 4.3 CVE-2025-3612 

n/a -- n/a 

 

  

In Nessus versions prior to 10.8.4, a non-authenticated attacker could alter Nessus 

logging entries by manipulating http requests to the application. 
2025-04-18 4.3 CVE-2025-36625 

n/a -- n/a 

 

  

A vulnerability classified as problematic was found in misstt123 oasys 1.0. Affected 

by this vulnerability is the function image of the file /show. The manipulation leads 

to path traversal. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. This product does not use versioning. This 

is why information about affected and unaffected releases are unavailable. 

2025-04-16 4.3 CVE-2025-3686 

n/a -- n/a 

 

  

A vulnerability, which was classified as problematic, has been found in misstt123 

oasys 1.0. Affected by this issue is some unknown functionality of the component 

Sticky Notes Handler. The manipulation leads to cross-site request forgery. The 

attack may be launched remotely. The exploit has been disclosed to the public and 

may be used. This product is using a rolling release to provide continious delivery. 

Therefore, no version details for affected nor updated releases are available. 

2025-04-16 4.3 CVE-2025-3687 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, has been found in SeaCMS up to 

13.3. This issue affects some unknown processing of the file 

/admin_link.php?action=delall. The manipulation of the argument e_id leads to sql 

injection. The attack may be initiated remotely. The exploit has been disclosed to 

the public and may be used. 

2025-04-18 4.7 CVE-2025-3792 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in SeaCMS up to 13.3. This 

vulnerability affects unknown code of the file /admin_topic.php?action=delall. The 

manipulation of the argument e_id leads to sql injection. The attack can be 

initiated remotely. The exploit has been disclosed to the public and may be used. 

2025-04-19 4.7 CVE-2025-3797 

n/a -- n/a 

 

  

A vulnerability, which was classified as critical, has been found in WCMS 11. This 

issue affects the function sub of the file app/admin/AdvadminController.php of the 

component Advertisement Image Handler. The manipulation leads to unrestricted 

upload. The attack may be initiated remotely. The exploit has been disclosed to the 

public and may be used. 

2025-04-19 4.7 CVE-2025-3798 

n/a -- n/a 

 

  

A vulnerability has been found in zhenfeng13 My-BBS 1.0 and classified as 

problematic. This vulnerability affects unknown code. The manipulation leads to 

cross-site request forgery. The attack can be initiated remotely. The exploit has 

been disclosed to the public and may be used. Multiple endpoints might be 

affected. 

2025-04-19 4.3 CVE-2025-3808 

n/a -- n/a 

 

  

A vulnerability classified as critical was found in westboy CicadasCMS 2.0. This 

vulnerability affects unknown code of the file /system/schedule/save of the 

component Scheduled Task Handler. The manipulation leads to os command 

injection. The attack can be initiated remotely. The exploit has been disclosed to 

the public and may be used. 

2025-04-19 4.7 CVE-2025-3816 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in pixelgrade Style Manager allows 

Cross Site Request Forgery. This issue affects Style Manager: from n/a through 

2.2.7. 

2025-04-17 4.3 CVE-2025-39425 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in illow illow - Cookies Consent 

allows Cross Site Request Forgery. This issue affects illow - Cookies Consent: from 

n/a through 0.2.0. 

2025-04-17 4.3 CVE-2025-39426 

https://www.cve.org/CVERecord?id=CVE-2025-3612
https://www.cve.org/CVERecord?id=CVE-2025-36625
https://www.cve.org/CVERecord?id=CVE-2025-3686
https://www.cve.org/CVERecord?id=CVE-2025-3687
https://www.cve.org/CVERecord?id=CVE-2025-3792
https://www.cve.org/CVERecord?id=CVE-2025-3797
https://www.cve.org/CVERecord?id=CVE-2025-3798
https://www.cve.org/CVERecord?id=CVE-2025-3808
https://www.cve.org/CVERecord?id=CVE-2025-3816
https://www.cve.org/CVERecord?id=CVE-2025-39425
https://www.cve.org/CVERecord?id=CVE-2025-39426
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n/a -- n/a 

 

  

Authorization Bypass Through User-Controlled Key vulnerability in Scott Taylor 

Avatar allows Exploiting Incorrectly Configured Access Control Security Levels. This 

issue affects Avatar: from n/a through 0.1.4. 

2025-04-17 4.3 CVE-2025-39434 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in Boone Gorges Anthologize allows 

Cross Site Request Forgery. This issue affects Anthologize: from n/a through 0.8.3. 
2025-04-17 4.3 CVE-2025-39437 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in momen2009 Theme Changer 

allows Cross Site Request Forgery. This issue affects Theme Changer: from n/a 

through 1.3. 

2025-04-17 4.3 CVE-2025-39438 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in Soft8Soft LLC Verge3D allows 

Cross Site Request Forgery. This issue affects Verge3D: from n/a through 4.9.0. 
2025-04-17 4.3 CVE-2025-39443 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in algol.plus Advanced Dynamic 

Pricing for WooCommerce allows Cross Site Request Forgery. This issue affects 

Advanced Dynamic Pricing for WooCommerce: from n/a through 4.9.3. 

2025-04-17 4.3 CVE-2025-39453 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in WPWeb WooCommerce Social 

Login allows Cross Site Request Forgery.This issue affects WooCommerce Social 

Login: from n/a through 2.8.2. 

2025-04-16 4.3 CVE-2025-39472 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in Yuya Hoshino Bulk Term Editor 

allows Cross Site Request Forgery. This issue affects Bulk Term Editor: from n/a 

through 1.1.4. 

2025-04-16 4.3 CVE-2025-39512 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in WP Map Plugins Basic Interactive 

World Map allows Cross Site Request Forgery. This issue affects Basic Interactive 

World Map: from n/a through 2.7. 

2025-04-16 4.3 CVE-2025-39517 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in quomodosoft ElementsReady 

Addons for Elementor allows Cross Site Request Forgery. This issue affects 

ElementsReady Addons for Elementor: from n/a through 6.6.2. 

2025-04-16 4.3 CVE-2025-39546 

n/a -- n/a 

 

  

Missing Authorization vulnerability in WPXPO WowStore allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects WowStore: 

from n/a through 4.2.4. 

2025-04-16 4.3 CVE-2025-39571 

n/a -- n/a 

 

  

Exposure of Sensitive System Information to an Unauthorized Control Sphere 

vulnerability in WPDeveloper Essential Addons for Elementor allows Retrieve 

Embedded Sensitive Data. This issue affects Essential Addons for Elementor: from 

n/a through 6.1.9. 

2025-04-16 4.3 CVE-2025-39589 

n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in EverAccounting Ever Accounting 

allows Cross Site Request Forgery. This issue affects Ever Accounting: from n/a 

through 2.1.5. 

2025-04-16 4.3 CVE-2025-39593 

n/a -- n/a 

 

  

URL Redirection to Untrusted Site ('Open Redirect') vulnerability in Arthur Yarwood 

Fast eBay Listings allows Phishing. This issue affects Fast eBay Listings: from n/a 

through 2.12.15. 

2025-04-16 4.7 CVE-2025-39597 

n/a -- n/a 

 

  

Path Traversal vulnerability in QuÃ½ LÃª 91 Administrator Z allows Path Traversal. 

This issue affects Administrator Z: from n/a through 2025.03.28. 
2025-04-16 4.9 CVE-2025-39598 

n/a -- n/a 

 

  

URL Redirection to Untrusted Site ('Open Redirect') vulnerability in Webilia Inc. 

Listdom allows Phishing. This issue affects Listdom: from n/a through 4.0.0. 
2025-04-16 4.7 CVE-2025-39599 

https://www.cve.org/CVERecord?id=CVE-2025-39434
https://www.cve.org/CVERecord?id=CVE-2025-39437
https://www.cve.org/CVERecord?id=CVE-2025-39438
https://www.cve.org/CVERecord?id=CVE-2025-39443
https://www.cve.org/CVERecord?id=CVE-2025-39453
https://www.cve.org/CVERecord?id=CVE-2025-39472
https://www.cve.org/CVERecord?id=CVE-2025-39512
https://www.cve.org/CVERecord?id=CVE-2025-39517
https://www.cve.org/CVERecord?id=CVE-2025-39546
https://www.cve.org/CVERecord?id=CVE-2025-39571
https://www.cve.org/CVERecord?id=CVE-2025-39589
https://www.cve.org/CVERecord?id=CVE-2025-39593
https://www.cve.org/CVERecord?id=CVE-2025-39597
https://www.cve.org/CVERecord?id=CVE-2025-39598
https://www.cve.org/CVERecord?id=CVE-2025-39599
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n/a -- n/a 

 

  

Cross-Site Request Forgery (CSRF) vulnerability in CRM Perks Integration for 

WooCommerce and QuickBooks allows Cross Site Request Forgery. This issue 

affects Integration for WooCommerce and QuickBooks: from n/a through 1.3.1. 

2025-04-16 4.3 CVE-2025-39600 

n/a -- n/a 

 

  

Missing Authorization vulnerability in WC Product Table WooCommerce Product 

Table Lite allows Exploiting Incorrectly Configured Access Control Security Levels. 

This issue affects WooCommerce Product Table Lite: from n/a through 3.9.5. 

2025-04-16 4.3 CVE-2025-39602 

n/a -- n/a 

 

  

In JetBrains Toolbox App before 2.6 host key verification was missing in SSH plugin 2025-04-17 4.2 CVE-2025-42921 

n/a -- n/a 

 

  

Arctera/Veritas Data Insight before 7.1.2 can send cleartext credentials when 

configured to use HTTP Basic Authentication to a Dell Isilon OneFS server. 
2025-04-16 4.7 CVE-2025-43704 

n/a -- n/a 

 

  

NSSCryptoSignBackend.cc in Poppler before 25.04.0 does not verify the 

adbe.pkcs7.sha1 signatures on documents, resulting in potential signature 

forgeries. 

2025-04-18 4.3 CVE-2025-43903 

n/a -- n/a 

 

  

open_actions.py in kitty before 0.41.0 does not ask for user confirmation before 

running a local executable file that may have been linked from an untrusted 

document (e.g., a document opened in KDE ghostwriter). 

2025-04-20 4.1 CVE-2025-43929 

n/a -- n/a 

 

  

QMarkdown (aka quasar-ui-qmarkdown) before 2.0.5 allows XSS via headers even 

when when no-html is set. 
2025-04-20 4.9 CVE-2025-43954 

n/a--n/a 

  

SQL injection vulnerability found in Enricozab CMS v.1.0 allows a remote attacker 

to execute arbitrary code via /hdo/hdo-view-case.php. 
2025-04-15 6.5 CVE-2020-18243 

oracle -- 

commerce_platfor

m 

  

Vulnerability in the Oracle Commerce Platform product of Oracle Commerce 

(component: Dynamo Personalization Server). Supported versions that are affected 

are 11.3.0, 11.3.1 and 11.3.2. Easily exploitable vulnerability allows low privileged 

attacker with network access via HTTP to compromise Oracle Commerce Platform. 

Successful attacks require human interaction from a person other than the 

attacker and while the vulnerability is in Oracle Commerce Platform, attacks may 

significantly impact additional products (scope change). Successful attacks of this 

vulnerability can result in unauthorized update, insert or delete access to some of 

Oracle Commerce Platform accessible data as well as unauthorized read access to a 

subset of Oracle Commerce Platform accessible data. CVSS 3.1 Base Score 5.4 

(Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N). 

2025-04-15 5.4 CVE-2025-21576 

oracle -- 

financial_services_

revenue_manage

ment_and_billing 

  

Vulnerability in the Oracle Financial Services Revenue Management and Billing 

product of Oracle Financial Services Applications (component: Chatbot). Supported 

versions that are affected are 5.1.0.0.0, 6.1.0.0.0 and 7.0.0.0.0. Difficult to exploit 

vulnerability allows high privileged attacker with network access via HTTP to 

compromise Oracle Financial Services Revenue Management and Billing. Successful 

attacks require human interaction from a person other than the attacker. 

Successful attacks of this vulnerability can result in unauthorized creation, deletion 

or modification access to critical data or all Oracle Financial Services Revenue 

Management and Billing accessible data as well as unauthorized access to critical 

data or complete access to all Oracle Financial Services Revenue Management and 

Billing accessible data and unauthorized ability to cause a partial denial of service 

(partial DOS) of Oracle Financial Services Revenue Management and Billing. CVSS 

3.1 Base Score 6.0 (Confidentiality, Integrity and Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:L). 

2025-04-15 6 CVE-2025-21573 

oracle -- 

jd_edwards_enter

Vulnerability in the JD Edwards EnterpriseOne Tools product of Oracle JD Edwards 

(component: Web Runtime SEC). Supported versions that are affected are 9.2.0.0-

9.2.9.2. Easily exploitable vulnerability allows low privileged attacker with network 

2025-04-15 5.4 CVE-2025-21586 

https://www.cve.org/CVERecord?id=CVE-2025-39600
https://www.cve.org/CVERecord?id=CVE-2025-39602
https://www.cve.org/CVERecord?id=CVE-2025-42921
https://www.cve.org/CVERecord?id=CVE-2025-43704
https://www.cve.org/CVERecord?id=CVE-2025-43903
https://www.cve.org/CVERecord?id=CVE-2025-43929
https://www.cve.org/CVERecord?id=CVE-2025-43954
https://www.cve.org/CVERecord?id=CVE-2020-18243
https://www.cve.org/CVERecord?id=CVE-2025-21576
https://www.cve.org/CVERecord?id=CVE-2025-21573
https://www.cve.org/CVERecord?id=CVE-2025-21586
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priseone_tools 

  

access via HTTP to compromise JD Edwards EnterpriseOne Tools. Successful attacks 

require human interaction from a person other than the attacker and while the 

vulnerability is in JD Edwards EnterpriseOne Tools, attacks may significantly impact 

additional products (scope change). Successful attacks of this vulnerability can 

result in unauthorized update, insert or delete access to some of JD Edwards 

EnterpriseOne Tools accessible data as well as unauthorized read access to a 

subset of JD Edwards EnterpriseOne Tools accessible data. CVSS 3.1 Base Score 5.4 

(Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N). 

oracle -- 

mysql_cluster 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Parser). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Easily exploitable vulnerability allows low privileged attacker with 

network access via multiple protocols to compromise MySQL Server. Successful 

attacks of this vulnerability can result in unauthorized ability to cause a hang or 

frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 

6.5 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 6.5 CVE-2025-21574 

oracle -- 

mysql_cluster 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Parser). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Easily exploitable vulnerability allows low privileged attacker with 

network access via multiple protocols to compromise MySQL Server. Successful 

attacks of this vulnerability can result in unauthorized ability to cause a hang or 

frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 

6.5 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 6.5 CVE-2025-21575 

oracle -- 

mysql_server 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: InnoDB). 

Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 9.0.0-9.2.0. 

Easily exploitable vulnerability allows low privileged attacker with network access 

via multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 6.5 

(Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 6.5 CVE-2025-21577 

oracle -- 

mysql_server 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Options). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Easily exploitable vulnerability allows high privileged attacker with 

network access via multiple protocols to compromise MySQL Server. Successful 

attacks of this vulnerability can result in unauthorized ability to cause a hang or 

frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 

4.9 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-21579 

oracle -- 

mysql_server 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

DML). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 9.0.0-

9.2.0. Easily exploitable vulnerability allows high privileged attacker with network 

access via multiple protocols to compromise MySQL Server. Successful attacks of 

this vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

2025-04-15 4.9 CVE-2025-21580 

oracle -- 

mysql_server 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

DML). Supported versions that are affected are 8.4.0-8.4.4 and 9.0.0-9.2.0. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

2025-04-15 4.9 CVE-2025-21588 

https://www.cve.org/CVERecord?id=CVE-2025-21574
https://www.cve.org/CVERecord?id=CVE-2025-21575
https://www.cve.org/CVERecord?id=CVE-2025-21577
https://www.cve.org/CVERecord?id=CVE-2025-21579
https://www.cve.org/CVERecord?id=CVE-2025-21580
https://www.cve.org/CVERecord?id=CVE-2025-21588
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(Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

oracle -- 

secure_backup 

  

Vulnerability in Oracle Secure Backup (component: General). Supported versions 

that are affected are 12.1.0.1, 12.1.0.2, 12.1.0.3, 18.1.0.0, 18.1.0.1 and 18.1.0.2. 

Easily exploitable vulnerability allows high privileged attacker with logon to the 

infrastructure where Oracle Secure Backup executes to compromise Oracle Secure 

Backup. Successful attacks of this vulnerability can result in takeover of Oracle 

Secure Backup. CVSS 3.1 Base Score 6.7 (Confidentiality, Integrity and Availability 

impacts). CVSS Vector: (CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H). 

2025-04-15 6.7 CVE-2025-21578 

piotnetdotcom--

Piotnet Addons For 

Elementor 

  

The Piotnet Addons For Elementor plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the 'PAFE Before After Image Comparison Slider' widget in 

all versions up to, and including, 2.4.34 due to insufficient input sanitization and 

output escaping. This makes it possible for authenticated attackers, with 

Contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-04-18 6.4 CVE-2024-13650 

supsysticcom--

Contact Form by 

Supsystic 

  

The Contact Form by Supsystic plugin for WordPress is vulnerable to Cross-Site 

Request Forgery in all versions up to, and including, 1.7.29. This is due to missing or 

incorrect nonce validation on a saveAsCopy function. This makes it possible for 

unauthenticated attackers to update settings and inject malicious web scripts via a 

forged request granted they can trick a site administrator into performing an 

action such as clicking on a link. 

2025-04-16 6.1 CVE-2024-13452 

SUSE--rancher 

  

A Improper Privilege Management vulnerability in SUSE rancher in 

RoleTemplateobjects when external=true is set can lead to privilege escalation in 

specific scenarios.This issue affects rancher: from 2.7.0 before 2.7.14, from 2.8.0 

before 2.8.5. 

2025-04-16 6.6 CVE-2023-32197 

Unknown--Form 

Maker by 10Web 

  

The Form Maker by 10Web WordPress plugin before 1.15.32 does not sanitise and 

escape some of its settings, which could allow high privilege users such as admin to 

perform Stored Cross-Site Scripting attacks even when the unfiltered_html 

capability is disallowed (for example in multisite setup). 

2025-04-16 4.8 CVE-2024-10680 

Unknown--Simple 

Social Media Share 

Buttons 

  

The Simple Social Media Share Buttons WordPress plugin before 6.0.0 does not 

sanitise and escape some of its settings, which could allow high privilege users such 

as admin to perform Stored Cross-Site Scripting attacks even when the 

unfiltered_html capability is disallowed (for example in multisite setup). 

2025-04-15 4.8 CVE-2024-13610 

Unknown--Widget 

for Social Page 

Feeds 

  

The Widget for Social Page Feeds WordPress plugin before 6.4.2 does not sanitise 

and escape some of its settings, which could allow high privilege users such as 

admin to perform Stored Cross-Site Scripting attacks even when the 

unfiltered_html capability is disallowed (for example in multisite setup). 

2025-04-15 4.8 CVE-2024-13207 

201206030--novel-

cloud 

  

A vulnerability has been found in 201206030 novel-cloud 1.4.0 and classified as 

critical. This vulnerability affects the function RestResp of the file novel-cloud-

master/novel-book/novel-book-

service/src/main/resources/mapper/BookInfoMapper.xml. The manipulation leads 

to sql injection. The attack can be initiated remotely. The exploit has been 

disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

2025-04-27 6.3 CVE-2025-3956 

aeropage--

Aeropage Sync for 

Airtable 

  

The Aeropage Sync for Airtable plugin for WordPress is vulnerable to unauthorized 

loss of data due to a missing capability check on the 'aeropageDeletePost' function 

in all versions up to, and including, 3.2.0. This makes it possible for authenticated 

attackers, with Subscriber-level access and above, to delete arbitrary posts. 

2025-04-26 4.3 CVE-2025-3915 

AMTT--Hotel 

Broadband 

A vulnerability has been found in AMTT Hotel Broadband Operation System 1.0 and 

classified as critical. Affected by this vulnerability is an unknown functionality of 

the file /manager/system/nlog_down.php. The manipulation of the argument 

ProtocolType leads to command injection. The attack can be launched remotely. 

2025-04-27 4.7 CVE-2025-3983 

https://www.cve.org/CVERecord?id=CVE-2025-21578
https://www.cve.org/CVERecord?id=CVE-2024-13650
https://www.cve.org/CVERecord?id=CVE-2024-13452
https://www.cve.org/CVERecord?id=CVE-2023-32197
https://www.cve.org/CVERecord?id=CVE-2024-10680
https://www.cve.org/CVERecord?id=CVE-2024-13610
https://www.cve.org/CVERecord?id=CVE-2024-13207
https://www.cve.org/CVERecord?id=CVE-2025-3956
https://www.cve.org/CVERecord?id=CVE-2025-3915
https://www.cve.org/CVERecord?id=CVE-2025-3983
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Operation System 

  

The exploit has been disclosed to the public and may be used. Other parameters 

might be affected as well. The vendor was contacted early about this disclosure but 

did not respond in any way. 

Anps--Anps Theme 

plugin 

  

The The Anps Theme plugin plugin for WordPress is vulnerable to arbitrary 

shortcode execution in all versions up to, and including, 1.1.1. This is due to the 

software allowing users to execute an action that does not properly validate a 

value before running do_shortcode. This makes it possible for unauthenticated 

attackers to execute arbitrary shortcodes. 

2025-04-26 6.5 CVE-2024-13812 

Apereo--CAS 

  

A vulnerability was found in Apereo CAS 5.2.6 and classified as critical. Affected by 

this issue is the function saveService of the file cas-5.2.6\webapp-mgmt\cas-

management-webapp-

support\src\main\java\org\apereo\cas\mgmt\services\web\RegisteredServiceSim

pleFormController.java of the component Groovy Code Handler. The manipulation 

leads to code injection. The attack may be launched remotely. The complexity of 

an attack is rather high. The exploitation is known to be difficult. The exploit has 

been disclosed to the public and may be used. The vendor was contacted early 

about this disclosure but did not respond in any way. 

2025-04-27 5 CVE-2025-3984 

Apereo--CAS 

  

A vulnerability was found in Apereo CAS 5.2.6. It has been declared as problematic. 

This vulnerability affects unknown code of the file cas-5.2.6\core\cas-server-core-

configuration-metadata-

repository\src\main\java\org\apereo\cas\metadata\rest\CasConfigurationMetada

taServerController.java. The manipulation of the argument Name leads to 

inefficient regular expression complexity. The attack can be initiated remotely. The 

exploit has been disclosed to the public and may be used. The vendor was 

contacted early about this disclosure but did not respond in any way. 

2025-04-27 4.3 CVE-2025-3986 

Axis 

Communications 

AB--AXIS Camera 

Station Pro 

  

Gee-netics, member of AXIS Camera Station Pro Bug Bounty Program, has 

identified an issue with a specific file that the server is using. A non-admin user can 

modify this file to either create files or change the content of files in an admin-

protected location. Axis has released a patched version for the highlighted flaw. 

Please refer to the Axis security advisory for more information and solution. 

2025-04-23 6.1 CVE-2025-1056 

Axis 

Communications 

AB--AXIS Camera 

Station Pro 

  

Gee-netics, member of AXIS Camera Station Pro Bug Bounty Program, has found 

that it is possible for a non-admin user to remove system files causing a boot loop 

by redirecting a file deletion when recording video. Axis has released a patched 

version for the highlighted flaw. Please refer to the Axis security advisory for more 

information and solution. 

2025-04-23 5.9 CVE-2025-0926 

bdthemes--

Element Pack 

Addons for 

Elementor Best 

Elementor addons 

with Ready 

Templates, Blocks, 

Widgets and 

WooCommerce 

Builder 

  

The Element Pack Addons for Elementor - Free Templates and Widgets for Your 

WordPress Websites plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via several widgets like Dual Button, Creative Button, Image Stack and 

more in all versions up to, and including, 5.10.29 due to insufficient input 

sanitization and output escaping. This makes it possible for authenticated 

attackers, with Contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-04-26 6.4 CVE-2025-1458 

bitpressadmin--

Contact Form by 

Bit Form: Multi 

Step Form, 

Calculation 

Contact Form, 

Payment Contact 

Form & Custom 

The Contact Form by Bit Form plugin for WordPress is vulnerable to Stored Cross-

Site Scripting via SVG File uploads in all versions up to, and including, 2.18.3 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Author-level access and above, to inject arbitrary 

web scripts in pages that will execute whenever a user accesses the SVG file. 

2025-04-25 4.9 CVE-2025-2580 

https://www.cve.org/CVERecord?id=CVE-2024-13812
https://www.cve.org/CVERecord?id=CVE-2025-3984
https://www.cve.org/CVERecord?id=CVE-2025-3986
https://www.cve.org/CVERecord?id=CVE-2025-1056
https://www.cve.org/CVERecord?id=CVE-2025-0926
https://www.cve.org/CVERecord?id=CVE-2025-1458
https://www.cve.org/CVERecord?id=CVE-2025-2580
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Contact Form 

builder 

  

bplugins--Lottie 

Player- Great 

Lottie Player 

Solution 

  

The Lottie Player plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via File uploads in all versions up to, and including, 1.1.8 due to insufficient input 

sanitization and output escaping. This makes it possible for authenticated 

attackers, with Author-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses the uploaded file. 

2025-04-24 6.4 CVE-2025-2579 

buildwps--Prevent 

Direct Access 

Protect WordPress 

Files 

  

The Prevent Direct Access - Protect WordPress Files plugin for WordPress is 

vulnerable to unauthorized access and modification of data| due to a 

misconfigured capability check on the 'pda_lite_custom_permission_check' 

function in versions 2.8.6 to 2.8.8.2. This makes it possible for authenticated 

attackers, with Contributor-level access and above, to access and change the 

protection status of media. 

2025-04-25 5.4 CVE-2025-3861 

buildwps--Prevent 

Direct Access 

Protect WordPress 

Files 

  

The Prevent Direct Access - Protect WordPress Files plugin for WordPress is 

vulnerable to Sensitive Information Exposure in all versions up to, and including, 

2.8.8 via the 'generate_unique_string' due to insufficient randomness of the 

generated file name. This makes it possible for unauthenticated attackers to 

extract sensitive data including files protected by the plugin if the attacker can 

determine the file name. 

2025-04-25 5.3 CVE-2025-3923 

checkpoint--Check 

Point Mobile 

Access 

  

For an authenticated end-user the portal may run a script while attempting to 

display a directory or some file's properties. 
2025-04-27 5.4 CVE-2024-52888 

cilium--cilium 

  

Cilium is a networking, observability, and security solution with an eBPF-based 

dataplane. Versions 1.15.0 to 1.15.15, 1.16.0 to 1.16.8, and 1.17.0 to 1.17.2, are 

vulnerable when using Wireguard transparent encryption in a Cilium cluster, 

packets that originate from a terminating endpoint can leave the source node 

without encryption due to a race condition in how traffic is processed by Cilium. 

This issue has been patched in versions 1.15.16, 1.16.9, and 1.17.3. There are no 

workarounds available for this issue. 

2025-04-21 4 CVE-2025-32793 

codeandreload--

Custom Admin-Bar 

Favorites 

  

The Custom Admin-Bar Favorites plugin for WordPress is vulnerable to Reflected 

Cross-Site Scripting via the 'menuObject' parameter in all versions up to, and 

including, 0.1 due to insufficient input sanitization and output escaping. This makes 

it possible for unauthenticated attackers to inject arbitrary web scripts in pages 

that execute if they can successfully trick a user into performing an action such as 

clicking on a link. 

2025-04-25 6.1 CVE-2025-3868 

CodeCanyon--RISE 

Ultimate Project 

Manager 

  

A vulnerability was found in CodeCanyon RISE Ultimate Project Manager 3.8.2 and 

classified as problematic. Affected by this issue is some unknown functionality of 

the file /index.php/team_members/save_profile_image/ of the component Profile 

Picture Handler. The manipulation of the argument profile_image_file leads to 

improper control of resource identifiers. The attack may be launched remotely. The 

exploit has been disclosed to the public and may be used. 

2025-04-22 4.3 CVE-2025-3855 

codeprojects--

News Publishing 

Site Dashboard 

  

A vulnerability was found in codeprojects News Publishing Site Dashboard 1.0. It 

has been declared as critical. This vulnerability affects unknown code of the file 

/api.php. The manipulation of the argument cat_id leads to sql injection. The 

attack can be initiated remotely. The exploit has been disclosed to the public and 

may be used. 

2025-04-27 6.3 CVE-2025-3968 

codeprojects--

News Publishing 

Site Dashboard 

  

A vulnerability was found in codeprojects News Publishing Site Dashboard 1.0. It 

has been rated as critical. This issue affects some unknown processing of the file 

/edit-category.php of the component Edit Category Page. The manipulation of the 

2025-04-27 6.3 CVE-2025-3969 

https://www.cve.org/CVERecord?id=CVE-2025-2579
https://www.cve.org/CVERecord?id=CVE-2025-3861
https://www.cve.org/CVERecord?id=CVE-2025-3923
https://www.cve.org/CVERecord?id=CVE-2024-52888
https://www.cve.org/CVERecord?id=CVE-2025-32793
https://www.cve.org/CVERecord?id=CVE-2025-3868
https://www.cve.org/CVERecord?id=CVE-2025-3855
https://www.cve.org/CVERecord?id=CVE-2025-3968
https://www.cve.org/CVERecord?id=CVE-2025-3969
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argument category_image leads to unrestricted upload. The attack may be 

initiated remotely. The exploit has been disclosed to the public and may be used. 

codeprojects--

Patient Record 

Management 

System 

  

A vulnerability, which was classified as critical, was found in codeprojects Patient 

Record Management System 1.0. This affects an unknown part of the file 

/edit_rpatient.php.php. The manipulation of the argument id/lastname leads to sql 

injection. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-27 6.3 CVE-2025-3955 

CODESYS--

CODESYS 

Visualization 

  

An unauthenticated remote attacker can bypass the user management in CODESYS 

Visualization and read visualization template files or static elements by means of 

forced browsing. 

2025-04-23 5.3 CVE-2025-2595 

cuba-platform--

cuba 

  

CUBA Platform is a high level framework for enterprise applications development. 

Prior to version 7.2.23, the local file storage implementation does not restrict the 

size of uploaded files. An attacker could exploit this by uploading excessively large 

files, potentially causing the server to run out of space and return HTTP 500 error, 

resulting in a denial of service. This issue has been patched in version 7.2.23. A 

workaround is provided on the Jmix documentation website. 

2025-04-22 6.5 CVE-2025-32959 

cuba-platform--

jpawebapi 

  

The Cuba JPA web API enables loading and saving any entities defined in the 

application data model by sending simple HTTP requests. Prior to version 1.1.1, the 

input parameter, which consists of a file path and name, can be manipulated to 

return the Content-Type header with text/html if the name part ends with .html. 

This could allow malicious JavaScript code to be executed in the browser. For a 

successful attack, a malicious file needs to be uploaded beforehand. This issue has 

been patched in version 1.1.1. A workaround is provided on the Jmix 

documentation website. 

2025-04-22 6.4 CVE-2025-32961 

cuba-platform--

restapi 

  

The CUBA REST API add-on performs operations on data and entities. Prior to 

version 7.2.7, the input parameter, which consists of a file path and name, can be 

manipulated to return the Content-Type header with text/html if the name part 

ends with .html. This could allow malicious JavaScript code to be executed in the 

browser. For a successful attack, a malicious file needs to be uploaded beforehand. 

This issue has been patched in version 7.2.7. A workaround is provided on the Jmix 

documentation website. 

2025-04-22 6.4 CVE-2025-32960 

dazhouda--lecms 

  

A vulnerability was found in dazhouda lecms 3.0.3. It has been rated as 

problematic. Affected by this issue is some unknown functionality of the file 

admin/view/default/user_set.htm. The manipulation leads to information 

disclosure. The attack may be launched remotely. The exploit has been disclosed to 

the public and may be used. 

2025-04-27 4.3 CVE-2025-3978 

dazhouda--lecms 

  

A vulnerability classified as problematic has been found in dazhouda lecms 3.0.3. 

This affects an unknown part of the file /index.php?my-password-ajax-1 of the 

component Password Change Handler. The manipulation leads to cross-site 

request forgery. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-27 4.3 CVE-2025-3979 

devitemsllc--

ShopLentor 

WooCommerce 

Builder for 

Elementor & 

Gutenberg +20 

Modules All in One 

Solution (formerly 

WooLentor) 

  

The ShopLentor - WooCommerce Builder for Elementor & Gutenberg +20 Modules 

- All in One Solution (formerly WooLentor) plugin for WordPress is vulnerable to 

Server-Side Request Forgery in all versions up to, and including, 3.1.2 via the 

woolentor_template_proxy function. This makes it possible for unauthenticated 

attackers to make web requests to arbitrary locations originating from the web 

application, and can be used to query and modify information from internal 

services. 

2025-04-25 6.5 CVE-2025-3775 

https://www.cve.org/CVERecord?id=CVE-2025-3955
https://www.cve.org/CVERecord?id=CVE-2025-2595
https://www.cve.org/CVERecord?id=CVE-2025-32959
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https://www.cve.org/CVERecord?id=CVE-2025-32960
https://www.cve.org/CVERecord?id=CVE-2025-3978
https://www.cve.org/CVERecord?id=CVE-2025-3979
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elextensions--ELEX 

WooCommerce 

Advanced Bulk Edit 

Products, Prices & 

Attributes 

  

The ELEX WooCommerce Advanced Bulk Edit Products, Prices & Attributes plugin 

for WordPress is vulnerable to SQL Injection via the 'attribute_value_filter' 

parameter in all versions up to, and including, 1.4.9 due to insufficient escaping on 

the user supplied parameter and lack of sufficient preparation on the existing SQL 

query. This makes it possible for authenticated attackers, with Subscriber-level 

access and above, to append additional SQL queries into already existing queries 

that can be used to extract sensitive information from the database. 

2025-04-24 6.5 CVE-2025-3280 

FileZ--Client 

  

An open redirect vulnerability was reported in the FileZ client that could allow 

information disclosure if a crafted url is visited by a local user. 
2025-04-25 5 CVE-2025-2068 

FileZ--Client 

  

A cross-site scripting vulnerability was reported in the FileZ client that could allow 

execution of code if a crafted url is visited by a local user. 
2025-04-25 5 CVE-2025-2069 

FileZ--Client 

  

An improper XML parsing vulnerability was reported in the FileZ client that could 

allow arbitrary file reads on the system if a crafted url is visited by a local user. 
2025-04-25 5 CVE-2025-2070 

Franka Robotics--

Franka Emika 

Robot 

  

Due to improper authentication mechanism an unauthenticated remote attacker 

can enumerate valid usernames. 
2025-04-24 5.3 CVE-2021-47664 

GitLab--GitLab 

  

An issue has been discovered affecting service availability via issue preview in 

GitLab CE/EE affecting all versions from 16.7 before 17.9.7, 17.10 before 17.10.5, 

and 17.11 before 17.11.1. 

2025-04-24 6.5 CVE-2025-0639 

GitLab--GitLab 

  

An issue has been discovered in access controls could allow users to view certain 

restricted project information even when related features are disabled in GitLab 

EE, affecting all versions from 17.7 prior to 17.9.7, 17.10 prior to 17.10.5, and 17.11 

prior to 17.11.1. 

2025-04-24 4.3 CVE-2024-12244 

GL.iNet--GL-A1300 

Slate Plus 

  

A vulnerability was found in GL.iNet GL-A1300 Slate Plus, GL-AR300M16 Shadow, 

GL-AR300M Shadow, GL-AR750 Creta, GL-AR750S-EXT Slate, GL-AX1800 Flint, GL-

AXT1800 Slate AX, GL-B1300 Convexa-B, GL-B3000 Marble, GL-BE3600 Slate 7, GL-

E750, GL-E750V2 Mudi, GL-MT300N-V2 Mango, GL-MT1300 Beryl, GL-MT2500 

Brume 2, GL-MT3000 Beryl AX, GL-MT6000 Flint 2, GL-SFT1200 Opal, GL-X300B 

Collie, GL-X750 Spitz, GL-X3000 Spitz AX, GL-XE300 Puli and GL-XE3000 Puli AX 4.x. 

It has been declared as problematic. This vulnerability affects unknown code of the 

component API. The manipulation leads to inefficient regular expression 

complexity. It is recommended to upgrade the affected component. 

2025-04-26 5.7 CVE-2025-2811 

Grafana--Grafana 

  

The built-in XY Chart plugin is vulnerable to a DOM XSS vulnerability. A user with 

Editor permissions is able to modify such a panel in order to make it execute 

arbitrary JavaScript. 

2025-04-23 6.8 CVE-2025-2703 

HCL Software--HCL 

Leap 

  

Insufficient sanitization policy in HCL Leap allows client-side script injection in the 

deployed application through the HTML widget. 
2025-04-24 6.3 CVE-2024-30113 

HCL Software--HCL 

Leap 

  

Multiple vectors in HCL Leap allow client-side script injection in the authoring 

environment and deployed applications. 
2025-04-24 6.5 CVE-2024-30147 

HCL Software--HCL 

Leap 

  

Insufficient default configuration in HCL Leap allows anonymous access to directory 

information. 
2025-04-24 5.3 CVE-2023-45720 

HCL Software--HCL 

Leap 

  

Improper sanitization of SVG files in HCL Leap allows client-side script injection in 

deployed applications. 
2025-04-24 4.6 CVE-2022-44759 

https://www.cve.org/CVERecord?id=CVE-2025-3280
https://www.cve.org/CVERecord?id=CVE-2025-2068
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HCL Software--HCL 

Leap 

  

Unsafe default file type filter policy in HCL Leap allows execution of unsafe 

JavaScript in deployed applications. 
2025-04-24 4.6 CVE-2022-44760 

HCL Software--HCL 

Leap 

  

Improper access control of endpoint in HCL Leap allows certain admin users to 

import applications from the server's filesystem. 
2025-04-24 4.1 CVE-2024-30148 

HCL Software--HCL 

SX 

  

HCL SX v21 is affected by usage of a weak cryptographic algorithm. An attacker 

could exploit this weakness to gain access to sensitive information, modify data, or 

other impacts. 

2025-04-25 6.5 CVE-2024-30152 

Heateor Support--

Sassy Social Share 

  

URL Redirection to Untrusted Site ('Open Redirect') vulnerability in Heateor 

Support Sassy Social Share allows Phishing. This issue affects Sassy Social Share: 

from n/a through 3.3.73. 

2025-04-24 4.7 CVE-2025-39404 

Hitachi--Hitachi 

Ops Center 

Common Services 

  

Hitachi Ops Center Common Services within Hitachi Ops Center OVA contains an 

information exposure vulnerability. This issue affects Hitachi Ops Center Common 

Services: from 11.0.3-00 before 11.0.4-00. 

2025-04-22 5.5 CVE-2025-2300 

IBM--InfoSphere 

Information Server 

  

IBM InfoSphere Information 11.7 Server does not invalidate session after logout 

which could allow an authenticated user to impersonate another user on the 

system. 

2025-04-23 6.3 CVE-2024-22351 

IBM--InfoSphere 

Information Server 

  

IBM InfoSphere Information 11.7 Server authenticated user to obtain sensitive 

information when a detailed technical error message is returned in a request. This 

information could be used in further attacks against the system. 

2025-04-23 4.3 CVE-2025-25045 

IBM--Maximo 

Asset 

Management 

  

IBM Maximo Asset Management 7.6.1.3 is vulnerable to stored cross-site scripting. 

This vulnerability allows a privileged user to embed arbitrary JavaScript code in the 

Web UI thus altering the intended functionality potentially leading to credentials 

disclosure within a trusted session. 

2025-04-25 5.5 CVE-2025-2986 

IBM--WebSphere 

Application Server 

  

IBM WebSphere Application Server 8.5 and 9.0 is vulnerable to server-side request 

forgery (SSRF). This may allow an authenticated attacker to send unauthorized 

requests from the system, potentially leading to network enumeration or 

facilitating other attacks. 

2025-04-22 4.1 CVE-2025-27907 

iteachyou--

Dreamer CMS 

  

A vulnerability was found in iteachyou Dreamer CMS up to 4.1.3. It has been 

declared as problematic. Affected by this vulnerability is an unknown functionality 

of the file /admin/attachment/download of the component Attachment Handler. 

The manipulation of the argument ID leads to improper authorization. The attack 

can be launched remotely. The exploit has been disclosed to the public and may be 

used. The vendor was contacted early about this disclosure but did not respond in 

any way. 

2025-04-27 4.3 CVE-2025-3977 

itwanger--

paicoding 

  

A vulnerability was found in itwanger paicoding 1.0.3. It has been classified as 

critical. This affects an unknown part of the file /article/api/post of the component 

Article Handler. The manipulation of the argument articleId leads to improper 

authorization. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-27 5.4 CVE-2025-3967 

itwanger--

paicoding 

  

A vulnerability was found in itwanger paicoding 1.0.3 and classified as problematic. 

Affected by this issue is some unknown functionality of the file 

/user/home?userId=1&homeSelectType=read of the component Browsing History 

Handler. The manipulation leads to information disclosure. The attack may be 

launched remotely. The exploit has been disclosed to the public and may be used. 

2025-04-27 4.3 CVE-2025-3966 

jeremyshapiro--

FuseDesk 

  

The FuseDesk plugin for WordPress is vulnerable to Stored Cross-Site Scripting via 

the 'successredirect' parameter in all versions up to, and including, 6.7 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

2025-04-24 6.4 CVE-2025-3832 

https://www.cve.org/CVERecord?id=CVE-2022-44760
https://www.cve.org/CVERecord?id=CVE-2024-30148
https://www.cve.org/CVERecord?id=CVE-2024-30152
https://www.cve.org/CVERecord?id=CVE-2025-39404
https://www.cve.org/CVERecord?id=CVE-2025-2300
https://www.cve.org/CVERecord?id=CVE-2024-22351
https://www.cve.org/CVERecord?id=CVE-2025-25045
https://www.cve.org/CVERecord?id=CVE-2025-2986
https://www.cve.org/CVERecord?id=CVE-2025-27907
https://www.cve.org/CVERecord?id=CVE-2025-3977
https://www.cve.org/CVERecord?id=CVE-2025-3967
https://www.cve.org/CVERecord?id=CVE-2025-3966
https://www.cve.org/CVERecord?id=CVE-2025-3832


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

jmix-framework--

jmix 

  

Jmix is a set of libraries and tools to speed up Spring Boot data-centric application 

development. In versions 1.0.0 to 1.6.1 and 2.0.0 to 2.3.4, attackers could 

manipulate the FileRef parameter to access files on the system where the Jmix 

application is deployed, provided the application server has the necessary 

permissions. This can be accomplished either by modifying the FileRef directly in 

the database or by supplying a harmful value in the fileRef parameter of the `/files` 

endpoint of the generic REST API. This issue has been patched in versions 1.6.2 and 

2.4.0. A workaround is provided on the Jmix documentation website. 

2025-04-22 6.5 CVE-2025-32950 

jmix-framework--

jmix 

  

Jmix is a set of libraries and tools to speed up Spring Boot data-centric application 

development. In versions 1.0.0 to 1.6.1 and 2.0.0 to 2.3.4, the input parameter, 

which consists of a file path and name, can be manipulated to return the Content-

Type header with text/html if the name part ends with .html. This could allow 

malicious JavaScript code to be executed in the browser. For a successful attack, a 

malicious file needs to be uploaded beforehand. This issue has been patched in 

versions 1.6.2 and 2.4.0. A workaround is provided on the Jmix documentation 

website. 

2025-04-22 6.4 CVE-2025-32951 

jmix-framework--

jmix 

  

Jmix is a set of libraries and tools to speed up Spring Boot data-centric application 

development. In versions 1.0.0 to 1.6.1 and 2.0.0 to 2.3.4, the local file storage 

implementation does not restrict the size of uploaded files. An attacker could 

exploit this by uploading excessively large files, potentially causing the server to 

run out of space and return HTTP 500 error, resulting in a denial of service. This 

issue has been patched in versions 1.6.2 and 2.4.0. A workaround is provided on 

the Jmix documentation website. 

2025-04-22 6.5 CVE-2025-32952 

kitae-park--Mang 

Board WP 

  

The Mang Board WP plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the board_header and board_footer parameters in all versions up to, 

and including, 1.8.6 due to insufficient input sanitization and output escaping. This 

makes it possible for authenticated attackers, with administrator-level access, to 

inject arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. This only affects multi-site installations and installations where 

unfiltered_html has been disabled. 

2025-04-24 4.4 CVE-2025-3435 

lamarant--

Buddypress Force 

Password Change 

  

The Buddypress Force Password Change plugin for WordPress is vulnerable to 

authenticated account takeover due to the plugin not properly validating a user's 

identity prior to updating their password through the 'bp_force_password_ajax' 

function in all versions up to, and including, 0.1. This makes it possible for 

authenticated attackers, with subscriber-level access and above and under certain 

prerequisites, to change arbitrary user's passwords, including administrators, and 

leverage that to gain access to their accounts. 

2025-04-24 4.2 CVE-2025-3793 

magepeopleteam--

Booking and Rental 

Manager 

  

Missing Authorization vulnerability in magepeopleteam Booking and Rental 

Manager allows Accessing Functionality Not Properly Constrained by ACLs. This 

issue affects Booking and Rental Manager: from n/a through 2.3.8. 

2025-04-24 5.3 CVE-2025-39390 

Mattermost--

Mattermost 

  

Mattermost versions 10.4.x <= 10.4.2, 10.5.x <= 10.5.0, 9.11.x <= 9.11.10 fail to 

validate the uniqueness and quantity of task actions within the 

UpdateRunTaskActions GraphQL operation, which allows an attacker to create task 

items containing an excessive number of actions triggered by specific posts, 

overloading the server and leading to a denial-of-service (DoS) condition. 

2025-04-24 6.5 CVE-2025-35965 

MemberPress--

Memberpress 

  

The Memberpress plugin for WordPress is vulnerable to Sensitive Information 

Exposure in all versions up to, and including, 1.11.37 via the WordPress core search 

feature. This makes it possible for unauthenticated attackers to extract sensitive 

data from posts that have been restricted to higher-level roles such as 

administrator. 

2025-04-22 5.3 CVE-2024-11299 

https://www.cve.org/CVERecord?id=CVE-2025-32950
https://www.cve.org/CVERecord?id=CVE-2025-32951
https://www.cve.org/CVERecord?id=CVE-2025-32952
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https://www.cve.org/CVERecord?id=CVE-2025-3793
https://www.cve.org/CVERecord?id=CVE-2025-39390
https://www.cve.org/CVERecord?id=CVE-2025-35965
https://www.cve.org/CVERecord?id=CVE-2024-11299
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mgyura--Breeze 

Display 

  

The Breeze Display plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the 'cal_size' parameter in all versions up to, and including, 1.2.3 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-04-24 6.4 CVE-2025-3749 

miraheze--

ManageWiki 

  

ManageWiki is a MediaWiki extension allowing users to manage wikis. Prior to 

commit 00bebea, when enabling a conflicting extension, a restricted extension 

would be automatically disabled even if the user did not hold the ManageWiki-

restricted right. This issue has been patched in commit 00bebea. A workaround 

involves ensuring that any extensions requiring specific permissions in 

`$wgManageWikiExtensions` also require the same permissions for managing any 

conflicting extensions. 

2025-04-22 4.6 CVE-2025-32964 

Mitsubishi Electric 

Corporation--CC-

Link IE TSN Remote 

I/O module 

NZ2GN2S1-32D 

  

Improper Validation of Specified Quantity in Input vulnerability in Mitsubishi 

Electric Corporation CC-Link IE TSN Remote I/O module, CC-Link IE TSN Analog-

Digital Converter module, CC-Link IE TSN Digital-Analog Converter module, CC-Link 

IE TSN FPGA module and CC-Link IE TSN Remote Station Communication LSI CP620 

with GbE-PHY allows a remote unauthenticated attacker to cause a Denial of 

Service condition in the products by sending specially crafted UDP packets. 

2025-04-25 5.9 CVE-2025-3511 

N/A--N/A 

  

A flaw was found in Moodle. This vulnerability allows unauthorized users to access 

and view RSS feeds due to insufficient capability checks. 
2025-04-25 4.3 CVE-2025-3636 

NIH--BRICS 

  

NIH BRICS (aka Biomedical Research Informatics Computing System) through 

14.0.0-67 allows users who lack the InET role to access the InET module via direct 

requests to known endpoints. 

2025-04-23 4.3 CVE-2025-27581 

nortikin--Sverchok 

  

A vulnerability, which was classified as problematic, was found in nortikin Sverchok 

1.3.0. Affected is the function SvSetPropNodeMK2 of the file 

sverchok/nodes/object_nodes/getsetprop_mk2.py of the component Set Property 

Mk2 Node. The manipulation leads to improperly controlled modification of object 

prototype attributes ('prototype pollution'). It is possible to launch the attack 

remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-27 4.3 CVE-2025-3982 

oceanwp--Ocean 

Extra 

  

The Ocean Extra plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the plugin's 'oceanwp_icon' shortcode in all versions up to, and including, 2.4.6 

due to insufficient input sanitization and output escaping on user supplied 

attributes. This makes it possible for authenticated attackers, with contributor-

level access and above, to inject arbitrary web scripts in pages that will execute 

whenever a user accesses an injected page. 

2025-04-22 6.4 CVE-2025-3457 

oceanwp--Ocean 

Extra 

  

The Ocean Extra plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the 'ocean_gallery_id' parameter in all versions up to, and including, 2.4.6 due 

to insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. The Classic Editor plugin must be installed and activated to exploit 

the vulnerability. 

2025-04-22 6.4 CVE-2025-3458 

oceanwp--Ocean 

Extra 

  

The Ocean Extra plugin for WordPress is vulnerable to arbitrary shortcode 

execution in all versions up to, and including, 2.4.6. This is due to the software 

allowing users to execute an action that does not properly validate a value before 

running do_shortcode. This makes it possible for unauthenticated attackers to 

execute arbitrary shortcodes when WooCommerce is also installed and activated. 

2025-04-22 6.5 CVE-2025-3472 

OctoPrint--

OctoPrint 

  

OctoPrint provides a web interface for controlling consumer 3D printers. In 

versions up to and including 1.10.3, OctoPrint has a vulnerability that allows an 

attacker to bypass the login redirect and directly access the rendered HTML of 

certain frontend pages. The primary risk lies in potential future modifications to 

2025-04-22 4.3 CVE-2025-32788 

https://www.cve.org/CVERecord?id=CVE-2025-3749
https://www.cve.org/CVERecord?id=CVE-2025-32964
https://www.cve.org/CVERecord?id=CVE-2025-3511
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https://www.cve.org/CVERecord?id=CVE-2025-27581
https://www.cve.org/CVERecord?id=CVE-2025-3982
https://www.cve.org/CVERecord?id=CVE-2025-3457
https://www.cve.org/CVERecord?id=CVE-2025-3458
https://www.cve.org/CVERecord?id=CVE-2025-3472
https://www.cve.org/CVERecord?id=CVE-2025-32788
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the codebase that might incorrectly rely on the vulnerable internal functions for 

authentication checks, leading to security vulnerabilities. This issue has been 

patched in version 1.11.0. 

olarmarius--1 

Decembrie 1918 

  

The 1 Decembrie 1918 plugin for WordPress is vulnerable to Cross-Site Request 

Forgery in all versions up to, and including, 1.dec.2012. This is due to missing or 

incorrect nonce validation on the 1-decembrie-1918/1-decembrie-1918.php page. 

This makes it possible for unauthenticated attackers to update settings and inject 

malicious web scripts via a forged request granted they can trick a site 

administrator into performing an action such as clicking on a link. 

2025-04-25 6.1 CVE-2025-3870 

opplus--

springboot-admin 

  

A vulnerability was found in opplus springboot-admin 1.0 and classified as critical. 

This issue affects some unknown processing of the file 

\src\main\resources\mapper\sys\SysLogDao.xml. The manipulation of the 

argument order leads to sql injection. The attack may be initiated remotely. The 

exploit has been disclosed to the public and may be used. 

2025-04-27 6.3 CVE-2025-3957 

panhainan--DS-

Java 

  

A vulnerability was found in panhainan DS-Java 1.0 and classified as critical. This 

issue affects the function uploadUserPic.action of the file 

src/com/phn/action/FileUpload.java. The manipulation of the argument fileUpload 

leads to code injection. The attack may be initiated remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-21 6.3 CVE-2025-3842 

panhainan--DS-

Java 

  

A vulnerability was found in panhainan DS-Java 1.0. It has been classified as 

problematic. Affected is an unknown function. The manipulation leads to cross-site 

request forgery. It is possible to launch the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-21 4.3 CVE-2025-3843 

pixel_prime--

Reales WP - Real 

Estate WordPress 

Theme 

  

The Reales WP - Real Estate WordPress Theme theme for WordPress is vulnerable 

to unauthorized modification and loss of data due to a missing capability check on 

the 'reales_delete_file', 'reales_delete_file_plans', 'reales_add_to_favourites', and 

'reales_remove_from_favourites' functions in all versions up to, and including, 

2.1.2. This makes it possible for unauthenticated attackers to delete arbitrary 

attachments, and add or remove favorite property listings for any user. 

2025-04-24 5.3 CVE-2024-13307 

pnpm--pnpm 

  

pnpm is a package manager. Prior to version 10.0.0, the path shortening function 

uses the md5 function as a path shortening compression function, and if a collision 

occurs, it will result in the same storage path for two different libraries. Although 

the real names are under the package name /node_modoules/, there are no 

version numbers for the libraries they refer to. This issue has been patched in 

version 10.0.0. 

2025-04-23 6.5 CVE-2024-47829 

rafe007--Ajax 

Comment Form 

CST 

  

The Ajax Comment Form CST plugin for WordPress is vulnerable to Cross-Site 

Request Forgery in all versions up to, and including, 1.2. This is due to missing or 

incorrect nonce validation via the 'acform_cst_settings' page. This makes it 

possible for unauthenticated attackers to update settings and inject malicious web 

scripts via a forged request granted they can trick a site administrator into 

performing an action such as clicking on a link. 

2025-04-25 6.1 CVE-2025-3867 

Red Hat--Red Hat 

Enterprise Linux 9 

  

A vulnerability was found in mod_proxy_cluster. The issue is that the <Directory> 

directive should be replaced by the <Location> directive as the former does not 

restrict IP/host access as `Require ip IP_ADDRESS` would suggest. This means that 

anyone with access to the host might send MCMP requests that may result in 

adding/removing/updating nodes for the balancing. However, this host should not 

be accessible to the public network as it does not serve the general traffic. 

2025-04-23 5.4 CVE-2024-10306 

Red Hat--Red Hat 

  

A flaw has been identified in Moodle where insufficient capability checks in certain 

grade reports allowed users without the necessary permissions to access hidden 

grades. 

2025-04-25 5.3 CVE-2025-32045 

https://www.cve.org/CVERecord?id=CVE-2025-3870
https://www.cve.org/CVERecord?id=CVE-2025-3957
https://www.cve.org/CVERecord?id=CVE-2025-3842
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https://www.cve.org/CVERecord?id=CVE-2024-47829
https://www.cve.org/CVERecord?id=CVE-2025-3867
https://www.cve.org/CVERecord?id=CVE-2024-10306
https://www.cve.org/CVERecord?id=CVE-2025-32045
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Red Hat--Red Hat 

  

A flaw was found in Moodle. The return URL in the policy tool required additional 

sanitizing to prevent a reflected Cross-site scripting (XSS) risk. 
2025-04-25 5.4 CVE-2025-3643 

Red Hat--Red Hat 

  

A security vulnerability was discovered in Moodle that allows some users to access 

sensitive information about other students before they finish verifying their 

identities using two-factor authentication (2FA). 

2025-04-25 4.3 CVE-2025-3627 

Red Hat--Red Hat 

  

A flaw has was found in Moodle where anonymous assignment submissions can be 

de-anonymized via search, revealing student identities. 
2025-04-25 4.3 CVE-2025-3628 

Red Hat--Red Hat 

  

A security vulnerability was discovered in Moodle that allows students to enroll 

themselves in courses without completing all the necessary safety checks. 

Specifically, users can sign up for courses prematurely, even if they haven't finished 

two-step verification processes. 

2025-04-25 4.3 CVE-2025-3634 

Red Hat--Red Hat 

  

A flaw was found in Moodle. Insufficient capability checks made it possible for a 

user enrolled in a course to access some details, such as the full name and profile 

image URL, of other users they did not have permission to access. 

2025-04-25 4.3 CVE-2025-3640 

Red Hat--Red Hat 

  

A flaw was found in Moodle. Additional checks were required to prevent users 

from deleting course sections they did not have permission to modify. 
2025-04-25 4.3 CVE-2025-3644 

Red Hat--Red Hat 

  

A flaw was found in Moodle. Insufficient capability checks in a messaging web 

service allowed users to view other users' names and online statuses. 
2025-04-25 4.3 CVE-2025-3645 

Red Hat--Red Hat 

  

A flaw was discovered in Moodle. Additional checks were required to ensure that 

users can only access cohort data they are authorized to retrieve. 
2025-04-25 4.3 CVE-2025-3647 

rohanpawale--Add 

Google +1 (Plus 

one) social share 

Button 

  

The Add Google +1 (Plus one) social share Button plugin for WordPress is 

vulnerable to Cross-Site Request Forgery in all versions up to, and including, 1.0.0. 

This is due to missing or incorrect nonce validation on the google-plus-one-share-

button page. This makes it possible for unauthenticated attackers to update 

settings and inject malicious web scripts via a forged request granted they can trick 

a site administrator into performing an action such as clicking on a link. 

2025-04-25 6.1 CVE-2025-3866 

SAP_SE--SAP Field 

Logistics 

  

SAP Field Logistics Manage Logistics application OData meta-data property is 

vulnerable to data tampering, due to which certain fields could be externally 

modified by an attacker causing low impact on integrity of the application. 

Confidentiality and availability are not impacted. 

2025-04-22 4.3 CVE-2025-31327 

SAP_SE--SAP S/4 

HANA (Learning 

Solution) 

  

SAP Learning Solution is vulnerable to Cross-Site Request Forgery (CSRF), allowing 

an attacker to trick authenticated user into sending unintended requests to the 

server. GET-based OData function is named in a way that it violates the expected 

behaviour. This issue could impact both the confidentiality and integrity of the 

application without affecting the availability. 

2025-04-22 4.6 CVE-2025-31328 

ScriptAndTools--

eCommerce-

website-in-PHP 

  

A vulnerability was found in ScriptAndTools eCommerce-website-in-PHP 3.0 and 

classified as problematic. This issue affects some unknown processing of the file 

/admin/subscriber-csv.php. The manipulation leads to information disclosure. The 

attack may be initiated remotely. The exploit has been disclosed to the public and 

may be used. 

2025-04-27 5.3 CVE-2025-3975 

Serosoft--

Academia Student 

Information 

System 

  

An arbitrary file upload vulnerability via writefile.php of Serosoft Academia Student 

Information System (SIS) EagleR-1.0.118 allows attackers to execute arbitrary code 

via ../ in the filePath parameter. 

2025-04-26 6.4 CVE-2024-53636 

spiderdevs--

Advanced 

Accordion 

The Advanced Accordion Gutenberg Block plugin for WordPress is vulnerable to 

Stored Cross-Site Scripting via SVG File uploads in all versions up to, and including, 

5.0.1 due to insufficient input sanitization and output escaping. This makes it 

possible for authenticated attackers, with Author-level access and above, to inject 

2025-04-24 6.4 CVE-2025-2543 
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Gutenberg Block 

  

arbitrary web scripts in pages that will execute whenever a user accesses the SVG 

file. 

step-security--

harden-runner 

  

Harden-Runner is a CI/CD security agent that works like an EDR for GitHub Actions 

runners. Versions from 0.12.0 to before 2.12.0 are vulnerable to `disable-sudo` 

bypass. Harden-Runner includes a policy option `disable-sudo` to prevent the 

GitHub Actions runner user from using sudo. This is implemented by removing the 

runner user from the sudoers file. However, this control can be bypassed as the 

runner user, being part of the docker group, can interact with the Docker daemon 

to launch privileged containers or access the host filesystem. This allows the 

attacker to regain root access or restore the sudoers file, effectively bypassing the 

restriction. This issue has been patched in version 2.12.0. 

2025-04-21 6 CVE-2025-32955 

Tecnick--TCExam 

  
Multiple XSS (CWE-79) 2025-04-22 6.1 CVE-2025-23175 

terrillthompson--

Able Player, 

accessible HTML5 

media player 

  

The Able Player, accessible HTML5 media player plugin for WordPress is vulnerable 

to Stored Cross-Site Scripting via the 'preload' parameter in all versions up to, and 

including, 1.2.1 due to insufficient input sanitization and output escaping. This 

makes it possible for authenticated attackers, with Contributor-level access and 

above, to inject arbitrary web scripts in pages that will execute whenever a user 

accesses an injected page. 

2025-04-25 6.4 CVE-2025-3752 

TOTOLINK--

N150RT 

  

A vulnerability was found in TOTOLINK N150RT 3.4.0-B20190525. It has been rated 

as critical. This issue affects some unknown processing of the file 

/boafrm/formWsc. The manipulation of the argument localPin leads to command 

injection. The attack may be initiated remotely. The exploit has been disclosed to 

the public and may be used. 

2025-04-27 6.3 CVE-2025-3987 

Trellix--FireEye 

EDR HX 

  

A malicious third party could invoke a persistent denial of service vulnerability in 

FireEye EDR agent by sending a specially-crafted tamper protection event to the HX 

service to trigger an exception. This exception will prevent any further tamper 

protection events from being processed, even after a reboot of HX. 

2025-04-23 6.5 CVE-2025-0618 

uicore--UiCore 

Elements Free 

Elementor widgets 

and templates 

  

The UiCore Elements - Free Elementor widgets and templates plugin for WordPress 

is vulnerable to Stored Cross-Site Scripting via the UI Counter, UI Icon Box, UI 

Testimonial Slider, UI Testimonial Grid, and UI Testimonial Carousel widgets in all 

versions up to, and including, 1.0.16 due to insufficient input sanitization and 

output escaping. This makes it possible for authenticated attackers, with 

Contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-04-23 6.4 CVE-2025-1054 

vjinfotech--WP 

Import Export Lite 

  

The WP Import Export Lite plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the 'wpiePreviewData' function in all versions up to, and including, 

3.9.27 due to insufficient input sanitization and output escaping. This makes it 

possible for authenticated attackers, with Contributor-level access and above, to 

inject arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-04-22 6.4 CVE-2025-2839 

VW Themes--Sirat 

  

Missing Authorization vulnerability in VW Themes Sirat allows Exploiting 

Incorrectly Configured Access Control Security Levels. This issue affects Sirat: from 

n/a through 1.5.1. 

2025-04-24 4.3 CVE-2025-39385 

westguard--WS 

Form LITE Drag & 

Drop Contact Form 

Builder for 

WordPress 

  

The WS Form LITE - Drag & Drop Contact Form Builder for WordPress plugin for 

WordPress is vulnerable to unauthorized access of data due to a missing capability 

check on the 'get_config' function in all versions up to, and including, 1.10.35. This 

makes it possible for unauthenticated attackers to read the value of the plugin's 

settings, including API keys for integrated services. 

2025-04-25 5.3 CVE-2025-3912 

wijnbergdevelopm

ents--Tax Switch 

The Tax Switch for WooCommerce plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the 'class-name' parameter in all versions up to, and 
2025-04-22 6.4 CVE-2025-3814 

https://www.cve.org/CVERecord?id=CVE-2025-32955
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https://www.cve.org/CVERecord?id=CVE-2025-3814
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for WooCommerce 

  

including, 1.4.2 due to insufficient input sanitization and output escaping. This 

makes it possible for authenticated attackers, with Contributor-level access and 

above, to inject arbitrary web scripts in pages that will execute whenever a user 

accesses an injected page. 

withstars--Books-

Management-

System 

  

A vulnerability was found in withstars Books-Management-System 1.0. It has been 

declared as problematic. Affected by this vulnerability is an unknown functionality 

of the file /reader_delete.html. The manipulation leads to cross-site request 

forgery. The attack can be launched remotely. The exploit has been disclosed to 

the public and may be used. This vulnerability only affects products that are no 

longer supported by the maintainer. 

2025-04-27 4.3 CVE-2025-3959 

withstars--Books-

Management-

System 

  

A vulnerability, which was classified as problematic, was found in withstars Books-

Management-System 1.0. Affected is an unknown function of the file 

/api/article/del of the component Article Handler. The manipulation leads to cross-

site request forgery. It is possible to launch the attack remotely. The exploit has 

been disclosed to the public and may be used. This vulnerability only affects 

products that are no longer supported by the maintainer. 

2025-04-27 4.3 CVE-2025-3964 

wowjoy --Internet 

Doctor 

Workstation 

System 

  

A vulnerability classified as problematic was found in wowjoy æµ™æ±Ÿæ¹–

å·žå•Žå•“ä¿¡æ•¯ç§‘æŠ€æœ‰é™•å…¬å•¸ Internet Doctor Workstation System 1.0. 

This vulnerability affects unknown code of the file /v1/prescription/list. The 

manipulation leads to improper authorization. The attack can be initiated 

remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-27 4.3 CVE-2025-3980 

wowjoy --Internet 

Doctor 

Workstation 

System 

  

A vulnerability, which was classified as problematic, has been found in wowjoy 

æµ™æ±Ÿæ¹–å·žå•Žå•“ä¿¡æ•¯ç§‘æŠ€æœ‰é™•å…¬å•¸ Internet Doctor 

Workstation System 1.0. This issue affects some unknown processing of the file 

/v1/prescription/details/. The manipulation leads to improper authorization. The 

attack may be initiated remotely. The exploit has been disclosed to the public and 

may be used. The vendor was contacted early about this disclosure but did not 

respond in any way. 

2025-04-27 4.3 CVE-2025-3981 

wpswings--Upsell 

Funnel Builder for 

WooCommerce 

  

The Upsell Funnel Builder for WooCommerce plugin for WordPress is vulnerable to 

order manipulation in all versions up to, and including, 3.0.0. This is due to the 

plugin allowing the additional product ID and discount field to be manipulated 

prior to processing via the 'add_offer_in_cart' function. This makes it possible for 

unauthenticated attackers to arbitrarily update the product associated with any 

order bump, and arbitrarily update the discount applied to any order bump item, 

when adding it to the cart. 

2025-04-25 5.3 CVE-2025-3743 

xpertsclub--

Woocommerce 

Automatic Order 

Printing | ( 

Formerly 

WooCommerce 

Google Cloud 

Print) 

  

The Woocommerce Automatic Order Printing | ( Formerly WooCommerce Google 

Cloud Print) plugin for WordPress is vulnerable to Insecure Direct Object Reference 

in all versions up to, and including, 4.1 via the xc_woo_printer_preview AJAX action 

due to missing validation on a user controlled key. This makes it possible for 

authenticated attackers, with Subscriber-level access and above, to view other 

user's invoices and orders which can contain sensitive information. 

2025-04-24 4.3 CVE-2025-1284 

xxyopen--Novel-

Plus 

  

A vulnerability was found in xxyopen Novel-Plus 5.1.0. It has been classified as 

critical. This affects the function searchByPage of the file /book/searchByPage. The 

manipulation of the argument sort leads to sql injection. It is possible to initiate the 

attack remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-22 6.3 CVE-2025-3856 

YXJ2018--

SpringBoot-Vue-

A vulnerability classified as problematic was found in YXJ2018 SpringBoot-Vue-

OnlineExam 1.0. This vulnerability affects unknown code of the file 

/api/studentPWD. The manipulation of the argument studentId leads to unverified 

2025-04-21 4.3 CVE-2025-3849 

https://www.cve.org/CVERecord?id=CVE-2025-3959
https://www.cve.org/CVERecord?id=CVE-2025-3964
https://www.cve.org/CVERecord?id=CVE-2025-3980
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https://www.cve.org/CVERecord?id=CVE-2025-3743
https://www.cve.org/CVERecord?id=CVE-2025-1284
https://www.cve.org/CVERecord?id=CVE-2025-3856
https://www.cve.org/CVERecord?id=CVE-2025-3849
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OnlineExam 

  

password change. The attack can be initiated remotely. The exploit has been 

disclosed to the public and may be used. 

Zyxel--USG FLEX H 

series uOS 

firmware 

  

An improper privilege management vulnerability in the recovery function of the 

USG FLEX H series uOS firmware version V1.31 and earlier could allow an 

authenticated local attacker with administrator privileges to upload a crafted 

configuration file and escalate privileges on a vulnerable device. 

2025-04-22 6.7 CVE-2025-1732 

104 Corporation--

eHRMS 

The eHRMS from 104 Corporation has a Reflected Cross-site Scripting vulnerability, 

allowing unauthenticated remote attackers to execute arbitrary JavaScript codes in 

user's browser through phishing attacks. 

2025-04-28 6.1 CVE-2025-3706 

201206030--Novel 

A vulnerability was found in 201206030 Novel 3.5.0 and classified as critical. This 

issue affects the function updateBookChapter of the file 

src/main/java/io/github/xxyopen/novel/controller/author/AuthorController.java 

of the component Chapter Handler. The manipulation leads to improper access 

controls. The attack may be initiated remotely. The exploit has been disclosed to 

the public and may be used. The vendor was contacted early about this disclosure 

but did not respond in any way. 

2025-04-28 6.3 CVE-2025-4036 

20120630--Novel-

Plus 

A vulnerability was found in 20120630 Novel-Plus up to 

0e156c04b4b7ce0563bef6c97af4476fcda8f160. It has been rated as critical. 

Affected by this issue is the function list of the file novel-

system/src/main/java/com/java2nb/system/controller/SessionController.java. The 

manipulation leads to missing authentication. The attack may be launched 

remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-28 5.3 CVE-2025-4015 

20120630--Novel-

Plus 

A vulnerability classified as critical has been found in 20120630 Novel-Plus up to 

0e156c04b4b7ce0563bef6c97af4476fcda8f160. This affects the function 

deleteIndex of the file novel-

admin/src/main/java/com/java2nb/common/controller/LogController.java. The 

manipulation leads to improper authorization. It is possible to initiate the attack 

remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-28 5.4 CVE-2025-4016 

20120630--Novel-

Plus 

A vulnerability, which was classified as critical, has been found in 20120630 Novel-

Plus up to 0e156c04b4b7ce0563bef6c97af4476fcda8f160. This issue affects the 

function addCrawlSource of the file novel-

crawl/src/main/java/com/java2nb/novel/controller/CrawlController.java. The 

manipulation leads to missing authentication. The attack may be initiated 

remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-28 5.3 CVE-2025-4018 

20120630--Novel-

Plus 

A vulnerability classified as problematic was found in 20120630 Novel-Plus up to 

0e156c04b4b7ce0563bef6c97af4476fcda8f160. This vulnerability affects the 

function list of the file nnovel-

admin/src/main/java/com/java2nb/common/controller/LogController.java. The 

manipulation leads to improper authorization. The attack can be initiated 

remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-28 4.3 CVE-2025-4017 

ABB--ANC 

: Use of GET Request Method With Sensitive Query Strings vulnerability in ABB 

ANC, ABB ANC-L, ABB ANC-mini.This issue affects ANC: through 1.1.4; ANC-L: 

through 1.1.4; ANC-mini: through 1.1.4. 

2025-04-30 4.3 CVE-2024-9877 

AlanBinu007--

Spring-Boot-

Advanced-Projects 

A vulnerability, which was classified as critical, was found in AlanBinu007 Spring-

Boot-Advanced-Projects up to 3.1.3. This affects the function 

uploadUserProfileImage of the file /Spring-Boot-Advanced-Projects-main/Project-

4.SpringBoot-AWS-

S3/backend/src/main/java/com/urunov/profile/UserProfileController.jav of the 

component Upload Profile API Endpoint. The manipulation of the argument File 

2025-05-01 6.3 CVE-2025-4175 

https://www.cve.org/CVERecord?id=CVE-2025-1732
https://www.cve.org/CVERecord?id=CVE-2025-3706
https://www.cve.org/CVERecord?id=CVE-2025-4036
https://www.cve.org/CVERecord?id=CVE-2025-4015
https://www.cve.org/CVERecord?id=CVE-2025-4016
https://www.cve.org/CVERecord?id=CVE-2025-4018
https://www.cve.org/CVERecord?id=CVE-2025-4017
https://www.cve.org/CVERecord?id=CVE-2024-9877
https://www.cve.org/CVERecord?id=CVE-2025-4175
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leads to path traversal. It is possible to initiate the attack remotely. The exploit has 

been disclosed to the public and may be used. The vendor was contacted early 

about this disclosure but did not respond in any way. 

balasahebbhise--

Advanced Reorder 

Image Text Slider 

The Advanced Reorder Image Text Slider plugin for WordPress is vulnerable to 

Cross-Site Request Forgery in all versions up to, and including, 1.0. This is due to 

missing or incorrect nonce validation on the 'reorder-simple-image-text-slider-

setting' page. This makes it possible for unauthenticated attackers to update 

settings and inject malicious web scripts via a forged request granted they can trick 

a site administrator into performing an action such as clicking on a link. 

2025-05-03 6.1 CVE-2025-4188 

bdthemes--

Ultimate Store Kit 

Elementor 

powered 

WooCommerce 

Builder, 80+ 

Widgets and 

Template Builder 

The Ultimate Store Kit Elementor Addons, Woocommerce Builder, EDD Builder, 

Elementor Store Builder, Product Grid, Product Table, Woocommerce Slider plugin 

for WordPress is vulnerable to Cross-Site Request Forgery in all versions up to, and 

including, 2.4.1. This is due to missing or incorrect nonce validation on the dismiss() 

function. This makes it possible for unauthenticated attackers to set arbitrary user 

meta values to `1` which can be leveraged to lock and administrator out of their 

site via a forged request granted they can trick a site administrator into performing 

an action such as clicking on a link. 

2025-05-01 4.3 CVE-2025-2168 

Bosch Rexroth AG-

-ctrlX OS - Device 

Admin 

A vulnerability in the users configuration file of ctrlX OS may allow a remote 

authenticated (low-privileged) attacker to recover the plaintext passwords of other 

users. 

2025-04-30 6.5 CVE-2025-24340 

Bosch Rexroth AG-

-ctrlX OS - Device 

Admin 

A vulnerability in the web application of ctrlX OS allows a remote authenticated 

(low-privileged) attacker to induce a Denial-of-Service (DoS) condition on the 

device via multiple crafted HTTP requests. In the worst case, a full power cycle is 

needed to regain control of the device. 

2025-04-30 6.5 CVE-2025-24341 

Bosch Rexroth AG-

-ctrlX OS - Device 

Admin 

A vulnerability in the "Hosts" functionality of the web application of ctrlX OS allows 

a remote authenticated (low-privileged) attacker to manipulate the "hosts" file in 

an unintended manner via a crafted HTTP request. 

2025-04-30 6.3 CVE-2025-24345 

Bosch Rexroth AG-

-ctrlX OS - Device 

Admin 

A vulnerability in the "Network Interfaces" functionality of the web application of 

ctrlX OS allows a remote authenticated (low-privileged) attacker to manipulate the 

network configuration file via a crafted HTTP request. 

2025-04-30 6.5 CVE-2025-24347 

Bosch Rexroth AG-

-ctrlX OS - Device 

Admin 

A vulnerability in the "Backup & Restore" functionality of the web application of 

ctrlX OS allows a remote authenticated (lowprivileged) attacker to access secret 

information via multiple crafted HTTP requests. 

2025-04-30 6.5 CVE-2025-27532 

Bosch Rexroth AG-

-ctrlX OS - Device 

Admin 

A vulnerability in the web application of ctrlX OS allows a remote unauthenticated 

attacker to conduct various attacks against users of the vulnerable system, 

including web cache poisoning or Man-in-the-Middle (MitM), via a crafted HTTP 

request. 

2025-04-30 5 CVE-2025-24339 

Bosch Rexroth AG-

-ctrlX OS - Device 

Admin 

A vulnerability in the login functionality of the web application of ctrlX OS allows a 

remote unauthenticated attacker to guess valid usernames via multiple crafted 

HTTP requests. 

2025-04-30 5.3 CVE-2025-24342 

Bosch Rexroth AG-

-ctrlX OS - Device 

Admin 

A vulnerability in the "Network Interfaces" functionality of the web application of 

ctrlX OS allows a remote authenticated (low-privileged) attacker to manipulate the 

wireless network configuration file via a crafted HTTP request. 

2025-04-30 5.4 CVE-2025-24348 

Bosch Rexroth AG-

-ctrlX OS - 

Solutions 

A vulnerability in the error notification messages of the web application of ctrlX OS 

allows a remote unauthenticated attacker to inject arbitrary HTML tags and, 

possibly, execute arbitrary client-side code in the context of another user's browser 

via a crafted HTTP request. 

2025-04-30 6.3 CVE-2025-24344 

Bosch Rexroth AG-

-ctrlX OS - 

A vulnerability in the "Manages app data" functionality of the web application of 

ctrlX OS allows a remote authenticated (low-privileged) attacker to write arbitrary 

files in arbitrary file system paths via a crafted HTTP request. 

2025-04-30 5.4 CVE-2025-24343 
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Boss Media--

Buddyboss 

Platform 

The Buddyboss Platform plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the 'bp_nouveau_ajax_media_save' function in all versions up to, and 

including, 2.8.50 due to insufficient input sanitization and output escaping. This 

makes it possible for authenticated attackers, with Subscriber-level access and 

above, to inject arbitrary web scripts in pages that will execute whenever a user 

accesses an injected page. The vulnerability was partially patched in version 2.8.41. 

2025-05-02 6.4 CVE-2024-13859 

Boss Media--

Buddyboss 

Platform 

The Buddyboss Platform plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the 'bbp_topic_title' parameter in all versions up to, and including, 

2.8.50 due to insufficient input sanitization and output escaping. This makes it 

possible for authenticated attackers, with Subscriber-level access and above, to 

inject arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. The vulnerability was partially patched in version 2.8.41. 

2025-05-02 6.4 CVE-2024-13860 

Boss Media--

Buddyboss 

Platform 

  

The Buddyboss Platform plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the 'invitee_name' parameter in all versions up to, and including, 

2.8.50 due to insufficient input sanitization and output escaping. This makes it 

possible for authenticated attackers, with Subscriber-level access and above, to 

inject arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. The vulnerability was partially patched in version 2.8.41. 

2025-05-02 6.4 CVE-2024-13858 

code-projects--

ATM Banking 

A vulnerability was found in code-projects ATM Banking 1.0. It has been classified 

as critical. Affected is the function moneyDeposit/moneyWithdraw. The 

manipulation leads to business logic errors. Local access is required to approach 

this attack. The exploit has been disclosed to the public and may be used. 

2025-04-28 4.4 CVE-2025-4037 

code-projects--

Clothing Store 

Management 

System 

A vulnerability, which was classified as critical, was found in code-projects Clothing 

Store Management System up to 1.0. Affected is the function add_item. The 

manipulation of the argument st.productname leads to stack-based buffer 

overflow. Attacking locally is a requirement. The exploit has been disclosed to the 

public and may be used. 

2025-04-29 5.3 CVE-2025-4061 

code-projects--

Online Bus 

Reservation 

System 

A vulnerability, which was classified as critical, has been found in code-projects 

Online Bus Reservation System 1.0. Affected by this issue is some unknown 

functionality of the file /print.php. The manipulation of the argument ID leads to 

sql injection. The attack may be launched remotely. The exploit has been disclosed 

to the public and may be used. 

2025-05-03 6.3 CVE-2025-4243 

code-projects--

Online Bus 

Reservation 

System 

A vulnerability, which was classified as critical, was found in code-projects Online 

Bus Reservation System 1.0. This affects an unknown part of the file 

/seatlocation.php. The manipulation of the argument ID leads to sql injection. It is 

possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. 

2025-05-03 6.3 CVE-2025-4244 

code-projects--

Patient Record 

Management 

System 

A vulnerability was found in code-projects Patient Record Management System 1.0. 

It has been classified as critical. This affects an unknown part of the file 

/edit_spatient.php. The manipulation of the argument ID leads to sql injection. It is 

possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. 

2025-04-28 6.3 CVE-2025-4021 

code-projects--

Patient Record 

Management 

System 

A vulnerability classified as critical has been found in code-projects Patient Record 

Management System 1.0. Affected is an unknown function of the file 

/edit_xpatient.php. The manipulation of the argument lastname leads to sql 

injection. It is possible to launch the attack remotely. The exploit has been 

disclosed to the public and may be used. Other parameters might be affected as 

well. 

2025-05-02 6.3 CVE-2025-4197 

code-projects--

Personal Diary 

A vulnerability was found in code-projects Personal Diary Management System 1.0 

and classified as critical. Affected by this issue is the function addrecord of the 
2025-04-28 5.3 CVE-2025-4029 
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Management 

System 

component New Record Handler. The manipulation of the argument filename 

leads to stack-based buffer overflow. Local access is required to approach this 

attack. The exploit has been disclosed to the public and may be used. 

code-projects--

Prison 

Management 

System 

A vulnerability classified as critical was found in code-projects Prison Management 

System 1.0. This vulnerability affects the function addrecord of the component 

Prison_Mgmt_Sys. The manipulation of the argument filename leads to stack-

based buffer overflow. An attack has to be approached locally. The exploit has 

been disclosed to the public and may be used. 

2025-04-29 5.3 CVE-2025-4059 

code-projects--

Product 

Management 

System 

A vulnerability, which was classified as critical, has been found in code-projects 

Product Management System 1.0. Affected by this issue is the function add_item. 

The manipulation of the argument st.productname leads to stack-based buffer 

overflow. An attack has to be approached locally. The exploit has been disclosed to 

the public and may be used. 

2025-04-29 5.3 CVE-2025-4069 

code-projects--

School Billing 

System 

A vulnerability classified as critical was found in code-projects School Billing System 

1.0. This vulnerability affects the function searchrec. The manipulation of the 

argument Name leads to stack-based buffer overflow. It is possible to launch the 

attack on the local host. The exploit has been disclosed to the public and may be 

used. 

2025-04-29 5.3 CVE-2025-4077 

code-projects--

Simple Movie 

Ticket Booking 

System 

A vulnerability classified as critical was found in code-projects Simple Movie Ticket 

Booking System 1.0. Affected by this vulnerability is the function changeprize. The 

manipulation of the argument prize leads to stack-based buffer overflow. The 

attack needs to be approached locally. The exploit has been disclosed to the public 

and may be used. 

2025-04-29 5.3 CVE-2025-4068 

code-projects--

Student 

Information 

Management 

System 

A vulnerability was found in code-projects Student Information Management 

System 1.0 and classified as critical. Affected by this issue is the function cancel. 

The manipulation of the argument first_name/last_name leads to stack-based 

buffer overflow. The attack needs to be approached locally. The exploit has been 

disclosed to the public and may be used. 

2025-04-29 5.3 CVE-2025-4063 

code-projects--

Theater Seat 

Booking System 

A vulnerability has been found in code-projects Theater Seat Booking System 1.0 

and classified as critical. Affected by this vulnerability is the function cancel. The 

manipulation of the argument cancelcustomername leads to stack-based buffer 

overflow. It is possible to launch the attack on the local host. The exploit has been 

disclosed to the public and may be used. 

2025-04-29 5.3 CVE-2025-4062 

code-projects--

Train Ticket 

Reservation 

System 

A vulnerability was found in code-projects Train Ticket Reservation System 1.0. It 

has been declared as critical. Affected by this vulnerability is the function 

Reservation of the component Ticket Reservation. The manipulation of the 

argument Name leads to stack-based buffer overflow. Attacking locally is a 

requirement. The exploit has been disclosed to the public and may be used. 

2025-04-28 5.3 CVE-2025-4038 

codework--

Subpage List 

The Subpage List plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the plugin's 'subpages' shortcode in all versions up to, and including, 1.3.3 due 

to insufficient input sanitization and output escaping on user supplied attributes. 

This makes it possible for authenticated attackers, with contributor-level access 

and above, to inject arbitrary web scripts in pages that will execute whenever a 

user accesses an injected page. 

2025-05-03 6.4 CVE-2025-4168 

David Gwyer--

Simple Sitemap 

Create a 

Responsive HTML 

Sitemap 

Missing Authorization vulnerability in David Gwyer Simple Sitemap - Create a 

Responsive HTML Sitemap.This issue affects Simple Sitemap - Create a Responsive 

HTML Sitemap: from n/a through 3.5.14. 

2025-04-30 4.3 CVE-2025-39413 

dazhouda--lecms 
A vulnerability classified as problematic has been found in dazhouda lecms 3.0.3. 

This affects an unknown part of the file /index.php?my-profile-ajax-1 of the 

component Personal Information Page. The manipulation leads to cross-site 

2025-04-28 4.3 CVE-2025-3997 

https://www.cve.org/CVERecord?id=CVE-2025-4059
https://www.cve.org/CVERecord?id=CVE-2025-4069
https://www.cve.org/CVERecord?id=CVE-2025-4077
https://www.cve.org/CVERecord?id=CVE-2025-4068
https://www.cve.org/CVERecord?id=CVE-2025-4063
https://www.cve.org/CVERecord?id=CVE-2025-4062
https://www.cve.org/CVERecord?id=CVE-2025-4038
https://www.cve.org/CVERecord?id=CVE-2025-4168
https://www.cve.org/CVERecord?id=CVE-2025-39413
https://www.cve.org/CVERecord?id=CVE-2025-3997
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request forgery. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. 

Dell--PowerProtect 

Data Manager 

Dell PowerProtect Data Manager Reporting, version(s) 19.17, 19.18 contain(s) an 

Improper Encoding or Escaping of Output vulnerability. A high privileged attacker 

with local access could potentially exploit this vulnerability to inject arbitrary web 

script or html in reporting outputs. 

2025-04-28 4.2 CVE-2025-23377 

DevExpress--

DevExpress 
DevExpress before 23.1.3 allows AsyncDownloader SSRF. 2025-04-28 5 CVE-2023-35817 

devsoftbaltic--

SurveyJS: Drag & 

Drop WordPress 

Form Builder to 

create, style and 

embed multiple 

forms of any 

complexity 

The SurveyJS plugin for WordPress is vulnerable to Stored Cross-Site Scripting via 

the 'id' parameter in all versions up to, and including, 1.12.32 due to insufficient 

input sanitization and output escaping. This makes it possible for authenticated 

attackers, with Contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-05-03 6.4 CVE-2025-3815 

Elastic--APM 

Server 

APM server logs could contain parts of the document body from a partially failed 

bulk index request. Depending on the nature of the document, this could disclose 

sensitive information in APM Server error logs. 

2025-05-01 5.7 CVE-2024-11994 

Elastic--Elastic 

Agent 

Inclusion of functionality from an untrusted control sphere in Elastic Agent 

subprocess, osqueryd, allows local attackers to execute arbitrary code via 

parameter injection. An attacker requires local access and the ability to modify 

osqueryd configurations. 

2025-05-01 4.4 CVE-2024-52976 

Elastic--Elastic 

Agent and Elastic 

Defend 

Exposure of sensitive information to local unauthorized actors in Elastic Agent and 

Elastic Security Endpoint can lead to loss of confidentiality and impersonation of 

Endpoint to the Elastic Stack. This issue was identified by Elastic engineers and 

Elastic has no indication that it is known or has been exploited by malicious actors. 

2025-05-01 6.2 CVE-2023-46669 

Elastic--

Elasticsearch 

Uncontrolled Resource Consumption in Elasticsearch while evaluating specifically 

crafted search templates with Mustache functions can lead to Denial of Service by 

causing the Elasticsearch node to crash. 

2025-05-01 6.5 CVE-2024-52979 

Elastic--Kibana 

Unrestricted upload of a file with dangerous type in Kibana can lead to arbitrary 

JavaScript execution in a victim's browser (XSS) via crafted HTML and JavaScript 

files. The attacker must have access to the Synthetics app AND/OR have access to 

write to the synthetics indices. 

2025-05-01 5.4 CVE-2024-11390 

Elastic--Kibana 

Unrestricted file upload in Kibana allows an authenticated attacker to compromise 

software integrity by uploading a crafted malicious file due to insufficient server-

side validation. 

2025-05-01 4.3 CVE-2025-25016 

Fave Themes--

Homey 

The Homey theme for WordPress is vulnerable to unauthorized modification of 

data due to a missing capability check on the homey_reservation_del() function in 

all versions up to, and including, 2.4.4. This makes it possible for authenticated 

attackers, with Subscriber-level access and above, to delete arbitrary reservations 

and posts. 

2025-05-02 4.3 CVE-2025-1326 

Fave Themes--

Homey 

The Homey theme for WordPress is vulnerable to Insecure Direct Object Reference 

in all versions up to, and including, 2.4.4 via the 'homey_delete_user_account' 

action due to missing validation on a user controlled key. This makes it possible for 

authenticated attackers, with Subscriber-level access and above, to delete other 

user's accounts. 

2025-05-02 4.3 CVE-2025-1327 

Fortra--

GoAnywhere MFT 

Missing input validation in certain features of the Web Client of Fortra's 

GoAnywhere prior to version 7.8.0 allows an attacker with permission to trigger 

emails to insert arbitrary HTML or JavaScript into an email. 

2025-04-28 6.3 CVE-2024-11922 

https://www.cve.org/CVERecord?id=CVE-2025-23377
https://www.cve.org/CVERecord?id=CVE-2023-35817
https://www.cve.org/CVERecord?id=CVE-2025-3815
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https://www.cve.org/CVERecord?id=CVE-2024-52976
https://www.cve.org/CVERecord?id=CVE-2023-46669
https://www.cve.org/CVERecord?id=CVE-2024-52979
https://www.cve.org/CVERecord?id=CVE-2024-11390
https://www.cve.org/CVERecord?id=CVE-2025-25016
https://www.cve.org/CVERecord?id=CVE-2025-1326
https://www.cve.org/CVERecord?id=CVE-2025-1327
https://www.cve.org/CVERecord?id=CVE-2024-11922
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fullservices--FULL 

Cliente 

The FULL - Cliente plugin for WordPress is vulnerable to SQL Injection via the 

'formId' parameter in all versions 3.1.5 to 3.1.25 due to insufficient escaping on the 

user supplied parameter and lack of sufficient preparation on the existing SQL 

query. This makes it possible for authenticated attackers, with Subscriber-level 

access and above, to append additional SQL queries into already existing queries 

that can be used to extract sensitive information from the database. This is only 

exploitable when the PRO version of the plugin is activated, along with Elementor 

Pro and Elementor CRM. 

2025-05-02 6.5 CVE-2024-12023 

G5Theme--Benaa 

Framework 

Multiple plugins and/or themes for WordPress using Smart Framework are 

vulnerable to Stored Cross-Site Scripting due to a missing capability check on the 

saveOptions() and importThemeOptions() functions in various versions. This makes 

it possible for authenticated attackers, with Subscriber-level access and above, to 

update the plugin's settings which includes custom JavaScript that is enabled site-

wide. This issue was escalated to Envato over two months from the date of this 

disclosure and the issue is still vulnerable. 

2025-05-02 6.4 CVE-2024-13419 

G5Theme--Benaa 

Framework 

Multiple plugins and/or themes for WordPress are vulnerable to unauthorized 

access due to a missing capability check on several AJAX actions like 

'gsf_reset_section_options', 'gsf_reset_section_options', 

'gsf_create_preset_options' and more in various versions. This makes it possible 

for authenticated attackers, with Subscriber-level access and above, to reset and 

modify some of the plugin/theme settings. This issue was escalated to Envato over 

two months from the date of this disclosure and the issues, while partially patched, 

are still vulnerable. 

2025-05-02 4.3 CVE-2024-13420 

garubi--

GmapsMania 

The GmapsMania plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the plugin's gmap shortcode in all versions up to, and including, 1.1 due to 

insufficient input sanitization and output escaping on user supplied attributes. This 

makes it possible for authenticated attackers, with contributor-level access and 

above, to inject arbitrary web scripts in pages that will execute whenever a user 

accesses an injected page. 

2025-05-02 6.4 CVE-2025-4131 

GFI--MailEssentials 

GFI MailEssentials prior to version 21.8 is vulnerable to an XML External Entity 

(XXE) issue. An authenticated and remote attacker can send crafted HTTP requests 

to read arbitrary system files. 

2025-04-28 6.5 CVE-2025-34490 

Google--AngularJS 

Improper sanitization of the value of the 'href' and 'xlink:href' attributes in 

'<image>' SVG elements in AngularJS allows attackers to bypass common image 

source restrictions. This can lead to a form of Content 

Spoofing https://owasp.org/www-community/attacks/Content_Spoofing and also 

negatively affect the application's performance and behavior by using too large or 

slow-to-load images. This issue affects all versions of AngularJS. Note: The 

AngularJS project is End-of-Life and will not receive any updates to address this 

issue. For more information see here https://docs.angularjs.org/misc/version-

support-status . 

2025-04-29 4.8 CVE-2025-0716 

Gosoft Software--

Proticaret E-

Commerce 

Cross-Site Request Forgery (CSRF) vulnerability in Gosoft Software Proticaret E-

Commerce allows Cross Site Request Forgery.This issue affects Proticaret E-

Commerce: before v6.0 NOTE: According to the vendor, fixing process is still 

ongoing for v4.05. 

2025-05-02 5.4 CVE-2024-11142 

Gravity Forms--

Gravity Forms 

WebHooks 

The Gravity Forms WebHooks plugin for WordPress is vulnerable to Server-Side 

Request Forgery in all versions up to, and including, 1.6.0 via the 'process_feed' 

method of the GF_Webhooks class This makes it possible for authenticated 

attackers, with Administrator-level access and above, to make web requests to 

arbitrary locations originating from the web application and can be used to query 

and modify information from internal services. 

2025-05-01 5.5 CVE-2024-13845 

handrew--

browserpilot 
A vulnerability was found in handrew browserpilot up to 0.2.51. It has been 

declared as critical. Affected by this vulnerability is the function GPTSeleniumAgent 
2025-05-02 5.3 CVE-2025-4218 

https://www.cve.org/CVERecord?id=CVE-2024-12023
https://www.cve.org/CVERecord?id=CVE-2024-13419
https://www.cve.org/CVERecord?id=CVE-2024-13420
https://www.cve.org/CVERecord?id=CVE-2025-4131
https://www.cve.org/CVERecord?id=CVE-2025-34490
https://owasp.org/www-community/attacks/Content_Spoofing
https://www.cve.org/CVERecord?id=CVE-2025-0716
https://www.cve.org/CVERecord?id=CVE-2024-11142
https://www.cve.org/CVERecord?id=CVE-2024-13845
https://www.cve.org/CVERecord?id=CVE-2025-4218
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of the file browserpilot/browserpilot/agents/gpt_selenium_agent.py. The 

manipulation of the argument instructions leads to code injection. The attack 

needs to be approached locally. The exploit has been disclosed to the public and 

may be used. 

HashiCorp--Vault 

Vault Community, Vault Enterprise ("Vault") Azure Auth method did not correctly 

validate the claims in the Azure-issued token, resulting in the potential bypass of 

the bound_locations parameter on login. Fixed in Vault Community Edition 1.19.1 

and Vault Enterprise 1.19.1, 1.18.7, 1.17.14, 1.16.18. 

2025-05-02 6.6 CVE-2025-3879 

HashiCorp--Vault 

Vault Community and Vault Enterprise Key/Value (kv) Version 2 plugin may 

unintentionally expose sensitive information in server and audit logs when users 

submit malformed payloads during secret creation or update operations via the 

Vault REST API. This vulnerability, identified as CVE-2025-4166, is fixed in Vault 

Community 1.19.3 and Vault Enterprise 1.19.3, 1.18.9, 1.17.16, 1.16.20. 

2025-05-02 4.5 CVE-2025-4166 

HCL Software--HCL 

Domino Leap 

Insufficient sanitization policy in HCL Leap allows client-side script injection in the 

deployed application through the HTML widget. 
2025-04-30 6.3 CVE-2024-30115 

HCL Software--HCL 

Domino Leap 

Multiple vectors in HCL Domino Volt and Domino Leap allow client-side script 

injection in the authoring environment and deployed applications. 
2025-04-30 6.5 CVE-2024-30145 

HCL Software--HCL 

Domino Leap 

Insufficient default configuration in HCL Leap allows anonymous access to directory 

information. 
2025-04-30 5.3 CVE-2023-45721 

HCL Software--HCL 

Domino Leap 

Improper access control of endpoint in HCL Domino Leap allows certain admin 

users to import applications from the server's filesystem. 
2025-04-30 4.1 CVE-2024-30146 

HCL Software--HCL 

Domino Volt 

Unsafe default file type filter policy in HCL Domino Volt allows upload of .html file 

and execution of unsafe JavaScript in deployed applications. 
2025-04-30 4.6 CVE-2022-27562 

HCL Software--HCL 

Domino Volt 

Unsafe default file type filter policy in HCL Domino Volt allows upload of .html file 

and execution of unsafe JavaScript in deployed applications 
2025-04-30 4.6 CVE-2022-42449 

HCL Software--HCL 

Domino Volt 

Improper sanitization of SVG files in HCL Domino Volt allows client-side script 

injection in deployed applications. 
2025-04-30 4.6 CVE-2022-42450 

IBM--Cloud Pak for 

Business 

Automation 

IBM Cloud Pak for Business Automation 24.0.0 through 24.0.0 IF004 and 24.0.1 

through 24.0.1 IF001 is vulnerable to cross-site scripting. This vulnerability allows 

an unauthenticated attacker to embed arbitrary JavaScript code in the Web UI thus 

altering the intended functionality potentially leading to credentials disclosure 

within a trusted session. 

2025-05-03 6.1 CVE-2024-41753 

IBM--Cloud Pak for 

Business 

Automation 

IBM Cloud Pak for Business Automation 24.0.0 and 24.0.1 through 24.0.1 IF001 

Authoring allows an authenticated user to bypass client-side data validation in an 

authoring user interface which could cause a denial of service. 

2025-05-03 6.5 CVE-2025-1838 

IBM--Concert 

Software 

IBM Concert Software 1.0.0 through 1.0.5 could allow an authenticated user to 

cause a denial of service due to the expansion of archive files without controlling 

resource consumption. 

2025-05-02 6.5 CVE-2024-55909 

IBM--Concert 

Software 

IBM Concert Software 1.0.0 through 1.0.5 is vulnerable to server-side request 

forgery (SSRF). This may allow an authenticated attacker to send unauthorized 

requests from the system, potentially leading to network enumeration or 

facilitating other attacks. 

2025-05-02 6.5 CVE-2024-55910 

IBM--Concert 

Software 

IBM Concert Software 1.0.0 through 1.0.5 uses weaker than expected 

cryptographic algorithms that could allow an attacker to decrypt highly sensitive 

information. 

2025-05-02 5.9 CVE-2024-55912 

IBM--Concert 

Software 

IBM Concert Software 1.0.0 through 1.0.5 could allow a remote attacker to 

traverse directories on the system. An attacker could send a specially crafted URL 

request containing "dot dot" sequences (/../) to view arbitrary files on the system. 

2025-05-02 5.3 CVE-2024-55913 
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IBM--Db2 for 

Linux, UNIX and 

Windows 

IBM Db2 for Linux, UNIX and Windows 12.1.0 and 12.1.1 is vulnerable to a denial of 

service as the server may crash under certain conditions with a specially crafted 

query. 

2025-05-01 5.3 CVE-2024-52903 

IBM--IBM Business 

Automation 

Workflow 

IBM Business Automation Workflow 24.0.0 and 24.0.1 through 24.0.1 IF001 Center 

may leak sensitive information due to missing authorization validation. 
2025-05-03 4.3 CVE-2025-1495 

IBM--MQ Operator 

IBM MQ Container when used with the IBM MQ Operator LTS 2.0.0 through 2.0.29, 

MQ Operator CD 3.0.0, 3.0.1, 3.1.0 through 3.1.3, 3.3.0, 3.4.0, 3.4.1, 3.5.0, 3.5.1, 

and MQ Operator SC2 3.2.0 through 3.2.10 and configured with Cloud Pak for 

Integration Keycloak could disclose sensitive information to a privileged user. 

2025-05-01 6 CVE-2025-1333 

IBM--MQ Operator 

IBM MQ Operator LTS 2.0.0 through 2.0.29, MQ Operator CD 3.0.0, 3.0.1, 3.1.0 

through 3.1.3, 3.3.0, 3.4.0, 3.4.1, 3.5.0, 3.5.1, and MQ Operator SC2 3.2.0 through 

3.2.10 Client connecting to a MQ Queue Manager can cause a SIGSEGV in the 

AMQRMPPA channel process terminating it. 

2025-05-01 6.5 CVE-2025-27365 

IBM--Operational 

Decision Manager 

IBM Operational Decision Manager 8.11.0.1, 8.11.1.0, 8.12.0.1, and 9.0.0.1 is 

vulnerable to cross-site scripting. This vulnerability allows an unauthenticated 

attacker to embed arbitrary JavaScript code in the Web UI thus altering the 

intended functionality potentially leading to credentials disclosure within a trusted 

session. 

2025-04-29 6.1 CVE-2025-1551 

inclusionAI--

AWorld 

A vulnerability was found in inclusionAI AWorld up to 

8c257626e648d98d793dd9a1a950c2af4dd84c4e. It has been rated as critical. This 

issue affects the function subprocess.run/subprocess.Popen of the file 

AWorld/aworld/virtual_environments/terminals/shell_tool.py. The manipulation 

leads to os command injection. The attack may be initiated remotely. The 

complexity of an attack is rather high. The exploitation is known to be difficult. The 

exploit has been disclosed to the public and may be used. This product does not 

use versioning. This is why information about affected and unaffected releases are 

unavailable. 

2025-04-28 5 CVE-2025-4032 

inspireui--MStore 

API Create Native 

Android & iOS 

Apps On The Cloud 

The MStore API - Create Native Android & iOS Apps On The Cloud plugin for 

WordPress is vulnerable to limited privilege escalation in all versions up to, and 

including, 4.17.4. This is due to a lack of restriction of role when registering. This 

makes it possible for unauthenticated attackers to to register with the 

'wcfm_vendor' role, which is a Store Vendor role in the WCFM Marketplace - 

Multivendor Marketplace for WooCommerce plugin for WordPress. The 

vulnerability can only be exploited if the WCFM Marketplace - Multivendor 

Marketplace for WooCommerce plugin is installed and activated. The vulnerability 

was partially patched in version 4.17.3. 

2025-05-02 6.5 CVE-2025-3438 

jegstudio--

Gutenverse 

Ultimate Block 

Addons and Page 

Builder for Site 

Editor 

The Gutenverse - Ultimate Block Addons and Page Builder for Site Editor plugin for 

WordPress is vulnerable to Stored Cross-Site Scripting via the plugin's countdown 

Block in all versions up to, and including, 2.2.1 due to insufficient input sanitization 

and output escaping on user supplied attributes. This makes it possible for 

authenticated attackers, with contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-04-29 6.4 CVE-2025-2893 

johanaarstein--AM 

LottiePlayer 

The AM LottiePlayer plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via uploaded lottie files in all versions up to, and including, 3.5.3 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Author-level access and above, to inject arbitrary 

web scripts in pages that will execute whenever a user accesses an injected page. 

2025-05-01 6.4 CVE-2025-1529 

katzwebdesign--

VerticalResponse 

Newsletter Widget 

The VerticalResponse Newsletter Widget plugin for WordPress is vulnerable to 

Stored Cross-Site Scripting via the plugin's 'verticalresponse' shortcode in all 

versions up to, and including, 1.6 due to insufficient input sanitization and output 

escaping on user supplied attributes. This makes it possible for authenticated 

2025-05-03 6.4 CVE-2025-4172 
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attackers, with contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

kiwichat--KiwiChat 

NextClient 

The KiwiChat NextClient plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the 'url' parameter in all versions up to, and including, 6.2 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-05-02 6.4 CVE-2025-3670 

KUNBUS GmbH--

Revolution Pi 

PiCtory 

KUNBUS PiCtory version 2.11.1 and earlier are vulnerable to a cross-site-scripting 

attack via the sso_token used for authentication. If an attacker provides the user 

with a PiCtory URL containing an HTML script as an sso_token, that script will reply 

to the user and be executed. 

2025-05-01 6.1 CVE-2025-36558 

LB-LINK--BL-

AC3600 

A vulnerability classified as critical has been found in LB-LINK BL-AC3600 up to 

1.0.22. This affects the function easy_uci_set_option_string_0 of the file /cgi-

bin/lighttpd.cgi of the component Password Handler. The manipulation of the 

argument routepwd leads to command injection. It is possible to initiate the attack 

remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-29 6.3 CVE-2025-4076 

michelegiorgi--

Formality 

The Formality plugin for WordPress is vulnerable to Stored Cross-Site Scripting via 

the 'align' parameter in all versions up to, and including, 1.5.8 due to insufficient 

input sanitization and output escaping. This makes it possible for authenticated 

attackers, with Contributor-level access and above, to inject arbitrary web scripts in 

pages that will execute whenever a user accesses an injected page. 

2025-05-02 6.4 CVE-2025-3858 

Microsoft--

Microsoft Edge 

(Chromium-based) 

User interface (ui) misrepresentation of critical information in Microsoft Edge 

(Chromium-based) allows an unauthorized attacker to perform spoofing over a 

network. 

2025-05-02 6.5 CVE-2025-29825 

mra13--WordPress 

Simple Shopping 

Cart 

The WordPress Simple Shopping Cart plugin for WordPress is vulnerable to 

Insecure Direct Object Reference in all versions up to, and including, 5.1.3 due to 

lack of randomization of a user controlled key. This makes it possible for 

unauthenticated attackers to access customer shopping carts and edit product 

links, add or delete products, and discover coupon codes. 

2025-05-01 6.5 CVE-2025-3874 

mra13--WordPress 

Simple Shopping 

Cart 

The WordPress Simple Shopping Cart plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the plugin's 'wp_cart_button' shortcode in all versions up 

to, and including, 5.1.3 due to insufficient input sanitization and output escaping 

on user supplied attributes. This makes it possible for authenticated attackers, with 

contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-05-01 6.4 CVE-2025-3890 

mra13--WordPress 

Simple Shopping 

Cart 

The WordPress Simple Shopping Cart plugin for WordPress is vulnerable to 

Insecure Direct Object Reference in all versions up to, and including, 5.1.3 via the 

'process_payment_data' due to missing validation on a user controlled key. This 

makes it possible for unauthenticated attackers to change the quantity of a 

product to a negative number, which subtracts the product cost from the total 

order cost. The attack will only work with Manual Checkout mode, as PayPal and 

Stripe will not process payments for a negative quantity. 

2025-05-01 5.3 CVE-2025-3889 

n/a--n/a 

An issue was discovered on goTenna Mesh devices with app 5.5.3 and firmware 

1.1.12. The app there makes it possible to inject any custom message (into existing 

mesh networks) with any GID and Callsign via a software defined radio. This can be 

exploited if the device is being used in an unencrypted environment or if the 

cryptography has already been compromised. 

2025-05-01 6.5 CVE-2025-32883 

n/a--n/a 
An issue was discovered on goTenna v1 devices with app 5.5.3 and firmware 

0.25.5. The app there makes it possible to inject any custom message (into existing 

v1 networks) with any GID and Callsign via a software defined radio. This can be 

2025-05-01 6.5 CVE-2025-32885 

https://www.cve.org/CVERecord?id=CVE-2025-3670
https://www.cve.org/CVERecord?id=CVE-2025-36558
https://www.cve.org/CVERecord?id=CVE-2025-4076
https://www.cve.org/CVERecord?id=CVE-2025-3858
https://www.cve.org/CVERecord?id=CVE-2025-29825
https://www.cve.org/CVERecord?id=CVE-2025-3874
https://www.cve.org/CVERecord?id=CVE-2025-3890
https://www.cve.org/CVERecord?id=CVE-2025-3889
https://www.cve.org/CVERecord?id=CVE-2025-32883
https://www.cve.org/CVERecord?id=CVE-2025-32885
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exploited if the device is being used in an unencrypted environment or if the 

cryptography has already been compromised. 

n/a--n/a 

An issue was discovered on goTenna v1 devices with app 5.5.3 and firmware 

0.25.5. The app uses a custom implementation of encryption without any 

additional integrity checking mechanisms. This leaves messages malleable to an 

attacker that can access the message. 

2025-05-01 5.3 CVE-2025-32882 

n/a--n/a 

An issue was discovered on goTenna Mesh devices with app 5.5.3 and firmware 

1.1.12. It uses a custom implementation of encryption without any additional 

integrity checking mechanisms. This leaves messages malleable to an attacker that 

can access the message. 

2025-05-01 5.3 CVE-2025-32890 

n/a--n/a 

An issue was discovered on goTenna v1 devices with app 5.5.3 and firmware 

0.25.5. By default, the GID is the user's phone number unless they specifically opt 

out. A phone number is very sensitive information because it can be tied back to 

individuals. The app does not encrypt the GID in messages. 

2025-05-01 4.3 CVE-2025-32881 

n/a--n/a 

An issue was discovered on goTenna Mesh devices with app 5.5.3 and firmware 

1.1.12. By default, a GID is the user's phone number unless they specifically opt 

out. A phone number is very sensitive information because it can be tied back to 

individuals. The app does not encrypt the GID in messages. 

2025-05-01 4.3 CVE-2025-32884 

n/a--n/a 

An issue was discovered on goTenna v1 devices with app 5.5.3 and firmware 

0.25.5. All packets sent over RF are also sent over UART with USB Shell, allowing 

someone with local access to gain information about the protocol and intercept 

sensitive data. 

2025-05-01 4 CVE-2025-32886 

n/a--VMSMan 

A vulnerability was found in VMSMan up to 20250416. It has been rated as 

problematic. Affected by this issue is some unknown functionality of the file 

/login.php. The manipulation of the argument Email with the input 

"><script>alert(1)</script> leads to cross site scripting. The attack may be launched 

remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-29 4.3 CVE-2025-4075 

neoslab--Database 

Toolset 

The Database Toolset plugin for WordPress is vulnerable to Sensitive Information 

Exposure in all versions up to, and including, 1.8.4 via backup files stored in a 

publicly accessible location. This makes it possible for unauthenticated attackers to 

extract sensitive data from database backup files. An index file is present, so a 

brute force attack would need to be successful in order to compromise any data. 

2025-05-03 5.9 CVE-2025-4222 

Netgear--

JWNR2000v2 

A vulnerability was found in Netgear JWNR2000v2 1.0.0.11. It has been declared as 

critical. Affected by this vulnerability is the function cmd_wireless. The 

manipulation of the argument host leads to command injection. The attack can be 

launched remotely. The vendor was contacted early about this disclosure but did 

not respond in any way. 

2025-04-30 6.3 CVE-2025-4121 

Netgear--

JWNR2000v2 

A vulnerability was found in Netgear JWNR2000v2 1.0.0.11. It has been rated as 

critical. Affected by this issue is the function sub_435E04. The manipulation of the 

argument host leads to command injection. The attack may be launched remotely. 

The vendor was contacted early about this disclosure but did not respond in any 

way. 

2025-04-30 6.3 CVE-2025-4122 

Netgear--

JWNR2000v2 

A vulnerability, which was classified as critical, was found in Netgear JWNR2000v2 

1.0.0.11. This affects the function sub_41A914. The manipulation of the argument 

host leads to buffer overflow. The vendor was contacted early about this disclosure 

but did not respond in any way. 

2025-04-30 5.5 CVE-2025-4117 

Netgear--

WG302v2 

A vulnerability was found in Netgear WG302v2 up to 5.2.9 and classified as critical. 

Affected by this issue is the function ui_get_input_value. The manipulation of the 

argument host leads to command injection. The attack may be launched remotely. 

2025-04-30 6.3 CVE-2025-4135 

https://www.cve.org/CVERecord?id=CVE-2025-32882
https://www.cve.org/CVERecord?id=CVE-2025-32890
https://www.cve.org/CVERecord?id=CVE-2025-32881
https://www.cve.org/CVERecord?id=CVE-2025-32884
https://www.cve.org/CVERecord?id=CVE-2025-32886
https://www.cve.org/CVERecord?id=CVE-2025-4075
https://www.cve.org/CVERecord?id=CVE-2025-4222
https://www.cve.org/CVERecord?id=CVE-2025-4121
https://www.cve.org/CVERecord?id=CVE-2025-4122
https://www.cve.org/CVERecord?id=CVE-2025-4117
https://www.cve.org/CVERecord?id=CVE-2025-4135
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The vendor was contacted early about this disclosure but did not respond in any 

way. 

Newforma--Project 

Center Server 

Newforma Project Center Server through 2023.3.0.32259 allows remote code 

execution because .NET Remoting is exposed. 
2025-04-28 4.9 CVE-2024-32499 

NVIDIA--vGPU 

Software, Cloud 

Gaming 

NVIDIA vGPU software for Windows and Linux contains a vulnerability in the Virtual 

GPU Manager (vGPU plugin), where it allows a guest to access global resources. A 

successful exploit of this vulnerability might lead to denial of service. 

2025-05-01 5.5 CVE-2025-23245 

NVIDIA--vGPU 

Software, Cloud 

Gaming 

NVIDIA vGPU software for Windows and Linux contains a vulnerability in the Virtual 

GPU Manager (vGPU plugin), where it allows a guest to consume uncontrolled 

resources. A successful exploit of this vulnerability might lead to denial of service. 

2025-05-01 5.5 CVE-2025-23246 

OneVision--

Workspace 

OneVision Workspace before WS23.1 SR1 (build w31.040) allows arbitrary Java EL 

execution. 
2025-04-28 4.9 CVE-2023-42404 

OpenCTI-Platform-

-opencti 

OpenCTI is an open-source cyber threat intelligence platform. In versions starting 

from 6.4.8 to before 6.4.10, the allow/deny lists can be bypassed, allowing a user 

to change attributes that are intended to be unmodifiable by the user. It is possible 

to toggle the `external` flag on/off and change the own token value for a user. It is 

also possible to edit attributes that are not in the allow list, such as `otp_qr` and 

`otp_activated`. If external users exist in the OpenCTI setup and the information 

about these users identities is sensitive, the above vulnerabilities can be used to 

enumerate existing user accounts as a standard low privileged user. This issue has 

been patched in version 6.4.10. 

2025-04-30 6.3 CVE-2025-24887 

Oracle 

Corporation--

OpenGrok 

OpenGrok 1.13.25 has a reflected Cross-Site Scripting (XSS) issue when producing 

the history view page. This happens through improper handling of path segments. 

The application reflects unsanitized user input into the HTML output. 

2025-05-02 6.1 CVE-2025-21572 

personizely--A/B 

Testing, Popups, 

Website 

Personalization, 

Email Popup, Exit 

Intent Pop Up, 

Upsell Pop Up 

Personizely 

The Personizely plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the 'widgetId' parameter in all versions up to, and including, 0.10 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-05-03 6.4 CVE-2025-3779 

PHPGurukul--Boat 

Booking System 

A vulnerability, which was classified as critical, was found in PHPGurukul Boat 

Booking System 1.0. This affects an unknown part of the file /admin/edit-boat.php. 

The manipulation of the argument bid leads to sql injection. It is possible to initiate 

the attack remotely. The exploit has been disclosed to the public and may be used. 

2025-05-01 6.3 CVE-2025-4155 

PHPGurukul--Boat 

Booking System 

A vulnerability has been found in PHPGurukul Boat Booking System 1.0 and 

classified as critical. This vulnerability affects unknown code of the file 

/admin/change-image.php. The manipulation of the argument ID leads to sql 

injection. The attack can be initiated remotely. The exploit has been disclosed to 

the public and may be used. 

2025-05-01 6.3 CVE-2025-4156 

PHPGurukul--Boat 

Booking System 

A vulnerability was found in PHPGurukul Boat Booking System 1.0 and classified as 

critical. This issue affects some unknown processing of the file /admin/booking-

details.php. The manipulation of the argument Status leads to sql injection. The 

attack may be initiated remotely. The exploit has been disclosed to the public and 

may be used. 

2025-05-01 6.3 CVE-2025-4157 

PHPGurukul--

Curfew e-Pass 

Management 

System 

A vulnerability was found in PHPGurukul Curfew e-Pass Management System 1.0. It 

has been rated as critical. This issue affects some unknown processing of the file 

/admin/edit-pass-detail.php. The manipulation of the argument editid leads to sql 

injection. The attack may be initiated remotely. The exploit has been disclosed to 

the public and may be used. 

2025-04-30 6.3 CVE-2025-4113 

https://www.cve.org/CVERecord?id=CVE-2024-32499
https://www.cve.org/CVERecord?id=CVE-2025-23245
https://www.cve.org/CVERecord?id=CVE-2025-23246
https://www.cve.org/CVERecord?id=CVE-2023-42404
https://www.cve.org/CVERecord?id=CVE-2025-24887
https://www.cve.org/CVERecord?id=CVE-2025-21572
https://www.cve.org/CVERecord?id=CVE-2025-3779
https://www.cve.org/CVERecord?id=CVE-2025-4155
https://www.cve.org/CVERecord?id=CVE-2025-4156
https://www.cve.org/CVERecord?id=CVE-2025-4157
https://www.cve.org/CVERecord?id=CVE-2025-4113
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PHPGurukul--Land 

Record System 

A vulnerability, which was classified as critical, has been found in PHPGurukul Land 

Record System 1.0. This issue affects some unknown processing of the file 

/admin/aboutus.php. The manipulation of the argument pagetitle leads to sql 

injection. The attack may be initiated remotely. The exploit has been disclosed to 

the public and may be used. Other parameters might be affected as well. 

2025-05-01 6.3 CVE-2025-4163 

PHPGurukul--

Online Nurse 

Hiring System 

A vulnerability was found in PHPGurukul Online Nurse Hiring System 1.0 and 

classified as critical. This issue affects some unknown processing of the file 

/admin/edit-nurse.php. The manipulation leads to sql injection. The attack may be 

initiated remotely. The exploit has been disclosed to the public and may be used. 

Multiple parameters might be affected. 

2025-04-29 6.3 CVE-2025-4072 

PHPGurukul--

Online Nurse 

Hiring System 

A vulnerability has been found in PHPGurukul Online Nurse Hiring System 1.0 and 

classified as critical. Affected by this vulnerability is an unknown functionality of 

the file /admin/view-request.php. The manipulation of the argument viewid leads 

to sql injection. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-29 6.3 CVE-2025-4080 

PHPGurukul--Pre-

School Enrollment 

System 

A vulnerability has been found in PHPGurukul Pre-School Enrollment System 1.0 

and classified as critical. Affected by this vulnerability is an unknown functionality 

of the file /admin/edit-subadmin.php. The manipulation of the argument 

mobilenumber leads to sql injection. The attack can be launched remotely. The 

exploit has been disclosed to the public and may be used. Other parameters might 

be affected as well. 

2025-04-30 6.3 CVE-2025-4109 

PHPGurukul--Pre-

School Enrollment 

System 

A vulnerability was found in PHPGurukul Pre-School Enrollment System 1.0 and 

classified as critical. Affected by this issue is some unknown functionality of the file 

/admin/edit-teacher.php. The manipulation of the argument mobilenumber leads 

to sql injection. The attack may be launched remotely. The exploit has been 

disclosed to the public and may be used. Other parameters might be affected as 

well. 

2025-04-30 6.3 CVE-2025-4110 

PHPGurukul--Pre-

School Enrollment 

System 

A vulnerability was found in PHPGurukul Pre-School Enrollment System 1.0. It has 

been classified as critical. This affects an unknown part of the file /admin/visitor-

details.php. The manipulation of the argument Status leads to sql injection. It is 

possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. 

2025-04-30 6.3 CVE-2025-4111 

PHPGurukul--Pre-

School Enrollment 

System 

A vulnerability, which was classified as critical, has been found in PHPGurukul Pre-

School Enrollment System 1.0. Affected by this issue is some unknown functionality 

of the file /admin/enrollment-details.php. The manipulation of the argument 

Status leads to sql injection. The attack may be launched remotely. The exploit has 

been disclosed to the public and may be used. 

2025-05-01 6.3 CVE-2025-4154 

Profelis 

Informatics--

SambaBox 

Improper Neutralization of Input During Web Page Generation (XSS or 'Cross-site 

Scripting') vulnerability in Profelis Informatics SambaBox allows Cross-Site Scripting 

(XSS).This issue affects SambaBox: before 5.1. 

2025-05-02 4 CVE-2025-2488 

Proofpoint--

Enterprise 

Protection 

Enterprise Protection contains an improper input validation vulnerability in 

attachment defense that allows an unauthenticated remote attacker to bypass 

attachment scanning security policy by sending a malicious S/MIME attachment 

with an opaque signature. When opened by a recipient in a downstream email 

client, the malicious attachment could cause partial loss of integrity and 

confidentiality to their system. 

2025-04-28 6.1 CVE-2024-10635 

realmag777--

Taxonomy Chain 

Menu 

The Taxonomy Chain Menu plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the plugin's pn_chain_menu shortcode in all versions up to, and 

including, 1.0.8 due to insufficient input sanitization and output escaping on user 

supplied attributes. This makes it possible for authenticated attackers, with 

contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-05-02 6.4 CVE-2025-3748 

https://www.cve.org/CVERecord?id=CVE-2025-4163
https://www.cve.org/CVERecord?id=CVE-2025-4072
https://www.cve.org/CVERecord?id=CVE-2025-4080
https://www.cve.org/CVERecord?id=CVE-2025-4109
https://www.cve.org/CVERecord?id=CVE-2025-4110
https://www.cve.org/CVERecord?id=CVE-2025-4111
https://www.cve.org/CVERecord?id=CVE-2025-4154
https://www.cve.org/CVERecord?id=CVE-2025-2488
https://www.cve.org/CVERecord?id=CVE-2024-10635
https://www.cve.org/CVERecord?id=CVE-2025-3748
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Red Hat--Red Hat 

Build of Keycloak 

A flaw was found in Keycloak. The org.keycloak.authorization package may be 

vulnerable to circumventing required actions, allowing users to circumvent 

requirements such as setting up two-factor authentication. 

2025-04-29 5.4 CVE-2025-3910 

Red Hat--Red Hat 

Enterprise Linux 6 

A flaw was found in libsoup. When handling cookies, libsoup clients mistakenly 

allow cookies to be set for public suffix domains if the domain contains at least two 

components and includes an uppercase character. This bypasses public suffix 

protections and could allow a malicious website to set cookies for domains it does 

not own, potentially leading to integrity issues such as session fixation. 

2025-04-29 4.3 CVE-2025-4035 

Red Hat--Red Hat 

Enterprise Linux 7 

A flaw was found in the mod_auth_openidc module for Apache httpd. This flaw 

allows a remote, unauthenticated attacker to trigger a denial of service by sending 

an empty POST request when the OIDCPreservePost directive is enabled. The 

server crashes consistently, affecting availability. 

2025-04-29 5.3 CVE-2025-3891 

RefindPlusRepo--

RefindPlus 

A vulnerability was found in RefindPlusRepo RefindPlus 0.14.2.AB and classified as 

problematic. Affected by this issue is the function GetDebugLogFile of the file 

Library/MemLogLib/BootLog.c. The manipulation leads to null pointer dereference. 

Attacking locally is a requirement. The patch is identified as 

d2143a1e2deefddd9b105fb7160763c4f8d47ea2. It is recommended to apply a 

patch to fix this issue. 

2025-04-28 5.5 CVE-2025-4002 

RefindPlusRepo--

RefindPlus 

A vulnerability was found in RefindPlusRepo RefindPlus 0.14.2.AB. It has been 

classified as problematic. This affects the function InternalApfsTranslateBlock of 

the file Library/RP_ApfsLib/RP_ApfsIo.c. The manipulation leads to null pointer 

dereference. It is possible to launch the attack on the local host. The patch is 

named 4d35125ca689a255647e9033dd60c257d26df7cb. It is recommended to 

apply a patch to fix this issue. 

2025-04-28 5.5 CVE-2025-4003 

Ribbon 

Communications--

Apollo 9608 

CWE-798: Use of Hard-coded Credentials 2025-04-29 5.5 CVE-2025-23179 

ScriptAndTools--

Online-Travling-

System 

A vulnerability was found in ScriptAndTools Online-Travling-System 1.0. It has been 

classified as critical. This affects an unknown part of the file 

/admin/viewenquiry.php. The manipulation leads to improper access controls. It is 

possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. 

2025-04-29 5.3 CVE-2025-4064 

ScriptAndTools--

Online-Travling-

System 

A vulnerability classified as critical has been found in ScriptAndTools Online-

Travling-System 1.0. Affected is an unknown function of the file 

/admin/viewpackage.php. The manipulation leads to improper access controls. It is 

possible to launch the attack remotely. The exploit has been disclosed to the public 

and may be used. 

2025-04-29 5.3 CVE-2025-4067 

secupress--

SecuPress Free 

WordPress 

Security 

The SecuPress Free - WordPress Security plugin for WordPress is vulnerable to 

unauthorized modification of data due to a missing capability check on the 

'secupress_reinstall_plugins_admin_ajax_cb' function in all versions up to, and 

including, 2.3.9. This makes it possible for authenticated attackers, with Subscriber-

level access and above, to install arbitrary plugins. 

2025-04-29 4.3 CVE-2025-3452 

SEPPmail--

SEPPmail 

SEPPmail through 12.1.17 allows command injection within the Admin Portal. An 

authenticated attacker is able to execute arbitrary code in the context of the user 

root. 

2025-04-28 6 CVE-2022-41871 

SeventhQueen--

Kleo 

Missing Authorization vulnerability in SeventhQueen Kleo.This issue affects Kleo: 

from n/a before 5.4.4. 
2025-04-28 5.3 CVE-2025-39367 

SICK AG--SICK 

multiScan1XX 

The multiScan and picoScan are vulnerable to a denial-of-service (DoS) attack. A 

remote attacker can exploit this vulnerability by conducting a Slowloris-type attack, 

causing the web page to become unresponsive. 

2025-04-28 5.3 CVE-2025-32472 

https://www.cve.org/CVERecord?id=CVE-2025-3910
https://www.cve.org/CVERecord?id=CVE-2025-4035
https://www.cve.org/CVERecord?id=CVE-2025-3891
https://www.cve.org/CVERecord?id=CVE-2025-4002
https://www.cve.org/CVERecord?id=CVE-2025-4003
https://www.cve.org/CVERecord?id=CVE-2025-23179
https://www.cve.org/CVERecord?id=CVE-2025-4064
https://www.cve.org/CVERecord?id=CVE-2025-4067
https://www.cve.org/CVERecord?id=CVE-2025-3452
https://www.cve.org/CVERecord?id=CVE-2022-41871
https://www.cve.org/CVERecord?id=CVE-2025-39367
https://www.cve.org/CVERecord?id=CVE-2025-32472
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SourceCodester--

Online Eyewear 

Shop 

A vulnerability classified as critical was found in SourceCodester Online Eyewear 

Shop 1.0. Affected by this vulnerability is the function delete_cart of the file 

/oews/classes/Master.php?f=delete_cart. The manipulation of the argument ID 

leads to sql injection. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-01 6.3 CVE-2025-4173 

SourceCodester--

Patient Record 

Management 

System 

A vulnerability was found in SourceCodester Patient Record Management System 

1.0. It has been rated as critical. This issue affects some unknown processing of the 

file /birthing.php. The manipulation of the argument comp_id leads to sql 

injection. The attack may be initiated remotely. The exploit has been disclosed to 

the public and may be used. 

2025-05-02 6.3 CVE-2025-4196 

SourceCodester--

Simple To-Do List 

System 

A vulnerability, which was classified as critical, was found in SourceCodester Simple 

To-Do List System 1.0. Affected is an unknown function of the file 

/delete_task.php. The manipulation of the argument ID leads to sql injection. It is 

possible to launch the attack remotely. The exploit has been disclosed to the public 

and may be used. 

2025-05-04 6.3 CVE-2025-4247 

SourceCodester--

Simple To-Do List 

System 

A vulnerability has been found in SourceCodester Simple To-Do List System 1.0 and 

classified as critical. Affected by this vulnerability is an unknown functionality of 

the file /complete_task.php. The manipulation of the argument ID leads to sql 

injection. The attack can be launched remotely. The exploit has been disclosed to 

the public and may be used. 

2025-05-04 6.3 CVE-2025-4248 

stur--Nautic Pages 

The Nautic Pages plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the plugin's 'np_marinetraffic_map' shortcode in all versions up to, and 

including, 2.0 due to insufficient input sanitization and output escaping on user 

supplied attributes. This makes it possible for authenticated attackers, with 

contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-05-01 6.4 CVE-2025-4100 

Sunnet--eHRD 

CTMS 

The eHDR CTMS from Sunnet has a SQL Injection vulnerability, allowing remote 

attackers with regular privileges to inject arbitrary SQL command to read database 

contents. 

2025-05-02 6.5 CVE-2025-3707 

Symantec--

Symantec 

Endpoint 

Protection 

Symantec Endpoint Protection Windows Agent, running an ERASER Engine prior to 

119.1.7.8, may be susceptible to an Elevation of Privilege vulnerability, which may 

allow an attacker to delete resources that are normally protected from an 

application or user. 

2025-04-30 6.5 CVE-2025-3599 

tagDiv--tagDiv 

Composer 

The tagDiv Composer plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via multiple shortcodes in all versions up to, and including, 5.4 due to 

insufficient input sanitization and output escaping on user supplied attributes. This 

makes it possible for authenticated attackers, with contributor-level access and 

above, to inject arbitrary web scripts in pages that will execute whenever a user 

accesses an injected page. 

2025-05-02 6.4 CVE-2025-3510 

TagDiv--tagDiv 

Opt-In Builder 

The tagDiv Opt-In Builder plugin for WordPress is vulnerable to time-based SQL 

Injection via the 'subscriptionCouponId' parameter in all versions up to, and 

including, 1.7 due to insufficient escaping on the user supplied parameter and lack 

of sufficient preparation on the existing SQL query. This makes it possible for 

authenticated attackers, with Subscriber-level access and above, to append 

additional SQL queries into already existing queries that can be used to extract 

sensitive information from the database. 

2025-04-30 6.5 CVE-2025-2890 

theandystratton--

List Children 

The List Children plugin for WordPress is vulnerable to Stored Cross-Site Scripting 

via the plugin's 'list_children' shortcode in all versions up to, and including, 2.1 due 

to insufficient input sanitization and output escaping on user supplied attributes. 

This makes it possible for authenticated attackers, with contributor-level access 

and above, to inject arbitrary web scripts in pages that will execute whenever a 

user accesses an injected page. 

2025-05-01 6.4 CVE-2025-4099 

https://www.cve.org/CVERecord?id=CVE-2025-4173
https://www.cve.org/CVERecord?id=CVE-2025-4196
https://www.cve.org/CVERecord?id=CVE-2025-4247
https://www.cve.org/CVERecord?id=CVE-2025-4248
https://www.cve.org/CVERecord?id=CVE-2025-4100
https://www.cve.org/CVERecord?id=CVE-2025-3707
https://www.cve.org/CVERecord?id=CVE-2025-3599
https://www.cve.org/CVERecord?id=CVE-2025-3510
https://www.cve.org/CVERecord?id=CVE-2025-2890
https://www.cve.org/CVERecord?id=CVE-2025-4099
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todoapuestas--

Alink Tap 

The Alink Tap plugin for WordPress is vulnerable to Cross-Site Request Forgery in 

all versions up to, and including, 1.3.1. This is due to missing or incorrect nonce 

validation on the 'alink-tap' page. This makes it possible for unauthenticated 

attackers to update settings and inject malicious web scripts via a forged request 

granted they can trick a site administrator into performing an action such as 

clicking on a link. 

2025-05-03 6.1 CVE-2025-4198 

v1rustyle--Flynax 

Bridge 

The Flynax Bridge plugin for WordPress is vulnerable to unauthorized loss of data 

due to a missing capability check on the deleteUser() function in all versions up to, 

and including, 2.2.0. This makes it possible for unauthenticated attackers to delete 

arbitrary users. 

2025-05-02 5.3 CVE-2025-4177 

veronalabs--WP 

Statistics The Most 

Popular Privacy-

Friendly Analytics 

Plugin 

The WP Statistics - The Most Popular Privacy-Friendly Analytics Plugin plugin for 

WordPress is vulnerable to unauthorized modification of data due to a missing 

capability check on the 'optionUpdater' function in all versions up to, and including, 

14.13.3. This makes it possible for authenticated attackers, with Subscriber-level 

access and above, to update arbitrary plugin settings. 

2025-04-30 6.5 CVE-2025-3953 

Wangshen--

SecGate 3600 

A vulnerability, which was classified as critical, has been found in Wangshen 

SecGate 3600 2024. This issue affects some unknown processing of the file 

?g=obj_area_export_save. The manipulation of the argument file_name leads to 

path traversal. The attack may be initiated remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-01 6.3 CVE-2025-4185 

Wangshen--

SecGate 3600 

A vulnerability, which was classified as critical, was found in Wangshen SecGate 

3600 2024. Affected is an unknown function of the file 

/?g=route_ispinfo_export_save. The manipulation of the argument file_name leads 

to path traversal. It is possible to launch the attack remotely. The exploit has been 

disclosed to the public and may be used. 

2025-05-02 6.3 CVE-2025-4186 

Wangshen--

SecGate 3600 

A vulnerability, which was classified as problematic, has been found in Wangshen 

SecGate 3600 2400. This issue affects some unknown processing of the file 

?g=log_export_file. The manipulation of the argument file_name leads to path 

traversal. The attack may be initiated remotely. The exploit has been disclosed to 

the public and may be used. 

2025-04-29 4.3 CVE-2025-4078 

web-arena-x--

webarena 

A vulnerability was found in web-arena-x webarena up to 0.2.0. It has been 

declared as critical. This vulnerability affects the function HTMLContentEvaluator 

of the file webarena/evaluation_harness/evaluators.py. The manipulation of the 

argument target["url"] leads to code injection. The attack can be initiated 

remotely. The exploit has been disclosed to the public and may be used. 

2025-04-28 6.3 CVE-2025-4022 

Weitong--Mall 

A vulnerability classified as critical has been found in Weitong Mall 1.0.0. This 

affects an unknown part of the file /historyList of the component Product History 

Handler. The manipulation of the argument isDelete with the input 1 leads to 

improper access controls. It is possible to initiate the attack remotely. The exploit 

has been disclosed to the public and may be used. 

2025-04-30 5.3 CVE-2025-4118 

Weitong--Mall 

A vulnerability classified as critical was found in Weitong Mall 1.0.0. This 

vulnerability affects unknown code of the file /queryTotal of the component 

Product Statistics Handler. The manipulation of the argument isDelete with the 

input 1 leads to improper access controls. The attack can be initiated remotely. The 

exploit has been disclosed to the public and may be used. 

2025-04-30 5.3 CVE-2025-4119 

Weitong--Mall 

A vulnerability was found in Weitong Mall 1.0.0. It has been classified as critical. 

This affects an unknown part of the component Sale Endpoint. The manipulation of 

the argument ID leads to improper authorization. It is possible to initiate the attack 

remotely. The exploit has been disclosed to the public and may be used. 

2025-04-30 5.4 CVE-2025-4136 

https://www.cve.org/CVERecord?id=CVE-2025-4198
https://www.cve.org/CVERecord?id=CVE-2025-4177
https://www.cve.org/CVERecord?id=CVE-2025-3953
https://www.cve.org/CVERecord?id=CVE-2025-4185
https://www.cve.org/CVERecord?id=CVE-2025-4186
https://www.cve.org/CVERecord?id=CVE-2025-4078
https://www.cve.org/CVERecord?id=CVE-2025-4022
https://www.cve.org/CVERecord?id=CVE-2025-4118
https://www.cve.org/CVERecord?id=CVE-2025-4119
https://www.cve.org/CVERecord?id=CVE-2025-4136
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withinboredom--

Abundatrade 

Plugin 

The Abundatrade Plugin plugin for WordPress is vulnerable to Cross-Site Request 

Forgery in all versions up to, and including, 1.8.02. This is due to missing or 

incorrect nonce validation on the 'abundatrade' page. This makes it possible for 

unauthenticated attackers to update settings and inject malicious web scripts via a 

forged request granted they can trick a site administrator into performing an 

action such as clicking on a link. 

2025-05-03 6.1 CVE-2025-4199 

WPML--WPML 

The WPML plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the 

plugin's wpml_language_switcher shortcode in versions 3.6.0 - 4.7.3 due to 

insufficient input sanitization and output escaping on user supplied attributes. This 

makes it possible for authenticated attackers, with contributor-level access and 

above, to inject arbitrary web scripts in pages that will execute whenever a user 

accesses an injected page. 

2025-05-02 6.4 CVE-2025-3488 

wpspeedo--Team 

Members Best 

WordPress Team 

Plugin with Team 

Slider, Team 

Showcase & Team 

Builder 

The Team Members - Best WordPress Team Plugin with Team Slider, Team 

Showcase & Team Builder plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via Social Link icons in all versions up to, and including, 3.4.0 due to 

insufficient input sanitization and output escaping. This makes it possible for 

authenticated attackers, with Contributor-level access and above, to inject 

arbitrary web scripts in pages that will execute whenever a user accesses an 

injected page. 

2025-05-01 6.4 CVE-2025-3521 

xavinnydek--

Xavin's Review 

Ratings 

The Xavin&#039;s Review Ratings plugin for WordPress is vulnerable to Stored 

Cross-Site Scripting via the plugin's 'xrr' shortcode in all versions up to, and 

including, 1.4.0 due to insufficient input sanitization and output escaping on user 

supplied attributes. This makes it possible for authenticated attackers, with 

contributor-level access and above, to inject arbitrary web scripts in pages that will 

execute whenever a user accesses an injected page. 

2025-05-03 6.4 CVE-2025-4170 

xiaowei1118--

java_server 

A vulnerability was found in xiaowei1118 java_server up to 

11a5bac8f4ba1c17e4bc1b27cad6d24868500e3a on Windows and classified as 

critical. This issue affects some unknown processing of the file 

/src/main/java/com/changyu/foryou/controller/FoodController.java of the 

component File Upload API. The manipulation leads to path traversal. The attack 

may be initiated remotely. The exploit has been disclosed to the public and may be 

used. This product takes the approach of rolling releases to provide continious 

delivery. Therefore, version details for affected and updated releases are not 

available. 

2025-05-01 5.4 CVE-2025-4178 

xwiki--xwiki-

platform 

XWiki is a generic wiki platform. In versions starting from 13.5-rc-1 to before 

15.10.13, from 16.0.0-rc-1 to before 16.4.4, and from 16.5.0-rc-1 to before 16.8.0, 

an open redirect vulnerability in the HTML conversion request filter allows 

attackers to construct URLs on an XWiki instance that redirects to any URL. This 

issue has been patched in versions 15.10.13, 16.4.4, and 16.8.0. 

2025-04-30 6.1 CVE-2025-32970 

yame--Yame | Link 

In Bio 

The Yame | Link In Bio plugin for WordPress is vulnerable to Sensitive Information 

Exposure in all versions up to, and including, 0.9.0 through the publicly accessible 

phpinfo.php script. This makes it possible for unauthenticated attackers to view 

potentially sensitive information contained in the exposed file. 

2025-05-02 5.3 CVE-2025-2880 

youyiio--

BeyongCms 

A vulnerability classified as critical has been found in youyiio BeyongCms 1.6.0. 

Affected is an unknown function of the file /admin/theme/Upload.html of the 

component Document Management Page. The manipulation of the argument File 

leads to unrestricted upload. It is possible to launch the attack remotely. The 

exploit has been disclosed to the public and may be used. 

2025-04-28 4.7 CVE-2025-4006 

 

 

  

https://www.cve.org/CVERecord?id=CVE-2025-4199
https://www.cve.org/CVERecord?id=CVE-2025-3488
https://www.cve.org/CVERecord?id=CVE-2025-3521
https://www.cve.org/CVERecord?id=CVE-2025-4170
https://www.cve.org/CVERecord?id=CVE-2025-4178
https://www.cve.org/CVERecord?id=CVE-2025-32970
https://www.cve.org/CVERecord?id=CVE-2025-2880
https://www.cve.org/CVERecord?id=CVE-2025-4006
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Apple--iOS and 

iPadOS 

  

An app may be able to break out of its sandbox. This issue is fixed in iOS 17 and 

iPadOS 17, iOS 16.7 and iPadOS 16.7, macOS Sonoma 14, macOS Ventura 13.6, 

macOS Monterey 12.7. The issue was addressed with improved handling of caches. 

2025-04-11 3.3  CVE-2023-42969 

consumer -- 

comanda_mobile 

  

A vulnerability classified as problematic has been found in Consumer Comanda 

Mobile up to 14.9.3.2/15.0.0.8. This affects an unknown part of the component 

Restaurant Order Handler. The manipulation of the argument Login/Password 

leads to cleartext transmission of sensitive information. The attack can only be 

initiated within the local network. The complexity of an attack is rather high. The 

exploitability is told to be difficult. The exploit has been disclosed to the public and 

may be used. 

2025-04-07 3.1  CVE-2025-3329 

iteaj -- iboot 

  

A vulnerability has been found in iteaj iboot 物联网网关 1.1.3 and classified as 

problematic. This vulnerability affects unknown code of the file /common/upload 

of the component File Upload. The manipulation of the argument File leads to 

cross site scripting. The attack can be initiated remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-07 3.5  CVE-2025-3326 

iteaj -- iboot 

  

A vulnerability was found in iteaj iboot 物联网网关 1.1.3 and classified as 

problematic. This issue affects some unknown processing of the file 

/common/upload/batch of the component File Upload. The manipulation of the 

argument File leads to cross site scripting. The attack may be initiated remotely. 

The exploit has been disclosed to the public and may be used. 

2025-04-07 3.5  CVE-2025-3327 

n/a -- n/a 

 

  

A improper restriction of communication channel to intended endpoints 

vulnerability [CWE-923] in Fortinet FortiOS version 7.4.0 through 7.4.3, 7.2.0 

through 7.2.7, 7.0.0 through 7.0.14, 6.4.0 through 6.4.15 and 6.2.0 through 6.2.16, 

Fortinet FortiProxy version 7.4.0 through 7.4.2, 7.2.0 through 7.2.9, 7.0.0 through 

7.0.15 and 2.0.0 through 2.0.14, Fortinet FortiManager version 7.4.0 through 7.4.2, 

7.2.0 through 7.2.4, 7.0.0 through 7.0.11, 6.4.0 through 6.4.14 and 6.2.0 through 

6.2.13, Fortinet FortiAnalyzer version 7.4.0 through 7.4.2, 7.2.0 through 7.2.4, 7.0.0 

through 7.0.11, 6.4.0 through 6.4.14 and 6.2.0 through 6.2.13, Fortinet FortiVoice 

version 7.0.0 through 7.0.2, 6.4.0 through 6.4.8 and 6.0.0 through 6.0.12 and 

Fortinet FortiWeb version 7.4.0 through 7.4.2, 7.2.0 through 7.2.10, 7.0.0 through 

7.0.10 allows an unauthenticated attacker in a man-in-the-middle position to 

impersonate the management device (FortiCloud server or/and in certain 

conditions, FortiManager), via intercepting the FGFM authentication request 

between the management device and the managed device 

2025-04-08 3.1  CVE-2024-50565 

n/a -- n/a 

 

  

Dell PowerScale OneFS, versions 9.4.0.0 through 9.10.0.0, contains an exposure of 

information through directory listing vulnerability. A low privileged attacker with 

local access could potentially exploit this vulnerability, leading to information 

disclosure. 

2025-04-10 3.3  CVE-2025-23378 

n/a -- n/a 

 

  

An issue has been discovered in GitLab CE/EE affecting all versions from 17.9 

before 17.9.6, and 17.10 before 17.10.4. The runtime profiling data of a specific 

service was accessible to unauthenticated users. 

2025-04-10 3.7  CVE-2025-2469 

n/a -- n/a 

 

  

Dell PowerScale OneFS, versions 9.4.0.0 through 9.10.0.0, contains an out-of-

bounds write vulnerability. An attacker could potentially exploit this vulnerability in 

NFS workflows, leading to data integrity issues. 

2025-04-10 3.1  CVE-2025-26479 

n/a -- n/a 

 

  

Dell Client Platform BIOS contains a Security Version Number Mutable to Older 

Versions vulnerability. A high privileged attacker with local access could potentially 

exploit this vulnerability, leading to BIOS upgrade denial. 

2025-04-10 3.1  CVE-2025-29989 

n/a -- n/a 

 

  

Element Web is a Matrix web client built using the Matrix React SDK. Element Web, 

starting from version 1.11.16 up to version 1.11.96, can be configured to load 

Element Call from an external URL. Under certain conditions, the external page is 

2025-04-08 3.8  CVE-2025-32026 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-42969&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-42969
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3329&vector=CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3329
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3326&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3326
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3327&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3327
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-50565&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-50565
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-23378&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-23378
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-2469&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-2469
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-26479&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-26479
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-29989&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-29989
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32026&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32026
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able to get access to the media encryption keys used for an Element Call call. 

Version 1.11.97 fixes the problem. 

n/a -- n/a 

 

  

CodeLit CourseLit before 0.57.5 allows Parameter Tampering via a payment plan 

associated with the wrong entity. 
2025-04-11 3.1  CVE-2025-32816 

n/a -- n/a 

 

  

A vulnerability classified as problematic has been found in renrenio renren-security 

up to 5.4.0. This affects an unknown part of the component JSON Handler. The 

manipulation leads to cross site scripting. It is possible to initiate the attack 

remotely. The exploit has been disclosed to the public and may be used. 

2025-04-07 3.5  CVE-2025-3387 

n/a -- n/a 

 

  

A vulnerability, which was classified as problematic, has been found in hailey888 

oa_system up to 2025.01.01. This issue affects the function testMess of the file 

cn/gson/oasys/controller/inform/InformManageController.java of the component 

Backend. The manipulation of the argument menu leads to cross site scripting. The 

attack may be initiated remotely. The exploit has been disclosed to the public and 

may be used. This product does not use versioning. This is why information about 

affected and unaffected releases are unavailable. 

2025-04-08 3.5  CVE-2025-3389 

n/a -- n/a 

 

  

A vulnerability, which was classified as problematic, was found in hailey888 

oa_system up to 2025.01.01. Affected is the function addandchangeday of the file 

cn/gson/oass/controller/daymanager/DaymanageController.java of the 

component Backend. The manipulation of the argument scheduleList leads to cross 

site scripting. It is possible to launch the attack remotely. The exploit has been 

disclosed to the public and may be used. This product is using a rolling release to 

provide continious delivery. Therefore, no version details for affected nor updated 

releases are available. 

2025-04-08 3.5  CVE-2025-3390 

n/a -- n/a 

 

  

A vulnerability has been found in hailey888 oa_system up to 2025.01.01 and 

classified as problematic. Affected by this vulnerability is the function outAddress 

of the file cn/gson/oass/controller/address/AddrController. java of the component 

Backend. The manipulation of the argument outtype leads to cross site scripting. 

The attack can be launched remotely. The exploit has been disclosed to the public 

and may be used. This product takes the approach of rolling releases to provide 

continious delivery. Therefore, version details for affected and updated releases 

are not available. 

2025-04-08 3.5  CVE-2025-3391 

n/a -- n/a 

 

  

A vulnerability was found in hailey888 oa_system up to 2025.01.01 and classified 

as problematic. Affected by this issue is the function Save of the file 

cn/gson/oasys/controller/mail/MailController.java of the component Backend. The 

manipulation of the argument MailNumberId leads to cross site scripting. The 

attack may be launched remotely. The exploit has been disclosed to the public and 

may be used. Continious delivery with rolling releases is used by this product. 

Therefore, no version details of affected nor updated releases are available. 

2025-04-08 3.5  CVE-2025-3392 

n/a -- n/a 

 

  

A vulnerability was found in mrcen springboot-ucan-admin up to 

5f35162032cbe9288a04e429ef35301545143509. It has been classified as 

problematic. This affects an unknown part of the file /ucan-admin/index of the 

component Personal Settings Interface. The manipulation leads to cross site 

scripting. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. This product does not use versioning. This 

is why information about affected and unaffected releases are unavailable. 

2025-04-08 3.5  CVE-2025-3393 

n/a -- n/a 

 

  

A flaw was found in OpenSSL's handling of the properties argument in certain 

functions. This vulnerability can allow use-after-free exploitation, which may result 

in undefined behavior or incorrect property parsing, leading to OpenSSL treating 

the input as an empty string. 

2025-04-08 3.7  CVE-2025-3416 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32816&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32816
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3387&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3387
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3389&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3389
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3390&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3390
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3391&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3391
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3392&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3392
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3393&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3393
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3416&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3416


 
 

Low Vulnerabilities 
Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

A storing passwords in a recoverable format in Fortinet FortiOS versions 7.2.0 

through 7.2.1 allows attacker to information disclosure via modification of LDAP 

server IP to point to a malicious server. 

2025-04-08 2.3  CVE-2024-32122 

n/a -- n/a 

 

  

An improper neutralization of input during web page generation ('Cross-site 

Scripting') [CWE-79] vulnerability in Fortinet FortiClient before 7.4.1 may allow the 

EMS administrator to send messages containing javascript code. 

2025-04-08 2.7  CVE-2025-22855 

n/a -- n/a 

 

  

Mattermost versions 9.11.x <= 9.11.8  fail to enforce proper access controls on the 

/api/v4/audits endpoint, allowing users with delegated granular administration 

roles who lack access to Compliance Monitoring to retrieve User Activity Logs. 

2025-04-10 2.7  CVE-2025-24866 

n/a -- n/a 

 

  

Adobe Commerce versions 2.4.7-p4, 2.4.6-p9, 2.4.5-p11, 2.4.4-p12, 2.4.8-beta2 

and earlier are affected by an Insufficiently Protected Credentials vulnerability that 

could lead to a security feature bypass. A high privileged attacker could exploit this 

vulnerability to gain unauthorized access to protected resources by obtaining 

sensitive credential information. Exploitation of this issue does not require user 

interaction. 

2025-04-08 2.7  CVE-2025-27192 

n/a -- n/a 

 

  

Insecure default variable initialization in some Zoom Workplace Apps for Windows 

may allow an authenticated user to conduct a loss of integrity via local access. 
2025-04-08 2.8  CVE-2025-27443 

n/a -- n/a 

 

  

Dell Unisphere for PowerMax, version(s) prior to 10.2.0.9 and PowerMax version(s) 

prior to PowerMax 9.2.4.15, contain an Improper Neutralization of Special 

Elements used in an LDAP Query ('LDAP Injection') vulnerability. A high privileged 

attacker with remote access could potentially exploit this vulnerability, leading to 

Script injection. 

2025-04-07 2.7  CVE-2025-27686 

n/a -- n/a 

 

  

Exposure of Sensitive System Information to an Unauthorized Control Sphere 

vulnerability in Bogdan Bendziukov Squeeze allows Retrieve Embedded Sensitive 

Data. This issue affects Squeeze: from n/a through 1.6. 

2025-04-09 2.7  CVE-2025-31003 

n/a -- n/a 

 

  

DNN (formerly DotNetNuke) is an open-source web content management platform 

(CMS) in the Microsoft ecosystem. Prior to 9.13.2, when uploading files (e.g. when 

uploading assets), the file extension is checked to see if it's an allowed file type but 

the actual contents of the file aren't checked. This means that it's possible to e.g. 

upload an executable file renamed to be a .jpg. This file could then be executed by 

another security vulnerability. This vulnerability is fixed in 9.13.2. 

2025-04-08 2.6  CVE-2025-32035 

n/a -- n/a 

 

  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 

vulnerability in piotnetdotcom Piotnet Forms. This issue affects Piotnet Forms: 

from n/a through 1.0.30. 

2025-04-10 2.7  CVE-2025-32205 

n/a -- n/a 

 

  

A vulnerability was found in LinZhaoguan pb-cms 2.0. It has been declared as 

problematic. Affected by this vulnerability is an unknown functionality of the 

component Classification Management Page. The manipulation of the argument 

Classification name leads to cross site scripting. The attack can be launched 

remotely. The exploit has been disclosed to the public and may be used. 

2025-04-07 2.4  CVE-2025-3385 

n/a -- n/a 

 

  

A vulnerability was found in LinZhaoguan pb-cms 2.0. It has been rated as 

problematic. Affected by this issue is some unknown functionality of the file 

/admin#links of the component Friendship Link Handler. The manipulation leads to 

cross site scripting. The attack may be launched remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-07 2.4  CVE-2025-3386 

n/a -- n/a 

 

  

A vulnerability was found in Vivotek NVR ND8422P, NVR ND9525P and NVR 

ND9541P 2.4.0.204/3.3.0.104/4.2.0.101. It has been classified as problematic. 

Affected is an unknown function of the component HTML Form Handler. The 

manipulation leads to inclusion of sensitive information in source code. It is 

possible to launch the attack remotely. The exploit has been disclosed to the public 

2025-04-08 2.7  CVE-2025-3403 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32122&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32122
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22855&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22855
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-24866&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-24866
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27192&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27192
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27443&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27443
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27686&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27686
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-31003&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-31003
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32035&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32035
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-32205&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-32205
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3385&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3385
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3386&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3386
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3403&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3403


 
 

Low Vulnerabilities 
Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

and may be used. The vendor was contacted early about this disclosure but did not 

respond in any way. 

OpenHarmony--

OpenHarmony 

  

in OpenHarmony v5.0.2 and prior versions allow a local attacker cause DOS 

through out-of-bounds read. 
2025-04-07 3.3  CVE-2025-20102 

OpenHarmony--

OpenHarmony 

  

in OpenHarmony v5.0.2 and prior versions allow a local attacker cause DOS 

through out-of-bounds read. 
2025-04-07 3.3  CVE-2025-22452 

OpenHarmony--

OpenHarmony 

  

in OpenHarmony v5.0.2 and prior versions allow a local attacker cause DOS 

through out-of-bounds read. 
2025-04-07 3.3  CVE-2025-22842 

OpenHarmony--

OpenHarmony 

  

in OpenHarmony v5.0.2 and prior versions allow a local attacker cause DOS 

through out-of-bounds write. 
2025-04-07 3.3  CVE-2025-24304 

OpenHarmony--

OpenHarmony 

  

in OpenHarmony v5.0.2 and prior versions allow a local attacker case DOS through 

missing release of memory. 
2025-04-07 3.3  CVE-2025-25057 

OpenHarmony--

OpenHarmony 

  

in OpenHarmony v5.0.2 and prior versions allow a local attacker case DOS through 

missing release of memory. 
2025-04-07 3.3  CVE-2025-27534 

Red Hat--Red Hat 

Enterprise Linux 6 

  

A flaw was found in GLib. An integer overflow and buffer under-read occur when 

parsing a long invalid ISO 8601 timestamp with the 

g_date_time_new_from_iso8601() function. 

2025-04-07 3.7  CVE-2025-3360 

7-Zip--7-Zip 

  

7-Zip 22.01 does not report an error for certain invalid xz files, involving block flags 

and reserved bits. Some later versions are unaffected. 
2025-04-19 2.5 CVE-2022-47111 

7-Zip--7-Zip 

  

7-Zip 22.01 does not report an error for certain invalid xz files, involving stream 

flags and reserved bits. Some later versions are unaffected. 
2025-04-19 2.5 CVE-2022-47112 

cJSON Project--

cJSON 

  

cJSON 1.7.15 might allow a denial of service via a crafted JSON document such as 

{"a": true, "b": [ 

null,999999999999999999999999999999999999999999999991234567890123456

7]}. 

2025-04-19 2.9 CVE-2023-26819 

IBM--Aspera 

Console 

  

IBM Aspera Console 3.4.0 through 3.4.4Â allows passwords to be reused when a 

new user logs into the system. 
2025-04-14 3.1 CVE-2023-27272 

Linux--Linux 

  

In the Linux kernel, the following vulnerability has been resolved: can: etas_es58x: 

es58x_rx_err_msg(): fix memory leak in error path In es58x_rx_err_msg(), if can-

>do_set_mode() fails, the function directly returns without calling netif_rx(skb). 

This means that the skb previously allocated by alloc_can_err_skb() is not freed. In 

other terms, this is a memory leak. This patch simply removes the return statement 

in the error branch and let the function continue. Issue was found with GCC -

fanalyzer, please follow the link below for details. 

2025-04-17 3.3 CVE-2021-47671 

mjson project--

mjson 

  

mystrtod in mjson 1.2.7 requires more than a billion iterations during processing of 

certain digit strings such as 8891110122900e913013935755114. 
2025-04-19 2.9 CVE-2023-30421 

n/a -- n/a 

 

  

nopCommerce before 4.80.0 does not offer locking for order placement. Thus 

there is a race condition with duplicate redeeming of gift cards. 
2025-04-16 3.5 CVE-2024-58248 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-20102&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-20102
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22452&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22452
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-22842&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-22842
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-24304&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-24304
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-25057&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-25057
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-27534&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-27534
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2025-3360&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2025-3360
https://www.cve.org/CVERecord?id=CVE-2022-47111
https://www.cve.org/CVERecord?id=CVE-2022-47112
https://www.cve.org/CVERecord?id=CVE-2023-26819
https://www.cve.org/CVERecord?id=CVE-2023-27272
https://www.cve.org/CVERecord?id=CVE-2021-47671
https://www.cve.org/CVERecord?id=CVE-2023-30421
https://www.cve.org/CVERecord?id=CVE-2024-58248


 
 

Low Vulnerabilities 
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CVSS 
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Source & Patch 

Info 

n/a -- n/a 

 

  

In wxWidgets before 3.2.7, a crash can be triggered in wxWidgets apps when 

connections are refused in wxWebRequestCURL. 
2025-04-16 3.7 CVE-2024-58249 

n/a -- n/a 

 

  

The Ultimate Dashboard WordPress plugin before 3.8.6 does not sanitise and 

escape some of its settings, which could allow high privilege users such as admin to 

perform Stored Cross-Site Scripting attacks even when the unfiltered_html 

capability is disallowed (for example in multisite setup). 

2025-04-17 3.5 CVE-2025-1523 

n/a -- n/a 

 

  

The Ultimate Dashboard WordPress plugin before 3.8.6 does not sanitise and 

escape some of its settings, which could allow high privilege users such as admin to 

perform Stored Cross-Site Scripting attacks even when the unfiltered_html 

capability is disallowed (for example in multisite setup). 

2025-04-17 3.5 CVE-2025-1524 

n/a -- n/a 

 

  

The Ultimate Dashboard WordPress plugin before 3.8.6 does not sanitise and 

escape some of its settings, which could allow high privilege users such as admin to 

perform Stored Cross-Site Scripting attacks even when the unfiltered_html 

capability is disallowed (for example in multisite setup). 

2025-04-17 3.5 CVE-2025-1525 

n/a -- n/a 

 

  

Mattermost versions 10.5.x <= 10.5.1, 9.11.x <= 9.11.9 fail to check if a file has 

been deleted when creating a bookmark which allows an attacker who knows the 

IDs of deleted files to obtain metadata of the files via bookmark creation. 

2025-04-14 3.1 CVE-2025-2424 

n/a -- n/a 

 

  

Mattermost versions 10.5.x <= 10.5.1, 10.4.x <= 10.4.3, 9.11.x <= 9.11.9 fail to 

prevent Wrangler posts from triggering AI responses. This vulnerability allows users 

without access to the AI bot to activate it by attaching the activate_ai override 

property to a post via the Wrangler plugin, provided both the AI and Wrangler 

plugins are enabled. 

2025-04-16 3.1 CVE-2025-24839 

n/a -- n/a 

 

  

An issue in Macro-video Technologies Co.,Ltd V380 Pro android application 2.1.44 

and V380 Pro android application 2.1.64 allows an attacker to obtain sensitive 

information via the QE code based sharing component. 

2025-04-18 3.4 CVE-2025-25983 

n/a -- n/a 

 

  

DragonflyDB Dragonfly before 1.27.0 allows authenticated users to cause a denial 

of service (daemon crash) via a crafted Redis command. The validity of the scan 

cursor was not checked. 

2025-04-17 3.3 CVE-2025-26268 

n/a -- n/a 

 

  

DragonflyDB Dragonfly through 1.28.2 allows authenticated users to cause a denial 

of service (daemon crash) via a Lua library command that references a large 

negative integer. 

2025-04-17 3.3 CVE-2025-26269 

n/a -- n/a 

 

  

Dell ECS version 3.8.1.4 and prior contain an Improper Certificate Validation 

vulnerability. An unauthenticated attacker with adjacent network access could 

potentially exploit this vulnerability, leading to Information disclosure. 

2025-04-17 3.1 CVE-2025-26478 

n/a -- n/a 

 

  

A vulnerability has been identified in TeleControl Server Basic (All versions < 

V3.1.2.2). The affected product does not properly validate a length field in a 

serialized message which it uses to determine the amount of memory to be 

allocated for deserialization. This could allow an unauthenticated remote attacker 

to cause the application to allocate exhaustive amounts of memory and 

subsequently create a partial denial of service condition. Successful exploitation is 

only possible in redundant Telecontrol Server Basic setups and only if the 

connection between the redundant servers has been disrupted. 

2025-04-17 3.7 CVE-2025-29931 

n/a -- n/a 

 

  

Vulnerability in the Oracle Solaris product of Oracle Systems (component: 

Pluggable authentication module). The supported version that is affected is 11. 

Easily exploitable vulnerability allows low privileged attacker with network access 

via HTTP to compromise Oracle Solaris. Successful attacks require human 

interaction from a person other than the attacker. Successful attacks of this 

vulnerability can result in unauthorized read access to a subset of Oracle Solaris 

accessible data. CVSS 3.1 Base Score 3.5 (Confidentiality impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:N/A:N). 

2025-04-15 3.5 CVE-2025-30700 

https://www.cve.org/CVERecord?id=CVE-2024-58249
https://www.cve.org/CVERecord?id=CVE-2025-1523
https://www.cve.org/CVERecord?id=CVE-2025-1524
https://www.cve.org/CVERecord?id=CVE-2025-1525
https://www.cve.org/CVERecord?id=CVE-2025-2424
https://www.cve.org/CVERecord?id=CVE-2025-24839
https://www.cve.org/CVERecord?id=CVE-2025-25983
https://www.cve.org/CVERecord?id=CVE-2025-26268
https://www.cve.org/CVERecord?id=CVE-2025-26269
https://www.cve.org/CVERecord?id=CVE-2025-26478
https://www.cve.org/CVERecord?id=CVE-2025-29931
https://www.cve.org/CVERecord?id=CVE-2025-30700
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Vendor -- Product 
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CVSS 
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Source & Patch 

Info 

n/a -- n/a 

 

  

Vulnerability in the Oracle Applications Technology Stack product of Oracle E-

Business Suite (component: Configuration). Supported versions that are affected 

are 12.2.3-12.2.14. Difficult to exploit vulnerability allows unauthenticated attacker 

with logon to the infrastructure where Oracle Applications Technology Stack 

executes to compromise Oracle Applications Technology Stack. Successful attacks 

require human interaction from a person other than the attacker. Successful 

attacks of this vulnerability can result in unauthorized update, insert or delete 

access to some of Oracle Applications Technology Stack accessible data as well as 

unauthorized read access to a subset of Oracle Applications Technology Stack 

accessible data. CVSS 3.1 Base Score 3.6 (Confidentiality and Integrity impacts). 

CVSS Vector: (CVSS:3.1/AV:L/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N). 

2025-04-15 3.6 CVE-2025-30731 

n/a -- n/a 

 

  

Mattermost versions 10.4.x <= 10.4.2, 10.5.x <= 10.5.0, 9.11.x <= 9.11.9 fail to 

restrict domains the LLM can request to contact upstreamÂ which allows an 

authenticated user toÂ exfiltrate data from an arbitrary server accessible to the 

victim via performing a prompt injectionÂ in the AI plugin's Jira tool. 

2025-04-16 3 CVE-2025-31363 

n/a -- n/a 

 

  

AutoGPT is a platform that allows users to create, deploy, and manage continuous 

artificial intelligence agents that automate complex workflows. The AutoGPT 

Platform's WebSocket API transmitted node execution updates to subscribers 

based on the graph_id+graph_version. Additionally, there was no check prohibiting 

users from subscribing with another user's graph_id+graph_version. As a result, 

node execution updates from one user's graph execution could be received by 

another user within the same instance. This vulnerability does not occur between 

different instances or between users and non-users of the platform. Single-user 

instances are not affected. In private instances with a user white-list, the impact is 

limited by the fact that all potential unintended recipients of these node execution 

updates must have been admitted by the administrator. This vulnerability is fixed 

in 0.6.1. 

2025-04-15 3.5 CVE-2025-31494 

n/a -- n/a 

 

  

SoftEtherVPN is a an open-source cross-platform multi-protocol VPN Program. 

Versions 5.02.5184 to 5.02.5187 are vulnerable to NULL dereference in 

`DeleteIPv6DefaultRouterInRA` called by `StorePacket`. Before dereferencing, 

`DeleteIPv6DefaultRouterInRA` does not account for `ParsePacket` returning NULL, 

resulting in the program crashing. A patched version does not exist at this time. 

2025-04-16 3.1 CVE-2025-32787 

n/a -- n/a 

 

  

EspoCRM is an Open Source Customer Relationship Management software. Prior to 

version 9.0.7, users can be sorted by their password hash. This flaw allows an 

attacker to make assumptions about the hash values of other users stored in the 

password column of the user table, based on the results of the sorted list of users. 

Although unlikely, if an attacker knows the hash value of their password, they can 

change the password and repeat the sorting until the other user's password hash is 

fully revealed. This issue is patched in version 9.0.7. 

2025-04-16 3.1 CVE-2025-32789 

n/a -- n/a 

 

  

The vulnerability allows any authenticated user to leak the contents of arbitrary 

".m3u8" files from the PeerTube server due to a path traversal in the HLS endpoint. 
2025-04-15 3.7 CVE-2025-32943 

n/a -- n/a 

 

  

A vulnerability classified as problematic has been found in ScriptAndTools 

eCommerce-website-in-PHP 3.0. Affected is an unknown function of the file 

/login.php. The manipulation leads to improper restriction of excessive 

authentication attempts. It is possible to launch the attack remotely. The 

complexity of an attack is rather high. The exploitability is told to be difficult. The 

exploit has been disclosed to the public and may be used. The vendor was 

contacted early about this disclosure but did not respond in any way. 

2025-04-14 3.7 CVE-2025-3555 

n/a -- n/a 

 

  

A vulnerability classified as problematic was found in ScriptAndTools eCommerce-

website-in-PHP 3.0. Affected by this vulnerability is an unknown functionality of 

the file /admin/login.php. The manipulation leads to improper restriction of 

excessive authentication attempts. The attack can be launched remotely. The 

complexity of an attack is rather high. The exploitation appears to be difficult. The 

2025-04-14 3.7 CVE-2025-3556 

https://www.cve.org/CVERecord?id=CVE-2025-30731
https://www.cve.org/CVERecord?id=CVE-2025-31363
https://www.cve.org/CVERecord?id=CVE-2025-31494
https://www.cve.org/CVERecord?id=CVE-2025-32787
https://www.cve.org/CVERecord?id=CVE-2025-32789
https://www.cve.org/CVERecord?id=CVE-2025-32943
https://www.cve.org/CVERecord?id=CVE-2025-3555
https://www.cve.org/CVERecord?id=CVE-2025-3556
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exploit has been disclosed to the public and may be used. The vendor was 

contacted early about this disclosure but did not respond in any way. 

n/a -- n/a 

 

  

A vulnerability was found in ghostxbh uzy-ssm-mall 1.0.0 and classified as 

problematic. This issue affects some unknown processing of the file /product. The 

manipulation of the argument product_name leads to cross site scripting. The 

attack may be initiated remotely. The exploit has been disclosed to the public and 

may be used. The vendor was contacted early about this disclosure but did not 

respond in any way. 

2025-04-14 3.5 CVE-2025-3560 

n/a -- n/a 

 

  

A vulnerability has been found in Webkul Krayin CRM up to 2.1.0 and classified as 

problematic. Affected by this vulnerability is an unknown functionality of the file 

/admin/settings/users/edit/ of the component SVG File Handler. The manipulation 

leads to cross site scripting. The attack can be launched remotely. The exploit has 

been disclosed to the public and may be used. The vendor prepares a fix for the 

next major release and explains that he does not think therefore that this should 

qualify for a CVE. 

2025-04-14 3.5 CVE-2025-3568 

n/a -- n/a 

 

  

A vulnerability was found in JamesZBL/code-projects db-hospital-drug 1.0. It has 

been classified as problematic. This affects the function Save of the file 

ContentController.java. The manipulation of the argument content leads to cross 

site scripting. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. The vendor was contacted early about 

this disclosure but did not respond in any way. 

2025-04-14 3.5 CVE-2025-3570 

n/a -- n/a 

 

  

A vulnerability was found in ZHENFENG13/code-projects My-Blog-layui 1.0 and 

classified as problematic. Affected by this issue is some unknown functionality of 

the file /admin/v1/blog/edit. The manipulation leads to cross site scripting. The 

attack may be launched remotely. The exploit has been disclosed to the public and 

may be used. Multiple parameters might be affected. The vendor was contacted 

early about this disclosure but did not respond in any way. 

2025-04-14 3.5 CVE-2025-3591 

n/a -- n/a 

 

  

A vulnerability was found in ZHENFENG13/code-projects My-Blog-layui 1.0. It has 

been classified as problematic. This affects an unknown part of the file 

/admin/v1/link/edit. The manipulation leads to cross site scripting. It is possible to 

initiate the attack remotely. The exploit has been disclosed to the public and may 

be used. Multiple parameters might be affected. The vendor was contacted early 

about this disclosure but did not respond in any way. 

2025-04-14 3.5 CVE-2025-3592 

n/a -- n/a 

 

  

A vulnerability has been found in Demtec Graphytics 5.0.7 and classified as 

problematic. This vulnerability affects unknown code of the file /visualization. The 

manipulation of the argument description leads to cross site scripting. The attack 

can be initiated remotely. The exploit has been disclosed to the public and may be 

used. The vendor was contacted early about this disclosure but did not respond in 

any way. 

2025-04-15 3.5 CVE-2025-3613 

n/a -- n/a 

 

  

A vulnerability, which was classified as problematic, was found in PyTorch 2.6.0. 

Affected is the function torch.nn.functional.ctc_loss of the file 

aten/src/ATen/native/LossCTC.cpp. The manipulation leads to denial of service. An 

attack has to be approached locally. The exploit has been disclosed to the public 

and may be used. The name of the patch is 

46fc5d8e360127361211cb237d5f9eef0223e567. It is recommended to apply a 

patch to fix this issue. 

2025-04-16 3.3 CVE-2025-3730 

n/a -- n/a 

 

  

A vulnerability was found in baseweb JSite 1.0. It has been declared as problematic. 

Affected by this vulnerability is an unknown functionality of the file 

/a/sys/user/save. The manipulation of the argument Name leads to cross site 

scripting. The attack can be launched remotely. The exploit has been disclosed to 

the public and may be used. 

2025-04-18 3.5 CVE-2025-3788 
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n/a -- n/a 

 

  

A vulnerability was found in baseweb JSite 1.0. It has been rated as problematic. 

Affected by this issue is some unknown functionality of the file /a/sys/area/save. 

The manipulation of the argument Name leads to cross site scripting. The attack 

may be launched remotely. The exploit has been disclosed to the public and may 

be used. 

2025-04-18 3.5 CVE-2025-3789 

n/a -- n/a 

 

  

VisiCut 2.1 allows stack consumption via an XML document with nested set 

elements, as demonstrated by a java.util.HashMap StackOverflowError when 

reference='../../../set/set[2]' is used, aka an "insecure deserialization" issue. 

2025-04-17 3.3 CVE-2025-43708 

n/a -- n/a 

 

  

HCL MyXalytics is affected by SSLâˆ•TLS Protocol affected with BREACH & LUCKY13 

vulnerabilities. Attackers can exploit the weakness in the ciphers to intercept and 

decrypt encrypted data, steal sensitive information, or inject malicious code into 

the system. 

2025-04-17 2.6 CVE-2024-42177 

n/a -- n/a 

 

  

HCL MyXalytics is affected by a failure to restrict URL access vulnerability. 

Unauthenticated users might gain unauthorized access to potentially confidential 

information, creating a risk of misuse, manipulation, or unauthorized distribution. 

2025-04-17 2.5 CVE-2024-42178 

n/a -- n/a 

 

  

SolarWinds Serv-U is vulnerable to a client-side cross-site scripting (XSS) 

vulnerability. The vulnerability can only be performed by an authenticated account, 

on the local machine, from the local browser session. Therefore the risk is very low. 

2025-04-15 2.6 CVE-2024-45712 

n/a -- n/a 

 

  

An issue in Macro-video Technologies Co.,Ltd V380E6_C1 IP camera 

(Hw_HsAKPIQp_WF_XHR) 1020302 allows a physically proximate attacker to 

execute arbitrary code via the /mnt/mtd/mvconf/wifi.ini and 

/mnt/mtd/mvconf/user_info.ini components. 

2025-04-18 2.6 CVE-2025-25985 

n/a -- n/a 

 

  

Mattermost versions 10.5.x <= 10.5.1, 9.11.x <= 9.11.9 fail to enforce MFA checks 

in PUT /api/v4/users/user-id/mfa when the requesting user differs from the target 

user ID, which allows users with edit_other_users permission to activate or 

deactivate MFA for other users, even if those users have not set up MFA. 

2025-04-16 2.2 CVE-2025-27538 

n/a -- n/a 

 

  

Mattermost Mobile Apps versions <=2.25.0Â  fail to terminate sessions during 

logout under certain conditions (e.g. poor connectivity), allowing unauthorized 

users on shared devices to access sensitive notification content via continued 

mobile notifications 

2025-04-14 2 CVE-2025-30516 

n/a -- n/a 

 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: InnoDB). 

Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 9.0.0-9.2.0. 

Easily exploitable vulnerability allows high privileged attacker with network access 

via multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized update, insert or delete access to some of 

MySQL Server accessible data. CVSS 3.1 Base Score 2.7 (Integrity impacts). CVSS 

Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:N). 

2025-04-15 2.7 CVE-2025-30703 

n/a -- n/a 

 

  

Weblate is a web based localization tool. Prior to version 5.11, when creating a 

new component from an existing component that has a source code repository 

URL specified in settings, this URL is included in the client's URL parameters during 

the creation process. If, for example, the source code repository URL contains 

GitHub credentials, the confidential PAT and username are shown in plaintext and 

get saved into browser history. Moreover, if the request URL is logged, the 

credentials are written to logs in plaintext. If using Weblate official Docker image, 

nginx logs the URL and the token in plaintext. This issue is patched in version 5.11. 

2025-04-15 2.2 CVE-2025-32021 

n/a -- n/a 

 

  

In libxml2 before 2.13.8 and 2.14.x before 2.14.2, xmlSchemaIDCFillNodeTables in 

xmlschemas.c has a heap-based buffer under-read. To exploit this, a crafted XML 

document must be validated against an XML schema with certain identity 

constraints, or a crafted XML schema must be used. 

2025-04-17 2.9 CVE-2025-32415 

https://www.cve.org/CVERecord?id=CVE-2025-3789
https://www.cve.org/CVERecord?id=CVE-2025-43708
https://www.cve.org/CVERecord?id=CVE-2024-42177
https://www.cve.org/CVERecord?id=CVE-2024-42178
https://www.cve.org/CVERecord?id=CVE-2024-45712
https://www.cve.org/CVERecord?id=CVE-2025-25985
https://www.cve.org/CVERecord?id=CVE-2025-27538
https://www.cve.org/CVERecord?id=CVE-2025-30516
https://www.cve.org/CVERecord?id=CVE-2025-30703
https://www.cve.org/CVERecord?id=CVE-2025-32021
https://www.cve.org/CVERecord?id=CVE-2025-32415


 
 

Low Vulnerabilities 
Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

n/a -- n/a 

 

  

Hydra is a Continuous Integration service for Nix based projects. Evaluation of 

untrusted non-flake nix code could potentially access secrets that are accessible by 

the hydra user/group. This should not affect the signing keys, that are owned by 

the hydra-queue-runner and hydra-www users respectively. 

2025-04-15 2.6 CVE-2025-32435 

n/a -- n/a 

 

  

A vulnerability, which was classified as problematic, was found in mirweiye Seven 

Bears Library CMS 2023. This affects an unknown part of the component 

Background Management Page. The manipulation leads to cross site scripting. It is 

possible to initiate the attack remotely. The exploit has been disclosed to the 

public and may be used. 

2025-04-16 2.4 CVE-2025-3688 

n/a -- n/a 

 

  

A vulnerability was found in mirweiye Seven Bears Library CMS 2023. It has been 

classified as problematic. Affected is an unknown function of the component Add 

Link Handler. The manipulation leads to server-side request forgery. It is possible 

to launch the attack remotely. The exploit has been disclosed to the public and 

may be used. 

2025-04-16 2.7 CVE-2025-3691 

n/a -- n/a 

 

  

A vulnerability was found in SourceCodester Online Eyewear Shop 1.0. It has been 

declared as problematic. Affected by this vulnerability is an unknown functionality 

of the file /oews/classes/Master.php?f=save_product. The manipulation leads to 

cross site scripting. The attack can be launched remotely. The exploit has been 

disclosed to the public and may be used. 

2025-04-16 2.4 CVE-2025-3692 

n/a -- n/a 

 

  

A vulnerability was found in PbootCMS 3.2.5. It has been classified as problematic. 

Affected is an unknown function of the component Image Handler. The 

manipulation leads to server-side request forgery. It is possible to launch the attack 

remotely. The exploit has been disclosed to the public and may be used. 

2025-04-18 2.7 CVE-2025-3787 

n/a -- n/a 

 

  

A vulnerability was found in DaiCuo 1.3.13. It has been rated as problematic. 

Affected by this issue is some unknown functionality of the component SEO 

Optimization Settings Section. The manipulation leads to cross site scripting. The 

attack may be launched remotely. The exploit has been disclosed to the public and 

may be used. 

2025-04-18 2.4 CVE-2025-3795 

n/a -- n/a 

 

  

A vulnerability was found in songquanpeng one-api up to 0.6.10. It has been 

classified as problematic. This affects an unknown part of the component System 

Setting Handler. The manipulation of the argument Homepage Content leads to 

cross site scripting. It is possible to initiate the attack remotely. The exploit has 

been disclosed to the public and may be used. 

2025-04-19 2.4 CVE-2025-3801 

n/a -- n/a 

 

  

A vulnerability, which was classified as problematic, has been found in dazhouda 

lecms up to 3.0.3. Affected by this issue is some unknown functionality of the file 

/admin of the component Edit Profile Handler. The manipulation leads to cross site 

scripting. The attack may be launched remotely. The exploit has been disclosed to 

the public and may be used. 

2025-04-19 2.4 CVE-2025-3806 

n/a -- n/a 

 

  

A vulnerability was found in SourceCodester Web-based Pharmacy Product 

Management System 1.0. It has been declared as problematic. This vulnerability 

affects unknown code of the file add-admin.php. The manipulation of the 

argument txtpassword/txtfullname/txtemail leads to cross site scripting. The attack 

can be initiated remotely. The exploit has been disclosed to the public and may be 

used. 

2025-04-20 2.4 CVE-2025-3821 

n/a -- n/a 

 

  

A vulnerability was found in SourceCodester Web-based Pharmacy Product 

Management System 1.0. It has been rated as problematic. This issue affects some 

unknown processing of the file changepassword.php. The manipulation of the 

argument txtconfirm_password/txtnew_password/txtold_password leads to cross 

site scripting. The attack may be initiated remotely. The exploit has been disclosed 

to the public and may be used. 

2025-04-20 2.4 CVE-2025-3822 
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n/a -- n/a 

 

  

A vulnerability classified as problematic has been found in SourceCodester Web-

based Pharmacy Product Management System 1.0. Affected is an unknown 

function of the file add-stock.php. The manipulation of the argument 

txttotalcost/txtproductID/txtprice/txtexpirydate leads to cross site scripting. It is 

possible to launch the attack remotely. The exploit has been disclosed to the public 

and may be used. 

2025-04-20 2.4 CVE-2025-3823 

n/a -- n/a 

 

  

A vulnerability classified as problematic was found in SourceCodester Web-based 

Pharmacy Product Management System 1.0. Affected by this vulnerability is an 

unknown functionality of the file add-product.php. The manipulation of the 

argument txtprice/txtproduct_name leads to cross site scripting. The attack can be 

launched remotely. The exploit has been disclosed to the public and may be used. 

2025-04-20 2.4 CVE-2025-3824 

n/a -- n/a 

 

  

A vulnerability, which was classified as problematic, has been found in 

SourceCodester Web-based Pharmacy Product Management System 1.0. Affected 

by this issue is some unknown functionality of the file add-category.php. The 

manipulation of the argument txtcategory_name leads to cross site scripting. The 

attack may be launched remotely. The exploit has been disclosed to the public and 

may be used. 

2025-04-20 2.4 CVE-2025-3825 

n/a -- n/a 

 

  

A vulnerability, which was classified as problematic, was found in SourceCodester 

Web-based Pharmacy Product Management System 1.0. This affects an unknown 

part of the file add-supplier.php. The manipulation of the argument 

txtsupplier_name/txtaddress leads to cross site scripting. It is possible to initiate 

the attack remotely. The exploit has been disclosed to the public and may be used. 

2025-04-20 2.4 CVE-2025-3826 

n/a -- n/a 

 

  

TwsCachedXPathAPI in Convertigo through 8.3.4 does not restrict the use of 

commons-jxpath APIs. 
2025-04-20 2.2 CVE-2025-43955 

oracle -- 

mysql_cluster 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Replication). Supported versions that are affected are 8.0.0-8.0.41, 8.4.0-8.4.4 and 

9.0.0-9.2.0. Easily exploitable vulnerability allows high privileged attacker with 

network access via multiple protocols to compromise MySQL Server. Successful 

attacks of this vulnerability can result in unauthorized ability to cause a partial 

denial of service (partial DOS) of MySQL Server. CVSS 3.1 Base Score 2.7 

(Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:L). 

2025-04-15 2.7 CVE-2025-30681 

Unknown--Icegram 

Express formerly 

known as Email 

Subscribers 

  

The Icegram Express formerly known as Email Subscribers WordPress plugin before 

5.7.52 does not sanitise and escape some of its settings, which could allow high 

privilege users such as admin to perform Stored Cross-Site Scripting attacks even 

when the unfiltered_html capability is disallowed (for example in multisite setup). 

2025-04-17 3.5 CVE-2024-11924 

Andamiro--Pump It 

Up 

  

Andamiro Pump It Up 20th Anniversary (aka Double X or XX/2019) 1.00.0-2.08.3 

allows a physically proximate attacker to cause a denial of service (application 

crash) via certain deselect actions. 

2025-04-25 2.4 CVE-2024-57375 

Apereo--CAS 

  

A vulnerability was found in Apereo CAS 5.2.6. It has been classified as 

problematic. This affects the function ResponseEntity of the file cas-5.2.6\webapp-

mgmt\cas-management-webapp-

support\src\main\java\org\apereo\cas\mgmt\services\web\ManageRegisteredSer

vicesMultiActionController.java. The manipulation of the argument Query leads to 

inefficient regular expression complexity. It is possible to initiate the attack 

remotely. The exploit has been disclosed to the public and may be used. The 

vendor was contacted early about this disclosure but did not respond in any way. 

2025-04-27 2.7 CVE-2025-3985 

baseweb--JSite 

  
A vulnerability classified as problematic has been found in baseweb JSite up to 1.0. 

Affected is an unknown function of the file /sys/office/save. The manipulation of 
2025-04-27 3.5 CVE-2025-3970 
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the argument Remarks leads to cross site scripting. It is possible to launch the 

attack remotely. The exploit has been disclosed to the public and may be used. 

BusyBox--BusyBox 

  

In netstat in BusyBox through 1.37.0, local users can launch of network application 

with an argv[0] containing an ANSI terminal escape sequence, leading to a denial of 

service (terminal locked up) when netstat is used by a victim. 

2025-04-23 2.5 CVE-2024-58251 

checkpoint--Check 

Point Mobile 

Access 

  

Authenticated end-user may set a specially crafted SNX bookmark that can make 

their browser run a script while accessing their own bookmark list. 
2025-04-27 3.5 CVE-2024-52887 

GL.iNet--GL-A1300 

Slate Plus 

  

A vulnerability was found in GL.iNet GL-A1300 Slate Plus, GL-AR300M16 Shadow, 

GL-AR300M Shadow, GL-AR750 Creta, GL-AR750S-EXT Slate, GL-AX1800 Flint, GL-

AXT1800 Slate AX, GL-B1300 Convexa-B, GL-B3000 Marble, GL-BE3600 Slate 7, GL-

E750, GL-E750V2 Mudi, GL-MT300N-V2 Mango, GL-MT1300 Beryl, GL-MT2500 

Brume 2, GL-MT3000 Beryl AX, GL-MT6000 Flint 2, GL-SFT1200 Opal, GL-X300B 

Collie, GL-X750 Spitz, GL-X3000 Spitz AX, GL-XE300 Puli and GL-XE3000 Puli AX 4.x. 

It has been rated as problematic. This issue affects some unknown processing of 

the component Download Interface. The manipulation leads to improper 

authorization. It is recommended to upgrade the affected component. 

2025-04-26 3.5 CVE-2025-2850 

HCL Software--HCL 

Leap 

  

Missing "no cache" headers in HCL Leap permits user directory information to be 

cached. 
2025-04-24 3.2 CVE-2023-37516 

HCL Software--HCL 

Leap 

  

Insufficient sanitization in HCL Leap allows client-side script injection in the 

authoring environment. 
2025-04-24 3.7 CVE-2024-30114 

HCL Software--HCL 

Leap 

  

Missing "no cache" headers in HCL Leap permits sensitive data to be cached. 2025-04-24 3.2 CVE-2024-30127 

IBM--InfoSphere 

Information Server 

  

IBM InfoSphere Information Server 11.7 DataStage Flow Designer  transmits 

sensitive information via URL or query parameters that could be exposed to an 

unauthorized actor using man in the middle techniques. 

2025-04-23 3.7 CVE-2025-25046 

IBM--Maximo 

Asset 

Management 

  

IBM Maximo Asset Management 7.6.1.3 is vulnerable to server-side request 

forgery (SSRF). This may allow an authenticated attacker to send unauthorized 

requests from the system, potentially leading to network enumeration or 

facilitating other attacks. 

2025-04-21 3.8 CVE-2025-2987 

itwanger--

paicoding 

  

A vulnerability has been found in itwanger paicoding 1.0.3 and classified as 

problematic. Affected by this vulnerability is an unknown functionality of the file 

/article/app/post. The manipulation of the argument content leads to cross site 

scripting. The attack can be launched remotely. The exploit has been disclosed to 

the public and may be used. 

2025-04-27 3.5 CVE-2025-3965 

n/a--ChurchCRM 

  

A vulnerability, which was classified as problematic, has been found in ChurchCRM 

5.16.0. Affected by this issue is some unknown functionality of the component 

Referer Handler. The manipulation leads to server-side request forgery. The attack 

may be launched remotely. The complexity of an attack is rather high. The 

exploitation is known to be difficult. The exploit has been disclosed to the public 

and may be used. The vendor was contacted early about this disclosure but did not 

respond in any way. 

2025-04-26 3.7 CVE-2025-3954 

N/A--N/A 

  

A security vulnerability was found in Moodle where confidential information that 

prevents cross-site request forgery (CSRF) attacks was shared publicly through the 

site's URL. This vulnerability occurred specifically on two types of pages within the 

mod_data module: edit and delete pages. 

2025-04-25 3.1 CVE-2025-3637 
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NVIDIA--NVIDIA 

App 

  

NVIDIA NvContainer service for Windows contains a vulnerability in its usage of 

OpenSSL, where an attacker could exploit a hard-coded constant issue by copying a 

malicious DLL in a hard-coded path. A successful exploit of this vulnerability might 

lead to code execution, denial of service, escalation of privileges, information 

disclosure, or data tampering. 

2025-04-22 2.5 CVE-2025-23253 

Red Hat--Red Hat 

A security vulnerability was discovered in Moodle that allows anyone to duplicate 

existing tours without needing to log in due to a lack of protection against cross-

site request forgery (CSRF) attacks. 

2025-04-25 3.5 CVE-2025-3635 

Soffid--IAM 

  

In Soffid Console 3.6.31 before 3.6.32, authorization to use the pam service is 

mishandled. 
2025-04-21 2.5 CVE-2025-32408 

withstars--Books-

Management-

System 

  

A vulnerability was found in withstars Books-Management-System 1.0. It has been 

classified as problematic. Affected is an unknown function of the file 

/book_edit_do.html of the component Book Edit Page. The manipulation of the 

argument Name leads to cross site scripting. It is possible to launch the attack 

remotely. The exploit has been disclosed to the public and may be used. Other 

parameters might be affected as well. This vulnerability only affects products that 

are no longer supported by the maintainer. 

2025-04-27 3.5 CVE-2025-3958 

withstars--Books-

Management-

System 

  

A vulnerability classified as problematic has been found in withstars Books-

Management-System 1.0. This affects an unknown part of the file 

/admin/article/add/do. The manipulation of the argument Title leads to cross site 

scripting. It is possible to initiate the attack remotely. The exploit has been 

disclosed to the public and may be used. Other parameters might be affected as 

well. This vulnerability only affects products that are no longer supported by the 

maintainer. 

2025-04-27 3.5 CVE-2025-3961 

withstars--Books-

Management-

System 

  

A vulnerability classified as problematic was found in withstars Books-

Management-System 1.0. This vulnerability affects unknown code of the file 

/api/comment/add of the component Comment Handler. The manipulation of the 

argument content leads to cross site scripting. The attack can be initiated remotely. 

The exploit has been disclosed to the public and may be used. This vulnerability 

only affects products that are no longer supported by the maintainer. 

2025-04-27 3.5 CVE-2025-3962 

wix-incubator--jam 

  

A vulnerability, which was classified as problematic, was found in wix-incubator 

jam up to e87a6fd85cf8fb5ff37b62b2d68f917219d07ae9. This affects an unknown 

part of the file jam.py of the component Jinja2 Template Handler. The 

manipulation of the argument config['template'] leads to improper neutralization 

of special elements used in a template engine. It is possible to launch the attack on 

the local host. The exploit has been disclosed to the public and may be used. This 

product takes the approach of rolling releases to provide continious delivery. 

Therefore, version details for affected and updated releases are not available. 

2025-04-21 3.3 CVE-2025-3841 

YXJ2018--

SpringBoot-Vue-

OnlineExam 

  

A vulnerability, which was classified as problematic, has been found in YXJ2018 

SpringBoot-Vue-OnlineExam 1.0. This issue affects some unknown processing of 

the component API. The manipulation leads to improper authentication. The attack 

may be initiated remotely. The complexity of an attack is rather high. The 

exploitation is known to be difficult. The exploit has been disclosed to the public 

and may be used. 

2025-04-22 3.7 CVE-2025-3850 

ABB--ANC 

Unverified Password Change for ANC software that allows an authenticated 

attacker to bypass the old Password check in the password change form via a web 

HMI This issue affects ANC software version 1.1.4 and earlier. 

2025-04-30 2.6 CVE-2024-47784 

CasualX--obfstr 
In the obfstr crate before 0.4.4 for Rust, the obfstr! argument type is not restricted 

to string slices, leading to invalid UTF-8 conversion that produces an invalid value. 
2025-05-02 2.9 CVE-2024-58253 
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Dell--PowerProtect 

Data Manager 

Reporting 

Dell PowerProtect Data Manager Reporting, version(s) 19.16, 19.17, 19.18, 

contain(s) an Improper Neutralization of Special Elements Used in a Template 

Engine vulnerability. A high privileged attacker with local access could potentially 

exploit this vulnerability, leading to information disclosure. 

2025-04-28 2.3 CVE-2025-23376 

DevExpress--

DevExpress 

DevExpress before 23.1.3 does not properly protect XtraReport serialized data in 

ASP.NET web forms. 
2025-04-28 3.5 CVE-2023-35814 

DevExpress--

DevExpress 

DevExpress before 23.1.3 has a data-source protection mechanism bypass during 

deserialization on XML data. 
2025-04-28 3.5 CVE-2023-35815 

DevExpress--

DevExpress 
DevExpress before 23.1.3 allows arbitrary TypeConverter conversion. 2025-04-28 3.5 CVE-2023-35816 

Fortra--

GoAnywhere 

When a Web User without Create permission on subfolders attempts to upload a 

file to a non-existent directory, the error message includes the absolute server 

path which may allow Fuzzing for application mapping. This issue affects 

GoAnywhere: before 7.8.0. 

2025-04-28 3.5 CVE-2025-0049 

gorhill--uBlock 

Origin 

A vulnerability was found in gorhill uBlock Origin up to 1.63.3b16. It has been 

classified as problematic. Affected is the function currentStateChanged of the file 

src/js/1p-filters.js of the component UI. The manipulation leads to inefficient 

regular expression complexity. It is possible to launch the attack remotely. The 

complexity of an attack is rather high. The exploitability is told to be difficult. The 

exploit has been disclosed to the public and may be used. Upgrading to version 

1.63.3b17 is able to address this issue. The patch is identified as 

eaedaf5b10d2f7857c6b77fbf7d4a80681d4d46c. It is recommended to upgrade the 

affected component. 

2025-05-02 3.1 CVE-2025-4215 

HCL Software--HCL 

Domino Leap 
Missing "no cache" headers in HCL Leap permits sensitive data to be cached. 2025-04-30 3.2 CVE-2023-37517 

n/a--Redmine 

  

A vulnerability has been found in Redmine 6.0.0/6.0.1/6.0.2/6.0.3 and classified as 

problematic. This vulnerability affects unknown code of the component Custom 

Query Handler. The manipulation of the argument Name leads to cross site 

scripting. The attack can be initiated remotely. Upgrading to version 6.0.4 is able to 

address this issue. It is recommended to upgrade the affected component. 

2025-04-28 3.5 CVE-2025-4011 

playeduxyz--

PlayEdu 

A vulnerability was found in playeduxyz PlayEdu; up to 1.8 and classified as 

problematic. This issue affects some unknown processing of the file 

/api/backend/v1/user/create of the component User Avatar Handler. The 

manipulation of the argument Avatar leads to server-side request forgery. The 

attack may be initiated remotely. The exploit has been disclosed to the public and 

may be used. The vendor was contacted early about this disclosure but did not 

respond in any way. 

2025-04-28 2.7 CVE-2025-4012 

scipopt--scip 

A vulnerability has been found in scipopt scip up to 9.2.1 and classified as 

problematic. Affected by this vulnerability is the function main of the file 

examples/LOP/src/genRandomLOPInstance.c of the component File Descriptor 

Handler. The manipulation of the argument File leads to uncontrolled file 

descriptor consumption. Local access is required to approach this attack. 

Upgrading to version 9.2.2 is able to address this issue. The identifier of the patch 

is d6da63b941216d75fbc1aefea9abf1de6712a2d0. It is recommended to upgrade 

the affected component. 

2025-04-28 3.3 CVE-2025-4001 

Seeyon--Zhiyuan 

OA Web 

Application System 

A vulnerability, which was classified as problematic, has been found in Seeyon 

Zhiyuan OA Web Application System 8.1 SP2. This issue affects some unknown 

processing of the file 

seeyon\opt\Seeyon\A8\ApacheJetspeed\webapps\seeyon\common\js\addDate\d

ate.jsp of the component URL Parameter Handler. The manipulation leads to cross 

2025-04-28 3.5 CVE-2025-3999 
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site scripting. The attack may be initiated remotely. The exploit has been disclosed 

to the public and may be used. 

Seeyon--Zhiyuan 

OA Web 

Application System 

A vulnerability, which was classified as problematic, was found in Seeyon Zhiyuan 

OA Web Application System 8.1 SP2. Affected is an unknown function of the file 

seeyon\opt\Seeyon\A8\ApacheJetspeed\webapps\seeyon\ssoproxy\jsp\ssoproxy.j

sp. The manipulation of the argument Name leads to cross site scripting. It is 

possible to launch the attack remotely. The exploit has been disclosed to the public 

and may be used. 

2025-04-28 3.5 CVE-2025-4000 

SICK AG--SICK 

FLX3-CPUC200 

The device's passwords have not been adequately salted, making them vulnerable 

to password extraction attacks. 
2025-04-28 3.7 CVE-2025-32471 

TOTOLINK--

N150RT 

A vulnerability was found in TOTOLINK N150RT 3.4.0-B20190525. It has been 

classified as problematic. Affected is an unknown function of the file /home.htm of 

the component IP Port Filtering. The manipulation of the argument Comment leads 

to cross site scripting. It is possible to launch the attack remotely. The exploit has 

been disclosed to the public and may be used. 

2025-04-28 2.4 CVE-2025-3994 

TOTOLINK--

N150RT 

A vulnerability was found in TOTOLINK N150RT 3.4.0-B20190525. It has been 

declared as problematic. Affected by this vulnerability is an unknown functionality 

of the file /boafrm/fromStaticDHCP of the component LAN Settings Page. The 

manipulation of the argument Hostname leads to cross site scripting. The attack 

can be launched remotely. The exploit has been disclosed to the public and may be 

used. 

2025-04-28 2.4 CVE-2025-3995 

TOTOLINK--

N150RT 

A vulnerability was found in TOTOLINK N150RT 3.4.0-B20190525. It has been rated 

as problematic. Affected by this issue is some unknown functionality of the file 

/home.htm of the component MAC Filtering Page. The manipulation of the 

argument Comment leads to cross site scripting. The attack may be launched 

remotely. The exploit has been disclosed to the public and may be used. 

2025-04-28 2.4 CVE-2025-3996 

xwiki--xwiki-

platform 

XWiki is a generic wiki platform. In versions starting from 4.5.1 to before 15.10.13, 

from 16.0.0-rc-1 to before 16.4.4, and from 16.5.0-rc-1 to before 16.8.0-rc-1, the 

Solr script service doesn't take dropped programming rights into account. The Solr 

script service that is accessible in XWiki's scripting API normally requires 

programming rights to be called. Due to using the wrong API for checking rights, it 

doesn't take the fact into account that programming rights might have been 

dropped by calling `$xcontext.dropPermissions()`. If some code relies on this for 

the safety of executing Velocity code with the wrong author context, this could 

allow a user with script rights to either cause a high load by indexing documents or 

to temporarily remove documents from the search index. This issue has been 

patched in versions 15.10.13, 16.4.4, and 16.8.0-rc-1. 

2025-04-30 3.8 CVE-2025-32971 

xwiki--xwiki-

platform 

XWiki is a generic wiki platform. In versions starting from 6.1-milestone-1 to before 

15.10.12, from 16.0.0-rc-1 to before 16.4.3, and from 16.5.0-rc-1 to before 16.8.0-

rc-1, the script API of the LESS compiler in XWiki is incorrectly checking for rights 

when calling the cache cleaning API, making it possible to clean the cache without 

having programming right. The only impact of this is a slowdown in XWiki 

execution as the caches are re-filled. As this vulnerability requires script right to 

exploit, and script right already allows unlimited execution of scripts, the additional 

impact due to this vulnerability is low. This issue has been patched in versions 

15.10.12, 16.4.3, and 16.8.0-rc-1. 

2025-04-30 2.7 CVE-2025-32972 
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