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Cybernetic Gl Security Bulletin provides a summary of new vulnerabilities that have been recorded by the
National Institute of Standards and Technology (NIST) National Vulnerability Database (NVD) in the past
week. The Department of Homeland Security (DHS) National Cybersecurity and Communications
Integration Center (NCCIC) / United States Computer Emergency Readiness Team, is sponsored by The
NVD. For modified or updated entries, please visit the NVD, which contains historical vulnerability
information.

The vulnerabilities are based on the CVE vulnerability naming standard and determined by the Common
Vulnerability Scoring System (CVSS) standard. They are organized according to severity, by the division
of high, medium and low severities correspond to the following scores:

High- Vulnerabilities will be labeled High severity if they have a CVSS base score of 7.0 - 10.0.
- Vulnerabilities will be labeled Medium severity if they have a CVSS base score of 4.0.6.9 -
Low - Vulnerabilities will be labeled Low severity if they have a CVSS base score of 0.0 - 3.9.

Entries may include additional information provided by organizations and efforts sponsored by
Cybernetic GI. This data may include identifying information, values, definitions, and related links. The
patch information is provided to users when available. Please note that some of the information in the
bulletin is compiled from external, open source reports and is not a direct result of Cybernetic Gl
analysis .

The NCCIC Weekly Vulnerability Summary Bulletin is created using information from the National
Institute of Standards and Technology (NIST) National Vulnerability Database (NVD). In some cases, the
vulnerabilities in the bulletin may not yet have assigned CVSS scores. Please visit NVD for updated
vulnerability entries, which include CVSS scores once they are available.



High Vulnerabilities

church_manageme

Church Management System 1.0. Affected by this issue is some unknown

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
dobe — Adobe Commerce versions 2.4.6-94, 2..4.5-p6, 2'4'4.-’)7’ 2.4.7-beta3 and.earlie-r are
dobe commerce affected by ;im Ir_‘nproper Input Validation vulnerability that Fould resu!t in arbitrary 2024-04-10] 9 |CVE-2024-20758

- code execution in the context of the current user. Exploitation of this issue does I

not require user interaction, but the attack complexity is high.
Adobe Commerce versions 2.4.6-p4, 2.4.5-p6, 2.4.4-p7, 2.4.7-beta3 and earlier are
dobe — afft_acted by a stored Cross-Si'Fe_Scriptin.g .(XSS) VL_llner_ability that could be a_bused by
dobe commerce a hlgh_—prlwleged ?ttacker to inject maI.|C|ous_ S(-IFIE)tS into vulnerable form fields. 2024-04-10| 8.1 |CVE-2024-20759
- Malicious JavaScript may be executed in a victim's browser when they browse to I —
the page containing the vulnerable field. Confidentiality and integrity are
considered high due to having admin impact.
Animate versions 23.0.4, 24.0.1 and earlier are affected by an Integer Overflow or
adobe -- animate |Wraparound vulnerability that coyld _result in .ar_bltrary cot_je executllon in the . 2024-04-11| 7.8 |CVE-2024-20795
context of the current user. Exploitation of this issue requires user interaction in i —
that a victim must open a malicious file.
Animate versions 23.0.4, 24.0.1 and earlier are affected by an out-of-bounds read
2dobe - animate vulnerability when parsing a crafted file, which could result in a read past the end
of an allocated memory structure. An attacker could leverage this vulnerability to [2024-04-11| 7.8 |CVE-2024-20797
execute code in the context of the current user. Exploitation of this issue requires
user interaction in that a victim must open a malicious file.
Illustrator versions 28.3, 27.9.2 and earlier are affected by an out-of-bounds write
adobe --illustrator |vulnerability that cs)ulc.i result |r1 z'arbltrary cc'>de EXECL'Jtlon in Fhe .context of the 2024-04-11 7.8 |CVE-2024-30271
current user. Exploitation of this issue requires user interaction in that a victim -
must open a malicious file.
Illustrator versions 28.3, 27.9.2 and earlier are affected by an out-of-bounds write
adobe -- illustrator |vulnerability that cs)ulc.i result |r1 z.arbltrary cc.>de EXECL.Jtlon in .the .context of the 2024-04-11| 7.8 |CVE-2024-30272
current user. Exploitation of this issue requires user interaction in that a victim Y
must open a malicious file.
Illustrator versions 28.3, 27.9.2 and earlier are affected by a Stack-based Buffer
adobe --illustrator |Overflow vulnerability thaTt cguld resu.lt.m arbltrary code e>fecut|on. in t.he context 2024-04-11| 7.8 |CVE-2024-30273
of the current user. Exploitation of this issue requires user interaction in that a D
victim must open a malicious file.
dobe —- Media Encoder versions 2.4..2.1, 23.6.4 and earllier arc.e affected by a Sta'ck-t.)ased
media_encoder Buffer Overflow vulnerability that.cogld result' u.w arbltrary.code exgcutlon |.n th.e 2024-04-10| 7.8 |CVE-2024-20772
context of the current user. Exploitation of this issue requires user interaction in Y
that a victim must open a malicious file.
andy_moyle -- Unrestricted Upload of File with Dangerous Type vulnerability in Andy Moyle
church_admin Church Admin.This issue affects Church Admin: from n/a through 4.1.5. 2024-04-07) 3.9 (CVE-2024-31280
GPT Academic provides interactive interfaces for large language models. A
binary-husky - vulne.rat.)ility was found in gpt_academic ve.rsions 3..64 through 3.73. The server CVE-2024-31224
. deserializes untrustworthy data from the client, which may risk remote code
gpt_academic . . . . . 2024-04-08| 9.8
execution. Any device that exposes the GPT Academic service to the Internet is
vulnerable. Version 3.74 contains a patch for the issue. There are no known
workarounds aside from upgrading to a patched version.
bitdefender - /An Incorrect Regular Expression vulnerability in Bitdefender GravityZone Update
. Server allows an attacker to cause a Server Side Request Forgery and reconfigure CVE-2024-2223
gravityzone_contr L . )
ol_center (on_pre the relay. This |.ssue affects the f9||0W|ng .product.s that mFIude the vulnerable 2024-04-09| 8.1 cve- .
mi_ses) - = component: Bitdefender Endpoint Security for Linux version 7.0.5.200089 — [requests@bitdefen
Bitdefender Endpoint Security for Windows version 7.9.9.380 GravityZone Control der.com
Center (On Premises) version 6.36.1
bitdefender - Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')
. vulnerability in the UpdateServer component of Bitdefender GravityZone allows an CVE-2024-2224
gravityzone_contr . . L
ol_center (on_pre attackfer to execute arbl?rary code on vulnerable instances. Thls issue affects the 2024-04-09 8.1 cve- .
mi_ses) - = following products that include the vulnerable component: Bitdefender Endpoint =~ [requests@bitdefen
Security for Linux version 7.0.5.200089 Bitdefender Endpoint Security for Windows der.com
version 7.9.9.380 GravityZone Control Center (On Premises) version 6.36.1
britner -- IThe Gutenberg Blocks by Kadence Blocks - Page Builder Features plugin for
gutenberg_blocks_|WordPress is vulnerable to Server-Side Request Forgery in all versions up to, and
by _kadence_block fincluding, 3.1.26 via the 'kadence_import_get_new_connection_data' AJAX action. CVE-2023-6964
s_- IThis makes it possible for authenticated attackers, with contributor-level access 2024-04-09| 85
| page_builder_fea [and above, to make web requests to arbitrary locations originating from the web
tures application and can be used to query and modify information from internal
services.
campcodes -- A vulnerability, which was classified as critical, has been found in Campcodes 2024-04-10| 7.3 CVE-2024-3534



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20758&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20758
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20759&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20759
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20795&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20795
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20797&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20797
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30271&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30271
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30272&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30272
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30273&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30273
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20772&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20772
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31280&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31280
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31224&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31224
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2223&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2223
https://www.bitdefender.com/support/security-advisories/incorrect-regular-expression-in-gravityzone-update-server-va-11465/
https://www.bitdefender.com/support/security-advisories/incorrect-regular-expression-in-gravityzone-update-server-va-11465/
https://www.bitdefender.com/support/security-advisories/incorrect-regular-expression-in-gravityzone-update-server-va-11465/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2224&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2224
https://www.bitdefender.com/support/security-advisories/privilege-escalation-via-the-gravityzone-productmanager-updateserver-kitsmanager-api-va-11466/
https://www.bitdefender.com/support/security-advisories/privilege-escalation-via-the-gravityzone-productmanager-updateserver-kitsmanager-api-va-11466/
https://www.bitdefender.com/support/security-advisories/privilege-escalation-via-the-gravityzone-productmanager-updateserver-kitsmanager-api-va-11466/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-6964&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-6964
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3534&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3534

High Vulnerabilities

alosimple:_email _

IThis is due to missing or incorrect nonce validation on the gallery_add function.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
nt_system functionality of the file login.php. The manipulation of the argument password

leads to sql injection. The attack may be launched remotely. The exploit has been
disclosed to the public and may be used. The identifier of this vulnerability is VDB-
259904.
A vulnerability, which was classified as critical, was found in Campcodes Church
campcodes -- Management System 1.0. This affects an unknown part of the file CVE-2024-3535
church_managemel|/admin/index.php. The manipulation of the argument password leads to sql 2024-04-10| 7.3
nt_system injection. It is possible to initiate the attack remotely. The exploit has been -
disclosed to the public and may be used. The identifier VDB-259905 was assigned
to this vulnerability.
IThe WP-Members Membership Plugin plugin for WordPress is vulnerable to Stored
cbutlerjr -- wp- _Cross—_Site Scripting via the X—Ff)r.wart.jed—For h.e_ade_r in all versions up to,. and _ CVE-2024-1852
members member |ncIud|r.1g, 3.4..9.2 due to |nsuff|c.|ent input samtlzatllorj and Ol.Jtput escapmg. Th.IS o
. - makes it possible for unauthenticated attackers to inject arbitrary web scripts in 2024-04-09| 7.2
ship_plugin . .. L .
pages that will execute whenever a user accesses an injected page which is the edit
users page. This vulnerability was partially patched in version 3.4.9.2, and was fully
patched in 3.4.9.3.
codeisawesome -- [Improper Neutralization of Special Elements used in an SQL Command ('SQL
aikit Injection') vulnerability in CodelsAwesome AlKit.This issue affects AIKit: from n/a  |2024-04-09| 8.5 |CVE-2024-31370
through 4.14.1.
Contac') isan ope.n source content management syst'em. Starting in yersmn 4.9.0 CVE-2024-28235
and prior to versions 4.13.40 and 5.3.4, when checking for broken links on Y
contao -- contao  |protected pages, Contao sends the cookie header to external urls as well, the
) ) . 2024-04-09| 8.3
passed options for the http client are used for all requests. Contao versions 4.13.40
and 5.3.4 have a patch for this issue. As a workaround, disable crawling protected
pages.
conveythis -- IThe Language Translate Widget for WordPress - ConveyThis plugin for WordPress is
language_translatevulnerable to Stored Cross-Site Scripting via the 'api_key' parameter in all versions
) . . . I~ . e . CVE-2023-6811
| widget_for_word [up to, and including, 223 due to insufficient input sanitization and output escaping. |2024-04-11| 7.2 ————
press_conveythis [This makes it possible for unauthenticated attackers to inject arbitrary web scripts
in pages that will execute whenever a user accesses an injected page.
croixhaug -- IThe Appointment Booking Calendar - Simply Schedule Appointments Booking
appointment_book|Plugin plugin for WordPress is vulnerable to SQL Injection via the keys parameter in
ing_calendar_- all versions up to, and including, 1.6.7.7 due to insufficient escaping on the user CVE-2024-2341
| simply_schedule_[supplied parameter and lack of sufficient preparation on the existing SQL query. 2024-04-09| 88 [
appointments_boo([This makes it possible for authenticated attackers, with subscriber access and
king_plugin above, to append additional SQL queries into already existing queries that can be
used to extract sensitive information from the database.
croixhaug -- IThe Appointment Booking Calendar - Simply Schedule Appointments Booking
appointment_book|Plugin plugin for WordPress is vulnerable to SQL Injection via the customer_id
ing_calendar_- parameter in all versions up to, and including, 1.6.7.7 due to insufficient escaping CVE-2024-2342
| simply_schedule_[on the user supplied parameter and lack of sufficient preparation on the existing |2024-04-09| 88 [
appointments_boo|SQL query. This makes it possible for authenticated attackers, with contributor
king_plugin access or higher, to append additional SQL queries into already existing queries
that can be used to extract sensitive information from the database.
IThe Customily Product Personalizer plugin for WordPress is vulnerable to Stored
customily -- Cross-Site Scripting via user cookies in all versions up to, and including, 1.23.3 due
customily_product [to insufficient input sanitization and output escaping. This makes it possible for CVE-2024-1774
- . L . . . . 2024-04-09| 7.2
|_personalizer unauthenticated attackers to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page. We unfortunately could not get in
touch with the vendor through various means to disclose this issue.
A vulnerability classified as critical has been found in cym1102 nginxWebUI up to
cym1102 - 3.9.9. This affects the function handlePath of the file /adminPage/conf/saveCmd. CVE-2024-3738
. . IThe manipulation of the argument nginxPath leads to improper certificate
nginxwebui L . . . . 2024-04-13| 7.3
validation. It is possible to initiate the attack remotely. The exploit has been
disclosed to the public and may be used. The identifier VDB-260577 was assigned
to this vulnerability.
datafeedrcom - IThe WooCommerce Cloak Affiliate Links plugin for WordPress is vulnerable to
woocommerce clo unauthorized modification of data due to a missing capability check on the CVE-2024-1308
Ak affiliate IinI:s 'permalink_settings_save' function in all versions up to, and including, 1.0.33. This (2024-04-09| 7.5
- - makes it possible for unauthenticated attackers to modify the affiliate permalink
base, driving traffic to malicious sites via the plugin's affiliate links.
datt?teccom -- IThe EnvAaloSimple: Email Marketing y Newsletters plugin for WordPress is CVE-2024-2125
envA- vulnerable to Cross-Site Request Forgery in all versions up to, and including, 2.3.  |2024-04-09| 88 [



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3535&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3535
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1852&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1852
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31370&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31370
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28235&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28235
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-6811&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-6811
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2341&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2341
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2342&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2342
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1774&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1774
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3738&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3738
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1308&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1308
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2125&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2125

High Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

marketing_y _news
letters

IThis makes it possible for unauthenticated attackers to upload malicious files via a
forged request granted they can trick a site administrator into performing an
action such as clicking on a link.

dell --
alienware_comma
nd_center_(awcc)

Dell Alienware Command Center, versions prior to 6.2.7.0, contain an uncontrolled
search path element vulnerability. A local malicious user could potentially inject
malicious files in the file search path, leading to system compromise.

2024-04-10

CVE-2024-22450
security alert@em

c.com

devitemsllc --
ht_mega_-

| absolute_addons
| for_elementor

IThe HT Mega - Absolute Addons For Elementor plugin for WordPress is vulnerable
to Directory Traversal in all versions up to, and including, 2.4.6 via the render
function. This makes it possible for authenticated attackers, with contributor
access or higher, to read the contents of arbitrary files on the server, which can
contain sensitive information.

2024-04-09

CVE-2024-1974

diracgrid -- dirac

DIRAC is an interware, meaning a software framework for distributed computing.
Prior to version 8.0.41, during the proxy generation process (e.g., when using
"dirac-proxy-init’), it is possible for unauthorized users on the same machine to
gain read access to the proxy. This allows the user to then perform any action that
is possible with the original proxy. This vulnerability only exists for a short period of
time (sub-millsecond) during the generation process. Version 8.0.41 contains a
patch for the issue. As a workaround, setting the "X509_USER_PROXY"
environment variable to a path that is inside a directory that is only readable to the
current user avoids the potential risk. After the file has been written, it can be
safely copied to the standard location (*/tmp/x509up_uNNNN").

2024-04-09

CVE-2024-29905

eclipse_foundation
-- kura

In Eclipse Kura LogServlet component included in versions 5.0.0 to 5.4.1, a
specifically crafted request to the servlet can allow an unauthenticated user to
retrieve the device logs. Also, downloaded logs may be used by an attacker to
perform privilege escalation by using the session id of an authenticated user
reported in logs. This issue affects org.eclipse.kura:org.eclipse.kura.web2 version
range [2.0.600, 2.4.0], which is included in Eclipse Kura version range [5.0.0, 5.4.1]

2024-04-09

CVE-2024-3046
emo@eclipse.org

elextensions --
elex_woocommerc
e_dynamic_pricing
|_and_discounts

Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting') vulnerability in ELEXtensions ELEX WooCommerce Dynamic Pricing and
Discounts allows Reflected XSS.This issue affects ELEX WooCommerce Dynamic
Pricing and Discounts: from n/a through 2.1.2.

2024-04-07

CVE-2024-31255

esphome --
esphome

ESPHome is a system to control microcontrollers remotely through Home
Automation systems. APl endpoints in dashboard component of ESPHome version
2023.12.9 (command line installation) are vulnerable to Cross-Site Request Forgery
(CSRF) allowing remote attackers to carry out attacks against a logged user of the
dashboard to perform operations on configuration files (create, edit, delete). It is
possible for a malicious actor to create a specifically crafted web page that triggers
a cross site request against ESPHome, this allows bypassing the authentication for
API calls on the platform. This vulnerability allows bypassing authentication on API
calls accessing configuration file operations on the behalf of a logged user. In order
to trigger the vulnerability, the victim must visit a weaponized page. In addition to
this, it is possible to chain this vulnerability with GHSA-9p43-hj5j-96h5/ CVE-2024-
27287 to obtain a complete takeover of the user account. Version 2024.3.0
contains a patch for this issue.

2024-04-11

CVE-2024-29019

fastify -- fastify-
secure-session

@festify/secure-session creates a secure stateless cookie session for Fastify. At the
end of the request handling, it will encrypt all data in the session with a secret key
and attach the ciphertext as a cookie value with the defined cookie name. After
that, the session on the server side is destroyed. When an encrypted cookie with
matching session name is provided with subsequent requests, it will decrypt the
ciphertext to get the data. The plugin then creates a new session with the data in
the ciphertext. Thus theoretically the web instance is still accessing the data from a
server-side session, but technically that session is generated solely from a user
provided cookie (which is assumed to be non-craftable because it is encrypted with
a secret key not known to the user). The issue exists in the session removal
process. In the delete function of the code, when the session is deleted, it is
marked for deletion. However, if an attacker could gain access to the cookie, they
could keep using it forever. Version 7.3.0 contains a patch for the issue. As a
workaround, one may include a "last update" field in the session, and treat "old
sessions" as expired.

2024-04-10

CVE-2024-31999

flipped-aurora --
gin-vue-admin

gin-vue-admin is a backstage management system based on vue and gin, which
separates the front and rear of the full stack. gin-vue-admin pseudoversion 0.0.0-
20240407133540-7bc7¢3051067, corresponding to version 2.6.1, has a code
injection vulnerability in the backend. In the Plugin System -> Plugin Template

2024-04-09

CVE-2024-31457
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feature, an attacker can perform directory traversal by manipulating the
‘plugName’ parameter. They can create specific folders such as “api’, ‘config’,
‘global’, ‘model’, ‘router’, “service’, and ‘main.go" function within the specified
traversal directory. Moreover, the Go files within these folders can have arbitrary
code inserted based on a specific PoC parameter. The main reason for the
existence of this vulnerability is the controllability of the PlugName field within the
struct. Pseudoversion 0.0.0-20240409100909-b1b7427c6eab, corresponding to
commit b1b7427c6eabc7a027fal88c6be557f3795e732b, contains a patch for the
issue. As a workaround, one may manually use a filtering method available in the
GitHub Security Advisory to rectify the directory traversal problem.

fortinet --
forticlientlinux

An improper control of generation of code ('code injection') in Fortinet
FortiClientLinux version 7.2.0, 7.0.6 through 7.0.10 and 7.0.3 through 7.0.4 allows
attacker to execute unauthorized code or commands via tricking a FortiClientLinux
user into visiting a malicious website

2024-04-09

CVE-2023-45590

fortinet --
forticlientmac

/An external control of file name or path vulnerability [CWE-73] in FortiClientMac
version 7.2.3 and below, version 7.0.10 and below installer may allow a local
attacker to execute arbitrary code or commands via writing a malicious
configuration file in /tmp before starting the installation process.

2024-04-10

CVE-2024-31492

fortinet -- fortios

A insufficiently protected credentials in Fortinet FortiProxy 7.4.0, 7.2.0 through
7.2.6,7.0.0 through 7.0.12, 2.0.0 through 2.0.13, 1.2.0 through 1.2.13, 1.1.0
through 1.1.6, 1.0.0 through 1.0.7, Fortinet FortiOS 7.4.0 through 7.4.1, 7.2.0
through 7.2.6, 7.0.0 through 7.0.12, 6.4.0 through 6.4.14, 6.2.0 through 6.2.15,
6.0.0 through 6.0.17 allows attacker to execute unauthorized code or commands
via targeted social engineering attack

2024-04-09

CVE-2023-41677

fortinet --
fortisandbox

A improper neutralization of special elements used in an os command ('os
command injection') in Fortinet FortiSandbox version 4.4.0 through 4.4.3 and 4.2.0
through 4.2.6 and 4.0.0 through 4.0.4 allows attacker to execute unauthorized
code or commands via crafted requests..

2024-04-09

CVE-2024-21755

fortinet --
fortisandbox

A improper neutralization of special elements used in an os command ('os
command injection') in Fortinet FortiSandbox version 4.4.0 through 4.4.3 and 4.2.0
through 4.2.6 and 4.0.0 through 4.0.4 allows attacker to execute unauthorized
code or commands via crafted requests..

2024-04-09

CVE-2024-21756

fortinet --
fortisandbox

A improper limitation of a pathname to a restricted directory ('path traversal') in
Fortinet FortiSandbox version 4.4.0 through 4.4.3 and 4.2.0 through 4.2.6 and 4.0.0
through 4.0.4 allows attacker to execute unauthorized code or commands via
crafted HTTP requests.

2024-04-09

CVE-2024-23671

funnelkit --
funnelkit_checkout

Missing Authorization vulnerability in FunnelKit FunnelKit Checkout.This issue
affects FunnelKit Checkout: from n/a through 3.10.3.

2024-04-11

CVE-2023-51672

gitlab -- gitlab

An issue has been discovered in GitLab CE/EE affecting all versions starting from
16.7 to 16.8.6 all versions starting from 16.9 before 16.9.4, all versions starting
from 16.10 before 16.10.2. Using the autocomplete for issues references feature a
crafted payload may lead to a stored XSS, allowing attackers to perform arbitrary
actions on behalf of victims.

2024-04-12

CVE-2024-2279

gitlab -- gitlab

An issue has been discovered in GitLab CE/EE affecting all versions starting from
16.9 before 16.9.4, all versions starting from 16.10 before 16.10.2. A payload may
lead to a Stored XSS while using the diff viewer, allowing attackers to perform
arbitrary actions on behalf of victims.

2024-04-12

CVE-2024-3092

gowebsmarty --
wp_encryption_-

| one_click_free_ss
|_certificate_&_ssl
| /_https_redirect_
to_force_https,_se
curity+

IThe WP Encryption - One Click Free SSL Certificate & SSL / HTTPS Redirect to Force
HTTPS, SSL Score plugin for WordPress is vulnerable to Sensitive Information
Exposure in all versions up to, and including, 7.0 via exposed Private key files. This
makes it possible for unauthenticated attackers to extract sensitive data including
ITLS Certificate Private Keys

2024-04-09

CVE-2023-7046

honeywell -- ¢c300

C300 information leak due to an analysis feature which allows extracting more
memory over the network than required by the function. Honeywell recommends
updating to the most recent version of the product. See Honeywell Security
Notification for recommendations on upgrading and versioning.

2024-04-11

CVE-2023-5392

honeywell --
experion_server

Server receiving a malformed message that causes a disconnect to a hostname
may causing a stack overflow resulting in possible remote code execution.
Honeywell recommends updating to the most recent version of the product. See
Honeywell Security Notification for recommendations on upgrading and versioning.

2024-04-11

CVE-2023-5393



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-45590&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-45590
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31492&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31492
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41677&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41677
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21755&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21755
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21756&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21756
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23671&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23671
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-51672&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-51672
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2279&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2279
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3092&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3092
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-7046&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-7046
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-5392&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-5392
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-5393&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-5393

High Vulnerabilities

or theme installed on the target system, it could allow the attacker to delete
arbitrary files, retrieve sensitive data, or execute code. Please note that the plugin
is a developer toolkit. For the vulnerability to become exploitable, the presence of

a metabox activation in your code (via functions.php for example) is required.

Primary . . CVSS | Source & Patch
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Server receiving a malformed message that where the GCL message hostname may
honeywell -- be too large which may cause a stack overflow; resulting in possible remote code
experion_server |execution. Honeywell recommends updating to the most recent version of the 2024-04-11| 7.4 |CVE-2023-5394
product. See Honeywell Security Notification for recommendations on upgrading
and versioning.
ibm --
. . IBM Security Verify Access Appliance 10.0.0 through 10.0.7 could allow a malicious
:Zu:rt);lxl_i\;irclzy_acc actor to conduct a man in the middle attack when deploying Python scripts due to |2024-04-10| 7.5 CVE-2024-31871
- improper certificate validation. IBM X-Force ID: 287306.
ibm --
. . IBM Security Verify Access Appliance 10.0.0 through 10.0.7 could allow a malicious
th;:u:tvaenfy_acc actor to conduct a man in the middle attack when deploying Open Source scripts  |2024-04-10| 7.5 V202931572
—appliance due to missing certificate validation. IBM X-Force ID: 287316.
ibm --
. . IBM Security Verify Access Appliance 10.0.0 through 10.0.7 contains hard-coded
:zu:;\;ﬁ\;i:?_acc credentials which it uses for its own inbound authentication that could be obtained|2024-04-10| 7.5 CVE-2024-31873
- by a malicious actor. IBM X-Force ID: 287317.
infotheme -- Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')
wp_poll_maker |vulnerability in InfoTheme WP Poll Maker.This issue affects WP Poll Maker: from |2024-04-10| 7.7 |CVE-2024-31240
n/a through 3.1.
iosix -- io- 10-1020 Micro ELD downloads source code or an executable from an adjacent
1020 _micro_eld [location and executes the code without sufficiently verifying the origin or integrity |2024-04-12| 9.6 |CVE-2024-28878
of the code.
iosix -- io- ) .
1020_micro_eld 10-1020 Micro ELD uses a defa.ult WIFI password that could allow an adjacent 2024-04-12| 7.4 |CVE-2024-30210
attacker to connect to the device. Y
iosix -- io-
1020_micro_eld  [|0-1020 Micro ELD web server uses a default password for authentication. 2024-04-12| 7.4 |CVE-2024-31069
A buffer overflow vulnerability exists in all versions of sngrep since v0.4.2, due to
. |mproper ha.ndllng 9f 'Call-ID' a|t1d "X-(‘ZaII-ID‘ SIP headers. The fgnctlons CVE-2024-3119
irontec -- sngrep  [sip_get_callid and sip_get_xcallid in sip.c use the strncpy function to copy header 2024-04-10| 9 Y
contents into fixed-size buffers without checking the data length. This flaw allows =
remote attackers to execute arbitrary code or cause a denial of service (DoS)
through specially crafted SIP messages.
A stack-buffer overflow vulnerability exists in all versions of sngrep since v1.4.1.
IThe flaw is due to inadequate bounds checking when copying 'Content-Length' and
. \ L . . . . . . CVE-2024-3120
irontec -- sngrep  ['Warning' headers into fixed-size buffers in the sip_validate_packet and
. . s . . o 2024-04-10( 9
sip_parse_extra_headers functions within src/sip.c. This vulnerability allows =
remote attackers to execute arbitrary code or cause a denial of service (DoS) via
crafted SIP messages.
j.n._breetvelt_a.k.
a._opajaap -- Unrestricted Upload of File with Dangerous Type vulnerability in J.N. Breetvelt
wp_photo_album_Ja.K.A. Opalaap WP Photo Album Plus.This issue affects WP Photo Album Plus: from |2024-04-07| 9.9 |CVE-2024-31286
plus n/a before 8.6.03.005.
IThe Network Summary plugin for WordPress is vulnerable to SQL Injection via the
ok —- ‘category’ par:meter in alllvedrsions up to, anddliml:(Iut:ingf,fZ.O.ll due to insufficiehnt V202280
escaping on the user supplied parameter and lack of sufficient preparation on the VE-2024-2804
network_summary existing SQL query. This makes it possible for unauthenticated attackers to append 2024-04-09| 2.8
additional SQL queries into already existing queries that can be used to extract
sensitive information from the database.
L?r:\r/\_gEZ?VZP;tgpt Unrestricted Upload of File with Dangerous Type vulnerability in Jordy Meow Al
N - Engine: ChatGPT Chatbot.This issue affects Al Engine: ChatGPT Chatbot: from n/a |2024-04-12| 10 |CVE-2023-51409
| chatbot e
through 1.9.98.
IThe CMB2 plugin for WordPress is vulnerable to PHP Object Injection in all versions
up to, and including, 2.10.1 via deserialization of untrusted input from the
text_datetime_timestamp_timezone field. This makes it possible for authenticated
A attackers, with contributor access or higher, to inject a PHP Object. No POP chain is
tsternberg -- cmb2 present in the vulnerable plugin. If a POP chain is present via an additional plugin  (2024-04-09| 7.5 CVE-2024-1792
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juniper_networks -
- junos_os

An Improper Validation of Syntactic Correctness of Input vulnerability in the
Routing Protocol Daemon (rpd) of Juniper Networks Junos OS and Junos OS
Evolved allows a network-based, unauthenticated attacker to cause a Denial of
Service (DoS). If a BGP update is received over an established BGP session which
contains a tunnel encapsulation attribute with a specifically malformed TLV, rpd
will crash and restart. This issue affects Juniper Networks Junos OS: * 20.4 versions
20.4R1 and later versions earlier than 20.4R3-S9; * 21.2 versions earlier than
21.2R3-S7; * 21.3 versions earlier than 21.3R3-S5; * 21.4 versions earlier than
21.4R3-S5; * 22.1 versions earlier than 22.1R3-54; * 22.2 versions earlier than
22.2R3-S3; * 22.3 versions earlier than 22.3R3-S1; * 22.4 versions earlier than
22.4R3; * 23.2 versions earlier than 23.2R1-S2, 23.2R2; Junos OS Evolved: * 20.4-
EVO versions 20.4R1-EVO and later versions earlier than 20.4R3-S9-EVO; * 21.2-
EVO versions earlier than 21.2R3-S7-EVO; * 21.3-EVO versions earlier than 21.3R3-
S5-EVO; * 21.4-EVO versions earlier than 21.4R3-S5-EVO; * 22.1-EVO versions
earlier than 22.1R3-S4-EVO; * 22.2-EVO versions earlier than 22.2R3-S3-EVO; *
22.3-EVO versions earlier than 22.3R3-S1-EVO; * 22.4-EVO versions earlier than
22.4R3-EVO; * 23.2-EVO versions earlier than 23.2R1-S2-EVO, 23.2R2-EVO; This
issue does not affect Juniper Networks * Junos OS versions earlier than 20.4R1; *
Uunos OS Evolved versions earlier than 20.4R1-EVO. This is a related but separate
issue than the one described in JSA79095.

2024-04-12

CVE-2024-21598

juniper_networks -
- junos_os

An Improper Handling of Exceptional Conditions vulnerability in the routing
protocol daemon (rpd) of Juniper Networks Junos OS and Junos OS Evolved allows
a network-based, unauthenticated attacker to send a specific routing update,
causing an rpd core due to memory corruption, leading to a Denial of Service (DoS).
IThis issue can only be triggered when the system is configured for CoS-based
forwarding (CBF) with a policy map containing a cos-next-hop-map action (see
below). This issue affects: Junos OS: * all versions before 20.4R3-510, * from 21.2
before 21.2R3-S8, * from 21.3 before 21.3R3, * from 21.4 before 21.4R3, * from
22.1 before 22.1R2; Junos OS Evolved: * all versions before 21.2R3-S8-EVO, * from
21.3 before 21.3R3-EVO, * from 21.4 before 21.4R3-EVO, * from 22.1 before
22.1R2-EVO.

2024-04-12

CVE-2024-30382

juniper_networks -
- jJunos_os

A Stack-based Buffer Overflow vulnerability in Flow Processing Daemon (flowd) of
Juniper Networks Junos OS allows an unauthenticated, network-based attacker to
cause Denial of Service (DoS). On all Junos OS MX Series platforms with SPC3 and
MS-MPC/-MIC, when URL filtering is enabled and a specific URL request is received
and processed, flowd will crash and restart. Continuous reception of the specific
URL request will lead to a sustained Denial of Service (DoS) condition. This issue
affects: Junos OS: * all versions before 21.2R3-S6, * from 21.3 before 21.3R3-S5, *
from 21.4 before 21.4R3-S5, * from 22.1 before 22.1R3-S3, * from 22.2 before
22.2R3-S1, * from 22.3 before 22.3R2-S2, 22.3R3, * from 22.4 before 22.4R2-S1,
22.4R3.

2024-04-12

CVE-2024-30392

juniper_networks -
- jJunos_os

A Stack-based Buffer Overflow vulnerability in the Routing Protocol Daemon (RPD)
component of Junos OS and Junos OS Evolved allows an unauthenticated, network-
based attacker to cause an rpd crash, leading to Denial of Service (DoS). On all
Uunos OS and Junos OS Evolved platforms, when EVPN is configured, and a specific
EVPN type-5 route is received via BGP, rpd crashes and restarts. Continuous receipt
of this specific route will lead to a sustained Denial of Service (DoS) condition. This
issue affects: Junos OS: * all versions before 21.2R3-S7, * from 21.4 before 21.4R3-
S5, * from 22.1 before 22.1R3-54, * from 22.2 before 22.2R3-S2, * from 22.3
before 22.3R3-S1, * from 22.4 before 22.4R3, * from 23.2 before 23.2R2. Junos OS
Evolved: * all versions before 21.4R3-S5-EVO, * from 22.1-EVO before 22.1R3-54-
EVO, * from 22.2-EVO before 22.2R3-S2-EVO, * from 22.3-EVO before 22.3R3-S1-
EVO, * from 22.4-EVO before 22.4R3-EVO, * from 23.2-EVO before 23.2R2-EVO.

2024-04-12

CVE-2024-30394

juniper_networks -
- junos_os

/An Improper Validation of Specified Type of Input vulnerability in Routing Protocol
Daemon (RPD) of Junos OS and Junos OS Evolved allows an unauthenticated,
network-based attacker to cause Denial of Service (DoS). If a BGP update is
received over an established BGP session which contains a tunnel encapsulation
attribute with a specifically malformed TLV, rpd will crash and restart. This issue
affects: Junos OS: * all versions before 21.2R3-S7, * from 21.3 before 21.3R3-S5, *
from 21.4 before 21.4R3-S5, * from 22.1 before 22.1R3-S5, * from 22.2 before
22.2R3-S3, * from 22.3 before 22.3R3-S2, * from 22.4 before 22.4R3, * from 23.2
before 23.2R1-S2, 23.2R2. Junos OS Evolved: * all versions before 21.2R3-57-

EVO, * from 21.3-EVO before 21.3R3-S5-EVO, * from 21.4-EVO before 21.4R3-S5-
EVO, * from 22.2-EVO before 22.2R3-S3-EVO, * from 22.3-EVO before 22.3R3-52-
EVO, * from 22.4-EVO before 22.4R3-EVO, * from 23.2-EVO before 23.2R1-52-

2024-04-12

CVE-2024-30395
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EVO, 23.2R2-EVO. This is a related but separate issue than the one described
in JSA75739

juniper_networks -
- junos_os

An Improper Check for Unusual or Exceptional Conditions vulnerability in the

the Public Key Infrastructure daemon (pkid) of Juniper Networks Junos OS allows
an unauthenticated networked attacker to cause Denial of Service (DoS). The pkid
is responsible for the certificate verification. Upon a failed verification, the pkid
uses all CPU resources and becomes unresponsive to future verification attempts.
IThis means that all subsequent VPN negotiations depending on certificate
verification will fail. This CPU utilization of pkid can be checked using this
command: root@srx> show system processes extensive | match pkid xxxxx
d€froot 3€f1033€f 0 3€f846M a€f136M a€fCPU1 a€f1 569:00 100.00% pkid This
issue affects: Juniper Networks Junos OS All versions prior to 20.4R3-S10; 21.2
\versions prior to 21.2R3-S7; 21.4 versions prior to 21.4R3-S5; 22.1 versions prior to
22.1R3-S4; 22.2 versions prior to 22.2R3-S3; 22.3 versions prior to 22.3R3-S1; 22.4
versions prior to 22.4R3; 23.2 versions prior to 23.2R1-S2, 23.2R2.

2024-04-12

CVE-2024-30397

juniper_networks -
- junos_os

An Improper Restriction of Operations within the Bounds of a Memory Buffer
vulnerability in the Packet Forwarding Engine (PFE) of Juniper Networks Junos OS
allows an unauthenticated, network-based attacker to cause a Denial of Service
(DoS). When a high amount of specific traffic is received on a SRX4600 device, due
to an error in internal packet handling, a consistent rise in CPU memory utilization
occurs. This results in packet drops in the traffic and eventually the PFE crashes. A
manual reboot of the PFE will be required to restore the device to original state.
IThis issue affects Junos OS: 21.2 before 21.2R3-S7, 21.4 before 21.4R3-S6, 22.1
before 22.1R3-S5, 22.2 before 22.2R3-S3, 22.3 before 22.3R3-S2, 22.4 before
22.4R3, 23.2 before 23.2R1-S2, 23.2R2.

2024-04-12

CVE-2024-30398

juniper_networks -
- junos_os

/An Incorrect Calculation of Buffer Size vulnerability in Juniper Networks Junos OS
SRX 5000 Series devices using SPC2 line cards while ALGs are enabled allows an
attacker sending specific crafted packets to cause a transit traffic Denial of Service
(DoS). Continued receipt and processing of these specific packets will sustain the
Denial of Service condition. This issue affects: Juniper Networks Junos OS SRX 5000
Series with SPC2 with ALGs enabled. * All versions earlier than 21.2R3-S7; * 21.4
versions earlier than 21.4R3-S6; * 22.1 versions earlier than 22.1R3-S5; * 22.2
versions earlier than 22.2R3-S3; * 22.3 versions earlier than 22.3R3-S2; * 22.4
versions earlier than 22.4R3; * 23.2 versions earlier than 23.2R2.

2024-04-12

CVE-2024-30405

juniper_networks -
paragon_active_as
surance

/An Exposure of Sensitive Information to an Unauthorized Actor vulnerability in
Uuniper Networks Paragon Active Assurance Control Center allows a network-
adjacent attacker with root access to a Test Agent Appliance the ability to access
sensitive information about downstream devices. The "netrounds-probe-login"
daemon (also called probe_serviced) exposes functions where the Test Agent (TA)
Appliance pushes interface state/config, unregister itself, etc. The remote service
accidentally exposes an internal database object that can be used for direct
database access on the Paragon Active Assurance Control Center. This issue affects
Paragon Active Assurance: 4.1.0, 4.2.0.

2024-04-12

CVE-2024-30381

juniper_networks_
inc. -- crpd

IThe Use of a Hard-coded Cryptographic Key vulnerability in Juniper

Networks Juniper Cloud Native Router (JCNR) and containerized routing Protocol
Deamon (cRPD) products allows an attacker to perform Person-in-the-Middle
(PitM) attacks which results in complete compromise of the container. Due to
hardcoded SSH host keys being present on the container, a PitM attacker can
intercept SSH traffic without being detected. This issue affects Juniper Networks
UCNR: * All versions before 23.4. This issue affects Juniper Networks cRPD: * All
versions before 23.4R1.

2024-04-12

CVE-2024-30407

levelfourstorefront

shopping_cart_&
ecommerce_store

IThe Shopping Cart & eCommerce Store plugin for WordPress is vulnerable to SQL
Injection via the 'productid' attribute of the ec_addtocart shortcode in all versions
up to, and including, 5.6.3 due to insufficient escaping on the user supplied
parameter and lack of sufficient preparation on the existing SQL query. This makes
it possible for authenticated attackers, with contributor-level access and above, to
append additional SQL queries into already existing queries that can be used to
extract sensitive information from the database.

2024-04-12

CVE-2024-3211

Ig -- webos

/A command injection vulnerability exists in the processAnalyticsReport method
from the com.webos.service.cloudupload service on webOS version 5 through 7. A
series of specially crafted requests can lead to command execution as the root
user. An attacker can make authenticated requests to trigger this vulnerability. Full
versions and TV models affected: * webOS 5.5.0 - 04.50.51 running on
OLED55CXPUA * webOS 6.3.3-442 (kisscurl-kinglake) - 03.36.50 running on

2024-04-09

CVE-2023-6318
lcve-

requests@bitdefen

der.com
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OLED48C1PUB * webOS 7.3.1-43 (mullet-mebin) - 03.33.85 running on
OLED55A23LA

Ig -- webos

A command injection vulnerability exists in the getAudioMetadata method from
the com.webos.service.attachedstoragemanager service on webOS version 4
through 7. A series of specially crafted requests can lead to command execution as
the root user. An attacker can make authenticated requests to trigger this
vulnerability. * webQS 4.9.7 - 5.30.40 running on LG43UM7000PLA * web0S 5.5.0
- 04.50.51 running on OLED55CXPUA * webOS 6.3.3-442 (kisscurl-kinglake) -
03.36.50 running on OLED48C1PUB * webOS 7.3.1-43 (mullet-mebin) - 03.33.85
running on OLED55A23LA

2024-04-09

CVE-2023-6319
lcve-

requests@bitdefen

der.com

Ig -- webos

A command injection vulnerability exists in the
com.webos.service.connectionmanager/tv/setVlanStaticAddress endpoint on
webOS versions 5 and 6. A series of specially crafted requests can lead to
command execution as the dbus user. An attacker can make authenticated
requests to trigger this vulnerability. Full versions and TV models affected: *
webOS 5.5.0 - 04.50.51 running on OLED55CXPUA * webOS 6.3.3-442 (kisscurl-
kinglake) - 03.36.50 running on OLED48C1PUB

2024-04-09

CVE-2023-6320
cve-

requests@bitdefen

der.com

Ig -- webos

A prompt bypass exists in the secondscreen.gateway service running on webOS
version 4 through 7. An attacker can create a privileged account without asking the
user for the security PIN. Full versions and TV models affected: webOS 4.9.7 -
5.30.40 running on LG43UM7000PLA webOS 5.5.0 - 04.50.51 running on
OLED55CXPUA webOS 6.3.3-442 (kisscurl-kinglake) - 03.36.50 running on
OLED48C1PUB webOS 7.3.1-43 (mullet-mebin) - 03.33.85 running on
OLED55A23LA

2024-04-09

CVE-2023-6317
cve-

requests@bitdefen

der.com

link_whisper --
link_whisper_free

Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting') vulnerability in Link Whisper Link Whisper Free allows Reflected XSS.This
issue affects Link Whisper Free: from n/a through 0.6.8.

2024-04-11

CVE-2024-27992

linkwhspr --
link_whisper_free

IThe Link Whisper Free plugin for WordPress is vulnerable to PHP Object Injection in
all versions up to, and including, 0.7.1 via deserialization of untrusted input of the
'mfn-page-items' post meta value. This makes it possible for authenticated
attackers, with contributor-level access and above, to inject a PHP Object. No
known POP chain is present in the vulnerable plugin. If a POP chain is present via
an additional plugin or theme installed on the target system, it could allow the
attacker to delete arbitrary files, retrieve sensitive data, or execute code.

2024-04-09

CVE-2024-2693

makeplane -- plane

Plane, an open-source project management tool, has a Server-Side Request
Forgery (SSRF) vulnerability in versions prior to 0.17-dev. This issue may allow an
attacker to send arbitrary requests from the server hosting the application,
potentially leading to unauthorized access to internal systems. The impact of this
vulnerability includes, but is not limited to, unauthorized access to internal services
accessible from the server, potential leakage of sensitive information from internal
services, manipulation of internal systems by interacting with internal APIs. Version
0.17-dev contains a patch for this issue. Those who are unable to update
immediately may mitigate the issue by restricting outgoing network connections
from servers hosting the application to essential services only and/or implementing
strict input validation on URLs or parameters that are used to generate server-side
requests.

2024-04-10

CVE-2024-31461

mervb1 --
easy_property_listi
ngs

IThe Easy Property Listings plugin for WordPress is vulnerable to time-based SQL
Injection via the 'property_status' shortcode attribute in all versions up to, and
including, 3.5.2 due to insufficient escaping on the user supplied parameter and
lack of sufficient preparation on the existing SQL query. This makes it possible for
authenticated attackers, with contributor access and above, to append additional
SQL queries into already existing queries that can be used to extract sensitive
information from the database.

2024-04-09

CVE-2024-1893

metagauss --
registrationmagic_
| custom_registrati
on_forms_user_re
gistration_paymen
t,_and_user_login

IThe RegistrationMagic - Custom Registration Forms, User Registration, Payment,
and User Login plugin for WordPress is vulnerable to privilege escalation due to a
missing capability check on the update_users_role() function in all versions up to,
and including, 5.3.0.0. This makes it possible for authenticated attackers, with
subscriber-level access and above, to escalate their privileges to that of an
administrator

2024-04-09

CVE-2024-1991

metagauss --

registrationmagic_
| custom_registrati
on_forms_user_re

IThe RegistrationMagic - Custom Registration Forms, User Registration, Payment,
and User Login plugin for WordPress is vulnerable to blind SQL Injection via the 'id'
parameter of the RM_Form shortcode in all versions up to, and including, 5.3.1.0
due to insufficient escaping on the user supplied parameter and lack of sufficient

preparation on the existing SQL query. This makes it possible for authenticated

2024-04-09

CVE-2024-1990
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gistration_paymen |attackers, with contributor-level access and above, to append additional SQL
t,_and_user_login |queries into already existing queries that can be used to extract sensitive

information from the database.

microsoft --
azure_ai_search  |Azure Al Search Information Disclosure Vulnerability 2024-04-09| 7.3 |CVE-2024-29063
microsoft --
gzgroe—cydec'c’“d— Azure CycleCloud Elevation of Privilege Vulnerability 2024-04-09| 8.8 |CVE-2024-29993
microsoft --
azurg_kubernetes_MlcrosofF Azure Kubernetes Service Confidential Container Elevation of Privilege 2024-02-09] 9  |cVE-2024-29990
service Vulnerability I
microsoft --
azure_monitor Azure Monitor Agent Elevation of Privilege Vulnerability 2024-04-09| 8.4 |CVE-2024-29989
microsoft --
microsoft_365_ap | .. . s

- Microsoft Excel Remote Code Execution Vulnerability 2024-04-09| 7.8 |CVE-2024-26257
ps_for_enterprise Y
microsoft --

i f f

:"g:’siztt—de eNdeylicrosoft Defender for IoT Remote Code Execution Vulnerability 2024-04-09| 8.8 |CVE-2024-21323
microsoft --
:n;(;rrosig:t_defende Microsoft Defender for IoT Remote Code Execution Vulnerability 2024-04-09| 8.8 |CVE-2024-29053
microsoft --
;n;(;rrosizit_defende Microsoft Defender for IoT Remote Code Execution Vulnerability 2024-04-09| 7.2 |CVE-2024-21322
microsoft --
:n::corrosizit_defende Microsoft Defender for 10T Elevation of Privilege Vulnerability 2024-04-09| 7.2 |CVE-2024-21324
microsoft --
;":forrosizt—defe”de Microsoft Defender for loT Elevation of Privilege Vulnerability 2024-04-09| 7.2 |CVE-2024-29054
microsoft --
f‘gﬁg?—defe“de Microsoft Defender for IoT Elevation of Privilege Vulnerability 2024-04-09| 7.2 |CVE-2024-29055
microsoft --
microsoft_sal_servi, . <oft OLE DB Driver for SQL Server Remote Code Execution Vulnerability 2024-04-09| 8.8 |CVE-2024-28908
er_2019 (cu_25)
microsoft --
microsoft_sal_servi, .. <oft OLE DB Driver for SQL Server Remote Code Execution Vulnerability 2024-04-09| 8.8 |CVE-2024-28910
er_2019 (cu_25)
microsoft --
microsoft_sql_serv Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability 2024-04-09| 8.8 |CVE-2024-28911
er_2019 (cu_25) Y
microsoft --
2|cggigft&5j|523rv Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability 2024-04-09| 8.8 |CVE-2024-28913
microsoft --
z'cggslc;ft(—sj'zsse)rv Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability 2024-04-09| 8.8 |CVE-2024-28915
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21322&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21322
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21324&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21324
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29054&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29054
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29055&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29055
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28908&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28908
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28910&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28910
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28911&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28911
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28913&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28913
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28915&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28915

High Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

microsoft --
microsoft_sql_serv
er_2019 (cu_25)

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

8.8

CVE-2024-28929

microsoft --
microsoft_sql_serv
er_2019 (cu_25)

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28930

microsoft --
microsoft_sql_serv
er 2019 (cu_25)

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28935

microsoft --
microsoft_sql_serv
er 2019 (cu_25)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28939

microsoft --
microsoft_sql_serv
er_2019 (cu_25)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-29044

microsoft --
microsoft_sql_serv
er_2019 (cu_25)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-29047

microsoft --
microsoft_sql_serv
er 2019 (cu_25)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-29048

microsoft --
microsoft_sql_serv
er 2019 (cu_25)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-29982

microsoft --
microsoft_sql_serv
er_2019 (cu_25)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-29983

microsoft --
microsoft_sql_serv
er_2019 (cu_25)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-29045

microsoft --
microsoft_sql_serv
er_2019 (gdr)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28927

microsoft --
microsoft_sql_serv
er_2019 (gdr)

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28937

microsoft --
microsoft_sql_serv
er_2019 (gdr)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28940

microsoft --
microsoft_sql_serv
er_2019 (gdr)

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28941

microsoft --
microsoft_sql_serv
er_2019 (gdr)

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28943

microsoft --
microsoft_sql_serv
er_2019 (gdr)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28944



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28929&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28929
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28930&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28930
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28935&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28935
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28939&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28939
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29044&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29044
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29047&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29047
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29048&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29048
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29982&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29982
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29983&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29983
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29045&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29045
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28927&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28927
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28937&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28937
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28940&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28940
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28941&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28941
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28943&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28943
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28944&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28944

High Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

microsoft --
microsoft_sql_serv
er_2019 (gdr)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

8.8

CVE-2024-28945

microsoft --
microsoft_sql_serv
er_2019 (gdr)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-29046

microsoft --
microsoft_sql_serv
er 2019 (gdr)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-29984

microsoft --
microsoft_sql_serv
er_ 2019 (gdr)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-29985

microsoft --

microsoft_sql_serv
er_2022_for_(cu_1
2)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28906

microsoft --

microsoft_sql_serv
er_2022_for_(cu_1
2)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28909

microsoft --

microsoft_sql_serv
er_2022_for_(cu_1
2)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28912

microsoft --

microsoft_sql_serv
er_2022_for_(cu_1
2)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28914

microsoft --

microsoft_sql_serv
er_2022_for_(cu_1
2)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28926

microsoft --

microsoft_sql_serv
er_2022_for_(cu_1
2)

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28931

microsoft --

microsoft_sql_serv
er_2022_for_(cu_1
2)

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28932

microsoft --

microsoft_sql_serv
er_2022_for_(cu_1
2)

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28934

microsoft --

microsoft_sql_serv
er_2022_for_(cu_1
2)

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28936

microsoft --
microsoft_sql_serv
er_2022_for_(cu_1

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28938



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28945&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28945
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29046&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29046
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29984&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29984
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29985&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29985
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28906&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28906
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28909&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28909
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28912&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28912
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28914&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28914
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28926&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28926
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28931&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28931
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28932&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28932
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28934&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28934
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28936&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28936
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28938&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28938

High Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

2)

microsoft --

microsoft_sql_serv
er 2022 for_(cu_1
2)

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28942

microsoft --

microsoft_sql_serv
er 2022 for_(cu_1
2)

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-29043

microsoft --
microsoft_visual_s
tudio_2019_versio
n_16.11 (includes
| 16.0_- 16.10)

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability

2024-04-09

CVE-2024-28933

microsoft --
microsoft_visual_s
tudio_2022_versio
n_17.9

.NET, .NET Framework, and Visual Studio Remote Code Execution Vulnerability

2024-04-09

CVE-2024-21409

microsoft --
outlook_for_windo
ws

Outlook for Windows Spoofing Vulnerability

2024-04-09

CVE-2024-20670

microsoft --
windows_10_versi
on_1809

Remote Procedure Call Runtime Remote Code Execution Vulnerability

2024-04-09

CVE-2024-20678

microsoft --
windows_10_versi
on_1809

Windows Routing and Remote Access Service (RRAS) Remote Code Execution
Vulnerability

2024-04-09

CVE-2024-26179

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

loo

CVE-2024-26180

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

[}

CVE-2024-26189

microsoft --
windows_10_versi
on_1809

Windows Routing and Remote Access Service (RRAS) Remote Code Execution
Vulnerability

2024-04-09

CVE-2024-26200

microsoft --
windows_10_versi
on_1809

Windows Routing and Remote Access Service (RRAS) Remote Code Execution
Vulnerability

2024-04-09

CVE-2024-26205

microsoft --
windows_10_versi
on_1809

Microsoft WDAC OLE DB Provider for SQL Server Remote Code Execution
Vulnerability

2024-04-09

CVE-2024-26210

microsoft --
windows_10_versi
on_1809

Microsoft WDAC SQL Server ODBC Driver Remote Code Execution Vulnerability

2024-04-09

CVE-2024-26214

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

[}

CVE-2024-26240

microsoft --
windows_10_versi

Microsoft WDAC OLE DB Provider for SQL Server Remote Code Execution

Vulnerability

2024-04-09

CVE-2024-26244



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28942&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28942
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29043&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29043
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28933&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28933
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21409&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21409
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20670&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20670
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20678&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20678
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26179&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26179
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26180&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26180
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26189&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26189
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26200&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26200
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26205&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26205
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26210&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26210
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26214&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26214
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26240&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26240
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26244&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26244

High Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

on_1809

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

(=]

CVE-2024-28925

microsoft --
windows_10_versi
on_1809

\Windows Cryptographic Services Remote Code Execution Vulnerability

2024-04-09

CVE-2024-29050

microsoft --
windows_10_versi
on_1809

SmartScreen Prompt Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-29988

microsoft --
windows_10_versi
on_1809

Windows Kernel Elevation of Privilege Vulnerability

2024-04-09

CVE-2024-20693

microsoft --
windows_10_versi
on_1809

Microsoft Install Service Elevation of Privilege Vulnerability

2024-04-09

CVE-2024-26158

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-26175

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-26194

microsoft --
windows_10_versi
on_1809

Microsoft Message Queuing (MSMQ) Remote Code Execution Vulnerability

2024-04-09

CVE-2024-26208

microsoft --
windows_10_versi
on_1809

\Windows Remote Access Connection Manager Elevation of Privilege Vulnerability

2024-04-09

CVE-2024-26211

microsoft --
windows_10_versi
on_1809

\Windows Kernel Elevation of Privilege Vulnerability

2024-04-09

CVE-2024-26218

microsoft --
windows_10_versi
on_1809

HTTP.sys Denial of Service Vulnerability

2024-04-09

CVE-2024-26219

microsoft --
windows_10_versi
on_1809

Microsoft Message Queuing (MSMQ) Remote Code Execution Vulnerability

2024-04-09

CVE-2024-26232

microsoft --
windows_10_versi
on_1809

\Windows Defender Credential Guard Elevation of Privilege Vulnerability

2024-04-09

CVE-2024-26237

microsoft --
windows_10_versi
on_1809

\Windows Telephony Server Elevation of Privilege Vulnerability

2024-04-09

CVE-2024-26239

microsoft --
windows_10_versi
on_1809

Win32k Elevation of Privilege Vulnerability

2024-04-09

CVE-2024-26241

microsoft --
windows_10_versi

Windows Telephony Server Elevation of Privilege Vulnerability

2024-04-09

IN

CVE-2024-26242



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28925&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28925
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29050&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29050
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29988&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29988
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20693&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20693
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26158&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26158
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26175&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26175
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26194&vector=CVSS:3.1/AV:L/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26194
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26208&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26208
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26211&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26211
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26218&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26218
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26219&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26219
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26232&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26232
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26237&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26237
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26239&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26239
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26241&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26241
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26242&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26242

High Vulnerabilities

Primary . . CVSS | Source & Patch
Vendor -- Product Description Reblbhed Score Info
on_1809

microsoft --
windows_10_versi

on 1809 \Windows SMB Elevation of Privilege Vulnerability 2024-04-09| 7.8 |CVE-2024-26245

microsoft --
windows_10_versi

on 1809 \Windows Kerberos Elevation of Privilege Vulnerability 2024-04-09| 7.5 |CVE-2024-26248

microsoft --
windows_10_versi

on 1809 Microsoft Virtual Machine Bus (VMBus) Denial of Service Vulnerability 2024-04-09| 7.5 |CVE-2024-26254

microsoft --
windows_10_versi

on 1809 Secure Boot Security Feature Bypass Vulnerability 2024-04-09| 7.5 |CVE-2024-28896

microsoft --

\c/)vr:ncic;\(l)v;_lo_vem Secure Boot Security Feature Bypass Vulnerability 2024-04-09| 7.8 |CVE-2024-28920

microsoft --
windows_10_versi

on 1809 Secure Boot Security Feature Bypass Vulnerability 2024-04-09| 7.8 |CVE-2024-29061

microsoft --
windows_10_versi

on 1809 Secure Boot Security Feature Bypass Vulnerability 2024-04-09| 7.1 |CVE-2024-29062

microsoft --
windows_11_versi

on 22h2 libarchive Remote Code Execution Vulnerability 2024-04-09| 7.8 |CVE-2024-26256

microsoft --
windows_server_2

012 Secure Boot Security Feature Bypass Vulnerability 2024-04-09| 7.1 |CVE-2024-20688

microsoft --
windows_server_2

012 Secure Boot Security Feature Bypass Vulnerability 2024-04-09| 7.1 |CVE-2024-20689

microsoft --
windows_server_2

019 DHCP Server Service Remote Code Execution Vulnerability 2024-04-09| 7.2 |CVE-2024-26195

microsoft --
windows_server_2

019 DHCP Server Service Remote Code Execution Vulnerability 2024-04-09| 7.2 |CVE-2024-26202

microsoft --
windows_server_2

019 DHCP Server Service Denial of Service Vulnerability 2024-04-09| 7.5 |CVE-2024-26212

microsoft --
windows_server_2

019 DHCP Server Service Denial of Service Vulnerability 2024-04-09| 7.5 |CVE-2024-26215

microsoft --
windows_server_2 |Windows File Server Resource Management Service Elevation of Privilege

o1 \Vulnerability 2024-04-09| 7.3 |CVE-2024-26216

microsoft --

. \Windows DNS Server Remote Code Execution Vulnerability 2024-04-09| 7.2 |CVE-2024-26221
windows_server_2 D



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26245&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26245
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26248&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26248
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26254&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26254
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28896&vector=CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28896
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28920&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28920
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29061&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29061
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29062&vector=CVSS:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29062
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26256&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26256
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20688&vector=CVSS:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20688
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20689&vector=CVSS:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20689
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26195&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26195
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26202&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26202
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26212&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26212
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26215&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26215
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26216&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26216
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26221&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26221

High Vulnerabilities

Primary . . CVSS | Source & Patch
Vendor -- Product Description Reblbhed Score Info
019
microsoft --
Bvllr;dows_server_z \Windows DNS Server Remote Code Execution Vulnerability 2024-04-09| 7.2 |CVE-2024-26222
microsoft --
gl'gdows—se”’er—z Windows DNS Server Remote Code Execution Vulnerability 2024-04-09| 7.2 |CVE-2024-26223
microsoft --
gl'gdows—se”’er—z Windows DNS Server Remote Code Execution Vulnerability 2024-04-09| 7.2 |CVE-2024-26224
microsoft --
évir;dows_server_z \Windows DNS Server Remote Code Execution Vulnerability 2024-04-09| 7.2 |CVE-2024-26227
microsoft --
évllgdows_server_z \Windows Cryptographic Services Security Feature Bypass Vulnerability 2024-04-09| 7.8 |CVE-2024-26228
microsoft --
évl'gdows-server—z Windows CSC Service Elevation of Privilege Vulnerability 2024-04-09| 7.8 |CVE-2024-26229
microsoft --
gl'gdows—ser"er—z Windows Telephony Server Elevation of Privilege Vulnerability 2024-04-09| 7.8 |CVE-2024-26230
microsoft --
gl”;dows—server—z Windows DNS Server Remote Code Execution Vulnerability 2024-04-09| 7.2 |CVE-2024-26231
microsoft --
;Vl'gdc’ws—server—z Windows DNS Server Remote Code Execution Vulnerability 2024-04-09| 7.2 |CVE-2024-26233
microsoft --
;Vl';d"ws—ser"er—z Windows Distributed File System (DFS) Remote Code Execution Vulnerability 2024-04-09| 7.2 |CVE-2024-29066
microsoft --
windows_server_2
022,_23h2_edition|, ¢ Brokering File System Elevation of Privilege Vulnerability 2024-04-09| 7 |CVE-2024-26213
| (server_core_inst
allation)
microsoft --
windows_server_2
022, _23h2_edition .\ pdate Stack Elevation of Privilege Vulnerability 2024-04-09| 7.8 |CVE-2024-26235
| (server_core_inst
allation)
microsoft --
windows_server_2
022, 23h2_edition .y pdate Stack Elevation of Privilege Vulnerability 2024-04-09| 7 |CVE-2024-26236
| (server_core_inst
allation)
microsoft --
windows_server_2| . . ) . - -
022, 23h2_edition Microsoft Brokering File System Elevation of Privilege Vulnerability 2024-04-09| 7.8 |CVE-2024-28904
| (server_core_inst



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26222&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26222
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26223&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26223
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26224&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26224
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26227&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26227
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26228&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26228
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26229&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26229
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26230&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26230
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26231&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26231
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26233&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26233
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29066&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29066
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26213&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26213
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26235&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26235
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26236&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26236
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28904&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28904

High Vulnerabilities

| fast_reliable_soci

deserialization of untrusted input via the 'dpsp_maybe_unserialize' function. This

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
allation)
microsoft --
windows_server_2
022,_23h2_ed|F|0n Microsoft Brokering File System Elevation of Privilege Vulnerability 2024-04-09| 7.8 |CVE-2024-28905
| (server_core_inst Y
allation)
microsoft --
windows_server_2
022,_23h2_editiony ;e\ oft Brokering File System Elevation of Privilege Vulnerability 2024-04-09| 7.8 |CVE-2024-28907
| (server_core_inst
allation)
microsoft --
gz'gd"ws—server—z Windows Authentication Elevation of Privilege Vulnerability 2024-04-09| 7.8 [CVE-2024-21447
microsoft --
évz'gdows—server—z Windows USB Print Driver Elevation of Privilege Vulnerability 2024-04-09| 7 |CVE-2024-26243
microsoft --
évz'gdows—ser"er—z Windows Storage Elevation of Privilege Vulnerability 2024-04-09| 7.8 |CVE-2024-29052
ir?nocz)vr(:_jieln:z(;- . |Unrestricted Upload of File with Dangerous Type vulnerability in Moove Agency
- F:‘eed_s — "~ |Import XML and RSS Feeds.This issue affects Import XML and RSS Feeds: from n/a [2024-04-07| 7.2 |CVE-2024-31292

- through 2.1.5.
A vulnerability was found in csmock where a regular user of the OSH service M "
. ; . I . patrick@puiterwijk
n/a -- csmock (anyone with a valid Kerberos ticket) can use the vulnerability to disclose the 2024-04-10| 7.6 lor
confidential Snyk authentication token and to run arbitrary commands on OSH el it . "
atrick@puiterwijk
workers.
.0rg
A flaw was found in JBoss EAP. When an OIDC app that serves multiple tenants
attempts to access the second tenant, it should prompt the user to log in again
n/a-- eap since the second tenant is secured with a different OIDC configuration. The 2024-04-10| 7.3 CVE-2023-6236
underlying issue is in OidcSessionTokenStore when determining if a cached token -
should be used or not. This logic needs to be updated to take into account the new
"provider-url" option in addition to the "realm" option.
A flaw was found in" JwtValidator.resolvePublicKey" in JBoss EAP, where the
n/a-- eap validator checks jku and sends a HTTP request. During this process, no whitelisting 2024-04-09| 7.3 CVE-2024-1233
or other filtering behavior is performed on the destination URL address, which may -
result in a server-side request forgery (SSRF) vulnerability.
CVE-2024-21508
n/a — mysql2 Versions of the package mysql2 before 3.9.4 are vulnerable to Remote Code
ysa Execution (RCE) via the readCodeFor function due to improper validation of the 2024-04-11| 9.8
supportBigNumbers and bigNumberStrings values.
A flaw was found in ofono, an Open Source Telephony on Linux. A stack overflow
n/a - ofono bug is triggered within the decode_deliver() function during the SMS decoding. It is CVE-2023-2794
assumed that the attack scenario is accessible from a compromised modem, a 2024-04-10| 8.1 |patrick@puiterwijk
malicious base station, or just SMS. There is a bound check for this memcpy length .org
in decode_submit(), but it was forgotten in decode_deliver().
A double free vulnerability was found in QEMU virtio devices (virtio-gpu, virtio-
serial-bus, V|rt|o—crypt0), where the mem_rfee.ntrancy_guard flag |nstj|ff|C|entIy CVE-2024-3446
n/a -- gemu protects against DMA reentrancy issues. This issue could allow a malicious
o o _ 2024-04-09| 8.2
privileged guest to crash the QEMU process on the host, resulting in a denial of
service or allow arbitrary code execution within the context of the QEMU process
on the host.
nerdpressteam -- [The Hubbub Lite - Fast, Reliable Social Sharing Buttons plugin for WordPress is CVE-2024-2501
hubbub_lite_- vulnerable to PHP Object Injection in all versions up to, and including, 1.33.1 via 2024-04-09| 7.5
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High Vulnerabilities

cause the firewall to enter maintenance mode, which requires manual intervention

to bring the firewall back online.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
al_sharing_buttons|makes it possible for authenticated attackers, with contributor access and above,

to inject a PHP Object. No POP chain is present in the vulnerable plugin. If a POP
chain is present via an additional plugin or theme installed on the target system, it
could allow the attacker to delete arbitrary files, retrieve sensitive data, or execute
code.
Netdata is an open source observability tool. In affected versions the ‘ndsudo” tool
shipped with affected versions of the Netdata Agent allows an attacker to run
arbitrary programs with root permissions. The ‘ndsudo’ tool is packaged as a
‘root’-owned executable with the SUID bit set. It only runs a restricted set of
netdata -- netdata |external commands, but its search paths are supplied by the "PATH" environment CVE-2024-32019
) . . . 2024-04-12| 8.8
variable. This allows an attacker to control where "ndsudo’ looks for these
commands, which may be a path the attacker has write access to. This may lead to
local privilege escalation. This vulnerability has been addressed in versions 1.45.3
and 1.45.2-169. Users are advised to upgrade. There are no known workarounds
for this vulnerability.
nozoml__networks “|Audit records for OpenAPI requests may include sensitive information. This could CVE-2023-6916 .
- guardian . . . 2024-04-10| 7.2 |prodsec@nozomin
lead to unauthorized accesses and privilege escalation.
etworks.com
A Denial of Service (Dos) vulnerability in Nozomi Networks Guardian, caused by
nozomi_networks -fimproper input validation in certain fields used in the Radius parsing functionality CVE-2024-0218
- guardian of our IDS, allows an unauthenticated attacker sending specially crafted malformed|2024-04-10| 7.5 |prodsec@nozomin
network packets to cause the IDS module to stop updating nodes, links, and assets. etworks.com
Network traffic may not be analyzed until the IDS module is restarted.
NVIDIA ChatRTX for Windows contains a vulnerability in the Ul, where an attacker
nvidia -- chatrtx  [can cause improper privilege management by sending open file requests to the CVE-2024-0082
I . . L . . 2024-04-08| 8.2 - L
application. A successful exploit of this vulnerability might lead to local escalation psirt@nvidia.com
of privileges, information disclosure, and data tampering
octopus_deploy -- " . . . - . S
octopus._server A racg cond|.t|0n V\./as identified through which privilege escalation was possible in 2024-04-09| 8.8 |CVE-2024-2975
certain configurations. .
opengnsys SQL Injection Vulne.rability has .been found on OpenGns'ys. produc't ?ffecting version CVE-2024-3704
opengnsys 1.1.1d (Espeto). This vulnerability allows an attacker to inject malicious SQL code 2024-04-12| 9.8 cve-
into login page to bypass it or even retrieve all the information stored in the == |coordination@inci
database. lbe.es
Unrestricted file upload vulnerability in OpenGnsys affecting version 1.1.1d CVE-2024-3705
opengnsys -- ) L
opengnsys (Espetf)). ThIS vulnerabllllty allows an attacke‘r to Sfen'd a POST request jco the 2024-04-12| 8.8 cve- o o
endpoint '/opengnsys/images/M_lcons.php' modifying the file extension, due to coordination@inci
lack of file extension verification, resulting in a webshell injection. lbe.es
gfcesri]gts:tr;anagem A Stgred Cross-Site Scripting (XSS) vulngrability has been identified. i.n OpenText CVE-2.024-2834
ont cen;er ArcSight Management Center and ArcSight Platform. The vulnerability could be 2024-04-08| 8.7 |security@opentext
- remotely exploited. .com
CVE-2024-3400
A command injection vulnerability in the GlobalProtect feature of Palo Alto psirt@paloaltonet
palo_alto_network [Networks PAN-OS software for specific PAN-OS versions and distinct feature works.com
s -- pan-os configurations may enable an unauthenticated attacker to execute arbitrary code [2024-04-12| 10 [|psirt@paloaltonet
with root privileges on the firewall. Cloud NGFW, Panorama appliances, and Prisma works.com
/Access are not impacted by this vulnerability. psirt@paloaltonet
works.com
A memory leak exists in Palo Alto Networks PAN-OS software that enables an
palo_alto_network [attacker to send a burst of crafted packets through the firewall that eventually CVE-2024-3382
s -- pan-os prevents the firewall from processing traffic. This issue applies only to PA-5400 2024-04-10| 7.5 |psirt@paloaltonet
Series devices that are running PAN-OS software with the SSL Forward Proxy works.com
feature enabled.
A vulnerability in how Palo Alto Networks PAN-OS software processes data
palo_alto_network[received from Cloud Identity Engine (CIE) agents enables modification of User-ID CVE-2024-3383
s -- pan-os groups. This impacts user access to network resources where users may be 2024-04-10| 7.4 |psirt@paloaltonet
inappropriately denied or allowed access to resources based on your existing works.com
Security Policy rules.
A vulnerability in Palo Alto Networks PAN-OS software enables a remote attacker
palo_alto_networkto reboot PAN-OS firewalls when receiving Windows New Technology LAN CVE-2024-3384
s -- pan-os Manager (NTLM) packets from Windows servers. Repeated attacks eventually 2024-04-10| 7.5 |psirt@paloaltonet

works.com
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High Vulnerabilities

"Command::arg” and ‘Command::args” APIs state in their documentation that the
arguments will be passed to the spawned process as-is, regardless of the content
of the arguments, and will not be evaluated by a shell. This means it should be safe
to pass untrusted input as an argument. On Windows, the implementation of this is
more complex than other platforms, because the Windows API only provides a
single string containing all the arguments to the spawned process, and it's up to

Primary . . CVSS | Source & Patch

Vendor -- Product Description Published Score Info
A packet processing mechanism in Palo Alto Networks PAN-OS software enables a

palo_alto_network|remote attacker to reboot hardware-based firewalls. Repeated attacks eventually CVE-2024-3385

s -- pan-0s cause the firewall to enter maintenance mode, which requires manual intervention|2024-04-10| 7.5 |psirt@paloaltonet
to bring the firewall back online. This affects the following hardware firewall works.com
models: - PA-5400 Series firewalls - PA-7000 Series firewalls

soelr:jlgjﬂgn - Missing Authorization vulnerability in PenciDesign Soledad.This issue affects 2024-04-09| 7.1 |CVE-2024-31367
Soledad: from n/a through 8.4.2. B
A vulnerability, which was classified as critical, has been found in PHPGurukul Small CVE-2024-3691

phpgurukul -- CRM 3.0. Affected by this issue is some unknown functionality of the component .

small_crm Registration Page. The manipulation leads to sql injection. The attack may be 2024-04-12| 7.3
launched remotely. The exploit has been disclosed to the public and may be used.

IThe identifier of this vulnerability is VDB-260480.

pickplugins -- Deserialization of Untrusted Data vulnerability in PickPlugins Product Designer.This

product_designer |, . 2024-04-07| 8.7 |CVE-2024-31277
issue affects Product Designer: from n/a through 1.0.32. .

. Information exposure vulnerability in Planet IGS-4215-16T2S, affecting firmware CVE-2024-2740

planet -- igs-4215- . . .

16625 version 1.§0§b219528. This vulnerability could allow a remote attacker to agcess 2024-04-11| 7.7 cve- o o
some administrative resources due to lack of proper management of the Switch —— |coordination@inci
web interface. lbe.es

planet -- igs-4215- [Cross-Site Request Forgery (CSRF) vulnerability in Planet 1GS-4215-16T2S, affecting CVE-2024-2741

16t2s firmware version 1.305b210528. This vulnerability could allow a remote attacker to 2024-04-11| 7.1 cve-
trick some authenticated users into performing actions in their session, such as —= |coordination@inci
adding or updating accounts through the Switch web interface. lbe.es
IThe Simple Job Board plugin for WordPress is vulnerable to PHP Object Injection in
all versions up to, and including, 2.11.0 via deserialization of untrusted input in the

presstigers -- ljob_board_applicant_list_columns_value function. This makes it possible for CVE-2024-1813

simple_job_board |unauthenticated attackers to inject a PHP Object. If a POP chain is present viaan (2024-04-09| 9.8 [
additional plugin or theme installed on the target system, it could allow the
attacker to delete arbitrary files, retrieve sensitive data, or execute code when a
submitted job application is viewed.

rapidload --

rapidload_power- [Server-Side Request Forgery (SSRF) vulnerability in RapidLoad RapidLoad Power-Up

up_for_autoptimiz [for Autoptimize.This issue affects RapidLoad Power-Up for Autoptimize: from n/a |2024-04-07| 7.2 |[CVE-2024-31288

e through 2.2.11.

RedisBloom adds a set of probabilistic data structures to Redis. Starting in version

redisbloom -- 2.0.0 and prior to version 2.4.7 and 2.6.10, specially crafted "CF.LOADCHUNK" CVE-2024-25115

redisbloom commands may be used by authenticated users to perform heap overflow, which |2024-04-09\ 7 [
may lead to remote code execution. The problem is fixed in RedisBloom 2.4.7 and
2.6.10.

Redon Hub is a Roblox Product Delivery Bot, also known as a Hub. In all hubs

redon-tech - before version 1.0.2, all commands are capable of being ran by all users, including
admin commands. This allows users to receive products for free and CVE-2024-31442

redon-hub . 2024-04-08 88 ———
delete/create/update products/tags/etc. The only non-affected command is
*/products admin clear’ as this was already programmed for bot owners only. All
users should upgrade to version 1.0.2 to receive a patch.

reservation_diary -

- Cross-Site Request Forgery (CSRF) vulnerability in Reservation Diary ReDi

redi_restaurant_re [Restaurant Reservation allows Cross-Site Scripting (XSS).This issue affects ReDi 2024-04-10| 7.1 |CVE-2024-31299

servation Restaurant Reservation: from n/a through 24.0128.

Rust is a programming language. The Rust Security Response WG was notified that

the Rust standard library prior to version 1.77.2 did not properly escape arguments

when invoking batch files (with the “bat” and ‘cmd” extensions) on Windows using CVE-2024-24576
the "Command’. An attacker able to control the arguments passed to the spawned

process could execute arbitrary shell commands by bypassing the escaping. The

rust-lang -- rust severity of this vulnerability is critical for those who invoke batch files on Windows
with untrusted arguments. No other platform or use is affected. The 2024-04-09| 10
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31442
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31299&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31299
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\V36.1.147). The affected applications contain an out of bounds read past the end
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the spawned process to split them. Most programs use the standard C run-time
argv, which in practice results in a mostly consistent way arguments are splitted.
One exception though is ‘cmd.exe” (used among other things to execute batch
files), which has its own argument splitting logic. That forces the standard library to
implement custom escaping for arguments passed to batch files. Unfortunately it
was reported that our escaping logic was not thorough enough, and it was possible
to pass malicious arguments that would result in arbitrary shell execution. Due to
the complexity of ‘cmd.exe’, we didn't identify a solution that would correctly
escape arguments in all cases. To maintain our APl guarantees, we improved the
robustness of the escaping code, and changed the ‘Command” API to return an
‘Invalidinput” error when it cannot safely escape an argument. This error will be
emitted when spawning the process. The fix is included in Rust 1.77.2. Note that
the new escaping logic for batch files errs on the conservative side, and could
reject valid arguments. Those who implement the escaping themselves or only
handle trusted inputs on Windows can also use the ‘CommandExt::raw_arg’
method to bypass the standard library's escaping logic.
saleswonder.biz --
5_stars_rating_fun MlSSlng Authorization v.ulnerab|l|ty in Saleswonder.Biz 5 Stars Rating Funnel.This 2024-04-10| 7.5 |CVE-2024-31358
nel issue affects 5 Stars Rating Funnel: from n/a through 1.2.67. D
sap_se -- SAP Asset Accounting could allow a high privileged attacker to exploit insufficient
s . . . . . CVE-2024-27901
sap_asset_account|validation of path information provided by the users and pass it through to the file
ing API's. Thus, causing a considerable impact on confidentiality, integrity and 2024-04-09| L2 cna@sap.com
availability of the application. cnatrsdp.com
Z:E:Zi;i-nessobjec Due to improper \{alidation, SAP BusinessObject B'usiness Intglligence 'Launc'h Pad CVE-2024-25646
. ) allows an authenticated attacker to access operating system information using N
ts_web_intelligenc o . . 2024-04-09| 7.7 |cna@sap.com
R crafted Fiocurngnt. On succes.sfuliexplmtatlon there could be a considerable impact cna@san.com
on confidentiality of the application.
sap_se -- Self-Registration and Modify your own profile in User Admin Application of
sap_netweaver_as [NetWeaver AS Java does not enforce proper security requirements for the content CVE-2024-27899
| java_user_manag [of the newly defined security answer. This can be leveraged by an attacker to cause|2024-04-09| 8.8 |cna@sap.com
ement_engine profound impact on confidentiality and low impact on both integrity and cna@sap.com
availability.
IThe Pods - Custom Content Types and Fields plugin for WordPress is vulnerable to
scOttkclark -- SQL Injection via shortcode in all versions up to, and including, 3.0.10 (with the
pods_- exception of 2.7.31.2, 2.8.23.2, 2.9.19.2) due to insufficient escaping on the user CVE-2023-6967
| custom_content_ [supplied parameter and lack of sufficient preparation on the existing SQL query. 2024-04-09| 8.8
types_and_fields [This makes it possible for authenticated attackers, with contributor level access or
higher, to append additional SQL queries into already existing queries that can be
used to extract sensitive information from the database.
scOttkclark -- IThe Pods - Custom Content Types and Fields plugin for WordPress is vulnerable to
pods_- Remote Code Exxecution via shortcode in all versions up to, and including, 3.0.10 CVE-2023-6999
| custom_content_ [(with the exception of 2.7.31.2, 2.8.23.2, 2.9.19.2). This makes it possible for 2024-04-09| 8.8
types_and_fields |authenticated attackers, with contributor level access or higher, to execute code
on the server.
searcEiq B Insertion of Sensitive Information into Log File vulnerability in Searchiq 2024-04-10] 75 |cVE-2024-31259
searchiq SearchlQ.This issue affects SearchlQ: from n/a through 4.5. el el
shapedplugin --
carousel,_slider_ga
llery_by wp_carou
sel_- IThe plugin is vulnerable to PHP Object Injection in versions up to and including,
| image_carousel_ [2.6.3 via deserialization of untrusted input in the import function via the
& photo_gallery_p|['shortcode' parameter. This allows authenticated attackers, with administrator- 2024-04-10| 7.2 CVE-2024-3020
ost_carousel_& _p |level access to inject a PHP Object. If a POP chain is present via an additional plugin ==
ost_grid_product_ |or theme installed on the target system, it could allow the attacker to delete
carousel_&_produ [arbitrary files, retrieve sensitive data, or execute code.
ct_grid_for_wooco
mmerce
siemens -- A vulnerability has been identified in Parasolid V35.1 (All versions < V35.1.254), CVE-2024-26275
parasolid_v35.1  [Parasolid V36.0 (All versions < V36.0.207), Parasolid V36.1 (All versions < 2024-04-09| 7.8 |productcert@siem

ens.com
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of an allocated structure while parsing specially crafted X_T files. This could allow
an attacker to execute code in the context of the current process.

A vulnerability has been identified in SCALANCE W1748-1 M12 (6GK5748-1GY01-
0AA0), SCALANCE W1748-1 M12 (6GK5748-1GY01-0TAQ), SCALANCE W1788-1 M12
(6GK5788-1GY01-0AA0), SCALANCE W1788-2 EEC M12 (6GK5788-2GY01-0TAO),
SCALANCE W1788-2 M12 (6GK5788-2GY01-0AA0), SCALANCE W1788-2IA M12
(6GK5788-2HY01-0AA0), SCALANCE W721-1 RJ45 (6GK5721-1FC00-0AAQ),
SCALANCE W721-1 RJ45 (6GK5721-1FC00-0ABO), SCALANCE W722-1 RJ45
(6GK5722-1FC00-0AA0), SCALANCE W722-1 RJ45 (6GK5722-1FC00-0ABO),
SCALANCE W722-1 RJ45 (6GK5722-1FC00-0ACO), SCALANCE W734-1 RJ45
(6GK5734-1FX00-0AAQ), SCALANCE W734-1 RJ45 (6GK5734-1FX00-0AA6),
SCALANCE W734-1 RJ45 (6GK5734-1FX00-0AB0), SCALANCE W734-1 RJ45 (USA)
(6GK5734-1FX00-0AB6), SCALANCE W738-1 M12 (6GK5738-1GY00-0AA0),
SCALANCE W738-1 M12 (6GK5738-1GY00-0ABO), SCALANCE W748-1 M12
(6GK5748-1GD00-0AAQ), SCALANCE W748-1 M12 (6GK5748-1GD00-0ABO),
SCALANCE W748-1 RJ45 (6GK5748-1FC00-0AA0), SCALANCE W748-1 RJ45
(6GK5748-1FC00-0ABO), SCALANCE W761-1 RJ45 (6GK5761-1FCO0-0AAO),
SCALANCE W761-1 RJ45 (6GK5761-1FC00-0ABO), SCALANCE W774-1 M12 EEC
(6GK5774-1FY00-0TAQ), SCALANCE W774-1 M12 EEC (6GK5774-1FY00-0TBO),
SCALANCE W774-1 RJ45 (6GK5774-1FX00-0AA0), SCALANCE W774-1 RJ45
(6GK5774-1FX00-0AA6), SCALANCE W774-1 RJ45 (6GK5774-1FX00-0ABO),
SCALANCE W774-1 RJ45 (6GK5774-1FX00-0ACO), SCALANCE W774-1 RJ45 (USA)
(6GK5774-1FX00-0AB6), SCALANCE W778-1 M12 (6GK5778-1GY00-0AA0),
SCALANCE W778-1 M12 (6GK5778-1GY00-0ABO), SCALANCE W778-1 M12 EEC
(6GK5778-1GY00-0TAQ), SCALANCE W778-1 M12 EEC (USA) (6GK5778-1GY00- CVE-2024-30191
0TBO), SCALANCE W786-1 RJ45 (6GK5786-1FC00-0AAQ), SCALANCE W786-1 RJ45 |2024-04-09| 8.4 |productcert@siem
(6GK5786-1FC00-0ABO), SCALANCE W786-2 RJ45 (6GK5786-2FC00-0AAD), ens.com
SCALANCE W786-2 RJ45 (6GK5786-2FC00-0ABO), SCALANCE W786-2 RJ45
(6GK5786-2FC00-0ACO), SCALANCE W786-2 SFP (6GK5786-2FE00-0AAQ), SCALANCE
\W786-2 SFP (6GK5786-2FE00-0ABOQ), SCALANCE W786-2IA RJ45 (6GK5786-2HCO0-
0AA0), SCALANCE W786-21A RJ45 (6GK5786-2HC00-0ABO), SCALANCE W788-1 M12
(6GK5788-1GD00-0AAQ), SCALANCE W788-1 M12 (6GK5788-1GD00-0ABO),
SCALANCE W788-1 RJ45 (6GK5788-1FC00-0AA0), SCALANCE W788-1 RJ45
(6GK5788-1FC00-0ABO), SCALANCE W788-2 M12 (6GK5788-2GD00-0AAD),
SCALANCE W788-2 M12 (6GK5788-2GD00-0AB0), SCALANCE W788-2 M12 EEC
(6GK5788-2GD00-0TA0), SCALANCE W788-2 M12 EEC (6GK5788-2GD00-0TBO),
SCALANCE W788-2 M12 EEC (6GK5788-2GD00-0TCO), SCALANCE W788-2 RJ45
(6GK5788-2FC00-0AAQ), SCALANCE W788-2 RJ45 (6GK5788-2FC00-0ABO),
SCALANCE W788-2 RJ45 (6GK5788-2FC00-0ACO), SCALANCE WAM763-1 (6GK5763-
1AL00-7DA0), SCALANCE WAM766-1 (EU) (6GK5766-1GE00-7DA0), SCALANCE
WAM766-1 (US) (6GK5766-1GE00-7DB0), SCALANCE WAM766-1 EEC (EU)
(6GK5766-1GE00-7TAO0), SCALANCE WAM766-1 EEC (US) (6GK5766-1GEQ0-7TBO),
SCALANCE WUM763-1 (6GK5763-1AL00-3AA0), SCALANCE WUM763-1 (6GK5763-
1AL00-3DAO0), SCALANCE WUM766-1 (EU) (6GK5766-1GE00-3DAO), SCALANCE
WUM766-1 (US) (6GK5766-1GE00-3DB0). This CVE refers to Scenario 3 "Override
client's security context" of CVE-2022-47522. Affected devices can be tricked into
associating a newly negotiated, attacker-controlled, security context with frames
belonging to a victim. This could allow a physically proximate attacker to decrypt
frames meant for the victim.

A vulnerability has been identified in SINEC NMS (All versions < V2.0 SP2). Affected
siemens -- devices allow authenticated users to export monitoring data. The corresponding CVE-2024-31978
sinec_nms IAP| endpoint is susceptible to path traversal and could allow an authenticated 2024-04-09| 7.6 |productcert@siem
attacker to download files from the file system. Under certain circumstances the ens.com
downloaded files are deleted from the file system.

sizam -- Improper Neutralization of Special Elements used in an SQL Command ('SQL
rehub_framework [Injection') vulnerability in Sizam REHub Framework.This issue affects REHub 2024-04-07| 8.5 |CVE-2024-31234
Framework: from n/a before 19.6.2.

sizam -- rehub Improper Neutralization of Special Elements used in an SQL Command ('SQL
Injection') vulnerability in Sizam Rehub.This issue affects Rehub: from n/a through |2024-04-07| 8.5 |CVE-2024-31233
19.6.1.

siemens --
scalance_w1748-
1_m12

skymoonlabs --

moveto Missing Authorization vulnerability in Skymoonlabs MoveTo.This issue affects

MoveTo: from n/a through 6.2. 2024-04-11| 2.8 CVE-202425912

smartersite -- IThe WP Compress - Image Optimizer plugin for WordPress is vulnerable to CVE-2024-1934
wp_compress_-  |unauthorized modification of data due to a missing capability check on the 2024-04-09| 7.5
| image_optimizer_|'wps_local_compress::__construct' function in all versions up to, and including,
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[all-in-one] 6.11.10. This makes it possible for unauthenticated attackers to reset the CDN

region and set a malicious URL to deliver images.
solwin_infotech -- [Improper Neutralization of Special Elements used in an SQL Command ('SQL
user_activity_log [Injection') vulnerability in Solwin Infotech User Activity Log.This issue affects User (2024-04-10| 7.6 |[CVE-2024-31356
Activity Log: from n/a through 1.8.
sonaar_music --
3_audio_pl
nllzr_il:slig_fafj?;r Missing Authorization vulnerability in Sonaar Music MP3 Audio Player for Music,
-~ - —|Radio & Podcast by Sonaar.This issue affects MP3 Audio Player for Music, Radio & |2024-04-10| 7.5 |CVE-2024-31343
& _podcast_by son
ar Podcast by Sonaar: from n/a through 4.10.1.
courcecodester - A vullnlerablllty_v_vas fou_nd_ in SourceCodester Prison Managem_ent System 1.0and CVE-2024-3438
rison manageme classified as critical. This issue affects some unknown processing of the file —
Et < s;em g Admin/login.php. The manipulation leads to sql injection. The attack may be 2024-04-08| 7.3
=Y initiated remotely. The exploit has been disclosed to the public and may be used.
IThe associated identifier of this vulnerability is VDB-259691.
ourcecodester - A vulnerablllllty was f.o'und in Sourchodester Prison Mar'1agement System 1.0. It has CVE-2024-3439
. been classified as critical. Affected is an unknown function of the file R
prison_manageme A . . . . .
nt svstem Account/login.php. The manipulation leads to sql injection. It is possible to launch [2024-04-08| 7.3
=Y the attack remotely. The exploit has been disclosed to the public and may be used.
IThe identifier of this vulnerability is VDB-259692.
specialk -- IThe Simple Ajax Chat - Add a Fast, Secure Chat Box plugin for WordPress is
simple_ajax_chat_-jvulnerable to Stored Cross-Site Scripting via the name field in all versions up to, CVE-2024-2957
| add_a_fast,_secu [and including, 20240216 due to insufficient input sanitization and output escaping. |2024-04-09| 7.2
re_chat_box IThis makes it possible for unauthenticated attacker to inject arbitrary web scripts
in pages that will execute whenever a user accesses an injected page.
stylemix - The MasterStudy LMS plugin for WordPress is vulnerable to Local File Inclusion in
masterstudy_Ims_ . . . . \ , . .
_~ [all versions up to, and including, 3.3.3 via the 'template' parameter. This makes it
wordpress_plugin_ . . . . . CVE-2024-3136
possible for unauthenticated attackers to include and execute arbitrary files on the Y
- ) i } X ) 2024-04-09| 9.8
. server, allowing the execution of any PHP code in those files. This can be used to
| for_online_cours . . . L
s and education bypass access controls, obtain sensitive data, or achieve code execution in cases
- - where images and other "safe" file types can be uploaded and included.
subnet_solutions --
powersystem_serv [SUBNET Solutions Inc. has identified vulnerabilities in third-party components used
er in PowerSYSTEM Server 2021 and Substation Server 2021. 2024-04-09 8.4 [CVE-2024-3313
sukhchain_singh -, ot icted Upload of File with Dangerous Type vulnerability in Sukhchain Singh
auto_poster Auto Poster.This issue affects Auto Poster: from n/a through 1.2. 2024-04-07| 3.1 |CVE-2024-31345
IThe Classified Listing - Classified ads & Business Directory Plugin plugin for
WordPress is vulnerable to Cross-Site Request Forgery in all versions up to, and
techlabprol -- . . .. . . N
Classified listing - including, 3.0.4. This is due to missing or incorrect nonce validation on the
e 8- 'rtcl_update_user_account' function. This makes it possible for unauthenticated CVE-2024-1315
| classified_ads_&_ L , . .
. - attackers to change the administrator user's password and email address via a 2024-04-09| 8.8
business_directory . . - . .
lugin forged request granted they can trick a site administrator into performing an
-Piug action such as clicking on a link. This locks the administrator out of the site and
prevents them from resetting their password, while granting the attacker access to
their account.
themefusion -- IThe Avada theme for WordPress is vulnerable to SQL Injection via the 'entry'
avada_|_website_ [parameter in all versions up to, and including, 7.11.6 due to insufficient escaping
. . - . s CVE-2024-2344
builder_for_wordp [on the user supplied parameter and lack of sufficient preparation on the existing 2024-04-09 7.2
ress_& woocomm [SQL query. This makes it possible for authenticted attackers, with editor-level -
erce access and above, to append additional SQL queries into already existing queries
that can be used to extract sensitive information from the database.
themify --
Oesrtnlty e builder Improper Neutralization of Input During Web Page Generation ('Cross-site
p( tE) YPe_ Scripting') vulnerability in Themify Post Type Builder (PTB) allows Reflected 2024-04-09| 7.1 |CVE-2024-31365
P XSS.This issue affects Post Type Builder (PTB): from n/a through 2.0.8.
themify --
post_type_builder [Missing Authorization vulnerability in Themify Post Type Builder (PTB).This issue 2024-04-09| 7.1 lCVE-2024-31366
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High Vulnerabilities

mimo_gigabit_acc
ess_point_(eap225

requests can lead to remote code execution. An attacker can make an

authenticated HTTP request to trigger this vulnerability.This vulnerability refers

Primary . . CVSS | Source & Patch
Vendor -- Product Description Reblbhed Score Info
Itg.‘:\rg‘:)rs:sss"export Improper Neutralization of Special Elements used in an SQL Command ('SQL

import - Injection') vulnerability in ThimPress LearnPress Export Import.This issue affects 2024-04-07| 7.6 |CVE-2024-31241
= LearnPress Export Import: from n/a through 4.0.3.
tooltip -- . |Cross-Site Request Forgery (CSRF) vulnerability in Tooltip WordPress Tooltips
wordpress_toolhpsallows Stored XSS.This issue affects WordPress Tooltips: from n/a through 9.5.3. 2024°04-11) 7.1 |CVE-2029-31280
to-link -- /A command execution vulnerability exists in the tddpd enable_test_mode
2c1350 wireless functionality of Tp-Link AC1350 Wireless MU-MIMO Gigabit Access Point (EAP225
- - - |V3) v5.1.(? Build 20220926 anq Tp-Link N300 Wireless Access Point (EAP115 V4)
mimo_gigabit_acc v5.Q.4 Build 20220216. A speually crafted series of network requests can Iead.to 2024-04-09| 8.1 |CVE-2023-49133
. arbitrary command execution. An attacker can send a sequence of unauthenticated e
ess_point_(eap225 ) ) I . . NN
v3) packets to trigger th|.s vulnerability.This vulnerablllty impacts “uclited qn th.e
- EAP225(V3) 5.1.0 Build 20220926 of the AC1350 Wireless MU-MIMO Gigabit
Access Point.
tp-link -- A command execution vulnerability exists in the tddpd enable_test_mode
ac1350_wireless_  [functionality of Tp-Link AC1350 Wireless MU-MIMO Gigabit Access Point (EAP225
mu- \V3) v5.1.0 Build 20220926 and Tp-Link N300 Wireless Access Point (EAP115 V4)
mimo_gigabit_acc [v5.0.4 Build 20220216. A specially crafted series of network requests can lead to  |2024-04-09| 8.1 |CVE-2023-49134
ess_point_(eap225|arbitrary command execution. An attacker can send a sequence of unauthenticated
| v3) packets to trigger this vulnerability.This vulnerability impacts “uclited” on the
EAP115(V4) 5.0.4 Build 20220216 of the N300 Wireless Gigabit Access Point.
tp-link --
ac1350_wireless_ |A memory corruption vulnerability exists in the web interface functionality of Tp-
mu- Link AC1350 Wireless MU-MIMO Gigabit Access Point (EAP225 V3) v5.1.0 Build
mimo_gigabit_acc [20220926. A specially crafted HTTP POST request can lead to denial of service of =~ [2024-04-09| 7.5 |[CVE-2023-48724
ess_point_(eap225[the device's web interface. An attacker can send an unauthenticated HTTP POST
| v3) request to trigger this vulnerability.
tp-link --
ac1350_wireless_ |A denial of service vulnerability exists in the TDDP functionality of Tp-Link AC1350
mu- Wireless MU-MIMO Gigabit Access Point (EAP225 V3) v5.1.0 Build 20220926. A
mimo_gigabit_acc [specially crafted series of network requests can lead to reset to factory settings. An{2024-04-09| 7.4 |CVE-2023-49074
ess_point_(eap225 [attacker can send a sequence of unauthenticated packets to trigger this
| v3) vulnerability.
to-link -- A stack-based buffer overflow vulnerability exists in the web interface Radio
11350 wireless Scheduling functionality of Tp-Link AC1350 Wireless MU-MIMO Gigabit Access
- - — |Point (EAP225 V3) v5.1.0 Build 20220926: A specially crafted series of HTTP
mimo_gigabit_acc requests' can lead to remote code. executllon. An attzj\?ker c.an make arf . 2024-04-09| 7.2 |CVE-2023-49906
ess_point_(eap225 authfe'r1t|cated HTTP request to trigger th'IS vuln‘eréb\lllty.Th|s vulnerability refers e
v3) specifically to the overflow that occurs via the “ssid” parameter at offset
- '0x0045ab7c’ of the “httpd_portal® binary shipped with v5.1.0 Build 20220926 of
the EAP225.
to-link - A stack-Pased bu.ffer c.)verflow v'ulnerability exjsts in the web inter'face' Radio
2c1350 wireless Scheduling functionality of Tp-Link AC1350 Wireless MU-MIMO Gigabit Access
- - — [Point (EAP225 V3) v5.1.0 Build 20220926: A specially crafted series of HTTP
mimo._gigabit_acc requests. can lead to remote code. execut.lon. An attz?\err c.an make ar} . 2024-04-09| 7.2 |CVE-2023-49907
ess_point_(eap225 auth'e.ntlcated HTTP request to trigger th.IS vuln‘erabll\lty.Thls vulnerability refers .
v3_) - specifically to the overflow that occurs via the “band’ parameter at offset
B "0x0045aad8’ of the “httpd_portal® binary shipped with v5.1.0 Build 20220926 of
the EAP225.
to-link - A stack-based buffer overflow vulnerability exists in the web interface Radio
1c1350 wireless Scheduling functionality of Tp-Link AC1350 Wireless MU-MIMO Gigabit Access
- - — [Point (EAP225 V3) v5.1.0 Build 20220926: A specially crafted series of HTTP
mimo_gigabit_acc requests. can lead to remote code. execut.lon. An atta}?ker c.an make arT . 2024-04-09| 7.2 |CVE-2023-49908
ess_point_(eap225 authghtlcated HTTP request to trigger th-IS vuln\erab_lllt\y.Thls vulnerability refers e
v3) \speuflcally tcf the ov?rflow that oc\cu.rs via th_e profll_e parameter at offset
- 0x0045abc8" of the “httpd_portal® binary shipped with v5.1.0 Build 20220926 of
the EAP225.
tp-link -- A stack-based buffer overflow vulnerability exists in the web interface Radio
ac1350_wireless_ |Scheduling functionality of Tp-Link AC1350 Wireless MU-MIMO Gigabit Access
mu- Point (EAP225 V3) v5.1.0 Build 20220926. A specially crafted series of HTTP 2024-04-09| 7.2 |CVE-2023-49909
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High Vulnerabilities

Gallery: from n/a through 1.7.8.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
| v3) specifically to the overflow that occurs via the “action” parameter at offset
'0x0045ab38" of the “httpd_portal® binary shipped with v5.1.0 Build 20220926 of
the EAP225.
tp-link -- A stack-based buffer overflow vulnerability exists in the web interface Radio
ac1350_wireless_ |Scheduling functionality of Tp-Link AC1350 Wireless MU-MIMO Gigabit Access
mu- Point (EAP225 V3) v5.1.0 Build 20220926. A specially crafted series of HTTP
mimo_gigabit_acc [requests can lead to remote code execution. An attacker can make an 2024-04-09| 7.2 |CVE-2023-49910
ess_point_(eap225[authenticated HTTP request to trigger this vulnerability.This vulnerability refers
| v3) specifically to the overflow that occurs via the “ssid” parameter at offset '0x42247¢’
of the “httpd" binary shipped with v5.0.4 Build 20220216 of the EAP115.
to-link -- A stack-based buffer overflow vulnerability exists in the web interface Radio
c1350 wireless Scheduling functionality of Tp-Link AC1350 Wireless MU-MIMO Gigabit Access
- - — [Point (EAP225 V3) v5.1.0 Build 20220926.. A specially crafted series of HTTP
mimo_gigabit_acc requests. can lead to remote code. execut.lon. An attésker c.an make arT . 2024-04-09| 7.2 |CVE-2023-49911
ess_point_(eap225 authfeptlcated HTTP request to trigger th-IS vuIn\eraan\nty.Thls vulnerability refers D
v3) specifically to the overflow that occurs via the “band’ parameter at offset
- "0x422420° of the “httpd" binary shipped with v5.0.4 Build 20220216 of the
EAP115.
to-link - A stack-Pased bu.ffer c.>verflow v.ulnerability ex.ists in the web inter.face. Radio
2c1350 wireless Scheduling functionality of Tp-Link AC1350 Wireless MU-MIMO Gigabit Access
- - — |Point (EAP225 V3) v5.1.0 Build 20220926: A specially crafted series of HTTP
mimo_gigabit_acc request§ can lead to remote codg execut'lon. An attésker cran make arT . 2024-04-09| 7.2 |CVE-2023-49912
ess_point_(eap225 authfaptlcated HTTP request to trigger th.IS vuln\erab.lllt\y.Th|s vulnerability refers e
v3) \speuflcally\to the c\>verflo\w .that occ.urs via Fhe profile Parameter at offset
~ 0x4224b0° of the “httpd" binary shipped with v5.0.4 Build 20220216 of the
EAP115.
to-link -- A stack-based buffer overflow vulnerability exists in the web interface Radio
1350 wireless Scheduling functionality of Tp-Link AC1350 Wireless MU-MIMO Gigabit Access
- - — |Point (EAP225 V3) v5.1.0 Build 20220926: A specially crafted series of HTTP
mimo_gigabit_acc requests' can lead to remote code' execut'lon. An attaj?ker c:an make ar? . 2024-04-09| 7.2 |CVE-2023-49913
. authenticated HTTP request to trigger this vulnerability.This vulnerability refers Y
ess_point_(eap225 . . NN
v3) \specmcally‘to the <\)verflo\w.that occ.urs via t.he action parameter at offset
- 0x422448" of the “httpd’ binary shipped with v5.0.4 Build 20220216 of the
EAP115.
ITraccar is an open source GPS tracking system. Traccar versions 5.1 through 5.12
allow arbitrary files to be uploaded through the device image upload API. Attackers
have full control over the file contents, full control over the directory where the file
is stored, full control over the file extension, and partial control over the file name.
\While it's not for an attacker to overwrite an existing file, an attacker can create
new files with certain names and attacker-controlled extensions anywhere on the CVE-2024-31214
traccar -- traccar  (file system. This can potentially lead to remote code execution, XSS, DOS, etc. The
. . - . L 2024-04-10| 9.6
default install of Traccar makes this vulnerability more severe. Self-registration is -
enabled by default, allowing anyone to create an account to exploit this
vulnerability. Traccar also runs by default with root/system privileges, allowing files
to be placed anywhere on the file system. Version 6.0 contains a fix for the issue.
One may also turn off self-registration by default, as that would make most
vulnerabilities in the application much harder to exploit by default and reduce the
severity considerably.
ITraccar is an open source GPS tracking system. Versions prior to 6.0 are vulnerable
to path traversal and unrestricted upload of file with dangerous type. Since the
system allows registration by default, attackers can acquire ordinary user
traccar - traccar permissions by registering an account and exploit this vulnerability to upload files |2024-04-10| 8.5 CVE-2024-24809
with the prefix “device.” under any folder. Attackers can use this vulnerability for
phishing, cross-site scripting attacks, and potentially execute arbitrary commands
on the server. Version 6.0 contains a patch for the issue.
ITraefik is an HTTP reverse proxy and load balancer. In affected versions sending a
GET request to any Traefik endpoint with the "Content-length" request header CVE-2024-28869
racfik - traefik results in an indefinite hang with the default configuration. This vulnerability can
be exploited by attackers to induce a denial of service. This vulnerability has been [2024-04-12| 7.5
addressed in version 2.11.2 and 3.0.0-rc5. Users are advised to upgrade. For
affected versions, this vulnerability can be mitigated by configuring the
readTimeout option.
tribulant -- Improper Neutralization of Special Elements used in an SQL Command ('SQL
slideshow_gallery |Injection') vulnerability in Tribulant Slideshow Gallery.This issue affects Slideshow |2024-04-10| 8.5 |CVE-2024-31355
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High Vulnerabilities
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Published

CVSS
Score

Source & Patch
Info

undsgn --
uncode_core

Missing Authorization vulnerability in Undsgn Uncode Core allows Privilege
Escalation.This issue affects Uncode Core: from n/a through 2.8.8.

2024-04-12

8.8

CVE-2023-51515

webinarpress --
webinarpress

Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting') vulnerability in WebinarPress allows Reflected XSS.This issue affects
\WebinarPress: from n/a through 1.33.9.

2024-04-07

CVE-2024-31256

wedevs --
wp_erp_|_comple
te_hr_solution_wit
h_recruitment_& _j
ob_listings_|_woo
commerce_crm_&
| accounting

IThe WP ERP | Complete HR solution with recruitment & job listings |
\WooCommerce CRM & Accounting plugin for WordPress is vulnerable to time-
based SQL Injection via the id parameter in all versions up to, and including, 1.12.9
due to insufficient escaping on the user supplied parameter and lack of sufficient
preparation on the existing SQL query. This makes it possible for authenticated
attackers, with accounting manager or admin privileges or higher, to append
additional SQL queries into already existing queries that can be used to extract
sensitive information from the database.

2024-04-09

CVE-2024-0952

welotec -- tk515|

/An unauthenticated remote attacker who is aware of a MQTT topic name can send
and receive messages, including GET/SET configuration commands, reboot
commands and firmware updates.

2024-04-09

CVE-2023-1083

welotec -- tk515I

An remote attacker with low privileges can perform a command injection which
can lead to root access.

2024-04-09

CVE-2023-1082

wintercms -- wn-
dusk-plugin

wn-dusk-plugin (Dusk plugin) is a plugin which integrates Laravel Dusk browser
testing into Winter CMS. The Dusk plugin provides some special routes as part of
its testing framework to allow a browser environment (such as headless Chrome)
to act as a user in the Backend or User plugin without having to go through
authentication. This route is "[[URL]]/_dusk/login/[[USER ID]]/[[MANAGER]]" -
where “[[URL]] is the base URL of the site, ‘[[USER ID]] is the ID of the user
account and '[[MANAGER]] is the authentication manager (either "backend” for
Backend, or “user’ for the User plugin). If a configuration of a site using the Dusk
plugin is set up in such a way that the Dusk plugin is available publicly and the test
cases in Dusk are run with live data, this route may potentially be used to gain
access to any user account in either the Backend or User plugin without
authentication. As indicated in the 'README’, this plugin should only be used in
development and should *NOT* be used in a production instance. It is specifically
recommended that the plugin be installed as a development dependency only in
Composer. In order to remediate this issue, the special routes used above will now
no longer be registered unless the "APP_ENV" environment variable is specifically
set to "dusk’. Since Winter by default does not use this environment variable and it
is not populated by default, it will only exist if Dusk's automatic configuration is
used (which won't exhibit this vulnerability) or if a developer manually specifies it
in their configuration. The automatic configuration performed by the Dusk plugin
has also been hardened by default to use sane defaults and not allow external
environment variables to leak into this configuration. This will only affect users in
which the Winter CMS installation meets ALL the following criteria: 1. The Dusk
plugin is installed in the Winter CMS instance. 2. The application is in production
mode (ie. the "debug’ config value is set to ‘true’ in ‘config/app.php’). 3. The Dusk
plugin's automatic configuration has been overridden, either by providing a custom
".env.dusk’ file or by providing custom configuration in the ‘config/dusk’ folder, or
by providing configuration environment variables externally. 4. The environment
has been configured to use production data in the database for testing, and not the
temporary SQLite database that Dusk uses by default. 5. The application is
connectable via the web. This issue has been fixed in version 2.1.0. Users are
advised to upgrade.

2024-04-12

CVE-2024-32003

wisdmlabs --
edwiser_bridge

Improper Neutralization of Special Elements used in an SQL Command ('SQL
Injection') vulnerability in WisdmLabs Edwiser Bridge.This issue affects Edwiser
Bridge: from n/a through 3.0.2.

2024-04-07

CVE-2024-31260

wpeverest --
everest_forms_-
|_build_contact_for
ms_surveys_polls_
quizzes_newsletter
| & application_for
ms_and_many_mo
re_with_ease!

IThe Everest Forms plugin for WordPress is vulnerable to Server-Side Request
Forgery in all versions up to, and including, 2.0.7 via the 'font_url' parameter. This
makes it possible for unauthenticated attackers to make web requests to arbitrary
locations originating from the web application and can be used to query and
modify information from internal services.

2024-04-09

CVE-2024-1812
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wpexperts --
wholesale_for_wo
ocommerce

Missing Authorization vulnerability in WPExperts Wholesale For
\WooCommerce.This issue affects Wholesale For WooCommerce: from n/a through
2.3.0.

2024-04-10

7.5

CVE-2024-31297

wpmudev --
forminator_-

| contact_form,_pa
yment_form_&_cu
stom_form_builde
r

IThe Forminator plugin for WordPress is vulnerable to Stored Cross-Site Scripting via
an uploaded file (e.g. 3gpp file) in all versions up to, and including, 1.29.0 due to
insufficient input sanitization and output escaping. This makes it possible for
unauthenticated attackers to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.

2024-04-09

CVE-2024-1794

wpvividplugins --
migration_backup
| staging_-_wpvivid

\WPvivid Backup & Migration Plugin for WordPress is vulnerable to PHAR
Deserialization in all versions up to, and including, 0.9.99 via deserialization of
untrusted input at the wpvividstg_get_custom_exclude_path_free action. This is
due to the plugin not providing sufficient path validation on the
tree_node[node][id] parameter. This makes it possible for authenticated attackers,
with admin-level access and above, to call files using a PHAR wrapper that will
deserialize the data and call arbitrary PHP Objects. No POP chain is present in the
vulnerable plugin. If a POP chain is present via an additional plugin or theme
installed on the target system, it could allow the attacker to delete arbitrary files,
retrieve sensitive data, or execute code.

2024-04-12

CVE-2024-3054

wpwhitesecurity --
wp_activity _log_pr
emium

IThe WP Activity Log Premium plugin for WordPress is vulnerable to SQL Injection
via the entry->roles parameter in all versions up to, and including, 4.6.4 due to
insufficient escaping on the user supplied parameter and lack of sufficient
preparation on the existing SQL query. This makes it possible for authenticated
attackers with subscriber privileges to append additional SQL queries into already
existing queries that can be used to extract sensitive information from the
database. One demonstrated attack included the injection of a PHP Object.

2024-04-09

CVE-2024-2018

xibosignage -- xibo-
cms

Xibo is an Open Source Digital Signage platform with a web content management
system and Windows display player software. In affected versions some request
headers are not correctly sanitised when stored in the session and display tables.
IThese headers can be used to inject a malicious script into the session page to
exfiltrate session IDs and User Agents. These session IDs / User Agents can
subsequently be used to hijack active sessions. A malicious script can be injected
into the display grid to exfiltrate information related to displays. Users should
upgrade to version 3.3.10 or 4.0.9 which fix this issue. Customers who host their
CMS with the Xibo Signage service have already received an upgrade or patch to
resolve this issue regardless of the CMS version that they are running. Upgrading to
a fixed version is necessary to remediate. Patches are available for earlier versions
of Xibo CMS that are out of security support: 2.3 patch
ebeccd000b51f00b9a25f56a2f252d6812ebf850.diff. 1.8 patch
281044e6ccdd92cc967e34c125bd8162432e51bc.diff. There are no known
workarounds for this issue.

2024-04-12

CVE-2024-29022

xibosignage -- xibo-
cms

Xibo is an Open Source Digital Signage platform with a web content management
system and Windows display player software. Session tokens are exposed in the
return of session search API call on the sessions page. Subsequently they can be
exfiltrated and used to hijack a session. Users must be granted access to the
session page, or be a super admin. Users should upgrade to version 3.3.10 or 4.0.9
which fix this issue. Customers who host their CMS with the Xibo Signage service
have already received an upgrade or patch to resolve this issue regardless of the
CMS version that they are running. Patches are available for earlier versions of Xibo
CMS that are out of security support: 2.3 patch
ebeccd000b51f00b9a25f56a2f252d6812ebf850.diff. 1.8 patch
281044e6ccdd92cc967e34c125bd8162432e51bc.diff. There are no known
workarounds for this vulnerability.

2024-04-12

CVE-2024-29023

xwiki -- xwiki-
commons

XWiki Platform is a generic wiki platform. Starting in version 3.0.1 and prior to
versions 4.10.19, 15.5.4, and 15.10-rc-1, the HTML escaping of escaping tool that is
used in XWiki doesn't escape “{*, which, when used in certain places, allows XWiki
syntax injection and thereby remote code execution. The vulnerability has been
fixed in XWiki 14.10.19, 15.5.5, and 15.9 RC1. Apart from upgrading, there is no
generic workaround. However, replacing *Sescapetool.html® by “Sescapetool.xml®
in XWiki documents fixes the vulnerability. In a standard XWiki installation, the
maintainers are only aware of the document "Panels.PanellLayoutUpdate’ that
exposes this vulnerability, patching this document is thus a workaround. Any
extension could expose this vulnerability and might thus require patching, too.

2024-04-10

CVE-2024-31996
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xwiki -- xwiki-
platform

XWiki Platform is a generic wiki platform. Starting in version 2.4-milestone-1 and
prior to versions 4.10.20, 15.5.4, and 15.10-rc-1, XWiki's database search allows
remote code execution through the search text. This allows remote code execution
for any visitor of a public wiki or user of a closed wiki as the database search is by
default accessible for all users. This impacts the confidentiality, integrity and
availability of the whole XWiki installation. This vulnerability has been patched in
XWiki 14.10.20, 15.5.4 and 15.10RC1. As a workaround, one may manually apply
the patch to the page "Main.DatabaseSearch’. Alternatively, unless database
search is explicitly used by users, this page can be deleted as this is not the default
search interface of XWiki.

2024-04-10

CVE-2024-31982

xwiki -- xwiki-
platform

XWiki Platform is a generic wiki platform. Starting in version 5.0-rc-1 and prior to
versions 14.10.20, 15.5.4, and 15.9-rc-1, any user with edit right on any page can
execute any code on the server by adding an object of type
"XWiki.SearchSuggestSourceClass™ to their user profile or any other page. This
compromises the confidentiality, integrity and availability of the whole XWiki
installation. This vulnerability has been patched in XWiki 14.10.20, 15.5.4 and 15.10
RC1. As a workaround, manually apply the patch to the document
"XWiki.SearchSuggestSourceSheet'.

2024-04-10

CVE-2024-31465

xwiki -- xwiki-
platform

XWiki Platform is a generic wiki platform. Starting in version 3.0.1 and prior to
versions 4.10.20, 15.5.4, and 15.10-rc-1, remote code execution is possible via PDF
export templates. This vulnerability has been patched in XWiki 14.10.20, 15.5.4 and
15.10-rc-1. If PDF templates are not typically used on the instance, an
administrator can create the document "XWiki.PDFClass™ and block its edition, after
making sure that it does not contain a “style” attribute. Otherwise, there are no
known workarounds aside from upgrading.

2024-04-10

CVE-2024-31981

xwiki -- xwiki-
platform

XWiki Platform is a generic wiki platform. In multilingual wikis, translations can be
edited by any user who has edit right, circumventing the rights that are normally
required for authoring translations (script right for user-scope translations, wiki
admin for translations on the wiki). Starting in version 4.3-milestone-2 and prior to
versions 4.10.20, 15.5.4, and 15.10-rc-1, this can be exploited for remote code
execution if the translation value is not properly escaped where it is used. This has
been patched in XWiki 14.10.20, 15.5.4 and 15.10RC1. As a workaround, one may
restrict edit rights on documents that contain translations.

2024-04-10

CVE-2024-31983

xwiki -- xwiki-
platform

XWiki Platform is a generic wiki platform. Starting in version 7.2-rc-1 and prior to
versions 4.10.20, 15.5.4, and 15.10-rc-1, by creating a document with a specially
crafted title, it is possible to trigger remote code execution in the (Solr-based)
search in XWiki. This allows any user who can edit the title of a space (all users by
default) to execute any Groovy code in the XWiki installation which compromises
the confidentiality, integrity and availability of the whole XWiki installation. This
has been patched in XWiki 14.10.20, 15.5.4 and 15.10 RC1. As a workaround,
manually apply the patch to the "Main.SolrSpaceFacet™ page.

2024-04-10

CVE-2024-31984

xwiki -- xwiki-
platform

XWiki Platform is a generic wiki platform. Starting in version 3.1 and prior to
versions 4.10.19, 15.5.4, and 15.10-rc-1, by creating a document with a special
crafted documented reference and an "XWiki.SchedulerJobClass® XObject, it is
possible to execute arbitrary code on the server whenever an admin visits the
scheduler page or the scheduler page is referenced, e.g., via an image in a
comment on a page in the wiki. The vulnerability has been fixed in XWiki 14.10.19,
15.5.5, and 15.9. As a workaround, apply the patch manually by modifying the
"'Scheduler.WebHome" page.

2024-04-10

1o

CVE-2024-31986

xwiki -- xwiki-
platform

XWiki Platform is a generic wiki platform. Starting in version 6.4-milestone-1 and
prior to versions 4.10.19, 15.5.4, and 15.10-rc-1, any user who can edit any page
like their profile can create a custom skin with a template override that is executed
with programming right, thus allowing remote code execution. This has been
patched in XWiki 14.10.19, 15.5.4 and 15.10RC1. No known workarounds are
available except for upgrading.

2024-04-10

CVE-2024-31987

xwiki -- xwiki-
platform

XWiki Platform is a generic wiki platform. Starting in version 13.9-rc-1 and prior to
versions 4.10.19, 15.5.4, and 15.10-rc-1, when the realtime editor is installed in
XWiki, it allows arbitrary remote code execution with the interaction of an admin
user with programming right. More precisely, by getting an admin user to either
visit a crafted URL or to view an image with this URL that could be in a comment,
the attacker can get the admin to execute arbitrary XWiki syntax including scripting
macros with Groovy or Python code. This compromises the confidentiality,
integrity and availability of the whole XWiki installation. This vulnerability has been
patched in XWiki 14.10.19, 15.5.4 and 15.9. As a workaround, one may update

"RTFrontend.ConvertHTML™ manually with the patch. This will, however, break

2024-04-10

CVE-2024-31988
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High Vulnerabilities

by sending a specially crafted request.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
some synchronization processes in the realtime editor, so upgrading should be the
preferred way on installations where this editor is used.
XWiki Platform is a generic wiki platform. Prior to versions 4.10.19, 15.5.4, and
15.10-rc-1, parameters of Ul extensions are always interpreted as Velocity code CVE-2024-31997
xwiki -- xwiki- and executed with programming rights. Any user with edit right on any document
platform like the user's own profile can create Ul extensions. This allows remote code 2024-04-10| 9.9
execution and thereby impacts the confidentiality, integrity and availability of the
whole XWiki installation. This vulnerability has been patched in XWiki 14.10.19,
15.5.4 and 15.9-RC1. No known workarounds are available.
yt-dlp is a youtube-dl fork with additional features and fixes. The patch that
addressed CVE-2023-40581 attempted to prevent RCE when using “--exec” with
"%q" by replacing double quotes with two double quotes. However, this escaping is
not sufficient, and still allows expansion of environment variables. Support for
output template expansion in --exec’, along with this vulnerable behavior, was CVE-2024-22423
added to “yt-dlp” in version 2021.04.11. yt-dlp version 2024.04.09 fixes this issue by
properly escaping "%". It replaces them with "%%cd:~,%", a variable that expands to
yt-dip - yt-dip nothing, leaving only the leading percent. It is recommended to upgrade yt-dlp to |(2024-04-09| 8.3
version 2024.04.09 as soon as possible. Also, always be careful when using *--exec’,
because while this specific vulnerability has been patched, using unvalidated input
in shell commands is inherently dangerous. For Windows users who are not able to
upgrade, avoid using any output template expansion in “--exec’ other than *{}’
(filepath); if expansion in "--exec’ is needed, verify the fields you are using do not
contain ™", '| " or '&"; and/or instead of using ‘--exec’, write the info json and load
the fields from it instead.
NiceGUI is an easy-to-use, Python-based Ul framework. A local file inclusion is
present in the NiceUl leaflet component when requesting resource files under the
zauberzeug -- "/ _nicegui/{__version__}/resources/{key}/{path:path} route. As a result any file on CVE-2024-32005
nicegui the backend filesystem which the web server has access to can be read by an 2024-04-12| 8.2
attacker with access to the NiceUl leaflet website. This vulnerability has been
addressed in version 1.4.21. Users are advised to upgrade. There are no known
workarounds for this vulnerability.
10web -- Improper Neutralization of Input During Web Page Generation ('Cross-site
slider_by 10web [Scripting') vulnerability in 10Web Slider by 10Web allows Reflected XSS.This issue |2024-04-18| 7.1 |CVE-2024-32578
affects Slider by 10Web: from n/a through 1.2.54.
adam_bowen --  [Improper Neutralization of Input During Web Page Generation ('Cross-site
tax_rate_upload |Scripting') vulnerability in Adam Bowen Tax Rate Upload allows Reflected XSS.This |2024-04-17| 7.1 |CVE-2024-32546
issue affects Tax Rate Upload: from n/a through 2.4.5.
Qi3_ -- gbibot_ The passt)rd reset feature of Ai3 QbiBot lacks proper access control, allowing 2024-04-15| 9.8 |CVE-2024-3777
unauthenticated remote attackers to reset any user's password. .
ai3_ - gbibot IThe file upload functionality of Ai3 QbiBot does not properly restrict types of
- - uploaded files, allowing remote attackers with administrator privilege to upload 2024-04-15| 7.2 |CVE-2024-3778
files with dangerous type containing malicious code.
aitthemes -- Exposure of Sensitive Information to an Unauthorized Actor vulnerability in
citadela_listing AitThemes Citadela Listing.This issue affects Citadela Listing: from n/a through 2024-04-16| 7.5 |CVE-2024-32086
5.18.1.
akana --
community_managlA server-side request forgery (SSRF) was discovered in the Akana Community CVE-2024-2796
er_developer_port|Manager Developer Portal in versions prior to and including 2022.1.3. Reported by (2024-04-18| 9.3 [security@puppet.c
al Uakob Antonsson. om
archetyped -- Improper Neutralization of Input During Web Page Generation ('Cross-site
cornerstone Scripting') vulnerability in Archetyped Cornerstone allows Reflected XSS.This issue [2024-04-18| 7.1 [CVE-2024-32570
affects Cornerstone: from n/a through 0.8.0.
3?;'55?;]?Iaenlr]_t_ml < Improper Neutralization of Input During Web Page Generation ('Cross-site
iter;ap - — |Scripting') vulnerability in Ashish Ajani WP Simple HTML Sitemap allows Reflected |2024-04-18| 7.1 |CVE-2024-32574
XSS.This issue affects WP Simple HTML Sitemap: from n/a through 2.8.
ICVE-2024-32631
st - falcon/crane Out-of-Bounds read in ciCCIOTOPT in ASR180X will cause incorrect computations. [2024-04-16| 7.2 —2353_0;;(;?580
0e130455c8ae
asus -- Certain ASUS WiFi routers models has an OS Command Injection vulnerability,
expertwifi_ebm63 |allowing an authenticated remote attacker to execute arbitrary system commands (2024-04-15| 8.8 [CVE-2024-1655
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High Vulnerabilities

allow an attacker to MITM the traffic. Note: Brocade SANnav doesn't have access
to remote Docker registries.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
'The WooCommerce Google Feed Manager plugin for WordPress is vulnerable to
. SQL Injection via the 'id' parameter in all versions up to, and including, 2.4.2 due to
aukejomm -- insufficient escaping on the user supplied parameter and lack of sufficient
woocommerce_go ) ping on ppiiea erand’ \ CVE-2024-3067
preparation on the existing SQL query. This makes it possible for authenticated

ogle_feed_manage . . - 2024-04-16| 7.2

) attackers, with administrator-level access and above, to append additional SQL
queries into already existing queries that can be used to extract sensitive
information from the database. This can also be used by unauthenticated attackers
to inject malicious web scripts.

averta -- . e . o

master_slider Deserialization of Untrusted Data vulnerability in Averta Master Slider.This issue 2024-04-18| 8.3 |CVE-2024-32600
affects Master Slider: from n/a through 3.9.5. Y
IThe Poll Maker - Best WordPress Poll Plugin plugin for WordPress is vulnerable to

ays-pro -- ) L o -

oll maker - Stored Cross-Site Scripting due to a missing capability check on the
poil_ - ays_poll_maker_quick_start AJAX action in addition to insufficient escaping and CVE-2024-3600
| best_wordpress_ T . . . . . . 2024-04-19| 7.2
oll olugin sanitization in all versions up to, and including, 5.1.8. This makes it possible for

poll_plug unauthenticated attackers to create quizzes and inject malicious web scripts into
them that execute when a user visits the page.

beyondtrust -- u- [Improper Privilege Management vulnerability in BeyondTrust U-Series Appliance

series_appliance |on Windows, 64 bit (filesystem modules) allows DLL Side-Loading.This issue affects [2024-04-19| 8.8 |CVE-2024-4017
U-Series Appliance: from 3.4 before 4.0.3.

beyondtrust -- u- [Improper Privilege Management vulnerability in BeyondTrust U-Series Appliance

series_appliance |on Windows, 64 bit (local appliance api modules) allows Privilege Escalation.This |2024-04-19| 8.8 |CVE-2024-4018
issue affects U-Series Appliance: from 3.4 before 4.0.3.

blueglass -- N . . , .

iobs for wordores Improper Neutralization of Input During Web Page Generation ('Cross-site

A - - P Scripting') vulnerability in BlueGlass Jobs for WordPress allows Reflected XSS.This |2024-04-15( 7.1 |CVE-2024-32149
issue affects Jobs for WordPress: from n/a through 2.7.5.

Itais -- VE-2024-32022

:;T;]a ;alsss Kohya_ss is a GUI for Kohya's Stable Diffusion trainers. Kohya_ss is vulnerable to 2024-04-16| 9.1 CVE-2024-32022
ya_ command injection in basic_caption_gui.py. This vulnerability is fixed in 23.1.5. ==
bmaltais -- Kohya_ss is a GUI for Kohya's Stable Diffusion trainers. Kohya_ss is vulnerable to a CVE-2024-32025
kohya_ss TN . A ST . 2024-04-16| 9.1
command injection in “group_images_gui.py". This vulnerability is fixed in 23.1.5.

Itais -- VE-2024-3202
bmaltais Kohya_ss is a GUI for Kohya's Stable Diffusion trainers. Kohya_ss is vulnerable to a CVE-2024-32026
kohya_ss L . N I . 2024-04-16| 9.1

command injection in “git_caption_gui.py". This vulnerability is fixed in 23.1.5.
bmaltais -- Kohya_ss is a GUI for Kohya's Stable Diffusion trainers. Kohya_ss v22.6.1 is CVE-2024-32027
kohya_ss vulnerable to command injection in “finetune_gui.py’ This vulnerability is fixed in  |2024-04-16| 9.1
23.1.5.
bmi_adult_&_kid_
calculator - Cross-Site Request Forgery (CSRF) vulnerability in BMI Adult & Kid Calculator allows
E:?éa?adtil:—&—kld— Stored XSS.This issue affects BMI Adult & Kid Calculator: from n/a through 1.2.1. 2024-04-17) 7.1 (CVE-2024-32550
booking_algorithm
S -- Improper Neutralization of Special Elements used in an SQL Command ('SQL
ba_book_everythi [Injection') vulnerability in Booking Algorithms BA Book Everything.This issue affects|2024-04-15| 8.5 |[CVE-2024-32125
ng BA Book Everything: from n/a through 1.6.4.
bowo -- - . N .
debug_log_manag Improper Neutralization of Input During Web Page Generation ('Cross-site
or - o= Scripting') vulnerability in Bowo Debug Log Manager allows Stored XSS.This issue  [2024-04-18| 7.1 |CVE-2024-32582
affects Debug Log Manager: from n/a through 2.3.1.
brocade -- A vulnerability in Brocade SANnav before v2.3.1 and v2.3.0a prints Brocade Fabric
brocade_sannav [0S switch encrypted passwords in the Brocade SANnav Standby node's support 2024-04-19| 8.6 |CVE-2024-29959
save.
A vulnerability affects Brocade SANnav before v2.3.1 and v2.3.0a. It allows a
brocade -- Brocade SANnav service to send ping commands in the background at regular
brocade_sannav [intervals to gridgain.com to check if updates are available for the Component. This |2024-04-19| 8.2 |CVE-2024-29961
could make an unauthenticated, remote attacker aware of the behavior and launch
a supply-chain attack against a Brocade SANnav appliance.
Brocade SANnav OVA before v2.3.1, and v2.3.0a, contain hardcoded keys used by
brocade -- Docker to reach remote registries over TLS. TLS connections with an exposed ke
brocade_sannav g : P Y 12024-04-19| 8.6 |CVE-2024-29963
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High Vulnerabilities

evolution_controll

attacker to update and add user profiles within the application, and gain full access

of the site.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
brocade -- IThe class FileTransfer implemented in Brocade SANnav before v2.3.1, v2.3.0a, uses
brocade_sannav  [the ssh-rsa signature scheme, which has a SHA-1 hash. The vulnerability could 2024-04-17| 7.5 |CVE-2024-29950

allow a remote, unauthenticated attacker to perform a man-in-the-middle attack.
brocade -- When Brocade SANnav before v2.3.1 and v2.3.0a servers are configured in Disaster
brocade_sannav  [Recovery mode, the encryption key is stored in the DR log files. This could provide |2024-04-19| 7.5 |CVE-2024-29957
attackers with an additional, less-protected path to acquiring the encryption key.
brocade — ,:vu_lnerr‘ability inI Brohcade SA.N_Tav t;efore v2.3.1 andhv2.3.Qa prints tlhe enhcryption
ey in the console when a privileged user executes the script to replace the
brocade_sannav Brocade SANnav Management Portal standby node. This could provide attackers 2024-04-19) 7. CVE-2024-29958
an additional, less protected path to acquiring the encryption key.
In the Brocade SANnav server versions before v2.3.1 and v2.3.0a, the SSH keys
brocade -- inside the OVA image are hardcoded and identical in the VM every time SANnav is
brocade_sannav [installed. Any Brocade SANnav VM based on the official OVA images is vulnerable (2024-04-19| 7.5 |[CVE-2024-29960
to MITM over SSH. An attacker can decrypt and compromise the SSH traffic to the
SANnav appliance.
brocade - fr:ozade SANr:a: OVtAh btefore v2.3.1t;1nd v2|.'3.0a ?ontaitn hard-co:e_lt_:lhcred?ntiaI;.Ii.r;
e documentation that appear as the appliance's root password. The vulnerability
brocade_sannav could allow an unauthenticated attacker full access to the Brocade SANnav 2024-04-19) 7.5 [CVE-2024-29966
appliance.
An information disclosure vulnerability exists in Brocade SANnav before v2.3.1 and
brocade -- \v2.3.0a when Brocade SANnav instances are configured in disaster recovery mode.
brocade_sannav  [SQL Table names, column names, and SQL queries are collected in DR standby 2024-04-19| 7.7 |CVE-2024-29968
Supportsave. This could allow authenticated users to access the database structure
and its contents.
brocade -- When a Brocade SANnav installation is upgraded from Brocade SANnav v2.2.2 to
brocade_sannav  [Brocade SANnav 2.3.0, TLS/SSL weak message authentication code ciphers are 2024-04-19| 7.5 |CVE-2024-29969
added by default for port 18082.
canva -- canva_- |Improper Neutralization of Input During Web Page Generation ('Cross-site
| design_beautiful_|Scripting') vulnerability in Canva Canva - Design beautiful blog graphics allows
blog_graphics Reflected XSS.This issue affects Canva - Design beautiful blog graphics: from n/a 2024-04-17| L1 CVE-2024-32545
through 1.2.4.
A vulnerability in the HTML parser of ClamAV could allow an unauthenticated,
remote attacker to cause a denial of service (DoS) condition on an affected device.
cisco - clamav IThe vulnerability is due to an issue in the C to Rust foreign function interface. An CVE-2024-20380
attacker could exploit this vulnerability by submitting a crafted file containing 2024-04-18| 7.5 |ykramarz@cisco.co
HTML content to be scanned by ClamAV on an affected device. An exploit could m
allow the attacker to cause the ClamAV scanning process to terminate, resulting in
a DoS condition on the affected software.
Egset?c?;(;;:z?l?g Imprqper Neutralizﬁioq of Special Elements used in an SQL Command (A'S.QL
favc;rite — ~[Injection’) vulnerability in Codeboxr Team CBX Bookmark & Favorite.This issue 2024-04-15| 7.6 |CVE-2024-32132
affects CBX Bookmark & Favorite: from n/a through 1.7.20.
iTop is an IT service management platform. Files from the “env-production” folder
can be retrieved even though they should have restricted access. Hopefully, there
combodo --itop  |is no sensitive files stored in that folder natively, but there could be from a third- CVE-2023-48710
N N ) . . 2024-04-15| 9.8
party module. The ‘pages/exec.php’ script as been fixed to limit execution of PHP
files only. Other file types won't be retrieved and exposed. The vulnerability is fixed
in2.7.10, 3.0.4, 3.1.1, and 3.2.0.
iTop is an IT service management platform. By filling malicious code in an object
combodo -- itop  [friendlyname / complementary name, an XSS attack can be performed when this CVE-2023-47123
. o Lo . . . ... . |2024-04-15| 8.7
object will displayed as an n:n relation item in another object. This vulnerability is
fixed in 3.1.1 and 3.2.0.
combodo --itop  |iTop is an IT service management platform. When dashlet are refreshed, XSS 2024-04-15| 8.8 CVE-2023-47622
attacks are possible. This vulnerability is fixed in 3.0.4 and 3.1.1. =
combodo --itop  [iTop is an IT service management platform. When displaying/editing the user's
personal tokens, XSS attacks are possible. This vulnerability is fixed in 3.1.1. 2024-04-15 8.8 |CVE-2023-47626
iTop is an IT service management platform. When exporting data from backoffice
combodo -- itop or portal in CSV or Excel files, users' inputs may include malicious formulas that CVE-2023-48709
may be imported into Excel. As Excel 2016 does **not** prevent Remote Code 2024-04-15| 8
Execution by default, uninformed users may become victims. This vulnerability is
fixed in 2.7.9, 3.0.4, 3.1.1, and 3.2.0.
. IThe Web interface of Evolution Controller Versions 2.04.560.31.03.2024 and below
cs_technologies_a . ) . .
ustralia - contains poorly configured access control, allowing for an unauthenticated 2024-04-15| 9.8 |CVE-2024-29836
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High Vulnerabilities

issue affects DirectoryPress: from n/a through 3.6.7.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
er
cs_technologies_a [Default credentials on the Web Interface of Evolution Controller 2.x (123 and 123)
ustralia -- allows anyone to log in to the server directly to perform administrative functions.
evolution_controll |Upon installation or upon first login, the application does not ask the user to 2024-04-15| 9.8 |CVE-2024-29844
er change the password. There is no warning or prompt to ask the user to change the
default password.
cs_technologies_a
ustralia -- IThe Web interface of Evolution Controller Versions 2.04.560.31.03.2024 and below
evolution_controll |uses poor session management, allowing for an unauthenticated attacker to access|2024-04-15| 8.8 [CVE-2024-29837
er administrator functionality if any other user is already signed in.
cs_technologies_a
ustralia -- IThe Web interface of Evolution Controller Versions 2.04.560.31.03.2024 and below
evolution_controll |does not proper sanitize user input, allowing for an unauthenticated attacker to 2024-04-15| 7.5 |CVE-2024-29838
er crash the controller software
cs_technologies_a
ustralia -- IThe Web interface of Evolution Controller Versions 2.04.560.31.03.2024 and below
evolution_controll |contains poorly configured access control on DESKTOP_EDIT_USER_GET_CARD, 2024-04-15| 7.5 |CVE-2024-29839
er allowing for an unauthenticated attacker to return the card value data of any user
hnologi
Essz::lcia r_l_o ogles_a IThe Web interface of Evolution Controller Versions 2.04.560.31.03.2024 and below
. contains poorly configured access control on
:‘r’c"“t'on—contm” DESKTOP_EDIT_USER_GET_PIN_FIELDS, allowing for an unauthenticated attacker |22~ 0413| 7.2 [CVE-2024-29840
to return the pin value of any user
hnologi
Essz::lcia r_l_o ogles_a IThe Web interface of Evolution Controller Versions 2.04.560.31.03.2024 and below
. contains poorly configured access control on
lut troll . . 2024-04-15| 7.5 |CVE-2024-29841
:‘r’o uton_controll IneskTOP_EDIT_USER_GET_KEYS_FIELDS, allowing for an unauthenticated attacker L2 RV CUeRegons
to return the keys value of any user
hnologi
ESS;:;CIa NO081ES-2 IThe Web interface of Evolution Controller Versions 2.04.560.31.03.2024 and below
. contains poorly configured access control on
:‘r’°|“t'°"—°°”tr°” DESKTOP_EDIT_USER_GET_ABACARD_FIELDS, allowing for an unauthenticated ~ |202404-15| 1.5 [CVE-2024-29842
attacker to return the abacard field of any user
cs_technologies_a
ustralia -- IThe Web interface of Evolution Controller Versions 2.04.560.31.03.2024 and below
evolution_controll [contains poorly configured access control on MOBILE_GET_USERS_LIST, allowing |2024-04-15| 7.5 |CVE-2024-29843
er for an unauthenticated attacker to enumerate all users and their access levels
deepak_anand -- . , L A
wo dummy conte Improper Control of Generation of Code ('Code Injection') vulnerability in Deepak
P v anand WP Dummy Content Generator.This issue affects WP Dummy Content 2024-04-18| 10 |CVE-2024-32599
nt_generator
Generator: from n/a through 3.2.1.
IThe Delta Electronics DVW-WO02W2-E2 devices expose a web administration
interf: . This interface impl Itiple f h ff
deltra_electronics interface tc.) L.Jser.s is interface implements mu tlp (.2 eatures that are a. ec.ted by CVE-2024-3871
command injections and stack overflows vulnerabilities. Successful exploitation of TS
-- dvw-w02w2-e2 . ) 2024-04-16| 9.8 |research@onekey.
these flaws would allow remote unauthenticated attackers to gain remote code com
execution with elevated privileges on the affected devices. This issue affects DVW- -
WO02W2-E2 through version 2.5.2.
Deno is a JavaScript, TypeScript, and WebAssembly runtime with secure defaults.
By using ANSI escape sequences and a race between ‘libc::tcflush(0,
libc::TCIFLUSH)" and reading standard input, it's possible to manipulate the
permission prompt and force it to allow an unsafe action regardless of the user
denoland -- deno |input. Some ANSI escape sequences act as a info request to the master terminal
. ) 2024-04-18| 7.7 |CVE-2024-32477
emulator and the terminal emulator sends back the reply in the PTY channel. -
standard streams also use this channel to send and get data. For example the
"\033[6n" sequence requests the current cursor position. These sequences allow us
to append data to the standard input of Deno. This vulnerability allows an attacker
to bypass Deno permission policy. This vulnerability is fixed in 1.42.2.
designinvento --  [Improper Neutralization of Input During Web Page Generation ('Cross-site
directorypress Scripting') vulnerability in Designinvento DirectoryPress allows Reflected XSS.This (2024-04-18| 7.1 |[CVE-2024-32567
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High Vulnerabilities

| wordpress_&_wo
ocommerce_with_

WooCommerce with Excel allows Reflected XSS.This issue affects Import Content in
WordPress & WooCommerce with Excel: from n/a through 4.2.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
:loer;t;:llth;; tran IThe application suffers from a privilege escalation vulnerability. An attacker logged
mitter - - in as guest can escalate his privileges by poisoning the cookie to become 2024-04-18| 8.8 |CVE-2024-22186

administrator.
IThe devices allow access to an unprotected endpoint that allows MPFS file system
binary image upload without authentication. The MPFS2 file system module
electrolink_ -- provides a light-weight read-only file system that can be stored in external
compact_dab_tran|[EEPROM, external serial flash, or internal flash program memory. This file system
smitter serves as the basis for the HTTP2 web server module, but is also used by the SNMP 2024-04-18) 7. [CVE-2024-1491
module and is available to other applications that require basic read-only storage
capabilities. This can be exploited to overwrite the flash program memory that
holds the web server's main interfaces and execute arbitrary code.
il)en:tnglltnz_a_b_ tran The <.:|evice aIIow.s an unauthe-nticated attacker to bypass authe.ntication a.nd
mitter - = modify the cookie to reveal hidden pages that allows more critical operations to 2024-04-18| 7.5 |CVE-2024-21872
the transmitter.
:Len:tgglltnz—a; tran IThe application is vulnerable to an unauthenticated parameter manipulation that
mitter - = allows an attacker to set the credentials to blank giving her access to the admin 2024-04-18| 7.5 |CVE-2024-22179
panel. Also vulnerable to account takeover and arbitrary password change.
:Len:t;::tnz;; tran Electrglink trans'mitters'are vulnerable to an authent'ication bypass vulnerability
cmitter - = affecting the login cookie. An attacker can set an arbitrary value except 'NO' to the |2024-04-18| 7.5 |CVE-2024-3741
login cookie and have full system access.
electrolink_ --
compact_dab_tran Electrolink transmitters store credentials in clear-text. Use of these credentials 2024-04-18| 7.5 |CVE-2024-3742
smitter could allow an attacker to access the system. I
envialosimple --  [Improper Neutralization of Input During Web Page Generation ('Cross-site
env_Aalosimple  [Scripting') vulnerability in EnvialoSimple EnvAaloSimple allows Reflected XSS.This  |2024-04-18| 7.1 |CVE-2024-32587
issue affects EnvAaloSimple: from n/a through 2.2.
Envoy is a cloud-native, open source edge and service proxy. When an upstream
ITLS cluster is used with "auto_sni" enabled, a request containing a
‘host'/ :authority” header longer than 255 characters triggers an abnormal
envoyproxy -- termination of Envoy process. Envoy does not gracefully handle an error when CVE-2024-32475
envoy setting SNI for outbound TLS connection. The error can occur when Envoy attempts|2024-04-18( 7.5 —
to use the “host’/ :authority’ header value longer than 255 characters as SNI for
outbound TLS connection. SNI length is limited to 255 characters per the standard.
Envoy always expects this operation to succeed and abnormally aborts the process
when it fails. This vulnerability is fixed in 1.30.1, 1.29.4, 1.28.3, and 1.27.5.
everest_themes -- [Improper Neutralization of Input During Web Page Generation ('Cross-site
gucherry_blog Scripting') vulnerability in Everest themes GuCherry Blog allows Reflected XSS.This [2024-04-17| 7.1 |CVE-2024-32531
issue affects GuCherry Blog: from n/a through 1.1.8.
Evmos is a scalable, high-throughput Proof-of-Stake EVM blockchain that is fully
compatible and interoperable with Ethereum. Prior to 17.0.0, there is a way to
mint arbitrary tokens due to the possibility to have two different states not in sync
during the execution of a transaction. The exploit is based on the fact that to sync
the Cosmos SDK state and the EVM one, we rely on the “stateDB.Commit()*
UMOS - VMOS method. When we call this method, we iterate though all the “dirtyStorage™ and, CVE-2024-32644
**if and only if** it is different than the “originStorage’, we set the new state. 2024-04-19| 9.1
Setting the new state means we update the Cosmos SDK KVStore. If a contract
storage state that is the same before and after a transaction, but is changed during
the transaction and can call an external contract after the change, it can be
exploited to make the transaction similar to non-atomic. The vulnerability is
**critical** since this could lead to drain of funds through creative SC interactions.
IThe issue has been patched in versions >=V17.0.0.
exportfeed.com -- Improper Neutralization of Special Elements used in an SQL Command ('SQL
product_feed_on_ Injection') vulnerability in ExportFeed.Com Product Feed on WooCommerce for
woocommerce_for L ) 2024-04-15| 7.6 |CVE-2024-32087
— " |Google.This issue affects Product Feed on WooCommerce for Google: from n/a
| google
through 3.5.7.
extendwp -- Improper Neutralization of Input During Web Page Generation ('Cross-site
import_content_in [Scripting') vulnerability in extendWP Import Content in WordPress & 2024-04-18| 7.1 |CVE-2024-32585
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High Vulnerabilities

Primary . . CVSS | Source & Patch
Vendor -- Product Description Reblbhed Score Info

excel

Flatpak is a system for building, distributing, and running sandboxed desktop
applications on Linux. in versions before 1.10.9, 1.12.9, 1.14.6, and 1.15.8, a
malicious or compromised Flatpak app could execute arbitrary code outside its
sandbox. Normally, the --command™ argument of “flatpak run” expects to be given
a command to run in the specified Flatpak app, optionally along with some
arguments. However it is possible to instead pass ‘bwrap” arguments to *-- CVE-2024-32462
command=", such as "--bind". It's possible to pass an arbitrary ‘commandline’ to the
flatpak -- flatpak |portal interface “org.freedesktop.portal.Background.RequestBackground™ from
within a Flatpak app. When this is converted into a --command"” and arguments, it
achieves the same effect of passing arguments directly to “bwrap®, and thus can be
used for a sandbox escape. The solution is to pass the --" argument to ‘bwrap’,
which makes it stop processing options. This has been supported since bubblewrap
0.3.0. All supported versions of Flatpak require at least that version of bubblewrap.
xdg-desktop-portal version 1.18.4 will mitigate this vulnerability by only allowing
Flatpak apps to create .desktop files for commands that do not start with --. The
vulnerability is patched in 1.15.8, 1.10.9, 1.12.9, and 1.14.6.

Sentry is an error tracking and performance monitoring platform. Prior to 24.4.1,
when authenticating as a superuser to Sentry with a username and password, the
password is leaked as cleartext in logs under the _event_: “auth- CVE-2024-32474
getsentry -- sentry |index.validate_superuser’. An attacker with access to the log data could use these
leaked credentials to login to the Sentry system as superuser. Self-hosted users on
affected versions should upgrade to 24.4.1 or later. Users can configure the logging
level to exclude logs of the 'INFO" level and only generate logs for levels at
"WARNING' or more.

2024-04-18| 8.4

2024-04-18| 7.3

VE-2024-364
/A command injection vulnerability was identified in GitHub Enterprise Server that CVE-2024-3646

. . . . ) product-
allowed an attacker with an editor role in the Management Console to gain admin o uc.
. L . . . cna@github.com
ithub — SSH access to the instance when configuring the chat integration. Exploitation of roduct-
i . this vulnerability required access to the GitHub Enterprise Server instance and p_.
enterprise_server . . . - 2024-04-19| 8 [cna@github.com
access to the Management Console with the editor role. This vulnerability affected roduct-
all versions of GitHub Enterprise Server prior to 3.12 and was fixed in versions p—cna ithub.com
. . . . @g .
3.12.2, 3.11.8, 3.10.10, and 3.9.13. This vulnerability was reported via the GitHub
Bug Bounty program product:
' cna@github.com
. . . e e . CVE-2024-3684
A server side request forgery vulnerability was identified in GitHub Enterprise —roduct—
Server that allowed an attacker with an editor role in the Management Console to p_.
. . . - . cna@github.com
ithub - gain admin access to the appliance when configuring the Artifacts & Logs and roduct-
i . Migrations Storage. Exploitation of this vulnerability required access to the GitHub p_.
enterprise_server . . . . 2024-04-19| 8 [cna@github.com
Enterprise Server instance and access to the Management Console with the editor roduct-
role. This vulnerability affected all versions of GitHub Enterprise Server prior to p—cna ithub.com
. . . . o @g .
3.12 and was fixed in versions 3.12.2, 3.11.8, 3.10.10, and 3.9.13. This vulnerability
product-

was reported via the GitHub Bug Bounty program. cna@github.com

CVE-2024-3834
chrome-cve-

admin@google.co

Use after free in Downloads in Google Chrome prior to 124.0.6367.60 allowed a m

i ; ; ; hrome-cve-
remote attacker to potentially exploit heap corruption via a crafted HTML page. 2024-04-17| 8.8 chrome-cve-

) A . . dmin@google.
(Chromium security severity: High) ?nmm O0F1E.CO

chrome-cve-
admin@google.co
m

CVE-2024-3837
chrome-cve-

admin@google.co

Use after free in QUIC in Google Chrome prior to 124.0.6367.60 allowed a remote m

. . . h -cve-
attacker who had compromised the renderer process to potentially exploit heap  |2024-04-17| 8.8 chrome-cve-

L . . . i ladmin@google.co
corruption via a crafted HTML page. (Chromium security severity: Medium) ?’n MINETEO0LTE-LO

chrome-cve-

admin@google.co
m

google -- chrome

google -- chrome
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High Vulnerabilities

ation_server

(XXE) attack when processing XML data. A remote attacker could exploit this

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
hamid_alinia_-
| idehweb -- Cross-Site Request Forgery (CSRF) vulnerability in Hamid Alinia - idehweb Login
login_with_phone |with phone number.This issue affects Login with phone number: from n/a through [2024-04-15| 8.8 |CVE-2024-31424
| number 1.6.93.
hashicorp -- HashiCorp's go-getter library is vulnerable to argument injection when executing
shared_library Git to discover remote branches. This vulnerability does not affect the go-getter/v2|2024-04-17| 9.8 |CVE-2024-3817

branch and package.
hewlett_packard_e
nterprise --
hpe_msa_san_stor |A potential security vulnerability has been identified in VSS Provider and CAPI CVE-2024-22437
age_vss_provider_ [Proxy software for certain HPE MSA storage products. This vulnerability could be  |2024-04-15| 7.3 m
and_capi_proxy_s |exploited to gain elevated privilege on the system. alert@hpe.com
oftware
hewlett_packard_e
Eterprise B A potential security vulnerability has been identified in Web ViewPoint Enterprise
p.e_non.stop_web software. This vulnerability could be exploited to allow unauthorized users to 2024-04-15| 8.3 CVE-2024-22435
| viewpoint_enterp alert@hpe.com
- access some resources on a NonStop system.
rise_software
honeywell -- Server receiving a malformed message that uses the hostname in an internal table
experion_server  [may cause a stack overflow resulting in possible remote code execution. See 2024-04-17| 8.1 |CVE-2023-5395
Honeywell Security Notification for recommendations on upgrading and versioning.
honeywell -- Server receiving a malformed message to create a new connection could lead to an
experion_server |attacker performing remote code execution or causing a failure. See Honeywell 2024-04-17| 8.1 |CVE-2023-5397
Security Notification for recommendations on upgrading and versioning.
honeywell - Server receiving a malformed messa'g'e basgd on a using the specified key values.
experion._server can cause a heap ovgrflow vuln.erablllt.y which could lead to an atFacker pgrfqrmmg 2024-04-17| 8.1 |CVE-2023-5400
remote code execution or causing a failure. See Honeywell Security Notification Y
for recommendations on upgrading and versioning.
honeywell - Server receiving a malformed messa.g.e basgd on a using the specified key values.
experion_server can cause a stack ovgrflow vuIn.erablllt.y which could lead to an at.tacker'p.erfgrmmg 2024-04-17| 8.1 |CVE-2023-5401
remote code execution or causing a failure. See Honeywell Security Notification for o
recommendations on upgrading and versioning.
honeywell -- Server hostname translation to IP address manipulation which could lead to an
experion_server [attacker performing remote code execution or causing a failure. See Honeywell 2024-04-17| 8.1 |CVE-2023-5403
Security Notification for recommendations on upgrading and versioning.
honeywell -- Server receiving a malformed message can cause a pointer to be overwritten which
experion_server [can result in a remote code execution or failure. See Honeywell Security 2024-04-17| 8.1 |CVE-2023-5404
Notification for recommendations on upgrading and versioning.
honeywell -- Server receiving a malformed message creates connection for a hostname that
experion_server  [may cause a stack overflow resulting in possible remote code execution. See 2024-04-17| 7.4 |CVE-2023-5396
Honeywell Security Notification for recommendations on upgrading and versioning.
IThe adapter @hono/node-server allows you to run your Hono application on
honojs -- node- Node.js. Prior to 1.10.1, the application hangs when receiving a Host header with a CVE-2024-32652
server value that ‘@hono/node-server' can't handle well. Invalid values are those that 2024-04-19| 7.5
cannot be parsed by the "URL" as a hostname such as an empty string, slashes '/,
and other strings. The version 1.10.1 includes the fix for this issue.
hwicfr -- .[Improper Neutralization of Input During Web Page Generation ('Cross-site
wp_404_z.11ut'|o_red| Scripting') vulnerability in hwk-fr WP 404 Auto Redirect to Similar Post allows 2024-04-18| 7.1 |cVE-2024-32559
gtect_to_5|m| ar_po Reflected XSS.This issue affects WP 404 Auto Redirect to Similar Post: from n/a el el e
through 1.0.4.
ibm --
IBM Aspera Faspex 5.0.0 through 5.0.7 could allow a local user to escalate their CVE-2023-37400
aspera_faspex privileges due to insecure credential storage. IBM X-Force ID: 259677. 2024-04-19) 7.8
ibm --
security_verify_pri IBM Security Verify Privilege 11.6.25 could allow an unauthenticated actor to 2024-04-16| 7.5 CVE-2024-31887
vilege obtain sensitive information from the SOAP API. IBM X-Force ID: 287651. ==
ibm --
. [IBM WebSphere Application Server 8.5, 9.0 and IBM WebSphere Application Server
websphere_applic Liberty 17.0.0.3 through 24.0.0.3 are vulnerable to an XML External Entity Injection [2024-04-17| 7 CVE-2024-22304
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High Vulnerabilities

exposure of limited system information.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
vulnerability to expose sensitive information, consume memory resources, or to
conduct a server-side request forgery attack. IBM X-Force ID: 280401.
;Tglme;o:r?:; produ Improper Neutralization of Input During Web Page Generation ('Cross-site
ct_catalog - Scripting') vulnerability in impleCode eCommerce Product Catalog allows Reflected |2024-04-18| 7.1 |CVE-2024-32558
- XSS.This issue affects eCommerce Product Catalog: from n/a through 3.3.32.
jojaba -- - . —— .
access_category_p Imp_)ro.pet'* Neutrallz:?t.lon_ of I|.'1put During Web Page Generation ('Cross-site
asswor_d — [Scripting') vulnerability in Jojaba Access Category Password allows Reflected 2024-04-17| 7.1 |CVE-2024-32535
XSS.This issue affects Access Category Password: from n/a through 1.5.1.
joris_van_montfor
Fv_r_n rich text icon Missing Authorizat.ion vulnferability in Joris van Montfort JVM rich text icons.This 2024-04-17| 7.7 lcVE-2023-51418
A - - = issue affects JVM rich text icons: from n/a through 1.2.6.  E—
joshua_eldridge -- [Cross-Site Request Forgery (CSRF) vulnerability in Joshua Eldridge Easy
easy_countdowner|CountDowner allows Stored XSS.This issue affects Easy CountDowner: from n/a 2024-04-17| 7.1 |CVE-2024-32538
through 1.0.8.
!s_help_desk - Improper Neutralization of Special Elements used in an SQL Command ('SQL
s_help_desk_- Injection') vulnerability in JS Help Desk JS Help Desk - Best Help Desk & Support
| best_help_desk_ U ) 2024-04-17| 8.6 |CVE-2022-47151
&_support_plugin Plugin.This issue affects JS Help Desk - Best Help Desk & Support Plugin: from n/a D
through 2.7.1.
JudgeO is an open-source online code execution system. The application does not
account for symlinks placed inside the sandbox directory, which can be leveraged
by an attacker to write to arbitrary files and gain code execution outside of the
iudge0 - judge0 sandbox. When executing a submission, Judge0 writes a ‘run_script” to the CVE-2024-28185
sandbox directory. The security issue is that an attacker can create a symbolic link |2024-04-18| 10
(symlink) at the path “run_script’ before this code is executed, resulting in the
“f.write” writing to an arbitrary file on the unsandboxed system. An attacker can
leverage this vulnerability to overwrite scripts on the system and gain code
execution outside of the sandbox.
JudgeO is an open-source online code execution system. The application uses the
UNIX chqwn comm.and onan uhtrysted flleAW|th|n th.e sandt?ox. An attacker can CVE-2024-28189
iudge0 - judged abuse. this by creating a symbolic link (symAllnk) tq a file ogtsnde the sandbox, ‘ D
allowing the attacker to run chown on arbitrary files outside of the sandbox. This  |2024-04-18| 10
vulnerability is not impactful on it's own, but it can be used to bypass the patch for
CVE-2024-28185 and obtain a complete sandbox escape. This vulnerability is fixed
in1.13.1.
JudgeO is an open-source online code execution system. The default configuration
A ) of JudgeO leaves the service vulnerable to a sandbox escape via Server Side
udge0 -- judge0 Request Forgery (SSRF). This allows an attacker with sufficient access to the Judge0 [2024-04-18| 9 CVE-2024-29021
API to obtain unsandboxed code execution as root on the target machine. This
vulnerability is fixed in 1.13.1.
kaizencoders -- Improper Neutralization of Input During Web Page Generation ('Cross-site
short_url Scripting') vulnerability in KaizenCoders Short URL allows Reflected XSS.This issue [2024-04-15| 7.1 |[CVE-2024-32138
affects Short URL: from n/a through 1.6.8.
kaloyan_k._tsvetko|Cross-Site Request Forgery (CSRF) vulnerability in Kaloyan K. Tsvetkov Broken
v -- broken_images|images allows Cross-Site Scripting (XSS).This issue affects Broken Images: from n/a |2024-04-15| 7.1 |CVE-2024-31093
through 0.2.
Is(y?:ccosssrt“with ot Cross-Site Request Forgery (CSRF) vulnerability in kp4coder Sync Post With Other
- - — [Site allows Cross-Site Scripting (XSS).This issue affects Sync Post With Other Site:  |2024-04-15| 7.1 |CVE-2024-32082
her_site e
from n/a through 1.5.1.
lenovo -- A format string vulnerability was identified in SMM/SMM2 and FPC that could
smm_smm2_fpc |allow an authenticated user to execute arbitrary commands on a specific API 2024-04-15| 8.8 |CVE-2023-4856
endpoint.
lenovo -- A command injection vulnerability was identified in SMM/SMM2 and FPC that
smm_smm2_fpc |could allow an authenticated user with elevated privileges to execute unauthorized|2024-04-15| 7.2 |CVE-2023-4855
commands via IPMI.
lenovo -- /An authentication bypass vulnerability was identified in SMM/SMM2 and FPC that
smm_smm2_fpc |could allow an authenticated user to execute certain IPMI calls that could lead to  |2024-04-15| 7.5 |CVE-2023-4857
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High Vulnerabilities

decoding. It is assumed that the attack scenario is accessible from a compromised

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
lenovo -- A command injection vulnerability was identified in SMM/SMM2 and FPC that
smm_smm2_fpc |could allow an authenticated user with elevated privileges to execute system 2024-04-15( 7.2 |CVE-2024-2659

commands when performing a specific administrative function.
git:ss?faed_technolo Improper Neutralization of Input During Web Page Generation ('Cross-site
litespeed_cache Scripting') vulnerability in LiteSpeed Technologies LiteSpeed Cache allows Stored |2024-04-16 8.3 |CVE-2023-40000
- XSS.This issue affects LiteSpeed Cache: from n/a through 5.7.
litespeed_technolo
gles - MlSSlng Authquzatlon vulnerability in LiteSpeed Technologies LiteSpeed Cache.This 2024-04-16| 8.2 |CVE-2023-45000
litespeed_cache [issue affects LiteSpeed Cache: from n/a through 5.7. .
looks_awesome -- [Improper Neutralization of Input During Web Page Generation ('Cross-site
superfly_menu Scripting') vulnerability in looks_awesome Superfly Menu allows Stored XSS.This  [2024-04-18| 7.1 |CVE-2024-32553
issue affects Superfly Menu: from n/a through 5.0.25.
loopus -- . ._[Improper Neutralization of Input During Web Page Generation ('Cross-site
ng—‘COSt—eStIT?Ctlo Scripting') vulnerability in Loopus WP Cost Estimation & Payment Forms Builder 2024-04-17| 7.1 lcVE-2024-32510
nm—s Eﬁﬁzr:ren =19 lallows Reflected XSS.This issue affects WP Cost Estimation & Payment Forms i B —=
- Builder: from n/a through 10.1.75.
markus_seyer --  [Improper Neutralization of Special Elements used in an SQL Command ('SQL
find_duplicates Injection') vulnerability in Markus Seyer Find Duplicates.This issue affects Find 2024-04-15| 8.5 |CVE-2024-32127
Duplicates: from n/a through 1.4.6.
vn;;tBZng:o;fe;iu Improper Neutralization of Input During Web Page Generation ('Cross-site
m - - Scripting') vulnerability in Mat Bao Corp WP Helper Premium allows Reflected 2024-04-18| 7.1 |CVE-2024-32595
XSS.This issue affects WP Helper Premium: from n/a before 4.6.0.
melapress -- Improper Neutralization of Input During Web Page Generation ('Cross-site
wp_2fa Scripting') vulnerability in Melapress WP 2FA allows Reflected XSS.This issue affects|2024-04-18| 7.1 [CVE-2024-32568
WP 2FA: from n/a through 2.6.2.
:Tael_schuppem Improper Neutralization of Input During Web Page Generation ('Cross-site
2 form calculatorScripting') vulnerability in Michael Schuppenies EZ Form Calculator allows Reflected|2024-04-15( 7.1 |CVE-2024-32133
- - XSS.This issue affects EZ Form Calculator: from n/a through 2.14.0.3.
microkid -- . e . .
related_posts_for Cross-Site Request Forgery (CSRF) \./ulnerablllty{ |r) Microkid Related Posts for
- —  ~|WordPress allows Cross-Site Scripting (XSS).This issue affects Related Posts for 2024-04-17| 7.1 |CVE-2024-32549
wordpress
\WordPress: from n/a through 4.0.3.
OpenComputers is a Minecraft mod that adds programmable computers and
robots to the game. A user can use OpenComputers to get a Computer thread
stuck in the Lua VM, which eventually blocks the Server thread, requiring the
mightypirates --  [server to be forcibly shut down. This can be accomplished using any device in the CVE-2024-31446
opencomputers  [mod and can be performed by anyone who can execute Lua code on them. This 2024-04-16| 7.7
occurs while using the native Lua library. Lual appears to not have this issue. This
vulnerability is fixed in 1.8.4. The GregTech: New Horizons modpack uses its own
modified version of OpenComputers. They have applied the relevant patch in
version 1.10.10-GTNH.
minoji -- Improper Neutralization of Input During Web Page Generation ('Cross-site
mj_update_history [Scripting') vulnerability in Minoji MJ Update History allows Reflected XSS.This issue [2024-04-17| 7.1 |CVE-2024-32543
affects MJ Update History: from n/a through 1.0.4.
:;:T)T:!ﬁlze_rl]i:f ~ |Missing Authori'zatk_)n vulnerability in Mitchell Bennis Simple File List.This issue 2024-04-17| 7.5 |CVE-2023-44227
affects Simple File List: from n/a through 6.1.9. Y
A flaw was found in ofono, an Open Source Telephony on Linux. A stack overflow
bug is triggered within the decode_status_report() function during the SMS
. . R . . CVE-2023-4232
n/a -- ofono decoding. It is assumed that the attack scenario is accessible from a compromised 2024-04-17| 8.1 |oatrick@ouiterwiik
modem, a malicious base station, or just SMS. There is a bound check for this 8.1 Ipatrick@puiterwilk
memcpy length in decode_submit(), but it was forgotten in -Or8
decode_status_report().
A flaw was found in ofono, an Open Source Telephony on Linux. A stack overflow
s s ) . . CVE-2023-4233
n/a -- ofono bug is triggered within the sms_decode_address_field() function during the SMS 2024-04-17| 8.1 —atrick iterwiik
PDU decoding. It is assumed that the attack scenario is accessible from a 8.1 Ipatrick@puiterwilk
compromised modem, a malicious base station, or just SMS. Of8
n/a — ofono A flaw was found in ofono, an Open Source Telephony on Linux. A stack overflow CVE-2023-4234
bug is triggered within the decode_submit_report() function during the SMS 2024-04-17| 8.1 |patrick@puiterwijk
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-4234&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-4234
https://bugzilla.redhat.com/show_bug.cgi?id=2255399
https://bugzilla.redhat.com/show_bug.cgi?id=2255399

High Vulnerabilities

ycle_management
| for_process

privileged attacker with network access via HTTP to compromise Oracle Agile
Product Lifecycle Management for Process. Successful attacks of this vulnerability

can result in unauthorized creation, deletion or modification access to critical data

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
modem, a malicious base station, or just SMS. There is a bound check for this
memcpy length in decode_submit(), but it was forgotten in
decode_submit_report().
A flaw was found in ofono, an Open Source Telephony on Linux. A stack overflow
bug is triggered within the decode_deliver_report() function during the SMS CVE-2023-4235
n/a -- ofono decoding. It is assumed that the attack scenario is accessible from a compromised . .
. ) . . . 2024-04-17| 8.1 |patrick@puiterwijk
modem, a malicious base station, or just SMS. There is a bound check for this
memcpy length in decode_submit(), but it was forgotten in -0r8
decode_deliver_report().
CVE-2024-1249
n/a A flaw was found in Keycloak's OIDC component in the "checkLoginlframe," which
org.keycloak.proto allows unva.li<.jated cross—origip messages. This f!aw allows att.acl.«.ers to c90rdina?te
ol oidc and send millions of requests in seconds using simple code, significantly impacting |2024-04-17| 7.4
the application's availability without proper origin validation for incoming
messages.
CVE-2024-1132
A flaw was found in Keycloak, where it does not properly validate URLs included in
a redirect. This issue could allow an attacker to construct a malicious request to
n/a -- upstream bypass validation and access other URLs and sensitive information within the 2024-04-17| 8.1
domain or conduct further attacks. This flaw affects any client that utilizes a -
wildcard in the Valid Redirect URIs field, and requires user interaction within the
malicious URL.
A flaw was found in Keycloak's redirect_uri validation logic. This issue may allow a
n/a -- upstream bypass of otherwise explicitly allowed hosts. A successful attack may lead to the CVE-2024-2419
L . . 2024-04-17| 7.1
theft of an access token, making it possible for the attacker to impersonate other
users. It is very similar to CVE-2023-6291.
nasirahmed --
forms_to_zapier_i (Improper Neutralization of Special Elements used in an SQL Command ('SQL
ntegromat_ifttt,_w(lnjection') vulnerability in Nasirahmed Forms to Zapier, Integromat, IFTTT,
orkato_automate.i [Workato, Automate.lo, elastic.lo, Built.lo, APIANT, Webhook.This issue affects 2024-04-15| 7.6 |CVE-2024-32134
o_elastic.io,_built.i|[Forms to Zapier, Integromat, IFTTT, Workato, Automate.lo, elastic.lo, Built.lo,
o_apiant_webhook|APIANT, Webhook: from n/a through 1.1.12.
netapp --
ontap_select_depl [ONTAP Select Deploy administration utility versions 9.12.1.x, 9.13.1.x and 9.14.1.x CVE-2024-21989
oy_administration |are susceptible to a vulnerability which when successfully exploited could allow a  |2024-04-17| 8.1 mm
|_utility read-only user to escalate their privileges. alert@netapp.com
netgsm - netgsm Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting') vulnerability in Netgsm allows Reflected XSS.This issue affects Netgsm: (2024-04-17| 7.1 |[CVE-2024-32544
from n/a through 2.8.
nick_powers - . o ite Request Forgery (CSRF) vulnerability in Nick Powers Social Author Bio
social_author_bio allows Stored XSS.This issue affects Social Author Bio: from n/a through 2.4. 2024-04-15| 7.1 |CVE-2024-30545
onthegosystems -- Improper Neutralization of Special Elements used in an SQL Command ('SQL
woocommerce_m | .~ | O .
ultilingual_& multi |I’1jeC.tIOI'1 ) vulnerijlb.|l|ty in OnTheGoSystems WooCommerce Multllln.gual & 2024-04-18| 7.6 |CVE-2024-32602
currency Multicurrency.This issue affects WooCommerce Multilingual & Multicurrency: from e
n/a through 5.3.3.1.
OpenFGA is a high-performance and flexible authorization/permission engine.
Some end users of OpenFGA v1.5.0 or later are vulnerable to authorization bypass
openfga -- openfga when calling Check or ListObjects APIs. You are very likely affected if your model  |2024-04-16| 8.1 CVE-2024-31452
involves exclusion (e.g. “a but not b’) or intersection (e.g. "a and b"). This
vulnerability is fixed in v1.5.3.
oracle_corporation|Vulnerability in the Oracle Agile Product Lifecycle Management for Process product
-- of Oracle Supply Chain (component: Product Quality Management). The supported
agile_product_lifeclversion that is affected is 6.2.4.2. Easily exploitable vulnerability allows low 2024-04-16| 8.1 |CVE-2024-21092



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-4235&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-4235
https://bugzilla.redhat.com/show_bug.cgi?id=2255402
https://bugzilla.redhat.com/show_bug.cgi?id=2255402
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1249&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1249
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1132&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1132
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2419&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2419
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32134&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32134
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21989&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21989
https://security.netapp.com/advisory/ntap-20240411-0001/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32544&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32544
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30545&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30545
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32602&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32602
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31452&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31452
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21092&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21092
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or all Oracle Agile Product Lifecycle Management for Process accessible data as
well as unauthorized access to critical data or complete access to all Oracle Agile
Product Lifecycle Management for Process accessible data. CVSS 3.1 Base Score 8.1
(Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N).

oracle_corporation

bi_publisher_(form
erly_xml_publisher

)

Vulnerability in the Oracle Bl Publisher product of Oracle Analytics (component:
XML Services). Supported versions that are affected are 7.0.0.0.0 and 12.2.1.4.0.
Easily exploitable vulnerability allows unauthenticated attacker with network
access via HTTP to compromise Oracle Bl Publisher. Successful attacks of this
vulnerability can result in takeover of Oracle Bl Publisher. CVSS 3.1 Base Score 9.8
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/1:H/A:H).

2024-04-16

CVE-2024-21082

oracle_corporation

bi_publisher_(form
erly_xml_publisher

)

Vulnerability in the Oracle Bl Publisher product of Oracle Analytics (component:
Script Engine). Supported versions that are affected are 7.0.0.0.0 and 12.2.1.4.0.
Easily exploitable vulnerability allows high privileged attacker with network access
via HTTP to compromise Oracle Bl Publisher. Successful attacks of this vulnerability
can result in takeover of Oracle Bl Publisher. CVSS 3.1 Base Score 7.2
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

2024-04-16

CVE-2024-21083

oracle_corporation
enterprise_manag
er_base_platform

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle
Enterprise Manager (component: Host Management). The supported version that
is affected is 13.5.0.0. Easily exploitable vulnerability allows low privileged attacker
with logon to the infrastructure where Oracle Enterprise Manager Base Platform
executes to compromise Oracle Enterprise Manager Base Platform. While the
vulnerability is in Oracle Enterprise Manager Base Platform, attacks may
significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in takeover of Oracle Enterprise Manager Base Platform.
CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

2024-04-16

CVE-2024-21067

oracle_corporation

hospitality_simpho
ny

Vulnerability in the Oracle Hospitality Simphony product of Oracle Food and
Beverage Applications (component: Simphony Enterprise Server). Supported
versions that are affected are 19.1.0-19.5.4. Easily exploitable vulnerability allows
low privileged attacker with network access via HTTP to compromise Oracle
Hospitality Simphony. While the vulnerability is in Oracle Hospitality Simphony,
attacks may significantly impact additional products (scope change). Successful
attacks of this vulnerability can result in takeover of Oracle Hospitality Simphony.
CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

2024-04-16

CVE-2024-20997

oracle_corporation

hospitality_simpho
ny

Vulnerability in the Oracle Hospitality Simphony product of Oracle Food and
Beverage Applications (component: Simphony Enterprise Server). Supported
versions that are affected are 19.1.0-19.5.4. Easily exploitable vulnerability allows
low privileged attacker with network access via HTTP to compromise Oracle
Hospitality Simphony. While the vulnerability is in Oracle Hospitality Simphony,
attacks may significantly impact additional products (scope change). Successful
attacks of this vulnerability can result in takeover of Oracle Hospitality Simphony.
CVSS 3.1 Base Score 9.9 (Confidentiality, Integrity and Availability impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

2024-04-16

CVE-2024-21010

oracle_corporation

hospitality_simpho
ny

Vulnerability in the Oracle Hospitality Simphony product of Oracle Food and
Beverage Applications (component: Simphony Enterprise Server). Supported
versions that are affected are 19.1.0-19.5.4. Easily exploitable vulnerability allows
unauthenticated attacker with network access via HTTP to compromise Oracle
Hospitality Simphony. Successful attacks of this vulnerability can result in takeover
of Oracle Hospitality Simphony. CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity
and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/1:H/A:H).

2024-04-16

CVE-2024-21014

oracle_corporation

hospitality_simpho
ny

Vulnerability in the Oracle Hospitality Simphony product of Oracle Food and
Beverage Applications (component: Simphony POS). Supported versions that are
affected are 19.1.0-19.5.4. Difficult to exploit vulnerability allows unauthenticated
attacker with network access via HTTP to compromise Oracle Hospitality
Simphony. Successful attacks of this vulnerability can result in unauthorized access
to critical data or complete access to all Oracle Hospitality Simphony accessible
data as well as unauthorized update, insert or delete access to some of Oracle
Hospitality Simphony accessible data and unauthorized ability to cause a partial
denial of service (partial DOS) of Oracle Hospitality Simphony. CVSS 3.1 Base Score

2024-04-16

IN

CVE-2024-20989



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21082&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21082
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21083&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21083
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21067&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21067
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20997&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20997
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21010&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21010
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21014&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21014
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20989&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20989
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7.0 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:L/A:L).

oracle_corporation
-- marketing

Vulnerability in the Oracle Marketing product of Oracle E-Business Suite
(component: Campaign LOV). Supported versions that are affected are 12.2.3-
12.2.13. Easily exploitable vulnerability allows unauthenticated attacker with
network access via HTTP to compromise Oracle Marketing. Successful attacks of
this vulnerability can result in unauthorized access to critical data or complete
access to all Oracle Marketing accessible data. CVSS 3.1 Base Score 7.5
(Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N).

2024-04-16

CVE-2024-21078

oracle_corporation
-- marketing

Vulnerability in the Oracle Marketing product of Oracle E-Business Suite
(component: Campaign LOV). Supported versions that are affected are 12.2.3-
12.2.13. Easily exploitable vulnerability allows unauthenticated attacker with
network access via HTTP to compromise Oracle Marketing. Successful attacks of
this vulnerability can result in unauthorized access to critical data or complete
access to all Oracle Marketing accessible data. CVSS 3.1 Base Score 7.5
(Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N).

2024-04-16

CVE-2024-21079

oracle_corporation

mysql_connectors

Vulnerability in the MySQL Connectors product of Oracle MySQL (component:
Connector/Python). Supported versions that are affected are 8.3.0 and prior. Easily
exploitable vulnerability allows unauthenticated attacker with network access via
multiple protocols to compromise MySQL Connectors. Successful attacks of this
vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of MySQL Connectors. CVSS 3.1 Base Score 7.5
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21090

oracle_corporation
primavera_p6_ent
erprise_project_po
rtfolio_manageme
nt

Vulnerability in the Primavera P6 Enterprise Project Portfolio Management product
of Oracle Construction and Engineering (component: Web Access). Supported
\versions that are affected are 19.12.0-19.12.22, 20.12.0-20.12.21, 21.12.0-
21.12.18,22.12.0-22.12.12 and 23.12.0-23.12.2. Easily exploitable vulnerability
allows unauthenticated attacker with network access via HTTP to compromise
Primavera P6 Enterprise Project Portfolio Management. Successful attacks of this
vulnerability can result in unauthorized access to critical data or complete access to
all Primavera P6 Enterprise Project Portfolio Management accessible data as well
as unauthorized update, insert or delete access to some of Primavera P6 Enterprise
Project Portfolio Management accessible data. CVSS 3.1 Base Score 8.2
(Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:L/A:N).

2024-04-16

CVE-2024-21095

oracle_corporation

production_sched
uling

Vulnerability in the Oracle Production Scheduling product of Oracle E-Business
Suite (component: Import Utility). Supported versions that are affected are 12.2.4-
12.2.12. Easily exploitable vulnerability allows unauthenticated attacker with
network access via HTTP to compromise Oracle Production Scheduling. Successful
attacks of this vulnerability can result in unauthorized creation, deletion or
modification access to critical data or all Oracle Production Scheduling accessible
data. CVSS 3.1 Base Score 7.5 (Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N).

2024-04-16

CVE-2024-21088

oracle_corporation

solaris_operating_
system

Vulnerability in the Oracle Solaris product of Oracle Systems (component: Zones).
IThe supported version that is affected is 11. Easily exploitable vulnerability allows
high privileged attacker with logon to the infrastructure where Oracle Solaris
executes to compromise Oracle Solaris. While the vulnerability is in Oracle Solaris,
attacks may significantly impact additional products (scope change). Successful
attacks of this vulnerability can result in takeover of Oracle Solaris. CVSS 3.1 Base
Score 8.2 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:C/C:H/1:H/A:H).

2024-04-16

CVE-2024-20999

oracle_corporation

solaris_operating_
system

Vulnerability in the Oracle Solaris product of Oracle Systems (component: Utility).
IThe supported version that is affected is 11. Difficult to exploit vulnerability allows
low privileged attacker with logon to the infrastructure where Oracle Solaris
executes to compromise Oracle Solaris. While the vulnerability is in Oracle Solaris,
attacks may significantly impact additional products (scope change). Successful
attacks of this vulnerability can result in takeover of Oracle Solaris. CVSS 3.1 Base
Score 7.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H).

2024-04-16

CVE-2024-21059

oracle_corporation

trade_managemen

Vulnerability in the Oracle Trade Management product of Oracle E-Business Suite
(component: Claim LOV). Supported versions that are affected are 12.2.3-12.2.13.

Easily exploitable vulnerability allows unauthenticated attacker with network

2024-04-16

CVE-2024-21073



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21078&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21078
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21079&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21079
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21090&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21090
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21095&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21095
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21088&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21088
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20999&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20999
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21059&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21059
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21073&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21073
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access via HTTP to compromise Oracle Trade Management. Successful attacks of
this vulnerability can result in unauthorized access to critical data or complete
access to all Oracle Trade Management accessible data. CVSS 3.1 Base Score 7.5
(Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N).

oracle_corporation

trade_managemen
t

Vulnerability in the Oracle Trade Management product of Oracle E-Business Suite
(component: Finance LOV). Supported versions that are affected are 12.2.3-
12.2.13. Easily exploitable vulnerability allows unauthenticated attacker with
network access via HTTP to compromise Oracle Trade Management. Successful
attacks of this vulnerability can result in unauthorized access to critical data or
complete access to all Oracle Trade Management accessible data. CVSS 3.1 Base
Score 7.5 (Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N).

2024-04-16

CVE-2024-21074

oracle_corporation

trade_managemen
t

Vulnerability in the Oracle Trade Management product of Oracle E-Business Suite
(component: Claim Line LOV). Supported versions that are affected are 12.2.3-
12.2.13. Easily exploitable vulnerability allows unauthenticated attacker with
network access via HTTP to compromise Oracle Trade Management. Successful
attacks of this vulnerability can result in unauthorized access to critical data or
complete access to all Oracle Trade Management accessible data. CVSS 3.1 Base
Score 7.5 (Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N).

2024-04-16

CVE-2024-21075

oracle_corporation

trade_managemen
t

Vulnerability in the Oracle Trade Management product of Oracle E-Business Suite
(component: Offer LOV). Supported versions that are affected are 12.2.3-12.2.13.
Easily exploitable vulnerability allows unauthenticated attacker with network
access via HTTP to compromise Oracle Trade Management. Successful attacks of
this vulnerability can result in unauthorized access to critical data or complete
access to all Oracle Trade Management accessible data. CVSS 3.1 Base Score 7.5
(Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N).

2024-04-16

CVE-2024-21076

oracle_corporation

trade_managemen
t

Vulnerability in the Oracle Trade Management product of Oracle E-Business Suite
(component: GL Accounts LOV). Supported versions that are affected are 12.2.3-
12.2.13. Easily exploitable vulnerability allows unauthenticated attacker with
network access via HTTP to compromise Oracle Trade Management. Successful
attacks of this vulnerability can result in unauthorized access to critical data or
complete access to all Oracle Trade Management accessible data. CVSS 3.1 Base
Score 7.5 (Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N).

2024-04-16

CVE-2024-21077

oracle_corporation
-- vm_virtualbox

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization
(component: Core). Supported versions that are affected are Prior to 7.0.16. Easily
exploitable vulnerability allows low privileged attacker with logon to the
infrastructure where Oracle VM VirtualBox executes to compromise Oracle VM
VirtualBox. While the vulnerability is in Oracle VM VirtualBox, attacks may
significantly impact additional products (scope change). Successful attacks of this
\vulnerability can result in takeover of Oracle VM VirtualBox. CVSS 3.1 Base Score
8.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

2024-04-16

CVE-2024-21112

oracle_corporation
-- vm_virtualbox

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization
(component: Core). Supported versions that are affected are Prior to 7.0.16. Easily
exploitable vulnerability allows low privileged attacker with logon to the
infrastructure where Oracle VM VirtualBox executes to compromise Oracle VM
VirtualBox. While the vulnerability is in Oracle VM VirtualBox, attacks may
significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in takeover of Oracle VM VirtualBox. CVSS 3.1 Base Score
8.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

2024-04-16

CVE-2024-21113

oracle_corporation
-- vm_virtualbox

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization
(component: Core). Supported versions that are affected are Prior to 7.0.16. Easily
exploitable vulnerability allows low privileged attacker with logon to the
infrastructure where Oracle VM VirtualBox executes to compromise Oracle VM
VirtualBox. While the vulnerability is in Oracle VM VirtualBox, attacks may
significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in takeover of Oracle VM VirtualBox. CVSS 3.1 Base Score
8.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

2024-04-16

CVE-2024-21114



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21074&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21074
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21075&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21075
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21076&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21076
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21077&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21077
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21112&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21112
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21113&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21113
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21114&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21114

High Vulnerabilities

Primary . . CVSS | Source & Patch
Vendor -- Product Description Reblbhed Score Info

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization
(component: Core). Supported versions that are affected are Prior to 7.0.16. Easily
exploitable vulnerability allows low privileged attacker with logon to the
oracle_corporation|infrastructure where Oracle VM VirtualBox executes to compromise Oracle VM

-- vm_virtualbox  |VirtualBox. While the vulnerability is in Oracle VM VirtualBox, attacks may 2024-04-16| 8.8 |CVE-2024-21115
significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in takeover of Oracle VM VirtualBox. CVSS 3.1 Base Score
8.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H).

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization
(component: Core). Supported versions that are affected are Prior to 7.0.16. Easily
exploitable vulnerability allows low privileged attacker with logon to the
|n.frastructure where Oracle VM Vlt*.tuaIBox ex.e.cutes to compromlse Oracle VM 2024-04-16| 7.8 |CVE-2024-21103
VirtualBox. Successful attacks of this vulnerability can result in takeover of Oracle e
VM VirtualBox. Note: This vulnerability applies to Linux hosts only. CVSS 3.1 Base
Score 7.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization
(component: Core). Supported versions that are affected are Prior to 7.0.16. Easily
exploitable vulnerability allows low privileged attacker with logon to the
|n.frastructure where Oracle VM Vlr'tuaIBox exgcutes t'o compromise Oracle VM 2024-04-16| 7.3 |CVE-2024-21110
VirtualBox. Successful attacks require human interaction from a person other than -
the attacker. Successful attacks of this vulnerability can result in takeover of Oracle
VM VirtualBox. CVSS 3.1 Base Score 7.3 (Confidentiality, Integrity and Availability
impacts). CVSS Vector: (CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H).
Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization
(component: Core). Supported versions that are affected are Prior to 7.0.16. Easily
exploitable vulnerability allows low privileged attacker with logon to the
infrastructure where Oracle VM VirtualBox executes to compromise Oracle VM
VirtualBox. Successful attacks of this vulnerability can result in takeover of Oracle
VM VirtualBox. Note: This vulnerability applies to Windows hosts only. CVSS 3.1
Base Score 7.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization
(component: Core). Supported versions that are affected are Prior to 7.0.16. Easily
exploitable vulnerability allows low privileged attacker with logon to the
infrastructure where Oracle VM VirtualBox executes to compromise Oracle VM
VirtualBox. Successful attacks of this vulnerability can result in takeover of Oracle
VM VirtualBox. Note: This vulnerability applies to Linux hosts only. CVSS 3.1 Base
Score 7.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H).

Vulnerability in the Oracle WebLogic Server product of Oracle Fusion Middleware
(component: Core). Supported versions that are affected are 12.2.1.4.0 and
14.1.1.0.0. Easily exploitable vulnerability allows unauthenticated attacker with
network access via T3, IIOP to compromise Oracle WebLogic Server. Successful
attacks of this vulnerability can result in unauthorized access to critical data or
complete access to all Oracle WebLogic Server accessible data. CVSS 3.1 Base Score
7.5 (Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N).

Vulnerability in the Oracle WebLogic Server product of Oracle Fusion Middleware
(component: Core). Supported versions that are affected are 12.2.1.4.0 and
14.1.1.0.0. Easily exploitable vulnerability allows unauthenticated attacker with
network access via T3, IIOP to compromise Oracle WebLogic Server. Successful
attacks of this vulnerability can result in unauthorized access to critical data or
complete access to all Oracle WebLogic Server accessible data. CVSS 3.1 Base Score
7.5 (Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N).

Vulnerability in the Oracle Workflow product of Oracle E-Business Suite
(component: Admin Screens and Grants Ul). Supported versions that are affected
oracle_corporationjare 12.2.3-12.2.13. Easily exploitable vulnerability allows high privileged attacker

-- workflow with network access via HTTP to compromise Oracle Workflow. While the 2024-04-16| 9.1 |CVE-2024-21071
vulnerability is in Oracle Workflow, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
takeover of Oracle Workflow. CVSS 3.1 Base Score 9.1 (Confidentiality, Integrity

oracle_corporation
-- vm_virtualbox

oracle_corporation
-- vm_virtualbox

oracle_corporation

-- vm_virtualbox 2024-04-16| 7.8 |CVE-2024-21111

oracle_corporation

-- vm_virtualbox 2024-04-16| 7.8 |CVE-2024-21116

oracle_corporation

-- weblogic_server 2024-04-16| 7.5 |CVE-2024-21006

oracle_corporation

-- weblogic_server 2024-04-16| 7.5 |CVE-2024-21007



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21115&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21115
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21103&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21103
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21110&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21110
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21111&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21111
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21116&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21116
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21006&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21006
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21007&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21007
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21071&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21071

High Vulnerabilities

ded_update_supp
ort

granting or denying access to resources inappropriately.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H).
EL%E”;;ZT:;SV; Improper Neutralization of Input During Web Page Generation ('Cross-site
or - - Scripting') vulnerability in Organic Themes Bulk Block Converter allows Reflected |2024-04-17| 7.1 |CVE-2024-32542
XSS.This issue affects Bulk Block Converter: from n/a through 1.0.1.
page_visit_counter
-- Improper Neutralization of Special Elements used in an SQL Command ('SQL
advanced_page_vi [Injection') vulnerability in Page Visit Counter Advanced Page Visit Counter.This 2024-04-15| 7.6 |CVE-2024-32098
sit_counter issue affects Advanced Page Visit Counter: from n/a through 8.0.6.
peplink An O? command injgction vulnerability exists.in the web interféce mac2name
mart reader functionality of Pepllnk.Smart Reader v1.2.0 (|r? QEMU). A specially crafted HTTP 2024-04-17| 9.1 CVE-2023-39367
- request can lead to arbitrary command execution. An attacker can make an =
authenticated HTTP request to trigger this vulnerability.
. A data integrity vulnerability exists in the web interface /cgi-bin/upload_config.cgi
peplink -- functionality of Peplink Smart Reader v1.2.0 (in QEMU). A specially crafted HTTP CVE-2023-45744
smart_reader . . e 2024-04-17| 8.3
request can lead to configuration modification. An attacker can make an
unauthenticated HTTP request to trigger this vulnerability.
r:t:;astgzvd; fro Improper Neutralization of Input During Web Page Generation ('Cross-site
m_url - —  |Scripting') vulnerability in Peter Shaw LH Add Media From Url allows Reflected 2024-04-17| 7.1 |CVE-2024-32533
- XSS.This issue affects LH Add Media From Url: from n/a through 1.22.
phlex is an open source framework for building object-oriented views in Ruby.
IThere is a potential cross-site scripting (XSS) vulnerability that can be exploited via
maliciously crafted user data. The filter to detect and prevent the use of the CVE-2024-32463
phlex-ruby -- phlex [javascript:* URL scheme in the “href" attribute of an "<a>" tag could be bypassed
. RS IR 2024-04-17| 7.1
with tab "\t" or newline "\n" characters between the characters of the protocol, e.g. -
‘java\tscript:'. This vulnerability is fixed in 1.10.1, 1.9.2, 1.8.3, 1.7.2, 1.6.3, 1.5.3,
and 1.4.2. Configuring a Content Security Policy that does not allow “unsafe-inline’
would effectively prevent this vulnerability from being exploited.
photo_gallery_tea
m -- Improper Neutralization of Input During Web Page Generation ('Cross-site
photo_gallery_by_[Scripting') vulnerability in Photo Gallery Team Photo Gallery by 10Web allows 2024-04-18| 7.1 |CVE-2024-32583
10web Reflected XSS.This issue affects Photo Gallery by 10Web: from n/a through 1.8.21.
A vulnerability, which was classified as critical, was found in PHPGurukul Student
Et:[:jgeunrtUkr:Ic;rd 5y Record System 3.20. Affected is an unknown function of the file /login.php. The CVE-2024-3769
- =" Imanipulation of the argument id/password leads to sql injection. It is possible to  |2024-04-15| 7.3
stem . . .
launch the attack remotely. The exploit has been disclosed to the public and may
be used. The identifier of this vulnerability is VDB-260616.
pinewise -- - . T .
wp._google_analyti Im;?rqpef Neutral|za.at.|on. of .Input'Durlng Web Page Ge.neratlon ('Cross-site
s events Scripting') vulnerability in PineWise WP Google Analytics Events allows Reflected |2024-04-15| 7.1 |[CVE-2024-32145
- XSS.This issue affects WP Google Analytics Events: from n/a through 2.8.0.
Egj:gz: _;-:Jodcast Improper Neutralization of Special Elements used in an SQL Command ('SQL
publishe_r — |Injection') vulnerability in Podlove Podlove Podcast Publisher.This issue affects 2024-04-15| 8.5 |CVE-2024-32139
Podlove Podcast Publisher: from n/a through 4.0.12.
poll_maker_&_voti
ng_plugin_team_ (i [Unrestricted Upload of File with Dangerous Type vulnerability in Poll Maker &
nfotheme) -- Voting Plugin Team (InfoTheme) WP Poll Maker.This issue affects WP Poll Maker: |2024-04-17| 9.9 |CVE-2024-32514
wp_poll_maker  [from n/a through 3.4.
realtyna -- N . . ,
realtyna_organic_i InTpro_pef Neutrallzz?t.lon' of Special Elements used |!1 an SQL C_omm_ar?d ('saL
i plugi;w — [Injection’) vulnerability in Realtyna Realtyna Organic IDX plugin.This issue affects = [2024-04-15| 9.3 |CVE-2024-32128
- Realtyna Organic IDX plugin: from n/a through 4.14.4.
red_hat ICVE-2023-3758
(ree?i;:itigtirxﬁgz A race condition flaw was found in sssd where the GPO policy is not consistently
- - - applied for authenticated users. This may lead to improper authorization issues, 2024-04-18| 7.1



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32542&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32542
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32098&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:L
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-39367
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-45744&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-45744
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32533&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32533
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32463&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32463
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32583&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32583
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3769&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3769
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32145&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32145
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32139&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32139
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32514&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32514
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32128&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32128
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-3758&vector=CVSS:3.1/AV:A/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-3758

High Vulnerabilities

m

parameter with relative entry in the correct format

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
A specific malformed fragmented packet type (fragmented packets may be
. lgenerated automatically by devices that send large amounts of data) can cause a
rockwell_automati . - .
on - - major nonrecoverable fault (MNRF) Rockwell Automation's ControlLogix 5580, CVE-2024-3493
. Guard Logix 5580, CompactLogix 5380, and 1756-EN4TR. If exploited, the affected [2024-04-15| 8.6 [PSIRT@rockwellaut
controllogix_5580 . . . . -
product will become unavailable and require a manual restart to recover it. omation.com
Additionally, an MNRF could result in a loss of view and/or control of connected
devices.
/An input validation vulnerability exists in the Rockwell Automation 5015-AENFTXT
rockwell_automati [that causes the secondary adapter to result in a major nonrecoverable fault CVE-2024-2424
on_ -- 5015-aenftxt|(MNRF) when malicious input is entered. If exploited, the availability of the device (2024-04-15| 7.5 |PSIRT@rockwellaut
will be impacted, and a manual restart is required. Additionally, a malformed PTP lomation.com
packet is needed to exploit this vulnerability.
Bustls isa mode.rn TLS library written in .lest. . o CVE-2024-32650
rustls -- rustls rustls::ConnectionCommon::complete_io" could fall into an infinite loop based on
network input. When using a blocking rustls server, if a client send a “close_notify" [2024-04-19| 7.5
message immediately after “client_hello’, the server's ‘complete_io" will get in an
infinite loop. This vulnerability is fixed in 0.23.5, 0.22.4, and 0.21.11.
i:;rzzr;\mic keyw Im;?rqper Neutraliz?t.ion. of Input During Wep Page Generat.ion ('Cross-site
ord_s injector_ Scripting') vulnerability in Seerox WP Dynamic Keywords Injector allows Reflected |2024-04-17| 7.1 |CVE-2024-32528
- XSS.This issue affects WP Dynamic Keywords Injector: from n/a through 2.3.18.
ICVE-2023-51391
product-
. A bug in Micrium OS Network HTTP Server permits an invalid pointer dereference security @silabs.co
silabs.com -- n/a ) ) . ) . .
during header processing - potentially allowing a device crash and Denial of 2024-04-16| 7.5 m
Service. product-
security@silabs.co
m
skymoon_labs -- Missing Authorization vulnerability in Skymoon Labs MoveTo.This issue affects
moveto 2024-04-16| 8.6 |CVE-2024-25911
MoveTo: from n/a through 6.2.
2pma;:zieac:tz_doc Improper Neutralization of Special Elements used in an SQL Command ('SQL
un:ent ma_nager Injection') vulnerability in Smartypants SP Project & Document Manager.This issue |2024-04-18| 7.6 |CVE-2024-32551
- — |[affects SP Project & Document Manager : from n/a through 4.71.
@solana/web3.js is the Solana JavaScript SDK. Using particular inputs with
‘@solana/web3.js" will result in memory exhaustion (OOM). If you have a server,
client, mobile, or desktop product that accepts untrusted input for use with
‘@solana/web3.js’, your application/service may crash, resulting in a loss of
availability. This vulnerability is fixed in 1.0.1, 1.10.2, 1.11.1, 1.12.1, 1.1.2, 1.13.1,
solana-labs -- 1.14.1,1.15.1,1.16.2,1.17.1,1.18.1, 1.19.1, 1.20.3, 1.21.1, 1.22.1, 1.23.1, 1.24.3, CVE-2024-30253
solana-web3.js 1.25.1,1.26.1,1.27.1,1.28.1,1.2.8,1.29.4,1.30.3, 1.31.1, 1.3.1, 1.32.3, 1.33.1, 2024-04-17\ 7.5 ———
1.34.1,1.35.2,1.36.1,1.37.3,1.38.1,1.39.2,1.40.2,1.41.11,1.4.1,1.42.1, 1.43.7,
1.44.4,1.45.1,1.46.1,1.47.5,1.48.1,1.49.1,1.50.2,1.51.1, 1.5.1,1.52.1, 1.53.1,
1.54.2,1.55.1,1.56.3,1.57.1,1.58.1, 1.59.2, 1.60.1, 1.61.2, 1.6.1, 1.62.2, 1.63.2,
1.64.1,1.65.1,1.66.6,1.67.3,1.68.2,1.69.1,1.70.4,1.71.1,1.72.1,1.7.2, 1.73.5,
1.74.1,1.75.1,1.76.1,1.77.4,1.78.8,1.79.1, 1.80.1, 1.81.1, 1.8.1, 1.82.1, 1.83.1,
1.84.1,1.85.1,1.86.1,1.87.7,1.88.1, 1.89.2, 1.90.2, 1.9.2, and 1.91.3.
colarwinds - servu SolarWinds Serv-U was found to be susceptible to a Directory Traversal Remote CVE-2024-28073
Code Vulnerability. This vulnerability requires a highly privileged account to be 2024-04-17| 8.4 |psirt@solarwinds.c
exploited. om
. CVE-2024-29001
solarwinds_ -- . N e . e s - -
solarwinds_platfor ASoIarWlnd§ Platform S'.\.NQL Inj(.ectlon Vulne_rabfllty was |den_t|f|ed |n.the user psirt@solarwinds.c
- - interface. This vulnerability requires authentication and user interaction to be 2024-04-18| 7.5 jom
- exploited. psirt@solarwinds.c
om
solarwinds_ -- . . s
solarwinds_platfor The SolarWlnds Platform .was susceptl.ble toa XS.S.vulnera.blllty that af.fect.s the CV_E—2024—29(_)03
- - maps section of the user interface. This vulnerability requires authentication and  [2024-04-18| 7.5 |psirt@solarwinds.c
- requires user interaction. lom
. CVE-2024-28076
solarwinds_ -- . . . . . o -
solarwinds_platfor The Solar.\/.\/mds Platfor.m was susceptible 'Fo a Arblt.rary Open Re(‘tllrectlon . psirt@solarwinds.c
- Vulnerability. A potential attacker can redirect to different domain when using URL [2024-04-18| 7 [om

psirt@solarwinds.c

om



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3493&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3493
https://www.rockwellautomation.com/en-us/support/advisory.SD1666.html
https://www.rockwellautomation.com/en-us/support/advisory.SD1666.html
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2424&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2424
https://www.rockwellautomation.com/en-us/support/advisory.SD1667.html
https://www.rockwellautomation.com/en-us/support/advisory.SD1667.html
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32650&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32650
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32528&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32528
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-51391&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-51391
https://community.silabs.com/068Vm000004688g
https://community.silabs.com/068Vm000004688g
https://community.silabs.com/068Vm000004688g
https://www.talosintelligence.com/vulnerability_reports/TALOS-2024-1945
https://www.talosintelligence.com/vulnerability_reports/TALOS-2024-1945
https://www.talosintelligence.com/vulnerability_reports/TALOS-2024-1945
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-25911&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-25911
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32551&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32551
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30253&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30253
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28073&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28073
https://www.solarwinds.com/trust-center/security-advisories/CVE-2024-28073
https://www.solarwinds.com/trust-center/security-advisories/CVE-2024-28073
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29001&vector=CVSS:3.1/AV:A/AC:L/PR:L/UI:R/S:C/C:H/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29001
https://documentation.solarwinds.com/en/success_center/orionplatform/content/release_notes/solarwinds_platform_2024-1-1_release_notes.htm
https://documentation.solarwinds.com/en/success_center/orionplatform/content/release_notes/solarwinds_platform_2024-1-1_release_notes.htm
https://www.solarwinds.com/trust-center/security-advisories/CVE-2024-29001
https://www.solarwinds.com/trust-center/security-advisories/CVE-2024-29001
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29003&vector=CVSS:3.1/AV:A/AC:L/PR:L/UI:R/S:C/C:H/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29003
https://www.solarwinds.com/trust-center/security-advisories/CVE-2024-29003
https://www.solarwinds.com/trust-center/security-advisories/CVE-2024-29003
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28076&vector=CVSS:3.1/AV:A/AC:H/PR:N/UI:R/S:C/C:H/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28076
https://documentation.solarwinds.com/en/success_center/orionplatform/content/release_notes/solarwinds_platform_2024-1-1_release_notes.htm
https://documentation.solarwinds.com/en/success_center/orionplatform/content/release_notes/solarwinds_platform_2024-1-1_release_notes.htm
https://www.solarwinds.com/trust-center/security-advisories/cve-2024-28076
https://www.solarwinds.com/trust-center/security-advisories/cve-2024-28076

High Vulnerabilities

Primary . . CVSS | Source & Patch
Vendor -- Product Description Reblbhed Score Info

ch’lt::”;;ivit o Improper Neutralization of Special Elements used in an SQL Command ('SQL
oro - y_loe_ Injection') vulnerability in Solwin User Activity Log Pro.This issue affects User 2024-04-15| 8.5 |CVE-2024-32137
Activity Log Pro: from n/a through 2.3.4.
Applications that use UriComponentsBuilder to parse an externally provided URL
(e.g. through a query parameter) AND perform validation checks on the host of the
spring -- parsed URL may be vulnerable to a open redirect CVE-2024-22262
spring_framework |https://cwe.mitre.org/data/definitions/601.html attack or to a SSRF attack if the |2024-04-16| 8.1 |security@vmware.

URL is used after passing validation checks. This is the same as CVE-2024-22259 com
https://spring.io/security/cve-2024-22259 and CVE-2024-22243
https://spring.io/security/cve-2024-22243 , but with different input.

support_genix --

. Missing Authorization vulnerability in Support Genix.This issue affects Support
support_genix

Genix: from n/a through 1.2.3. 2024-04-18| 3.9 £VE-2023-49742

. A vulnerability of Information Exposure has been found on Technicolor CGA2121 CVE-2024-3780
technicolor -- . . . - .
affecting the version 1.01, this vulnerability allows a local attacker to obtain cve-
cga2121 e ) . - , ) 2024-04-15| 7.8 o
sensitive information stored on the device such as wifi network's SSID and their —  |coordination@inci
respective passwords. be.es

A vulnerability was found in Tenda AC500 2.0.1.9(1307). It has been classified as
critical. This affects the function R7WebsSecurityHandler of the file
goform/execCommand. The manipulation of the argument password leads to
stack-based buffer overflow. It is possible to initiate the attack remotely. The 2024-04-17| 8.8
exploit has been disclosed to the public and may be used. The identifier VDB-
261141 was assigned to this vulnerability. NOTE: The vendor was contacted early
about this disclosure but did not respond in any way.
A vulnerability was found in Tenda AC500 2.0.1.9(1307). It has been declared as
critical. This vulnerability affects the function formQuickindex of the file
goform/Quickindex. The manipulation of the argument PPPOEPassword leads to
stack-based buffer overflow. The attack can be initiated remotely. The exploit has |2024-04-17| 8.8
been disclosed to the public and may be used. VDB-261142 is the identifier
assigned to this vulnerability. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.
A vulnerability was found in Tenda AC500 2.0.1.9(1307). It has been rated as
critical. This issue affects the function formSetCfm of the file /goform/setcfm. The
manipulation of the argument funcparal leads to stack-based buffer overflow. The
attack may be initiated remotely. The exploit has been disclosed to the publicand [2024-04-17| 8.8
may be used. The associated identifier of this vulnerability is VDB-261143. NOTE:
IThe vendor was contacted early about this disclosure but did not respond in any
way.
A vulnerability classified as critical was found in Tenda AC500 2.0.1.9(1307).
Affected by this vulnerability is the function formexeCommand of the file
goform/execCommand. The manipulation of the argument cmdinput leads to
stack-based buffer overflow. The attack can be launched remotely. The exploit has |2024-04-17| 8.8
been disclosed to the public and may be used. The identifier VDB-261145 was
assigned to this vulnerability. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.

A vulnerability, which was classified as critical, has been found in Tenda AC500
2.0.1.9(1307). Affected by this issue is the function fromDhcpListClient of the file
goform/DhcplListClient. The manipulation of the argument page leads to stack-
based buffer overflow. The attack may be launched remotely. The exploit has been (2024-04-17| 8.8
disclosed to the public and may be used. VDB-261146 is the identifier assigned to
this vulnerability. NOTE: The vendor was contacted early about this disclosure but

did not respond in any way.

A vulnerability was found in Tenda F1202 1.2.0.20(408). It has been rated as
critical. This issue affects the function fromNatlimit of the file /goform/Natlimit.
IThe manipulation of the argument page leads to stack-based buffer overflow. The
attack may be initiated remotely. The exploit has been disclosed to the publicand |2024-04-16| 8.8
may be used. The identifier VDB-260909 was assigned to this vulnerability. NOTE:
IThe vendor was contacted early about this disclosure but did not respond in any
way.

A vulnerability classified as critical has been found in Tenda F1202 1.2.0.20(408).
IAffected is the function fromVirtualSer of the file /goform/VirtualSer. The
manipulation of the argument page leads to stack-based buffer overflow. It is 2024-04-16| 8.8
possible to launch the attack remotely. The exploit has been disclosed to the public
and may be used. VDB-260910 is the identifier assigned to this vulnerability. NOTE:

CVE-2024-3905
tenda -- ac500

CVE-2024-3906
tenda -- ac500

CVE-2024-3907
tenda -- ac500

CVE-2024-3909
tenda -- ac500

CVE-2024-3910
tenda -- ac500

CVE-2024-3875
tenda -- 1202

CVE-2024-3876
tenda -- 1202



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32137&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32137
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-22262&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-22262
https://spring.io/security/cve-2024-22262
https://spring.io/security/cve-2024-22262
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-49742&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-49742
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3780&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3780
https://www.incibe.es/en/incibe-cert/notices/aviso/information-exposure-vulnerability-technicolor-cga2121
https://www.incibe.es/en/incibe-cert/notices/aviso/information-exposure-vulnerability-technicolor-cga2121
https://www.incibe.es/en/incibe-cert/notices/aviso/information-exposure-vulnerability-technicolor-cga2121
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3905&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3905
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3906&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3906
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3907&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3907
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3909&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3909
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3910&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3910
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3875&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3875
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3876&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3876
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IThe vendor was contacted early about this disclosure but did not respond in any
way.

tenda -- 1202

A vulnerability classified as critical was found in Tenda F1202 1.2.0.20(408).
Affected by this vulnerability is the function fromqossetting of the file

goform/fromgossetting. The manipulation of the argument qos leads to stack-
based buffer overflow. The attack can be launched remotely. The exploit has been
disclosed to the public and may be used. The associated identifier of this
vulnerability is VDB-260911. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.

2024-04-16

CVE-2024-3877

tenda -- 1202

A vulnerability, which was classified as critical, has been found in Tenda F1202
1.2.0.20(408). Affected by this issue is the function fromwebExcptypemanfFilter of
the file /goform/webExcptypemanFilter. The manipulation of the argument page
leads to stack-based buffer overflow. The attack may be launched remotely. The
exploit has been disclosed to the public and may be used. The identifier of this
vulnerability is VDB-260912. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.

2024-04-16

CVE-2024-3878

tenda -- fh1206

A vulnerability was found in Tenda FH1206 1.2.0.8(8155) and classified as critical.
IThis issue affects the function fromAddressNat of the file /goform/addressNat. The
manipulation of the argument entrys leads to buffer overflow. The attack may be
initiated remotely. The exploit has been disclosed to the public and may be used.
IThe associated identifier of this vulnerability is VDB-261671. NOTE: The vendor was
contacted early about this disclosure but did not respond in any way.

2024-04-20

CVE-2024-4020

tenda -- w20e

A vulnerability was found in Tenda W20E 15.11.0.6. It has been declared as critical.
IThis vulnerability affects the function formSetRemoteWebManage of the file

goform/SetRemoteWebManage. The manipulation of the argument remotelP
leads to stack-based buffer overflow. The attack can be initiated remotely. The
exploit has been disclosed to the public and may be used. The identifier of this
vulnerability is VDB-260908. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.

2024-04-16

CVE-2024-3874

tenda -- w30e

A vulnerability, which was classified as critical, was found in Tenda W30E
1.0.1.25(633). This affects the function formSetCfm of the file /goform/setcfm. The
manipulation of the argument funcparal leads to stack-based buffer overflow. It is
possible to initiate the attack remotely. The exploit has been disclosed to the
public and may be used. The identifier VDB-260913 was assigned to this
vulnerability. NOTE: The vendor was contacted early about this disclosure but did
not respond in any way.

2024-04-16

CVE-2024-3879

tenda -- w30e

A vulnerability was found in Tenda W30E 1.0.1.25(633) and classified as critical.
IThis issue affects the function frmL7PlotForm of the file /goform/frmL7ProtForm.
IThe manipulation of the argument page leads to stack-based buffer overflow. The
attack may be initiated remotely. The exploit has been disclosed to the public and
may be used. The associated identifier of this vulnerability is VDB-260915. NOTE:
IThe vendor was contacted early about this disclosure but did not respond in any
way.

2024-04-16

CVE-2024-3881

tenda -- w30e

A vulnerability was found in Tenda W30E 1.0.1.25(633). It has been classified as
critical. Affected is the function fromRouteStatic of the file

goform/fromRouteStatic. The manipulation of the argument page leads to stack-
based buffer overflow. It is possible to launch the attack remotely. The exploit has
been disclosed to the public and may be used. The identifier of this vulnerability is
\VDB-260916. NOTE: The vendor was contacted early about this disclosure but did
not respond in any way.

2024-04-16

CVE-2024-3882

themekraft --
woobuddy

Deserialization of Untrusted Data vulnerability in ThemeKraft WooBuddy.This issue
affects WooBuddy: from n/a through 3.4.20.

2024-04-18

CVE-2024-32603

thimpress --
learnpress_export
| import

Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting') vulnerability in ThimPress LearnPress Export Import allows Reflected
XSS.This issue affects LearnPress Export Import: from n/a through 4.0.3.

2024-04-18

CVE-2024-32588

tibco --
jasperreports_serv
er

Cross Site Scripting in Ul Request/Response Validation in TIBCO JasperReports
Server 8.0.4 and 8.2.0 allows allows for the injection of malicious executable scripts
into the code of a trusted application that may lead to stealing the user's active
session cookie via sending malicious link, enticing the user to interact.

2024-04-17

CVE-2024-3323
security@tibco.co

m

tobias_battenberg
-- wp-cufon

Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting') vulnerability in Tobias Battenberg WP-Cufon allows Stored XSS.This issue

affects WP-Cufon: from n/a through 1.6.10.

2024-04-17

CVE-2024-32541



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3877&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3877
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3878&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3878
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4020&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4020
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3874&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3874
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3879&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3879
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3881&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3881
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3882&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3882
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32603&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H
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High Vulnerabilities

and XM530_R80X30-PQ_8M. Affected by this vulnerability is an unknown

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
undsgn -- Missing Authorization vulnerability in Undsgn Uncode Core.This issue affects
uncode_core & v & : 2024-04-17| 7.7 |CVE-2023-51500

- Uncode Core: from n/a through 2.8.8. I E——
CVE-2024-1480
unitronics -- . . .. . . ot-
Vision230 Unitronics Vision Sténdard Illne of controllt_ers a_wllow the Information Mode 2024-04-19| 75 |cert@dragos.com
password to be retrieved without authentication. —@_g—ot—
c_ert@dragos.com
venugopal --
change_default_lo |Cross-Site Request Forgery (CSRF) vulnerability in Venugopal Change default login
gin_logo,url_and_t|logo,url and title allows Cross-Site Scripting (XSS).This issue affects Change default |2024-04-15| 7.1 |CVE-2024-31086
itle login logo,url and title: from n/a through 2.0.
viictory_media_llc [Improper Neutralization of Input During Web Page Generation ('Cross-site
-z ynith Scripting') vulnerability in VIICTORY MEDIA LLCZY N I T H allows Stored XSS.This ~ |2024-04-18| 8.6 |CVE-2024-32562
issue affects ZY N I T H: from n/a through 7.4.9.
vikbooking_hotel_
booki ine_& o . . .
g:qslr_]_g_engme_ Improper Neutralization of Input During Web Page Generation ('Cross-site
;ikbooking_hotel_ Scrlptlr?g.) vulnerablllty.ln VlkE.»ooklng Hotel B.ooklng.Engme & PMS allows Reflected 2024-04-18| 7.1 |CVE-2024-32563
. . XSS.This issue affects VikBooking Hotel Booking Engine & PMS: from n/a through D
booking_engine_&
1.6.7.
| pms
Wazuh is a free and open source platform used for threat prevention, detection,
wazuh -- wazuh anq response. There is a buffer overflow hazard in wazuh-analyswd when handling 2024-04-19| 9.8 |CVE-2024-32038
Unicode characters from Windows Eventchannel messages. It impacts Wazuh D
Manager 3.8.0 and above. This vulnerability is fixed in Wazuh Manager 4.7.2.
Wazuh is a free and open source platform used for threat prevention, detection,
and response. A wrong validation in the “host_deny" script allows to write any
string in the “hosts.deny" file, which can end in an arbitrary command execution on
the target system. This vulnerability is part of the active response feature, which
can automatically triggers actions in response to alerts. By default, active
responses are limited to a set of pre defined executables. This is enforced by only
\wazuh - wazuh allowing executables stored under */var/ossec/active-response/bin" to be run as an
active response. However, the */var/ossec/active-response/bin/host_deny" can be [2024-04-19| 8.8 |[CVE-2023-50260
exploited. “host_deny" is used to add IP address to the ‘/etc/hosts.deny" file to
block incoming connections on a service level by using TCP wrappers. Attacker can
inject arbitrary command into the */etc/hosts.deny" file and execute arbitrary
command by using the spawn directive. The active response can be triggered by
writing events either to the local “execd’ queue on server or to the “ar’ queue
which forwards the events to agents. So, it can leads to LPE on server as root and
RCE on agent as root. This vulnerability is fixed in 4.7.2.

i k -- L R . L. VE-2024-3781
wb.salrbac . |ICommand injection vulnerability in the operating system. Improper neutralisation c 024-378
white_bear_soluti . . . . . . ) cve-
ons of special elements in Active Directory integration allows the intended command  [2024-04-15| 9.1 coordination@inci

. . . @
to be modified when sent to a downstream component in WBSAirback 21.02.04.
be.es

i k -- VE-2024-3782
a:istaelrtizr soluti Cross-Site Request Forgery vulnerability in WBSAirback 21.02.04, which could allow —Eve— 024-378

- - an attacker to create a manipulated HTML form to perform privileged actions once [2024-04-15| 8.8 [ . .. -
ons L - coordination@inci

it is executed by a privileged user. b
e.es
wbsairback -- CVE-2024-3783
white_bear_soluti [The Backup Agents section in WBSAirback 21.02.04 is affected by a Path Traversal 2024-04-15| 7.7 cve-
ons vulnerability, allowing a user with low privileges to download files from the system. == |coordination@inci
be.es
wpzest -- o . . '
disable comments Improper Neutralization of Special Elements used in an SQL Command ('SQL
| w z_est Injection') vulnerability in WPZest Disable Comments | WPZest.This issue affects |2024-04-15| 7.6 |CVE-2024-32135
-1-WP Disable Comments | WPZest: from n/a through 1.51.
ioushk --
)t()e\;:]lloal:jsvanced fa Improper Neutralization of Special Elements used in an SQL Command ('SQL
ma_na or -faq Injection') vulnerability in Xenioushk BWL Advanced FAQ Manager.This issue 2024-04-15| 7.6 |CVE-2024-32136
~ g affects BWL Advanced FAQ Manager: from n/a through 2.0.3.
xiongmai -- A vulnerability classified as critical was found in Xiongmai AHB7804R-MH-V?2, CVE-2024-3765
ahb7804r-mh-v2 |AHB8004T-GL, AHB8008T-GL, AHB7004T-GS-V3, AHB7004T-MHV2, AHB8032F-LME (2024-04-14| 9.8
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High Vulnerabilities

appliance_softwar
e

vulnerability is due to incomplete error checking when parsing an HTTP header. An
attacker could exploit this vulnerability by sending a crafted HTTP request to a
targeted web server on a device. A successful exploit could allow the attacker to
cause a DoS condition when the device reloads.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
functionality of the component Sofia Service. The manipulation with the input
ff00000000000000000000000000f103250000007b202252657422203a203130302¢
202253657373696f6e494422203a202230783022207d0a leads to improper access
controls. The attack can be launched remotely. The exploit has been disclosed to
the public and may be used. The identifier VDB-260605 was assigned to this
vulnerability. NOTE: The vendor was contacted early about this disclosure but did
not respond in any way.
zachary_segal -- [Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')
catablog vulnerability in Zachary Segal CataBlog.This issue affects CataBlog: from n/a 2024-04-18| 7.6 |CVE-2023-47843
through 1.7.0.
abdul_hakeem -- |Improper Authentication vulnerability in Abdul Hakeem Build App Online allows
build_app_online |Privilege Escalation.This issue affects Build App Online: from n/a through 1.0.19. 2024-04-25| 3.8 |CVE-2023-51478
:Idgvoe:ﬁlcuesdnorder o Improper Control of Generation of Code ('Code Injection') \./uln.erabili.ty.in AlgolPlus
xport for_woocc;m /Advanced Order Export For WooCommerce allows Code Injection.This issue affects |2024-04-25| 9.1 |CVE-2024-31266
merc; - )Advanced Order Export For WooCommerce: from n/a through 3.4.4.
andondesign - Improper Neutralization of Input During Web Page Generation ('Cross-site
udesign Scripting') vulnerability in AndonDesign UDesign allows Reflected XSS.This issue 2024-04-25( 7.1 |CVE-2024-4077
affects UDesign: from n/a through 4.7.3.
Ant Media Server is live streaming engine software. A local privilege escalation
vulnerability in present in versions 2.6.0 through 2.8.2 allows any unprivileged
operating system user account to escalate privileges to the root user account on
the system. This vulnerability arises from Ant Media Server running with Java
Management Extensions (JMX) enabled and authentication disabled on localhost
on port 5599/TCP. This vulnerability is nearly identical to the local privilege
ant-media -- ant- |escalation vulnerability CVE-2023-26269 identified in Apache James. Any 2024-04-22| 7.8 CVE-2024-32656
media-server unprivileged operating system user can connect to the JMX service running on port -
5599/TCP on localhost and leverage the MLet Bean within JMX to load a remote
MBean from an attacker-controlled server. This allows an attacker to execute
arbitrary code within the Java process run by Ant Media Server and execute code
within the context of the “antmedia’ service account on the system. Version 2.9.0
contains a patch for the issue. As a workaround, one may remove certain
parameters from the “antmedia.service file.
E:tr’::nlleiz;r i Missing Authorization vulnerability in BdThemes Prime Slider - Addons For
- - Elementor.This issue affects Prime Slider - Addons For Elementor: from n/a 2024-04-22| 7.1 |CVE-2024-32682
| addons_for_elem .
through 3.13.2.
entor
. Greenlight is an end-user interface for BigBlueButton servers. Versions prior to
blgblu?button " [2.13.0 have an open redirect vulnerability in the Login page due to unchecked the |2024-04-25| 9.1 CVE-2022-36028
greenlight R . . : . .
value of the “return_to" cookie. Versions 2.13.0 contains a patch for the issue.
. Greenlight is an end-user interface for BigBlueButton servers. Versions prior to
:Lit;lr:iegbhlitton " [2.13.0 have an open redirect vulnerability in the Login page due to unchecked the |2024-04-25| 9.1 CVE-2022-36029
value of the “return_to" cookie. Versions 2.13.0 contains a patch for the issue.
bloompixel -- Improper Neutralization of Input During Web Page Generation ('Cross-site
max_addons_pro_ |Scripting') vulnerability in BloomPixel Max Addons Pro for Bricks allows Reflected [2024-04-24| 7.1 |CVE-2024-32952
for_bricks XSS.This issue affects Max Addons Pro for Bricks: from n/a through 1.6.1.
brocade — In Brocade SANnav, before Brocade SANnav v2.3.0, syslog traffic received clear
text. This could allow an unauthenticated, remote attacker to capture sensitive 2024-04-25| 8.6 |CVE-2024-4161
brocade_sannav |, . —
information.
brocade - A vulnerability in Brocade SANnav exposes Kafka in the wan interface. The
vulnerability could allow an unauthenticated attacker to perform various attacks, |2024-04-25| 7.6 |CVE-2024-4173
brocade_sannav |, . .
including DOS against the Brocade SANnav.
buddyboss_dmcc - [I[mproper Authentication vulnerability in BUDDYBOSS DMCC BuddyBoss Theme
- allows Accessing Functionality Not Properly Constrained by ACLs.This issue affects |2024-04-24| 9.8 |CVE-2023-51477
buddyboss_theme [BuddyBoss Theme: from n/a through 2.4.60.
A vulnerability in the management and VPN web servers for Cisco Adaptive
Security Appliance (ASA) Software and Cisco Firepower Threat Defense (FTD)
cisco -- Software could allow an unauthenticated, remote attacker to cause the device to
adaptive_security_[reload unexpectedly, resulting in a denial of service (DoS) condition. This w
N - 2024-04-24| 8.6 |ykramarz@cisco.co

m
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authentication. The fixed version is included in Eclipse IDE 2024-03

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
A vulnerability in the OSPF version 2 (OSPFv2) feature of Cisco 10S XE Software
could allow an unauthenticated, adjacent attacker to cause an affected device to
cisco -- reload unexpectedly, resulting in a denial of service (DoS) condition. This CVE-2024-20313
cisco_ios_xe_softw|vulnerability is due to improper validation of OSPF updates that are processed by a [2024-04-24| 7.4 |ykramarz@cisco.co
are device. An attacker could exploit this vulnerability by sending a malformed OSPF m
update to the device. A successful exploit could allow the attacker to cause the
affected device to reload, resulting in a DoS condition.
A vulnerability in the CLI of the Cisco Integrated Management Controller (IMC)
cisco - could allow an authenticated, local attacker to perform command injection attacks
cisco unified com on the underlying operating system and elevate privileges to root. To exploit this CVE-2024-20295
L — vulnerability, the attacker must have read-only or higher privileges on an affected |2024-04-24| 8.8 |ykramarz@cisco.co
puting_system_ (st . . e . . e S
andalone) device. This vulnerability is due to insufficient validation of user-supplied input. An m
attacker could exploit this vulnerability by submitting a crafted CLI command. A
successful exploit could allow the attacker to elevate privileges to root.
A vulnerability in the web-based management interface of Cisco Integrated
cisco - Management Controller (IMC) could allow an authenticated, remote attacker with
cisco unified com Administrator-level privileges to perform command injection attacks on an affected CVE-2024-20356
.- — system and elevate their privileges to root. This vulnerability is due to insufficient |2024-04-24| 8.7 |ykramarz@cisco.co
puting_system_ (st . . s - .
user input validation. An attacker could exploit this vulnerability by sending crafted m
andalone) .
commands to the web-based management interface of the affected software. A
successful exploit could allow the attacker to elevate their privileges to root.
coderevolution — Exposure of Sensitive Information to an Unauthorized Actor vulnerability in
. CodeRevolution WP Setup Wizard.This issue affects WP Setup Wizard: from n/a 2024-04-25| 8.8 |CVE-2024-25917
wp_setup_wizard
through 1.0.8.1.
creative_interactiv
e_media -- Improper Neutralization of Input During Web Page Generation ('Cross-site
3d_flipbook,_pdf_ [Scripting') vulnerability in Creative interactive media 3D FlipBook, PDF Viewer, PDF
viewer,_pdf_embe [Embedder - Real 3D FlipBook WordPress Plugin allows Reflected XSS.This issue 2024-04-22| 7.1 |CVE-2024-32694
dder_- affects 3D FlipBook, PDF Viewer, PDF Embedder - Real 3D FlipBook WordPress
| real_3d_flipbook [Plugin: from n/a through 3.62.
| wordpress_plugin
CVE-2024-4040
A server side template injection vulnerability in CrushFTP in all versions before
10.7.1 and 11.1.0 on all platforms allows unauthenticated remote attackers to read
hftp -- hftp|.. . . - . |2024-04-22| 10
Crushitp - crus pflles from the filesystem outside of the VFS Sandbox, bypass authentication to gain =
administrative access, and perform remote code execution on the server.
Danswer is the Al Assistant connected to company's docs, apps, and people.
danswer-ai - Danswer is vulnerable to unauthorized access to GET/SET of Slack Bot Tokens. CVE-2024-32881
danswer /Anyone with network access can steal slack bot tokens and set them. This implies |2024-04-26( 9.8
full compromise of the customer's slack bot, leading to internal Slack access. This
issue was patched in version 3.63.
Improper Neutralization of Input During Web Page Generation ('Cross-site
debaat - Scripting') vulnerability in DeBAAT WP Media Category Management allows
di t . . 2024-04-24| 7.1 |CVE-2024-32950
\WP_Media_Categorly flected XS.This issue affects WP Media Category Management: from n/a -
y_management
through 2.2.
dell -- Dell Repc?s.lto.ry Manager, versions prior to 3.4:5, contalr\s. a Path Traversal . CVE-2024-28976
. vulnerability in APl module. A local attacker with low privileges could potentially .
dell_repository_m . . . . . . 2024-04-24| 8.8 |security alert@em
exploit this vulnerability to gain unauthorized write access to the files stored on the
anager_(drm) . . - . L c.com
server filesystem with the privileges of the running web application. -
changedetection.io is an open source web page change detection, website
watcher, restock monitor and notification service. There is a Server Side Template
Injection (SSTI) in Jinja2 that allows Remote Command Executlo.n (?n the server CVE-2024-32651
dgtlmoon -- host. Attackers can run any system command without any restriction and they Y
L . L 2024-04-26| 10
changedetection.io|could use a reverse shell. The impact is critical as the attacker can completely
takeover the server machine. This can be reduced if changedetection is behind a
login page, but this isn't required by the application (not by default and not
enforced).
eazyplugins -- Improper Authentication vulnerability in EazyPlugins Eazy Plugin Manager allows
eazy_plugin_mana |Accessing Functionality Not Properly Constrained by ACLs.This issue affects Eazy 2024-04-25| 9.9 |CVE-2023-51482
ger Plugin Manager: from n/a through 4.1.2.
eclinse foundation Eclipse Target Management: Terminal and Remote System Explorer (RSE) version CVE-2024-0740
pse_ <= 4.5.400 has a remote code execution vulnerability that does not require 2024-04-26 9.8 |emo@eclipse.org

emo@eclipse.org
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eclipse_target_ma
nagement

edmundhung --
conform

Conform, a type-safe form validation library, allows the parsing of nested objects in
the form of “object.property’. Due to an improper implementation of this feature
in versions prior to 1.1.1, an attacker can exploit the feature to trigger prototype
pollution by passing a crafted input to “parseWith..." functions. Applications that
use conform for server-side validation of form data or URL parameters are affected
by this vulnerability. Version 1.1.1 contains a patch for the issue.

2024-04-23

CVE-2024-32866

elementor --
elementor_websit
e_builder

Improper Authentication vulnerability in Elementor Elementor Website Builder
allows Accessing Functionality Not Properly Constrained by ACLs.This issue affects
Elementor Website Builder: from n/a through 3.16.4.

2024-04-24

CVE-2023-47504

eli_scheetz -- anti-
malware_security_
and_brute-
force_firewall

Improper Control of Generation of Code ('Code Injection') vulnerability in Eli
Scheetz Anti-Malware Security and Brute-Force Firewall gotmls allows Code
Injection.This issue affects Anti-Malware Security and Brute-Force Firewall: from
n/a through 4.21.96.

2024-04-25

1o

CVE-2024-22144

freerdp -- freerdp

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based
clients using a version of FreeRDP prior to 3.5.0 or 2.11.6 are vulnerable to integer
overflow and out-of-bounds write. Versions 3.5.0 and 2.11.6 patch the issue. As a
workaround, do not use ‘/gfx’ options (e.g. deactivate with */bpp:32" or */rfx" as it
is on by default).

2024-04-22

CVE-2024-32039

freerdp -- freerdp

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based
clients that use a version of FreeRDP prior to 3.5.0 or 2.11.6 are vulnerable to out-
of-bounds read. Versions 3.5.0 and 2.11.6 patch the issue. As a workaround,
deactivate ‘/gfx’ (on by default, set */bpp’ or */rfx’ options instead.

2024-04-22

CVE-2024-32041

freerdp -- freerdp

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based
clients that use a version of FreeRDP prior to 3.5.0 or 2.11.6 are vulnerable to out-
of-bounds read. Versions 3.5.0 and 2.11.6 patch the issue. As a workaround, use
‘/gfx’ or */rfx" modes (on by default, require server side support).

2024-04-22

CVE-2024-32458

freerdp -- freerdp

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based
clients and servers that use a version of FreeRDP prior to 3.5.0 or 2.11.6 are
vulnerable to out-of-bounds read. Versions 3.5.0 and 2.11.6 patch the issue. No
known workarounds are available.

2024-04-22

CVE-2024-32459

freerdp -- freerdp

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based
clients prior to version 3.5.1 are vulnerable to out-of-bounds read. Version 3.5.1
contains a patch for the issue. No known workarounds are available.

2024-04-23

CVE-2024-32658

freerdp -- freerdp

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based
clients prior to version 3.5.1 are vulnerable to out-of-bounds read if *((nWidth == 0)
and (nHeight == 0))". Version 3.5.1 contains a patch for the issue. No known
workarounds are available.

2024-04-23

CVE-2024-32659

freerdp -- freerdp

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based
clients that use a version of FreeRDP prior to 3.5.0 or 2.11.6 and have connections
to servers using the "NSC" codec are vulnerable to integer underflow. Versions
3.5.0 and 2.11.6 patch the issue. As a workaround, do not use the NSC codec (e.g.
use “-nsc’).

2024-04-22

CVE-2024-32040

freerdp -- freerdp

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based
based clients using */bpp:32° legacy ‘GDI" drawing path with a version of FreeRDP
prior to 3.5.0 or 2.11.6 are vulnerable to out-of-bounds read. Versions 3.5.0 and
2.11.6 patch the issue. As a workaround, use modern drawing paths (e.g. '/rfx’ or
"/gfx’ options). The workaround requires server side support.

2024-04-22

CVE-2024-32460

freerdp -- freerdp

FreeRDP is a free implementation of the Remote Desktop Protocol. Prior to version
3.5.1, a malicious server can crash the FreeRDP client by sending invalid huge
allocation size. Version 3.5.1 contains a patch for the issue. No known workarounds
are available.

2024-04-23

CVE-2024-32660

freerdp -- freerdp

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based
clients prior to version 3.5.1 are vulnerable to a possible "NULL" access and crash.
Version 3.5.1 contains a patch for the issue. No known workarounds are available.

2024-04-23

CVE-2024-32661

freerdp -- freerdp

FreeRDP is a free implementation of the Remote Desktop Protocol. FreeRDP based
clients prior to version 3.5.1 are vulnerable to out-of-bounds read. This occurs
when "WCHAR' string is read with twice the size it has and converted to "UTF-8’,
"baseb4’ decoded. The string is only used to compare against the redirection server
certificate. Version 3.5.1 contains a patch for the issue. No known workarounds are
available.

2024-04-23

CVE-2024-32662

ggerganov --
llama.cpp

Llama.cpp is LLM inference in C/C++. There is a use of uninitialized heap variable

vulnerability in gguf_init_from_file, the code will free this uninitialized variable

2024-04-26

CVE-2024-32878
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later. In a simple POC, it will directly cause a crash. If the file is carefully
constructed, it may be possible to control this uninitialized value and cause
arbitrary address free problems. This may further lead to be exploited. Causes
Ilama.cpp to crash (DoS) and may even lead to arbitrary code execution (RCE). This
vulnerability has been patched in commit b2740.

giorgos_sarigianni
dis -- slash_admin

Cross-Site Request Forgery (CSRF) vulnerability in Giorgos Sarigiannidis Slash Admin
allows Cross-Site Scripting (XSS).This issue affects Slash Admin: from n/a through
3.8.1.

2024-04-24

CVE-2024-32958

gitlab -- gitlab

An issue has been discovered in GitLab affecting all versions of GitLab CE/EE 16.9
prior to 16.9.6, 16.10 prior to 16.10.4, and 16.11 prior to 16.11.1 where path
traversal could lead to DoS and restricted file read.

2024-04-25

CVE-2024-2434

gitlab -- gitlab

An issue has been discovered in GitLab CE/EE affecting all versions starting from
12.5 before 16.9.6, all versions starting from 16.10 before 16.10.4, all versions
starting from 16.11 before 16.11.1. A crafted wildcard filter in FileFinder may lead
to a denial of service.

2024-04-25

CVE-2024-2829

gitlab -- gitlab

An issue has been discovered in GitLab CE/EE affecting all versions starting from
7.8 before 16.9.6, all versions starting from 16.10 before 16.10.4, all versions
starting from 16.11 before 16.11.1. Under certain conditions, an attacker with their
Bitbucket account credentials may be able to take over a GitLab account linked to
another user's Bitbucket account, if Bitbucket is used as an OAuth 2.0 provider on
GitLab.

2024-04-25

CVE-2024-4024

glpi-project -- glpi-
agent

IThe GLPI Agent is a generic management agent. A vulnerability that only affects
GLPI-Agent installed on windows via MSI packaging can allow a local user to cause
denial of agent service by replacing GLPI server url with a wrong url or disabling the
service. Additionally, in the case the Deploy task is installed, a local malicious user
can trigger privilege escalation configuring a malicious server providing its own
deploy task payload. GLPI-Agent 1.7.2 contains a patch for this issue. As a
workaround, edit GLPI-Agent related key under
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal
" and add “SystemComponent” DWORD value setting it to "1" to hide GLPI-Agent
from installed applications.

2024-04-25

CVE-2024-28240

glpi-project -- glpi-
agent

IThe GLPI Agent is a generic management agent. Prior to version 1.7.2, a local user
can modify GLPI-Agent code or used DLLs to modify agent logic and even gain
higher privileges. Users should upgrade to GLPI-Agent 1.7.2 to receive a patch. As a
workaround, use the default installation folder which involves installed folder is
automatically secured by the system.

2024-04-25

CVE-2024-28241

grassroot_dicom --
grassroot_dicom

/An out-of-bounds write vulnerability exists in the
UPEG2000Codec::DecodeByStreamsCommon functionality of Mathieu Malaterre
Grassroot DICOM 3.0.23. A specially crafted DICOM file can lead to a heap buffer
overflow. An attacker can provide a malicious file to trigger this vulnerability.

2024-04-25

CVE-2024-22373

grassroot_dicom --
grassroot_dicom

A heap-based buffer overflow vulnerability exists in the LookupTable::SetLUT
functionality of Mathieu Malaterre Grassroot DICOM 3.0.23. A specially crafted
malformed file can lead to memory corruption. An attacker can provide a malicious
file to trigger this vulnerability.

2024-04-25

CVE-2024-22391

hanwha_vision_co.
| Itd. -- hrx-1620

VlIadimir Kononovich, a Security Researcher has found a flaw that allows for a
remote code execution on the DVR. An attacker could inject malicious HTTP
headers into request packets to execute arbitrary code. The manufacturer has
released patch firmware for the flaw, please refer to the manufacturer's report for
details and workarounds.

2024-04-26

CVE-2023-6095

hanwha_vision_co.
| Itd. -- hrx-1620

ITeam ENVY, a Security Research TEAM has found a flaw that allows for a remote
code execution on the camera. An attacker could inject malicious into http request
packets to execute arbitrary code. The manufacturer has released patch firmware
for the flaw, please refer to the manufacturer's report for details and workarounds.

2024-04-26

CVE-2023-6116

hanwha_vision_co.
| Itd. -- hrx-1620

Vladimir Kononovich, a Security Researcher has found a flaw that using a
inappropriate encryption logic on the DVR. firmware encryption is broken and
allows to decrypt. The manufacturer has released patch firmware for the flaw,
please refer to the manufacturer's report for details and workarounds.

2024-04-26

CVE-2023-6096

hitachi --
hitachi_ops_center
| analyzer

Session Hijacking vulnerability in Hitachi Ops Center Analyzer.This issue affects
Hitachi Ops Center Analyzer: from 10.0.0-00 before 11.0.1-00.

2024-04-23

CVE-2024-2493
hirt@hitachi.co.jp

ibm --
mq_appliance

IBM MQ Appliance 9.3 CD and LTS are vulnerable to a heap-based buffer overflow,
caused by improper bounds checking. A remote authenticated attacker could
overflow a buffer and execute arbitrary code on the system or cause the server to
crash. IBM X-Force ID: 283137.

2024-04-27

CVE-2024-25048
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High Vulnerabilities

S

including data disclosure and enabling attackers to impersonate users. This issue
affects MongoDB Compass versions 1.35.0 to 1.42.0.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
IThe WP SMTP plugin for WordPress is vulnerable to SQL Injection via the 'search’
parameter in versions 1.2 to 1.2.6 due to insufficient escaping on the user supplied
jack-kitterhing --  [parameter and lack of sufficient preparation on the existing SQL query. This makes CVE-2024-1789
. . . . . 2024-04-26 7.2 [ —
wp_smtp it possible for authenticated attackers, with administrator-level access and above, -
to append additional SQL queries into already existing queries that can be used to
extract sensitive information from the database.
jacques_malgrang [Improper Privilege Management vulnerability in Jacques Malgrange Rencontre -
e -- rencontre_-  |Dating Site allows Privilege Escalation.This issue affects Rencontre - Dating Site: 2024-04-24| 9.8 |CVE-2023-51425
| dating_site from n/a through 3.10.1.
IThe Timetable and Event Schedule by MotoPress plugin for WordPress is
A vulnerable to SQL Injection via the 'events' attribute of the 'mp-timetable’
etmonsters -- ) . . . . - .
. shortcode in all versions up to, and including, 2.4.11 due to insufficient escaping on
timetable_and_ev . - . . CVE-2024-3342
— —  [the user supplied parameter and lack of sufficient preparation on the existing SQL (2024-04-27| 9.9 ———
ent_schedule_by . . . . . .
motopress query. This makes it possible for e?LfthenUcated at.tac.kers, with cont.rlb.utor-levgl
access and above, to append additional SQL queries into already existing queries
that can be used to extract sensitive information from the database.
LibreNMS is an open-source, PHP/MySQL/SNMP-based network monitoring
system. A SQL injection vulnerability in POST /search/search=packages in LibreNMS
. prior to version 24.4.0 allows a user with global read privileges to execute SQL CVE-2024-32461
librenms -- . - . -
librenms commands via the package parameter. With this vulnerability, an attacker can 2024-04-22| 7.1
exploit a SQL injection time based vulnerability to extract all data from the
database, such as administrator credentials. Version 24.4.0 contains a patch for the
vulnerability.
. LibreNMS !s an open.-source, PHP/My?QL/SNMP-basc%q ne.twork mon\ltorlr?g \ CVE-2024-32479
librenms -- system. Prior to version 24.4.0, there is improper sanitization on the ‘Service 2024-04-22| 71 -
librenms template name, which can lead to stored Cross-site Scripting. Version 24.4.0 fixes -
this vulnerability.
LibreNMS is an open-source, PHP/MySQL/SNMP-based network monitoring
system. Versions prior to 24.4.0 are vulnerable to SQL injection. The “order’
librenms -- parameter is obtained from “Srequest’. After performing a string check, the value is 2024-04-22| 7.2 CVE-2024-32480
librenms directly incorporated into an SQL statement and concatenated, resulting in a SQL -
injection vulnerability. An attacker may extract a whole database this way. Version
24.4.0 fixes the issue.
m- Denial of service condition in M-Files Server in versions before 24.4.13592.4 and CVE-2024-4056
files_corporation --jafter 23.11 (excluding 24.2 LTS) allows unauthenticated user to consume 2024-04-26| 7.5 |security@m-
m-files_server computing resources. files.com
marco,_gasi - Ism;.)r?pet'*)NeLIJtralizb?It.itoq o;/llnput GDur.irlg Web Pasge .fehner?tioTn ('Cross:itlelz
— . cripting') vulnerability in Marco Gasi Language Switcher for Transposh allows
language_switcher Reflected XSS.This issue affects Language Switcher for Transposh: from n/a through 2024-04-22) 7.1 |CVE-2024-32695
| for_transposh
1.5.9.
MCUboot is a secure bootloader for 32-bits microcontrollers. MCUboot uses a TLV
(tag-length-value) structure to represent the meta data associated with an image.
IThe TLVs themselves are divided into two sections, a protected and an unprotected
section. The protected TLV entries are included as part of the image signature to
avoid tampering. However, the code does not distinguish which TLV entries should
mcu-tools -- be protected or not, so it is possible for an attacker to add unprotected TLV entries
mcuboot that should be protected. Currently, the primary protected TLV entries should be 2024-04-26) 7.7 |CVE-2024-32883
the dependency indication, and the boot record. An injected dependency value
would primarily result in an otherwise acceptable image being rejected. A boot
record injection could allow fields in a later attestation record to include data not
intended, which could cause an image to appear to have properties that it should
not have. As a workaround, disable the boot record functionality.
mestres_do_wp -- [Improper Authentication vulnerability in Mestres do WP Checkout Mestres WP
checkout_mestres [allows Privilege Escalation.This issue affects Checkout Mestres WP: from n/a 2024-04-24| 9.8 |CVE-2023-51472
| wp through 7.1.9.7.
mestres_do_wp -- [Improper Authentication vulnerability in Mestres do WP Checkout Mestres WP
checkout_mestres |allows Accessing Functionality Not Properly Constrained by ACLs.This issue affects [2024-04-24| 8.2 |[CVE-2023-51471
| wp Checkout Mestres WP: from n/a through 7.1.9.7.
metagauss - Incorrect Default Permissions vulnerability in Metagauss RegistrationMagic allows
. . . |Accessing Functionality Not Properly Constrained by ACLs.This issue affects 2024-04-24| 7.5 |CVE-2023-23976
registrationmagic . i .
RegistrationMagic: from n/a through 5.1.9.2.
mongodb._inc -- MongoDB Compass may accePt and use insufficiently valida.ted.input from an
mongodb_compas untrusted external source. This may cause unintended application behavior, 2024-04-24| 7.1 |CVE-2024-3371
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High Vulnerabilities

-- qts

execute commands via a network. We have already fixed the vulnerability in the

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
Versions of the package mysql2 before 3.9.7 are vulnerable to Arbitrary Code CVE-2024-21511
n/a -- mysql2 Injection due to improper sanitization of the timezone parameter in the 2024-04-23| 9.8
readCodeFor function by calling a native MySQL Server date/time function.
n/a — newsletters !nsertion of Sensitive Information into Log File vulnerability in Newsletters.This 2024-04-24| 7.5 |CVE-2024-32953
issue affects Newsletters: from n/a through 4.9.5. B
/An incorrect type conversion vulnerability exists in the
offis - demtk DVP?SoftcopyVOI_PList::crea_teFromImage func_tionality of OFFIS _DCMTK 3.6.8.A 2024-04-23| 7.5 |CVE-2024-28130
specially crafted malformed file can lead to arbitrary code execution. An attacker e
can provide a malicious file to trigger this vulnerability.
patrick_posner -- [Insertion of Sensitive Information into Log File vulnerability in Patrick Posner
simply_static Simply Static.This issue affects Simply Static: from n/a through 3.1.3. 2024-04-24) 7.5 |CVE-2024-32825
pickplugins -- Exposure of Sensitive Information to an Unauthorized Actor vulnerability in
post_grid PickPlugins Post Grid.This issue affects Post Grid: from n/a through 2.2.78. 2024-04-24) 7.5 CVE-2024-32816
plechev_andrey - Improper Neutralization of Special Elements used in an SQL Command ('SQL
- Injection') vulnerability in Plechev Andrey WP-Recall.This issue affects WP-Recall: [2024-04-24| 9.3 |[CVE-2024-32709
wp-recall .
from n/a through 16.26.5.
plechev_andrey - Improper Neutralization of Special Elements used in an SQL Command ('SQL
" Injection') vulnerability in Plechev Andrey WP-Recall.This issue affects WP-Recall: |2024-04-24| 8.5 |CVE-2024-32710
wp-recall
from n/a through 16.26.5.
A crafted response from an upstream server the recursor has been configured to
powerdns -- forw.ard-re.curse to can cause a Denial of Service ||.'1 the Recuréor. The.default 2024-04-25| 7.5 |CVE-2024-25583
recursor configuration of the Recursor does not use recursive forwarding and is not D
affected.
pyload is an open-source Download Manager written in pure Python. An
oyload -- pyload authenticat.e.d user can change the download fold(?r and uplo.ad a crafteq template 2024-04-26| 9.1 |CVE-2024-32880
to the specified folder lead to remote code execution. There is no fix available at D
the time of publication.
. |An exposure of sensitive information vulnerability has been reported to affect
gnap_systems_inc. . ; . -
Media Streaming add-on. If exploited, the vulnerability could allow users to
. . compromise the security of the system via a network. We have already fixed the [2024-04-26| 9.6 |[CVE-2023-47222
media_streaming_ e . . . .
dd-on vulnerability in the following version: Media Streaming add-on 500.1.1.5 (
- 2024/01/22 ) and later
. |A'missing authentication for critical function vulnerability has been reported to
gnap_systems_inc. . . I .
affect myQNAPcloud Link. If exploited, the vulnerability could allow users with the
- - ST ) 2024-04-26| 9.9 |CVE-2024-32764
mygnapcloud_ link privilege .Iz.eve.l of some futncnonah.ty via a network. Wg have already fixed the
- vulnerability in the following version: myQNAPcloud Link 2.4.51 and later
/An OS command injection vulnerability has been reported to affect several QNAP
operating system versions. If exploited, the vulnerability could allow users to
gnap_systems_inc.|execute commands via a network. We have already fixed the vulnerability in the
- gts following versions: QTS 5.1.3.2578 build 20231110 and later QTS 4.5.4.2627 build 2024-04-26| 10 |CVE-2024-32766
20231225 and later QuTS hero h5.1.3.2578 build 20231110 and later QuTS hero
h4.5.4.2626 build 20231225 and later QuTScloud ¢5.1.5.2651 and later
A path traversal vulnerability has been reported to affect several QNAP operating
system versions. If exploited, the vulnerability could allow users to read the
anap_systems. inc. contentslof unexpected fil.e.s ar.md expose sehsitive cilata via a network. We have
N qts_ —  lalready fixed the vulnerability in the following versions: QTS 5.1.4.2596 build 2024-04-26| 8.7 |CVE-2023-51364
20231128 and later QTS 4.5.4.2627 build 20231225 and later QuTS hero
h5.1.3.2578 build 20231110 and later QuTS hero h4.5.4.2626 build 20231225 and
later QuTScloud ¢5.1.5.2651 and later
A path traversal vulnerability has been reported to affect several QNAP operating
system versions. If exploited, the vulnerability could allow users to read the
qnap__systems. inc. contents of unexpected files and expose sensitive data via a network. We have
N qts_ — lalready fixed the vulnerability in the following versions: QTS 5.1.4.2596 build 2024-04-26| 8.7 |CVE-2023-51365
20231128 and later QTS 4.5.4.2627 build 20231225 and later QuTS hero
h5.1.3.2578 build 20231110 and later QuTS hero h4.5.4.2626 build 20231225 and
later QuTScloud ¢5.1.5.2651 and later
/An incorrect authorization vulnerability has been reported to affect several QNAP
qnap_systems. inc. operating system versions. If exploited, the vulnerability could allow authenticated
N qts_ - users to bypass intended access restrictions via a network. We have already fixed |2024-04-26| 7.4 |CVE-2023-50363
the vulnerability in the following versions: QTS 5.1.6.2722 build 20240402 and later
QUTS hero h5.1.6.2734 build 20240414 and later
qnap_systems. inc. /An OS command injection vulnerability has been reported to affect several QNAP
- — |loperating system versions. If exploited, the vulnerability could allow users to 2024-04-26| 7.5 |CVE-2024-27124
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High Vulnerabilities

z/ip_gateway_sdk

hard reset is required to recover the gateway.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
following versions: QTS 5.1.3.2578 build 20231110 and later QTS 4.5.4.2627 build
20231225 and later QuTS hero h5.1.3.2578 build 20231110 and later QuUTS hero
h4.5.4.2626 build 20231225 and later QuTScloud ¢5.1.5.2651 and later
red hat -- A flaw was found when using mirror-registry to install Quay. It uses a default
. . secret, which is stored in plain-text format in one of the configuration template
mirror_registry_for|. . . h . ) CVE-2024-3622
_c[files. This issue may lead to all instances of Quay deployed using mirror-registry to |2024-04-25| 8.8
| red_hat_openshif . . . .
N have the same secret key. This flaw allows a malicious actor to craft session cookies
and as a consequence, it may lead to gaining access to the affected Quay instance.
A flaw was found when using mirror-registry to install Quay. It uses a default
red_hat -- L . . . . .
. . database secret key, which is stored in plain-text format in one of the configuration
mirror_registry_for ) . . ) . CVE-2024-3623
..[template files. This issue may lead to all instances of Quay deployed using mirror- |2024-04-25| 8.1
| red_hat_openshif| . . .
N registry to have the same database secret key. This flaw allows a malicious actor to
access sensitive information from Quay's database.
red_hat -- . , . . . R .
mirror_registry_forA flaw \.A./a.s Tound !n how Quay s .database is stored |.n.pla|n-text |n. mlrror-reglstrY CVE-2024-3624
_.lon the jinja's config.yaml file. This flaw allows a malicious actor with access to this |2024-04-25| 7.3 [
| red_hat_openshif|,. . \
" file to gain access to Quay's database.
red_hat - A flaw was found in Quay, where Quay's database is stored in plain text in mirror-
mirror_registry for[ . o 1ay, ) WV . p . CVE-2024-3625
_.|[registry on Jinja's config.yaml file. This issue leaves the possibility of a malicious 2024-04-25 7.3 ————
| red_hat_openshif . oL . , .
: actor with access to this file to gain access to Quay's Redis instance.
red hat —- A flaw was found in the ansible automation platform. An insecure WebSocket
red_hat ansible a connection was being used in installation from the Ansible rulebook EDA server. An CVE-2024-1657
-~ — |attacker that has access to any machine in the CIDR block could download all 2024-04-25| 8.1
utomation_platfor L ) . . .
rulebook data from the WebSocket, resulting in loss of confidentiality and integrity
m_2.4 for_rhel_8
of the system.
ed hat — CVE-2024-3154
red_hat openshift A flaw was found in cri-o, where an arbitrary systemd property can be injected via
co?1tain_erp latfor a Pod annotation. Any user who can create a pod with an arbitrary annotation may |2024-04-26| 7.2
» =P perform an arbitrary action on the host system.
m_3.11
red_hat -- CVE-2023-6596
red_hat_openshift |An incomplete fix was shipped for the Rapid Reset (CVE-2023-44487/CVE-2023- 2024-04-25| 7.5
|_container_platfor |39325) vulnerability for an OpenShift Containers. -
m_4.11
red_hat -- . - . L .
red_hat openshift A credentials leak vulnerability was found in the cluster monitoring operator in CVE-2024-1139
. P OCP. This issue may allow a remote attacker who has basic login credentials to 2024-04-25| 7.7
| container_platfor . . .
T 415 check the pod manifest to discover a repository pull secret.
. Improper Neutralization of Special Elements used in an SQL Command ('SQL
repute_info_syste [ .= " I . L
Injection') vulnerability in Repute info systems ARForms.This issue affects ARForms:|2024-04-24| 8.5 |CVE-2024-32706
ms -- arforms
from n/a through 6.4.
repute info svste Improper Neutralization of Input During Web Page Generation ('Cross-site
pute_into_sy Scripting') vulnerability in Repute info systems ARForms allows Reflected XSS.This (2024-04-24| 7.1 |[CVE-2024-32702
ms -- arforms ) -
issue affects ARForms: from n/a through 6.4.
repute_infosystem [Missing Authorization vulnerability in Repute Infosystems ARMember.This issue
s -- armember affects ARMember: from n/a through 4.0.28. 2024-04-24| 3.1 |CVE-2024-32948
IThe rtMedia for WordPress, BuddyPress and bbPress plugin for WordPress is
vulnerable to blind SQL Injection via the rtmedia_gallery shortcode in all versions
rtcamp -- up to, and including, 4.6.18 due to insufficient escaping on the user supplied
rtmedia_for_word parameter and lack of sufficient preparation on the existing SQL query. This makes (2024-04-23| 8.8 CVE-2024-3293
press,_buddypress |. . . . .
and bboress it possible for authenticated attackers, with contributor-level access and above, to
-and_bop append additional SQL queries into already existing queries that can be used to
extract sensitive information from the database.
Cross-Site Request Forgery (CSRF) vulnerability in Seers allows Cross-Site Scripting
SEErs = seers (XSS).This issue affects Seers: from n/a through 8.1.0. 2024-04-24| 11 CVE-2024-37789
. Malformed Device Reset Locally command classes can be sent to temporarily deny CVE-2024-3051
silabs.com -- . . ; . product-
. service to an end device. Any frames sent by the end device will not be 2024-04-26| 7.5 - .
z/ip_gateway_sdk . o security@silabs.co
acknowledged by the gateway during this time. "
ICVE-2024-3052
silabs.com -- Malformed S2 Nonce Get command classes can be sent to crash the gateway. A 2024-04-26| 7.5 product-

security@silabs.co

m
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skylab --
iiot_gateway_(igx)

IThe Skylab IGX lloT Gateway allowed users to connect to it via a limited shell
terminal (IGX). However, it was discovered that the process was running under
root privileges. This allowed the attacker to read, write, and modify any file in the
operating system by utilizing the limited shell file exec and download functions. By
replacing the /etc/passwd file with a new root user entry, the attacker was able to
breakout from the limited shell and login to a unrestricted shell with root access.
\With the root access, the attacker will be able take full control of the IloT Gateway.

2024-04-26

(=]

CVE-2024-4163
cve disclosure@te
ch.gov.sg

teamnewpipe --
newpipe

NewPipe is an Android app for video streaming written in Java. It supports
exporting and importing backups, as a way to let users move their data to a new
device effortlessly. However, in versions 0.13.4 through 0.26.1, importing a backup
file from an untrusted source could have resulted in Arbitrary Code Execution. This
is because backups are serialized/deserialized using Java's Object Serialization
Stream Protocol, which can allow constructing any class in the app, unless properly
restricted. To exploit this vulnerability, an attacker would need to build a backup
file containing the exploit, and then persuade a user into importing it. During the
import process, the malicious code would be executed, possibly crashing the app,
stealing user data from the NewPipe app, performing nasty actions through
)Android APIs, and attempting Android JVM/Sandbox escapes through
vulnerabilities in the Android OS. The attack can take place only if the user imports
@ malicious backup file, so an attacker would need to trick a user into importing a
backup file from a source they can control. The implementation details of the
malicious backup file can be independent of the attacked user or the device they
are being run on, and do not require additional privileges. All NewPipe versions
from 0.13.4 to 0.26.1 are vulnerable. NewPipe version 0.27.0 fixes the issue by
doing the following: Restrict the classes that can be deserialized when calling Java's
Object Serialization Stream Protocol, by adding a whitelist with only innocuous
data-only classes that can't lead to Arbitrary Code Execution; deprecate backups
serialized with Java's Object Serialization Stream Protocol; use JSON serialization
for all newly created backups (but still include an alternative file serialized with
Uava's Object Serialization Stream Protocol in the backup zip for backwards
compatibility); show a warning to the user when attempting to import a backup
where the only available serialization mode is Java's Object Serialization Stream
Protocol (note that in the future this serialization mode will be removed
completely).

2024-04-24

CVE-2024-32876

tenda -- 4g300

A vulnerability has been found in Tenda 4G300 1.01.42 and classified as critical.
Affected by this vulnerability is the function sub_41E858. The manipulation of the
argument GO/page leads to stack-based buffer overflow. The attack can be
launched remotely. The identifier VDB-261985 was assigned to this vulnerability.
NOTE: The vendor was contacted early about this disclosure but did not respond in
any way.

2024-04-25

CVE-2024-4166

tenda -- 4g300

A vulnerability was found in Tenda 4G300 1.01.42 and classified as critical. Affected
by this issue is the function sub_422AA4. The manipulation of the argument
year/month/day/hour/minute/second leads to stack-based buffer overflow. The
attack may be launched remotely. VDB-261986 is the identifier assigned to this
vulnerability. NOTE: The vendor was contacted early about this disclosure but did
not respond in any way.

2024-04-25

CVE-2024-4167

tenda -- 4g300

A vulnerability was found in Tenda 4G300 1.01.42. It has been classified as critical.
IThis affects the function sub_4260F0. The manipulation of the argument upfilen
leads to stack-based buffer overflow. It is possible to initiate the attack remotely.
IThe associated identifier of this vulnerability is VDB-261987. NOTE: The vendor was
contacted early about this disclosure but did not respond in any way.

2024-04-25

CVE-2024-4168

tenda -- 4g300

A vulnerability was found in Tenda 4G300 1.01.42. It has been declared as critical.
IThis vulnerability affects the function sub_42775C/sub_4279CC. The manipulation
of the argument page leads to stack-based buffer overflow. The attack can be
initiated remotely. The identifier of this vulnerability is VDB-261988. NOTE: The
vendor was contacted early about this disclosure but did not respond in any way.

2024-04-25

CVE-2024-4169

tenda -- 4g300

A vulnerability was found in Tenda 4G300 1.01.42. It has been rated as critical. This
issue affects the function sub_429A30. The manipulation of the argument list1
leads to stack-based buffer overflow. The attack may be initiated remotely. The
identifier VDB-261989 was assigned to this vulnerability. NOTE: The vendor was
contacted early about this disclosure but did not respond in any way.

2024-04-25

CVE-2024-4170

tenda -- a301

A vulnerability was found in Tenda A301 15.13.08.12_multi_TDEO1. It has been
rated as critical. This issue affects the function formAddMacfilterRule of the file
goform/setBlackRule. The manipulation of the argument devicelist leads to stack-

based buffer overflow. The attack may be initiated remotely. The exploit has been

2024-04-27

CVE-2024-4291
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disclosed to the public and may be used. The associated identifier of this
vulnerability is VDB-262223. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.
A vulnerability was found in Tenda AC8 16.03.34.09. It has been declared as critical.
IThis vulnerability affects the function R7WebsSecurityHandler of the file
goform/execCommand. The manipulation of the argument password leads to
tenda -- ac8 stack-based buffer overflow. The attack can be initiated remotely. The exploit has [2024-04-23| 8.8
been disclosed to the public and may be used. VDB-261790 is the identifier
assigned to this vulnerability. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.
A vulnerability was found in Tenda AC8 16.03.34.09. It has been rated as critical.
IThis issue affects the function formSetRebootTimer of the file
goform/SetRebootTimer. The manipulation of the argument rebootTime leads to
tenda -- ac8 stack-based buffer overflow. The attack may be initiated remotely. The exploit has |2024-04-23| 8.8
been disclosed to the public and may be used. The associated identifier of this
vulnerability is VDB-261791. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.
A vulnerability classified as critical has been found in Tenda AC8 16.03.34.09.
Affected is the function fromAdvSetMacMtuWan of the file
goform/AdvSetMacMtuWan. The manipulation of the argument CVE-2024-4066
wanMTU/wanSpeed/cloneType/mac/serviceName/serverName leads to stack-
based buffer overflow. It is possible to launch the attack remotely. The exploit has
been disclosed to the public and may be used. The identifier of this vulnerability is
VDB-261792. NOTE: The vendor was contacted early about this disclosure but did
not respond in any way.
A vulnerability, which was classified as critical, has been found in Tenda AX1803
1.0.0.1. This issue affects the function formSetSysToolDDNS of the file
goform/SetDDNSCfg. The manipulation of the argument CVE-2024-4236
serverName/ddnsUser/ddnsPwd/ddnsDomain leads to stack-based buffer
overflow. The attack may be initiated remotely. The exploit has been disclosed to
the public and may be used. The associated identifier of this vulnerability is VDB-
262127. NOTE: The vendor was contacted early about this disclosure but did not
respond in any way.
A vulnerability, which was classified as critical, was found in Tenda AX1806 1.0.0.1.
Affected is the function R7WebsSecurityHandler of the file
goform/execCommand. The manipulation of the argument password leads to
tenda -- ax1803  |stack-based buffer overflow. It is possible to launch the attack remotely. The 2024-04-26| 8.8
exploit has been disclosed to the public and may be used. The identifier of this
vulnerability is VDB-262128. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.
A vulnerability has been found in Tenda AX1806 1.0.0.1 and classified as critical.
Affected by this vulnerability is the function formSetDeviceName of the file
goform/SetOnlineDevName. The manipulation of the argument devName leads to
tenda -- ax1803  |stack-based buffer overflow. The attack can be launched remotely. The exploit has (2024-04-26| 8.8
been disclosed to the public and may be used. The identifier VDB-262129 was
assigned to this vulnerability. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.
A vulnerability was found in Tenda AX1806 1.0.0.1 and classified as critical.
Affected by this issue is the function formSetRebootTimer of the file
goform/SetRebootTimer. The manipulation of the argument rebootTime leads to
tenda -- ax1803  |stack-based buffer overflow. The attack may be launched remotely. The exploit has|{2024-04-26| 8.8
been disclosed to the public and may be used. VDB-262130 is the identifier
assigned to this vulnerability. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.
A vulnerability, which was classified as critical, has been found in Tenda G3
15.11.0.17(9502). This issue affects the function formModifyPppAuthWhiteMac of
the file /goform/ModifyPppAuthWhiteMac. The manipulation of the argument
tenda -- g3 pppoeServerWhiteMaclndex leads to stack-based buffer overflow. The attack may (2024-04-25| 8.8
be initiated remotely. The exploit has been disclosed to the public and may be
used. The associated identifier of this vulnerability is VDB-261983. NOTE: The
vendor was contacted early about this disclosure but did not respond in any way.
A vulnerability, which was classified as critical, was found in Tenda G3 CVE-2024-4165
15.11.0.17(9502). Affected is the function modifyDhcpRule of the file
goform/modifyDhcpRule. The manipulation of the argument bindDhcplindex leads
to stack-based buffer overflow. It is possible to launch the attack remotely. The

CVE-2024-4064

CVE-2024-4065

tenda -- ac8 2024-04-23| 8.8

tenda -- ax1803 2024-04-26| 8.8

CVE-2024-4237

CVE-2024-4238

CVE-2024-4239

CVE-2024-4164

tenda -- g3 2024-04-25| 8.8
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exploit has been disclosed to the public and may be used. The identifier of this
vulnerability is VDB-261984. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.
A vulnerability, which was classified as critical, has been found in Tenda i21
1.0.0.14(4656). Affected by this issue is the function formQosManageDouble_user. CVE-2024-4245
IThe manipulation of the argument ssidIndex leads to stack-based buffer overflow. 2024-04-27| 8.8
IThe attack may be launched remotely. The identifier of this vulnerability is VDB- -
262136. NOTE: The vendor was contacted early about this disclosure but did not
respond in any way.
A vulnerability, which was classified as critical, was found in Tenda i21
1.0.0.14(4656). This affects the function formQosManageDouble_auto. The CVE-2024-4246
manipulation of the argument ssidindex leads to stack-based buffer overflow. It is
possible to initiate the attack remotely. The identifier VDB-262137 was assigned to
this vulnerability. NOTE: The vendor was contacted early about this disclosure but
did not respond in any way.
A vulnerability has been found in Tenda i21 1.0.0.14(4656) and classified as critical.
IThis vulnerability affects the function formQosManage_auto. The manipulation of CVE-2024-4247
the argument ssidIndex leads to stack-based buffer overflow. The attack can be
initiated remotely. VDB-262138 is the identifier assigned to this vulnerability.
NOTE: The vendor was contacted early about this disclosure but did not respond in
any way.
A vulnerability was found in Tenda i21 1.0.0.14(4656) and classified as critical. This
issue affects the function formQosManage_user. The manipulation of the CVE-2024-4248
argument ssidIndex leads to stack-based buffer overflow. The attack may be 2024-04-27| 8.8
initiated remotely. The associated identifier of this vulnerability is VDB-262139. -
NOTE: The vendor was contacted early about this disclosure but did not respond in
any way.
A vulnerability was found in Tenda i21 1.0.0.14(4656). It has been classified as
critical. Affected is the function formwrlSSIDget of the file /goform/wifiSSIDget.
IThe manipulation of the argument ssidIindex leads to stack-based buffer overflow.
tenda --i21 It is possible to launch the attack remotely. The exploit has been disclosed to the |2024-04-27| 8.8
public and may be used. The identifier of this vulnerability is VDB-262140. NOTE:
IThe vendor was contacted early about this disclosure but did not respond in any
way.
A vulnerability was found in Tenda i21 1.0.0.14(4656). It has been declared as
critical. Affected by this vulnerability is the function formwrlSSIDset of the file
goform/wifiSSIDset. The manipulation of the argument ssidindex leads to stack-
tenda -- 21 based buffer overflow. The attack can be launched remotely. The exploit has been (2024-04-27| 8.8
disclosed to the public and may be used. The identifier VDB-262141 was assigned
to this vulnerability. NOTE: The vendor was contacted early about this disclosure
but did not respond in any way.
A vulnerability was found in Tenda i21 1.0.0.14(4656). It has been rated as critical.
Affected by this issue is the function fromDhcpSetSer of the file
goform/DhcpSetSe. The manipulation of the argument CVE-2024-4251
dhcpStartlp/dhcpEndlp/dhcpGw/dhcpMask/dhcplLeaseTime/dhcpDns1/dhcpDns2
leads to stack-based buffer overflow. The attack may be launched remotely. The
exploit has been disclosed to the public and may be used. VDB-262142 is the
identifier assigned to this vulnerability. NOTE: The vendor was contacted early
about this disclosure but did not respond in any way.
A vulnerability classified as critical has been found in Tenda i22 1.0.0.3(4687). This
affects the function formSetUrlFilterRule. The manipulation of the argument
tenda --i21 grouplindex leads to stack-based buffer overflow. It is possible to initiate the attack |2024-04-27| 8.8
remotely. The associated identifier of this vulnerability is VDB-262143. NOTE: The
vendor was contacted early about this disclosure but did not respond in any way.
A vulnerability was found in Tenda TX9 22.03.02.10. It has been rated as critical.
Affected by this issue is the function sub_42BD7C of the file /goform/SetLEDCfg. CVE-2024-4111
IThe manipulation of the argument time leads to stack-based buffer overflow. The
attack may be launched remotely. The exploit has been disclosed to the public and
may be used. VDB-261854 is the identifier assigned to this vulnerability. NOTE: The
vendor was contacted early about this disclosure but did not respond in any way.
A vulnerability classified as critical has been found in Tenda TX9 22.03.02.10. This
affects the function sub_42CB94 of the file /goform/SetVirtualServerCfg. The
tenda -- tx9 manipulation of the argument list leads to stack-based buffer overflow. It is 2024-04-24| 8.8
possible to initiate the attack remotely. The exploit has been disclosed to the
public and may be used. The associated identifier of this vulnerability is VDB-

tenda --i21

tenda -- 21 2024-04-27| 8.8

tenda -- i21 2024-04-27| 8.8

tenda --i21

CVE-2024-4249

CVE-2024-4250

tenda - i21 2024-04-27| 8.8

CVE-2024-4252

tenda -- tx9 2024-04-24| 8.8

CVE-2024-4112



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4245&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4245
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4246&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4246
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4247&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4247
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4248&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4248
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4249&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4249
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4250&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4250
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4251&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4251
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4252&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4252
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4111&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4111
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4112&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4112

High Vulnerabilities

Primary

Vendor -- Product

Description

Published

CVSS
Score

Source & Patch

Info

261855. NOTE: The vendor was contacted early about this disclosure but did not
respond in any way.

tenda -- tx9

A vulnerability classified as critical was found in Tenda TX9 22.03.02.10. This
vulnerability affects the function sub_42DA4DC of the file /goform/SetSysTimeCfg.
IThe manipulation of the argument time leads to stack-based buffer overflow. The
attack can be initiated remotely. The exploit has been disclosed to the public and
may be used. The identifier of this vulnerability is VDB-261856. NOTE: The vendor
was contacted early about this disclosure but did not respond in any way.

2024-04-24

CVE-2024-4113

tenda -- tx9

A vulnerability, which was classified as critical, has been found in Tenda TX9
22.03.02.10. This issue affects the function sub_42C014 of the file

goform/PowerSaveSet. The manipulation of the argument time leads to stack-
based buffer overflow. The attack may be initiated remotely. The exploit has been
disclosed to the public and may be used. The identifier VDB-261857 was assigned
to this vulnerability. NOTE: The vendor was contacted early about this disclosure
but did not respond in any way.

2024-04-24

CVE-2024-4114

tenda -- wl5e

A vulnerability, which was classified as critical, was found in Tenda W15E
15.11.0.14. Affected is the function formAddDnsForward of the file

goform/AddDnsForward. The manipulation of the argument DnsForwardRule
leads to stack-based buffer overflow. It is possible to launch the attack remotely.
IThe exploit has been disclosed to the public and may be used. VDB-261858 is the
identifier assigned to this vulnerability. NOTE: The vendor was contacted early
about this disclosure but did not respond in any way.

2024-04-24

CVE-2024-4115

tenda -- wl5e

A vulnerability has been found in Tenda W15E 15.11.0.14 and classified as critical.
Affected by this vulnerability is the function formDelDhcpRule of the file

goform/DelDhcpRule. The manipulation of the argument delDhcpindex leads to
stack-based buffer overflow. The attack can be launched remotely. The exploit has
been disclosed to the public and may be used. The associated identifier of this
vulnerability is VDB-261859. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.

2024-04-24

CVE-2024-4116

tenda -- wl5e

A vulnerability was found in Tenda W15E 15.11.0.14 and classified as critical.
Affected by this issue is the function formDelPortMapping of the file

goform/DelPortMapping. The manipulation of the argument portMappingindex
leads to stack-based buffer overflow. The attack may be launched remotely. The
exploit has been disclosed to the public and may be used. The identifier of this
vulnerability is VDB-261860. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.

2024-04-24

CVE-2024-4117

tenda -- wil5e

A vulnerability was found in Tenda W15E 15.11.0.14. It has been classified as
critical. This affects the function formIPMacBindAdd of the file

goform/addipMacBind. The manipulation of the argument IPMacBindRule leads
to stack-based buffer overflow. It is possible to initiate the attack remotely. The
exploit has been disclosed to the public and may be used. The identifier VDB-
261861 was assigned to this vulnerability. NOTE: The vendor was contacted early
about this disclosure but did not respond in any way.

2024-04-24

CVE-2024-4118

tenda -- wl5e

A vulnerability was found in Tenda W15E 15.11.0.14. It has been declared as
critical. This vulnerability affects the function formIPMacBindDel of the file

goform/dellpMacBind. The manipulation of the argument IPMacBindIndex leads
to stack-based buffer overflow. The attack can be initiated remotely. The exploit
has been disclosed to the public and may be used. VDB-261862 is the identifier
assigned to this vulnerability. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.

2024-04-24

CVE-2024-4119

tenda -- wil5e

A vulnerability was found in Tenda W15E 15.11.0.14. It has been rated as critical.
IThis issue affects the function formIPMacBindModify of the file

goform/modifylpMacBind. The manipulation of the argument
IPMacBindRuleld/IPMacBindRulelp/IPMacBindRuleMac/IPMacBindRuleRemark
leads to stack-based buffer overflow. The attack may be initiated remotely. The
exploit has been disclosed to the public and may be used. The associated identifier
of this vulnerability is VDB-261863. NOTE: The vendor was contacted early about
this disclosure but did not respond in any way.

2024-04-24

CVE-2024-4120

tenda -- wl5e

A vulnerability classified as critical has been found in Tenda W15E 15.11.0.14.
Affected is the function formQOSRuleDel. The manipulation of the argument
qosIindex leads to stack-based buffer overflow. It is possible to launch the attack
remotely. The identifier of this vulnerability is VDB-261864. NOTE: The vendor was
contacted early about this disclosure but did not respond in any way.

2024-04-24

CVE-2024-4121

tenda -- wl5e

A vulnerability classified as critical was found in Tenda W15E 15.11.0.14. Affected

by this vulnerability is the function formSetDebugCfg of the file

2024-04-24

CVE-2024-4122
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4118
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goform/setDebugCfg. The manipulation of the argument enable/level/module
leads to stack-based buffer overflow. The attack can be launched remotely. The
exploit has been disclosed to the public and may be used. The identifier VDB-
261865 was assigned to this vulnerability. NOTE: The vendor was contacted early
about this disclosure but did not respond in any way.

tenda -- wl5e

A vulnerability, which was classified as critical, has been found in Tenda W15E
15.11.0.14. Affected by this issue is the function formSetPortMapping of the file

goform/SetPortMapping. The manipulation of the argument
portMappingServer/portMappingProtocol/portMappingWan/porMappingtinternal

portMappingExternal leads to stack-based buffer overflow. The attack may be
launched remotely. The exploit has been disclosed to the public and may be used.
\VDB-261866 is the identifier assigned to this vulnerability. NOTE: The vendor was
contacted early about this disclosure but did not respond in any way.

2024-04-24

CVE-2024-4123

tenda -- wl5e

A vulnerability, which was classified as critical, was found in Tenda W15E
15.11.0.14. This affects the function formSetRemoteWebManage of the file

goform/SetRemoteWebManage. The manipulation of the argument remotelP
leads to stack-based buffer overflow. It is possible to initiate the attack remotely.
IThe exploit has been disclosed to the public and may be used. The associated
identifier of this vulnerability is VDB-261867. NOTE: The vendor was contacted
early about this disclosure but did not respond in any way.

2024-04-24

CVE-2024-4124

tenda -- wl5e

A vulnerability has been found in Tenda W15E 15.11.0.14 and classified as critical.
IThis vulnerability affects the function formSetStaticRoute of the file

goform/setStaticRoute. The manipulation of the argument staticRoutelndex leads
to stack-based buffer overflow. The attack can be initiated remotely. The exploit
has been disclosed to the public and may be used. The identifier of this
vulnerability is VDB-261868. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.

2024-04-24

CVE-2024-4125

tenda -- wl5e

A vulnerability was found in Tenda W15E 15.11.0.14 and classified as critical. This
issue affects the function formSetSysTime of the file /goform/SetSysTimeCfg. The
manipulation of the argument manualTime leads to stack-based buffer overflow.
IThe attack may be initiated remotely. The exploit has been disclosed to the public
and may be used. The identifier VDB-261869 was assigned to this vulnerability.
NOTE: The vendor was contacted early about this disclosure but did not respond in
any way.

2024-04-24

CVE-2024-4126

tenda -- wl5e

A vulnerability was found in Tenda W15E 15.11.0.14. It has been classified as
critical. Affected is the function guestWifiRuleRefresh. The manipulation of the
argument qosGuestDownstream leads to stack-based buffer overflow. It is possible
to launch the attack remotely. VDB-261870 is the identifier assigned to this
vulnerability. NOTE: The vendor was contacted early about this disclosure but did
not respond in any way.

2024-04-24

CVE-2024-4127

tenda -- w30e

A vulnerability classified as critical has been found in Tenda W30E 1.0/1.0.1.25.
IAffected is the function fromWizardHandle of the file /goform/WizardHandle. The
manipulation of the argument PPW leads to stack-based buffer overflow. It is
possible to launch the attack remotely. The exploit has been disclosed to the public
and may be used. VDB-261990 is the identifier assigned to this vulnerability. NOTE:
IThe vendor was contacted early about this disclosure but did not respond in any
way.

2024-04-25

CVE-2024-4171

tenda -- w9

A vulnerability was found in Tenda W9 1.0.0.7(4456). It has been classified as
critical. This affects the function formQosManageDouble_user. The manipulation
of the argument ssidIndex leads to stack-based buffer overflow. It is possible to
initiate the attack remotely. The associated identifier of this vulnerability is VDB-
262131. NOTE: The vendor was contacted early about this disclosure but did not
respond in any way.

2024-04-26

CVE-2024-4240

tenda -- w9

A vulnerability was found in Tenda W9 1.0.0.7(4456). It has been declared as
critical. This vulnerability affects the function formQosManageDouble_auto. The
manipulation of the argument ssidindex leads to stack-based buffer overflow. The
attack can be initiated remotely. The identifier of this vulnerability is VDB-262132.
NOTE: The vendor was contacted early about this disclosure but did not respond in
any way.

2024-04-26

CVE-2024-4241

tenda -- w9

A vulnerability was found in Tenda W9 1.0.0.7(4456). It has been rated as critical.

IThis issue affects the function formwrlSSIDget of the file /goform/wifiSSIDget. The
manipulation of the argument ssidindex leads to stack-based buffer overflow. The
attack may be initiated remotely. The exploit has been disclosed to the public and

may be used. The identifier VDB-262133 was assigned to this vulnerability. NOTE:

2024-04-26

CVE-2024-4242
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IThe vendor was contacted early about this disclosure but did not respond in any
way.
A vulnerability classified as critical has been found in Tenda W9 1.0.0.7(4456).
Affected is the function formwrlSSIDset of the file /goform/wifiSSIDset. The
. . . . CVE-2024-4243
manipulation of the argument ssidindex leads to stack-based buffer overflow. It is
tenda -- w9 possible to launch the attack remotely. The exploit has been disclosed to the public|2024-04-26| 8.8
and may be used. VDB-262134 is the identifier assigned to this vulnerability. NOTE:
IThe vendor was contacted early about this disclosure but did not respond in any
way.
A vulnerability classified as critical was found in Tenda W9 1.0.0.7(4456). Affected
by this vulnerability is the function fromDhcpSetSer of the file
goform/DhcpSetSer. The manipulation of the argument CVE-2024-4244
dhcpStartlp/dhcpEndlp/dhcpGw/dhcpMask/dhcpleaseTime/dhcpDns1/dhcpDns2
tenda - w9 leads to stack-based buffer overflow. The attack can be launched remotely. The 2024-04-26| 8.8
exploit has been disclosed to the public and may be used. The associated identifier
of this vulnerability is VDB-262135. NOTE: The vendor was contacted early about
this disclosure but did not respond in any way.
themehigh -- Exposure of Sensitive Information to an Unauthorized Actor vulnerability in
email_customizer_|[ThemeHigh Email Customizer for WooCommerce.This issue affects Email 2024-04-24| 7.5 |CVE-2024-32781
for_woocommerce|Customizer for WooCommerce: from n/a through 2.6.0.
IThe Product Addons & Fields for WooCommerce plugin for WordPress is vulnerable
themeisle -- to arbitrary file uploads due to missing file type validation in the ppom_upload_file
product_addons &function in all versions up to, and including, 32.0.18. This makes it possible for CVE-2024-3962
. - — lunauthenticated attackers to upload arbitrary files on the affected site's server 2024-04-26| 9.8
| fields_for_wooco . . . L .
merce which may make remote code execution possible. Successful exploitation requires
the PPOM Pro plugin to be installed along with a WooCommerce product that
contains a file upload field to retrieve the correct nonce.
tribulant -- Unrestricted Upload of File with Dangerous Type vulnerability in Tribulant
newsletters Newsletters.This issue affects Newsletters: from n/a through 4.9.5. 2024-04-24| 9.1 |CVE-2024-32954
unlimited_element
S -- Unrestricted Upload of File with Dangerous Type vulnerability in Unlimited
unlimited_element|Elements Unlimited Elements For Elementor (Free Widgets, Addons, Templates)
s_for_elementor_( [allows Upload a Web Shell to a Web Server.This issue affects Unlimited Elements 2024-04-24) 39 |CVE-2023-31090
free_widgets_addol|For Elementor (Free Widgets, Addons, Templates): from n/a through 1.5.60.
ns_templates)
valvepre.ss -- Cross-Site Reque.st Forgery (CSRF) vulnerability in ValvePress Automatic.This issue 2024-04-22| 7.6 |CVE-2024-32693
automatic affects Automatic: from n/a before 3.93.0. .
vinoth06. -- Exposure of Sensitive Information to an Unauthorized Actor vulnerability in
frontend_dashboa |[vinoth06. Frontend Dashboard.This issue affects Frontend Dashboard: from n/a 2024-04-24| 7.5 |CVE-2024-32726
rd through 2.2.2.
webangon -- Cross-Site Request Forgery (CSRF) vulnerability in Webangon The Pack Elementor
the_pack_element jaddons allows Cross-Site Scripting (XSS).This issue affects The Pack Elementor 2024-04-24| 7.1 |CVE-2024-32785
or_addons addons: from n/a through 2.0.8.3.
webkul_software -
- Unauthenticated file upload allows remote code execution. This issue affects 2024-04-25| 10 CVE-2024-0916
uvdesk_communit [UvDesk Community: from 1.0.0 through 1.1.3. =
y
wp -- dx- Cross-Site Request Forgery (CSRF) vulnerability in ??WP DX-Watermark.This issue
watermark affects DX-Watermark: from n/a through 1.0.4. 2024-04-25| 2.6 CVE-2024-30560
rc\;gi_:u;/s“user or Improper Authentication vulnerability in wp-buy Login as User or Customer (User
- - — — |Switching) allows Privilege Escalation.This issue affects Login as User or Customer |2024-04-25| 9.8 |CVE-2023-51484
customer_{user_s (User Switching): from n/a through 3.8
witching) ) o
;{vf—la?t" v;/p— b Unrestricted Upload of File with Dangerous Type vulnerability in WP Lab WP-Lister 2024-04-24| 91 |CVE-2024-32836
;S er_fite_tor_eba Lite for eBay.This issue affects WP-Lister Lite for eBay: from n/a through 3.5.11. had el e
/An issue was discovered in Logpoint before 7.1.1. Template injection was seen in
the search template. The search template uses jinja templating for generating
N/A -- N/A dynamic data. This could be abused to achieve code execution. Any user with 2024-04-27| 8.4 |CVE-2022-48684
access to create a search template can leverage this to execute code as the
loginspect user.
N/A -- N/A /An issue was discovered in Logpoint 7.1 before 7.1.2. The daily executed cron file
clean_secbi_old_logs is writable by all users and is executed as root, leading to 2024-04-27| 7.7 |CVE-2022-48685
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High Vulnerabilities

data) request. When the aiohttp server processes it, the server will enter an infinite

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
N/A -- N/A /An issue was discovered in Veritas Backup Exec before 22.2 HotFix 917391. The

Backup Exec Deduplication Multi-threaded Streaming Agent can be leveraged to  [2024-04-26| 7.7 |[CVE-2024-33671

perform arbitrary file deletion on protected files.

N/A -- N/A An issue was discovered in Veritas NetBackup before 10.4. The Multi-Threaded

Agent used in NetBackup can be leveraged to perform arbitrary file deletion on 2024-04-26| 7.7 |CVE-2024-33672

protected files.

N/A - N/A An issue was discovered in Veritas Backup Exec before 22.2 HotFix 917391. 2024-04-26] 7.8 |CVE-2024-33673

Improper access controls allow for DLL Hijacking in the Windows DLL Search path. e == =

Improper Neutralization of Special Elements used in an SQL Command ('SQL
8theme -- xstore |Injection') vulnerability in 8theme XStore allows SQL Injection.This issue affects 2024-04-29| 9.3 |CVE-2024-33559

XStore: from n/a through 9.3.5.

Improper Neutralization of Input During Web Page Generation ('Cross-site
8theme -- xstore  |Scripting') vulnerability in 8theme XStore allows Reflected XSS.This issue affects 2024-04-29| 7.1 |CVE-2024-33562

XStore: from n/a through 9.3.5.
stheme —- Improper Neutralization of Special Elements used in an SQL Command ('SQL
store core Injection') vulnerability in 8theme XStore Core allows SQL Injection.This issue 2024-04-29| 9.3 |CVE-2024-33551

- affects XStore Core: from n/a through 5.3.5.
8theme -- Deserialization of Untrusted Data vulnerability in 8theme XStore Core.This issue
Xstore_core affects XStore Core: from n/a through 5.3.5. 2024-04-23| 9 [CVE-2024-33553
stheme —- Improper Neutralization of Input During Web Page Generation ('Cross-site

Scripting') vulnerability in 8theme XStore Core allows Reflected XSS.This issue 2024-04-29| 7.1 |CVE-2024-33554
xstore_core .

- affects XStore Core: from n/a through 5.3.5.

Improper Neutralization of Special Elements used in an SQL Command ('SQL
aa-team -- wzone |Injection') vulnerability in AA-Team WZone allows SQL Injection.This issue affects |2024-04-29| 9.3 |CVE-2024-33544

\WZone: from n/a through 14.0.10.

Improper Neutralization of Special Elements used in an SQL Command ('SQL
aa-team -- wzone |Injection') vulnerability in AA-Team WZone allows SQL Injection.This issue affects [2024-04-29| 9.6 |[CVE-2024-33546

\WZone: from n/a through 14.0.10.

Improper Neutralization of Input During Web Page Generation ('Cross-site
aa-team -- wzone [Scripting') vulnerability in AA-Team WZone allows Reflected XSS.This issue affects |2024-04-29| 7.1 |CVE-2024-33548

\WZone: from n/a through 14.0.10.

Adive Framework 2.0.8, does not sufficiently encode user-controlled inputs, CVE-2024-4336
adive -- resulting in a persistent Cross-Site Scripting (XSS) vulnerability via the 2024-04-30| 7.6 cve-
adive_framework |/adive/admin/tables/add, in multiple parameters. An attacker could retrieve the —= |coordination@inci

session details of an authenticated user. lbe.es
dive — Adive.Fra‘meworklz.O.S, does ngt suffi.cigntly encode user-FQntrplled inputs, CVE-2024-4337
adive framework reSL.JItlng in f_“ persistent .Cross-S.lte Scripting (XSS) vglnerablllty Yla the 2024-04-30| 7.6 cve- o o

- adive/admin/nav/add, in multiple parameters. This vulnerability allows an coordination@inci
attacker to retrieve the session details of an authenticated user. lbe.es

Acrobat Reader versions 20.005.30539, 23.008.20470 and earlier are affected by a
adobe -- Use After Free vulnerability that cpuIFI result |.n grbltrary cpde execgnon m.theA 2024-05-02| 7.8 |CVE-2024-30301
acrobat_reader  [context of the current user. Exploitation of this issue requires user interaction in .

that a victim must open a malicious file.

/Acrobat Reader versions 20.005.30539, 23.008.20470 and earlier are affected by a
adobe -- Use After Free vulnerability that CF’UIFI result |'n grbltrary cpde execgnon m.the' 2024-05-02| 7.8 |CVE-2024-30303
acrobat_reader  |context of the current user. Exploitation of this issue requires user interaction in e

that a victim must open a malicious file.

/Acrobat Reader versions 20.005.30539, 23.008.20470 and earlier are affected by a
adobe -- Use After Free vulnerability that c.ouIFI result |.n jdrb|trary cF)de execytlon |n.the. 2024-05-02| 7.8 |CVE-2024-30304
acrobat_reader  |context of the current user. Exploitation of this issue requires user interaction in .

that a victim must open a malicious file.

/Acrobat Reader versions 20.005.30539, 23.008.20470 and earlier are affected by a
adobe -- Use After Free vulnerability that c.oulfi result |.n _arbltrary c_ode execgtlon |n'the. 2024-05-02| 7.8 |CVE-2024-30305
acrobat_reader  [context of the current user. Exploitation of this issue requires user interaction in Y

that a victim must open a malicious file.

Acrobat Reader versions 20.005.30539, 23.008.20470 and earlier are affected by

an out-of-bounds read vulnerability when parsing a crafted file, which could result
adobe -- inaread pa.st the end .o_f an allocated mem_ory structure. An attacker could 2024-05-02| 7.8 |CVE-2024-30306
acrobat_reader  |[leverage this vulnerability to execute code in the context of the current user. Y

Exploitation of this issue requires user interaction in that a victim must open a

malicious file.

aiohttp is an asynchronous HTTP client/server framework for asyncio and Python. CVE-2024-30251
aio-libs -- aiohttp |[In affected versions an attacker can send a specially crafted POST (multipart/form- |2024-05-02| 7.5
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High Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

loop and be unable to process any further requests. An attacker can stop the
application from serving requests after sending a single request. This issue has
been addressed in version 3.9.4. Users are advised to upgrade. Users unable to
upgrade may manually apply a patch to their systems. Please see the linked GHSA
for instructions.

algoritmika --
customer_email_v
erification_for_wo
ocommerce

IThe Customer Email Verification for WooCommerce plugin for WordPress is
vulnerable to Email Verification and Authentication Bypass in all versions up to,
and including, 2.7.4 via the use of insufficiently random activation code. This makes
it possible for unauthenticated attackers to bypass the email verification, and if
both the "Login the user automatically after the account is verified" and "Verify
account for current users" options are checked, then it potentially makes it
possible for attackers to bypass authentication for other users.

2024-04-30

CVE-2024-4185

alimir -- wp_ulike_-
| most_advanced_
wordpress_market
ing_toolkit

IThe WP ULike - Most Advanced WordPress Marketing Toolkit plugin for WordPress
is vulnerable to SQL Injection via the 'status' and 'id' attributes of the
'wp_ulike_counter' and 'wp_ulike' shortcodes in all versions up to, and including,
4.6.9 due to insufficient escaping on the user supplied parameter and lack of
sufficient preparation on the existing SQL query. This makes it possible for
authenticated attackers, with contributor-level access and above, to append
additional SQL queries into already existing queries that can be used to extract
sensitive information from the database.

2024-05-02

CVE-2024-1797

apache_software_f
oundation --
apache_activemq

In Apache ActiveMQ 6.x, the default configuration doesn't secure the APl web
context (where the Jolokia JMX REST APl and the Message REST API are located). It
means that anyone can use these layers without any required authentication.
Potentially, anyone can interact with the broker (using Jolokia JMX REST API)
and/or produce/consume messages or purge/delete destinations (using the
Message REST API). To mitigate, users can update the default conf/jetty.xml
configuration file to add authentication requirement: <bean
id="securityConstraintMapping"
class="org.eclipse.jetty.security.ConstraintMapping"> <property
name="constraint" ref="securityConstraint" /> <property name="pathSpec"
value="/" /> </bean> Or we encourage users to upgrade to Apache ActiveMQ 6.1.2
where the default configuration has been updated with authentication by default.

2024-05-02

CVE-2024-32114
security@apache.o
rg

apollographgl --
router

Apollo Router is a configurable, graph router written in Rust to run a federated
supergraph that uses Apollo Federation 2. The affected versions of Apollo Router
contain a bug that in limited circumstances, could lead to unexpected operations
being executed which can result in unintended data or effects. This only affects
Router instances configured to use distributed query plan caching. The root cause
of this defect is a bug in Apollo Router's cache retrieval logic: When this defect is
present and distributed query planning caching is enabled, asking the Router to
execute an operation (whether it is a query, a mutation, or a subscription) may
result in an unexpected variation of that operation being executed or the
generation of unexpected errors. The issue stems from inadvertently executing a
modified version of a previously executed operation, whose query plan is stored in
the underlying cache (specifically, Redis). Depending on the type of the operation,
the result may vary. For a query, results may be fetched that don't match what was
requested (e.g., rather than running “fetchUsers(type: ENTERPRISE)" the Router
may run ‘fetchUsers(type: TRIAL)". For a mutation, this may result in incorrect
mutations being sent to underlying subgraph servers (e.g., rather than sending
"deleteUser(id: 10)" to a subgraph, the Router may run ‘deleteUser(id: 12)". Users
who are using distributed query plan caching, are advised to either upgrade to
version 1.45.1 or above or downgrade to version 1.43.2 of the Apollo Router.
Apollo Router versions 1.44.0 or 1.45.0 are not recommended for use and have
been withdrawn. Users unable to upgrade can disable distributed query plan
caching to mitigate this issue.

2024-05-02

1o

CVE-2024-32971

armorx_ --
armorx_app

ArmorX Android APP's multi-factor authentication (MFA) for the login function is
not properly implemented. Remote attackers who obtain user credentials can
bypass MFA, allowing them to successfully log into the APP.

2024-04-29

CVE-2024-4303

averta --
shortcodes_and_e
xtra_features_for_
phlox_theme

IThe Shortcodes and extra features for Phlox theme plugin for WordPress is
vulnerable to PHP Object Injection in all versions up to, and including, 2.15.2 via
deserialization of untrusted input from the vulnerable 'id' parameter in the
'auxin_template_control_importer' function. This makes it possible for
authenticated attackers able to upload a separate PHAR payload as an image file to
inject a PHP Object, though the action itself is available to subscribers. No POP
chain is present in the vulnerable plugin. If a POP chain is present via an additional
plugin or theme installed on the target system, it could allow the attacker to delete
arbitrary files, retrieve sensitive data, or execute code.

2024-05-02

CVE-2023-7064
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High Vulnerabilities

codebard's_patron

Scripting') vulnerability in CodeBard CodeBard's Patron Button and Widgets for

Primary L. . CVSS | Source & Patch
Description Published
Vendor -- Product P ubl Score Info
IThe Event Monster - Event Management, Tickets Booking, Upcoming Event plugin
. for WordPress is vulnerable to PHP Object Injection in all versions up to, and
awordpresslife -- |, . . . . .
event monster - including, 1.3.4 via deserialization via shortcode of untrusted input from a custom
- — |meta value. This makes it possible for authenticated attackers, with contributor CVE-2024-1895
| event_manageme . . . . 2024-04-30| 7.5 7 —
. . _[access and above, to inject a PHP Object. No POP chain is present in the vulnerable
nt_tickets_booking h o . . . .
. plugin. If a POP chain is present via an additional plugin or theme installed on the
| upcoming_event . . ) . -
target system, it could allow the attacker to delete arbitrary files, retrieve sensitive
data, or execute code.
IThe Grid Gallery - Photo Image Grid Gallery plugin for WordPress is vulnerable to
. PHP Object Injection in all versions up to, and including, 1.4.3 via deserialization via
awordpresslife -- . . . .
rid gallery - shortcode of untrusted input from the awl_gg_settings_ meta value. This makes it CVE-2024-1897
e hgfo im\;_e i possible for authenticated attackers, with contributor access and above, to inject a [2024-05-02| 7.5 —
P -!mage_g PHP Object. No POP chain is present in the vulnerable plugin. If a POP chain is
d_gallery . L. . . .
present via an additional plugin or theme installed on the target system, it could
allow the attacker to delete arbitrary files, retrieve sensitive data, or execute code.
awordpresslife --  [The Photo Gallery - Responsive Photo Gallery, Image Gallery, Portfolio Gallery,
photo_gallery - |Logo Gallery And Team Gallery plugin for WordPress is vulnerable to PHP Object
| responsive_photo|njection in all versions up to, and including, 1.4.1 via deserialization via shortcode
| gallery, image_g [of untrusted input from the 'awl_lg_settings ' attribute. This makes it possible for CVE-2024-1896
g ) ) - - ' |2024-05-02| 7.5
allery, portfolio_g |authenticated attackers, with contributor access and above, to inject a PHP Object.
allery, logo_galler [No POP chain is present in the vulnerable plugin. If a POP chain is present via an
y_and_team_gallerjadditional plugin or theme installed on the target system, it could allow the
y attacker to delete arbitrary files, retrieve sensitive data, or execute code.
sagemaker-python-sdk is a library for training and deploying machine learning
models on Amazon SageMaker. The
sagemaker.base_deserializers.NumpyDeserializer module before v2.218.0 allows
potentially unsafe deserialization when untrusted data is passed as pickled object
aws -- sagemaker- |arrays. This consequently may allow an unprivileged third party to cause remote CVE-2024-34072
) . : . R ‘ ) 2024-05-03| 7.8
python-sdk code execution, denial of service, affecting both confidentiality and integrity. Users
are advised to upgrade to version 2.218.0. Users unable to upgrade should not pass
pickled numpy object arrays which originated from an untrusted source, or that
could have been tampered with. Only pass pickled numpy object arrays from
trusted sources.
sagemaker-python-sdk is a library for training and deploying machine learning
models on Amazon SageMaker. In affected versions the capture_dependencies
function in “sagemaker.serve.save_retrive.version_1_0_0.save.utils" module allows
for potentially unsafe Operating System (OS) Command Injection if inappropriate
command is passed as the "requirements_path" parameter. This consequently may CVE-2024-34073
aws -- sagemaker- . . . . .
thon-sdk allow an unprivileged third party to cause remote code execution, denial of service,[2024-05-03| 7.8
Py affecting both confidentiality and integrity. This issue has been addressed in
version 2.214.3. Users are advised to upgrade. Users unable to upgrade should not
override the "requirements_path" parameter of capture_dependencies function in
‘sagemaker.serve.save_retrive.version_1_0_0.save.utils’, and instead use the
default value.
- R . . CVE-2024-4466
centros digitales - SQL injection vulnerability in Gescen on the centrosdigitales.net platform. This —cve—
- vulnerability allows an attacker to send a specially crafted SQL query to the pass 2024-05-03| 9.8 | .. .. -
gescen . - coordination@inci
parameter and retrieve all the data stored in the database.
be.es
A vulnerability in the web-based management interface of Cisco IP Phone firmware
cisco - could allow an unauthenticated, remote attacker to cause an affected device to
cisco ip bhones reload, resulting in a DoS condition. This vulnerability is due to insufficient CVE-2024-20376
L p_p. — |validation of user-supplied input. An attacker could exploit this vulnerability by 2024-05-01| 7.5 |yvkramarz@cisco.co
with_multiplatfor . .
m firmware sending a crafted request to the web-based management interface of an affected m
- device. A successful exploit could allow the attacker to cause the affected device to
reload.
A vulnerability in the web-based management interface of Cisco IP Phone firmware
could allow an unauthenticated, remote attacker to retrieve sensitive information
cisco -- from an affected device. This vulnerability is due to a lack of authentication for CVE-2024-20378
cisco_ip_phones_ |specific endpoints of the web-based management interface on an affected device. 024-05-01| 7.5 mco
. . L - . . -05- .5 |ykramarz@cisco.co
with_multiplatfor |An attacker could exploit this vulnerability by connecting to the affected device. A - m
m_firmware successful exploit could allow the attacker to gain unauthorized access to the -
device, enabling the recording of user credentials and traffic to and from the
affected device, including VolIP calls that could be replayed.
codebard Improper Neutralization of Input During Web Page Generation ('Cross-site 2024-05-03| 7.1 |CVE-2024-33928
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High Vulnerabilities

pwasforfirefox

2.12.0. Windows and macOS users are not affected. This vulnerability has been
fixed in commit '9932d4b" which has been included in release in v2.12.0. The main
fix is implemented in the native part, but the extension also contains additional
fixes. All Linux and PortableApps.com users are advised to update to this version as
soon as possible. It is also recommended for Windows and macOS users to update
to this version, as it contains additional fixes related to properties sanitization.
IThere are no known workarounds for this vulnerability.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
| button_and_widg[Patreon allows Reflected XSS.This issue affects CodeBard's Patron Button and
ets_for_patreon |Widgets for Patreon: from n/a through 2.2.0.
crmperks -- IThe Database for Contact Form 7, WPforms, Elementor forms plugin for WordPress
database_for_cont|is vulnerable to Stored Cross-Site Scripting in all versions up to, and including, 1.3.8 CVE-2024-3715
act_form_7_wpfor |due to insufficient input sanitization and output escaping. This makes it possible for[2024-05-02| 7.2 [
ms_elementor_for [unauthenticated attackers to inject arbitrary web scripts in pages that will execute
ms whenever a user accesses an injected page.
cscode -- IThe EleForms - All In One Form Integration including DB for Elementor plugin for
eleforms_- \WordPress is vulnerable to Stored Cross-Site Scripting via several parameters in all
| all_in_one_form_ |versions up to, and including, 2.9.9.7 due to insufficient input sanitization and CVE-2024-2082
- . - - . . . . . . 2024-05-02| 7.2
integration_includi [output escaping. This makes it possible for unauthenticated attackers to inject
ng_db_for_elemen(arbitrary web scripts in pages that will execute whenever a user accesses an
tor injected page.
delta electronics —- Delta Electronics CNCSoft-G2 lacks proper validation of the length of user-supplied
~ data prior to copying it to a fixed-length stack-based buffer. An attacker can 2024-04-30( 7.8 |CVE-2024-4192
cncsoft-g2_dopsoft . " .
leverage this vulnerability to execute code in the context of the current process.
delta electronics —- Delta Electronics DIAEnergie is vulnerable to an SQL injection vulnerability that
diaen_er e exists in the script Handler_CFG.ashx. An authenticated attacker can exploit this 2024-05-03| 8.8 |CVE-2024-34031
gle_ issue to potentially compromise the system on which DIAEnergie is deployed.
delta electronics —- Delta Electronics DIAEnergie is vulnerable to an SQL injection vulnerability that
LT exists in the GetDIACloudList endpoint. An authenticated attacker can exploit this [2024-05-03| 8.8 |[CVE-2024-34032
diaenergie_ . . . . .
issue to potentially compromise the system on which DIAEnergie is deployed.
Delta Electronics DIAEnergie has insufficient input validation which makes it
delta_electronics --[possible to perform a path traversal attack and write outside of the intended
T . . . . ) . 2024-05- . VE-2024-34
diaenergie_ directory. If a file name is specified that already exists on the file system, then the 024-05-03| 38 KCVE-2024-34033
original file will be overwritten.
devitemslic - IThe HT Mega - Absolute Addons For Elementor plugin for WordPress is vulnerable
ht meea - to Sensitive Information Exposure in all versions up to, and including, 2.4.6 via the CVE-2023-6214
—mega_ purchased_products function. This makes it possible for unauthenticatied attackers{2024-05-02| 7.5
| absolute_addons . . . . . .
to extract sensitive data including the previous 7 days of order data including
| for_elementor
products and customer PII.
dbs telecom - Multiple security vulnerabilities has been discovered in web interface of
nZt_uardian din r NetGuardian DIN Remote Telemetry Unit (RTU), by DPS Telecom. Attackers can CVE-2024-4225
& — _— |exploit those security vulnerabilities to perform critical actions such as escalate 2024-04-30| 7.6 |cve disclosure@te
emote_telemetry_ R , . . - .
. user's privilege, steal user's credential, Cross Site Scripting (XSS) and Cross-Site ch.gov.sg
unit_(rtu)
Request Forgery (CSRF).
E-WEBInformationCo. FS-EZViewer(Web) exposes sensitive information in the
o service. A remote attacker can obtain the database configuration file path through
webinformationco. the vyebpage source code wn.thou‘t login. Ajccessmg‘thls path allows attacker to 2024-04-29| 9.8 lcVE-2024-2300
. obtain the database credential with the highest privilege and database host IP -
-- fs-ezviewer(web) . . .
address. With this information, attackers can connect to the database and perform
actions such as adding, modifying, or deleting database contents.
eftakhairul_islam_ [Improper Neutralization of Input During Web Page Generation ('Cross-site
&_sirajus_salayhin [Scripting') vulnerability in Eftakhairul Islam & Sirajus Salayhin Easy Set Favicon 2024-04-29| 7.1 |CVE-2024-33645
-- easy_set_favicon|allows Reflected XSS.This issue affects Easy Set Favicon: from n/a through 1.1.
IThe WP Datepicker plugin for WordPress is vulnerable to unauthorized
modification of data due to a missing capability check on the CVE-2024-3895
fahadmahmood -- |wpdp_add_new_datepicker_ajax() function in all versions up to, and including, 2024-05-02| 8.8
wp_datepicker 2.1.0. This makes it possible for authenticated attackers, with subscriber-level i
access and above, to update arbitrary options that can be used for privilege
escalation. This was partially patched in 2.0.9 and 2.1.0, and fully patched in 2.1.1.
PWAsForFirefox is a tool to install, manage and use Progressive Web Apps (PWAs)
in Mozilla Firefox. Due to improper sanitization of web app properties (such as
name, description, shortcuts), web apps were able to inject additional lines into
XDG Desktop Entries (on Linux) and "Applnfo.ini* (on PortableApps.com). This
allowed malicious web apps to introduce keys like "Exec’, which could run arbitrary
code when the affected web app was launched. This vulnerability affects all Linux
- . . . CVE-2024-32986
filips123 -- and PortableApps.com users of all PWAsForFirefox versions up to (excluding) 2024-05-03| 9.6
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foxit --
foxit_reader

A type confusion vulnerability vulnerability exists in the way Foxit Reader
2024.1.0.23997 handles a Lock object. A specially crafted Javascript code inside a
malicious PDF document can trigger this vulnerability, which can lead to memory
corruption and result in arbitrary code execution. An attacker needs to trick the
user into opening the malicious file to trigger this vulnerability. Exploitation is also
possible if a user visits a specially crafted, malicious site if the browser plugin
extension is enabled.

2024-04-30

CVE-2024-25575

foxit --
foxit_reader

A use-after-free vulnerability exists in the way Foxit Reader 2024.1.0.23997
handles a ComboBox widget. A specially crafted JavaScript code inside a malicious
PDF document can trigger reuse of a previously freed object, which can lead to
memory corruption and result in arbitrary code execution. An attacker needs to
trick the user into opening the malicious file to trigger this vulnerability.
Exploitation is also possible if a user visits a specially crafted, malicious site if the
browser plugin extension is enabled.

2024-04-30

CVE-2024-25648

foxit --
foxit_reader

A use-after-free vulnerability exists in the way Foxit Reader 2024.1.0.23997
handles a Barcode widget. A specially crafted JavaScript code inside a malicious
PDF document can trigger reuse of a previously freed object, which can lead to
memory corruption and result in arbitrary code execution. An attacker needs to
trick the user into opening the malicious file to trigger this vulnerability.
Exploitation is also possible if a user visits a specially crafted, malicious site if the
browser plugin extension is enabled.

2024-04-30

CVE-2024-25938

grandstream --
ucm_series

IThe Grandstream UCM Series IP PBX before firmware version 1.0.20.52 is affected
by a parameter injection vulnerability in the HTTP interface. A remote and
authenticated attacker can execute arbitrary code by sending a crafted HTTP
request. Authentication may be possible using a default user and password.
Affected models are the UCM6202, UCM6204, UCM6208, and UCM6510.

2024-04-29

CVE-2024-0840
disclosure@vulnch

eck.com

havelsan_inc. --
dialogue

Incorrect Permission Assignment for Critical Resource vulnerability in Havelsan Inc.
Dialogue allows Accessing Functionality Not Properly Constrained by ACLs.This
issue affects Dialogue: from v1.83 before v1.83.1 or v1.84.

2024-04-29

CVE-2024-3375

iletisim@usom.gov
Ltr

hewlett_packard_e
nterprise_(hpe) --
aruba_mobility_co
nductor_(formerly
|_mobility_master);
| aruba_mobility_c
ontrollers;_wlan_g
ateways_and_sd-
wan_gateways_ma
naged_by_aruba_c
entral

IThere is a buffer overflow vulnerability in the underlying L2/L3 Management
service that could lead to unauthenticated remote code execution by sending
specially crafted packets destined to the PAPI (Aruba's access point management
protocol) UDP port (8211). Successful exploitation of this vulnerability results in the
ability to execute arbitrary code as a privileged user on the underlying operating
system.

2024-05-01

CVE-2024-26304
[alert@hpe.com

hewlett_packard_e
nterprise_(hpe) --
aruba_mobility_co
nductor_(formerly
|_mobility_master);
|_aruba_mobility_c
ontrollers;_wlan_g
ateways_and_sd-
wan_gateways_ma
naged_by_aruba_c
entral

IThere is a buffer overflow vulnerability in the underlying Utility daemon that could
lead to unauthenticated remote code execution by sending specially crafted
packets destined to the PAPI (Aruba's access point management protocol) UDP
port (8211). Successful exploitation of this vulnerability results in the ability to
execute arbitrary code as a privileged user on the underlying operating system.

2024-05-01

CVE-2024-26305
[alert@hpe.com

hewlett_packard_e
nterprise_(hpe) --
aruba_mobility_co
nductor_(formerly
|_mobility_master);
| aruba_mobility_c
ontrollers;_wlan_g
ateways_and_sd-
wan_gateways_ma
naged_by_aruba_c
entral

IThere is a buffer overflow vulnerability in the underlying Automatic Reporting
service that could lead to unauthenticated remote code execution by sending
specially crafted packets destined to the PAPI (Aruba's access point management
protocol) UDP port (8211). Successful exploitation of this vulnerability results in the
ability to execute arbitrary code as a privileged user on the underlying operating
system.

2024-05-01

CVE-2024-33511
alert@hpe.com

hewlett_packard_e
nterprise_(hpe) --
aruba_mobility_co

IThere is a buffer overflow vulnerability in the underlying Local User Authentication
Database service that could lead to unauthenticated remote code execution by
sending specially crafted packets destined to the PAPI (Aruba's access point

2024-05-01

CVE-2024-33512

alert@hpe.com
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High Vulnerabilities

Elick_wp_staging_
&_migration

including, 0.1.0.22. This makes it possible for unauthenticated attackers to upload
arbitrary files.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
nductor_(formerly [management protocol) UDP port (8211). Successful exploitation of this
|_mobility_master); vulnerability results in the ability to execute arbitrary code as a privileged user on
| aruba_mobility_c the underlying operating system.
ontrollers;_wlan_g
ateways_and_sd-
wan_gateways_ma
naged_by_aruba_c
entral

IThe email search interface of HGiga iSherlock (including MailSherlock,
hgiga SpamSherock, AuditSherlock) fails to filter special characters in certain function
isherlock 4.5 parameters, allowing remote attackers with administrative privileges to exploit this|2024-04-29| 7.2 |CVE-2024-4298
- vulnerability for Command Injection attacks, enabling execution of arbitrary system
commands.
IThe system configuration interface of HGiga iSherlock (including MailSherlock,
hgiga_ SpamSherock, AuditSherlock) fails to filter special characters in certain function
isherlgck 45 parameters, allowing remote attackers with administrative privileges to exploit this|2024-04-29| 7.2 |CVE-2024-4299
- vulnerability for Command Injection attacks, enabling execution of arbitrary system
commands.
hitachi_energy -- |A vulnerability exists in the RTU500 that allows for authenticated and authorized CVE-2024-2617
rtu500_series_cmulusers to bypass secure update. If a malicious actor successfully exploits this 2024-04-30| 7.2 |cybersecurity@hita
| firmware vulnerability, they could use it to update the RTU500 with unsigned firmware. chienergy.com
hitachi_energy -- |A vulnerability exists in the web-authentication component of the SDM600. If W .
sdm600 exploited an attacker could escalate privileges on af-fected installations. 2024-04-30) 8 cvpersecurltv@mta
chienergy.com
hitachi_energy A vu.InerabiIity exists in the too permissive HTTP response hea.der web se:rver CVE-2024-2.377 .
sdm606 settings of the SDM600. An attacker can take advantage of this and possibly carry |2024-04-30| 7.6 |cybersecurity@hita
out privileged actions and access sensitive information. chienergy.com
CVE-2024-3849
IThe Click to Chat - HoliThemes plugin for WordPress is vulnerable to Local File
Inclusion in all versions up to, and including, 3.35. This makes it possible for
holithemes -- authenticated attackers, with contributor access or above, to include and execute
click_to_chat_- arbitrary files on the server, allowing the execution of any PHP code in those files. [2024-05-02| 8.8
|_holithemes IThis can be used to bypass access controls, obtain sensitive data, or achieve code
execution in cases where images and other "safe" file types can be uploaded and
included.
ibm -- IBM Aspera Orchestrator 4.0.1 could allow a remote authenticated attacker to CVE-2023-37407
aspera_orchestrat |execute arbitrary commands on the system by sending a specially crafted request. |2024-05-03| 88 [
or IBM X-Force ID: 260116.
ibm IBM Fog.nos Analytiss 11.2:0 through 1.1.2.4 and 12.9..0.through 12.9.2 is vulnerat.)le CVE-2024-25047
cognos_analytics to injection attacks in appllcatlor? logging by not sanitizing user provided data. This (2024-05-02| 8.6 [
- could lead to further attacks against the system. IBM X-Force ID: 282956.
IBM MQ 9.2 LTS, 9.3 LTS, and 9.3 CD Internet Pass-Thru could allow a remote user CVE-2024-25015
ibm -- mq to cause a denial of service by sending HTTP requests that would consume all 2024-05-01 75 /71— —
available resources. IBM X-Force ID: 281278.
icegram -- . . . .
email subscribers IThe Email Subscribers by Icegram Express - Email Marketing, Newsletters,
by ic;gram expre—Automation for WordPress & WooCommerce plugin for WordPress is vulnerable to
ss_— - SQL.Injection via tht? 'run'.function of the 'IG._ES_su.bscribers_.Query' classin all CVE-2024-2876
| email_marketing, verspns up to, and including, 5.7.11.1 (.:Iue to |nsuff|§|ent escaplng o.n the user 2024-05-02| 9.8
newsletters, aut sur_)plled parametgr and lack of sufﬂqent preparation on the eX|st|n_g_SQL query.
- - IThis makes it possible for unauthenticated attackers to append additional SQL
omation_for_word o - . o
press_& woocom guerles |r.1to already existing queries that can be used to extract sensitive
information from the database.
merce
infornaniak staff - Im;_)roper Neutraliza'wfiorT of Input D.uring Web Page Genel.'ation ('Cross-site
vod infomaniak Scripting') vulnerability in Infomaniak Staff VOD Infomaniak allows Reflected 2024-04-29| 7.1 |CVE-2024-33571
- XSS.This issue affects VOD Infomaniak: from n/a through 1.5.6.
instawp -- IThe InstaWP Connect - 1-click WP Staging & Migration plugin for WordPress is
instawp_connect_-|vulnerable to arbitrary file uploads due to insufficient file validation in the /wp- CVE-2024-2667
1- ljson/instawp-connect/v1/config REST APl endpoint in all versions up to, and 2024-05-02| 9.8
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Source & Patch
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ifrog -- artifactory

An Improper input validation vulnerability that could potentially lead to privilege
escalation was discovered in JFrog Artifactory. Due to this vulnerability, users with
low privileges may gain administrative access to the system. This issue can also be
exploited in Artifactory platforms with anonymous access enabled.

2024-05-01

1o

CVE-2024-4142
reefs@jfrog.com

joomunited --
wp_meta_seo

IThe WP Meta SEO plugin for WordPress is vulnerable to Stored Cross-Site Scripting
via the 'Referer' header in all versions up to, and including, 4.5.12 due to
insufficient input sanitization and output escaping. This makes it possible for
unauthenticated attackers to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.

2024-05-02

CVE-2023-6961

kieranoshea --
calendar

IThe Calendar plugin for WordPress is vulnerable to SQL Injection via the plugin's
shortcodes in all versions up to, and including, 1.3.14 due to insufficient escaping
on the user supplied parameter and lack of sufficient preparation on the existing
SQL query. This makes it possible for authenticated attackers, with contributor
access or higher, to append additional SQL queries into already existing queries
that can be used to extract sensitive information from the database.

2024-05-02

CVE-2024-2831

leaky_paywall --
leaky_paywall

Missing Authorization vulnerability in Leaky Paywall.This issue affects Leaky
Paywall: from n/a through 4.20.8.

2024-04-29

CVE-2024-33594

libp2p -- rust-
yamux

Yamux is a stream multiplexer over reliable, ordered connections such as TCP/IP.
IThe Rust implementation of the Yamux stream multiplexer uses a vector for
pending frames. This vector is not bounded in length. Every time the Yamux
protocol requires sending of a new frame, this frame gets appended to this vector.
IThis can be remotely triggered in a number of ways, for example by: 1. Opening a
new libp2p Identify stream. This causes the node to send its Identify message. Of
course, every other protocol that causes the sending of data also works. The larger
the response, the more data is enqueued. 2. Sending a Yamux Ping frame. This
causes a Pong frame to be enqueued. Under normal circumstances, this queue of
pending frames would be drained once they're sent out over the network.
However, the attacker can use TCP's receive window mechanism to prevent the
victim from sending out any data: By not reading from the TCP connection, the
receive window will never be increased, and the victim won't be able to send out
any new data (this is how TCP implements backpressure). Once this happens,
Yamux's queue of pending frames will start growing indefinitely. The queue will
only be drained once the underlying TCP connection is closed. An attacker can
cause a remote node to run out of memory, which will result in the corresponding
process getting terminated by the operating system.

2024-05-01

CVE-2024-32984

metagauss --
registrationmagic

Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting') vulnerability in Metagauss RegistrationMagic allows Reflected XSS.This
issue affects RegistrationMagic: from n/a through 5.3.2.0.

2024-05-03

CVE-2024-33947

milesight -- ur32|

A firmware update vulnerability exists in the luci2-io file-import functionality of
Milesight UR32L v32.3.0.7-r2. A specially crafted network request can lead to
arbitrary firmware update. An attacker can send a network request to trigger this
vulnerability.

2024-05-01

CVE-2023-47166

n-media --
orderconvo

Missing Authorization vulnerability in N-Media OrderConvo allows OS Command
Injection.This issue affects OrderConvo: from n/a through 12.4.

2024-04-29

CVE-2024-33566

n-partner -- n-
reporter_firmware

N-Reporter and N-Cloud, products of the N-Partner, have an OS Command
Injection vulnerability. Remote attackers with normal user privilege can execute
arbitrary system commands by manipulating user inputs on a specific page.

2024-04-29

CVE-2024-4301

n/a -- mailcleaner

A vulnerability, which was classified as critical, has been found in MailCleaner up to
2023.03.14. This issue affects some unknown processing of the component Email
Handler. The manipulation leads to os command injection. The attack may be
initiated remotely. The exploit has been disclosed to the public and may be used. It
is recommended to apply a patch to fix this issue. The associated identifier of this
vulnerability is VDB-262307.

2024-04-29

CVE-2024-3191

n/a -- mailcleaner

A vulnerability has been found in MailCleaner up to 2023.03.14 and classified as
critical. Affected by this vulnerability is an unknown functionality of the component
Admin Endpoints. The manipulation leads to os command injection. The attack can
be launched remotely. The exploit has been disclosed to the public and may be
used. It is recommended to apply a patch to fix this issue. The identifier VDB-
262309 was assigned to this vulnerability.

2024-04-29

CVE-2024-3193

nautobot --
nautobot

Nautobot is a Network Source of Truth and Network Automation Platform built as
a web application atop the Django Python framework with a PostgreSQL or MySQL
database. It was discovered that due to improper handling and escaping of user-
provided query parameters, a maliciously crafted Nautobot URL could potentially
be used to execute a Reflected Cross-Site Scripting (Reflected XSS) attack against

users. All filterable object-list views in Nautobot are vulnerable. This issue has been

2024-05-01

CVE-2024-32979
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High Vulnerabilities

h98c, we have invested in extensive browser tests. It was these new tests that
helped us uncover these issues. As of now the project exercises every possible
attack vector the developers can think of - including enumerating every ASCII
character, and we run these tests in Chrome, Firefox and Safari. Additionally, we

test against a list of 6613 known XSS payloads (see: payloadbox/xss-payload-list).

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
fixed in Nautobot versions 1.6.20 and 2.2.3. There are no known workarounds for
this vulnerability.
xml-crypto is an xml digital signature and encryption library for Node.js. In affected
versions the default configuration does not check authorization of the signer, it
only checks the validity of the signature per section 3.2.2 of the w3 xmldsig-core-
20080610 spec. As such, without additional validation steps, the default
configuration allows a malicious actor to re-sign an XML document, place the
certificate in a "<KeyInfo />' element, and pass ‘xml-crypto’ default validation
checks. As a result ‘xml-crypto” trusts by default any certificate provided via
dlglt_ailly signed .XML d.ocu.rr?ent s _<Keylnfo /> xml-cr\'/p'\co prefers t(\) use a_ny CVE-2024-32962
certificate provided via digitally signed XML document's ‘<Keylnfo />" even if .
library was configured to use specific certificate (‘publicCert’) for signature
node-saml -- xml- . . e e
verification purposes. An attacker can spoof signature verification by modifying 2024-05-02| 10
crypto . e o .
XML document and replacing existing signature with signature generated with
malicious private key (created by attacker) and by attaching that private key's
certificate to ‘<Keylnfo /> element. This vulnerability is combination of changes
introduced to "4.0.0" on pull request 301 / commit 'c2b83f98" and has been
addressed in version 6.0.0 with pull request 445 / commit '21201723d". Users are
advised to upgrade. Users unable to upgrade may either check the certificate
extracted via ‘getCertFromKeylInfo™ against trusted certificates before accepting
the results of the validation or set "xml-crypto's getCertFromKeylInfo" to *() =>
undefined” forcing "xml-crypto’ to use an explicitly configured “publicCert” or
“privateKey" for signature verification.
ofofonobs — Critical unrestricted file upload vulnerability in HubBank affecting version 1.0.2. 75\\1/:__2024_4306
IThis vulnerability allows a registered user to upload malicious PHP files via upload |2024-04-29| 9.9 [ . .. o
hubbank . S . coordination@inci
document fields, resulting in webshell execution.
be.es
SQL injection vulnerability in HubBank affecting version 1.0.2. This vulnerability
could allow an attacker to send a specially crafted SQL query to the database CVE-2024-4307
ofofonobs -- through different endpoints (/accounts/activities.php?id=1, /accounts/view- 2024-04-20| 8.1 Y&
hubbank deposit.php?id=1, /accounts/view_cards. php?id=1, /accounts/wire- == |coordination@inci
transfer.php?id=1 and /accounts/wiretransfer-pending.php?id=1, id parameter) be.es
and retrieve the information stored in the database.
SQL injection vulnerability in HubBank affecting version 1.0.2. This vulnerability
could allow an attacker to send a specially crafted SQL query to the database
. . - . L CVE-2024-4308
ofofonobs -- through different endpoints (/admin/view_users.php?id=1,/admin/viewloan- —cve—
trans.php?id=1,/admin/view-deposit.php?id=1,/admin/view-domtrans.php?id=1, |2024-04-29 8.1 [ . .. .
hubbank . . N . coordination@inci
admin/delete_cards.php?id=1,/admin/view_cards.php?id=1 and
S . . . . . . be.es
admin/view_users.php?id=1, id parameter) and retrieve the information stored in
the database.
SQL injection vulnerability in HubBank affecting version 1.0.2. This vulnerability
could allow an attacker to send a specially crafted SQL query to the database CVE-2024-4309
ofofonobs -- through different endpoints (/user/transaction.php?id=1, /user/credit- 2024-04-29| 8.1 cve-
hubbank debit_transaction.php?id=1,/user/view_transaction. php?id=1 and == |coordination@inci
user/viewloantrans.php?id=1, id parameter) and retrieve the information stored be.es
in the database.
pgAdmin <= 8.5 is affected by a multi-factor authentication bypass vulnerability.
. L . o , CVE-2024-4215
. IThis vulnerability allows an attacker with knowledge of a legitimate account's o ey o
pgadmin.org -- . N " f86ef6dc-4d3a-
admin 4 username and password may authenticate to the application and perform sensitive|2024-05-02| 7.4 122d-8F28-
Pe - actions within the application, such as managing files and executing SQL queries, T
: e6d5547a5007
regardless of the account's MFA enrollment status.
. pgAdmin <= 8.5 is affected by XSS vulnerability in /settings/store APl response json CVE-2024-4216
pgadmin.org -- . . . . . f86ef6dc-4d3a-
. payload. This vulnerability allows attackers to execute malicious script at the client [2024-05-02| 7.4
pgadmin_4 end 42ad-8f28-
' e6d5547a5007
Phlex is a framework for building object-oriented views in Ruby. In affected
versions there is a potential cross-site scripting (XSS) vulnerability that can be
exploited via maliciously crafted user data. Since the last two vulnerabilities CVE-2024-32970
https://github.com/phlex-ruby/phlex/security/advisories/GHSA-242p-4v39-2v8g
ohlex-ruby — phlex and https://github.com/phlex-ruby/phlex/security/advisories/GHSA-g7xg-xv8c- 2024-04-30| 7.1
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https://github.com/pgadmin-org/pgadmin4/issues/7282
https://github.com/pgadmin-org/pgadmin4/issues/7282
https://github.com/pgadmin-org/pgadmin4/issues/7282
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32970&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32970

High Vulnerabilities

the "gcoap_dns_server_proxy_get()" function contains a small typo that may lead

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
'The reason these issues were not detected before is the escapes were working as
designed. However, their design didn't take into account just how recklessly
permissive browsers are when it comes to executing unsafe JavaScript via HTML
attributes. If you render an "<a>" tag with an “href" attribute set to a user-provided
link, that link could potentially execute JavaScript when clicked by another user. If
you splat user-provided attributes when rendering any HTML or SVG tag, malicious
event attributes could be included in the output, executing JavaScript when the
events are triggered by another user. Patches are available on RubyGems for all
minor versions released in the last year. Users are advised to upgrade. Users
unable to upgrade should configure a Content Security Policy that does not allow
"unsafe-inline” which would effectively prevent this vulnerability from being
exploited. Users who upgrade are also advised to configure a Content Security
Policy header that does not allow “unsafe-inline".
In .PHP versions 8.1.* before 8.1..28, 8.2.* before 8.2.18., 8.3.".‘ Pefore 8.3:5, V\{hen CVE-2024-1874
ohp_group - php using proc_open() command with array syntax, due to |nsuff|(.:|<_ent escaping, if the 2024-04-29| 9.4 7securit ho.net
arguments of the executed command are controlled by a malicious user, the user -
. . . security@php.net
can supply arguments that would execute arbitrary commands in Windows shell.
In PHP 8.3.* before 8.3.5, function mb_encode_mimeheader() runs endlessly for
. . . CVE-2024-2757
ohp_group - php some inputs that contain Ic.>ng strings of r?on-spacfe characters followed by a space. 2024-04-29| 7.5 lsecurit ho.net
IThis could lead to a potential DoS attack if a hostile user sends data to an —L@‘Lp—.
application that uses this function.
piotnet - Ismproper)Ne:JtraIi:)altion o;lnput I?)uring \/\gzt;PagiGeEIeration ('(Iiarossilsite
. cripting') vulnerability in Piotnet Piotnet ons For Elementor Pro allows
piotnet_addons_fo Reflected XSS.This issue affects Piotnet Addons For Elementor Pro: from n/a 2024-04-29| 7.1 [CVE-2024-33633
r_elementor_pro
through 7.1.17.
piotnet - Missing Authorization vulnerability in Piotnet Piotnet Addons For Elementor
piotnet_addons_fo Pro.This issue affects Piotnet Addons For Elementor Pro: from n/a through 7.1.17. 2024-04-23) 7. |CVE-2024-33635
r_elementor_pro
IThe All-in-One Video Gallery plugin for WordPress is vulnerable to arbitrary file
. ' uploads due to missing file type validation !n the o ' CVE-2024-4033
plugins360 -- all-in-faiovg_create_attachment_from_external_image_url function in all versions up to, 2024-05-02| 8.8 Y
one_video_gallery |and including, 3.6.4. This makes it possible for authenticated attackers, with -
contributor access and above, to upload arbitrary files on the affected site's server
which may make remote code execution possible.
profaceoff - ssu Missing Authorization vulnerability in ProFaceOff SSU.This issue affects SSU: from 2024-04-29| 7.5 |CVE-2024-33597
n/a through 1.5.0. B
Unauthenticated attackers can perform actions, using SSH private keys, by knowing CVE-2024-3544
progress_software [the IP address and having access to the same network of one of the machines in security@progress.
| corporation -- the HA or Cluster group. This vulnerability has been closed by enhancing 2024-05-02| 7.5 |com
loadmaster LoadMaster partner communications to require a shared secret that must be security@progress.
exchanged between the partners before communication can proceed. com
IThe JsonToBinaryStream() function is part of the protocol buffers C++
protocolbuffers -- !mplementatlon and |§ used to.parse JSON from a sFream. If the input is broken up 2024-05-03| 7.6 |cVE-2024-2410
protobuf into separate chunks in a certain way, the parser will attempt to read bytes from a -
chunk that has already been freed.
Pterodactyl wings is the server control plane for Pterodactyl Panel. If the Wings
token is leaked either by viewing the node configuration or posting it accidentally
pterodactyl -- somewhere, an attacker can use it to gain arbitrary file write and read access on 2024-05-03| 8.4 CVE-2024-34066
wings the node the token is associated to. This issue has been addressed in version -
1.11.12 and users are advised to upgrade. Users unable to upgrade may enable the
‘ignore_panel_config_updates’ option as a workaround.
realtyna -- Improper Neutralization of Input During Web Page Generation ('Cross-site
realtyna_organic_i [Scripting') vulnerability in Realtyna Realtyna Organic IDX plugin allows Reflected 2024-05-03| 7.1 |CVE-2024-33924
dx_plugin XSS.This issue affects Realtyna Organic IDX plugin: from n/a through 4.14.4.
reputeinfosystems
-- IThe Contact Form, Survey & Popup Form Plugin for WordPress - ARForms Form
contact_form,_sur |Builder plugin for WordPress is vulnerable to unauthorized loss of data due to a
vey_ & popup_for |missing capability check on the 'arflite_remove_preview_data' function in all CVE-2024-1945
. . . . - - ) : 2024-05-02 7.1
m_plugin_for_wor |versions up to, and including, 1.6.4. This makes it possible for authenticated
dpress_- attackers, with subscriber access and above, to delete arbitrary site options,
| _arforms_form_b [resulting in loss of availability.
uilder
RIOT is a real-time multi-threading operating system that supports a range of CVE-2024-32017
riot-os -- riot devices that are typically 8-bit, 16-bit and 32-bit microcontrollers. The size check in [2024-05-01| 9.8



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1874&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1874
http://www.openwall.com/lists/oss-security/2024/04/12/11
https://github.com/php/php-src/security/advisories/GHSA-pc52-254m-w9w7
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2757&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2757
http://www.openwall.com/lists/oss-security/2024/04/12/11
https://github.com/php/php-src/security/advisories/GHSA-fjp9-9hwx-59fq
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33633&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33633
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33635&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33635
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4033&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4033
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33597&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33597
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3544&vector=CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3544
https://kemptechnologies.com/
https://kemptechnologies.com/
https://support.kemptechnologies.com/hc/en-us/articles/25724813518605-ECS-Connection-Manager-Security-Vulnerabilities-CVE-2024-3544-and-CVE-2024-3543
https://support.kemptechnologies.com/hc/en-us/articles/25724813518605-ECS-Connection-Manager-Security-Vulnerabilities-CVE-2024-3544-and-CVE-2024-3543
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2410&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2410
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-34066&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-34066
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33924&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33924
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1945&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1945
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32017&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32017

High Vulnerabilities

y_dynamiapps

attackers to manipulate the user processing forms, which can be used to add and

edit administrator user for privilege escalation, or to automatically log in users for

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
to a buffer overflow in the subsequent “strcpy()". In detail, the length of the *_uri’
string is checked instead of the length of the *_proxy" string. The
"_gcoap_forward_proxy_copy_options()® function does not implement an explicit
size check before copying data to the ‘cep->req_etag" buffer that is
"COAP_ETAG_LENGTH_MAX" bytes long. If an attacker can craft input so that
‘optlen’ becomes larger than "COAP_ETAG_LENGTH_MAX’, they can cause a buffer
overflow. If the input above is attacker-controlled and crosses a security boundary,
the impact of the buffer overflow vulnerabilities could range from denial of service
to arbitrary code execution. This issue has yet to be patched. Users are advised to
add manual bounds checking.
RIOT is a real-time multi-threading operating system that supports a range of
devices that are typically 8-bit, 16-bit and 32-bit microcontrollers. The
"_on_rd_init()" function does not implement a size check before copying data to
Hiot-0s - riot the *_result_buf" static buffer. If an attacker can.craft along fanough payload, they 2024-05-01| 83 CVE-2024-31225
could cause a buffer overflow. If the unchecked input above is attacker-controlled
and crosses a security boundary, the impact of the buffer overflow vulnerability
could range from denial of service to arbitrary code execution. This issue has yet to
be patched. Users are advised to add manual bounds checking.
RIOT is a real-time multi-threading operating system that supports a range of
devices that are typically 8-bit, 16-bit and 32-bit microcontrollers. Most codebases
define assertion macros which compile to a no-op on non-debug builds. If
assertions are the only line of defense against untrusted input, the software may
be exposed to attacks that leverage the lack of proper input checks. In detail, in the
riot-0s - riot nlmble_scanllst_update() fun\ctlon beloYV, len'is checkfed inan assertllon and 2024-05-01| 8.8 CVE-2024-32018
subsequently used in a call to ‘'memcpy()". If an attacker is able to provide a larger
‘len” value while assertions are compiled-out, they can write past the end of the
fixed-length ‘e->ad" buffer. If the unchecked input above is attacker-controlled and
crosses a security boundary, the impact of the buffer overflow vulnerability could
range from denial of service to arbitrary code execution. This issue has not yet
been patched. Users are advised to add manual ‘len” checking.
CVE-2024-4140
security@ubuntu.c
om
security@ubuntu.c
om
security@ubuntu.c
om
security@ubuntu.c
An excessive memory use issue (CWE-770) exists in Email-MIME, before version om .
(ibs - email-mime 1.954, which can cause denial of serV}cce. when pa.rsmg multipart MIME messages. 2024-05-02| 75 lom
IThe patch set (from 2020 and 2024) limits excessive depth and the total number of - ..
parts. security@ubuntu.c
om
security@ubuntu.c
lom
security@ubuntu.c
om
security@ubuntu.c
om
security@ubuntu.c
om
sandor_kovacs --  |Cross-Site Request Forgery (CSRF) vulnerability in Sandor Kovacs Regenerate post
regenerate_post_p|permalink allows Cross-Site Scripting (XSS).This issue affects Regenerate post 2024-04-29| 7.1 |CVE-2024-33681
ermalink permalink: from n/a through 1.0.3.
ecomea -- Incorrect_ FJsa_ge of Seeds in Pseudo-Random Number Generator (PRNG) _ CVE—2024—.1579
gatemanager vulnerability in Secomea GateManager (Webserver modules) allows Session 2024-04-29| 8.1 |VulnerabilityReport
Hijacking.This issue affects GateManager: before 11.2.624071020. ing@secomea.com
cecomea - Buffer Copy without Checking Size of Input ('Classic Buffer Overflow') vulnerabilit'y CVE-2024-.1969
gatemanager in Secomea GateManager (webserver modules) allows crash of GateManager.This [2024-04-29| 8.2 |VulnerabilityReport
issue affects GateManager: from 9.7 before 11.2.624095033. ing@secomea.com
IThe Frontend Admin by DynamiApps plugin for WordPress is vulnerable to
shabti -- improper missing encryption exception handling on the 'fea_encrypt' function in all CVE-2024-3729
frontend_admin_b |versions up to, and including, 3.19.4. This makes it possible for unauthenticated 2024-05-02| 9.8



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31225&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31225
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32018&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32018
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4140&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4140
https://bugs.debian.org/960062
https://bugs.debian.org/960062
https://github.com/rjbs/Email-MIME/commit/02bf3e26812c8f38a86a33c168571f9783365df2
https://github.com/rjbs/Email-MIME/commit/02bf3e26812c8f38a86a33c168571f9783365df2
https://github.com/rjbs/Email-MIME/commit/3a12edd119e493156a5a05e45dd50f4e36b702e8
https://github.com/rjbs/Email-MIME/commit/3a12edd119e493156a5a05e45dd50f4e36b702e8
https://github.com/rjbs/Email-MIME/commit/3dcf096eeccb8e4dd42738de676c8f4a5aa7a531
https://github.com/rjbs/Email-MIME/commit/3dcf096eeccb8e4dd42738de676c8f4a5aa7a531
https://github.com/rjbs/Email-MIME/commit/7e96ecfa1da44914a407f82ae98ba817bba08f2d
https://github.com/rjbs/Email-MIME/commit/7e96ecfa1da44914a407f82ae98ba817bba08f2d
https://github.com/rjbs/Email-MIME/commit/b2cb62f19e12580dd235f79e2546d44a6bec54d1
https://github.com/rjbs/Email-MIME/commit/b2cb62f19e12580dd235f79e2546d44a6bec54d1
https://github.com/rjbs/Email-MIME/commit/fc0fededd24a71ccc51bcd8b1e486385d09aae63
https://github.com/rjbs/Email-MIME/commit/fc0fededd24a71ccc51bcd8b1e486385d09aae63
https://github.com/rjbs/Email-MIME/issues/66
https://github.com/rjbs/Email-MIME/issues/66
https://github.com/rjbs/Email-MIME/pull/80
https://github.com/rjbs/Email-MIME/pull/80
https://www.cve.org/CVERecord?id=CVE-2024-4140
https://www.cve.org/CVERecord?id=CVE-2024-4140
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33681&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33681
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1579&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1579
https://www.secomea.com/support/cybersecurity-advisory/
https://www.secomea.com/support/cybersecurity-advisory/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1969&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1969
https://www.secomea.com/support/cybersecurity-advisory/
https://www.secomea.com/support/cybersecurity-advisory/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3729&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3729

High Vulnerabilities

nt_pro

School Management Pro: from n/a through 10.3.4.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
authentication bypass, or manipulate the post processing form that can be used to
inject arbitrary web scripts. This can only be exploited if the 'openssl' php
extension is not loaded on the server.
shortpixel -- Missing Authorization vulnerability in ShortPixel ShortPixel Critical CSS.This issue
zl;:rtp|xe|_cr|t|cal_ affects ShortPixel Critical CSS: from n/a through 1.0.2. 2024-05-03| 7.6 |CVE-2024-32810
solid_plugins -- Insertion of Sensitive Information into Log File vulnerability in Solid Plugins Solid
solid_affiliate Affiliate.This issue affects Solid Affiliate: from n/a through 1.9.1. 2024-04-29) 7.5 [CVE-2024-33637
IThe XML document processed in the GMS ECM URL endpoint is vulnerable to XML CVE-2024-29010
sonicwall -- gms  |external entity (XXE) injection, potentially resulting in the disclosure of sensitive 2024-05-01| 7.1 |PSIRT@sonicwall.c
information. This issue affects GMS: 9.3.4 and earlier versions. om
. Use of hard-coded password in the GMS ECM endpoint leading to authentication 7CVE-2024-2.9011
sonicwall -- gms o . . . 2024-05-01| 7.5 |PSIRT@sonicwall.c
bypass vulnerability. This issue affects GMS: 9.3.4 and earlier versions. om
A heap-based buffer overflow vulnerability exists in the comment functionality of
stb -- stb_vorbis.c |stb _vorbis.c v1.22. A specially crafted .ogg file can lead to an out-of-bounds write. |{2024-05-01| 9.8 |CVE-2023-47212
/An attacker can provide a malicious file to trigger this vulnerability.
IThe Cost Calculator Builder plugin for WordPress is vulnerable to Stored Cross-Site
stylemixthemes -- |Scripting via the SVG upload feature in all versions up to, and including, 3.1.67 due CVE-2024-4097
cost_calculator_bulto insufficient input sanitization and output escaping. This makes it possible for 2024-05-02 7.2
ilder unauthenticated attackers to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
usarsync Unquoted path or search item vulnerability in SugarSync versions prior to 4.1.3 for S\Y:mﬂ
garsy \Windows. This misconfiguration could allow an unauthorized local user to inject 2024-05-03| 7.8 [, .. -
sugarsync . . ) S . coordination@inci
arbitrary code into the unquoted service path, resulting in privilege escalation.
be.es
CVE-2024-27322
6f8delf0-f67e-
45a6-b68f-
98777fdb759c¢
. . - . 6f8delf0-f67e-
Deserialization of untrusted data can occur in the R statistical programming 745a6-b68f-
the_r project —r Iang'u.age, on any version starting a'F 1..4.0. up to and not |r?clud|ng 4.4.0, enabling a 2024-04-29| 8.8 WSQC
maliciously crafted RDS (R Data Serialization) formatted file or R package to run —6f8de1f0—f67e—
arbitrary code on an end user's system when interacted with. W
98777fdb759c¢
6f8delf0-f67e-
4536-b68f-
98777fdb759¢
A use-after-free vulnerability exists in the HTTP Connection Headers parsing in
invoroxy - ITinyproxy 1.11.1 and Tinyproxy 1.10.0. A specially crafted HTTP header can trigger
. vproxy reuse of previously freed memory, which leads to memory corruption and could 2024-05-01| 9.8 |CVE-2023-49606
tinyproxy . .
lead to remote code execution. An attacker needs to make an unauthenticated
HTTP request to trigger this vulnerability.
tips_and_tricks_hqg
-- Missing Authorization vulnerability in Tips and Tricks HQ Easy Accept
easy_accept_paym [Payments.This issue affects Easy Accept Payments: from n/a through 4.9.10. 2024-04-29| 1.5 [CVE-2024-33591
ents
. Cross-Site Request Forgery (CSRF) vulnerability in Toast Plugins Sticky Anything
toast_plugins -- . o . . .
. ) allows Cross-Site Scripting (XSS).This issue affects Sticky Anything: from n/a 2024-04-29| 7.1 |CVE-2024-33646
sticky_anything
through 2.1.5.
E::igi::i:a-;mer IThe Barcode Scanner and Inventory manager. POS (Point of Sale) - scan barcodes &
.~ — |create orders with barcode reader. plugin for WordPress is vulnerable to blind SQL
and_inventory_ma| . . , , . . . .
~_ |Injection via the 'currentlds' parameter in all versions up to, and including, 1.5.4
nager._pos_(point ; L . . - CVE-2024-2661
due to insufficient escaping on the user supplied parameter and lack of sufficient —
| of_sale)_- ) e ) . ) . 2024-05-02| 8.8
preparation on the existing SQL query. This makes it possible for authenticated
scan_barcodes_& . . . " L
_creat_e orders TNi attackers, with subscriber access or higher, to append additional SQL queries into
w ~ —, [already existing queries that can be used to extract sensitive information from the
th_barcode_reade
) database.
weblizar -- Improper Neutralization of Special Elements used in an SQL Command ('SQL
school_manageme |Injection') vulnerability in Weblizar School Management Pro.This issue affects 2024-05-02| 7.6 |CVE-2024-33911



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32810&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32810
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33637&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33637
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29010&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29010
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2024-0007
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2024-0007
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29011&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29011
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2024-0007
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2024-0007
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-47212&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-47212
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4097&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4097
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4461&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4461
https://www.incibe.es/en/incibe-cert/notices/aviso/unquoted-path-or-search-item-vulnerability-sugarsync
https://www.incibe.es/en/incibe-cert/notices/aviso/unquoted-path-or-search-item-vulnerability-sugarsync
https://www.incibe.es/en/incibe-cert/notices/aviso/unquoted-path-or-search-item-vulnerability-sugarsync
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-27322&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-27322
http://www.openwall.com/lists/oss-security/2024/04/29/3
http://www.openwall.com/lists/oss-security/2024/04/29/3
http://www.openwall.com/lists/oss-security/2024/04/29/3
https://hiddenlayer.com/research/r-bitrary-code-execution/
https://hiddenlayer.com/research/r-bitrary-code-execution/
https://hiddenlayer.com/research/r-bitrary-code-execution/
https://https/kb.cert.org/vuls/id/238194
https://https/kb.cert.org/vuls/id/238194
https://https/kb.cert.org/vuls/id/238194
https://www.kb.cert.org/vuls/id/238194
https://www.kb.cert.org/vuls/id/238194
https://www.kb.cert.org/vuls/id/238194
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-49606&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-49606
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33591&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33591
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33646&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33646
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2661&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2661
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33911&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33911

High Vulnerabilities

ntor_addons_and_
templates_library

generate_navigation_markup function of the Onepage Scroll module. This makes it

possible for authenticated attackers, with contributor-level access and above, to

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
CVE-2023-7241
webroot -- -
webroot_antivirus sLLUnTy IO i1l
(consum_er) and Privilege Escalation in WRSA.EXE in Webroot Antivirus 8.0.1X- 9.0.35.12 on .com
~ ~ . ~|Windows64 bit and 32 bit allows malicious software to abuse WRSA.EXE to delete [2024-05-01| 7.9 [security@opentext
webroot_endpoint . .
- . _[arbitrary and protected files. .com
|_protection_(busin .
security@opentext
ess)
.com
IThe ZD YouTube FLV Player plugin for WordPress is vulnerable to Server-Side
websmokers -- Request Forgery in all versions up to, and including, 1.2.6 via the S_GET['image'] CVE-2024-2663
zd_youtube_flv_pl |parameter. This makes it possible for unauthenticated attackers to make web 2024-04-30 83
ayer requests to arbitrary locations originating from the web application and can be
used to query and modify information from internal services.
wedevs IThe WP ERP | Complete HR solution with recruitment & job listings |
WooCommerce CRM & Accounting plugin for WordPress is vulnerable to time-
wp_erp_|_comple L . . . . . .
. _ |based SQL Injection via the id parameter in all versions up to, and including, 1.13.1
te_hr_solution_wit ; . . . - CVE-2024-1173
. _[due to insufficient escaping on the user supplied parameter and lack of sufficient
h_recruitment_&_j ) . ) . . . 2024-05-02| 7.2
. preparation on the existing SQL query. This makes it possible for authenticated
ob_listings_|_woo . . . L
attackers, with accounting manager or admin access, to append additional SQL
commerce_crm_& . L . "
. queries into already existing queries that can be used to extract sensitive
| accounting . )
information from the database.
\WordPress Core is vulnerable to Stored Cross-Site Scripting via user display names
in the Avatar block in various versions up to 6.5.2 due to insufficient output CVE-2024-4439
escaping on the display name. This makes it possible for authenticated attackers, e
wordpress_founda |with contributor-level access and above, to inject arbitrary web scripts in pages
. X o Co 2024-05-03| 7.2
tion -- wordpress [that will execute whenever a user accesses an injected page. In addition, it also
makes it possible for unauthenticated attackers to inject arbitrary web scripts in
pages that have the comment block present and display the comment author's
avatar.
wpeverest -- IThe User Registration - Custom Registration Form, Login Form, and User Profile
user_registration_-|WordPress Plugin plugin for WordPress is vulnerable to privilege escalation due to
| custom_registrati [a missing capability check on the form_save_action() function in all versions up to, CVE-2024-2417
on_form,_login_fo [and including, 3.1.5. This makes it possible for authenticated attackers, with 2024-05-02| 8.8
rm,_and_user_pro [subscriber-level access and above, to update the registration form and make the
file_wordpress_plu|default registration role administrator. This subsequently allows the attacker to
gin register an account as an administrator on the site.
WDify s.ro. Improper Neutralization of Input During Web Page Generation ('Cross-site
wpify_v;/c;o. czech Scripting') vulnerability in WPify s.R.0. WPify Woo Czech allows Reflected XSS.This [2024-05-03| 7.1 |[CVE-2024-33946
Py - issue affects WPify Woo Czech: from n/a through 4.0.10.
IThe ElementsKit Pro plugin for WordPress is vulnerable to Local File Inclusion in all
versions up to, and including, 3.6.0 via the Price Menu, Hotspot, and Advanced
Toggle widgets. This makes it possible for authenticated attackers, with
met -- . ) . ) CVE-2024-3500
gzmentskit o contributor-level access and above, to include and execute arbitrary files on the 2024-05-02| 8.8
P server, allowing the execution of any PHP code in those files. This can be used to
bypass access controls, obtain sensitive data, or achieve code execution in cases
where images and other "safe" file types can be uploaded and included.
woovernight - IThe PDF Invoices & Packing Slips for WooCommerce plugin for WordPress is
dpf invoi?es & pa vulnerable to Stored Cross-Site Scripting via several parameters in versions up to, CVE-2024-3045
P T —P3and including, 3.8.0 due to insufficient input sanitization and output escaping. This |2024-05-02| 7.2
cking_slips_for_wo . . . . . S
makes it possible for unauthenticated attackers to inject arbitrary web scripts in
ocommerce . .
pages that will execute whenever a user accesses an injected page.
. IThe PDF Invoices & Packing Slips for WooCommerce plugin for WordPress is
wpovernight -- . . . . . .
df invoices & ba vulnerable to Server-Side Request Forgery in versions up to, and including, 3.8.0 via CVE-2024-3047
P S —&_P the transform() function. This can allow unauthenticated attackers to make web 2024-05-02 7.2 ————
cking_slips_for_wo . ) . L
requests to arbitrary locations originating from the web application and can be
ocommerce . . . )
used to query and modify information from internal services.
IThe Royal Elementor Addons and Templates plugin for WordPress is vulnerable to
wproyal -- limited file uploads due to missing file type validation in the 'file_validity' function CVE-2024-1567
royal_elementor_afin all versions up to, and including, 1.3.94. This makes it possible for
i ‘ 2024-05-02| 8.2
ddons_and_templ [unauthenticated attackers to upload dangerous file types such as .svgz on the
ates affected site's server which may make cross-site scripting or remote code
execution possible.
xpeedstudio -- IThe ElementsKit Elementor addons plugin for WordPress is vulnerable to Local File
elementskit_elemelinclusion in all versions up to, and including, 3.1.0 via the 2024-05-02| 8.8 CVE-2024-3499



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-7241&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:C/C:N/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-7241
https://answers.webroot.com/Webroot/ukp.aspx?&app=vw&vw=1&login=1&solutionid=4258
https://answers.webroot.com/Webroot/ukp.aspx?&app=vw&vw=1&login=1&solutionid=4258
https://www.webroot.com/us/en/business/support/release-notes#heading-endpoint
https://www.webroot.com/us/en/business/support/release-notes#heading-endpoint
https://www.webroot.com/us/en/support/support-consumer-release-notes
https://www.webroot.com/us/en/support/support-consumer-release-notes
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2663&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2663
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1173&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1173
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4439&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4439
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2417&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2417
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33946&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33946
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3500&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3500
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3045&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3045
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3047&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3047
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1567&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1567
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3499&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3499

High Vulnerabilities

RecursionError.

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
include and execute arbitrary files on the server, allowing the execution of any PHP
code in those files. This can be used to bypass access controls, obtain sensitive
data, or achieve code execution in cases where images and other "safe" file types
can be uploaded and included.
xserver_m!grator --|Cross-Site .Request F.or.gery (CSRF) vulnerablllt.y leading to Arbitrary File Upload in 2024-05-02| 9.6 |CVE-2024-33913
xserver_migrator [Xserver Migrator.This issue affects Xserver Migrator: from n/a through 1.6.1. e
ccaler - Anti-tampering protection of the Zscaler Client Connector can be bypassed under
. certain conditions when running the Repair App functionality. This affects Zscaler [2024-04-30| 8.8 |[CVE-2024-23463
client_connector . . . -
- Client Connector on Windows prior to 4.2.1
ccaler - The anti-tampering functionality of the Zscaler Client Connector can be disabled
Client connector under certain conditions when an uninstall password is enforced. This affects 2024-05-01| 7.8 |CVE-2024-23457
- Zscaler Client Connector on Windows prior to 4.2.0.209
scaler - An Improper Link Resolution Before File Access ('Link Following') vulnerability in
. Zscaler Client Connector on Mac allows a system file to be overwritten.This issue  [2024-05-02| 7.1 |[CVE-2024-23459
client_connector . -
- affects Zscaler Client Connector on Mac : before 3.7.
zs.caler -- A fallbéck me.ch.amsm in code sign che.ckmg on macOS may allow a.rbltrary code 2024-05-01| 7.5 |CVE-2024-23480
client_connector |execution. This issue affects Zscaler Client Connector on MacOS prior to 4.2. .
libxmljs is vulnerable to a type confusion vulnerability when parsing a specially
N/A -- N/A crafted XML while invoking a function on the result of attrs() that was called on a CVE-2024-34391
parsed node. This vulnerability might lead to denial of service (on both 32-bit 2024-05-02| 8.1 |reefs@jfrog.com
systems and 64-bit systems), data leak, infinite loop and remote code execution reefs@jfrog.com
(on 32-bit systems with the XML_PARSE_HUGE flag enabled).
N/A - N/A libxmljs is vuIne.rab.Ie to .a type confusion vulnerab||'|ty wheh p§r5|ng a specially CVE-2024-34392
crafted XML while invoking the namespaces() function (which invokes e
- . |2024-05-02| 8.1 |reefs@jfrog.com
| wrap__xmINode_nsDef_get()) on a grand-child of a node that refers to an entity. .
. I . . . reefs@jfrog.com
IThis vulnerability can lead to denial of service and remote code execution.
libxmljs2 is vulnerable to a type confusion vulnerability when parsing a specially
N/A -- N/A crafted XML while invoking a function on the result of attrs() that was called on a CVE-2024-34393
parsed node. This vulnerability might lead to denial of service (on both 32-bit 2024-05-02| 8.1 |reefs@jfrog.com
systems and 64-bit systems), data leak, infinite loop and remote code execution reefs@jfrog.com
(on 32-bit systems with the XML_PARSE_HUGE flag enabled).
N/A - N/A libxmljs2 is vulnfera.ble tc.) a type confusion vulnerabfllty wh.en parsmg a specially CVE-2024-34394
crafted XML while invoking the namespaces() function (which invokes e .
. 2024-05-02| 8.1 [reefs@jfrog.com
XmINode::get_local_namespaces()) on a grand-child of a node that refers to an reefs@ifrog.com
. . - . . . @ifrog.
entity. This vulnerability can lead to denial of service and remote code execution.
CVE-2024-4340
N/A -~ N/A Passing a heavily nested list to sqlparse.parse() leads to a Denial of Service due to reefs@jfrog.com
. @ifrog.
g ¥ qlparse.p 2024-04-30| 7.5

reefs@jfrog.com

reefs@jfrog.com



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33913&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33913
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23463&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23463
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23457&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23457
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23459&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23459
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23480&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23480
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-34391&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-34391
https://github.com/libxmljs/libxmljs/issues/645
https://research.jfrog.com/vulnerabilities/libxmljs-attrs-type-confusion-rce-jfsa-2024-001033988/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-34392&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-34392
https://github.com/libxmljs/libxmljs/issues/646
https://research.jfrog.com/vulnerabilities/libxmljs-namespaces-type-confusion-rce-jfsa-2024-001034096/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-34393&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-34393
https://github.com/marudor/libxmljs2/issues/204
https://research.jfrog.com/vulnerabilities/libxmljs2-attrs-type-confusion-rce-jfsa-2024-001034097/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-34394&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-34394
https://github.com/marudor/libxmljs2/issues/205
https://research.jfrog.com/vulnerabilities/libxmljs2-namespaces-type-confusion-rce-jfsa-2024-001034098/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4340&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4340
https://github.com/advisories/GHSA-2m57-hf25-phgg
https://github.com/andialbrecht/sqlparse/commit/b4a39d9850969b4e1d6940d32094ee0b42a2cf03
https://research.jfrog.com/vulnerabilities/sqlparse-stack-exhaustion-dos-jfsa-2024-001031292/

Medium Vulnerabilities

| manager

malicious scripts into vulnerable form fields. Malicious JavaScript may be executed
in a victim's browser when they browse to the page containing the vulnerable field.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
10web --
form_maker_by 1 . . .
oweb - mobile The Form Maker by 10Web - Mobile-Friendly Drag & Drop Contact Form Builder
—— i lugin for WordPress is vulnerable to Sensitive Information Exposure in all versions
friendly_drag & d | & vordr , , mation £xp allversions |, 4>4.04-09| 5.9 |CVE-2024-2112
up to, and including, 1.15.22 via the signature functionality. This makes it possible
rop_contact_form . . . . .
builder for unauthenticated attackers to extract sensitive data including user signatures.
adobe -- Adobe Experience Manager versions 6.5.19 and earlier are affected by a stored
adobe_experience [Cross-Site Scripting (XSS) vulnerability that could be abused by an attacker to inject
. L ) . . 2024-04-10| 5.4
|_manager malicious scripts into vulnerable form fields. Malicious JavaScript may be executed ICVE-2024-20778
in a victim's browser when they browse to the page containing the vulnerable field.
adobe -- Adobe Experience Manager versions 6.5.19 and earlier are affected by a stored
adobe_experience [Cross-Site Scripting (XSS) vulnerability that could be abused by an attacker to inject
- o ! . ) 2024-04-10| 5.4
| manager malicious scripts into vulnerable form fields. Malicious JavaScript may be executed ICVE-2024-20779
in a victim's browser when they browse to the page containing the vulnerable field.
adobe -- Adobe Experience Manager versions 6.5.19 and earlier are affected by a stored
adobe_experience [Cross-Site Scripting (XSS) vulnerability that could be abused by an attacker to inject
. o ) . ) 2024-04-10| 5.4
| manager malicious scripts into vulnerable form fields. Malicious JavaScript may be executed ICVE-2024-20780
in a victim's browser when they browse to the page containing the vulnerable field.
adobe -- Adobe Experience Manager versions 6.5.19 and earlier are affected by a stored
adobe_experience [Cross-Site Scripting (XSS) vulnerability that could be abused by an attacker to inject
- o ) o ) 2024-04-10| 5.4
|_manager malicious scripts into vulnerable form fields. Malicious JavaScript may be executed ICVE-2024-26046
in a victim's browser when they browse to the page containing the vulnerable field.
adobe -- Adobe Experience Manager versions 6.5.19 and earlier are affected by a stored
adobe_experience [Cross-Site Scripting (XSS) vulnerability that could be abused by an attacker to inject
- o ) . ) 2024-04-10| 5.4
|_manager malicious scripts into vulnerable form fields. Malicious JavaScript may be executed ICVE-2024-26047
in a victim's browser when they browse to the page containing the vulnerable field.
adobe -- )Adobe Experience Manager versions 6.5.19 and earlier are affected by a stored
adobe_experience [Cross-Site Scripting (XSS) vulnerability that could be abused by an attacker to inject
. o ) o ) 2024-04-10| 5.4
|_manager malicious scripts into vulnerable form fields. Malicious JavaScript may be executed ICVE-2024-26076
in a victim's browser when they browse to the page containing the vulnerable field.
adobe -- )Adobe Experience Manager versions 6.5.19 and earlier are affected by a stored
adobe_experience [Cross-Site Scripting (XSS) vulnerability that could be abused by an attacker to inject 2024-04-10| 5.4
|_manager malicious scripts into vulnerable form fields. Malicious JavaScript may be executed == |CVE-2024-26079
in a victim's browser when they browse to the page containing the vulnerable field.
adobe -- )Adobe Experience Manager versions 6.5.19 and earlier are affected by a stored
adobe_experience [Cross-Site Scripting (XSS) vulnerability that could be abused by an attacker to inject 2024-04-10| 5.4
|_manager malicious scripts into vulnerable form fields. Malicious JavaScript may be executed == |CVE-2024-26084
in a victim's browser when they browse to the page containing the vulnerable field.
adobe -- Adobe Experience Manager versions 6.5.19 and earlier are affected by a stored
adobe_experience [Cross-Site Scripting (XSS) vulnerability that could be abused by an attacker to inject
. L ) . . 2024-04-10| 5.4
|_manager malicious scripts into vulnerable form fields. Malicious JavaScript may be executed ICVE-2024-26087
in a victim's browser when they browse to the page containing the vulnerable field.
adobe -- Adobe Experience Manager versions 6.5.19 and earlier are affected by a stored
adobe_experience [Cross-Site Scripting (XSS) vulnerability that could be abused by an attacker to inject
. L ) . . 2024-04-10| 5.4 2024-2
|_manager malicious scripts into vulnerable form fields. Malicious JavaScript may be executed ICVE-2024-26097
in a victim's browser when they browse to the page containing the vulnerable field.
adobe -- Adobe Experience Manager versions 6.5.19 and earlier are affected by a stored
adobe_experience [Cross-Site Scripting (XSS) vulnerability that could be abused by an attacker to inject 2024-04-10| 5.4

CVE-2024-26098



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2112&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2112
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20778&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20778
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20779&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20779
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20780&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20780
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26046&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26046
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26047&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26047
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26076&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26076
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26079&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26079
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26084&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26084
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26087&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26087
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26097&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26097
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26098&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26098

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
adobe -- Adobe Experience Manager versions 6.5.19 and earlier are affected by a stored
adobe_experience [Cross-Site Scripting (XSS) vulnerability that could be abused by an attacker to inject
. L ) . . 2024-04-10| 5.4
|_manager malicious scripts into vulnerable form fields. Malicious JavaScript may be executed == |CVE-2024-26122
in a victim's browser when they browse to the page containing the vulnerable field.
dobe After Effects versions 24.1, 23.6.2 and earlier are affected by an out-of-bounds
read vulnerability that could lead to disclosure of sensitive memory. An attacker
after_effects ) . o o 2024-04-10| 5.5
could leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of ICVE-2024-20737
this issue requires user interaction in that a victim must open a malicious file.
Animate versions 23.0.4, 24.0.1 and earlier are affected by a NULL Pointer
adobe - animate Dereference vulnerability that could lead to an application denial-of-service. An
attacker could leverage this vulnerability to cause a system crash, resulting in a 2024-04-11| 5.5 CVE-2024-20794
denial of service. Exploitation of this issue requires user interaction in that a victim
must open a malicious file.
Animate versions 23.0.4, 24.0.1 and earlier are affected by an out-of-bounds read
adobe -- animate |vulnerability that could lead to disclosure of sensitive memory. An attacker could
. . e e . |2024-04-11| 5.5
leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this ICVE-2024-20796
issue requires user interaction in that a victim must open a malicious file.
Bridge versions 13.0.6, 14.0.2 and earlier are affected by an out-of-bounds read
adobe -- bridge vulnerability that could lead to disclosure of sensitive memory. An attacker could 2024-04-11| 5.5
leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this == |CVE-2024-20771
issue requires user interaction in that a victim must open a malicious file.
Illustrator versions 28.3, 27.9.2 and earlier are affected by an out-of-bounds read
adobe -- illustrator [vulnerability that could lead to disclosure of sensitive memory. An attacker could 2024-04-11| 5.5
leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this == |CVE-2024-20798
issue requires user interaction in that a victim must open a malicious file.
InDesign Desktop versions 18.5.1, 19.2 and earlier are affected by an out-of-
adobe -- bounds read vulnerability that could lead to disclosure of sensitive memory. An
indesign_desktop |attacker could leverage this vulnerability to bypass mitigations such as ASLR. 2024-04-10| 5.5 CVE-2024-20766
Exploitation of this issue requires user interaction in that a victim must open a
malicious file.
adobe Photoshop Desktop versions 24.7.2, 25.3.1 and earlier are affected by an out-of-
hotoshop deskto bounds read vulnerability that could lead to disclosure of sensitive memory. An
g P attacker could leverage this vulnerability to bypass mitigations such as ASLR. 2024-04-10| 5.5 CVE-2024-20770
Exploitation of this issue requires user interaction in that a victim must open a
malicious file.
aerin --
loan_repayment_c [Cross-Site Request Forgery (CSRF) vulnerability in aerin Loan Repayment Calculator
alculator_and_applfand Application Form.This issue affects Loan Repayment Calculator and Application|2024-04-12| 5.4 CVE-2024-31263
ication_form Form: from n/a through 2.9.4.
alex_tselegidis -- . L . - . L
easylappointments Missing Authorization vulnerability in Alex Tselegidis Easy!Appointments.This issue 2024-04-11| 6.3
) affects Easy!Appointments: from n/a through 1.3.2. == |CVE-2023-32295
aminur_islam --
wo lo i_n and o Improper Neutralization of Input During Web Page Generation ('Cross-site
ojt‘ regdir;ct -8 Scripting') vulnerability in Aminur Islam WP Login and Logout Redirect allows 2024-04-11| 5.9 CVE-2024-31927
- Stored XSS.This issue affects WP Login and Logout Redirect: from n/a through 1.2.
appcheap.io -- N . . .
URL Redirection to Untrusted Site ('Open Redirect') vulnerability in Appcheap.lo
app_builder trect! rusted Site (‘Op irect’) vulnerability in Appcheap 2024-04-10| 4.7

App Builder.This issue affects App Builder: from n/a through 3.8.7.

CVE-2024-31282



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26122&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26122
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20737&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20737
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20794&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20794
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20796&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20796
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20771&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20771
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20798&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20798
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20766&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20766
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20770&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20770
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31263&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31263
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-32295&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-32295
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31927&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31927
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31282&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31282

Medium Vulnerabilities

S

Stored XSS.This issue affects Ultimate Store Kit Elementor Addons: from n/a
through 1.5.2.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
apppresser_team -
pr resse_r Cross-Site Request Forgery (CSRF) vulnerability in AppPresser Team 2024-04-12| 43
PPp AppPresser.This issue affects AppPresser: from n/a through 4.3.0. == |CVE-2024-31268
arnan_de_gans --
no- Cross-Site Request Forgery (CSRF) vulnerability in Arnan de Gans No-Bot 2024-04-12| 4.3
bot_registration  [Registration.This issue affects No-Bot Registration: from n/a through 1.9.1. == |CVE-2024-31372
The Sydney Toolbox plugin for WordPress is vulnerable to Stored Cross-Site
sthemes Scripting via the plugin's Filterable Gallery widget in all versions up to, and
- including, 1.28 due to insufficient input sanitization and output escaping on user
sydney_toolbox Ng, .2 : 1t inpu! 'd outp PINg ¢ 2024-04-09| 6.4 ICVE-2024-3208
supplied attributes. This makes it possible for authenticated attackers, with
contributor-level access and above, to inject arbitrary web scripts in pages that will
lexecute whenever a user accesses an injected page.
stable-diffusion-webui is a web interface for Stable Diffusion, implemented using ICVE-2024-31462
Gradio library. Stable-diffusion-webui 1.7.0 is vulnerable to a limited file write
ffecting Wi .Th i h Backup/R i
- utomatic1111 — affecting .mdows .systems e creat.e_w n.1et od (Bac .up/ estore tab) |n.
stable-diffusion modules/ui_extensions.py takes user input into the config_save_name variable on
webui line 653. This user input is later used in the save_config_state method and used to (2024-04-12| 6.3
create a file path on line 65, which is afterwards opened for writing on line 67,
which leads to a limited file write exploitable on Windows systems. This issue may
lead to limited file write. It allows for writing json files anywhere on the server
where the web server has access.
automattic -- . A . .
Woocommerce Cross-Site Request Forgery (CSRF) vulnerability in Automattic WooCommerce.This 2024-04-07| 4.3
issue affects WooCommerce: from n/a through 8.5.2. —= |CVE-2024-22155
automattic -- . _— - ) .
Wo iob manager Missing Authorization vulnerability in Automattic WP Job Manager.This issue 2024-04-12| 53
PIob_ BET laffects WP Job Manager: from n/a through 2.0.0. == |CVE-2023-52211
ayecode_ltd -- . I .
Usersw Cross-Site Request Forgery (CSRF) vulnerability in AyeCode Ltd UsersWP.This issue 2024-04-11| 5.4
P affects UsersWP: from n/a before 1.2.6. == |CVE-2024-31936
bdthemes --
element_pack_ele
mentor_addons_(h[The Element Pack Elementor Addons (Header Footer, Template Library, Dynamic
eader_footer,_tem|Grid & Carousel, Remote Arrows) plugin for WordPress is vulnerable to Sensitive
plate_library,_dyn [Information Exposure in all versions up to, and including, 5.5.6 via the 2024-04-11| 5.3 [CVE-2024-2966
amic_grid_&_caro |element_pack_ajax_search function. This makes it possible for unauthenticated
usel,_remote_arro [attackers to extract sensitive data including password protected post details.
ws)
bdthemes --
prime_slider_- Missing Authorization vulnerability in BdThemes Prime Slider - Addons For
|_addons_for_elem |[Elementor.This issue affects Prime Slider - Addons For Elementor: from n/a 2024-04-11| 4.3 CVE-2024-24883
entor through 3.11.10.
bdthemes --
Ultimate store kit Improper Neutralization of Input During Web Page Generation ('Cross-site
_eIemen;or_ad_don Scripting') vulnerability in BdThemes Ultimate Store Kit Elementor Addons allows 2024-04-08| 6.5

CVE-2024-31357



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31268&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31268
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31372&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31372
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3208&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3208
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31462&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31462
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-22155&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-22155
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-52211&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-52211
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31936&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31936
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2966&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2966
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-24883&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-24883
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31357&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31357

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published

Vendor -- Product L uol Score Info
The Beaver Themer plugin for WordPress is vulnerable to Stored Cross-Site

beaver builder Scripting via the plugin's shortcode(s) in all versions up to, and including, 1.4.9 due

beaver:themer tF) insuffi.cient ianft sanit.ization and out;.nut escaping on us.er suppli.ed custom 2024-04-09| 6.4 |CVE-2023-6694
fields. This makes it possible for authenticated attackers with contributor-level and
above permissions to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.

beaver builder The Beaver Themer plugin for WordPress is vulnerable to Sensitive Information

beaver:themer Exposu're in aI'I versions up to., and including, 1.4:9 via tht? wpbb' shortcode. This 2024-04-09| 6.5 [CVE-2023-6695
makes it possible for authenticated attackers, with contributor access and above,
to extract sensitive data including arbitrary user_meta values.

bestwebsoft -- The Contact Form by BestWebSoft plugin for WordPress is vulnerable to Reflected

contact_form_by_ [Cross-Site Scripting via the 'cntctfrm_contact_subject' parameter in all versions up

bestwebsoft_- to, and including, 4.2.8 due to insufficient input sanitization and output escaping. 2024-04-09| 6.1 ICVE-2024-2200

| advanced_contac [This makes it possible for unauthenticated attackers to inject arbitrary web scripts -

t_us_form_builder [in pages that execute if they can successfully trick a user into performing an action

| for_wordpress  [such as clicking on a link.

bestwebsoft --

contact form b The Contact Form by BestWebSoft plugin for WordPress is vulnerable to Reflected

bestwegsoft oY Cross-Site Scripting via the 'cntctfrm_contact_address' parameter in all versions up

_advanced_c_ontac to,'and incllfding, é.l.2.8 due to insuffi.cient input sanitiza.tit')n and c'>utput escapir'1g. 2024-04-09| 6.1 |CVE-2024-2198

© us form builder This makes it possible for unauthenticated attackers to inject arbitrary web scripts

- - - in pages that execute if they can successfully trick a user into performing an action

| for_wordpress . .
such as clicking on a link.

bfintal The Stackable - Page Builder Gutenberg Blocks plugin for WordPress is vulnerable

<tackable to Stored Cross-Site Scripting via the Post(v2) block title tag in all versions up to,

_page_bu_ilder_gut and includ.ing, 3.1?.11 due t.o insuffic.ient inPut sanitization'and output escapi'ng on 2024-04-09| 6.4 |CVE-2024-2039

enbera blocks user supplied attributes. This makes it possible for authenticated attackers with

8- contributor-level and above permissions to inject arbitrary web scripts in pages

that will execute whenever a user accesses an injected page.
The Newsmatic theme for WordPress is vulnerable to Sensitive Information

blazethemes - Exposure in all versions up to, and including, 1.3.0 via the

newsmatic Jposire e b & . 2024-04-09| 53 [CVE-2024-1587
newsmatic_filter_posts_load_tab_content'. This makes it possible for
unauthenticated attackers to view draft posts and post content.

blocksmarket -- Improper Neutralization of Input During Web Page Generation ('Cross-site

gradient_text_wid |Scripting') vulnerability in Blocksmarket Gradient Text Widget for Elementor allows 2024-04-07| 6.5

get_for_elementor|Stored XSS.This issue affects Gradient Text Widget for Elementor: from n/a through == |CVE-2024-31346
1.0.1.

bogdanfix -- o - I . .

wo sendfox Missing Authorization vulnerability in BogdanFix WP SendFox.This issue affects WP 2024-04-11| 5.4

P SendFox: from n/a through 1.3.0. 22 CVE-2024-27970

The Bold Page Builder plugin for WordPress is vulnerable to Stored Cross-Site

boldthemes Scripting via the plugin's Al features all versions up to, and including, 4.8.8 due to

bold_page_builder insuffic‘ient inF)ut sanitization‘and output escapil‘wg on usgr supplied attributes. This 2024-04-10| 6.4 |CVE-2024-2734
makes it possible for authenticated attackers, with contributor-level access and
above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.
The Bold Page Builder plugin for WordPress is vulnerable to Stored Cross-Site

boldthemes Scripting via the 'Price List' element in all versions up to, and including, 4.8.8 due to

bold_page_builder insufficient input sanitization and output escaping on user supplied attributes. This 2024-04-10| 6.4 |CVE-2024-2735

makes it possible for authenticated attackers, with contributor-level access and
above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-6694&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-6694
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-6695&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-6695
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2200&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2200
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2198&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2198
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2039&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2039
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1587&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1587
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31346&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31346
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-27970&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-27970
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2734&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2734
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2735&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2735

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
The Bold Page Builder plugin for WordPress is vulnerable to Stored Cross-Site
boldthemes Scripting via HTML Tags in all versions up to, and including, 4.8.8 due to insufficient
bold_page_builder inpu.t sanitization an.d output escaping ?n user s.upplied attributes. This makes it 2024-04-10| 6.4 |CVE-2024-2736
possible for authenticated attackers, with contributor-level access and above, to
inject arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
The Bold Page Builder plugin for WordPress is vulnerable to Stored Cross-Site
boldthemes Scripting via the URL attribute of widgets in all versions up to, and including, 4.8.8
due to insufficient input sanitization and output escaping on user supplied
bold_page_builder | cIent inpu sanit P PINg on User suppiie 2024-04-09| 6.4 ICVE-2024-3266
attributes. This makes it possible for authenticated attackers, with contributor-
level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
The Bold Page Builder plugin for WordPress is vulnerable to Stored Cross-Site
boldthemes Scripting via the plugin's bt_bb_price_list shortcode in all versions up to, and
bold_page_builder incluc.ling, 4.2?.8 due to .insufficie.nt ian.Jt sanitization al."ld output escaping.on user 2024-04-09| 6.4 |CVE-2024-3267
supplied attributes. This makes it possible for authenticated attackers, with
contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
The Bold Page Builder plugin for WordPress is vulnerable to Stored Cross-Site
boldthemes Scripting via the plugin's "Separator" element in all versions up to, and including,
bold_page_builder 4.8.? due to irlmsufficien.t input. sanitization anf:l output escaping 9n user S}Jpplied 2024-04-10| 5.4 |CVE-2024-2733
attributes. This makes it possible for authenticated attackers, with contributor-
level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
bosch -- ams A firmware bug which may lead to misinterpretation of data in the AMC2-4WCF 2024-04-11| 4.6 CVE-2023-32228
and AMC2-2WCF allowing an adversary to grant access to the last authorized user. — |psirt@bosch.com
bracketspace -- N . I -
advanced cron m Improper Neutralization of Input During Web Page Generation ('Cross-site
anager - ~  [Scripting') vulnerability in BracketSpace Advanced Cron Manager - debug & control 2024-04-11| 5.9
ger_ allows Stored XSS.This issue affects Advanced Cron Manager - debug & control: == |CVE-2024-31926
| debug_&_control
from n/a through 2.5.2.
bracketspace - Cross-Site Request Forgery (CSRF) vulnerability in BracketSpace Simple Post
simple_post_notes 2024-04-11| 4.3
Imple_post_ Notes.This issue affects Simple Post Notes: from n/a through 1.7.6. == |CVE-2024-31935
bradvin The Best WordPress Gallery Plugin - FooGallery plugin for WordPress is vulnerable
best wordoress to Stored Cross-Site Scripting via the foogallery_attachment_modal_save action in
- p -8 lall versions up to, and including, 2.4.14 due to insufficient input sanitization and CVE-2024-2081
allery_plugin_- ) . ) . ) ) 2024-04-09| 6.4
foogaller output escaping. This makes it possible for authenticated attackers, with author-
008 4 level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
The Astra theme for WordPress is vulnerable to Stored Cross-Site Scripting via a
brainstormforce -- |user's display name in all versions up to, and including, 4.6.8 due to insufficient
astra input sanitization and output escaping. This makes it possible for authenticated 2024-04-09| 6.4 [CVE-2024-2347
attackers, with contributor-level access and above, to inject arbitrary web scripts in
pages that will execute whenever a user accesses an injected page.
The Cards for Beaver Builder plugin for WordPress is vulnerable to Stored Cross-
brainstormforce -- [Site Scripting via the BootstrapCard link in all versions up to, and including, 1.1.2
cards_for_beaver_ |[due to insufficient input sanitization and output escaping on user supplied 2024-04-09| 6.4 |CVE-2024-2305

builder

attributes. This makes it possible for authenticated attackers with contributor-level
and above permissions to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2736&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2736
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3266&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3266
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3267&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3267
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2733&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2733
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-32228&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-32228
https://psirt.bosch.com/security-advisories/BOSCH-SA-391095-BT.html
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31926&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31926
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31935&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31935
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2081&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2081
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2347&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2347
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2305&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2305

Medium Vulnerabilities

the public and may be used. The associated identifier of this vulnerability is VDB-
259907.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
. The Spectra - WordPress Gutenberg Blocks plugin for WordPress is vulnerable to
brainstormforce -- . S . .
<pectra Stored Cross-Site Scripting via the Custom CSS metabox in all versions up to and CVE-2023-6486
_F\)Nordp_ress_guten includir.1g 2.19.3 due to insuff?cient input sanitiza.tion and. output escaping. This 2024-04-09| 6.4
bere blocks makes it possible for authenticated attackers, with contributor-level access and
8- above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.
The WP Recipe Maker plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the Video Embed parameter in all versions up to, and including, 9.2.1
brechtvds -- due to insufficient input sanitization and output escaping. This makes it possible for
wp_recipe_maker |authenticated attackers, with access to the recipe dashboard (which is 2024-04-09| 4.4 |CVE-2024-1571
administrator-only by default but can be assigned to arbitrary capabilities), to
inject arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
bricksforge -- L o e o - .
bricksforae Missing Authorization vulnerability in Bricksforge.This issue affects Bricksforge: 2024-04-10| 5.3
& from n/a through 2.0.17. 23 |cvE-2024-31242
britner The Gutenberg Blocks by Kadence Blocks - Page Builder Features plugin for
WordPress is vulnerable to Stored Cross-Site Scripting via the contact form
gutenberg_blocks_ L . . . . L
message settings in all versions up to and including 3.2.17 due to insufficient input
by_kadence_block R . . . . : CVE-2024-0598
X sanitization and output escaping. This makes it possible for authenticated 2024-04-00| 4.4 CVE-2024-0598
_a e builder fea attackers, with editor-level access and above, to inject arbitrary web scripts in -
-Page_ ~  |pages that will execute whenever a user accesses an injected page. This primarily
tures s . . . .
affects multi-site installations and installations where unfiltered_html has been
disabled.
britner -- The Gutenberg Blocks by Kadence Blocks - Page Builder Features plugin for
gutenberg_blocks_|WordPress is vulnerable to Stored Cross-Site Scripting via the Testimonial Widget's
by_kadence_block [anchor style parameter in all versions up to, and including, 3.2.25 due to 2024-04-09| 6.4 ICVE-2024-1999
s_page_builder_fe |insufficient input sanitization and output escaping. This makes it possible for -
atures authenticated attackers, with contributor access or higher, to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
bunny.net -- Improper Neutralization of Input During Web Page Generation ('Cross-site
bunny.net Scripting') vulnerability in bunny.Net allows Stored XSS.This issue affects 2024-04-11| 5.9 CVE-2024-31361
bunny.Net: from n/a through 2.0.1.
A vulnerability was found in Byzoro Smart S80 Management Platform up to
bvz0ro 20240317. It has been rated as critical. Affected by this issue is some unknown
srt\art <80 mana functionality of the file /useratte/userattestation.php. The manipulation of the CVE-2024-3521
- - & argument web_img leads to unrestricted upload. The attack may be launched 2024-04-09| 4.7
ement_platform . . .
remotely. The exploit has been disclosed to the public and may be used. The
identifier of this vulnerability is VDB-259892. NOTE: The vendor was contacted
early about this disclosure but did not respond in any way.
A vulnerability has been found in Campcodes Church Management System 1.0 and
campcodes -- classified as critical. This vulnerability affects unknown code of the file CVE-2024-3536
church_managemel|/admin/delete_log.php. The manipulation of the argument selector leads to sql
N A . . 2024-04-10| 6.3
nt_system injection. The attack can be initiated remotely. The exploit has been disclosed to
the public and may be used. VDB-259906 is the identifier assigned to this
vulnerability.
A vulnerability was found in Campcodes Church Management System 1.0 and
campcodes -- classified as critical. This issue affects some unknown processing of the file CVE-2024-3537
church_managemel|/admin/admin_user.php. The manipulation of the argument firstname leads to sql 2024-04-10| 6.3
nt_system injection. The attack may be initiated remotely. The exploit has been disclosed to -



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-6486&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-6486
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1571&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1571
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31242&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31242
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-0598&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-0598
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1999&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1999
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31361&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31361
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3521&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3521
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3536&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3536
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3537&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3537

Medium Vulnerabilities

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
campcodes -- A vulnerability was found in Campcodes Church Management System 1.0. It has
church_ manageme been classified as critical. Affected is an unknown function of the file CVE-2024-3538

- admin/addTithes.php. The manipulation of the argument na leads to sql injection. [2024-04-10| 6.3

nt_system . ) . .

It is possible to launch the attack remotely. The exploit has been disclosed to the

public and may be used. The identifier of this vulnerability is VDB-259908.

A vulnerability was found in Campcodes Church Management System 1.0. It has
campcodes -- been declared as critical. Affected by this vulnerability is an unknown functionality CVE-2024-3539
church_manageme|of the file /admin/addgiving.php. The manipulation of the argument amount leads 2024-04-10 6.3 —
nt_system to sql injection. The attack can be launched remotely. The exploit has been -

disclosed to the public and may be used. The identifier VDB-259909 was assigned

to this vulnerability.

A vulnerability was found in Campcodes Church Management System 1.0. It has
campcodes -- been rated as critical. Affected by this issue is some unknown functionality of the CVE-2024-3540
church_managemeffile /admin/add_sundaysch.php. The manipulation of the argument Gender leads 2024-04-10 6.3 —
nt_system to sqgl injection. The attack may be launched remotely. The exploit has been -

disclosed to the public and may be used. VDB-259910 is the identifier assigned to

this vulnerability.
campcodes - A vulnerability was found in Campcodes House Rental Management System 1.0
House rental man and classified as critical. This issue affects some unknown processing of the file CVE-2024-3696

- - view_payment.php. The manipulation of the argument id leads to sql injection. The|2024-04-12| 6.3

agement_system - . . .
attack may be initiated remotely. The exploit has been disclosed to the public and
may be used. The associated identifier of this vulnerability is VDB-260483.
campcodes - A vulnerability was found in Campcodes House Rental Management System 1.0. It
house rental man has been classified as critical. Affected is an unknown function of the file ICVE-2024-3697
- - manage_tenant.php. The manipulation of the argument id leads to sql injection. It [2024-04-12| 6.3
agement_system | ) . .
is possible to launch the attack remotely. The exploit has been disclosed to the
public and may be used. The identifier of this vulnerability is VDB-260484.
A vulnerability was found in Campcodes House Rental Management System 1.0. It
campcodes -- has been declared as critical. Affected by this vulnerability is an unknown CVE-2024-3698
house_rental_man ffunctionality of the file manage_payment.php. The manipulation of the argument 2024-04-12| 6.3
agement_system |id leads to sql injection. The attack can be launched remotely. The exploit has been -
disclosed to the public and may be used. The identifier VDB-260485 was assigned
to this vulnerability.
campcodes -- A vulnerability, which was classified as critical, was found in Campcodes House
house rental man Rental Management System 1.0. This affects an unknown part of the file ajax.php. CVE-2024-3719
- - The manipulation of the argument id leads to sql injection. It is possible to initiate |2024-04-13| 6.3
agement_system . . .
the attack remotely. The exploit has been disclosed to the public and may be used.
The associated identifier of this vulnerability is VDB-260571.
campcodes - A vulnerability classified as critical has been found in Campcodes Online Event
online event man Management System 1.0. This affects an unknown part of the file /api/process.php. CVE-2024-3522
- - The manipulation of the argument userld leads to sql injection. It is possible to 2024-04-09| 6.3
agement_system | ; i i
initiate the attack remotely. The exploit has been disclosed to the public and may
be used. The identifier VDB-259893 was assigned to this vulnerability.
campcodes - A vulnerability classified as critical was found in Campcodes Online Event
| nline event man Management System 1.0. This vulnerability affects unknown code of the file CVE-2024-3523
- - views/index.php. The manipulation of the argument ID leads to sqgl injection. The [2024-04-09| 6.3
agement_system L . . .
attack can be initiated remotely. The exploit has been disclosed to the public and
may be used. VDB-259894 is the identifier assigned to this vulnerability.
catch_plugins --
generate_child_th |Cross-Site Request Forgery (CSRF) vulnerability in Catch Plugins Generate Child 2024-04-12| 5.4

eme

Theme.This issue affects Generate Child Theme: from n/a through 2.0.

CVE-2024-31279



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3538&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3538
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3539&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3539
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3540&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3540
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3696&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3696
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3697&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3697
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3698&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3698
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3719&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3719
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3522&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3522
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3523&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3523
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31279&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31279

Medium Vulnerabilities

when a frontend member changes their password in the personal data or the

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
celomitan The Gum Elementor Addon plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the Post Meta widget in all versions up to, and including, 1.3.2 due to CVE-2024-2348
gum_elementor_a | o e ) ) ) . eV E-£Ueq-2930
ddon insufficient input sanitization and output escaping. This makes it possible for 2024-04-09| 6.4
authenticated attackers, with subscriber-level access and above, to inject arbitrary
web scripts in pages that will execute whenever a user accesses an injected page.
clavaque --
s2member_-
| best_membershi . . . .
lugin for all ki The s2Member - Best Membership Plugin for All Kinds of Memberships, Content
Eas Oi r;emTJer;h Restriction Paywalls & Member Access Subscriptions plugin for WordPress is
- _ lvulnerable to Information Exposure in all versions up to, and including, 230815 via |2024-04-09| 5.3 [CVE-2024-0899
ips_content_restri . . . .
. the API. This makes it possible for unauthenticated attackers to see the contents of
ction_paywalls_&
those posts and pages.
member_access_s
ubscriptions
coded_commerce,
| llc-- Cross-Site Request Forgery (CSRF) vulnerability in Coded Commerce, LLC
benchmark_email_[Benchmark Email Lite.This issue affects Benchmark Email Lite: from n/a through 2024-04-12| 4.3 CVE-2024-31360
lite 4.1.
codepeople --
cont:ct form ema Exposure of Sensitive Information to an Unauthorized Actor vulnerability in
. - - CodePeople Contact Form Email.This issue affects Contact Form Email: from n/a 2024-04-10| 5.3 CVE-2024-31302
through 1.3.44.
collizo4sky -- . . . . . .
aid membershi The Paid Membership Plugin, Ecommerce, User Registration Form, Login Form,
P -, P User Profile & Restrict Content - ProfilePress plugin for WordPress is vulnerable to
|_plugin_ecommerc . L. . o . , .
e, user_registratio Stored Cross-Site Scripting via the plugin's 'reg-single-checkbox' shortcode in all
n__form,__login_for versions up t9, and including, 1.1.15.5 c{ue to insu.fficient ir)put sa.nitization and 2024-04-10| 6.4 |CVE-2024-3210
. output escaping on user supplied attributes. This makes it possible for
m_user_profile_& . . . L
. authenticated attackers, with contributor-level access and above, to inject
restrict_content . . )
B rofile_ress ~ [arbitrary web scripts in pages that will execute whenever a user accesses an
-P P injected page.
The FancyBox for WordPress plugin for WordPress is vulnerable to Stored Cross-
colorlibolugins Site Scripting via admin settings in versions 3.0.2 to 3.3.3 due to insufficient input
eanc bo?( fgor wor sanitization and output escaping. This makes it possible for authenticated
? re\{ss - attackers, with administrator-level permissions and above, to inject arbitrary web |2024-04-09| 4.4 |CVE-2024-0662
P scripts in pages that will execute whenever a user accesses an injected page. This
only affects multi-site installations and installations where unfiltered_html has
been disabled.
connekthq -- The WordPress Infinite Scroll - Ajax Load More plugin for WordPress is vulnerable
wordpress_infinite [to Path Traversal in all versions up to, and including, 7.0.1 via the 'type' parameter. ICVE-2024-1790
| scroll_- This makes it possible for authenticated attackers, with administrator-level access |2024-04-09( 4.9
| ajax_load_more [|and above, to read the contents of arbitrary files on the server, which can contain
sensitive information. This is limited to Windows instances.
Contao is an open source content management system. Starting in version 4.0.0
and prior to version 4.13.40 and 5.3.4, users can inject malicious code in filenames CVE-2024-28190
contao -- contao  |when uploading files (back end and front end), which is then executed in tooltips
. . 2024-04-09| 5.4
and popups in the back end. Contao versions 4.13.40 and 5.3.4 have a patch for
this issue. As a workaround, remove upload fields from frontend forms and disable
uploads for untrusted back end users.
contao -- contao e ntag is an open source content management system. Prior to version 4.13.40,  |2024-04-09| 5.9 |CVE-2024-30262
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Medium Vulnerabilities

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
password lost module, the corresponding remember-me tokens are not removed.
If someone compromises an account and is able to get a remember-me token,
changing the password would not be enough to reclaim control over the account.
\Version 4.13.40 contains a fix for the issue. As a workaround, disable "Allow auto
login" in the login module.
Contao is an open source content management system. Starting in version 2.0.0
contao - contao and prior to versions 4.13.40 and 5.3.4, it is possible to inject CSS styles via BBCode ICVE-2024-28234
in comments. Installations are only affected if BBCode is enabled. Contao versions (2024-04-09| 4.3
4.13.40 and 5.3.4 have a patch for this issue. As a workaround, disable BBCode for
comments.
zz:::::z:: - Insertion of Sensitive Information into Log File vulnerability in ConvertKit.This issue 2024-04-10| 5.3
affects ConvertKit: from n/a through 2.4.5. == |CVE-2024-31245
A vulnerability classified as critical was found in CP Plus Wi-Fi Camera up to
20240401. Affected by this vulnerability is an unknown functionality of the
cp_plus - wi- component User Management. The manipulation leads to improper authorization. CVE-2024-3434
fi_camera The attack can be launched remotely. The exploit has been disclosed to the public |2024-04-08| 5.4
and may be used. The associated identifier of this vulnerability is VDB-259615.
NOTE: The vendor was contacted early about this disclosure but did not respond in
any way.
creativeminds --  [The Invitation Code Content Restriction Plugin from CreativeMinds plugin for
invitation_code_co[WordPress is vulnerable to Reflected Cross-Site Scripting via the 'target_id'
ntent_restriction_ [parameter in all versions up to, and including, 1.5.4 due to insufficient input 2024-04-09| 6.1 |CVE-2022-4965
plugin_from_creatisanitization and output escaping. This makes it possible for unauthenticated -
veminds attackers to inject arbitrary web scripts in pages that execute if they can
successfully trick a user into performing an action such as clicking on a link.
creativethemes --
blocksy_companio [Cross-Site Request Forgery (CSRF) vulnerability in CreativeThemes Blocksy 2024-04-11| 5.4
n Companion.This issue affects Blocksy Companion: from n/a through 2.0.28. == |CVE-2024-31932
The Elements Plus! plugin for WordPress is vulnerable to Stored Cross-Site
. Scripting via multiple widget link URLs in all versions up to, and including, 2.16.2
cosigniterteam -- due to insufficient input sanitization and output escaping on user supplied
elements_plus! . ) . ) . . . 2024-04-09| 6.4 [CVE-2024-2335
attributes. This makes it possible for authenticated attackers with contributor-level
and above permissions to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
A vulnerability classified as critical was found in cym1102 nginxWebUl up to 3.9.9.
cym1102 -- This vulnerability affects unknown code of the file /adminPage/main/upload. The CVE-2024-3739
nginxwebui manipulation of the argument file leads to os command injection. The attack can  {2024-04-13| 6.3
be initiated remotely. The exploit has been disclosed to the public and may be
used. VDB-260578 is the identifier assigned to this vulnerability.
A vulnerability, which was classified as critical, has been found in cym1102
oym1102 - nginxWebUI up to 3.9.9. This issue affects the function exec of the file CVE-2024-3740
. . adminPage/conf/reload. The manipulation of the argument nginxExe leads to
nginxwebui L o . 2024-04-13| 6.3
deserialization. The attack may be initiated remotely. The exploit has been
disclosed to the public and may be used. The associated identifier of this
vulnerability is VDB-260579.
A vulnerability was found in cym1102 nginxWebUI up to 3.9.9. It has been declared
cym1102 -- as problematic. Affected by this vulnerability is the function upload of the file CVE-2024-3736
nginxwebui adminPage/main/upload. The manipulation leads to unrestricted upload. The 2024-04-13| 4.3

attack can be launched remotely. The exploit has been disclosed to the public and
may be used. The associated identifier of this vulnerability is VDB-260575.
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Medium Vulnerabilities

er

versions.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product R Score Info
danieliser -- The Popup Maker - Popup for opt-ins, lead gen, & more plugin for WordPress is
popup_maker_-  (vulnerable to Stored Cross-Site Scripting via the plugin's shortcode(s) in all versions
| popup_for_opt- |up to, and including, 1.18.2 due to insufficient input sanitization and output 9024-04-09| 6.4 ICVE-2024-2336
ins_lead_gen_& _mlescaping on user supplied attributes. This makes it possible for authenticated -
ore attackers with contributor-level and above permissions to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
DataEase, an open source data visualization and analysis tool, has a database
dataease -- configuration information exposure vulnerability prior to version 2.5.0. Visiting the
dataease */de2api/engine/getEngine;.js’ path via a browser reveals that the platform's 2024-04-08| 5.3 [CVE-2024-30269
database configuration is returned. The vulnerability has been fixed in v2.5.0. No
known workarounds are available aside from upgrading.
dell --
CVE-2024-0159
alienware_comma |Dell Alienware Command Center, versions 5.5.52.0 and prior, contain improper .. .
T : . . 2024-04-10| 6.7 |security alert@em
nd_center_(awcc) [access control vulnerability, leading to Denial of Service on local system.  com
dell -- coe bios Dell BIOS contains an Out-of-Bounds Write vulnerability. A local authenticated CVE-2024-22448
PE— malicious user with admin privileges could potentially exploit this vulnerability, 2024-04-10| 4.7 |security alert@em
leading to denial of service. c.com
dell -- Dell Storage Resource Manager, 4.9.0.0 and below, contain(s) a Session Fixation CVE-2024-0157
dell_storage_resou[Vulnerability in SRM Windows Host Agent. An adjacent network unauthenticated o
. . - . " 2024-04-12| 5.9 |security alert@em
rce_manager attacker could potentially exploit this vulnerability, leading to the hijack of a  com
targeted user's application session. o
devitemslic --
shoplentor_-
P - The ShopLentor - WooCommerce Builder for Elementor & Gutenberg +12 Modules
woocommerce_b . . . .
ailder for eIem;n - All in One Solution (formerly WooLentor) plugin for WordPress is vulnerable to
ior & eutenber Stored Cross-Site Scripting via the Special Offer Day Widget Banner Link in all ICVE-2024-1960
+12— rrf)dules 8- versions up to, and including, 2.8.1 due to insufficient input sanitization and output|2024-04-09| 6.4
- . . |lescaping on user supplied attributes. This makes it possible for authenticated
| all_in_one_soluti . . . . .
attackers with contributor-level and above permissions to inject arbitrary web
on_(formerly_wool| . .
entor) scripts in pages that will execute whenever a user accesses an injected page.
devitemsllc --
shoplentor_-
P - The ShopLentor - WooCommerce Builder for Elementor & Gutenberg +12 Modules
| woocommerce_b . . . .
Uilder for elemen |- All in One Solution (formerly WooLentor) plugin for WordPress is vulnerable to
or &‘ ut_enber Stored Cross-Site Scripting via the plugin's QR Code Widget in all versions up to,
17 n:cnguIes &~ land including, 2.8.4 due to insufficient input sanitization and output escapingon  |2024-04-09| 6.4 |CVE-2024-2946
aII_in one s?)Iuti user supplied attributes. This makes it possible for authenticated attackers, with
- - - - contributor-level access and above, to inject arbitrary web scripts in pages that will
on_(formerly_wool L
execute whenever a user accesses an injected page.
entor)
devowl -- The Real Media Library: Media Library Folder & File Manager plugin for WordPress
real_media_library fis vulnerable to Stored Cross-Site Scripting via its style attributes in all versions up
:_media_library_foto, and including, 4.22.7 due to insufficient input sanitization and output escaping. 024-04-09| 6.4 |CVE-2024-2027
Ider_&_file_manag|[This makes it possible for authenticated attackers, with contributor access or -
er above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.
dfactory --
. . . . . <14
post_views_count [Unauthenticated Cross Site Request Forgery (CSRF) in Post Views Counter <= 1.4.4 2024-04-12| 43

CVE-2024-31264
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Medium Vulnerabilities

ewww_image_opti

Optimizer.This issue affects EWWW Image Optimizer: from n/a through 7.2.3.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
The Media Library Assistant plugin for WordPress is vulnerable to SQL Injection via
dglingren -- the plugin's shortcode(s) in all versions up to, and including, 3.13 due to insufficient CVE-2024-2871
media_library_assi [escaping on the user supplied parameter and lack of sufficient preparation on the 2024-04-09| 6.4
stant existing SQL query. This makes it possible for authenticated attackers, with -
contributor access or higher, to append additional SQL queries into already existing
queries that can be used to extract sensitive information from the database.
‘@digitalbazaar/zcap" provides JavaScript reference implementation for
Authorization Capabilities. Prior to version 9.0.1, when invoking a capability with a
chain depth of 2, i.e., it is delegated directly from the root capability, the “expires’
digitalbazaar - P garec cirec v pability, the exp CVE-2024-31995
property is not properly checked against the current date or other “date” param.
zcap . ) . ) o ) . . |2024-04-10| 4.3
This can allow invocations outside of the original intended time period. A zcap still
cannot be invoked without being able to use the associated private key material.
‘@digitalbazaar/zcap' v9.0.1 fixes expiration checking. As a workaround, one may
revoke a zcap at any time.
easy_digital_downl
oads --
. Cross-Site Request Forgery (CSRF) vulnerability in Easy Digital Downloads.This issue
digital_d | 2024-04-12| 4.3
eazy_ 'gital_down affects Easy Digital Downloads: from n/a through 3.2.6. —= |CVE-2024-31293
oads
The Ecwid Ecommerce Shopping Cart plugin for WordPress is vulnerable to Stored
ecwid -- Cross-Site Scripting via the plugin's shortcode(s) in all versions up to, and including,
ecwid_ecommerce [6.12.10 due to insufficient input sanitization and output escaping on user supplied 2024-04-09| 6.4 ICVE-2024-2456
| shopping_cart  [attributes. This makes it possible for authenticated attackers with contributor-level -
and above permissions to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
elbanyaoui --
wooc:;mmerce o The WooCommerce Clover Payment Gateway plugin for WordPress is vulnerable to
Jer bavment eate unauthorized modification of data due to a missing capability check on the 2024-08-09] 5.3 ICVE-2024-0626
wa_p v -8 callback_handler function in all versions up to, and including, 1.3.1. This makes it =
4 possible for unauthenticated attackers to mark orders as paid.
elementor --
Cross-Site Request Forgery (CSRF) vulnerability in Elementor Hello Elementor.This
hello_elementor |, 2024-04-12| 4.3
issue affects Hello Elementor: from n/a through 3.0.0. ICVE-2024-31289
elemntor -- The Elementor Website Builder - More than Just a Page Builder plugin for
elementor_websit |WordPress is vulnerable to Stored Cross-Site Scripting via the plugin's Path Widget
e_builder_- in all versions up to, and including, 3.20.2 due to insufficient output escaping on 024-04-09| 6.4 ICVE-2024-2117
|_more_than_just_ |user supplied attributes. This makes it possible for authenticated attackers with -
a_page_builder |contributor-level and above permissions to inject arbitrary web scripts in pages
that will execute whenever a user accesses an injected page.
elextensions --
elex_woocommerc|Cross-Site Request Forgery (CSRF) vulnerability in ELEXtensions ELEX
e_dynamic_pricingWooCommerce Dynamic Pricing and Discounts.This issue affects ELEX 2024-04-12| 4.3 CVE-2024-31364
| and_discounts  (WooCommerce Dynamic Pricing and Discounts: from n/a through 2.1.2.
The Template Kit - Import plugin for WordPress is vulnerable to Stored Cross-Site
envato -- Scripting via the template upload functionality in all versions up to, and including,
template_kit_- 1.0.14 due to insufficient input sanitization and output escaping. This makes it CVE-2024-2334
. . . . L 2024-04-09| 6.4
| import possible for authenticated attackers, with author access and above, to inject
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
exactly_www - Cross-Site Request Forgery (CSRF) vulnerability in Exactly WWW EWWW Image 2024-04-10| 4.3

CVE-2024-31924
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Medium Vulnerabilities

dpress

through 3.70.3.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
mizer
expresstech --
uFi)z and surve Improper Neutralization of Input During Web Page Generation ('Cross-site
:1ast_er - Y- Scripting') vulnerability in ExpressTech Quiz And Survey Master allows Stored 2024-04-11| 5.9 CVE-2024-27966
XSS.This issue affects Quiz And Survey Master: from n/a through 8.2.2.
faktor_vier -- Improper Neutralization of Input During Web Page Generation ('Cross-site
f4_improvements |Scripting') vulnerability in FAKTOR VIER F4 Improvements allows Stored XSS.This ~ |2024-04-11| 5.9 CVE-2024-31925
issue affects F4 Improvements: from n/a through 1.8.0.
fetch_designs -- . I . . .
sign-up__sheets Cross-Site Request Forgery (CSRF) vulnerability in Fetch Designs Sign-up Sheets.This 2024-04-12| 43
gn-up_ issue affects Sign-up Sheets: from n/a through 2.2.11.1. == |CVE-2024-31303
formsite --
formsite_|_embed|Improper Neutralization of Input During Web Page Generation ('Cross-site
| online_forms_to_|Scripting') vulnerability in Formsite Formsite | Embed online forms to collect
collect_orders_regilorders, registrations, leads, and surveys allows Stored XSS.This issue affects 2024-04-07| 6.5 CVE-2024-31257
strations_leads_an |[Formsite | Embed online forms to collect orders, registrations, leads, and surveys:
d_surveys from n/a through 1.6.
fortinet A improper neutralization of special elements used in a template engine [CWE-
. 1336] in FortiManager versions 7.4.1 and below, versions 7.2.4 and below, and
fortimanager - ; 2024-04-09| 6.7 VE-2023-47542
7.0.10 and below allows attacker to execute unauthorized code or commands via ICVE-2023-47542
specially crafted templates.
A use of externally-controlled format string vulnerability [CWE-134] in FortiOS
fortinet -- fortios version 7.4.1 and below, version 7.2.7 and below, version 7.0.14 and below,
version 6.4.15 and below command line interface may allow a local privileged 2024-04-09| 6.7 CVE-2023-48784
attacker with super-admin profile and CLI access to execute arbitrary code or
commands via specially crafted requests.
/An exposure of sensitive information to an unauthorized actor in Fortinet FortiOS
fortinet -- fortios |at least version at least 7.4.0 through 7.4.1 and 7.2.0 through 7.2.5 and 7.0.0 2024-04-09| 5.3
through 7.0.15 and 6.4.0 through 6.4.15 allows attacker to information disclosure == |CVE-2024-23662
via HTTP requests.
fortinet An improper neutralization of special elements used in an os command ('os
fortisandbox command injection’) in Fortinet FortiSandbox version 4.4.0 through 4.4.2 and 4.2.0 2024-04-00| 6.7
through 4.2.6 and 4.0.0 through 4.0.5 and 3.2.0 through 3.2.4 and 3.0.5 through = |CVE-2023-47540
3.0.7 may allows attacker to execute unauthorized code or commands via CLI.
An improper limitation of a pathname to a restricted directory ('path traversal') in
fortinet Fortinet FortiSandbox version 4.4.0 through 4.4.2 and 4.2.0 through 4.2.6 and 4.0.0
fortisandbox through 4.0.5 and 3.2.0 through 3.2.4 and 3.1.0 through 3.1.5 and 3.0.0 through 2024-04-09| 6.7
3.0.7 and 2.5.0 through 2.5.2 and 2.4.0 through 2.4.1 and 2.3.0 through 2.3.3 and == |CVE-2023-47541
2.2.0 through 2.2.2 and 2.1.0 through 2.1.3 and 2.0.0 through 2.0.3 allows attacker
to execute unauthorized code or commands via CLI.
A improper limitation of a pathname to a restricted directory ('path traversal') in
fortinet -- Fortinet FortiSandbox version 4.4.0 through 4.4.4 and 4.2.0 through 4.2.6 and 4.0.0
fortisandbox through 4.0.5 and 3.2.0 through 3.2.4 and 3.1.0 through 3.1.5 and 3.0.0 through 2024-04-09| 5.9 CVE-2024-31487
3.0.7 and 2.5.0 through 2.5.2 and 2.4.0 through 2.4.1 may allows attacker to
information disclosure via crafted http requests.
fr-d-ric_gilles -- . . L . v
to drual to wor Insertion of Sensitive Information into Log File vulnerability in FrA©dA®Oric GILLES
B_drupal_to_ FG Drupal to WordPress.This issue affects FG Drupal to WordPress: from n/a 2024-04-10| 5.3

CVE-2024-31247
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Medium Vulnerabilities

actions due to improper certificate validation. IBM X-Force ID: 275706.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
The Shopkeeper Extender plugin for WordPress is vulnerable to Stored Cross-Site
getbowtied -- Scripting via the plugin's 'image_slide' shortcode in all versions up to, and
shopkeeper_exten |including, 3.5 due to insufficient input sanitization and output escaping on user 024-04-12| 6.4 ICVE-2024-2801
der supplied attributes. This makes it possible for authenticated attackers, with -
contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
A denial of service vulnerability was identified in GitLab CE/EE, versions 16.7.7 prior
gitlab -- gitlab to 16.8.6, 16.9 prior to 16.9.4 and 16.10 prior to 16.10.2 which allows an attacker 2024-04-12| 4.3 ICVE-2023-6489
to spike the GitLab instance resources usage resulting in service degradation via -
chat integration feature.
An issue has been discovered in GitLab EE affecting all versions before 16.8.6, all
gitlab -- gitlab versions starting from 16.9 before 16.9.4, all versions starting from 16.10 before 2024-04-12| 4.3 ICVE-2023-6678
16.10.2. It was possible for an attacker to cause a denial of service using malicious -
crafted content in a junit test report file.
) . Improper Neutralization of Input During Web Page Generation ('Cross-site
BIVEWP — BIVEWD ¢ inting') vulnerability in GiveWP allows Stored XSS.This issue affects GiveWP:  |2024-04-12| 5.9
Scripting') vulnerability in GiveWP allows Store .This issue affects GiveWP: 59 |cvE-2022-40211
from n/a through 2.25.1.
n themes The WP Shortcodes Plugin - Shortcodes Ultimate plugin for WordPress is
fv - shortcodes pl vulnerable to Stored Cross-Site Scripting via the plugin's 'note_color' shortcode in
u F:; —P! lall versions up to, and including, 7.0.4 due to insufficient input sanitization and CVE-2024-3512
gin_ . |output escaping on user supplied attributes. This makes it possible for 2024-04-09| 6.4
| shortcodes_ultim . . . -
te authenticated attackers, with contributor-level access and above, to inject
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
hcl_software --
bigfix_enterprise_s
u;felxa_sset dpislco;e The NMAP Importer servicea€« may expose data store credentials to authorized 024-04-08| 6.6
y - - users of the Windows Registry. == |CVE-2024-23584
CVE-2024-31386
Cross-Site Request Forgery (CSRF) vulnerability in Hidekazu Ishikawa X-T9,
Hidekazu Ishikawa Lightning, themeinwp Default Mag, Out the Box Namaha, Out
the Box CityLogic, Marsian i-max, Jetmonsters Emmet Lite, Macho Themes Decode,
\Wayneconnor Sliding Door, Out the Box Shopstar!, Modernthemesnet Gridsby, TT
Themes HappenStance, Marsian i-excel, Out the Box Panoramic,
hidekazu_ishikawa [Modernthemesnet Sensible WP.This issue affects X-T9: from n/a through 1.19.0;
- x-t9 Lightning: from n/a through 15.18.0; Default Mag: from n/a through 1.3.5; 2024-04-10| 4.3
Namaha: from n/a through 1.0.40; CityLogic: from n/a through 1.1.29; i-max: from
n/a through 1.6.2; Emmet Lite: from n/a through 1.7.5; Decode: from n/a through
3.15.3; Sliding Door: from n/a through 3.3; Shopstar!: from n/a through 1.1.33;
Gridsby: from n/a through 1.3.0; HappenStance: from n/a through 3.0.1; i-excel:
from n/a through 1.7.9; Panoramic: from n/a through 1.1.56; Sensible WP: from
n/a through 1.3.1.
i_thirteen_web_so
lution -- . . _— .
. Improper Neutralization of Input During Web Page Generation ('Cross-site
wWp_responsive_ta L e . . . .
bs horizontal vert Scripting') vulnerability in | Thirteen Web Solution WP Responsive Tabs horizontal 2024-04-11| 6.5
- —_ |vertical and accordion Tabs allows Stored XSS.This issue affects WP Responsive == |CVE-2024-27989
ical_and_accordio . ] )
0 tabs Tabs horizontal vertical and accordion Tabs: from n/a through 1.1.17.
ibm -- gradar_siem|IBM QRadar SIEM 7.5 could allow an unauthorized user to perform unauthorized 2024-04-11| 5.9 |CVE-2023-50949
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Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
ibm --
security verify acc IBM Security Verify Access Appliance 10.0.0 through 10.0.7 uses uninitialized
ecs a yﬁancey_ variables when deploying that could allow a local user to cause a denial of service. |2024-04-10| 6.2 |CVE-2024-31874
-app IBM X-Force ID: 287318.
bm IBM Sterling B2B Integrator 6.0.0.0 through 6.0.3.9, 6.1.0.0 through 6.1.2.3, and
sterling b2b inte 6.2.0.0 is vulnerable to cross-site scripting. This vulnerability allows users to embed
ator €_0<b_Integ arbitrary JavaScript code in the Web Ul thus altering the intended functionality 2024-04-12| 5.4 |CVE-2023-50307
potentially leading to credentials disclosure within a trusted session. IBM X-Force
ID: 273338.
b IBM Sterling B2B Integrator 6.0.0.0 through 6.0.3.9, 6.1.0.0 through 6.1.2.3, and
sterling b2b inte 6.2.0.0 is vulnerable to cross-site scripting. This vulnerability allows users to embed
ator g_bsb_Integ arbitrary JavaScript code in the Web Ul thus altering the intended functionality 2024-04-12| 5.4 |CVE-2024-22357
potentially leading to credentials disclosure within a trusted session. IBM X-Force
ID: 280894.
ibm IBM Sterling B2B Integrator 6.0.0.0 through 6.0.3.9, 6.1.0.0 through 6.1.2.3, and
sterling bab inte 6.2.0.0 is vulnerable to cross-site scripting. This vulnerability allows a privileged
ator B_DDINCE | \ser to embed arbitrary JavaScript code in the Web Ul thus altering the intended  |2024-04-12| 4.8 |CVE-2023-45186
functionality potentially leading to credentials disclosure within a trusted session.
IBM X-Force ID: 268691.
b IBM Sterling File Gateway 6.0.0.0 through 6.0.3.9, 6.1.0.0 through 6.1.2.3, and
sterling file gatew 6.2.0.0 is vulnerable to cross-site scripting. This vulnerability allows users to embed
X gte_sg arbitrary JavaScript code in the Web Ul thus altering the intended functionality 2024-04-12| 4.8 |[CVE-2023-47714
4 potentially leading to credentials disclosure within a trusted session. IBM X-Force
ID: 271531.
ibm IBM Storage Defender - Resiliency Service 2.0.0 through 2.0.2 could allow a
storage_defender privileged user to install a potentially dangerous tar file?, which could give them 2024-04-12| 6.4 |CVE-2024-27261
access to subsequent systems where the package was installed. IBM X-Force ID:
283986.
ibm IBM UrbanCode Deploy (UCD) 7.0 through 7.0.5.20, 7.1 through 7.1.2.16, 7.2
through 7.2.3.9, 7.3 through 7.3.2.4 and IBM DevOps Deploy 8.0 through 8.0.0.1
urbancode_deploy Ugn /.23 U8 Vi Devips beploy |8 2024-04-12| 6.3 [CVE-2024-22358
does not invalidate session after logout which could allow an authenticated user to
impersonate another user on the system. IBM X-Force ID: 280896.
IBM UrbanCode Deploy (UCD) 7.0 through 7.0.5.20, 7.1 through 7.1.2.16, 7.2
b through 7.2.3.9, 7.3 through 7.3.2.4 and IBM DevOps Deploy 8.0 through 8.0.0.1
are vulnerable to cross-site scripting. This vulnerability allows users to embed
urbancode_deplo 2024-04-12| 6.1 |CVE-2024-22359
—aepioy arbitrary JavaScript code in the Web Ul thus altering the intended functionality -
potentially leading to credentials disclosure within a trusted session. IBM X-Force
ID: 280897.
IBM UrbanCode Deploy (UCD) 7.0 through 7.0.5.20, 7.1 through 7.1.2.16, 7.2
through 7.2.3.9, 7.3 through 7.3.2.4 and IBM DevOps Deploy 8.0 through 8.0.0.1
ibm -- could be vulnerable to incomplete revocation of permissions when deleting a
urbancode_deploy [custom security resource type. When deleting a custom security type, associated |2024-04-12| 4.4 [CVE-2024-22334
permissions of objects using that type may not be fully revoked. This could lead to
incorrect reporting of permission configuration and unexpected privileges being
retained. IBM X-Force ID: 279974.
b IBM UrbanCode Deploy (UCD) 7.0 through 7.0.5.20, 7.1 through 7.1.2.16, 7.2
urbancode._deploy through 7.2.3.9, 7.3 ‘tf.ll'Ol.‘Jgh 7.3.2..4 and IBM‘ DevO.p‘s Deploy 8.0 jchrough 8001 is 2024-04-12| 4.3 |CVE-2024-22339
vulnerable to a sensitive information due to insufficient obfuscation of sensitive
values from some log files. IBM X-Force ID: 279979.
ideaboxcreations --[The PowerPack Addons for Elementor plugin for WordPress is vulnerable to Stored
2024-04-09| 6.4 [CVE-2024-2492

powerpack_addon
s_for_elementor_(

Cross-Site Scripting via the Twitter Tweet widget in all versions up to, and

including, 2.7.18 due to insufficient input sanitization and output escaping. This
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Medium Vulnerabilities

affects WP Media folder: from n/a through 5.7.2.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
free_widgets_exte /makes it possible for authenticated attackers, with contributor-level access and
nsions_and_templ [above, to inject arbitrary web scripts in pages that will execute whenever a user
ates) accesses an injected page.
The PowerPack Lite for Beaver Builder plugin for WordPress is vulnerable to Stored
ideaboxcreations --|Cross-Site Scripting via the link in multiple elements in all versions up to, and
powerpack_lite_fo fincluding, 1.3.0 due to insufficient input sanitization and output escaping on user 2024-04-09| 6.4 |CVE-2024-2289
r_beaver_builder [supplied attributes. This makes it possible for authenticated attackers with -
contributor-level and above permissions to inject arbitrary web scripts in pages
that will execute whenever a user accesses an injected page.
3k The Video Conferencing with Zoom plugin for WordPress is vulnerable to Sensitive
Jv_ideo conferencin Information Exposure in all versions up to, and including, 4.4.5 via the
= get_assign_host_id AJAX action. This makes it possible for authenticated attackers, [2024-04-09| 4.3 |CVE-2024-2033
g_with_zoom . . . .
with subscriber access or higher, to enumerate usernames, emails and IDs of all
users on a site.
The Link Library plugin for WordPress is vulnerable to Reflected Cross-Site Scripting
- ckdewe via the searchll parameter in all versions up to, and including, 7.6.6 due to
Jlink Iibra:,y insufficien'f input sanitization .an.d OutpL.Jt escaping. This r‘r?akes it possible for ' 2024-04-09| 6.1 |CVE-2024-2325
- unauthenticated attackers to inject arbitrary web scripts in pages that execute if
they can successfully trick a user into performing an action such as clicking on a
link.
jcodex --
woocommerce_ch
eckout field eaito Cross-Site Request Forgery (CSRF) vulnerability in Jcodex WooCommerce Checkout
N - Field Editor (Checkout Manager).This issue affects WooCommerce Checkout Field |2024-04-12| 5.4 VE-2024-31262
r_(checkout_mana|_ ICVE-2024-31262
ger) Editor (Checkout Manager): from n/a through 2.1.8.
, The Getwid - Gutenberg Blocks plugin for WordPress is vulnerable to Stored Cross-
etmonsters -- . o . . . .
otwid Site Scripting via the block content in all versions up to, and including, 2.0.5 due to
& - insufficient input sanitization and output escaping. This makes it possible for 2024-04-09| 6.4 [CVE-2024-1948
| gutenberg_blocks . . . - .
authenticated attackers, with contributor access and above, to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
The JetWidgets For Elementor plugin for WordPress is vulnerable to Stored Cross-
jetmonsters -- Site Scripting via the Animated Box widget in all versions up to, and including,
jetwidgets_for_ele [1.0.15 due to insufficient input sanitization and output escaping. This makes it 2024-04-09| 6.4 |CVE-2024-2138
mentor possible for authenticated attackers, with contributor-level access and above, to -
inject arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
The JetWidgets For Elementor plugin for WordPress is vulnerable to Stored Cross-
jetmonsters -- Site Scripting via the widget button URL in all versions up to, and including, 1.0.16
jetwidgets_for_ele [due to insufficient input sanitization and output escaping on user supplied 2024-04-09| 6.4 ICVE-2024-2507
mentor attributes. This makes it possible for authenticated attackers, with contributor- -
level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
joel_hardi --
user_spam_remov |Insertion of Sensitive Information into Log File vulnerability in Joel Hardi User Spam 2024-04-10| 5.3
er Remover.This issue affects User Spam Remover: from n/a through 1.0. == |CVE-2024-31298
joomunited -- - L I . . .
Missing Authorization vulnerability in JoomUnited WP Media folder.This issue
wp_media_folder & y 2024-04-11| 5.4

CVE-2024-25907



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2289&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2289
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2033&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2033
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2325&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2325
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31262&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31262
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1948&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1948
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2138&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2138
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2507&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2507
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joomunited --
wp_media_folder

Missing Authorization vulnerability in JoomUnited WP Media folder.This issue
affects WP Media folder: from n/a through 5.7.2.

2024-04-11

CVE-2024-25908

jtermaat --
360 _javascript_vie
wer

The 360 Javascript Viewer plugin for WordPress is vulnerable to unauthorized
modification of data due to a missing capability check and nonce exposure on
several AJAX actions in all versions up to, and including, 1.7.12. This makes it
possible for authenticated attackers, with subscriber access or higher, to update
plugin settings.

2024-04-09

CVE-2024-1637

julien_berthelot_/
| mpembed.com --
wp_matterport_sh
ortcode

Cross-Site Request Forgery (CSRF) vulnerability in Julien Berthelot / MPEmbed.Com
WP Matterport Shortcode.This issue affects WP Matterport Shortcode: from n/a
through 2.1.8.

2024-04-11

CVE-2024-32109

juniper_networks -
- junos_os_evolved

A NULL Pointer Dereference vulnerability in the Packet Forwarding Engine (PFE) of
Juniper Networks Junos OS Evolved allows an unauthenticated, adjacent attacker
to cause a Denial of Service (DoS). When Layer 2 traffic is sent through a logical
interface, MAC learning happens. If during this process, the interface

flaps, an Advanced Forwarding Toolkit manager (evo-aftmand-bt) core is observed.
This leads to a PFE restart. The crash reoccurs if the same sequence of events
happens, which will lead to a sustained DoS condition. This issue affects Juniper
Networks Junos OS Evolved: 23.2-EVO versions earlier than 23.2R1-S1-EVO,
23.2R2-EVO.

2024-04-12

CVE-2024-30403

juniper_networks -
- jJunos_os_evolved

An Improper Input Validation vulnerability in Juniper Tunnel Driver (jtd) and ICMP
module of Juniper Networks Junos OS Evolved allows an unauthenticated attacker
within the MPLS administrative domain to send specifically crafted packets to the
Routing Engine (RE) to cause a Denial of Service (DoS). When specifically crafted
transit MPLS IPv4 packets are received by the Packet Forwarding Engine (PFE),
these packets are internally forwarded to the RE. Continued receipt of these
packets may create a sustained Denial of Service (DoS) condition. This issue affects
Juniper Networks Junos OS: * All versions before 21.2R3-S8-EVO; * from 21.4-EVO
before 21.4R3-S6-EVO; * from 22.2-EVO before 22.2R3-S4-EVO; * from 22.3-EVO
before 22.3R3-S3-EVO; * from 22.4-EVO before 22.4R3-EVO; * from 23.2-EVO
before 23.2R2-EVO. * from 23.4-EVO before 23.4R1-S1-EVO.

2024-04-12

CVE-2024-21590

juniper_networks -
- junos_os_evolved

An Improper Restriction of Excessive Authentication Attempts vulnerability in
Juniper Networks Junos OS Evolved allows an unauthenticated, network-based
attacker to cause a limited Denial of Service (DoS) to the management plane. When
an incoming connection was blocked because it exceeded the connections-per-
second rate-limit, the system doesn't consider existing connections anymore for
subsequent connection attempts so that the connection limit can be exceeded.
This issue affects Junos OS Evolved: All versions before 21.4R3-S4-EVO, 22.1-EVO
versions before 22.1R3-S3-EVO, 22.2-EVO versions before 22.2R3-52-EVO, 22.3-
EVO versions before 22.3R2-S1-EVO, 22.3R3-EVO.

2024-04-12

CVE-2024-30390

juniper_networks -
- junos_os_evolved

A Cleartext Storage in a File on Disk vulnerability in Juniper Networks Junos OS
Evolved ACX Series devices using the Paragon Active Assurance Test Agent
software installed on network devices allows a local, authenticated attacker with
high privileges to read all other users login credentials. This issue affects only
Juniper Networks Junos OS Evolved ACX Series devices using the Paragon Active
Assurance Test Agent software installed on these devices from 23.1R1-EVO
through 23.2R2-EVO. This issue does not affect releases before 23.1R1-EVO.

2024-04-12

CVE-2024-30406

juniper_networks -
- jJunos_os

An Improper Check or Handling of Exceptional Conditions vulnerability in the
Packet Forwarding Engine (PFE) of Juniper Networks Junos OS and Junos OS
Evolved allows an unauthenticated, adjacent attacker to cause a Denial of Service
(DoS). If an attacker sends a specific MPLS packet, which upon processing, causes

an internal loop, that leads to a PFE crash and restart. Continued receipt of these

2024-04-12

CVE-2024-21593
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packets leads to a sustained Denial of Service (DoS) condition. Circuit cross-connect
(CCC) needs to be configured on the device for it to be affected by this issue. This
issue only affects MX Series with MPC10, MPC11, LC9600, and MX304. This issue
affects: Juniper Networks Junos OS 21.4 versions from 21.4R3 earlier than 21.4R3-
S5; 22.2 versions from 22.2R2 earlier than 22.2R3-5S2; 22.3 versions from 22.3R1
earlier than 22.3R2-S2; 22.3 versions from 22.3R3 earlier than 22.3R3-51 22.4
versions from 22.4R1 earlier than 22.4R2-S2, 22.4R3; 23.2 versions earlier than
23.2R1-S1, 23.2R2.

juniper_networks -
- junos_os

An Exposure of Resource to Wrong Sphere vulnerability in the Packet Forwarding
Engine (PFE) of Juniper Networks Junos OS on SRX 300 Series allows an
unauthenticated, adjacent attacker to cause a Denial of Service (DoS). Specific valid
link-local traffic is not blocked on ports in STP blocked state but is instead sent to
the control plane of the device. This leads to excessive resource consumption and
in turn severe impact on all control and management protocols of the device. This
issue affects Juniper Networks Junos OS: * 21.2 version 21.2R3-S3 and later
versions earlier than 21.2R3-S6; * 22.1 version 22.1R3 and later versions earlier
than 22.1R3-54; * 22.2 version 22.2R2 and later versions earlier than 22.2R3-S2; *
22.3 version 22.3R2 and later versions earlier than 22.3R3-S1; * 22.4 versions
earlier than 22.4R2-S2, 22.4R3; * 23.2 versions earlier than 23.2R1-S1, 23.2R2. This
issue does not affect Juniper Networks Junos OS 21.4R1 and later versions of 21.4.

2024-04-12

CVE-2024-21605

juniper_networks -
- junos_os

A Missing Release of Memory after Effective Lifetime vulnerability in the IKE
daemon (iked) of Juniper Networks Junos OS on MX Series with SPC3, and SRX
Series allows an administratively adjacent attacker which is able to successfully
establish IPsec tunnels to cause a Denial of Service (DoS). If specific values for the
IPsec parameters local-ip, remote-ip, remote ike-id, and traffic selectors are sent
from the peer, a memory leak occurs during every IPsec SA rekey which is carried
out with a specific message sequence. This will eventually result in an iked process
crash and restart. The iked process memory consumption can be checked using the
below command: user@host> show system processes extensive | grep

iked PID USERNAME PRI NICE SIZE RES STATE CTIME WCPU

COMMAND 56903 root 31 0 4016M 2543M CPUO 02:10 10.50% iked
This issue affects Juniper Networks Junos OS: * All versions earlier than 20.4R3-S9;
* 21.2 versions earlier than 21.2R3-S7; * 21.3 versions earlier than 21.3R3-S5; *
21.4 versions earlier than 21.4R3-54; * 22.1 versions earlier than 22.1R3-S3; * 22.2
versions earlier than 22.2R3-S2; * 22.3 versions earlier than 22.3R3; * 22.4 versions
earlier than 22.4R3; * 23.2 versions earlier than 23.2R1-S2, 23.2R2.

2024-04-12

CVE-2024-21609

juniper_networks -
- junos_os

An Access of Memory Location After End of Buffer vulnerability in the Layer-2
Control Protocols Daemon (I12cpd) of Juniper Networks Junos OS and Junos OS
Evolved allows an adjacent, unauthenticated attacker to cause Denial of Service
(DoS). On all Junos OS and Junos OS Evolved platforms, when LLDP is enabled on a
specific interface, and a malformed LLDP packet is received, I12cpd crashes and
restarts. The impact of the |2cpd crash is reinitialization of STP protocols (RSTP,
MSTP or VSTP), and MVRP and ERP. Also, if any services depend on LLDP state (like
PoE or VolP device recognition), then these will also be affected. This issue affects:
Junos OS: * from 21.4 before 21.4R3-S4, * from 22.1 before 22.1R3-S4, * from
22.2 before 22.2R3-S2, * from 22.3 before 22.3R2-S2, 22.3R3-S1, * from 22.4
before 22.4R3, * from 23.2 before 23.2R2. Junos OS Evolved: * from 21.4-EVO
before 21.4R3-S5-EVO, * from 22.1-EVO before 22.1R3-S4-EVO, * from 22.2-EVO
before 22.2R3-S2-EVO, * from 22.3-EVO before 22.3R2-S2-EVO, 22.3R3-S1-EVO, *
from 22.4-EVO before 22.4R3-EVO, * from 23.2-EVO before 23.2R2-EVO. This issue
does not affect: * Junos OS versions prior to 21.4R1; * Junos OS Evolved versions
prior to 21.4R1-EVO.

2024-04-12

CVE-2024-21618

juniper_networks -
- jJunos_os

A Missing Synchronization vulnerability in the Packet Forwarding Engine (PFE) of
Juniper Networks Junos OS on ACX5448 and ACX710 allows an unauthenticated,
adjacent attacker to cause a Denial-of-Service (DoS). If an interface flaps while the

system gathers statistics on that interface, two processes simultaneously access a

2024-04-12

CVE-2024-30387
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shared resource which leads to a PFE crash and restart. This issue affects Junos OS:
All versions before 20.4R3-S9, 21.2 versions before 21.2R3-S5, 21.3 versions
before 21.3R3-S5, 21.4 versions before 21.4R3-54, 22.1 versions before 22.1R3-S2,
22.2 versions before 22.2R3-S2, 22.3 versions before 22.3R2-S2, 22.3R3, 22.4
versions before 22.4R2.

juniper_networks -
- junos_os

An Improper Isolation or Compartmentalization vulnerability in the Packet
Forwarding Engine (pfe) of Juniper Networks Junos OS on QFX5000 Series and EX
Series allows an unauthenticated, adjacent attacker to cause a Denial of Service
(DoS). If a specific malformed LACP packet is received by a QFX5000 Series, or an
EX4400, EX4100 or EX4650 Series device, an LACP flap will occur resulting in traffic
loss. This issue affects Junos OS on QFX5000 Series, and on EX4400, EX4100 or
EX4650 Series: * 20.4 versions from 20.4R3-54 before 20.4R3-S8, * 21.2 versions
from 21.2R3-S2 before 21.2R3-S6, * 21.4 versions from 21.4R2 before 21.4R3-54, *
22.1 versions from 22.1R2 before 22.1R3-S3, * 22.2 versions before 22.2R3-S1, *
22.3 versions before 22.3R2-S2, 22.3R3, * 22.4 versions before 22.4R2-S1, 22.4R3.

2024-04-12

CVE-2024-30388

juniper_networks -
- junos_os

An Improper Handling of Exceptional Conditions vulnerability in the Class of Service
daemon (cosd) of Juniper Networks Junos OS on MX Series allows an
authenticated, network-based attacker with low privileges to cause a limited
Denial of Service (DoS). In a scaled subscriber scenario when specific low privileged
commands, received over NETCONF, SSH or telnet, are handled by cosd on behalf
of mgd, the respective child management daemon (mgd) processes will get stuck.
In case of (Netconf over) SSH this leads to stuck SSH sessions, so that when the
connection-limit for SSH is reached new sessions can't be established anymore. A
similar behavior will be seen for telnet etc. Stuck mgd processes can be monitored
by executing the following command: user@host> show system processes
extensive | match mgd | match sbwait This issue affects Juniper Networks Junos
0S on MX Series: All versions earlier than 20.4R3-S9; 21.2 versions earlier than
21.2R3-S7; 21.3 versions earlier than 21.3R3-S5; 21.4 versions earlier than 21.4R3-
S5; 22.1 versions earlier than 22.1R3-54; 22.2 versions earlier than 22.2R3-S3; 22.3
versions earlier than 22.3R3-S2; 22.4 versions earlier than 22.4R3; 23.2 versions
earlier than 23.2R1-S2, 23.2R2.

2024-04-12

CVE-2024-21610

juniper_networks -
- jJunos_os

An Incorrect Default Permissions vulnerability in Juniper Networks Junos OS and
Junos OS Evolved allows a local, low-privileged attacker to access confidential
information on the system. On all Junos OS and Junos OS Evolved platforms, when
NETCONF traceoptions are configured, and a super-user performs specific actions
via NETCONF, then a low-privileged user can access sensitive information
compromising the confidentiality of the system. This issue affects: Junos OS: * all
versions before 21.2R3-S7, * from 21.4 before 21.4R3-S5, * from 22.1 before
22.1R3-S5, * from 22.2 before 22.2R3-S3, * from 22.3 before 22.3R3-S2, * from
22.4 before 22.4R3, * from 23.2 before 23.2R1-S2. Junos OS Evolved: * all versions
before 21.2R3-S7-EVO, * from 21.3 before 21.3R3-S5-EVO, * from 21.4 before
21.4R3-S5-EVO, * from 22.1 before 22.1R3-S5-EVO, * from 22.2 before 22.2R3-53-
EVO, * from 22.3 before 22.3R3-S2-EVO, * from 22.4 before 22.4R3-EVO, * from
23.2 before 23.2R1-S2.

2024-04-12

|

CVE-2024-21615

juniper_networks -
- jJunos_os

/An Improper Check for Unusual or Exceptional Conditions vulnerability in the
Packet Forwarding Engine (PFE) of Juniper Networks Junos OS on EX4300 Series
allows a locally authenticated attacker with low privileges to cause a Denial-of-
Service (Dos). If a specific CLI command is issued, a PFE crash will occur. This will
cause traffic forwarding to be interrupted until the system self-recovers. This issue
affects Junos OS: All versions before 20.4R3-510, 21.2 versions before 21.2R3-S7,
21.4 versions before 21.4R3-S6.

2024-04-12

CVE-2024-30384

juniper_networks -
- jJunos_os

A Use-After-Free vulnerability in the Layer 2 Address Learning Daemon (I2ald) of
Juniper Networks Junos OS and Junos OS Evolved allows an unauthenticated,
adjacent attacker to cause 12ald to crash leading to a Denial-of-Service (DoS). In an
EVPN-VXLAN scenario, when state updates are received and processed by the

affected system, the correct order of some processing steps is not ensured, which

2024-04-12

CVE-2024-30386
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can lead to an |2ald crash and restart. Whether the crash occurs depends on
system internal timing which is outside the attackers control. This issue affects:
Junos OS: * All versions before 20.4R3-S8, * 21.2 versions before 21.2R3-S6, * 21.3
versions before 21.3R3-S5, * 21.4 versions before 21.4R3-S4, * 22.1 versions before
22.1R3-S3, * 22.2 versions before 22.2R3-S1, * 22.3 versions before 22.3R3,, * 22.4
versions before 22.4R2; Junos OS Evolved: * All versions before 20.4R3-S8-EVO, *
21.2-EVO versions before 21.2R3-S6-EVO, * 21.3-EVO versions before 21.3R3-S5-
EVO, * 21.4-EVO versions before 21.4R3-S4-EVO, * 22.1-EVO versions before
22.1R3-S3-EVO, * 22.2-EVO versions before 22.2R3-S1-EVO, * 22.3-EVO versions
before 22.3R3-EVO, * 22.4-EVO versions before 22.4R2-EVO.

juniper_networks -
- junos_os

An Incorrect Behavior Order vulnerability in the Packet Forwarding Engine (PFE) of
Juniper Networks Junos OS on EX4300 Series allows an unauthenticated, network-
based attacker to cause an integrity impact to networks downstream of the
vulnerable device. When an output firewall filter is applied to an interface it
doesn't recognize matching packets but permits any traffic. This issue affects Junos
0S 21.4 releases from 21.4R1 earlier than 21.4R3-S6. This issue does not affect
Junos OS releases earlier than 21.4R1.

2024-04-12

CVE-2024-30389

juniper_networks -
- jJunos_os

An Out-of-bounds Read vulnerability in the advanced forwarding management
process aftman of Juniper Networks Junos OS on MX Series with MPC10E, MPC11,
MX10K-LC9600 line cards, MX304, and EX9200-15C, may allow an attacker to
exploit a stack-based buffer overflow, leading to a reboot of the FPC. Through code
review, it was determined that the interface definition code for aftman could read
beyond a buffer boundary, leading to a stack-based buffer overflow. This issue
affects Junos OS on MX Series and EX9200-15C: * from 21.2 before 21.2R3-51, *
from 21.4 before 21.4R3, * from 22.1 before 22.1R2, * from 22.2 before

22.2R2; This issue does not affect: * versions of Junos OS prior to 20.3R1; * any
version of Junos 0OS 20.4.

2024-04-12

CVE-2024-30401

juniper_networks -
- junos_os

An Improper Check for Unusual or Exceptional Conditions vulnerability in the Layer
2 Address Learning Daemon (I2ald) of Juniper Networks Junos OS and Junos OS
Evolved allows an unauthenticated, adjacent attacker to cause a Denial of Service
(DoS). When telemetry requests are sent to the device, and the Dynamic Rendering
Daemon (drend) is suspended, the 12ald crashes and restarts due to factors outside
the attackers control. Repeated occurrences of these events causes a sustained
DoS condition. This issue affects: Junos OS: All versions earlier than 20.4R3-510;
21.2 versions earlier than 21.2R3-S7; 21.4 versions earlier than 21.4R3-S5; 22.1
versions earlier than 22.1R3-S4; 22.2 versions earlier than 22.2R3-53; 22.3 versions
earlier than 22.3R3-S1; 22.4 versions earlier than 22.4R3; 23.2 versions earlier
than 23.2R1-S2, 23.2R2. Junos OS Evolved: All versions earlier than 21.4R3-S5-EVO;
22.1-EVO versions earlier than 22.1R3-S4-EVO; 22.2-EVO versions earlier

than 22.2R3-S3-EVO; 22.3-EVO versions earlier than 22.3R3-S1-EVO; 22.4-EVO
versions earlier than 22.4R3-EVO; 23.2-EVO versions earlier than 23.2R2-EVO.

2024-04-12

CVE-2024-30402

juniper_networks -
- jJunos_os

An Improper Check for Unusual or Exceptional Conditions vulnerability in telemetry
processing of Juniper Networks Junos OS and Junos OS Evolved allows a network-
based authenticated attacker to cause the forwarding information base telemetry
daemon (fibtd) to crash, leading to a limited Denial of Service. This issue affects
Juniper Networks Junos OS: * from 22.1 before 22.1R1-S2, 22.1R2. Junos OS
Evolved: * from 22.1 before 22.1R1-S2-EVO, 22.1R2-EVO.

2024-04-12

CVE-2024-30409

juniper_networks -
- jJunos_os

A Missing Authentication for Critical Function vulnerability in the Packet
Forwarding Engine (pfe) of Juniper Networks Junos OS on MX Series with SPC3,
and SRX Series allows an unauthenticated network-based attacker to cause limited
impact to the integrity or availability of the device. If a device is configured with
IPsec authentication algorithm hmac-sha-384 or hmac-sha-512, tunnels are
established normally but for traffic traversing the tunnel no authentication
information is sent with the encrypted data on egress, and no authentication
information is expected on ingress. So if the peer is an unaffected device transit

traffic is going to fail in both directions. If the peer is an also affected device transit

2024-04-12

CVE-2024-30391
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CVSS
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Source & Patch
Info

traffic works, but without authentication, and configuration and CLI operational
commands indicate authentication is performed. This issue affects Junos OS: All
versions before 20.4R3-S7, 21.1 versions before 21.1R3, 21.2 versions before
21.2R2-S1, 21.2R3, 21.3 versions before 21.3R1-S2, 21.3R2.

juniper_networks -
- junos_

An Incorrect Behavior Order in the routing engine (RE) of Juniper Networks Junos
OS on EX4300 Series allows traffic intended to the device to reach the RE instead of
being discarded when the discard term is set in loopback (l00) interface. The
intended function is that the o0 firewall filter takes precedence over the revenue
interface firewall filter. This issue affects only IPv6 firewall filter. This issue only
affects the EX4300 switch. No other products or platforms are affected by this
vulnerability. This issue affects Juniper Networks Junos OS: * All versions before
20.4R3-510, * from 21.2 before 21.2R3-S7, * from 21.4 before 21.4R3-S6.

2024-04-12

CVE-2024-30410

junkcoder,_ristonii
nemets --
ajax_thumbnail_re
build

Missing Authorization vulnerability in junkcoder, ristoniinemets AJAX Thumbnail
Rebuild.This issue affects AJAX Thumbnail Rebuild: from n/a through 1.13.

2024-04-11

CVE-2022-47604

kekotron --
ai_post_generator
| |_autowriter

The Al Post Generator | AutoWriter plugin for WordPress is vulnerable to
unauthorized access, modification or deletion of posts due to a missing capability
check on functions hooked by AJAX actions in all versions up to, and including, 3.3.
This makes it possible for authenticated attackers, with subscriber access or higher,
to view all posts generated with this plugin (even in non-published status), create
new posts (and publish them), publish unpublished post or perform post deletions.

2024-04-09

CVE-2024-1850

khi32 -- font_farsi

The Font Farsi plugin for WordPress is vulnerable to Stored Cross-Site Scripting via
admin settings in all versions up to, and including 1.6.6 due to insufficient input
sanitization and output escaping. This makes it possible for authenticated
attackers, with administrator-level permissions and above, to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page. This
only affects multi-site installations and installations where unfiltered_html has
been disabled.

2024-04-09

CVE-2024-3093

kurudrive --
vk_all_in_one_exp
ansion_unit

The VK All in One Expansion Unit plugin for WordPress is vulnerable to Sensitive
Information Exposure in all versions up to, and including, 9.95.0.1 via social meta
tags. This makes it possible for unauthenticated attackers to view limited password
protected content.

2024-04-09

CVE-2024-2093

kyivstarteam --
react-native-sms-
user-consent

A vulnerability, which was classified as critical, has been found in kyivstarteam
react-native-sms-user-consent up to 1.1.4 on Android. Affected by this issue is the
function registerReceiver of the file
android/src/main/java/ua/kyivstar/reactnativesmsuserconsent/SmsUserConsentM
odule.kt. The manipulation leads to improper export of android application
components. Attacking locally is a requirement. Upgrading to version 1.1.5 is able
to address this issue. The name of the patch is
5423dcb0cd3e4d573b5520a71fa08aa279e4c3c7. It is recommended to upgrade
the affected component. The identifier of this vulnerability is VDB-259508.

2024-04-07

CVE-2021-4438

leadinfo -- leadinfo

Cross-Site Request Forgery (CSRF) vulnerability in Leadinfo leadinfo. The patch was
released under the same version which was reported as vulnerable. We consider
the current version as vulnerable.This issue affects Leadinfo: from n/a through 1.0.

2024-04-11

CVE-2024-32112

leap13 --
premium_addons_
for_elementor

The Premium Addons for Elementor plugin for WordPress is vulnerable to Stored
Cross-Site Scripting via the plugin's Wrapper Link Widget in all versions up to, and
including, 4.10.16 due to insufficient input sanitization and output escaping on user
supplied URLs. This makes it possible for authenticated attackers with contributor-
level and above permissions to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.

2024-04-09

CVE-2024-0376
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Medium Vulnerabilities

contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
The Premium Addons for Elementor plugin for WordPress is vulnerable to Stored
leapl3 -- Cross-Site Scripting via the plugin's Countdown Widget in all versions up to, and
premium_addons_ fincluding, 4.10.24 due to insufficient input sanitization and output escaping on user 9024-04-10| 6.4 ICVE-2024-2664
for_elementor supplied attributes. This makes it possible for authenticated attackers, with -
contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
The Premium Addons for Elementor plugin for WordPress is vulnerable to Stored
leapl3 -- Cross-Site Scripting via the plugin's button in all versions up to, and including,
premium_addons_[4.10.27 due to insufficient input sanitization and output escaping on user supplied 2024-04-10| 6.5 ICVE-2024-2665
for_elementor attributes. This makes it possible for authenticated attackers, with contributor- -
level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
The Premium Addons for Elementor plugin for WordPress is vulnerable to DOM-
leap13 Based Stored Cross-Site Scripting via the plugin's Bullet List Widget in all versions
reFr’nium addons up to, and including, 4.10.24 due to insufficient input sanitization and output
?or clementor escaping on user supplied attributes. This makes it possible for authenticated 2024-04-10| 5.4 [CVE-2024-2666
- attackers, with contributor-level access and above, to inject arbitrary web scripts in
pages that will execute whenever a user accesses an injected page and attempts to
edit the content.
leapl3 -- . . . e
remium addons Exposure of Sensitive Information to an Unauthorized Actor vulnerability in Leap13
P - ~|Premium Addons for Elementor.This issue affects Premium Addons for Elementor: (2024-04-10| 4.3
for_elementor ICVE-2024-31278
- from n/a through 4.10.22.
lifterlms -- lifterIms|Cross-Site Request Forgery (CSRF) vulnerability in LifterLMS.This issue affects 2024-04-12| 4.3
LifterLMS: from n/a through 7.5.0. —= |CVE-2024-31363
link_whisper -- . T, . . .
link whisper free Cross-Site Request Forgery (CSRF) vulnerability in Link Whisper Link Whisper 2024-04-11| 4.3
—WhISPEr_ Free.This issue affects Link Whisper Free: from n/a through 0.6.9. == |CVE-2024-31934
The Elementor Addons by Livemesh plugin for WordPress is vulnerable to Stored
livemesh -- Cross-Site Scripting via the 'text_alignment' attribute of the Animated Text widget
elementor_addonsl|in all versions up to, and including, 8.3.4 due to insufficient input sanitization and 024-04-09| 6.4 |CVE-2024-1458
| by_livemesh output escaping. This makes it possible for authenticated attackers, with -
contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
The Elementor Addons by Livemesh plugin for WordPress is vulnerable to Stored
livemesh -- Cross-Site Scripting via the 'style' attribute of the Team Members widget in all
elementor_addons |versions up to, and including, 8.3.4 due to insufficient input sanitization and output 2024-04-09| 6.4 |CVE-2024-1461
| by_livemesh escaping. This makes it possible for authenticated attackers, with contributor-level -
access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
The Elementor Addons by Livemesh plugin for WordPress is vulnerable to Stored
livemesh -- Cross-Site Scripting via the 'style' attribute of the Posts Slider widget in all versions
elementor_addons|up to, and including, 8.3.4 due to insufficient input sanitization and output 2024-04-09| 6.4 ICVE-2024-1464
| by_livemesh escaping. This makes it possible for authenticated attackers, with contributor-level -
access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
The Elementor Addons by Livemesh plugin for WordPress is vulnerable to Stored
livemesh -- Cross-Site Scripting via the 'carousel_skin' attribute of the Posts Carousel widget in
elementor_addons|all versions up to, and including, 8.3.4 due to insufficient input sanitization and 2024-04-09| 6.4 |CVE-2024-1465
| by_livemesh output escaping. This makes it possible for authenticated attackers, with -
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The Elementor Addons by Livemesh plugin for WordPress is vulnerable to Stored
livemesh —- Cross-Site Scripting via the 'slider_style' attribute of the Posts Multislider widget in
clementor addons all versions up to, and including, 8.3.4 due to insufficient input sanitization and
by ivemesh output escaping. This makes it possible for authenticated attackers, with 2024-04-09| 6.4 |CVE-2024-1466
- contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page. CVE-2024-27986 may be a
duplicate of this issue.
The Elementor Addons by Livemesh plugin for WordPress is vulnerable to Stored
livemesh -- Cross-Site Scripting via widget '_id' attributes in all versions up to, and including,
elementor_addons|8.3.6 due to insufficient input sanitization and output escaping on user supplied 2024-04-10| 6.4 ICVE-2024-2539
| by_livemesh attributes. This makes it possible for authenticated attackers, with contributor- -
level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
The Elementor Addons by Livemesh plugin for WordPress is vulnerable to Stored
livemesh -- Cross-Site Scripting via the plugin's Post widgets in all versions up to, and including,
elementor_addons|8.3.5 due to insufficient input sanitization and output escaping on author display 2024-04-10| 6.4 |CVE-2024-2655
| by_livemesh names. This makes it possible for authenticated attackers, with contributor-level -
access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
Sunshine is a self-hosted game stream host for Moonlight. Starting in version
lizardbyte -- 0.10.0 and prior to version 0.23.0, after unpairing all devices in the web Ul CVE-2024-31221
sunshine interface and then pairing only one device, all of the previously devices will be 2024-04-08| 5.9
temporarily paired. Version 0.23.0 contains a patch for the issue. As a workaround,
restarting Sunshine after unpairing all devices prevents the vulnerability.
mailmunch -- - . . .
mailmunch - Improper Neutralization of Input During Web Page Generation ('Cross-site
arow you: email Scripting') vulnerability in MailMunch MailMunch - Grow your Email List allows 2024-04-07| 6.5
Tt Stored XSS.This issue affects MailMunch - Grow your Email List: from n/a through == |CVE-2024-31349
- 3.1.6.
mark_stockton -- . . - . I
quicksand_post._fil N||ISS.Ing :ut.horlza';lfon vulne.:riblllt;l in Ma.rlk St?ckton Qlwc.ksafnd Post FI:EI’]Q:EFY 202 u
ter_jquery_plugin : lljglln.T is issue affects Quicksand Post Filter jQuery Plugin: from n/a throug 024-04 53 CVE-2024-24850
matrix-appservice-irc is a Node.js IRC bridge for the Matrix messaging protocol.
matrix-appservice-irc before version 2.0.0 can be exploited to leak the truncated
body of a message if a malicious user sends a Matrix reply to an event ID they don't
have access to. As a precondition to the attack, the malicious user needs to know
matrix-org -- the event ID of the message they want to leak, as well as to be joined to both the
matrix-appservice- [Matrix room and the IRC channel it is bridged to. The message reply containing the 024-04-12| 4.3 ICVE-2024-32000
irc leaked message content is visible to IRC channel members when this happens. -
matrix-appservice-irc 2.0.0 checks whether the user has permission to view an
event before constructing a reply. Administrators should upgrade to this version.
It's possible to limit the amount of information leaked by setting a reply template
that doesn't contain the original message. See these lines '601-604" in the
configuration file linked.
mautic — mautic Mautic uses predictable page indices for unpublished landing pages, their content CVE-2024-2730
can be accessed by unauthenticated users under public preview URLs which could |2024-04-10| 5.3 |vulnerability@ncsc.
expose sensitive data. At the time of publication of the CVE no patch is available ch
Users with low privileges (all permissions deselected in the administrator
mautic — mautic permissions settings) can view certain pages that expose sensitive information such CVE-2024-2731
as company names, users' names and surnames, stage names, and monitoring 2024-04-10| 5.4 |vulnerability@ncsc.

campaigns and their descriptions. In addition, unprivileged users can see and edit
the descriptions of tags. At the time of publication of the CVE no patch is available.

ch
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2731
https://huntr.com/bounties/4d72d300-92d6-4e3c-93d8-52fe47396ae0
https://huntr.com/bounties/4d72d300-92d6-4e3c-93d8-52fe47396ae0

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
Users with low privileges can perform certain AJAX actions. In this vulnerability
mautic -- mautic instance, improper access to ajax?action=plugin:focus:checklframeAvailability CVE-2024-3448
leads to a Server-Side Request Forgery by analyzing the error messages returned  (2024-04-10| 5 |vulnerability@ncsc.
from the back-end. Allowing an attacker to perform a port scan in the back-end. At ch
the time of publication of the CVE no patch is available.
max_foundry -- N . . \ ,
media_library_fold Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')
ers - - vulnerability in Max Foundry Media Library Folders.This issue affects Media Library |2024-04-10| 6.5 CVE-2024-31287
Folders: from n/a through 8.1.8.
The Permalink Manager Lite and Pro plugins for WordPress are vulnerable to
mbis -- Reflected Cross-Site Scripting via the 's' parameter in multiple instances in all CVE-2024-2738
permalink_manage|versions up to, and including, 2.4.3.1 due to insufficient input sanitization and 2024-04-09| 6.1
r_lite output escaping. This makes it possible for unauthenticated attackers to inject -
arbitrary web scripts in pages that execute if they can successfully trick a user into
performing an action such as clicking on a link.
mbis -- The Permalink Manager Lite plugin for WordPress is vulnerable to unauthorized
permalink_managelaccess of data due to a missing capability check on the 'get_uri_editor' function in CVE-2024-2543
) ) ) . . ) - ) 2024-04-09| 4.3
r_lite all versions up to, and including, 2.4.3.1. This makes it possible for unauthenticated
attackers to view the permalinks of all posts.
The Memberpress plugin for WordPress is vulnerable to Reflected Cross-Site
Scripting via the 'message' and 'error' parameters in all versions up to, and
memberpress --  [including, 1.11.26 due to insufficient input sanitization and output escaping. This
memberpress makes it possible for unauthenticated attackers to inject arbitrary web scriptsin ~ [2024-04-09| 6.1 [CVE-2024-1412
pages that execute if they can successfully trick a user into performing an action
such as clicking on a link. Note - the issue was partially patched in 1.11.25, but
could still potentially be exploited under some circumstances.
metagauss --
rofili fid Authorization Bypass Through User-Controlled Key vulnerability in Metagauss 2024-04-07| 4.3
P grid_ ProfileGrid.This issue affects ProfileGrid : from n/a through 5.7.6. —= |CVE-2024-31291
metagauss --
rofili l:id Cross-Site Request Forgery (CSRF) vulnerability in Metagauss ProfileGrid.This issue 2024-04-12| 43
P grid_ affects ProfileGrid : from n/a through 5.7.8. —= |CVE-2024-31362
metagauss -- Missing Authorization vulnerability in Metagauss RegistrationMagic.This issue
registrationmagic ' 2024-04-11| 4.3
8 ! BIC laffects RegistrationMagic: from n/a through 5.2.5.9. —= |CVE-2024-25935
metaslider -- The Slider, Gallery, and Carousel by MetaSlider - Responsive WordPress Slideshows
slider_gallery_and |plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the plugin's
| carousel_by_met [metaslider' shortcode in all versions up to, and including, 3.70.0 due to insufficient
aslider_- input sanitization and output escaping on user supplied attributes. This makes it ~ [2024-04-11| 6.4 [CVE-2024-3285
| responsive_word [possible for authenticated attackers, with contributor-level access and above, to
press_slideshows [inject arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
michael_leithold --
dsgvo_all_in_one_ [Cross-Site Request Forgery (CSRF) vulnerability in Michael Leithold DSGVO All in 2024-04-11| 4.3
for_wp one for WP.This issue affects DSGVO All in one for WP: from n/a through 4.3. == |CVE-2024-27967
micro.company -- [Improper Neutralization of Input During Web Page Generation ('Cross-site
form_to_chat_app [Scripting') vulnerability in Micro.Company Form to Chat App allows Stored XSS.This (2024-04-07| 6.5 CVE-2024-31258
issue affects Form to Chat App: from n/a through 1.1.6.
microsoft - Azure Arc-enabled Kubernetes Extension Cluster-Scope Elevation of Privilege 2024-04-09| 6.2

azure_arc_extensi

Vulnerability

CVE-2024-28917



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3448&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3448
https://huntr.com/bounties/4d72d300-92d6-4e3c-93d8-52fe47396ae0
https://huntr.com/bounties/4d72d300-92d6-4e3c-93d8-52fe47396ae0
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31287&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31287
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2738&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2738
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2543&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2543
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1412&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1412
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31291&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31291
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31362&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31362
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-25935&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-25935
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3285&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3285
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-27967&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-27967
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31258&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31258
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28917&vector=CVSS:3.1/AV:A/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28917

Medium Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

on

microsoft --
azure_compute_ga
llery

Azure Compute Gallery Elevation of Privilege Vulnerability

2024-04-09

CVE-2024-21424

microsoft --
azure_identity_libr
ary_for_.net

Azure Identity Library for .NET Information Disclosure Vulnerability

2024-04-09

CVE-2024-29992

microsoft --
azure_migrate

Azure Migrate Remote Code Execution Vulnerability

2024-04-09

CVE-2024-26193

microsoft --
azure_private_5g_
core

Azure Private 5G Core Denial of Service Vulnerability

2024-04-09

CVE-2024-20685

microsoft --
microsoft_sharepo
int_server_2019

Microsoft SharePoint Server Spoofing Vulnerability

2024-04-09

CVE-2024-26251

microsoft --
windows_10_versi
on_1809

BitLocker Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-20665

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-20669

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-26168

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-26171

microsoft --
windows_10_versi
on_1809

Windows Kerberos Denial of Service Vulnerability

2024-04-09

CVE-2024-26183

microsoft --
windows_10_versi
on_1809

Proxy Driver Spoofing Vulnerability

2024-04-09

CVE-2024-26234

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-26250



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21424&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21424
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29992&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29992
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26193&vector=CVSS:3.1/AV:A/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26193
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20685&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20685
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26251&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26251
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20665&vector=CVSS:3.1/AV:P/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20665
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20669&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20669
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26168&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26168
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26171&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26171
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26183&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26183
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26234&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26234
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26250&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26250

Medium Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

microsoft --
windows_10_versi
on_1809

Windows rndismp6.sys Remote Code Execution Vulnerability

2024-04-09

CVE-2024-26252

microsoft --
windows_10_versi
on_1809

Windows rndismp6.sys Remote Code Execution Vulnerability

2024-04-09

CVE-2024-26253

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-28897

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-28898

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-28903

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-28919

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-28921

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-28923

microsoft --
windows_10_versi
on_1809

Secure Boot Security Feature Bypass Vulnerability

2024-04-09

CVE-2024-28924

microsoft --
windows_10_versi
on_1809

Windows Hyper-V Denial of Service Vulnerability

2024-04-09

CVE-2024-29064

microsoft --
windows_10_versi
on_1809

Windows DWM Core Library Information Disclosure Vulnerability

2024-04-09

CVE-2024-26172

microsoft --
windows_10_versi
on_1809

Windows Remote Access Connection Manager Information Disclosure Vulnerability

2024-04-09

CVE-2024-26207

microsoft --
windows_10_versi

Microsoft Local Security Authority Subsystem Service Information Disclosure
Vulnerability

2024-04-09

CVE-2024-26209



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26252&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26252
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26253&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26253
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28897&vector=CVSS:3.1/AV:A/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28897
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28898&vector=CVSS:3.1/AV:A/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28898
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28903&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28903
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28919&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28919
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28921&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28921
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28923&vector=CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28923
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28924&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28924
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29064&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29064
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26172&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26172
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26207&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26207
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26209&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26209

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L Hol Score Info
on_1809
microsoft --
windows_10_versi
on_1809_ - Windows Remote Access Connection Manager Information Disclosure Vulnerability|2024-04-09| 5.5 CVE-2024-26217
microsoft --
windows_10_versi
on_1809_ - Windows Mobile Hotspot Information Disclosure Vulnerability 2024-04-09| 5 CVE-2024-26220
microsoft --
ind 10 i
Zvr:rllg\(l)vgs_ —&"! \Windows Remote Access Connection Manager Information Disclosure Vulnerability|2024-04-09| 5.5 |~\/£.9024-26255
microsoft --
windows_10_versi |, . . . . -
on_1809 Windows Remote Access Connection Manager Information Disclosure Vulnerability|2024-04-09| 5.5 CVE-2024-28900
microsoft --
windows_10_versi |, . . . . -
on_1809 Windows Remote Access Connection Manager Information Disclosure Vulnerability|2024-04-09| 5.5 CVE-2024-28901
microsoft --
windows_10_versi |, . . . . -
on_1809 Windows Remote Access Connection Manager Information Disclosure Vulnerability|2024-04-09| 5.5 CVE-2024-28902
microsoft --
windows_10_versi
on_1809_ - Secure Boot Security Feature Bypass Vulnerability 2024-04-09| 4.1 CVE-2024-28922
microsoft --
windows_server_2
19 - — |Windows Distributed File System (DFS) Information Disclosure Vulnerability 2024-04-09| 6.5 CVE-2024-26226
microsoft --
windows_server_2
019 - — |Windows Authentication Elevation of Privilege Vulnerability 2024-04-09| 4.3 CVE-2024-29056
The File Manager plugin for WordPress is vulnerable to Directory Traversal in all
mndpsingh287 -- versions up to, and including, 7.2.5 via the fm_download_backup function. This CVE-2024-2654
file_manager makes it possible for authenticated attackers, with administrator access and above,|2024-04-09| 6.8
to read the contents of arbitrary zip files on the server, which can contain sensitive
information.
A vulnerability, which was classified as critical, was found in DedeCMS 5.7.112-
UTF8. Affected is an unknown function of the file stepselect_main.php. The CVE-2024-3685
-- ded ipulati f th t ids leads to sqgl injection. It i ibleto | h th
n/a -- dedecms manipulation of the argument ids leads to sql injection. It is possible to launch the 2024-04-12| 63

attack remotely. The exploit has been disclosed to the public and may be used. The
identifier of this vulnerability is VDB-260472. NOTE: The vendor was contacted
early about this disclosure but did not respond in any way.



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26217&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26217
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26220&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26220
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26255&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26255
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28900&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28900
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28901&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28901
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28902&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28902
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28922&vector=CVSS:3.1/AV:P/AC:L/PR:L/UI:R/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28922
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26226&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26226
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29056&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29056
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2654&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2654
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3685&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3685

Medium Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

n/a -- dedecms

A vulnerability has been found in DedeCMS 5.7.112-UTF8 and classified as
problematic. Affected by this vulnerability is an unknown functionality of the file
update_guide.php. The manipulation of the argument files leads to path traversal:
'../filedir'. The attack can be launched remotely. The exploit has been disclosed to
the public and may be used. The identifier VDB-260473 was assigned to this
vulnerability. NOTE: The vendor was contacted early about this disclosure but did
not respond in any way.

2024-04-12

CVE-2024-3686

n/a -- eyoucms

A vulnerability was found in EyouCMS 1.6.5. It has been declared as critical. This
vulnerability affects unknown code of the file

login.php?m=admin&c=Field&a=channel_edit of the component Backend. The
manipulation of the argument channel_id leads to deserialization. The attack can
be initiated remotely. The exploit has been disclosed to the public and may be
used. The identifier of this vulnerability is VDB-259612. NOTE: The vendor was
contacted early about this disclosure but did not respond in any way.

2024-04-07

CVE-2024-3431

n/a -- freeipa

A flaw was found in FreelPA. This issue may allow a remote attacker to craft a HTTP
request with parameters that can be interpreted as command arguments to kinit
on the FreelPA server, which can lead to a denial of service.

2024-04-10

CVE-2024-1481

n/a -- mysql2

Versions of the package mysql2 before 3.9.3 are vulnerable to Improper Input
Validation through the keyFromFields function, resulting in cache poisoning. An
attacker can inject a colon (:) character within a value of the attacker-crafted key.

2024-04-10

CVE-2024-21507

n/a -- mysql2

Versions of the package mysql2 before 3.9.4 are vulnerable to Prototype Poisoning
due to insecure results object creation and improper user input sanitization passed
through parserFn in text_parser.js and binary_parser.js.

2024-04-10

CVE-2024-21509

n/a-- gemu

A flaw was found in QEMU. An assertion failure was present in the
update_sctp_checksum() function in hw/net/net_tx_pkt.c when trying to calculate
the checksum of a short-sized fragmented packet. This flaw allows a malicious
guest to crash QEMU and cause a denial of service condition.

2024-04-10

CVE-2024-3567

n/a --
save_as_image_pl
ugin_by_pdfcrowd

Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting') vulnerability in Save as Image plugin by Pdfcrowd allows Stored XSS.This
issue affects Save as Image plugin by Pdfcrowd: from n/a through 3.2.1.

2024-04-11

CVE-2024-31931

netentsec -- ns-
asg_application_se
curity_gateway

A vulnerability was found in Netentsec NS-ASG Application Security Gateway 6.3. It
has been declared as critical. Affected by this vulnerability is an unknown
functionality of the file /admin/add_postlogin.php. The manipulation of the
argument SingleLoginld leads to sql injection. The attack can be launched remotely.
The exploit has been disclosed to the public and may be used. The associated
identifier of this vulnerability is VDB-259711.

2024-04-08

CVE-2024-3455

netentsec -- ns-
asg_application_se
curity_gateway

A vulnerability was found in Netentsec NS-ASG Application Security Gateway 6.3. It
has been rated as critical. Affected by this issue is some unknown functionality of
the file /admin/config_Anticrack.php. The manipulation of the argument Groupld
leads to sql injection. The attack may be launched remotely. The exploit has been
disclosed to the public and may be used. The identifier of this vulnerability is VDB-
259712.

2024-04-08

CVE-2024-3456

netentsec -- ns-
asg_application_se
curity_gateway

A vulnerability classified as critical has been found in Netentsec NS-ASG Application
Security Gateway 6.3. This affects an unknown part of the file

admin/config_ISCGroupNoCache.php. The manipulation of the argument Groupld
leads to sql injection. It is possible to initiate the attack remotely. The exploit has
been disclosed to the public and may be used. The identifier VDB-259713 was
assigned to this vulnerability.

2024-04-08

CVE-2024-3457



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3686&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3686
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3431&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3431
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1481&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1481
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21507&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21507
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21509&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21509
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3567&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3567
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31931&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31931
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3455&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3455
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3456&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3456
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3457&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3457

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
A vulnerability classified as critical was found in Netentsec NS-ASG Application
netentsec -- ns-  |Security Gateway 6.3. This vulnerability affects unknown code of the file CVE-2024-3458
asg_application_se|/admin/add_ikev2.php. The manipulation of the argument Tunnelld leads to sql 2024-04-08| 6.3
curity_gateway injection. The attack can be initiated remotely. The exploit has been disclosed to -
the public and may be used. VDB-259714 is the identifier assigned to this
vulnerability.
The Smart Slider 3 plugin for WordPress is vulnerable to unauthorized modification
nextendweb -- of data due to a missing capability check on the upload function in all versions up
smart_slider_3 to, and including, 3.5.1.22. This makes it possible for authenticated attackers, with [2024-04-13| 6.4 |CVE-2024-3027
contributor-level access and above, to upload files, including SVG files, which can
be used to conduct stored cross-site scripting attacks.
nick_pelton -- L ) o .
search kevword Improper Neutralization of Input During Web Page Generation ('Cross-site
edirect_ Y ~ [Scripting') vulnerability in Nick Pelton Search Keyword Redirect allows Stored 2024-04-11| 5.9 CVE-2024-32080
XSS.This issue affects Search Keyword Redirect: from n/a through 1.0.
The WordPress File Upload plugin for WordPress is vulnerable to Stored Cross-Site
nickboss -- Scripting via the plugin's shortcode(s) in all versions up to, and including, 4.24.5
wordpress_file_upl/due to insufficient input sanitization and output escaping on user supplied 2024-04-09| 6.4 ICVE-2024-2847
oad attributes. This makes it possible for authenticated attackers, with contributor- -
level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
The WP Chat App plugin for WordPress is vulnerable to Stored Cross-Site Scripting
niniateam via the 'imageAlt' block attribute in all versions up to, and including, 3.6.2 due to
Wpl chat._app insuffic.ient inPut sanitization.and output escapir}g on us?r supplied attributes. This 2024-04-09| 6.4 |CVE-2024-2513
- - makes it possible for authenticated attackers, with contributor-level access and
above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.
nudgify --
nudgify_social_pro [Cross-Site Request Forgery (CSRF) vulnerability in Nudgify Nudgify Social Proof,
of,_sales_popup_ [Sales Popup & FOMO.This issue affects Nudgify Social Proof, Sales Popup & FOMO: |2024-04-12| 4.3 CVE-2024-31239
&_fomo from n/a through 1.3.3.
The Knight Lab Timeline plugin for WordPress is vulnerable to Stored Cross-Site
nuknightlab -- Scripting via the plugin's shortcode(s) in all versions up to, and including, 3.9.3.3
knight_lab_timelin [due to insufficient input sanitization and output escaping on user supplied 2024-04-09| 6.4 |CVE-2024-2287
e attributes. This makes it possible for authenticated attackers with contributor-level -
and above permissions to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
NVIDIA ChatRTX for Windows contains a vulnerability in the Ul, where an attacker
nvidia -- chatrtx  [can cause a cross-site scripting error by network by running malicious scripts in 2024-04-08| 6.5 CVE-2024-0083
users' browsers. A successful exploit of this vulnerability might lead to code — |psirt@nvidia.com
execution, denial of service, and information disclosure.
The Ocean Extra plugin for WordPress is vulnerable to Stored Cross-Site Scripting
oceanw via the 'twitter_username' parameter in versions up to, and including, 2.2.6 due to
P insufficient input sanitization and output escaping. This makes it possible for CVE-2024-3167
ocean_extra ) . . . - 2024-04-09| 6.4
- authenticated attackers, with contributor-level permissions and above, to inject
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
octolize - Cross-Site Request Forgery (CSRF) vulnerability in Octolize USPS Shipping for
WooCommerce - Live Rates.This issue affects USPS Shipping for WooCommerce - (2024-04-10| 4.3

usps_shipping_for
| woocommerce_-

Live Rates: from n/a through 1.9.2.

CVE-2024-31943



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3458&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3458
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3027&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3027
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32080&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32080
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2847&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2847
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2513&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2513
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31239&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31239
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2287&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2287
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-0083&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-0083
https://nvidia.custhelp.com/app/answers/detail/a_id/5532
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3167&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3167
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31943&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31943

Medium Vulnerabilities

Primar L. . CVSS | Source & Patch
Vendor -- Pr‘:)duct Description Published Score Info
| live_rates
octolize --
:/C;Eicsglnmge_m’-‘_up Cross-Site Request Forgery (CSRF) vulnerability in Octolize WooCommerce UPS
- - Shipping - Live Rates and Access Points.This issue affects WooCommerce UPS 2024-04-10| 4.3
| live_rates_and_a |_ . . . . ICVE-2024-31944
. Shipping - Live Rates and Access Points: from n/a through 2.2.4.
ccess_points
OpenTelemetry dotnet is a dotnet telemetry framework. In affected versions of
"OpenTelemetry.Instrumentation.Http™ and
‘OpenTelemetry.Instrumentation.AspNetCore" the “url.full® writes attribute/tag on
spans (“Activity’) when tracing is enabled for outgoing http requests and
‘OpenTelemetry.Instrumentation.AspNetCore" writes the ‘url.query" attribute/tag
on spans (“Activity’) when tracing is enabled for incoming http requests. These
attributes are defined by the Semantic Conventions for HTTP Spans. Up until
version "1.8.1" the values written by ‘OpenTelemetry.Instrumentation.Http" &
open-telemetry -- [OpenTelemetry.Instrumentation.AspNetCore’ will pass-through the raw query
opentelemetry-  [string as was sent or received (respectively). This may lead to sensitive information CVE-2024-32028
. . . . ) 2024-04-12| 4.1
dotnet (e.g. EUIIl - End User Identifiable Information, credentials, etc.) being leaked into
telemetry backends (depending on the application(s) being instrumented) which
could cause privacy and/or security incidents. Note: Older versions of
‘OpenTelemetry.Instrumentation.Http® &
‘OpenTelemetry.Instrumentation.AspNetCore™ may use different tag names but
have the same vulnerability. The "1.8.1" versions of
‘OpenTelemetry.Instrumentation.Http® &
‘OpenTelemetry.Instrumentation.AspNetCore™ will now redact by default all values
detected on transmitted or received query strings. Users are advised to upgrade.
There are no known workarounds for this vulnerability.
RSS feeds that contain malicious data- attributes could be abused to inject script
open- code to a users browser session when reading compromised RSS feeds or
xchange_gmbh - successfully luring users to compromised accounts. Attackers could perform CVE-2024-23192
- malicious API requests or extract information from the users account. Please 2024-04-08| 6.1
oX_app_suite . . . .
deploy the provided updates and patch releases. Potentially malicious attributes
now get removed from external RSS content. No publicly available exploits are
known.
Embedded content references at tasks could be used to temporarily execute script
code in the context of the users browser session. To exploit this an attacker would
open- require temporary access to the users account, access to another account within CVE-2024-23189
xchange_gmbh -- [the same context or an successful social engineering attack to make users import 2024-04-08| 5.4 -
0X_app_suite external content. Attackers could perform malicious API requests or extract -
information from the users account. Please deploy the provided updates and patch
releases. Sanitization of user-generated content has been improved. No publicly
available exploits are known.
Upsell shop information of an account can be manipulated to execute script code
open- in the context of the users browser session. To exploit this an attacker would
xchange_gmbh require temporary access to a users account or an successful social engineering ICVE-2024-23190
ox_app _suite attack to lure users to maliciously configured accounts. Attackers could perform 2024-04-08| 5.4
- malicious API requests or extract information from the users account. Please
deploy the provided updates and patch releases. Sanitization of user-defined upsell
content has been improved. No publicly available exploits are known.
open- Upéell adve.rtisement information of an account carjn be manipulzi\ted‘to execute CVE-2024-23191
xchange_gmbh -- [script code in the context of the users browser session. To exploit this an attacker -
2024-04-08| 5.4

OX_app_suite

would require temporary access to a users account or an successful social
engineering attack to lure users to maliciously configured accounts. Attackers could
perform malicious API requests or extract information from the users account.



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31944&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31944
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32028&vector=CVSS:3.1/AV:A/AC:L/PR:L/UI:N/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32028
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23192&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23192
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23189&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23189
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23190&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23190
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23191&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23191

Medium Vulnerabilities

tudio --

Scripting') vulnerability in Phpbits Creative Studio Easy Login Styler - White Label

Primary CVSS | Source & Patch
Description Published

Vendor -- Product L uol Score Info
Please deploy the provided updates and patch releases. Sanitization of user-
defined upsell content has been improved. No publicly available exploits are
known.

. . X . CVE-2024-3706
opengnsys -- Information exposure vulnerability in OpenGnsys affecting version 1.1.1d (Espeto). cve—
opengnsys This vulnerability allows an attacker to view a php backup file (controlaccess.php- |2024-04-12| 59 [ . .. .

. coordination@inci
LAST) where database credentials are stored. be.es

. . X . CVE-2024-3707
opengnsys -- Information exposure vulnerability in OpenGnsys affecting version 1.1.1d (Espeto). cve—
opengnsys This vulnerability allows an attacker to enumerate all files in the web tree by 2024-04-12 53 [ .. . o

accessing a php file coordination@inci
’ be.es
An incorrect string comparison vulnerability in Palo Alto Networks PAN-OS

palo_alto_network g compa 1oty In F2 s FAND CVE-2024-3386
software prevents Predefined Decryption Exclusions from functioning as intended. S

s -- pan-os ) ) ) . e ) 2024-04-10| 5.3 |psirt@paloaltonet
This can cause traffic destined for domains that are not specified in Predefined
Decryption Exclusions to be unintentionally excluded from decryption.

A weak (low bit strength) device certificate in Palo Alto Networks Panorama
software enables an attacker to perform a meddler-in-the-middle (MitM) attack to

palo_alto_network|"> \ P ' iddle (MitM) CVE-2024-3387
capture encrypted traffic between the Panorama management server and the -

S -- pan-0s . . . - . 2024-04-10| 5.3 |psirt@paloaltonet
firewalls it manages. With sufficient computing resources, the attacker could break works.com
encrypted communication and expose sensitive information that is shared o
between the management server and the firewalls.

A vulnerability in the GlobalProtect Gateway in Palo Alto Networks PAN-OS

palo_alto_network y , yimn CVE-2024-3388
software enables an authenticated attacker to impersonate another user and send .

s -- pan-os . R o 2024-04-10| 4.1 |psirt@paloaltonet
network packets to internal assets. However, this vulnerability does not allow the works.com
attacker to receive response packets from those internal assets. —

patrickposner --  [The Passster plugin for WordPress is vulnerable to Stored Cross-Site Scripting via

passster_- the plugin's content_protector shortcode in all versions up to, and including,

| password_protec [4.2.6.4 due to insufficient input sanitization and output escaping on user supplied 2024-04-09| 6.4 ICVE-2024-2026

t_pages_and_cont [attributes. This makes it possible for authenticated attackers, with contributor- -

ent level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.

dfcrowd --

Eave as odf plugi Improper Neutralization of Input During Web Page Generation ('Cross-site

n b - d_fF;ro;\E)d & Scripting') vulnerability in Pdfcrowd Save as PDF plugin by Pdfcrowd allows Stored [2024-04-11| 5.9 CVE-2024-31930
-oY_P XSS.This issue affects Save as PDF plugin by Pdfcrowd: from n/a through 3.2.1 .

peach_payments --

peach_payments_ [Missing Authorization vulnerability in Peach Payments Peach Payments 2024-04-11| 5.4

gateway Gateway.This issue affects Peach Payments Gateway: from n/a through 3.1.9. == |CVE-2024-25922

peepso --

community_by_pe |Cross-Site Request Forgery (CSRF) vulnerability in PeepSo Community by 2024-04-12| 43

epso PeepSo.This issue affects Community by PeepSo: from n/a through 6.3.1.1. == |CVE-2024-31251

encidesign --

Eoledad & Missing Authorization vulnerability in PenciDesign Soledad.This issue affects 2024-04-09| 6.5
Soledad: from n/a through 8.4.2. == |CVE-2024-31368

encidesign --

Eolefjlad '8 Cross-Site Request Forgery (CSRF) vulnerability in PenciDesign Soledad.This issue 2024-04-09| 5.4
affects Soledad: from n/a through 8.4.2. == |CVE-2024-31369

phpbits_creative_s [I[mproper Neutralization of Input During Web Page Generation ('Cross-site 2024-04-07| 5.9

CVE-2024-31344



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3706&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3706
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-opengnsys
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-opengnsys
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-opengnsys
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3707&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3707
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-opengnsys
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-opengnsys
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-opengnsys
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3386&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3386
https://security.paloaltonetworks.com/CVE-2024-3386
https://security.paloaltonetworks.com/CVE-2024-3386
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3387&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3387
https://security.paloaltonetworks.com/CVE-2024-3387
https://security.paloaltonetworks.com/CVE-2024-3387
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3388&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3388
https://security.paloaltonetworks.com/CVE-2024-3388
https://security.paloaltonetworks.com/CVE-2024-3388
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2026&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2026
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31930&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31930
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-25922&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-25922
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31251&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31251
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31368&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31368
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31369&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31369
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31344&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31344

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
easy_login_styler_-JAdmin Login Page for WordPress allows Stored XSS.This issue affects Easy Login
| white_label_admi|Styler - White Label Admin Login Page for WordPress: from n/a through 1.0.6.
n_login_page_for_
wordpress
A vulnerability classified as critical was found in PHPGurukul Small CRM 3.0.
phpgurukul -- Affected by this vulnerability is an unknown functionality of the component ICVE-2024-3690
small_crm Change Password Handler. The manipulation leads to sql injection. The attack can [2024-04-12| 6.3
be launched remotely. The exploit has been disclosed to the public and may be
used. The associated identifier of this vulnerability is VDB-260479.
The Accordion plugin for WordPress is vulnerable to unauthorized access of data
ickolugins and modification of data due to a missing capability check on the
pickp .g 'accordions_duplicate_post_as_draft' function in all versions up to, and including, CVE-2024-1641
accordion . . ) . . ) 2024-04-09| 5.4
2.2.96. This makes it possible for authenticated attackers, with contributor access
and above, to duplicate arbitrary posts, allowing access to the contents of
password-protected posts.
CVE-2023-40148
responsible-
ping_identity -- Server-side request forgery (SSRF) in PingFederate allows unauthenticated http disclosure@pingide
pingfederate requests to attack network resources and consume server-side resources via 2024-04-10| 6.5 |ntity.com
forged HTTP POST requests. responsible-
disclosure@pingide
ntity.com
. ) T - CVE-2024-2742
planet -- igs-4215- |[Operating system command injection vulnerability in Planet 1GS-4215-16T2S, ve
16t2s affecting firmware version 1.305b210528. An authenticated attacker could execute |2024-04-11| 6.4 [ . . o
. - . . coordination@inci
arbitrary code on the remote host by exploiting IP address functionality. be es
pluginsware -- The Advanced Classifieds & Directory Pro plugin for WordPress is vulnerable to
advanced_classifie junauthorized loss of data due to a missing capability check on the CVE-2024-2222
ds_&_directory_pr [ajax_callback_delete_attachment function in all versions up to, and including, 2024-04-09| 4.3
o 3.0.0. This makes it possible for authenticated attackers, with subscriber access or
higher, to delete arbitrary media uploads.
polevaultweb -- Improper Neutralization of Input During Web Page Generation ('Cross-site
intagrate_lite Scripting') vulnerability in Polevaultweb Intagrate Lite allows Stored XSS.This issue [2024-04-11| 5.9 CVE-2024-31929
affects Intagrate Lite: from n/a through 1.3.7.
popup_likebox_tea N . N .
m Improper Neutralization of Input During Web Page Generation ('Cross-site
popup_ like_box Scripting') vulnerability in Popup LikeBox Team Popup Like box allows Stored 2024-04-11| 5.9 CVE-2024-31387
- - XSS.This issue affects Popup Like box: from n/a through 3.7.2.
The Watu Quiz plugin for WordPress is vulnerable to Stored Cross-Site Scripting via
orasunsen the plugin's 'watu-basic-chart' shortcode in all versions up to, and including, 3.4.1
- due to insufficient input sanitization and output escaping on user supplied
watu_quiz . en e santt PI E5CapIne on Hse! SURPH 2024-04-09| 6.4 [CVE-2024-0873
attributes. This makes it possible for authenticated attackers with contributor-level
and above permissions to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
The Watu Quiz plugin for WordPress is vulnerable to Sensitive Information
prasunsen -- Exposure in all versions up to, and including, 3.4.1 via the watu-userinfo shortcode.
watu_quiz This makes it possible for authenticated attackers, with contributor-level access ~ [2024-04-09| 4.3 |CVE-2024-0872
and above, to extract sensitive user meta data which can include session tokens
and user emails.
princeahmed -- The WP Radio - Worldwide Online Radio Stations Directory for WordPress plugin  |2024-04-10| 6.4 |CVE-2024-1041

wp_radio_-

for WordPress is vulnerable to Stored Cross-Site Scripting via the plugin's settings



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3690&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3690
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1641&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1641
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-40148&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-40148
https://docs.pingidentity.com/r/en-us/pingfederate-120/tuj1708533127032
https://docs.pingidentity.com/r/en-us/pingfederate-120/tuj1708533127032
https://docs.pingidentity.com/r/en-us/pingfederate-120/tuj1708533127032
https://www.pingidentity.com/en/resources/downloads/pingfederate/previous-releases.html
https://www.pingidentity.com/en/resources/downloads/pingfederate/previous-releases.html
https://www.pingidentity.com/en/resources/downloads/pingfederate/previous-releases.html
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2742&vector=CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2742
https://www.incibe.es/en/incibe-cert/notices/aviso-sci/multiple-vulnerabilities-planet-igs-4215-16t2s
https://www.incibe.es/en/incibe-cert/notices/aviso-sci/multiple-vulnerabilities-planet-igs-4215-16t2s
https://www.incibe.es/en/incibe-cert/notices/aviso-sci/multiple-vulnerabilities-planet-igs-4215-16t2s
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2222&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2222
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31929&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31929
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31387&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31387
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-0873&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-0873
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-0872&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-0872
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1041&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1041

Medium Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

| worldwide_online
| radio_stations_di
rectory_for_wordp
ress

in all versions up to, and including, 3.1.9 due to insufficient input sanitization and
output escaping as well as insufficient access control on the settings. This makes it
possible for authenticated attackers, with subscriber access and above, to inject
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.

princeahmed --
wp_radio_-

| worldwide_online
| radio_stations_di
rectory_for_wordp
ress

The WP Radio - Worldwide Online Radio Stations Directory for WordPress plugin
for WordPress is vulnerable to unauthorized modification of data due to a missing
capability check on multiple AJAX functions in all versions up to, and including,
3.1.9. This makes it possible for authenticated attackers, with subscriber access
and above, to import radio stations, remove countries, and modify the plugin's
settings, which can lead to Cross-Site Scripting, tracked separately in CVE-2024-
1041.

2024-04-10

CVE-2024-1042

propertyhive --
propertyhive

Deserialization of Untrusted Data vulnerability in PropertyHive.This issue affects
PropertyHive: from n/a through 2.0.9.

2024-04-11

CVE-2024-27985

psi-4ward --
psitransfer

PsiTransfer is an open source, self-hosted file sharing solution. Prior to version
2.2.0, the absence of restrictions on the endpoint, which allows users to create a
path for uploading a file in a file distribution, allows an attacker to add arbitrary
files to the distribution. The vulnerability allows an attacker to influence those
users who come to the file distribution after them and slip the victim files with a
malicious or phishing signature. Version 2.2.0 contains a patch for the issue. CVE-
2024-31453 allows users to violate the integrity of a file bucket and upload new
files there, while the vulnerability with the number CVE-2024-31454 allows users
to violate the integrity of a single file that is uploaded by another user by writing
data there and not allows you to upload new files to the bucket. Thus,
vulnerabilities are reproduced differently, require different security
recommendations and affect different objects of the application's business logic.

2024-04-09

CVE-2024-31453

psi-4ward --
psitransfer

PsiTransfer is an open source, self-hosted file sharing solution. Prior to version
2.2.0, the absence of restrictions on the endpoint, which is designed for uploading
files, allows an attacker who received the id of a file distribution to change the files
that are in this distribution. The vulnerability allows an attacker to influence those
users who come to the file distribution after them and slip the victim files with a
malicious or phishing signature. Version 2.2.0 contains a patch for this issue. CVE-
2024-31454 allows users to violate the integrity of a file that is uploaded by
another user. In this case, additional files are not loaded into the file bucket.
Violation of integrity at the level of individual files. While the vulnerability with the
number CVE-2024-31453 allows users to violate the integrity of a file bucket
without violating the integrity of files uploaded by other users. Thus, vulnerabilities
are reproduced differently, require different security recommendations and affect
different objects of the application's business logic.

2024-04-09

CVE-2024-31454

puneethreddyhc --
event_manageme
nt

A vulnerability was found in PuneethReddyHC Event Management 1.0. It has been
rated as critical. This issue affects some unknown processing of the file
backend/register.php. The manipulation of the argument
event_id/full_name/email/mobile/college/branch leads to sql injection. The attack
may be initiated remotely. The exploit has been disclosed to the public and may be
used. The identifier VDB-259613 was assigned to this vulnerability. NOTE: The
vendor was contacted early about this disclosure but did not respond in any way.

2024-04-07

CVE-2024-3432

godeinteractive --
gi_addons_for_ele
mentor

The Qi Addons For Elementor plugin for WordPress is vulnerable to Stored Cross-
Site Scripting via the plugin's widgets in all versions up to, and including, 1.6.7 due
to insufficient input sanitization and output escaping on user supplied attributes.
This makes it possible for authenticated attackers with contributor-level and above
permissions to inject arbitrary web scripts in pages that will execute whenever a
user accesses an injected page.

2024-04-09

CVE-2024-0826



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1042&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1042
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-27985&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-27985
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31453&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31453
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31454&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31454
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3432&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3432
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-0826&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-0826

Medium Vulnerabilities

gamipress_-
I_the_#l_gamificati

badges & ranks in WordPress plugin for WordPress is vulnerable to Stored Cross-
Site Scripting via the plugin's shortcode(s) in all versions up to, and including, 6.9.0

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
rainbowgeek The SEOPress - On-site SEO plugin for WordPress is vulnerable to Stored Cross-Site
ceo resf on Scripting via the image alt parameter in all versions up to, and including, 7.5.2.1
sitepseo - due to insufficient input sanitization and output escaping. This makes it possible for|2024-04-09| 6.4 |CVE-2024-2165
- authenticated attackers, with author access or higher, to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
The Rank Math SEO with Al SEO Tools plugin for WordPress is vulnerable to Stored
rankmath -- Cross-Site Scripting via the HowTo block attributes in all versions up to, and
rank_math_seo_wilincluding, 1.0.214 due to insufficient input sanitization and output escaping on user 2024-04-09| 6.4 ICVE-2024-2536
th_ai_seo_tools [supplied attributes. This makes it possible for authenticated attackers, with -
contributor-level access and above, to inject arbitrary web scripts in pages that will
lexecute whenever a user accesses an injected page.
realmag777 --
wolf & Cross-Site Request Forgery (CSRF) vulnerability in realmag777 WOLF - WordPress
- Posts Bulk Editor and Manager Professional, realmag777 BEAR - Bulk Editor and
-wordpress_posts Products Manager Professional for WooCommerce by Pluginus.Net.This issue
| bulk_editor_and_ & _ y Fluginus. et 2024-04-10| 4.3 [CVE-2024-31430
anager professio affects WOLF - WordPress Posts Bulk Editor and Manager Professional: from n/a
nal ger_p through 1.0.8.1; BEAR - Bulk Editor and Products Manager Professional for
WooCommerce by Pluginus.Net: from n/a through 1.1.4.1.
redisbloom RedisBloom adds a set of probabilistic data structures to Redis. Starting in version
redisbloom ‘2.0.0 and pri?r to version 2.4:7 and 2.6.1.0, authent'icated users f:an 'use the  |2024-04-00| 5.5 |cVE-2024-25116
CF.RESERVE' command to trigger a runtime assertion and termination of the Redis
server process. The problem is fixed in RedisBloom 2.4.7 and 2.6.10.
relevanssi -- The Relevanssi - A Better Search plugin for WordPress is vulnerable to
relevanssi_- unauthorized modification of data due to a missing capability check on the CVE-2024-3213
| a_better_search_[relevanssi_update_counts() function in all versions up to, and including, 4.22.1. 2024-04-09| 5.3
(pro) This makes it possible for unauthenticated attackers to execute expensive queries
on the application that could lead into DOS.
relevanssi -- The Relevanssi - A Better Search plugin for WordPress is vulnerable to CSV Injection
relevanssi_- in all versions up to, and including, 4.22.1. This makes it possible for
| a_better_search_|unauthenticated attackers to embed untrusted input into exported CSV files, which|2024-04-09| 5.8 [CVE-2024-3214
(pro) can result in code execution when these files are downloaded and opened on a
local system with a vulnerable configuration.
repute_infosystem
5 -
. [Cross-Site Request Forgery (CSRF) vulnerability in Repute InfoSystems ARForms
arforms_form_buil 2024-04-12| 6.3
jer - =P e orm Builder. This issue affects ARForms Form Builder: from n/a through 1.6.1. —= |CVE-2024-31272
repute_infosystem
s pboo_kin \:ess Authorization Bypass Through User-Controlled Key vulnerability in Repute 2024-04-07 4.3
L Infosystems BookingPress.This issue affects BookingPress: from n/a through 1.0.81. —= |CVE-2024-31296
The Revslider plugin for WordPress is vulnerable to Stored Cross-Site Scripting via
. . svg upload in all versions up to, and including, 6.6.20 due to insufficient input
revolution_slider -- sanitization and output escaping. This makes it possible for authenticated attackers
slider_revolution o ) put escaping. P 2024-04-09| 6.4 |CVE-2024-2306
to inject arbitrary web scripts in pages that will execute whenever a user accesses
an injected page. By default, this can only be exploited by administrators, but the
ability to use and configure revslider can be extended to authors.
rtcamp - Cross-Site Request Forgery (CSRF) vulnerability in rtCamp Transcoder.This issue
t d § ' 2024-04-12| 4.3
ranscoder affects Transcoder: from n/a through 1.3.5. —= |CVE-2024-31305
rubengc -- The GamiPress - The #1 gamification plugin to reward points, achievements,
2024-04-09| 6.4 |CVE-2024-2783



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2165&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2165
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2536&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2536
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31430&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31430
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-25116&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-25116
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3213&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3213
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3214&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3214
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31272&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31272
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31296&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31296
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2306&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2306
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31305&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31305
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2783&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2783

Medium Vulnerabilities

this vulnerability, attacker can add notes in the review request with 'completed’

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
on_plugin_to_rew |due to insufficient input sanitization and output escaping on user supplied
ard_points_achiev [attributes. This makes it possible for authenticated attackers, with contributor-
ements_badges_& |level access and above, to inject arbitrary web scripts in pages that will execute
| ranks_in_wordpr whenever a user accesses an injected page.
ess

Saleor is an e-commerce platform. Starting in version 3.10.0 and prior to versions
3.14.64, 3.15.39, 3.16.39, 3.17.35, 3.18.31, and 3.19.19, an attacker may bypass
cross-set request forgery (CSRF) validation when calling refresh token mutation
with empty string. When a user provides an empty string in ‘refreshToken"
<leor  saleor I Mutation, while the token persists in "JWT_REFRESH_TOKEN_COOKIE_NAME’
cookie, application omits validation against CSRF token and returns valid access 2024-04-08| 4.2 |CVE-2024-31205
token. Versions 3.14.64, 3.15.39, 3.16.39, 3.17.35, 3.18.31, and 3.19.19 contain a
patch for the issue. As a workaround, one may replace
“saleor.graphgl.account.mutations.authentication.refresh_token.py.get_refresh_to
ken". This will fix the issue, but be aware, that it returns JWT_MISSING_TOKEN"
instead of "JWT_INVALID_TOKEN".
saleor -- saleor Cross-Site Request Forgery (CSRF) vulnerability in ELEXtensions ELEX
WooCommerce Dynamic Pricing and Discounts.This issue affects ELEX 2024-04-11| 43 |~\E2024-32105
WooCommerce Dynamic Pricing and Discounts: from n/a through 2.1.2.
saleswonder.biz_te| = L I . -
am - wp2leads Missing Authorization vulnerability in Saleswonder.Biz Team WP2LEADS.This issue 2024-04-08| 5.4
affects WP2LEADS: from n/a through 3.2.7. == |CVE-2024-31375
sap_se - The application aII.ow? a hlgh.prlwleg(—?‘ attacker to apptend a malicious GET query CVE-2024-30214
sap_business_conn|parameter to Service invocations, which are reflected in the server response. —
L . . . . 2024-04-09| 4.8 |cna@sap.com
ector Under certain circumstances, if the parameter contains a JavaScript, the script
could be processed on client side. cnatssap.com
sap_se The Resource Settings page allows a high privilege attacker to load exploitable
sap_business conn payload to be stored and reflected whenever a User visits the page. In a successful CVE-2024-30215
ectc:r - attack, some information could be obtained and/or modified. However, the 2024-04-09| 4.8 |cna@sap.com
attacker does not have control over what information is obtained, or the amount cna@sap.com
or kind of loss is limited.
sap_se -- . . -
sap_group. reporti SAP Group Reporting Pata Collection do.es r'1ot perfor'm neces'sa?ry authorization
ng :Iata cgllection checks for an authenticated user, resulting in escalation of privileges. On successful CVE-2024-28167
(e_nter _package q exploitation, specific data can be changed via the Enter Package Data app although [2024-04-09| 6.5 [cha@sap.com
;ta) - ~ [the user does not have sufficient authorization causing high impact on Integrity of cha@sap.com
the appliction.
sap_se --
sap_netweaver_as [The ABAP Application Server of SAP NetWeaver as well as ABAP Platform allows an CVE-2024-30218
| abap_and_abap_ [attacker to prevent legitimate users from accessing a service, either by crashing or |2024-04-09| 6.5 |cna@sap.com
platform flooding the service. This leads to a considerable impact on availability. cha@sap.com
SAP NetWeaver application, due to insufficient input validation, allows an attacker
sap_se -- to send a crafted request from a vulnerable web application targeting internal CVE-2024-27898
sap_netweaver systems behind firewalls that are normally inaccessible to an attacker from the 2024-04-09| 5.3 |cna@sap.com
external network, resulting in a Server-Side Request Forgery vulnerability. Thus, cha@sap.com
having a low impact on confidentiality.
sap_se --
sap_s/4_hana_(cas|Cash Management in SAP S/4 HANA does not perform necessary authorization CVE-2024-30216
h_management) [checks for an authenticated user, resulting in escalation of privileges. By exploiting 2024-04-09] 4.3 2:: : .222



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31205&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31205
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32105&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32105
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31375&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31375
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30214&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30214
https://me.sap.com/notes/3421453
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html?anchorId=section_370125364
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30215&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30215
https://me.sap.com/notes/3421453
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html?anchorId=section_370125364
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28167&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28167
https://me.sap.com/notes/3442378
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html?anchorId=section_370125364
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30218&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30218
https://me.sap.com/notes/3359778
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html?anchorId=section_370125364
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-27898&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-27898
https://me.sap.com/notes/3425188
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html?anchorId=section_370125364
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30216&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30216
https://me.sap.com/notes/3427178
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html?anchorId=section_370125364

Medium Vulnerabilities

1_m12

SCALANCE W734-1 RJ45 (6GK5734-1FX00-0ABO), SCALANCE W734-1 RJ45 (USA)
(6GK5734-1FX00-0AB6), SCALANCE W738-1 M12 (6GK5738-1GY00-0AAO0),
SCALANCE W738-1 M12 (6GK5738-1GY00-0ABO), SCALANCE W748-1 M12
(6GK5748-1GD00-0AAQ), SCALANCE W748-1 M12 (6GK5748-1GD00-0ABO),
SCALANCE W748-1 RJ45 (6GK5748-1FC00-0AAQ), SCALANCE W748-1 RJ45
(6GK5748-1FC00-0ABO), SCALANCE W761-1 RJ45 (6GK5761-1FC00-0AAO0),
SCALANCE W761-1 RJ45 (6GK5761-1FC00-0ABO), SCALANCE W774-1 M12 EEC
(6GK5774-1FY00-0TAO), SCALANCE W774-1 M12 EEC (6GK5774-1FY00-0TBO),

SCALANCE W774-1 RJ45 (6GK5774-1FX00-0AAQ), SCALANCE W774-1 RJ45

Primary CVSS | Source & Patch
Descripti Published
Vendor -- Product Escription ublishe Score Info
status affecting the integrity of the application. Confidentiality and Availability are
not impacted.
<ap se Cash Management in SAP S/4 HANA does not perform necessary authorization
P checks for an authenticated user, resulting in escalation of privileges. By exploiting CVE-2024-30217
sap_s/4_hana_(cas| . o ) -
this vulnerability, an attacker can approve or reject a bank account application 2024-04-09| 4.3 |cna@sap.com
h_management) ] ) . o ) . o
affecting the integrity of the application. Confidentiality and Availability are not cha@sap.com
impacted.
saumya_majumder
B Cross-Site Request Forgery (CSRF) vulnerability in Saumya Majumder WP Server
health 2024-04-12| 4.3
v:pt_server_ ealt —|Health Stats.This issue affects WP Server Health Stats: from n/a through 1.7.3. == |CVE-2024-31250
stats
scOttkelark The Pods - Custom Content Types and Fields plugin for WordPress is vulnerable to
ods Missing Authorization in all versions up to, and including, 3.0.10 (with the
pods_ exception of 2.7.31.2, 2.8.23.2, 2.9.19.2). This is due to the fact that the plugin ICVE-2023-6965
custom_content L . . . . . 2024-04-09| 4.3
- L ~lallows the use of a file inclusion feature via shortcode. This makes it possible for
types_and_fields . . . .
authenticated attackers, with contributor access or higher, to create pods and
users (with default role).
The BizCalendar Web plugin for WordPress is vulnerable to Reflected Cross-Site
setriosoft Scripting via the 'tab' parameter in all versions up to, and including, 1.1.0.19 due to
bizcalendar web insufficien'f input sanitization .an.d OutpL.Jt escaping. This r‘r?akes it possible for ' 2024-04-10| 6.1 |CVE-2024-1780
unauthenticated attackers to inject arbitrary web scripts in pages that execute if
they can successfully trick a user into performing an action such as clicking on a
link.
Shopware 6 is an open commerce platform based on Symfony Framework and Vue.
Starting in version 6.3.5.0 and prior to versions 6.6.1.0 and 6.5.8.8, when a
<hopware authenticated request is made to "POST /store-api/account/logout’, the cart will be
P cleared, but the User won't be logged out. This affects only the direct store-api ICVE-2024-31447
shopware ] . . R 2024-04-08| 5.3
usage, as the PHP Storefront listens additionally on "CustomerLogoutEvent™ and
invalidates the session additionally. The problem has been fixed in Shopware
6.6.1.0 and 6.5.8.8. Those who are unable to update can install the latest version of
the Shopware Security Plugin as a workaround.
shortpixel --
shortpixel_adaptiv |Missing Authorization vulnerability in ShortPixel ShortPixel Adaptive Images.This
) ) ) ) 2024-04-10| 5.3
e_images issue affects ShortPixel Adaptive Images: from n/a through 3.8.2. ICVE-2024-31230
A vulnerability has been identified in SCALANCE W1748-1 M12 (6GK5748-1GY01-
0AAQ), SCALANCE W1748-1 M12 (6GK5748-1GY01-0TAQ), SCALANCE W1788-1 M12
(6GK5788-1GY01-0AAQ), SCALANCE W1788-2 EEC M12 (6GK5788-2GY01-0TAO),
SCALANCE W1788-2 M12 (6GK5788-2GY01-0AAQ), SCALANCE W1788-2IA M12
(6GK5788-2HY01-0AA0), SCALANCE W721-1 RJ45 (6GK5721-1FC0O0-0AAD),
SCALANCE W721-1 RJ45 (6GK5721-1FC0O0-0ABO), SCALANCE W722-1 RJ45
) (6GK5722-1FC00-0AAQ), SCALANCE W722-1 RJ45 (6GK5722-1FC00-0ABO),
SIemens - SCALANCE W722-1 RJ45 (6GK5722-1FC00-0ACO), SCALANCE W734-1 RJ45 CVE-2024-30190
scalance_w1748- | 5Gy5734-1FX00-0AA0), SCALANCE W734-1 RI45 (6GK5734-1FX00-0AA6), 2024-04-09| 6.1 |productcert@siem

ens.com



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30217&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30217
https://me.sap.com/notes/3430173
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html?anchorId=section_370125364
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31250&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31250
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-6965&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-6965
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1780&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1780
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31447&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31447
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31230&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31230
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30190&vector=CVSS:3.1/AV:A/AC:L/PR:L/UI:R/S:C/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30190
https://cert-portal.siemens.com/productcert/html/ssa-457702.html
https://cert-portal.siemens.com/productcert/html/ssa-457702.html

Medium Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

(6GK5774-1FX00-0AA6), SCALANCE W774-1 RJ45 (6GK5774-1FX00-0ABO),
SCALANCE W774-1 RJ45 (6GK5774-1FX00-0ACO), SCALANCE W774-1 RJ45 (USA)
(6GK5774-1FX00-0AB6), SCALANCE W778-1 M12 (6GK5778-1GY00-0AAQ),
SCALANCE W778-1 M12 (6GK5778-1GY00-0ABO), SCALANCE W778-1 M12 EEC
(6GK5778-1GY00-0TAQ), SCALANCE W778-1 M12 EEC (USA) (6GK5778-1GY00-
0TBO), SCALANCE W786-1 RJ45 (6GK5786-1FC00-0AAQ), SCALANCE W786-1 RJ45
(6GK5786-1FC00-0ABO), SCALANCE W786-2 RJ45 (6GK5786-2FC00-0AAQ),
SCALANCE W786-2 RJ45 (6GK5786-2FC00-0ABO), SCALANCE W786-2 RJ45
(6GK5786-2FC00-0ACO), SCALANCE W786-2 SFP (6GK5786-2FE00-0AAQ), SCALANCE
\W786-2 SFP (6GK5786-2FE00-0ABQ), SCALANCE W786-2IA RJ45 (6GK5786-2HCO0-
0AAQ), SCALANCE W786-2IA RJ45 (6GK5786-2HC00-0ABO), SCALANCE W788-1 M12
(6GK5788-1GD00-0AA0), SCALANCE W788-1 M12 (6GK5788-1GD00-0ABO),
SCALANCE W788-1 RJ45 (6GK5788-1FC0O0-0AAQ), SCALANCE W788-1 RJ45
(6GK5788-1FC00-0ABO), SCALANCE W788-2 M12 (6GK5788-2GD00-0AAD),
SCALANCE W788-2 M12 (6GK5788-2GD00-0AB0), SCALANCE W788-2 M12 EEC
(6GK5788-2GD00-0TAQ), SCALANCE W788-2 M12 EEC (6GK5788-2GD00-0TBO),
SCALANCE W788-2 M12 EEC (6GK5788-2GD00-0TCO), SCALANCE W788-2 RJ45
(6GK5788-2FC00-0AAQ), SCALANCE W788-2 RJ45 (6GK5788-2FC00-0ABO),
SCALANCE W788-2 RJ45 (6GK5788-2FC00-0ACO), SCALANCE WAM763-1 (6GK5763-
1AL00-7DA0), SCALANCE WAM766-1 (EU) (6GK5766-1GE00-7DAQ), SCALANCE
WAM766-1 (US) (6GK5766-1GE00-7DB0), SCALANCE WAM766-1 EEC (EU)
(6GK5766-1GE00-7TA0), SCALANCE WAM766-1 EEC (US) (6GK5766-1GEQ0-7TBO),
SCALANCE WUM763-1 (6GK5763-1AL00-3AA0), SCALANCE WUM763-1 (6GK5763-
1AL00-3DA0), SCALANCE WUM766-1 (EU) (6GK5766-1GE00-3DAO), SCALANCE
WUM766-1 (US) (6GK5766-1GE00-3DBO0). This CVE refers to Scenario 2 "Abuse the
queue for network disruptions" of CVE-2022-47522. Affected devices can be
tricked into enabling its power-saving mechanisms for a victim client. This could
allow a physically proximate attacker to execute disconnection and denial-of-
service attacks.

siemens --
scalance_w721-
1_rj45

A vulnerability has been identified in SCALANCE W721-1 RJ45 (6GK5721-1FCO0-
0AAOQ) (All versions), SCALANCE W721-1 RJ45 (6GK5721-1FC00-0ABO) (All versions),
SCALANCE W722-1 RJ45 (6GK5722-1FC00-0AAO) (All versions), SCALANCE W722-1
RJ45 (6GK5722-1FC00-0ABO) (All versions), SCALANCE W722-1 RJ45 (6GK5722-
1FC00-0ACO) (All versions), SCALANCE W734-1 RJ45 (6GK5734-1FX00-0AAOQ) (All
versions), SCALANCE W734-1 RJ45 (6GK5734-1FX00-0AA6) (All versions), SCALANCE
W734-1 RJ45 (6GK5734-1FX00-0ABO) (All versions), SCALANCE W734-1 RJ45 (USA)
(6GK5734-1FX00-0AB6) (All versions), SCALANCE W738-1 M12 (6GK5738-1GY00-
0AAOQ) (All versions), SCALANCE W738-1 M12 (6GK5738-1GY00-0ABO) (All versions),
SCALANCE W748-1 M12 (6GK5748-1GD00-0AAOQ) (All versions), SCALANCE W748-1
M12 (6GK5748-1GD00-0ABO) (All versions), SCALANCE W748-1 RJ45 (6GK5748-
1FCO0-0AADO) (All versions), SCALANCE W748-1 RJ45 (6GK5748-1FC00-0ABO) (All
versions), SCALANCE W761-1 RJ45 (6GK5761-1FC00-0AAO) (All versions), SCALANCE
W761-1 RJ45 (6GK5761-1FC00-0ABO) (All versions), SCALANCE W774-1 M12 EEC
(6GK5774-1FY00-0TAO) (All versions), SCALANCE W774-1 M12 EEC (6GK5774-
1FY00-0TBO) (All versions), SCALANCE W774-1 RJ45 (6GK5774-1FX00-0AAQ) (All
versions), SCALANCE W774-1 RJ45 (6GK5774-1FX00-0AA6) (All versions), SCALANCE
\W774-1 RJ45 (6GK5774-1FX00-0ABO) (All versions), SCALANCE W774-1 RJ45
(6GK5774-1FX00-0ACO) (All versions), SCALANCE W774-1 RJ45 (USA) (6GK5774-
1FX00-0ABE6) (All versions), SCALANCE W778-1 M12 (6GK5778-1GY00-0AAO) (All
versions), SCALANCE W778-1 M12 (6GK5778-1GY00-0ABO) (All versions),
SCALANCE W778-1 M12 EEC (6GK5778-1GY00-0TAO) (All versions), SCALANCE
\W778-1 M12 EEC (USA) (6GK5778-1GY00-0TBO) (All versions), SCALANCE W786-1
RJ45 (6GK5786-1FC00-0AAO) (All versions), SCALANCE W786-1 RJ45 (6GK5786-
1FC00-0ABO) (All versions), SCALANCE W786-2 RJ45 (6GK5786-2FC00-0AAO) (All
versions), SCALANCE W786-2 RJ45 (6GK5786-2FC00-0ABO) (All versions), SCALANCE
W786-2 RJ45 (6GK5786-2FC00-0ACO) (All versions), SCALANCE W786-2 SFP
(6GK5786-2FE00-0AAOQ) (All versions), SCALANCE W786-2 SFP (6GK5786-2FEQ0Q-
0ABO) (All versions), SCALANCE W786-2IA RJ45 (6GK5786-2HC00-0AAQ) (All

versions), SCALANCE W786-2IA RJ45 (6GK5786-2HC00-0ABO) (All versions),

2024-04-09

CVE-2024-30189
productcert@siem

ens.com



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30189&vector=CVSS:3.1/AV:A/AC:L/PR:L/UI:R/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30189
https://cert-portal.siemens.com/productcert/html/ssa-457702.html
https://cert-portal.siemens.com/productcert/html/ssa-457702.html
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SCALANCE W788-1 M12 (6GK5788-1GD00-0AAO) (All versions), SCALANCE W788-1
M12 (6GK5788-1GD00-0ABO) (All versions), SCALANCE W788-1 RJ45 (6GK5788-
1FCO0-0AAO) (All versions), SCALANCE W788-1 RJ45 (6GK5788-1FC00-0ABO) (All
versions), SCALANCE W788-2 M12 (6GK5788-2GD00-0AAQ) (All versions),
SCALANCE W788-2 M12 (6GK5788-2GD00-0ABO) (All versions), SCALANCE W788-2
M12 EEC (6GK5788-2GD00-0TAO) (All versions), SCALANCE W788-2 M12 EEC
(6GK5788-2GD00-0TBO) (All versions), SCALANCE W788-2 M12 EEC (6GK5788-
2GD00-0TCO) (All versions), SCALANCE W788-2 RJ45 (6GK5788-2FC00-0AAO) (All
versions), SCALANCE W788-2 RJ45 (6GK5788-2FC00-0ABO) (All versions), SCALANCE
W788-2 RJ45 (6GK5788-2FC00-0ACO) (All versions). This CVE refers to Scenario 1
"Leak frames from the Wi-Fi queue" of CVE-2022-47522. Affected devices queue
frames in order to subsequently change the security context and leak the queued
frames. This could allow a physically proximate attacker to intercept (possibly
cleartext) target-destined frames.

siemens --
simatic_pcs_7_v9.
1

A vulnerability has been identified in SIMATIC PCS 7 V9.1 (All versions < V9.1 SP2
UC04), SIMATIC WinCC Runtime Professional V17 (All versions), SIMATIC WinCC
Runtime Professional V18 (All versions), SIMATIC WinCC Runtime Professional V19
(All versions < V19 Update 1), SIMATIC WinCC V7.5 (All versions < V7.5 SP2 Update
16), SIMATIC WinCC V8.0 (All versions). The affected products do not properly
validate the input provided in the login dialog box. An attacker could leverage this
vulnerability to cause a persistent denial of service condition.

2024-04-09

CVE-2023-50821
productcert@siem

ens.com

sigstore -- cosign

Cosign provides code signing and transparency for containers and binaries. Prior to
version 2.2.4, a remote image with a malicious attachment can cause denial of
service of the host machine running Cosign. This can impact other services on the
machine that rely on having memory available such as a Redis database which can
result in data loss. It can also impact the availability of other services on the
machine that will not be available for the duration of the machine denial. The root
cause of this issue is that Cosign reads the attachment from a remote image
entirely into memory without checking the size of the attachment first. As such, a
large attachment can make Cosign read a large attachment into memory; If the
attachments size is larger than the machine has memory available, the machine
will be denied of service. The Go runtime will make a SigKill after a few seconds of
system-wide denial. This issue can allow a supply-chain escalation from a
compromised registry to the Cosign user: If an attacher has compromised a registry
or the account of an image vendor, they can include a malicious attachment and
hurt the image consumer. Version 2.2.4 contains a patch for the vulnerability.

2024-04-10

CVE-2024-29902

sigstore -- cosign

Cosign provides code signing and transparency for containers and binaries. Prior to
version 2.2.4, maliciously-crafted software artifacts can cause denial of service of
the machine running Cosign thereby impacting all services on the machine. The
root cause is that Cosign creates slices based on the number of signatures,
manifests or attestations in untrusted artifacts. As such, the untrusted artifact can
control the amount of memory that Cosign allocates. The exact issue is Cosign
allocates excessive memory on the lines that creates a slice of the same length as
the manifests. Version 2.2.4 contains a patch for the vulnerability.

2024-04-10

CVE-2024-29903

silverks --
graphene

The Graphene theme for WordPress is vulnerable to unauthorized access of data
via meta tag in all versions up to, and including, 2.9.2. This makes it possible for
unauthenticated individuals to obtain post contents of password protected posts
via the generated source.

2024-04-09

CVE-2024-1984

smub --
easy_digital_downl
oads_-

| sell_digital_files_
& _subscriptions_(e
commerce_store_
+_payments_made

The Easy Digital Downloads - Sell Digital Files & Subscriptions (eCommerce Store +
Payments Made Easy) plugin for WordPress is vulnerable to Sensitive Information
Exposure in all versions up to, and including, 3.2.9. This makes it possible for
unauthenticated attackers to download the debug log via Directory Listing. This file
may include PII.

2024-04-09

CVE-2024-2302
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Medium Vulnerabilities

kortex_lite_advoca
te_office_manage

part of the file /control/register_case.php. The manipulation of the argument
title/case_no/client_name/court/case_type/case_stage/legel_acts/description/filli
ng_date/hearing_date/opposite_lawyer/total_fees/unpaid leads to sql injection. It

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
| easy)
smub -- The WordPress Gallery Plugin - NextGEN Gallery plugin for WordPress is vulnerable
wordpress_gallery [to unauthorized access of data due to a missing capability check on the get_item CVE-2024-3097
| plugin_- function in versions up to, and including, 3.59. This makes it possible for 2024-04-09| 5.3
| nextgen_gallery |unauthenticated attackers to extract sensitive data including EXIF and other
metadata of any image uploaded through the plugin.
soflyy --
import_any_xml_o [Cross-Site Request Forgery (CSRF) vulnerability in Soflyy Import any XML or CSV File
r_csv_file_to_wordito WordPress.This issue affects Import any XML or CSV File to WordPress: from n/a [2024-04-10| 4.3 CVE-2024-31939
press through 3.7.3.
softaculous -- The Page Builder: Pagelayer - Drag and Drop website builder plugin for WordPress
page_builder:_pag [is vulnerable to Stored Cross-Site Scripting via the 'attr' parameter in all versions up
elayer_- to, and including, 1.8.4 due to insufficient input sanitization and output escaping 2024-04-09| 6.4 ICVE-2024-2504
| drag_and_drop_ |on user supplied attributes. This makes it possible for authenticated attackers, with -
website_builder |contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
The Lightweight Accordion plugin for WordPress is vulnerable to Stored Cross-Site
someguy9 -- Scripting via the plugin's shortcode(s) in all versions up to, and including, 1.5.16
lightweight_accord|due to insufficient input sanitization and output escaping on user supplied 2024-04-09| 6.4 CVE-2024-2436
ion attributes. This makes it possible for authenticated attackers with contributor-level -
and above permissions to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
A vulnerability, which was classified as critical, has been found in SourceCodester
sourcecodester -- . ) .
kortex lite advoca Kortex Lite Advocate Office Management System 1.0. This issue affects some CVE-2024-3617
-~ unknown processing of the file /control/deactivate_case.php. The manipulation of
te_office_manage . L o 2024-04-11| 4.7
ment svstem the argument id leads to sql injection. The attack may be initiated remotely. The
=Y exploit has been disclosed to the public and may be used. The identifier VDB-
260273 was assigned to this vulnerability.
A vulnerability, which was classified as critical, was found in SourceCodester Kortex
sourcecodester -- | . . . .
Kortex lite advoca Lite Advocate Office Management System 1.0. Affected is an unknown function of CVE-2024-3618
-~ the file /control/activate_case.php. The manipulation of the argument id leads to
te_office_manage L . ] . 2024-04-11| 4.7
ment svstem sql injection. It is possible to launch the attack remotely. The exploit has been
=Y disclosed to the public and may be used. VDB-260274 is the identifier assigned to
this vulnerability.
A vulnerability has been found in SourceCodester Kortex Lite Advocate Office
sourcecodester -- . . . T
vortex lite advoca Management System 1.0 and classified as critical. Affected by this vulnerability is CVE-2024-3619
-~ an unknown functionality of the file /control/addcase_stage.php. The manipulation
te_office_manage o 2024-04-11| 4.7
of the argument cname leads to sql injection. The attack can be launched remotely.
ment_system R . . .
The exploit has been disclosed to the public and may be used. The associated
identifier of this vulnerability is VDB-260275.
A vulnerability was found in SourceCodester Kortex Lite Advocate Office
sourcecodester -- o . .. .
. Management System 1.0 and classified as critical. Affected by this issue is some CVE-2024-3620
kortex_lite_advoca . . . . . CVE-2024-3620
; unknown functionality of the file /control/adds.php. The manipulation of the
te_office_manage ) . - 2024-04-11| 4.7
argument name/gender/dob/email/mobile/address leads to sql injection. The
ment_system . . .
attack may be launched remotely. The exploit has been disclosed to the public and
may be used. The identifier of this vulnerability is VDB-260276.
A vulnerability was found in SourceCodester Kortex Lite Advocate Office
e o . CVE-2024-3621
sourcecodester -- |Management System 1.0. It has been classified as critical. This affects an unknown
2024-04-11| 4.7
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ment_system is possible to initiate the attack remotely. The exploit has been disclosed to the
public and may be used. The identifier VDB-260277 was assigned to this
vulnerability.
A vulnerability was found in SourceCodester Laundry Management System 1.0. It
sourcecodester -- |has been declared as critical. This vulnerability affects unknown code of the file CVE-2024-3445
laundry_managem |/karyawan/laporan_filter. The manipulation of the argument data_karyawan leads 2024-04-08| 6.3
ent_system to sqgl injection. The attack can be initiated remotely. The exploit has been -
disclosed to the public and may be used. VDB-259702 is the identifier assigned to
this vulnerability.
A vulnerability was found in SourceCodester Laundry Management System 1.0 and
sourcecodester -- |classified as critical. This issue affects the function laporan_filter of the file CVE-2024-3464
laundry_managem |/application/controller/Pelanggan.php. The manipulation of the argument 2024-04-08| 6.3
ent_system jeniskelamin leads to sql injection. The attack may be initiated remotely. The -
exploit has been disclosed to the public and may be used. The identifier VDB-
259745 was assigned to this vulnerability.
A vulnerability was found in SourceCodester Laundry Management System 1.0. It
sourcecodester -- |has been classified as critical. Affected is the function laporan_filter of the file CVE-2024-3465
laundry_managem |/application/controller/Transaki.php. The manipulation of the argument 2024-04-08| 6.3
ent_system dari/sampai leads to sql injection. It is possible to launch the attack remotely. The -
exploit has been disclosed to the public and may be used. VDB-259746 is the
identifier assigned to this vulnerability.
sourcecodester A vulnerability was found in SourceCodester Laundry Management System 1.0. It
aundrv managem has been declared as critical. Affected by this vulnerability is the function CVE-2024-3466
ent s Z;em & laporan_filter of the file /application/controller/Pengeluaran.php. The 2024-04-08| 5.5
—5Y manipulation of the argument dari/sampai leads to sqgl injection. The associated
identifier of this vulnerability is VDB-259747.
A vulnerability classified as critical was found in SourceCodester Online Courseware
sourcecodester -- [1.0. This vulnerability affects unknown code of the file admin/editt.php. The CVE-2024-3416
online_courseware|manipulation of the argument id leads to sql injection. The attack can be initiated |2024-04-07| 6.3
remotely. The exploit has been disclosed to the public and may be used. The
identifier of this vulnerability is VDB-259588.
A vulnerability, which was classified as critical, has been found in SourceCodester
Online Courseware 1.0. This issue affects some unknown processing of the file
sourcecodester -- ine Hoursew 1S 1ssue att unknown p "8 : CVE-2024-3417
. admin/saveeditt.php. The manipulation of the argument contact leads to sql
online_courseware| ., L ] . 2024-04-07| 6.3
injection. The attack may be initiated remotely. The exploit has been disclosed to
the public and may be used. The identifier VDB-259589 was assigned to this
vulnerability.
A vulnerability, which was classified as critical, was found in SourceCodester Online
C 1.0. Affected i k functi f the fil
ourcecodester ourseware ! ected is an un n0\{vn ur.wc ion of the file CVE-2024-3418
. admin/deactivateteach.php. The manipulation of the argument selector leads to
online_courseware| = . . . . 2024-04-07| 6.3
sql injection. It is possible to launch the attack remotely. The exploit has been
disclosed to the public and may be used. VDB-259590 is the identifier assigned to
this vulnerability.
A vulnerability has been found in SourceCodester Online Courseware 1.0 and
sourcecodester -- [classified as critical. Affected by this vulnerability is an unknown functionality of CVE-2024-3419
online_courseware the file admin/edit.php. The manipulation of the argument id leads to sqgl injection. |2024-04-07| 6.3
The attack can be launched remotely. The exploit has been disclosed to the public
and may be used. The associated identifier of this vulnerability is VDB-259591.
- CVE-2024-3420
sourcecodester A vulnerability was found in SourceCodester Online Courseware 1.0 and classified
online_courseware 2024-04-07| 6.3

as critical. Affected by this issue is some unknown functionality of the file
admin/saveedit.php. The manipulation of the argument id leads to sql injection.
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The attack may be launched remotely. The exploit has been disclosed to the public
and may be used. The identifier of this vulnerability is VDB-259592.
A vulnerability was found in SourceCodester Online Courseware 1.0. It has been
classified as critical. This affects an unknown part of the file
sourcecodester -- ) ) ) VNP CVE-2024-3421
. admin/deactivatestud.php. The manipulation of the argument selector leads to sql
online_courseware| , . . o . 2024-04-07| 6.3
injection. It is possible to initiate the attack remotely. The exploit has been
disclosed to the public and may be used. The identifier VDB-259593 was assigned
to this vulnerability.
A vulnerability was found in SourceCodester Online Courseware 1.0. It has been
declared as critical. This vulnerability affects unknown code of the file
sourcecodester -- ) ) ) Y ) CVE-2024-3422
. admin/activatestud.php. The manipulation of the argument selector leads to sql
online_courseware| = Lo . . 2024-04-07| 6.3
injection. The attack can be initiated remotely. The exploit has been disclosed to
the public and may be used. VDB-259594 is the identifier assigned to this
vulnerability.
A vulnerability was found in SourceCodester Online Courseware 1.0. It has been
rated as critical. This issue affects some unknown processing of the file
sourcecodester -- ] ! 1S 1554 ome unknown p "8 I CVE-2024-3423
. admin/activateteach.php. The manipulation of the argument selector leads to sql
online_courseware| ., L . . 2024-04-07| 6.3
injection. The attack may be initiated remotely. The exploit has been disclosed to
the public and may be used. The associated identifier of this vulnerability is VDB-
259595.
A vulnerability classified as critical has been found in SourceCodester Online
sourcecodester - |Courseware 1.0. Affected is an unknown function of the file admin/listscore.php. ICVE-2024-3424
online_courseware[The manipulation of the argument title leads to sql injection. It is possible to launch|2024-04-07| 6.3
the attack remotely. The exploit has been disclosed to the public and may be used.
The identifier of this vulnerability is VDB-259596.
A vulnerability classified as critical was found in SourceCodester Online Courseware
1.0. Affected by this vulnerability is an unknown functionality of the file
sourcecodester -- . ey yisan v CVE-2024-3425
. admin/activateall.php. The manipulation of the argument selector leads to sql
online_courseware|, . . . 2024-04-07| 6.3
injection. The attack can be launched remotely. The exploit has been disclosed to
the public and may be used. The identifier VDB-259597 was assigned to this
vulnerability.
A vulnerability was found in SourceCodester Prison Management System 1.0. It has
sourcecodester -- |been declared as critical. This vulnerability affects unknown code of the file CVE-2024-3436
prison_manageme |/Admin/edit-photo.php of the component Avatar Handler. The manipulation of the 2024-04-08| 6.3
nt_system argument avatar leads to unrestricted upload. The attack can be initiated remotely. -
The exploit has been disclosed to the public and may be used. VDB-259630 is the
identifier assigned to this vulnerability.
<ourcecodester A vulnerability was found in SourceCodester Prison Management System 1.0. It has
fison manageme been rated as critical. Affected by this issue is some unknown functionality of the CVE-2024-3441
P N & file /Employee/edit-profile.php. The manipulation leads to sqgl injection. The attack |2024-04-08| 6.3
nt_system . . .
may be launched remotely. The exploit has been disclosed to the public and may
be used. VDB-259694 is the identifier assigned to this vulnerability.
A vulnerability classified as critical has been found in SourceCodester Prison
sourcecodester -- . .
fison manageme Management System 1.0. This affects an unknown part of the file ICVE-2024-3442
P N & Employee/delete_leave.php. The manipulation leads to sql injection. It is possible |2024-04-08| 6.3
nt_system - . . .
to initiate the attack remotely. The exploit has been disclosed to the public and
may be used. The associated identifier of this vulnerability is VDB-259695.
so.urcecodester " |A vulnerability was found in SourceCodester Prison Management System 1.0. It has CVE-2024-3437
p;lson;manageme been rated as critical. This issue affects some unknown processing of the file 2024-04-08| 4.7
nt_system

Admin/add-admin.php of the component Avatar Handler. The manipulation of the
argument avatar leads to unrestricted upload. The attack may be initiated
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Medium Vulnerabilities

| for_online_cours
es_and_education

up to, and including, 3.2.13. This makes it possible for authenticated attackers,
with subscriber-level access and above, to expose draft post titles and excerpts.
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remotely. The exploit has been disclosed to the public and may be used. The
associated identifier of this vulnerability is VDB-259631.
courcecodester A vulnerability was found in SourceCodester Prison Management System 1.0. It has
fison manageme been declared as critical. Affected by this vulnerability is an unknown functionality CVE-2024-3440
P N & of the file /Admin/edit_profile.php. The manipulation leads to sql injection. The 2024-04-08| 4.7
nt_system . . .
attack can be launched remotely. The exploit has been disclosed to the public and
may be used. The identifier VDB-259693 was assigned to this vulnerability.
The Responsive Tabs plugin for WordPress is vulnerable to Stored Cross-Site
spwebguy - Scripting via the tabs_color value in all versions up to, and including, 4.0.6 due to CVE-2024-3514
. insufficient input sanitization and output escaping on user supplied attributes. This
responsive_tabs . . . . . 2024-04-09| 6.4
makes it possible for authenticated attackers, with contributor-level access and
above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.
Minder by Stacklok is an open source software supply chain security platform. A
refactoring in commit "5c381cf" added the ability to get GitHub repositories CVE-2024-31455
stacklok -- minder |registered to a project without specifying a specific provider. Unfortunately, the 2024-04-09| 4.3
SQL query for doing so was missing parenthesis, and would select a random -
repository. This issue is patched in pull request 2941. As a workaround, revert prior
to "5¢381cf’, or roll forward past "2eb94e7".
The Elementor Addons, Widgets and Enhancements - Stax plugin for WordPress is
staxwp -- vulnerable to Stored Cross-Site Scripting via the plugin's 'Heading' widgets in all
elementor_addons|versions up to, and including, 1.4.4.1 due to insufficient input sanitization and
| widgets_and_enh [output escaping on user supplied attributes. This makes it possible for 2024-04-09| 6.4 [CVE-2024-3064
ancements_-_stax [authenticated attackers, with contributor-level access and above, to inject
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
stephanie_leary --
convert_post_type [Cross-Site Request Forgery (CSRF) vulnerability in Stephanie Leary Convert Post 2024-04-11| 4.3
s Types.This issue affects Convert Post Types: from n/a through 1.4. == |CVE-2024-32108
stiofansisland -- . . . .
The UsersWP - Front-end login form, User Registration, User Profile & Members
userswp_-_front- |_. . . .
end login form. u Directory plugin for WordPress plugin for WordPress is vulnerable to Stored Cross-
cor _re gistFation,_usSite Scripting via the plugin's shortcode(s) in all versions up to, and including, 1.2.6 CVE-2024-2423
- g. — |due to insufficient input sanitization and output escaping on user supplied 2024-04-09| 6.4
er_profile_&_ mem . . . . . . .
. attributes. This makes it possible for authenticated attackers with contributor-level
bers_directory_plu L - . s .
. and above permissions to inject arbitrary web scripts in pages that will execute
gin_for_wordpress o
whenever a user accesses an injected page.
strangerstudios --
. g uat . [The Paid Memberships Pro - Content Restriction, User Registration, & Paid
paid_memberships . . . . .
o Subscriptions plugin for WordPress is vulnerable to Cross-Site Request Forgery in
_?on;ent restrictioa” versions up to, and including, 2.12.10. This is due to missing nonce validation on
- user registratio the pmpro_lifter_save_streamline_option() function. This makes it possible for 2024-04-09| 4.3 [CVE-2024-0588
- & _lunauthenticated attackers to enable the streamline setting with Lifter LMS via a
n_&_paid_subscrip . . . - .
tions forged request granted they can trick a site administrator into performing an
action such as clicking on a link.
stylemix --
masterstudy_Ims_ [The MasterStudy LMS plugin for WordPress is vulnerable to unauthorized access of
wordpress_plugin_|data due to a missing capability check on the search_posts function in all versions 2024-04-09| 4.3 |CVE-2024-1904



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3440&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3440
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3514&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3514
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31455&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31455
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3064&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3064
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32108&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32108
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2423&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2423
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-0588&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-0588
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1904&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1904

Medium Vulnerabilities

|_elementor

supplied attributes. This makes it possible for authenticated attackers with
contributor-level and above permissions to inject arbitrary web scripts in pages
that will execute whenever a user accesses an injected page.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
supportcandy --  |Improper Neutralization of Input During Web Page Generation ('Cross-site
supportcandy Scripting') vulnerability in SupportCandy allows Stored XSS.This issue affects 2024-04-11| 6.5 CVE-2024-27991
SupportCandy: from n/a through 3.2.3.
supsystic - Cross-Site Request Forgery (CSRF) vulnerability in Supsystic Easy Google Maps.This
| ) 2024-04-12| 4.3
Fasy_google_maps issue affects Easy Google Maps: from n/a through 1.11.11. == |CVE-2024-31269
supsystic --
ultimate_maps_by [Cross-Site Request Forgery (CSRF) vulnerability in Supsystic Ultimate Maps by 2024-04-12| 43
| supsystic Supsystic.This issue affects Ultimate Maps by Supsystic: from n/a through 1.2.16. == |CVE-2024-31271
The Global Elementor Buttons plugin for WordPress is vulnerable to Stored Cross-
tausworks -- Site Scripting via the button link URL in all versions up to, and including, 1.1.0 due
global_elementor_[to insufficient input sanitization and output escaping on user supplied attributes. 2024-04-09| 6.4 ICVE-2024-2327
buttons This makes it possible for authenticated attackers with contributor-level and above -
permissions to inject arbitrary web scripts in pages that will execute whenever a
user accesses an injected page.
A vulnerability was found in cym1102 nginxXWebUI up to 3.9.9. It has been rated as
bk —- dvr-4104 critical. Affected by this issue is the function findCountByQuery of the file CVE-2024-3737
— dvr-
adminPage/www/addOver. The manipulation of the argument dir leads to path  [2024-04-13| 6.3
traversal. The attack may be launched remotely. The exploit has been disclosed to
the public and may be used. The identifier of this vulnerability is VDB-260576.
A vulnerability was found in TBK DVR-4104 and DVR-4216 up to 20240412 and
bk —-dvr-4104 classified as critical. This issue affects some unknown processing of the file CVE-2024-3721
device.rsp?opt=sys&cmd=__ S O_S T_R_E_A_MAX___ . The manipulation of the
T . 2024-04-13| 6.3
argument mdb/mdc leads to os command injection. The attack may be initiated -
remotely. The exploit has been disclosed to the public and may be used. The
identifier VDB-260573 was assigned to this vulnerability.
techlabprol --
. P L The Classified Listing - Classified ads & Business Directory Plugin plugin for
classified_listing_- . . I
. WordPress is vulnerable to unauthorized access & modification of data due to a VE-2024-1352
| classified_ads_&_| .~ . - . : ; CVE-2024-1352
) - missing capability check on the rtcl_import_location() rtcl_import_category() 2024-04-09| 6.5
business_directory . . . : . . . .
. functions in all versions up to, and including, 3.0.4. This makes it possible for
|_plugin . ) :
authenticated attackers, with subscriber-level access and above, to create terms.
the_moneytizer -- Improper Neutralization of Input During Web Page Generation ('Cross-site
the_moneytizer  |Scripting') vulnerability in The Moneytizer allows Stored XSS.This issue affects The [2024-04-11| 6.5 CVE-2024-27990
Moneytizer: from n/a through 9.5.20.
Due to a bug in packet data buffers management, the PPP printer in tcpdump can
the_tcpdump_gro . . . . ICVE-2024-2397
enter an infinite loop when reading a crafted DLT_PPP_SERIAL .pcap savefile. This -
up -- tcpdump . . 2024-04-12| 6.2 |security@tcpdump.
problem does not affect any tcpdump release, but it affected the git master branch o
from 2023-06-05 to 2024-03-21. ors
theeventscalendar ) . . . . .
The Event Tickets and Registration plugin for WordPress is vulnerable to Sensitive
event_tickets_and Inforr'natio.n Exp?sure in a.II versi.ons up to, and i.ncluding, 5.8.2 via jche RSVFT 2024-04-09| 4.3 |CVE-2024-2261
. . functionality. This makes it possible for authenticated attackers, with contributor
| registration . . . .
access and above, to extract sensitive data including emails and street addresses.
The Happy Addons for Elementor plugin for WordPress is vulnerable to Stored
thehappymonster - . L . L . . .
Cross-Site Scripting via the plugin's Photo Stack Widget in all versions up to, and
i including, 3.10.3 due to insufficient input sanitization and output escaping on user ICVE-2024-1498
happy_addons_for' cluding u insufficient inpu itization a utput escaping on u 2024-04-09| 6.4



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-27991&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-27991
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31269&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31269
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31271&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31271
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2327&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2327
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3737&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3737
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3721&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3721
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1352&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1352
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-27990&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-27990
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2397&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2397
https://github.com/the-tcpdump-group/tcpdump/commit/b9811ef5bb1b7d45a90e042f81f3aaf233c8bcb2
https://github.com/the-tcpdump-group/tcpdump/commit/b9811ef5bb1b7d45a90e042f81f3aaf233c8bcb2
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2261&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2261
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1498&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1498

Medium Vulnerabilities

LMpg

from n/a through 3.4.0.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
The Happy Addons for Elementor plugin for WordPress is vulnerable to Stored
thehappymonster - . o ; . . . . .
Cross-Site Scripting via the Page Title HTML Tag in all versions up to, and including,
happy_addons_ for 3.19.4 due to.insufficie.nt ian.Jt sanitization ahd output escaping.on user.supplied 2024-04-09| 6.4 |CVE-2024-2787
attributes. This makes it possible for authenticated attackers, with contributor-
|_elementor L . s .
level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
The Happy Addons for Elementor plugin for WordPress is vulnerable to Stored
thehappymonster - . o ; . . . . .
Cross-Site Scripting via the Post Title HTML Tag in all versions up to, and including,
3.10.4 due to insufficient input sanitization and output escaping on user supplied
happy_addons_for| . . . P ) . P P g. . PP 2024-04-09| 6.4 [CVE-2024-2788
attributes. This makes it possible for authenticated attackers, with contributor-
|_elementor L . s .
level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
The Happy Addons for Elementor plugin for WordPress is vulnerable to Stored
thehappymonster - . . . . . . .
Cross-Site Scripting via the plugin's Calendy widget in all versions up to, and
i including, 3.10.4 due to insufficient input sanitization and output escaping on user
happy_addons_for 'ing, 5. ) ) P ) P pIng 2024-04-09| 6.4 [CVE-2024-2789
elementor supplied attributes. This makes it possible for authenticated attackers, with
B contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
The Ha Addons for Elementor plugin for WordPress is vulnerable to Stored
thehappymonster - PPy Addons to " PIUBIr ) ) i ICVE-2024-2786
Cross-Site Scripting via several widgets in all versions up to, and including, 3.10.4
due to insufficient input sanitization and output escaping on the title_tag attribute.
happy_addons_for | _ . . np ) P ping on t 128 2024-04-09| 5.4
This makes it possible for authenticated attackers, with contributor-level access
| elementor L. . S .
and above, to inject arbitrary web scripts in pages that will execute whenever a
user accesses an injected page.
The Happy Addons for Elementor plugin for WordPress is vulnerable to
thehappymonster - . . - N
unauthorized access of data due to insufficient authorization on the
i duplicate_thing() function in all versions up to, and including, 3.10.4. This makes it CVE-2024-1387
happy_addons_for pricate &l : ) P & ) 2024-04-09| 4.3
possible for attackers, with contributor-level access and above, to clone arbitrary
| elementor . . . ;
posts (including private and password protected ones) which may lead to
information exposure.
themefusion -- The Avada theme for WordPress is vulnerable to Stored Cross-Site Scripting via the
avada_|_website_ |plugin's shortcodes in all versions up to, and including, 7.11.6 due to insufficient CVE-2024-2311
builder_for_wordp finput sanitization and output escaping on user supplied attributes. This makes it
) . . ) . 2024-04-09| 6.4
ress_&_ woocomm [possible for authenticated attackers with contributor-level and above permissions
erce to inject arbitrary web scripts in pages that will execute whenever a user accesses
an injected page.
themefusion -- The Avada | Website Builder For WordPress & WooCommerce theme for
avada_|_website_ [WordPress is vulnerable to Server-Side Request Forgery in all versions up to, and
builder_for_wordp fincluding, 7.11.6 via the form_to_url_action function. This makes it possible for 2024-04-09| 6.4 CVE-2024-2343
ress_& woocomm [authenticated attackers, with contributor-level access and above, to make web I
erce requests to arbitrary locations originating from the web application and can be
used to query and modify information from internal services.
themefusion --
avada_|_website_ [The Avada theme for WordPress is vulnerable to Sensitive Information Exposure in
builder_for_wordp [all versions up to, and including, 7.11.6 via the '/wp-content/uploads/fusion- 2024-04-09| 5.3 |CVE-2024-2340
ress_&_ woocomm [forms/' directory. This makes it possible for unauthenticated attackers to extract -
erce sensitive data uploaded via an Avada created form with a file upload mechanism.
themeisle --
multiple_page_gen|Cross-Site Request Forgery (CSRF) vulnerability in Themeisle Multiple Page
erator_plugin_-  |Generator Plugin - MPG.This issue affects Multiple Page Generator Plugin - MPG: (2024-04-12| 5.4

CVE-2024-31301



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2787&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2787
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2788&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2788
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2789&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2789
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2786&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2786
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1387&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1387
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2311&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2311
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2343&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2343
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2340&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2340
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31301&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31301

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
themeisle --
The Otter Blocks - Gutenberg Blocks, Page Builder for Gutenberg Editor & FSE
otter_blocks_- . . . o . .
plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the id
~gutenberg_blocks arameter in the google-map block in all versions up to, and including, 2.6.4 due to
|_page_builder_for parameter i googie-map s up T, . & 5. 2024-04-09| 6.4 |CVE-2024-2226
~|insufficient input sanitization and output escaping. This makes it possible for
| gutenberg_editor . . . . . .
& fse authenticated attackers with contributor access and higher to inject arbitrary web
- scripts in pages that will execute whenever a user accesses an injected page.
themeisle -- The Otter Blocks - Gutenberg Blocks, Page Builder for Gutenberg Editor & FSE
otter_blocks_- plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the plugin's
| gutenberg_blocks [block attributes in all versions up to, and including, 2.6.8 due to insufficient input
| page_builder_for [sanitization and output escaping on user supplied attributes. This makes it possible |[2024-04-11| 6.4 [CVE-2024-3343
| gutenberg_editor [for authenticated attackers, with contributor-level access and above, to inject
| & fse arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
themeisle --
otter Llocks The Otter Blocks - Gutenberg Blocks, Page Builder for Gutenberg Editor & FSE
ute_nber I)Iocks plugin for WordPress is vulnerable to Stored Cross-Site Scripting via SVG file upload
_iage builgd_er for in all versions,' up to,'and incIL.Jding, '2.6.8 due to inst.xfficient input sanit.ization and 2024-04-11| 6.4 |CVE-2024-3344
B uter:ber ecTitor output escaping. This makes it possible for authenticated attackers, with author-
‘i fse 8- level access and above, to inject arbitrary web scripts in pages that will execute
= whenever a user accesses an injected page.
themeisle -- The RSS Aggregator by Feedzy - Feed to Post, Autoblogging, News & YouTube
rss_aggregator_by |Video Feeds Aggregator plugin for WordPress is vulnerable to Stored Cross-Site
| feedzy_- Scripting via the plugin's shortcode(s) in all versions up to, and including, 4.3.3 due
| feed_to_post_autjto insufficient input sanitization and output escaping on the Content-Type field of 2024-04-07| 6.4 ICVE-2023-6877
oblogging_news_&|error messages when retrieving an invalid RSS feed. This makes it possible for -
| youtube_video_f [authenticated attackers, with contributor-level access and above, to inject
eeds_aggregator [arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
themepoints -- Improper Neutralization of Input During Web Page Generation ('Cross-site
testimonials Scripting') vulnerability in Themepoints Testimonials allows Stored XSS.This issue  [2024-04-07| 6.5 CVE-2024-31348
affects Testimonials: from n/a through 3.0.5.
themepunch -- . . . . .
essential erid eall The Essential Grid Gallery WordPress Plugin plugin for WordPress is vulnerable to
or word_gres;g u Sensitive Information Exposure in all versions up to, and including, 3.1.1 via the
ir:I_ press_p on_front_ajax_action() function. This makes it possible for unauthenticated 2024-04-10| 5.3 [CVE-2024-3235
& attackers to view private and password protected posts that may have private or
sensitive information.
The All-in-One Addons for Elementor - WidgetKit plugin for WordPress is
themesgrove -- all- . L . . .. . -
" vulnerable to Stored Cross-Site Scripting via multiple pricing widgets (e.g. Pricing
one addons for e Single, Pricing Icon, Pricing Tab) in all versions up to, and including, 2.4.8 due to
lementor - insufficient input sanitization and output escaping. This makes it possible for 2024-04-12| 6.4 [CVE-2024-2137
wid etkﬁ authenticated attackers, with contributor-level access and above, to inject
-\VIce arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
thimpress The LearnPress - WordPress LMS Plugin plugin for WordPress is vulnerable to
P Insecure Direct Object Reference in all versions up to, and including, 4.2.6.3 due to
learnpress_- missing validation on a user controlled key when looking up order information. This
|_wordpress_lms_p 8 . A Y (Ing Up oree ' 2024-04-09| 6.5 |CVE-2024-1289
. makes it possible for authenticated attackers to obtain information on orders
lugin . . .
placed by other users and guests, which can be leveraged to sign up for paid
courses that were purchased by guests. Emails of other users are also exposed.
thimpress -- The LearnPress - WordPress LMS Plugin plugin for WordPress is vulnerable to 2024-04-09| 4.4 |CVE-2024-1463
learnpress_- Stored Cross-Site Scripting via the Course, Lesson, and Quiz title and content in all



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2226&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2226
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3343&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3343
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3344&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3344
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-6877&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-6877
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31348&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31348
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3235&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3235
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2137&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2137
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1289&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1289
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1463&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1463

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
| wordpress_Ims_p [versions up to, and including, 4.2.6.3 due to insufficient input sanitization and
lugin output escaping. This makes it possible for authenticated attackers, with LP
Instructor-level access, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
A vulnerability has been found in Tianwell Fire Intelligent Command Platform
tianwell -- 1.1.1.1 and classified as critical. This vulnerability affects unknown code of the file CVE-2024-3720
fire_intelligent_co |/mfsNotice/page of the component API Interface. The manipulation of the 2024-04-13| 6.3
mmand_platform [argument gsdwid leads to sql injection. The attack can be initiated remotely. The =
exploit has been disclosed to the public and may be used. The identifier of this
vulnerability is VDB-260572.
The Custom post types, Custom Fields & more plugin for WordPress is vulnerable
totalpressorg --  [to Stored Cross-Site Scripting via the plugin's shortcode and custom post meta in all
custom_post_type |versions up to, and including, 5.0.4 due to insufficient input sanitization and output
s_custom_fields_& |escaping on user supplied post meta values. This makes it possible for 2024-04-09| 6.4 [CVE-2023-6993
| more authenticated attackers with contributor-level and above permissions to inject
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
tribulant -- . . Lo . e .
clideshow galler Insertion of Sensitive Information into Log File vulnerability in Tribulant Slideshow 2024-04-10| 5.3
—gatlery Gallery.This issue affects Slideshow Gallery: from n/a through 1.7.8. == |CVE-2024-31353
tribulant - Cross-Site Request Forgery (CSRF) vulnerability in Tribulant Slideshow Gallery.This
lidesh I ) 2024-04-12| 4.3
slideshow_gallery issue affects Slideshow Gallery: from n/a through 1.7.8. —= |CVE-2024-31354
varun_kumar -- Improper Neutralization of Input During Web Page Generation ('Cross-site
easy_logo Scripting') vulnerability in Varun Kumar Easy Logo allows Stored XSS.This issue 2024-04-11| 5.9 CVE-2024-32083
affects Easy Logo: from n/a through 1.9.3.
visitor_analytics -- o . N .
twipla_(visitor_ana Improper Neutralization of Input During Web Page Generation ('Cross-site
| ti::)s i_o) — [Scripting') vulnerability in Visitor Analytics TWIPLA (Visitor Analytics 10) allows 2024-04-11| 5.9 |~vE-2024-31937
yHes Stored XSS.This issue affects TWIPLA (Visitor Analytics 10): from n/a through 1.2.0.
vjinfotech --
wp_import_export |Deserialization of Untrusted Data vulnerability in VlInfotech WP Import Export 2024-04-07| 4.4
| lite Lite.This issue affects WP Import Export Lite: from n/a through 3.9.26. —— |CVE-2024-31308
A vulnerability was found in Wangshen SecGate 3600 up to 20240408. It has been
wangshen -- classified as critical. This affects an unknown part of the file CVE-2024-3444
?g=net_pro_keyword_import_save. The manipulation of the argument reqfile
secgate_3600 : . . L 2024-04-08| 4.7
leads to unrestricted upload. It is possible to initiate the attack remotely. The
exploit has been disclosed to the public and may be used. The identifier VDB-
259701 was assigned to this vulnerability.
webdevmattcrom -[The GiveWP - Donation Plugin and Fundraising Platform plugin for WordPress is
- givewp_- vulnerable to Stored Cross-Site Scripting via the plugin's shortcode(s) in all versions
| donation_plugin_ |up to, and including, 3.5.1 due to insufficient input sanitization and output 9024-04-09| 6.4 ICVE-2024-1424
and_fundraising_pllescaping on user supplied attributes. This makes it possible for authenticated -
atform attackers with contributor-level and above permissions to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
webdevmattcrom -[The GiveWP - Donation Plugin and Fundraising Platform plugin for WordPress is
- givewp_- vulnerable to Stored Cross-Site Scripting via the plugin's 'give_form' shortcode in all|2024-04-13| 6.4 |CVE-2024-1957

| donation_plugin_
and_fundraising_pl

versions up to, and including, 3.6.1 due to insufficient input sanitization and output

escaping on user supplied attributes. This makes it possible for authenticated



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3720&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3720
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-6993&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-6993
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31353&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31353
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31354&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31354
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32083&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32083
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31937&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31937
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31308&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31308
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3444&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3444
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1424&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1424
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1957&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1957

Medium Vulnerabilities

erce

through 1.5.0.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
atform attackers with contributor-level and above permissions to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
webfactory -- . .
Wo reset The WP Reset - Most Advanced WordPress Reset Tool plugin for WordPress is
r:;st acR/anced vulnerable to Sensitive Information Exposure in all versions up to, and including,
n - = [1.99 via the use of insufficiently random snapshot names. This makes it possible for|2024-04-09| 5.9 |CVE-2023-6799
wordpress_reset_t . . . L
ool unauthenticated attackers to extract sensitive data including site backups by brute-
forcing the snapshot filenames.
The Elementor Addon Elements plugin for WordPress is vulnerable to Stored Cross-
webtechstreet - [Site Scripting via widgets in all versions up to, and including, 1.13.2 due to CVE-2024-2792
elementor_addon_|insufficient input sanitization and output escaping on user supplied attributes. This
) ) . ) ) 2024-04-09| 6.5
elements makes it possible for authenticated attackers, with contributor-level access and
above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.
webtoffee --
wordpress_comme|Cross-Site Request Forgery (CSRF) vulnerability in WebToffee WordPress
nts_import_&_exp [Comments Import & Export.This issue affects WordPress Comments Import & 2024-04-12| 4.3 CVE-2024-31235
ort Export: from n/a through 2.3.5.
en_themes --
xen_res onsive ¢ Improper Neutralization of Input During Web Page Generation ('Cross-site
qum_ns P ~ |Scripting') vulnerability in WEN Themes WEN Responsive Columns allows Stored 2024-04-11| 6.5 CVE-2024-27988
XSS.This issue affects WEN Responsive Columns: from n/a through 1.3.2.
oocommerce --
xoocommerce shi Missing Authorization vulnerability in WooCommerce WooCommerce Shipping Per
~ |Product.This issue affects WooCommerce Shipping Per Product: from n/a through |2024-04-12| 4.3
pping_per_product PpIng / & %2 |cVE-2023-51499
2.5.4.
wWp_compress --
wp_compress_-  |Cross-Site Request Forgery (CSRF) vulnerability in WP Compress WP Compress -
| image_optimizer_|lmage Optimizer [All-In-One].This issue affects WP Compress - Image Optimizer 2024-04-11| 4.3 CVE-2024-32106
[all-in-one] [All-In-One]: from n/a through 6.10.35.
wp_darko -- Improper Neutralization of Input During Web Page Generation ('Cross-site
top_bar Scripting') vulnerability in WP Darko Top Bar allows Stored XSS.This issue affects 2024-04-11| 5.9 CVE-2024-31928
Top Bar: from n/a through 3.0.5.
wp_enhanced --  |Improper Neutralization of Input During Web Page Generation ('Cross-site
free_downloads_w|Scripting') vulnerability in WP Enhanced Free Downloads WooCommerce allows 2024-04-11| 6.5
oocommerce Stored XSS.This issue affects Free Downloads WooCommerce: from n/a through —= |CVE-2024-27969
3.5.8.2.
wp_oauth_server -
:a_uth se_rver URL Redirection to Untrusted Site ('Open Redirect') vulnerability in WP OAuth 2024-04-10| 4.7
- Server OAuth Server.This issue affects OAuth Server: from n/a through 4.3.3. — |CVE-2024-31253
oyal --
:\;p;: Zlementor ] Improper Neutralization of Input During Web Page Generation ('Cross-site
dd\:)n; ~— |Scripting') vulnerability in WP Royal Royal Elementor Addons allows Stored 2024-04-07| 6.5 CVE-2024-31236
XSS.This issue affects Royal Elementor Addons: from n/a through 1.3.93.
wp_swings --
points_and_rewar [Missing Authorization vulnerability in WP Swings Points and Rewards for
ds_for_woocomm [WooCommerce.This issue affects Points and Rewards for WooCommerce: from n/a|2024-04-11| 5.4

CVE-2023-27607



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-6799&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-6799
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2792&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2792
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31235&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31235
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-27988&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-27988
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-51499&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-51499
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32106&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32106
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31928&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31928
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-27969&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-27969
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31253&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31253
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31236&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31236
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-27607&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-27607

Medium Vulnerabilities

or_elementor_bes
t_elementor_temp

Scripting via the countdown widget's message parameter in all versions up to, and

including, 5.9.11 due to insufficient input sanitization and output escaping. This

Primary CVSS | Source & Patch
Description Published
Vendor -- Product R Score Info
wocalc The Modal Window - create popup modal window plugin for WordPress is
mF;daI window vulnerable to Stored Cross-Site Scripting via the plugin's shortcode(s) in all versions
- ~ |up to, and including, 5.3.8 due to insufficient input sanitization and output
| create_popup_m | .© & >- . clent Input sanit P 2024-04-09| 6.4 [CVE-2024-2457
- escaping on user supplied attributes. This makes it possible for authenticated
odal_window . . . - .
attackers with contributor-level and above permissions to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
The WPC Smart Quick View for WooCommerce plugin for WordPress is vulnerable
wpclever -- to Stored Cross-Site Scripting via admin settings in all versions up to, and including,
wpc_smart_quick_|4.0.2 due to insufficient input sanitization and output escaping. This makes it
view_for_woocom |possible for authenticated attackers, with administrator-level permissions and 2024-04-13| 4.4 |CVE-2023-6494
merce above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page. This only affects multi-site installations and installations
where unfiltered_html has been disabled.
wpcloudgallery --
wordpress_gallery |Missing Authorization vulnerability in WPcloudgallery WordPress Gallery 2024-04-10| 6.5
| exporter Exporter.This issue affects WordPress Gallery Exporter: from n/a through 1.3. == |CVE-2024-31342
wpdeveloper -- Improper Neutralization of Input During Web Page Generation ('Cross-site
essential_blocks_f [Scripting') vulnerability in WPDeveloper Essential Blocks for Gutenberg allows 2024-04-07| 6.5
or_gutenberg Stored XSS.This issue affects Essential Blocks for Gutenberg: from n/a through == |CVE-2024-31306
4.5.3.
wpdevteam --
betterdocs_- . A
best documentat The BetterDocs - Best Documentation, FAQ & Knowledge Base Plugin with Al
;)n fa_ & knowle Support & Instant Answer For Elementor & Gutenberg plugin for WordPress is
g e_ b:s_e _Iu in vulnerable to Stored Cross-Site Scripting via the plugin's shortcode(s) in all versions
wgith_ i Sap frt ‘&up to, and including, 3.4.2 due to insufficient input sanitization and output 2024-04-09| 6.4 [CVE-2024-2845
T - ppoTE_ escaping on user supplied attributes. This makes it possible for authenticated
|_instant_answer_f . . L . S
or elementor & attackers, with contributor-level access and above, to inject arbitrary web scripts in
- 58 pages that will execute whenever a user accesses an injected page.
utenberg
wpdevteam --
embedpress_-
embez df_ 0o The EmbedPress - Embed PDF, Google Docs, Vimeo, Wistia, Embed YouTube
I_e docs _\/Fi)mgf w? Videos, Audios, Maps & Embed Any Documents in Gutenberg & Elementor plugin
sti_a em_bed o_utu for WordPress is vulnerable to Stored Cross-Site Scripting via the plugin's
- —you 'embedpress_calendar' shortcode in all versions up to, and including, 3.9.14 due to CVE-2024-3244
be_videos,_audios |, . L . . . ~12024-04-09| 6.4
insufficient input sanitization and output escaping on user supplied attributes. This
| maps_&_embed_ . . . . .
~Imakes it possible for authenticated attackers, with contributor-level access and
any_documents_in . . s .
above, to inject arbitrary web scripts in pages that will execute whenever a user
| gutenberg_&_ele .
accesses an injected page.
mentor
wpdevteam --
P . The Essential Addons for Elementor - Best Elementor Templates, Widgets, Kits &
essential_addons_f . . . )
or eleme_ntor ~ |WooCommerce Builders plugin for WordPress is vulnerable to Stored Cross-Site
b:ast elemen;or tScripting via the alignment parameter in the Woo Product Carousel widget in all
- = ~~ \versions up to, and including, 5.9.10 due to insufficient input sanitization and 2024-04-09| 6.4 [CVE-2024-2650
emplates_widgets . . . . . .
Kits & Woocom output escaping. This makes it possible for authenticated attackers, with
- contributor access or higher, to inject arbitrary web scripts in pages that will
merce_builders L
- lexecute whenever a user accesses an injected page.
wpdevteam -- The Essential Addons for Elementor - Best Elementor Templates, Widgets, Kits & CVE-2024-2623
essential_addons_f(\WooCommerce Builders plugin for WordPress is vulnerable to Stored Cross-Site 2024-04-09| 6.4 |



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2457&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2457
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-6494&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-6494
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31342&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31342
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31306&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31306
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2845&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2845
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3244&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3244
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2650&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2650
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2623&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2623

Medium Vulnerabilities

dons_by_wpzoom

including, 1.3.4 due to insufficient input sanitization and output escaping. This
makes it possible for authenticated attackers, with contributor-level access and

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
lates,_widgets, kit [makes it possible for authenticated attackers, with contributor access or higher, to
s_& woocommerc |inject arbitrary web scripts in pages that will execute whenever a user accesses an
e_builders injected page.
wpdevteam --
essential_addons_f . . .
The Essential Addons for Elementor - Best Elementor Templates, Widgets, Kits &
or_elementor_bes . . . .
t elementor tem WooCommerce Builders plugin for WordPress is vulnerable to Sensitive
- . 'p Information Exposure in versions up to, and including, 5.9.13 via the load_more  [2024-04-09| 5.3 [CVE-2024-2974
lates,_widgets, kit . . . o
function. This can allow unauthenticated attackers to extract sensitive data
s_&_woocommerc including private and draft posts
e_builders &P POSES.
The WP Go Maps (formerly WP Google Maps) plugin for WordPress is vulnerable to
wpgmaps -- unauthenticated API key disclosure in versions up to, and including, 9.0.34 due to
wp_go_maps_(for |the plugin adding the API key to several plugin files. This makes it possible for
merly_wp_google_[unauthenticated attackers to obtain the developer's Google APl key. While this 2024-04-09| 5.3 [CVE-2023-6777
maps) does not affect the security of sites using this plugin, it allows unauthenticated
attackers to make requests using this APl key with the potential of exhausting
requests resulting in an inability to use the map functionality offered by the plugin.
wpkube -- ) . o ! - )
subscribe to com Insertion of Sensitive Information into Log File vulnerability in WPKube Subscribe
ubscri
- To Comments Reloaded.This issue affects Subscribe To Comments Reloaded: from |2024-04-10( 5.3
ments_reloaded ICVE-2024-31249
n/a through 220725.
wpmudev -- . . .
forminator The Forminator - Contact Form, Payment Form & Custom Form Builder plugin for
- WordPress is vulnerable to Stored Cross-Site Scripting via the 'id' forminator_form
-contact_form_pa shortcode attribute in versions up to, and including, 1.29.2 due to insufficient input
yment_form_8&_cul’ o1 oo s uptor UeIng, .22 ) PU12024-04-09| 6.4 |CVE-2024-3053
~|sanitization and output escaping. This makes it possible for authenticated
stom_form_builde . . L . .
) attackers, with contributor-level permissions and above, to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
The Beaver Builder Addons by WPZOOM plugin for WordPress is vulnerable to
wpzoom -- Stored Cross-Site Scripting via the Button widget in all versions up to, and
beaver_builder_ad fincluding, 1.3.4 due to insufficient input sanitization and output escaping. This 2024-04-09| 6.4 ICVE-2024-2181
dons_by_wpzoom |makes it possible for authenticated attackers, with contributor-level access and -
above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.
The Beaver Builder Addons by WPZOOM plugin for WordPress is vulnerable to
wpzoom -- Stored Cross-Site Scripting via the Heading widget in all versions up to, and
beaver_builder_ad fincluding, 1.3.4 due to insufficient input sanitization and output escaping. This 024-04-09| 6.4 |CVE-2024-2183
dons_by_wpzoom |makes it possible for authenticated attackers, with contributor-level access and -
above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page. CVE-2024-30424 is likely a duplicate of this issue.
The Beaver Builder Addons by WPZOOM plugin for WordPress is vulnerable to
wpzoom -- Stored Cross-Site Scripting via the Image Box widget in all versions up to, and
beaver_builder_ad fincluding, 1.3.4 due to insufficient input sanitization and output escaping. This 024-04-09| 6.4 |CVE-2024-2185
dons_by_wpzoom |makes it possible for authenticated attackers, with contributor-level access and -
above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.
wpzoom The Beaver Builder Addons by WPZOOM plugin for WordPress is vulnerable to
beaver_builder_ad ;a4 cross-site Scripting via the Team Members widget in all versions up to, and |2024-04-09| 6.4 |CVE-2024-2186
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above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.

wpzoom --
beaver_builder_ad
dons_by_wpzoom

The Beaver Builder Addons by WPZOOM plugin for WordPress is vulnerable to
Stored Cross-Site Scripting via the Testimonials widget in all versions up to, and
including, 1.3.4 due to insufficient input sanitization and output escaping. This
makes it possible for authenticated attackers, with contributor-level access and
above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.

2024-04-09

CVE-2024-2187

wpzoom --
wpzoom_social_fe
ed_widget_& bloc
k

The WPZOOM Social Feed Widget & Block plugin for WordPress is vulnerable to
unauthorized access due to a missing capability check on the
wpzoom_instagram_clear_data() function in all versions up to, and including,
2.1.13. This makes it possible for authenticated attackers, with subscriber-level
access and above, to delete all Instagram images installed on the site.

2024-04-13

CVE-2024-3662

xiamen_four-faith

rmp_router_mana
gement_platform

A vulnerability was found in Xiamen Four-Faith RMP Router Management Platform
5.2.2. It has been declared as critical. This vulnerability affects unknown code of
the file

Device/Device/GetDevicelnfoList?deviceCode=&searchField=&deviceState=. The
manipulation of the argument groupld leads to sql injection. The attack can be
initiated remotely. The exploit has been disclosed to the public and may be used.
The identifier of this vulnerability is VDB-260476. NOTE: The vendor was contacted
early about this disclosure but did not respond in any way.

2024-04-12

CVE-2024-3688

xIplugins --
finale_lite

Cross-Site Request Forgery (CSRF) vulnerability in XLPlugins Finale Lite.This issue
affects Finale Lite: from n/a through 2.18.0.

2024-04-11

CVE-2024-32107

xwiki -- xwiki-
platform

XWiki Platform is a generic wiki platform. Starting in version 5.0-rc-1 and prior to
versions 14.10.19, 15.5.4, and 15.9-rc-1, it is possible to access the hash of a
password by using the diff feature of the history whenever the object storing the
password is deleted. Using that vulnerability it's possible for an attacker to have
access to the hash password of a user if they have rights to edit the users' page.
With the default right scheme in XWiki this vulnerability is normally prevented on
user profiles, except by users with Admin rights. Note that this vulnerability also
impacts any extensions that might use passwords stored in xobjects: for those
usecases it depends on the right of those pages. There is currently no way to be
100% sure that this vulnerability has been exploited, as an attacker with enough
privilege could have deleted the revision where the xobject was deleted after
rolling-back the deletion. But again, this operation requires high privileges on the
target page (Admin right). A page with a user password xobject which have in its
history a revision where the object has been deleted should be considered at risk
and the password should be changed there. a diff, to ensure it's not coming from a
password field. As another mitigation, admins should ensure that the user pages
are properly protected: the edit right shouldn't be allowed for other users than
Admin and owner of the profile (which is the default right). There is not much
workaround possible for a privileged user other than upgrading XWiki.

2024-04-10

CVE-2024-31464

xwiki -- xwiki-
platform

XWiki Platform is a generic wiki platform. Starting in version 3.1 and prior to
versions 4.10.20, 15.5.4, and 15.10-rc-1, it is possible to
schedule/trigger/unschedule existing jobs by having an admin visit the Job
Scheduler page through a predictable URL, for example by embedding such an URL
in any content as an image. The vulnerability has been fixed in XWiki 14.10.19,
15.5.5, and 15.9. As a workaround, manually apply the patch by modifying the
"Scheduler.WebHome" page.

2024-04-10

CVE-2024-31985

xylus_themes --
wWp_event_aggrega
tor

Cross-Site Request Forgery (CSRF) vulnerability in Xylus Themes WP Event
Aggregator.This issue affects WP Event Aggregator: from n/a through 1.7.6.

2024-04-12

CVE-2024-31371
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Primary CVSS | Source & Patch
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yith --
yith_woocommerc |Missing Authorization vulnerability in YITH YITH WooCommerce Gift Cards
e_gift_cards_prem [Premium.This issue affects YITH WooCommerce Gift Cards Premium: from n/a 2024-04-11| 6.5 CVE-2022-44633
ium through 3.23.1.
zaytech --
smart_online_orde|Cross-Site Request Forgery (CSRF) vulnerability in Zaytech Smart Online Order for 2024-04-12| 54
r_for_clover Clover.This issue affects Smart Online Order for Clover: from n/a through 1.5.5. == |CVE-2024-31238
zoom_video_com
icati inc. -
MUNICations_INc. =le, 1ss site scripting in Zoom Desktop Client for Linux before version 5.17.10 may CVE-2024-27242
zoom_desktop_cli . . L 2024-04-09| 4.1 -
. allow an authenticated user to conduct a denial of service via network access. security@zoom.us
ent_for_linux
zoom_video_com
munications_inc. --[Improper privilege management in the installer for Zoom Desktop Client for macOS CVE-2024-27247
zoom_desktop_cli |before version 5.17.10 may allow a privileged user to conduct an escalation of 2024-04-09| 5.5 mus
ent_for_macos privilege via local access. -
zoom_video_com
munications_inc. --[Improper privilege management in the installer for Zoom Desktop Client for CVE-2024-24694
zoom_desktop_cli (Windows before version 5.17.10 may allow an authenticated user to conduct an  |2024-04-09| 5.9 mus
ent_for_windows |escalation of privilege via local access. *
10web_form_build
er_team -- Improper Neutralization of Input During Web Page Generation ('Cross-site
form_maker_by_1 |Scripting') vulnerability in 10Web Form Builder Team Form Maker by 10Web allows|2024-04-17| 5.9 CVE-2024-32534
Oweb Stored XSS.This issue affects Form Maker by 10Web: from n/a through 1.15.23.
activecampaign --
act:zecampa:gn Server-Side Request Forgery (SSRF) vulnerability in ActiveCampaign.This issue 2024-04-15| 4.4
paig affects ActiveCampaign: from n/a through 8.1.14. == |CVE-2024-32430
adtribes.io --
product_feed_pro [Insertion of Sensitive Information into Log File vulnerability in AdTribes.lo Product
| for_woocommerc|Feed PRO for WooCommerce.This issue affects Product Feed PRO for 2024-04-17| 5.3 |-yE-2024-32513
e WooCommerce: from n/a through 13.3.1.
. aEnrich Technology a+HRD's functionality for front-end retrieval of system
aenrich_technolog ) . . . .
configuration values lacks proper restrictions on a specific parameter, allowing
y - a+hrd_ o ; ot ; ~ |2024-04-15| 5.3
attackers to modify this parameter to access certain sensitive system configuration CVE-2024-3774
values.
aenrich_technolog |aEnrich Technology a+HRD's functionality for downloading files using youtube-
y -- a+hrd_ dl.exe does not properly restrict user input. This allows attackers to pass arbitrary [2024-04-15| 5.3 CVE-2024-3775
arguments to youtube-dl.exe, leading to the download of partial unauthorized files.
affieasy_team -- . e ) . L
affieas Cross-Site Request Forgery (CSRF) vulnerability in Affieasy Team AffiEasy.This issue 2024-04-15| 4.3
Y affects AffiEasy: from n/a through 1.1.4. == |CVE-2024-32435
agilelogix --
stgore ﬁ)cator wor Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')
- - vulnerability in AGILELOGIX Store Locator WordPress.This issue affects Store 2024-04-18| 6.8

dpress

Locator WordPress: from n/a through 1.4.14.

CVE-2023-50885
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aiohttp is an asynchronous HTTP client/server framework for asyncio and Python. A
XSS vulnerability exists on index pages for static file handling. This vulnerability is
aio-libs -- aiohttp |~ . ¥ pag . & ¥ ICVE-2024-27306
fixed in 3.9.4. We have always recommended using a reverse proxy server (e.g. 2024-04-18| 6.1
nginx) for serving static files. Users following the recommendation are unaffected.
Other users can disable 'show_index" if unable to upgrade.
aitthemes -- . S . - .
citadela listin Cross-Site Request Forgery (CSRF) vulnerability in AitThemes Citadela Listing.This 2024-04-15| 5.4
—ISHNE - hsue affects Citadela Listing: from n/a through 5.18.1. == |CVE-2024-32085
The EAN for WooCommerce plugin for WordPress is vulnerable to Stored Cross-Site
algoritmika -- Scripting via the plugin's 'alg_wc_ean_product_meta' shortcode in all versions up
ean_for_woocom |to, and including, 4.8.7 due to insufficient input sanitization and output escaping 2024-04-18| 6.4 |CVE-2023-6892
merce on user supplied attributes. This makes it possible for authenticated attackers with -
contributor-level and above permissions to inject arbitrary web scripts in pages
that will execute whenever a user accesses an injected page.
aleoritmika The EAN for WooCommerce plugin for WordPress is vulnerable to Insecure Direct
eagn for Woocom Object Reference in all versions up to, and including, 4.9.2 via the the
- 'alg_wc_ean_product_meta' shortcode due to missing validation on a user 2024-04-18| 4.3 [CVE-2023-6897
merce ) . . . . )
controlled key. This makes it possible for authenticated attackers, with contributor-
level access and above, to expose potentially sensitive post metadata.
andrew_rapps --
dashboard_to- Cross-Site Request Forgery (CSRF) vulnerability in Andrew Rapps Dashboard To-Do 2024-04-15| 4.3
do_list List.This issue affects Dashboard To-Do List: from n/a through 1.3.1. == |CVE-2024-31376
andy_moyle --
chur\‘/c_h a?ilmin Cross-Site Request Forgery (CSRF) vulnerability in Andy Moyle Church Admin.This 2024-04-15| 4.3
- issue affects Church Admin: from n/a through 4.0.27. —= |CVE-2024-32090
anton_aleksandrov
-- Cross-Site Request Forgery (CSRF) vulnerability in Anton Aleksandrov WordPress
wordpress_hosting|Hosting Benchmark tool.This issue affects WordPress Hosting Benchmark tool: 2024-04-15| 4.3 CVE-2024-31922
| benchmark_tool [from n/a through 1.3.6.
appcheap.io -- Improper Neutralization of Input During Web Page Generation ('Cross-site
app_builder Scripting') vulnerability in Appcheap.lo App Builder allows Stored XSS.This issue 2024-04-18| 6.5 CVE-2024-32565
affects App Builder: from n/a through 3.8.8.
apppresser_team -
pr resse_r Cross-Site Request Forgery (CSRF) vulnerability in AppPresser Team 2024-04-15| 4.3
PP AppPresser.This issue affects AppPresser: from n/a through 4.3.0. == |CVE-2024-31374
arc53 -- docsgpt  |DocsGPT is a GPT-powered chat for documentation. DocsGPT is vulnerable to CVE-2024-31451
i TR . A 2024-04-16| 5.3
unauthenticated limited file write in routes.py. This vulnerability is fixed in 0.8.1.
/Argo CD is a declarative, GitOps continuous delivery tool for Kubernetes. The API CVE-2024-31990
argoproj -- argo-cd |server does not enforce project sourceNamespaces which allows attackers to use
. . o . .. |2024-04-15| 4.8
the Ul to edit resources which should only be mutable via gitops. This vulenrability
is fixed in 2.10.7, 2.9.12, and 2.8.16.
ICVE-2024-32632
asr -- falcon/crane |A value in ATCMD will be misinterpreted by printf, causing incorrect output and 68630edc-a58¢c-
) 2024-04-16| 6.6
possibly out-of-bounds memory access 4cbd-9b01-
0e130455c8ae
asr -- falcon/crane |In OffloadAMRWriter, a scalar field is not initialized so will contain an arbitrary 2024-04-16| 5.8 |CVE-2024-32625

68630edc-a58c-
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31374&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31374
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31451&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31451
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31990&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31990
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32632&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:C/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32632
https://www.asrmicro.com/en/goods/psirt?cid=38
https://www.asrmicro.com/en/goods/psirt?cid=38
https://www.asrmicro.com/en/goods/psirt?cid=38
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32625&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32625
https://www.asrmicro.com/en/goods/psirt?cid=38

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
4cbd-9b01-
0e130455c8ae
CVE-2024-32633
asr -- falcon/crane |An unsigned value can never be negative, so eMMC full disk test will always 68630edc-a58c-
2024-04-16| 4 [, . .
evaluate the same way. 4cbd-9b01-
0e130455c8ae
CVE-2024-32634
asr -- falcon In huge memory get unmapped area check, code can never be reached because of 68630edc-a58c-
. s 2024-04-16( 6.1 [, .
a logical contradiction. 4cbd-9b01-
0e130455c8ae
attesawp -- Improper Neutralization of Input During Web Page Generation ('Cross-site
attesa_extra Scripting') vulnerability in AttesaWP Attesa Extra allows Stored XSS.This issue 2024-04-18| 6.5 CVE-2024-32594
affects Attesa Extra: from n/a through 1.3.9.
averta -- Improper Neutralization of Input During Web Page Generation ('Cross-site
master_slider Scripting') vulnerability in Averta Master Slider allows Stored XSS.This issue affects [2024-04-18| 6.5 CVE-2024-32580
Master Slider: from n/a through 3.9.8.
The Shortcodes and extra features for Phlox theme plugin for WordPress is
averta -- vulnerable to Stored Cross-Site Scripting via the plugin's aux_timeline shortcode in
shortcodes_and_e [all versions up to, and including, 2.15.5 due to insufficient input sanitization and
xtra_features_for_|output escaping on user supplied attributes such as thumb_mode and date_type. [2024-04-16| 6.4 |CVE-2024-1357
phlox_theme This makes it possible for authenticated attackers with contributor-level and above
permissions to inject arbitrary web scripts in pages that will execute whenever a
user accesses an injected page.
awp_classifieds_te
am -- Cross-Site Request Forgery (CSRF) vulnerability in AWP Classifieds Team AWP 2024-04-15| 4.3
awp_classifieds  |Classifieds.This issue affects AWP Classifieds: from n/a through 4.3.1. == |CVE-2024-32447
OpenRASP is a RASP solution that directly integrates its protection engine into the
baidu -- openras application server by instrumentation. There exists a reflected XSS in the /login
P P page due to a reflection of the redirect parameter. This allows an attacker to 2024-04-19| 6.1 [CVE-2024-29183
execute arbitrary javascript with the permissions of a user after the user logins
with their account.
bdthemes --
element_pack_ele [The Element Pack Elementor Addons (Header Footer, Free Template Library, Grid,
mentor_addons_(h|Carousel, Table, Parallax Animation, Register Form, Twitter Grid) plugin for
eader_footer,_tem|WordPress is vulnerable to Stored Cross-Site Scripting via the 'link' attribute of the
plate_library,_dyn |Price List widget in all versions up to, and including, 5.6.0 due to insufficient input |2024-04-18| 6.4 [CVE-2024-1426
amic_grid_&_caro [sanitization and output escaping. This makes it possible for authenticated
usel,_remote_arro [attackers, with contributor-level access and above, to inject arbitrary web scripts in
ws) pages that will execute whenever a user accesses an injected page.
bdthemes --
element_pack_ele [The Element Pack Elementor Addons (Header Footer, Free Template Library, Grid,
mentor_addons_(h|Carousel, Table, Parallax Animation, Register Form, Twitter Grid) plugin for
eader_footer,_tem|WordPress is vulnerable to Stored Cross-Site Scripting via the 'tab_link' attribute of
plate_library,_dyn [the Panel Slider widget in all versions up to, and including, 5.6.0 due to insufficient |{2024-04-18| 6.4 [CVE-2024-1429
amic_grid_&_caro |input sanitization and output escaping. This makes it possible for authenticated
usel,_remote_arro [attackers, with contributor-level access and above, to inject arbitrary web scripts in
ws) pages that will execute whenever a user accesses an injected page.
bdthemes -- Improper Neutralization of Input During Web Page Generation ('Cross-site 2024-04-18| 6.5

element_pack_ele

Scripting') vulnerability in BdThemes Element Pack Elementor Addons allows

CVE-2024-32572



https://www.asrmicro.com/en/goods/psirt?cid=38
https://www.asrmicro.com/en/goods/psirt?cid=38
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32633&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:L/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32633
https://www.asrmicro.com/en/goods/psirt?cid=38
https://www.asrmicro.com/en/goods/psirt?cid=38
https://www.asrmicro.com/en/goods/psirt?cid=38
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32634&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:L/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32634
https://www.asrmicro.com/en/goods/psirt?cid=38
https://www.asrmicro.com/en/goods/psirt?cid=38
https://www.asrmicro.com/en/goods/psirt?cid=38
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32594&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32594
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32580&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32580
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1357&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1357
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32447&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32447
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29183&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29183
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1426&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1426
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1429&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1429
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32572&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32572

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
mentor_addons  [Stored XSS.This issue affects Element Pack Elementor Addons: from n/a through
5.6.0.
bdthemes -- The Prime Slider - Addons For Elementor (Revolution of a slider, Hero Slider, Media
prime_slider_- Slider, Drag Drop Slider, Video Slider, Product Slider, Ecommerce Slider) plugin for
| addons_for_elem |[WordPress is vulnerable to Stored Cross-Site Scripting via urls in link fields, images
entor_(revolution_[from URLs, and html tags used in widgets in all versions up to, and including, 3.14.0 2024-04-20| 5.4 ICVE-2024-1730
of _a_slider_hero_s|due to insufficient input sanitization and output escaping. This makes it possible for -
lider_ecommerce_ [authenticated attackers, with contributor-level access and above, to inject
slider) arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.

CVE-2024-3825
blazemeter -- )
blazemeter_jenkin [Versions of the BlazeMeter Jenkins plugin prior to 4.22 contain a flaw which results security@puppet.c

) . ) ) ‘ 2024-04-17| 4.3 lom
s_plugin in credential enumeration )
security@puppet.c
om
blossom_themes -- . A . .
<arada lite Cross-Site Request Forgery (CSRF) vulnerability in Blossom Themes Sarada Lite.This 2024-04-15| 4.3
- issue affects Sarada Lite: from n/a through 1.1.2. —= |CVE-2024-31429
The Jobs for WordPress plugin for WordPress is vulnerable to Reflected Cross-Site
blueglassch -- Scripting via the 'job-search' parameter in all versions up to, and including, 2.7.5
jobs_for_wordpres[due to insufficient input sanitization and output escaping. This makes it possible for 024-04-18| 6.1 |CVE-2024-2833
s unauthenticated attackers to inject arbitrary web scripts in pages that execute if -
they can successfully trick a user into performing an action such as clicking on a
link.
bmaltais -- Kohya_ss is a GUI for Kohya's Stable Diffusion trainers. Kohya_ss is vulnerable to a CVE-2024-32023
kohya_ss path injection in the ‘common_gui.py" find_and_replace’ function. This 2024-04-16| 6.5
vulnerability is fixed in 23.1.5.
bmaltais -- Kohya_ss is a GUI for Kohya's Stable Diffusion trainers. Kohya_ss is vulnerable to a CVE-2024-32024
kohya_ss path injection in the ‘common_gui.py” "add_pre_postfix" function. This 2024-04-16| 6.5
vulnerability is fixed in 23.1.5.
booking_algorithm
S -- Improper Neutralization of Input During Web Page Generation ('Cross-site
ba_book_everythi |Scripting') vulnerability in Booking Algorithms BA Book Everything allows Stored 2024-04-18| 6.5 CVE-2024-32576
ng XSS.This issue affects BA Book Everything: from n/a through 1.6.8.
booking_algorithm
S -- Improper Neutralization of Input During Web Page Generation ('Cross-site
ba_book_everythi (Scripting') vulnerability in Booking Algorithms BA Book Everything allows Stored  (2024-04-18| 5.9 |~E_.5024-32598
ng XSS.This issue affects BA Book Everything: from n/a through 1.6.8.
. . The BA Book Everything plugin for WordPress is vulnerable to Stored Cross-Site
bookingalgorithms |~ . . o , . . . .
Scripting via the plugin's 'all-items' shortcode in all versions up to, and including,

. |1.6.8 due to insufficient input sanitization and output escaping on user supplied 502 2
ba_book_everythi ) . s ) . . ~ |2024-04-16| 6.4 |CVE-2024-3672
N attributes such as 'classes'. This makes it possible for authenticated attackers, with

& contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
brocade -- A vulnerability in Brocade SANnav before v2.3.1 and v2.3.0a prints the Brocade
brocade_sannav  [SANnav password in clear text in supportsave logs when a user schedules a switch |2024-04-18| 6.5

Supportsave from Brocade SANnav.

CVE-2024-29956



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1730&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1730
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3825&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3825
https://github.com/Blazemeter/blazemeter-jenkins-plugin/commit/11ec94f68136a0612ae1b37b5370053132cb2528
https://github.com/Blazemeter/blazemeter-jenkins-plugin/commit/11ec94f68136a0612ae1b37b5370053132cb2528
https://portal.perforce.com/s/detail/a91PA000001STsvYAG
https://portal.perforce.com/s/detail/a91PA000001STsvYAG
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31429&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31429
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2833&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2833
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32023&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32023
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32024&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32024
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32576&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32576
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32598&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32598
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3672&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3672
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29956&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29956

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
In Brocade SANnav before v2.3.1, and v2.3.0a, it is possible to back up the
brocade -- appliance from the web interface or the command line interface ("SSH"). The
brocade_sannav [resulting backups are world-readable. A local attacker can recover backup files, 2024-04-19| 6.8 CVE-2024-29965
restore them to a new malicious appliance, and retrieve the passwords of all the
switches.
brocade -- -
brocade sannav Brocade SANnav before v2.3.1 and v2.3.0a uses the SHA-1 hash in internal SSH 2024-04-17| 5.7
- ports that are not open to remote connection. == |CVE-2024-29951
brocade -- A vulnerability in Brocade SANnav before v2.3.1 and v2.3.0a could allow an
brocade_sannav [authenticated user to print the Auth, Priv, and SSL key store passwords in 2024-04-17| 5.5 CVE-2024-29952
unencrypted logs by manipulating command variables.
brocade A vulnerability in Brocade SANnav before v2.3.1 and v2.3.0a could allow a
ivileged to print the SAN ted key in PostgreSQL startup logs. Thi
brocade sannav privilege l..ISEI‘ o prin !'E nav (ieriucryp ed key in PostgreSQL sta up 'ogs is 2024-04-17| 5 VE20042
- could provide attackers with an additional, less-protected path to acquiring the ICVE-2024-29955
encryption key.
brocade -- Brocade SANnav OVA before v2.3.1 and v2.3.0a have an insecure file permission
brocade_sannav [setting that makes files world-readable. This could allow a local user without the  (2024-04-19| 5.5 CVE-2024-29962
required privileges to access sensitive information or a Java binary.
Docker instances in Brocade SANnav before v2.3.1 and v2.3.0a have an insecure
brocade architecture and configuration that leads to multiple vulnerabilities. Docker
brocade sannav daemons are exposed to the WAN interface, and other vulnerabilities allow total 2024-04-19| 4.9
- control over the Ova appliance. A Docker instance could access any other == |CVE-2024-29964
instances, and a few could access sensitive files. The vulnerability could allow a
sudo privileged user on the underlying OS to access and modify these files.
brocade In Brocade SANnav before Brocade SANnav v2.31 and v2.3.0a, it was observed that
Docker instances inside the appliance have insecure mount points, allowing
brocade_sanna 2024-04-19| 4.4
= v reading and writing access to sensitive files. The vulnerability could allow a sudo == |CVE-2024-25967
privileged user on the host OS to read and write access to these files.
A vulnerability classified as critical has been found in Byzoro Smart S80
Management Platform up to 20240411. Affected is an unknown function of the file
byzoro -- ' ; : lizati CVE-2024-4019
mart s80 mana importhtml.php. The manipulation of the argument sql leads to deserialization. It LVE-£024-2U15
ement_ Ia;form & is possible to launch the attack remotely. The exploit has been disclosed to the 2024-04-20| 6.3
-P public and may be used. VDB-261666 is the identifier assigned to this vulnerability.
NOTE: The vendor was contacted early about this disclosure but did not respond in
any way.
celeste - celeste  |Vulnerabilities in Celeste 22.x was vulnerable to takeover from unauthenticated 2024-04-15| 6.8
local attacker. — |CVE-2024-3802
checkmk_gmbh -- CVE-2024-3367
checkmk_g Argument injection in websphere_mq agent plugin in Checkmk 2.0.0, 2.1.0, 2024-04-16| 6.5 lsecurity@checkmk
<2.2.0p25 and <2.3.0b5 allows local attacker to inject one argument to runmgsc - om Y *
churchthemes --
church_content_- |Cross-Site Request Forgery (CSRF) vulnerability in ChurchThemes Church Content -
| sermons,_events [Sermons, Events and More.This issue affects Church Content - Sermons, Events and|2024-04-15| 4.3 CVE-2024-32094
| and_more More: from n/a through 2.6.
cleverplugins.com Cross-Site Request Forgery (CSRF) vulnerability in cleverplugins.Com SEO
-- seo_booster ' 2024-04-15| 4.3
- Booster.This issue affects SEO Booster: from n/a through 3.8.9. —= |CVE-2024-32438
codeboxr_team -- |Improper Neutralization of Input During Web Page Generation ('Cross-site 2024-04-18| 6.5

cbx_bookmark_&_

Scripting') vulnerability in Codeboxr Team CBX Bookmark & Favorite

CVE-2024-32577



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29965&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29965
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29951&vector=CVSS:3.1/AV:A/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29951
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29952&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29952
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29955&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29955
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29962&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29962
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29964&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29964
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-29967&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-29967
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4019&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4019
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3802&vector=CVSS:3.1/AV:P/AC:H/PR:L/UI:R/S:C/C:H/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3802
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3367&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3367
https://checkmk.com/werk/16615
https://checkmk.com/werk/16615
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32094&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32094
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32438&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32438
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32577&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32577

Medium Vulnerabilities

| woocommerce_b
uilder_for_elemen

Stored Cross-Site Scripting via the plugin's 'wishsuite_button' shortcode in all
versions up to, and including, 2.8.1 due to insufficient input sanitization and output

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
favorite cbxwpbookmark allows Stored XSS.This issue affects CBX Bookmark & Favorite:
from n/a through 1.7.20.
codemenschen -- . e .
ift vouchers Cross-Site Request Forgery (CSRF) vulnerability in Codemenschen Gift 2024-04-15| 4.3
B Vouchers.This issue affects Gift Vouchers: from n/a through 4.4.0. —= |CVE-2024-32436
codepeople --
. mpedig laver Cross-Site Request Forgery (CSRF) vulnerability in CodePeople CP Media Player.This 2024-04-15| 5.4
P -PlAYET issue affects CP Media Player: from n/a through 1.1.3. == |CVE-2024-31941
combodo -- itop  [iTop is an IT service management platform. Dashlet edits ajax endpoints can be 2024-04-15| 6.8 ICVE-2023-44396
used to produce XSS. Fixed in iTop 2.7.10, 3.0.4, and 3.1.1. -
ombodo - ito iTop is an IT service management platform. Dashboard editor : can load multiple ICVE-2023-38511
P files and URL, and full path disclosure on dashboard config file. This vulnerability is |2024-04-15| 5
fixed in 3.0.4 and 3.1.1.
combodo - ito iTop is an IT service management platform. By manipulating HTTP queries, a user
P lean inject malicious content in the fields used for the object friendlyname value.  |2024-04-15| 5.7 [CVE-2023-43790
This vulnerability is fixed in 3.1.1 and 3.2.0.
iTop is an IT service management platform. When creating or updating an object,
combodo - itop extkey values aren't checked to be in the current user silo. In other words, by CVE-2023-45808
forging an http request, the user can create objects pointing to out of silo objects |2024-04-15| 4.1
(for example a UserRequest in an out of scope Organization). Fixed in iTop 2.7.10,
3.0.4,3.1.1, and 3.2.0.
A vulnerability, which was classified as problematic, has been found in COVESA CVE-2024-3979
. [vsomeip up to 3.4.10. Affected by this issue is some unknown functionality. The
covesa -- vsomeip . . o
manipulation leads to race condition. An attack has to be approached locally. The (2024-04-19| 4.4
exploit has been disclosed to the public and may be used. The identifier of this
vulnerability is VDB-261596.
creative_themes_h . I . .
bIocEs ~ |Cross-Site Request Forgery (CSRF) vulnerability in Creative Themes HQ Blocksy.This 2024-04-15| 4.3
a v issue affects Blocksy: from n/a through 2.0.22. == |CVE-2024-31382
daev.tech --
wp_migration_plu |Cross-Site Request Forgery (CSRF) vulnerability in DAEV.Tech WP Migration Plugin
gin_db_& files_- |DB & Files - WP Synchro.This issue affects WP Migration Plugin DB & Files - WP 2024-04-15| 5.4 CVE-2024-32096
| wp_synchro Synchro: from n/a through 1.11.2.
daniele_de_rosa -- [I[mproper Neutralization of Input During Web Page Generation ('Cross-site
backend_designer |Scripting') vulnerability in Daniele De Rosa Backend Designer allows Stored XSS.This[2024-04-18| 5.9 CVE-2024-32591
issue affects Backend Designer: from n/a through 1.3.
datad43 --
inline_related_pos |Cross-Site Request Forgery (CSRF) vulnerability in Data443 Inline Related Posts.This 2024-04-15| 4.3
its issue affects Inline Related Posts: from n/a through 3.3.1. —= |CVE-2024-31426
detheme -- L . — .
dethemekit for el Improper Neutralization of Input During Web Page Generation ('Cross-site
ementor — = [Scripting') vulnerability in deTheme DethemeKit For Elementor allows Stored 2024-04-17| 6.5 CVE-2024-32508
XSS.This issue affects DethemeKit For Elementor: from n/a through 2.0.2.
devitemsllc -- The ShopLentor - WooCommerce Builder for Elementor & Gutenberg +10 Modules
shoplentor_- - Allin One Solution (formerly Woolentor) plugin for WordPress is vulnerable to  |2024-04-20| 6.4 |CVE-2024-1057



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32436&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32436
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31941&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31941
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-44396&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-44396
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-38511&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-38511
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-43790&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-43790
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-45808&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-45808
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3979&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3979
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31382&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31382
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32096&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32096
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32591&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32591
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31426&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31426
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32508&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32508
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1057&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1057

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
tor_& gutenberg_ |escaping on user supplied attributes like 'button_class'. This makes it possible for
+12_modules_-  |authenticated attackers with contributor-level and above permissions to inject
| all_in_one_soluti [arbitrary web scripts in pages that will execute whenever a user accesses an
on_(formerly_woolfinjected page.
entor)
discourse -- Discourse-reactions is a plugin that allows user to add their reactions to the post.
discourse- When whispers are enabled on a site via ‘whispers_allowed_groups’ and reactions 2024-04-15| 4.3 |CVE-2024-31219
reactions are made on whispers on public topics, the contents of the whisper and the -
reaction data are shown on the ‘/u/:username/activity/reactions’ endpoint.
A vulnerability was found in Dromara open-capacity-platform 2.0.1. It has been
dromara — open- declared as problematic. Affected by this vulnerability is an unknown functionality CVE-2024-3928
] of the file /actuator/heapdump of the component auth-server. The manipulation
capacity-platform . . ] . |2024-04-18| 4.3
leads to information disclosure. The attack can be launched remotely. The exploit
has been disclosed to the public and may be used. The associated identifier of this
vulnerability is VDB-261367.
e2pdf -- e2pdf Cross-Site Request Forgery (CSRF) vulnerability in E2Pdf.This issue affects e2pdf: 2024-04-15| 5.4
from n/a through 1.20.27. == |CVE-2024-31373
electrolink_ -- . . .
compact d_ab tran An unauthenticated attacker can reset the board and stop transmitter operations
mitter - - by sending a specially-crafted GET request to the command.cgi gateway, resulting (2024-04-18| 5.3 CVE-2024-21846
in a denial-of-service scenario.
envothemes -- Improper Neutralization of Input During Web Page Generation ('Cross-site
envo_extra Scripting') vulnerability in EnvoThemes Envo Extra allows Stored XSS.This issue 2024-04-17| 6.5 CVE-2024-32456
affects Envo Extra: from n/a through 1.8.11.
eric-oliver_m-chler|Improper Neutralization of Input During Web Page Generation ('Cross-site
- dsgvo_youtube [Scripting') vulnerability in Eric-Oliver MAxchler DSGVO Youtube allows Stored 2024-04-18| 6.5 CVE-2024-32596
XSS.This issue affects DSGVO Youtube: from n/a through 1.4.5.
ertano -- . e . .
mihanpanel Cross-Site Request Forgery (CSRF) vulnerability in Ertano MihanPanel.This issue 2024-04-15| 5.4
P affects MihanPanel: from n/a before 12.7. == |CVE-2024-31389
etoile_web_design
-- Cross-Site Request Forgery (CSRF) vulnerability in Etoile Web Design Ultimate
ultimate_product_ |Product Catalogue.This issue affects Ultimate Product Catalogue: from n/a through [2024-04-15| 4.3 CVE-2024-31921
catalogue 5.2.15.
excalidraw is an open source virtual hand-drawn style whiteboard. A stored XSS
vulnerability in Excalidraw's web embeddable component. This allows arbitrary
excalidraw JavaScript to be run in the context of the domain where the editor is hosted. There
excalidraw were two vectors. One rendering untrusted string as iframe's “srcdoc” without 2024-08-17| 6.1 ICVE-2024-32472
properly sanitizing against HTML injection. Second by improperly sanitizing against -
attribute HTML injection. This in conjunction with allowing “allow-same-origin®
sandbox flag (necessary for several embeds) resulted in the XSS. This vulnerability
is fixed in 0.17.6 and 0.16.4.
exclusive_addons - L . . , .
- Improper Neutralization of Input During Web Page Generation ('Cross-site
. Scripting') vulnerability in Exclusive Addons Exclusive Addons Elementor allows
exclusive_addons 2024-04-16| 6.5
- —|Stored XSS.This issue affects Exclusive Addons Elementor: from n/a through == |CVE-2024-32557
elementor
2.6.9.2.
eyal_fitoussi -- Cross-Site Request Forgery (CSRF) vulnerability in Eyal Fitoussi GEO my 2024-04-15| 5.4

geo_my_wordpres

WordPress.This issue affects GEO my WordPress: from n/a through 4.1.

CVE-2024-32097



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31219&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31219
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3928&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3928
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31373&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31373
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21846&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21846
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32456&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32456
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32596&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32596
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31389&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31389
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31921&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31921
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32472&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32472
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32557&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32557
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32097&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32097

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
s
flector -- Improper Neutralization of Input During Web Page Generation ('Cross-site
easy_textillate Scripting') vulnerability in Flector Easy Textillate allows Stored XSS.This issue affects|2024-04-17| 6.5 CVE-2024-32526
Easy Textillate: from n/a through 2.02.
form_plugin_team
h_:z Ii\b_ Improper Neutralization of Input During Web Page Generation ('Cross-site
;a_sg cotlmtact form Scripting') vulnerability in Form Plugin Team - GhozylLab Easy Contact Form Lite 2024-04-15| 6.5
“tZ‘ - allows Stored XSS.This issue affects Easy Contact Form Lite : from n/a through == |CVE-2024-32147
-~ 1.1.23.
formassembl d
rew buschhoyr#_ Improper Neutralization of Input During Web Page Generation ('Cross-site
" f_ormassembl Scripting') vulnerability in FormAssembly / Drew Buschhorn WP-FormAssembly 2024-04-18| 6.5 CVE-2023-49768
P 4 allows Stored XSS.This issue affects WP-FormAssembly: from n/a through 2.0.10.
freshworks -- . . . . , .
freshdesk_(official) URL Redirection to Untrusted Site ('Open Redirect') vulnerability in Freshworks 2024-04-15| 4.7
- Freshdesk (official).This issue affects Freshdesk (official): from n/a through 2.3.4. = |CVE-2024-32129
genialsouls --
wp_social_comme |Missing Authorization vulnerability in GenialSouls WP Social Comments.This issue 2024-04-18| 4.3
nts affects WP Social Comments: from n/a through 1.7.3. —= |CVE-2024-32689
git-ecosystem --  |Git Credential Manager (GCM) is a secure Git credential helper. Prior to 2.5.0, the
git-credential- Debian package does not set root ownership on installed files. This allows user 2024-04-19| 6.9 |CVE-2024-32478
manager 1001 on a multi-user system can replace binary and gain other users' privileges. -
This vulnerability is fixed in 2.5.0.
CVE-2024-2440
roduct-
A race condition in GitHub Enterprise Server allowed an existing admin to maintain ‘Zna—ithub com
o . . ) @g .
) permissions on a detached repository by making a GraphQL mutation to alter
github -- . . . ] . ) o product-
. repository permissions while the repository is detached. This vulnerability affected B
enterprise_server . . . ) . . . 2024-04-19| 5.5 [cna@github.com
all versions of GitHub Enterprise Server prior to 3.13 and was fixed in versions roduct
3.9.13, 3.10.10, 3.11.8 and 3.12.1. This vulnerability was reported via the GitHub p—cna ithub.com
@g .
Bug Bounty program.
product-
cna@github.com
An Improper Privilege Management vulnerability was identified in GitHub
Enterprise Server that allowed an attacker to use a deploy key pertaining to an CVE-2024-3470
github_ -- organization to bypass an organization ruleset. An attacker would require access to product-
enterprise_server |a valid deploy key for a repository in the organization as well as repository 2024-04-19| 5.9 [cna@github.com
administrator access. This vulnerability affected versions of GitHub Enterprise product-
Server 3.11 to 3.12 and was fixed in versions 3.11.8 and 3.12.2. This vulnerability cna@github.com
was reported via the GitHub Bug Bounty program.
gloriafood --
restaurant_menu
- ~ [Improper Neutralization of Input During Web Page Generation ('Cross-site
. Scripting') vulnerability in GloriaFood Restaurant Menu - Food Ordering System -
food_ordering_s 2024-04-18| 6.5
tem - 8-Y lrable Reservation allows Stored XSS.This issue affects Restaurant Menu - Food == |CVE-2024-32579
- . |Ordering System - Table Reservation: from n/a through 2.4.1.
| table_reservation
gold_plugins -- Cross-Site Request Forgery (CSRF) vulnerability in Gold Plugins Before And
before_and_after 4 gery y & 2024-04-15| 4.3

After.This issue affects Before And After: from n/a through 3.9.

CVE-2024-32084



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32526&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32526
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32147&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32147
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-49768&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-49768
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32129&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32129
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32689&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32689
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32478&vector=CVSS:3.1/AV:L/AC:H/PR:H/UI:R/S:C/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32478
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2440&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:L/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2440
https://docs.github.com/en/enterprise-server@3.10/admin/release-notes#3.10.10
https://docs.github.com/en/enterprise-server@3.10/admin/release-notes#3.10.10
https://docs.github.com/en/enterprise-server@3.11/admin/release-notes#3.11.8
https://docs.github.com/en/enterprise-server@3.11/admin/release-notes#3.11.8
https://docs.github.com/en/enterprise-server@3.12/admin/release-notes#3.12.2
https://docs.github.com/en/enterprise-server@3.12/admin/release-notes#3.12.2
https://docs.github.com/en/enterprise-server@3.9/admin/release-notes#3.9.13
https://docs.github.com/en/enterprise-server@3.9/admin/release-notes#3.9.13
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3470&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:N/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3470
https://docs.github.com/en/enterprise-server@3.11/admin/release-notes#3.11.8
https://docs.github.com/en/enterprise-server@3.11/admin/release-notes#3.11.8
https://docs.github.com/en/enterprise-server@3.12/admin/release-notes#3.12.2
https://docs.github.com/en/enterprise-server@3.12/admin/release-notes#3.12.2
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32579&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32579
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32084&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32084

Medium Vulnerabilities

up_server_3200_s
erver

information in log files.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
CVE-2024-3839
chrome-cve-
admin@google.co
m
Out of bounds read in Fonts in Google Chrome prior to 124.0.6367.60 allowed a .
google -- chrome ] ] . . chrome-cve-
remote attacker to obtain potentially sensitive information from process memory (2024-04-17 6.5 [, .
) . ) ) . fadmin@google.co
via a crafted HTML page. (Chromium security severity: Medium) o
chrome-cve-
admin@google.co
m
CVE-2024-3838
chrome-cve-
fadmin@google.co
m
Inappropriate implementation in Autofill in Google Chrome prior to 124.0.6367.60 .
google -- chrome . . L chrome-cve-
allowed an attacker who convinced a user to install a malicious app to perform Ul (2024-04-17| 5.5 A
spoofing via a crafted app. (Chromium security severity: Medium) "
chrome-cve-
admin@google.co
m
utengeek --
& wogo feed for Missing Authorization vulnerability in GutenGeek GG Woo Feed for
g6_Woo_teed_for_ WooCommerce.This issue affects GG Woo Feed for WooCommerce: from n/a 2024-04-17| 43 |-yE.2024-32519
woocommerce CVE-2024-32519
through 1.2.6.
The hCaptcha for WordPress plugin for WordPress is vulnerable to Stored Cross-
hcaptcha -- Site Scripting via the plugin's cf7-hcaptcha shortcode in all versions up to, and
hcaptcha_for_wor [including, 4.0.0 due to insufficient input sanitization and output escaping on user 2024-04-20| 6.4 ICVE-2024-4014
dpress supplied attributes. This makes it possible for authenticated attackers, with -
contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
hcl_software --
devops_deploy_/_I[HCL DevOps Deploy / HCL Launch does not invalidate session after logout which 2024-04-15| 6.3
aunch could allow an authenticated user to impersonate another user on the system. == |CVE-2024-23558
hcl_software --
devops_deploy /I peyops Deploy / Launch i ti bsolete HTTP head 2024-04-15 6.1
sunch evOps Deploy / Launch is generating an obsolete eader. -04- 6.1 |~E-2024-23559
hcl_software --
devops_deploy_/_I[HCL DevOps Deploy / HCL Launch could be vulnerable to incomplete revocation of 2024-04-15| 4.4
aunch permissions when deleting a custom security resource type. —— |CVE-2024-23560
hcl_software --
devops_deploy_/_I[HCL DevOps Deploy / HCL Launch is vulnerable to sensitive information disclosure 2024-04-15| 4.3
aunch vulnerability due to insufficient obfuscation of sensitive values. == |CVE-2024-23561
hewlett_packard_e
nterprise --
hpe_compute_scal |A potential security vulnerability has been identified in HPE Compute Scale-up CVE-2024-22440
e- Server 3200 server. This vulnerability could cause disclosure of sensitive 2024-04-17| 68 |, .

alert@hpe.com
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https://issues.chromium.org/issues/41491859
https://issues.chromium.org/issues/41491859
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https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/CWIVXXSVO5VB3NAZVFJ7CWVBN6W2735T/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/CWIVXXSVO5VB3NAZVFJ7CWVBN6W2735T/
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https://chromereleases.googleblog.com/2024/04/stable-channel-update-for-desktop_16.html
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https://chromereleases.googleblog.com/2024/04/stable-channel-update-for-desktop_16.html
https://issues.chromium.org/issues/328278717
https://issues.chromium.org/issues/328278717
https://issues.chromium.org/issues/328278717
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/CWIVXXSVO5VB3NAZVFJ7CWVBN6W2735T/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/CWIVXXSVO5VB3NAZVFJ7CWVBN6W2735T/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/CWIVXXSVO5VB3NAZVFJ7CWVBN6W2735T/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32519&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32519
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4014&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4014
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23558&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23558
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23559&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23559
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23560&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23560
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23561&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23561
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-22440&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-22440
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbhf04634en_us&docLocale=en_US

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
hewlett_packard_e
nterprise --
P A potential security vulnerability has been identified in HPE FlexFabric and
hpe_flexnetwork_ . . N . . CVE-2024-22439
. FlexNetwork series products. This vulnerability could be exploited to gain 2024-04-15| 6.9
and_flexfabric_pro| ) L . . alert@hpe.com
ducts privileged access to switches resulting in information disclosure.
hideki_tanaka --
what‘s_ new gener Improper Neutralization of Input During Web Page Generation ('Cross-site
ator -New_g Scripting') vulnerability in Hideki Tanaka What's New Generator allows Stored 2024-04-17| 5.9 CVE-2024-32548
XSS.This issue affects What's New Generator: from n/a through 2.0.2.
Controller denial of service due to improper handling of a specially crafted message
honeywell - c300 | ived by th I H . ﬁ i Ng ifi . f ' : 2024-04-17| 5.9
received by the controller. See Honeywell Security Notification for -04- 5.9 |cvE-2023-5407
recommendations on upgrading and versioning.
honeywell -- Server receiving a malformed message based on a list of IPs resulting in heap
experion_server [corruption causing a denial of service. See Honeywell Security Notification for 2024-04-17| 5.9 CVE-2023-5398
recommendations on upgrading and versioning.
honeywell -- Server information leak for the CDA Server process memory can occur when an
experion_server lerror is generated in response to a specially crafted message. See Honeywell 2024-04-17| 5.9 CVE-2023-5405
Security Notification for recommendations on upgrading and versioning.
honeywell -- Server communication with a controller can lead to remote code execution using a
experion_server |[specially crafted message from the controller. See Honeywell Security Notification |2024-04-17| 5.9 CVE-2023-5406
for recommendations on upgrading and versioning.
fom -- IBM Aspera Faspex 5.0.0 through 5.0.7 could allow a user to cause a denial of
x 5.0. u .0. u wau u i
f 2024-04-19| 6.5 |CVE-2023-27279
pspera_taspex service due to missing APl rate limiting. IBM X-Force ID: 248533. -
fom - IBM Aspera Faspex 5.0.0 through 5.0.7 could allow a local user to obtain sensitive
aspera_faspex _ pe pex .8, en >0 ) 2024-04-19| 5.5 [CVE-2022-40745
information due to weaker than expected security. IBM X-Force ID: 236452.
fomn -- IBM Aspera Faspex 5.0.0 through 5.0.7 stores potentially sensitive information in
aspera_faspe - - 2024-04-19| 5.5 |CVE-2023-22869
pera_faspex log files that could be read by a local user. IBM X-Force ID: 244119. -
ibm -- IBM WebSphere Application Server 8.5, 9.0 and IBM WebSphere Application Server
websphere_applic |Liberty 17.0.0.3 through 24.0.0.3 are vulnerable to server-side request forgery 2024-04-17| 4.3 |CVE-2024-22329
ation_server (SSRF). By sending a specially crafted request, an attacker could exploit this -
vulnerability to conduct the SSRF attack. X-Force ID: 279951.
implecode --
ecommerce_produ|Cross-Site Request Forgery (CSRF) vulnerability in impleCode eCommerce Product
- 2024-04-15| 4.3
ct_catalog Catalog.This issue affects eCommerce Product Catalog: from n/a through 3.3.28. ICVE-2024-32437
inisev - Insertion of Sensitive Information into Log File vulnerability in Inisev Backup
backup_migration 2024-04-18| 5.3
P_mig Migration.This issue affects Backup Migration: from n/a through 1.4.3. == |CVE-2024-32686
ip2location --
download_ip2locat|Cross-Site Request Forgery (CSRF) vulnerability in IP2Location Download
ion_country_block [IP2Location Country Blocker.This issue affects Download IP2Location Country 2024-04-15| 4.3 CVE-2024-32443
er Blocker: from n/a through 2.34.2.
ivole -- The Customer Reviews for WooCommerce plugin for WordPress is vulnerable to
plug 2024-04-19| 6.1 [CVE-2024-3731

customer_reviews
| for_woocommerc

Reflected Cross-Site Scripting via the 's' parameter in all versions up to, and

including, 5.47.0 due to insufficient input sanitization and output escaping. This



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-22439&vector=CVSS:3.1/AV:A/AC:L/PR:L/UI:R/S:C/C:H/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-22439
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=hpesbnw04625en_us
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32548&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32548
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-5407&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-5407
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-5398&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-5398
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-5405&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-5405
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-5406&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-5406
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-27279&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-27279
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-40745&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-40745
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22869&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22869
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-22329&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-22329
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32437&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32437
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32686&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32686
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32443&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32443
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3731&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3731

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
e makes it possible for unauthenticated attackers to inject arbitrary web scripts in
pages that execute if they can successfully trick a user into performing an action
such as clicking on a link.
ivole -- The Customer Reviews for WooCommerce plugin for WordPress is vulnerable to
customer_reviews |unauthorized email sending due to a missing capability check on the CVE-2024-3243
| for_woocommerc|send_test_email() function in all versions up to, and including, 5.46.0. This makes it {2024-04-16| 4.3
e possible for authenticated attackers, with subscriber-level access and above, to
send arbitrary test emails.
ivole -- . . .
ustomer reviews The Customer Reviews for WooCommerce plugin for WordPress is vulnerable to
- unauthorized access of data due to a missing capability check on the ICVE-2024-3869
| for_woocommerc|, . . : . . ] 2024-04-16| 4.3
- woocommerce_json_search_coupons' function . This makes it possible for
attackers with subscriber level access to view coupon codes.
jaed_mosharraf_&
luginbazar_team
e - Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting') vulnerability in Tagbox Taggbox allows Stored XSS.This issue affects 2024-04-18| 6.5
open_close_wooco pting’) Y & g8 == |CVE-2024-32552
Taggbox: from n/a through 3.2.
mmerce_store
jaed_mosharraf_&
luginb. t
-pluginbazar_team Missing Authorization vulnerability in Jaed Mosharraf & Pluginbazar Team Open
open_close_ wooco Close WooCommerce Store.This issue affects Open Close WooCommerce Store: 2024-04-17| 43 |-yE.2024-32522
from n/a through 4.9.1.
mmerce_store
james_ward --
Jw m;\il\ll catcher Cross-Site Request Forgery (CSRF) vulnerability in James Ward WP Mail 2024-04-15| 4.3
P_mail_ Catcher.This issue affects WP Mail Catcher: from n/a through 2.1.6. —= |CVE-2024-32099
jeroen_peters --
navi aEZn menu Improper Neutralization of Input During Web Page Generation ('Cross-site
as dgro do;vn wic? Scripting') vulnerability in Jeroen Peters Navigation menu as Dropdown Widget 2024-04-18| 5.9
ot P — " [allows Stored XSS.This issue affects Navigation menu as Dropdown Widget: from == |CVE-2024-32126
e n/a through 1.3.4.
ifrog -- . . -
artifactory_self- JFrog Artifactory Self-Hosted versions below 7.77.3, are vulnerable to sensitive CVE-2024-3505
- information disclosure whereby a low-privileged authenticated user can read the [2024-04-15| 43 [ . .
hosted . . . reefs@jfrog.com
proxy configuration. This does not affect JFrog cloud deployments.
joomunited --
JW filIJe Idownload Improper Neutralization of Input During Web Page Generation ('Cross-site
Iip_ht - Scripting') vulnerability in JoomUnited WP File Download Light allows Stored 2024-04-17| 6.5 CVE-2024-32539
-8 XSS.This issue affects WP File Download Light: from n/a through 1.3.3.
jotform --
J’otform online for Improper Neutralization of Input During Web Page Generation ('Cross-site
) - —  |Scripting') vulnerability in Jotform Jotform Online Forms allows Stored XSS.This 2024-04-17| 6.5 CVE-2024-32527
ms CVE-2024-32527
issue affects Jotform Online Forms: from n/a through 1.3.1.
An Improper Handling of Exceptional Conditions vulnerability in Juniper Networks
‘ Junos OS and Junos OS Evolved allows an adjacent unauthenticated attacker to
juniper_networks - cause a Denial of Service (DoS), which causes the |2cpd process to crash b i
’ y sending
- junos_os 2024-04-16| 6.5 [CVE-2024-30380

a specific TLV. The 12cpd process is responsible for layer 2 control protocols, such
as STP, RSTP, MSTP, VSTP, ERP, and LLDP. The impact of the 12cpd crash is
reinitialization of STP protocols (RSTP, MSTP or VSTP), and MVRP and ERP, leading
to a Denial of Service. Continued receipt and processing of this specific TLV will



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3243&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3243
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3869&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3869
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32552&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32552
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32522&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32522
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32099&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32099
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32126&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32126
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3505&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3505
https://jfrog.com/help/r/jfrog-release-information/jfrog-security-advisories
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32539&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32539
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32527&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32527
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30380&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30380

Medium Vulnerabilities

libsyn_publisher_h

issue affects Libsyn Publisher Hub: from n/a through 1.4.4.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
create a sustained Denial of Service (DoS) condition. This issue affects: Junos OS: all
versions before 20.4R3-S9, from 21.2 before 21.2R3-S7, from 21.3 before 21.3R3-
S5, from 21.4 before 21.4R3-54, from 22.1 before 22.1R3-54, from 22.2 before
22.2R3-S2, from 22.3 before 22.3R2-S2, 22.3R3-5S1, from 22.4 before 22.4R2-S2,
22.4R3, from 23.2 before 23.2R1-S1, 23.2R2; Junos OS Evolved: all versions before
21.2R3-S7, from 21.3 before 21.3R3-S5-EVO, from 21.4 before 21.4R3-S5-EVO,
from 22.1 before 22.1R3-S4-EVO, from 22.2 before 22.2R3-S2-EVO, from 22.3
before 22.3R2-S2-EVO, 22.3R3-S1-EVO, from 22.4 before 22.4R2-S2-EVO, 22.4R3-
EVO, from 23.2 before 23.2R1-S1-EVO, 23.2R2-EVO.
A Use After Free vulnerability in command processing of Juniper Networks Junos
OS on MX Series allows a local, authenticated attacker to cause the broadband
edge service manager daemon (bbe-smgd) to crash upon execution of specific CLI
commands, creating a Denial of Service (DoS) condition. The process crashes and
restarts automatically. When specific CLI commands are executed, the bbe-smgd
daemon attempts to write into an area of memory (mgd socket) that was already
juniper_networks - [closed, causing the process to crash. This process manages and controls the
- junos_os configuration of broadband subscriber sessions and services. While the process is |2024-04-16| 5.5 [CVE-2024-30378
unavailable, additional subscribers will not be able to connect to the device,
causing a temporary Denial of Service condition. This issue only occurs if Graceful
Routing Engine Switchover (GRES) and Subscriber Management are enabled. This
issue affects Junos OS: * All versions before 20.4R3-S5, * from 21.1 before 21.1R3-
S4, * from 21.2 before 21.2R3-S3, * from 21.3 before 21.3R3-S5, * from 21.4
before 21.4R3-S5, * from 22.1 before 22.1R3, * from 22.2 before 22.2R3, * from
22.3 before 22.3R2;
knight_lab -- o - P :
knight_lab,_timelin Improper Neutralization of Input During Web Page Generation ('Cross-site
. -~ Scripting') vulnerability in Knight Lab Knight Lab Timeline allows Stored XSS.This 2024-04-18| 6.5 CVE-2024-32554
issue affects Knight Lab Timeline: from n/a through 3.9.3.4.
kraftplugins -- Improper Neutralization of Input During Web Page Generation ('Cross-site
mega_elements  [Scripting') vulnerability in Kraftplugins Mega Elements allows Stored XSS.This issue (2024-04-18| 6.5 CVE-2024-32575
affects Mega Elements: from n/a through 1.1.9.
layered -- if_menu [Missing Authorization vulnerability in Layered If Menu.This issue affects If Menu: 2024-04-17| 6.5
from n/a through 0.16.3. == |CVE-2022-41698
lenderd -- N . N .
morteage calculat Improper Neutralization of Input During Web Page Generation ('Cross-site
ors ‘5 g€ Scripting') vulnerability in Lenderd Mortgage Calculators WP allows Stored XSS.This [2024-04-18| 6.5 CVE-2024-32581
-\WP issue affects Mortgage Calculators WP: from n/a through 1.56.
lenovo -- A vulnerability was reported in a system recovery bootloader that was part of the
windows_7_and_8 |Lenovo preloaded Windows 7 and 8 operating systems from 2012 to 2014 that
o ) i 2024-04-15| 6.7
| pc_preloads could allow a privileged attacker with local access to modify the boot manager and ICVE-2024-23593
escalate privileges.
lenovo -- A buffer overflow vulnerability was reported in a system recovery bootloader that
windows_7_and_8 |was part of the Lenovo preloaded Windows 7 and 8 operating systems from 2012 2024-04-15| 6.4
| pc_preloads to 2014 that could allow a privileged attacker with local access to execute arbitrary = |CVE-2024-23594
code.
libsyn -- . . _— .
libsyn_publisher_h Improper Neutralization of Input During Web Page Generation ('Cross-site
ub - — [Scripting') vulnerability in Libsyn Libsyn Publisher Hub allows Stored XSS.This issue [2024-04-15| 6.5 CVE-2024-32140
affects Libsyn Publisher Hub: from n/a through 1.4.4.
libsyn - Cross-Site Request Forgery (CSRF) vulnerability in Libsyn Libsyn Publisher Hub.This 2024-04-15| 4.3

CVE-2024-32141
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ub
The memory allocation function ACPI_ALLOCATE_ZEROED does not guarantee a
linux -- successful allocation, but the subsequent code directly dereferences the pointer CVE-2024-24856
linux_kernel that receives it, which may lead to null pointer dereference. To fix this issue, a null |2024-04-17| 5.3 |security@openanol
pointer check should be added. If it is null, return exception code is.org
AE_NO_MEMORY.
In function pcilxxxx_spi_probe, there is a potential null pointer that may be caused
by a failed memory allocation by the function devm_kzalloc. Hence, a null pointer
linux -- Y y Y ’ - , 2 nuip CVE-2024-24862
. check needs to be added to prevent null pointer dereferencing later in the code. To ,
linux_kernel L . L 2024-04-14| 5.3 |security@openanol
fix this issue, spi_bus->spi_int[iter] should be checked. The memory allocated by A
; . . . lis.org
devm_kzalloc will be automatically released, so just directly return -ENOMEM
without worrying about memory leaks.
linux -- In malidp_mw_connector_reset, new memory is allocated with kzalloc, but no CVE-2024-24863
linux_kernel check is performed. In order to prevent null pointer dereferencing, ensure that 2024-04-14| 5.3 |security@openanol
mw_state is checked before calling __drm_atomic_helper_connector_reset. is.org
live_composer_tea
m -- Cross-Site Request Forgery (CSRF) vulnerability in Live Composer Team Page
page_builder:_live [Builder: Live Composer.This issue affects Page Builder: Live Composer: from n/a 2024-04-15| 5.4 CVE-2024-31933
| composer through 1.5.35.
loopus --
wp_cost_estimatio |Missing Authorization vulnerability in Loopus WP Cost Estimation & Payment
n_&_payment_for [Forms Builder.This issue affects WP Cost Estimation & Payment Forms Builder: 2024-04-17| 6.5 CVE-2024-32509
ms_builder from n/a through 10.1.76.
magepeople_team . e
wotravell Cross-Site Request Forgery (CSRF) vulnerability in MagePeople Team 2024-04-15| 4.3
P v WpTravelly.This issue affects WpTravelly: from n/a through 1.6.0. == |CVE-2024-32450
magnigenie --
restgrogress Cross-Site Request Forgery (CSRF) vulnerability in MagniGenie RestroPress.This 2024-04-15| 5.4
P issue affects RestroPress: from n/a through 3.1.2. == |CVE-2024-32449
mailmunch --
ma:lchlijmp forms Cross-Site Request Forgery (CSRF) vulnerability in MailMunch MailChimp Forms by
by mailmu_nch — IMailMunch.This issue affects MailChimp Forms by MailMunch: from n/a through [2024-04-15| 5.4 CVE-2024-31378
- 3.2.1.
marker.io -- . . .
marker.io Cross-Site Request Forgery (CSRF) vulnerability in Marker.lo Marker.lo.This issue 2024-04-15| 4.3
= affects Marker.lo : from n/a through 1.1.8. —= |CVE-2024-31427
max_bond -- L . — .
code_ insert mana Improper Neutralization of Input During Web Page Generation ('Cross-site
or (_2w3 i_nc ma Scripting') vulnerability in Max Bond Code Insert Manager (Q2W3 Inc Manager) 2024-04-17| 538
BEr_GoW=_INC_Ma) 1 ows Reflected XSS.This issue affects Code Insert Manager (Q2W3 Inc Manager): == |CVE-2024-32547
nager)
from n/a through 2.5.3.
The Media Library Folders plugin for WordPress is vulnerable to Reflected Cross-
maxfoundry -- Site Scripting via the 's' parameter in all versions up to, and including, 8.2.0 due to
media_library_fold finsufficient input sanitization and output escaping. This makes it possible for 2024-04-19| 6.1 |CVE-2024-3615

ers

unauthenticated attackers to inject arbitrary web scripts in pages that execute if
they can successfully trick a user into performing an action such as clicking on a
link.
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Mealie is a self hosted recipe manager and meal planner. Prior to 1.4.0, the
safe_scrape_html function utilizes a user-controlled URL to issue a request to a
remote server, however these requests are not rate-limited. While there are
efforts to prevent DDoS by implementing a timeout on requests, it is possible for
an attacker to issue a large number of requests to the server which will be handled CVE-2024-31992
in batches based on the configuration of the Mealie server. The chunking of
responses is helpful for mitigating memory exhaustion on the Mealie server,
however a single request to an arbitrarily large external file (e.g. a Debian ISO) is
often sufficient to completely saturate a CPU core assigned to the Mealie
container. Without rate limiting in place, it is possible to not only sustain traffic
against an external target indefinitely, but also to exhaust the CPU resources
assigned to the Mealie container. This vulnerability is fixed in 1.4.0.

mealie-recipes --

mealie 2024-04-19| 6.5

Mealie is a self hosted recipe manager and meal planner. Prior to 1.4.0, the
scrape_image function will retrieve an image based on a user-provided URL,
however the provided URL is not validated to point to an external location and
does not have any enforced rate limiting. The response from the Mealie server will
also vary depending on whether or not the target file is an image, is not an image, CVE-2024-31993
or does not exist. Additionally, when a file is retrieved the file may remain stored -
on Mealie's file system as original.jpg under the UUID of the recipe it was
requested for. If the attacker has access to an admin account (e.g. the default
changeme@example.com), this file can then be retrieved. Note that if Mealie is
running in a development setting this could be leveraged by an attacker to retrieve
any file that the Mealie server had downloaded in this fashion without the need for
administrator access. This vulnerability is fixed in 1.4.0.

mealie-recipes --

mealie 2024-04-19| 6.2

Mealie is a self hosted recipe manager and meal planner. Prior to 1.4.0, an attacker
can point the image request to an arbitrarily large file. Mealie will attempt to
retrieve this file in whole. If it can be retrieved, it may be stored on the file system
in whole (leading to possible disk consumption), however the more likely scenario
given resource limitations is that the container will OOM during file retrieval if the CVE-2024-31994
target file size is greater than the allocated memory of the container. At best this
can be used to force the container to infinitely restart due to OOM (if so configured
in "docker-compose.yml), or at worst this can be used to force the Mealie
container to crash and remain offline. In the event that the file can be retrieved,
the lack of rate limiting on this endpoint also permits an attacker to generate
ongoing requests to any target of their choice, potentially contributing to an
external-facing DoS attack. This vulnerability is fixed in 1.4.0.

mealie-recipes --

mealie 2024-04-19| 6.5

Mealie is a self hosted recipe manager and meal planner. Prior to 1.4.0, the
safe_scrape_html function utilizes a user-controlled URL to issue a request to a
remote server. Based on the content of the response, it will either parse the
content or disregard it. This function, nor those that call it, add any restrictions on
the URL that can be provided, nor is it restricted to being an FQDN (i.e., an IP
mealie-recipes -- [address can be provided). As this function's return will be handled differently by its ICVE-2024-31991
mealie caller depending on the response, it is possible for an attacker to use this 2024-04-19| 4.1
functionality to positively identify HTTP(s) servers on the local network with any
IP/port combination. This issue can result in any authenticated user being able to
map HTTP servers on a local network that the Mealie service has access to. Note
that by default any user can create an account on a Mealie server, and that the
default changeme@example.com user is available with its hard-coded password.
This vulnerability is fixed in 1.4.0.

Ironic-image is an OpenStack Ironic deployment packaged and configured by
Metal3. When the reverse proxy mode is enabled by the

metal3-io - ironic- |\ roN|C_REVERSE_PROXY_SETUP' variable set to “true’, 1) HTTP basic credentials CVE-2024-31463
image are validated on the HTTPD side in a separate container, not in the Ironic service 2024-04-17| 47
itself and 2) Ironic listens in host network on a private port 6388 on localhost by
default. As a result, when the reverse proxy mode is used, any Pod or local Unix
user on the control plane Node can access the Ironic API on the private port
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without authentication. A similar problem affects Ironic Inspector
('INSPECTOR_REVERSE_PROXY_SETUP' set to “true’), although the attack potential
is smaller there. This issue affects operators deploying ironic-image in the reverse
proxy mode, which is the recommended mode when TLS is used (also
recommended), with the 'IRONIC_PRIVATE_PORT variable unset or set to a
numeric value. In this case, an attacker with enough privileges to launch a pod on
the control plane with host networking can access Ironic APl and use it to modify
bare-metal machine, e.g. provision them with a new image or change their BIOS
settings. This vulnerability is fixed in 24.1.1.
metaphor_creatio [Improper Neutralization of Input During Web Page Generation ('Cross-site
ns -- ditty Scripting') vulnerability in Metaphor Creations Ditty allows Stored XSS.This issue ~ [2024-04-18| 6.5 CVE-2024-32569
affects Ditty: from n/a through 3.1.31. 7
michael_bester --
kimili_flash_embe |Cross-Site Request Forgery (CSRF) vulnerability in Michael Bester Kimili Flash 2024-04-15| 5.4
d Embed.This issue affects Kimili Flash Embed: from n/a through 2.5.3. == |CVE-2024-32092
michael_dempfle - I[mproper Neutralization of Input During Web Page Generation ('Cross-site
- advanced_iframe [Scripting') vulnerability in Michael Dempfle Advanced iFrame allows Stored 2024-04-15| 6.5 CVE-2024-32079
XSS.This issue affects Advanced iFrame: from n/a through 2024.2.
microsoft --
microsoft_edge_(c| . ) . . -
- ~ [Microsoft Edge (Chromium-based) Information Disclosure Vulnerabilit 2024-04-18| 6.5
hromium-based) ge ) v == |CVE-2024-29987
microsoft --
microsoft_edge_(c| . . . . . -
- ~ |Microsoft Edge for Android (Chromium-based) Information Disclosure Vulnerability[2024-04-18| 5.4
hromium-based) & ( ) y == |CVE-2024-29986
microsoft --
microsoft_edge_(c| . . . -
- ~ |Microsoft Edge (Chromium-based) Security Feature Bypass Vulnerabilit 2024-04-19| 5
hromium-based) ge{ ) Security vp y 2 (CVE-2024-29991
Moby is an open source container framework that is a key component of Docker
Engine, Docker Desktop, and other distributions of container tooling or runtimes.
In 26.0.0, IPv6 is not disabled on network interfaces, including those belonging to
networks where “--ipv6=false’. An container with an ‘“ipvlan® or ‘macvlan’ interface
will normally be configured to share an external network link with the host
machine. Because of this direct access, (1) Containers may be able to communicate
moby -- moby with o'Fher hosts on th(f_‘ local network over link-local IPv6 address?s, (2) if router 2024-04-18| 4.7 |CVE-2024-32473
advertisements are being broadcast over the local network, containers may get -
SLAAC-assigned addresses, and (3) the interface will be a member of IPv6 multicast
lgroups. This means interfaces in IPv4-only networks present an unexpectedly and
unnecessarily increased attack surface. The issue is patched in 26.0.2. To
completely disable IPv6 in a container, use *--
sysctl=net.ipv6.conf.all.disable_ipv6=1"in the "docker create” or "docker run’
command. Or, in the service configuration of a ‘compose" file.
momoyoga --
oea s\::hidule moImproper Neutralization of Input During Web Page Generation ('Cross-site
an ; a — |Scripting') vulnerability in Momoyoga Yoga Schedule Momoyoga allows Stored 2024-04-17| 6.5 CVE-2024-32529
h XSS.This issue affects Yoga Schedule Momoyoga: from n/a through 2.7.0.
moss_web_works - Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting') vulnerability in Moss Web Works MWW Disclaimer Buttons allows 2024-04-15| 5.9

mww_disclaimer_

Stored XSS.This issue affects MWW Disclaimer Buttons: from n/a through 3.0.2.

CVE-2024-32428
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buttons
multiparcels --
multiparcels_shipp [Cross-Site Request Forgery (CSRF) vulnerability in MultiParcels MultiParcels
ing_for_woocomm Shipping For WooCommerce.This issue affects MultiParcels Shipping For 2024-04-15| 4.3 CVE-2024-32095
erce WooCommerce: from n/a before 1.16.9.
munir_kamal -- Improper Neutralization of Input During Web Page Generation ('Cross-site
gutenberg_block_e|Scripting') vulnerability in Munir Kamal Gutenberg Block Editor Toolkit allows 2024-04-18| 6.5
ditor_toolkit Stored XSS.This issue affects Gutenberg Block Editor Toolkit: from n/a through == |CVE-2024-32586

1.40.4.
naads86 -- N . . , .
wp_stripe_checko Im;.aro.per Neutral|z;f\t.|orT of Input During Web Page Generation ('Cross-site .
ut - - Scripting') vulnerability in naa986 WP Stripe Checkout allows Stored XSS.This issue [2024-04-18| 6.5 CVE-2024-32571
affects WP Stripe Checkout: from n/a through 1.2.2.41.
nabil_lemsieh --  [Improper Neutralization of Input During Web Page Generation ('Cross-site
hurrytimer Scripting') vulnerability in Nabil Lemsieh HurryTimer allows Stored XSS.This issue  |2024-04-18| 6.5 CVE-2024-32556
affects HurryTimer: from n/a through 2.9.2.
net-snmp provides various tools relating to the Simple Network Management ICVE-2022-24805
Protocol. Prior to version 5.9.2, a buffer overflow in the handling of the JINDEX" of
net-snmp -- net- [[NET-SNMP-VACM-MIB' can cause an out-of-bounds memory access. A user with
snmp read-only credentials can exploit the issue. Version 5.9.2 contains a patch. Users  |2024-04-16| 6.5
should use strong SNMPv3 credentials and avoid sharing the credentials. Those
who must use SNMPv1 or SNMPv2c should use a complex community string and
enhance the protection by restricting access to a given IP address range.
net-snmp provides various tools relating to the Simple Network Management
Protocol. Prior to version 5.9.2, a user with read-write credentials can exploit an ICVE-2022-24806
net-snmp -- net-  [Improper Input Validation vulnerability when SETing malformed OIDs in master
snmp agent and subagent simultaneously. Version 5.9.2 contains a patch. Users should (2024-04-16| 6.5
use strong SNMPv3 credentials and avoid sharing the credentials. Those who must
use SNMPv1 or SNMPv2c should use a complex community string and enhance the
protection by restricting access to a given IP address range.
net-snmp provides various tools relating to the Simple Network Management CVE-2022-24807
Protocol. Prior to version 5.9.2, a malformed OID in a SET request to "'SNMP-VIEW-
BASED-ACM-MIB::vacmAccessTable" can cause an out-of-bounds memory access. A
net-snmp -- net- . . . . . . .
user with read-write credentials can exploit the issue. Version 5.9.2 contains a
snmp . . . 2024-04-16| 6.5
patch. Users should use strong SNMPv3 credentials and avoid sharing the
credentials. Those who must use SNMPv1 or SNMPv2c should use a complex
community string and enhance the protection by restricting access to a given IP
address range.
net-snmp provides various tools relating to the Simple Network Management ICVE-2022-24808
Protocol. Prior to version 5.9.2, a user with read-write credentials can use a
net-snmp -- net-  [malformed OID in a "SET" request to "NET-SNMP-AGENT-MIB::nsLogTable" to cause
snmp a NULL pointer dereference. Version 5.9.2 contains a patch. Users should use 2024-04-16| 6.5
strong SNMPv3 credentials and avoid sharing the credentials. Those who must use
SNMPv1 or SNMPv2c should use a complex community string and enhance the
protection by restricting access to a given IP address range.
net-snmp provides various tools relating to the Simple Network Management ICVE-2022-24809
net-snmp --net- o o+5c0l. Prior to version 5.9.2, a user with read-only credentials can use a
snmp 2024-04-16| 6.5

malformed OID in a "GET-NEXT" to the ‘nsVacmAccessTable™ to cause a NULL
pointer dereference. Version 5.9.2 contains a patch. Users should use strong
SNMPv3 credentials and avoid sharing the credentials. Those who must use



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32095&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32095
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32586&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32586
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32571&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32571
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32556&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32556
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-24805&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-24805
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-24806&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-24806
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-24807&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-24807
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-24808&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-24808
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-24809&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-24809

Medium Vulnerabilities

associated with program files
https://gitee.Com/openeuler/kernel/blob/openEuler-1.0-

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
SNMPv1 or SNMPv2c should use a complex community string and enhance the
protection by restricting access to a given IP address range.
net-snmp provides various tools relating to the Simple Network Management CVE-2022-24810
Protocol. Prior to version 5.9.2, a user with read-write credentials can use a
net-snmp -- net-  [malformed OID in a SET to the nsVacmAccessTable to cause a NULL pointer
snmp dereference. Version 5.9.2 contains a patch. Users should use strong SNMPv3 2024-04-16| 6.5
credentials and avoid sharing the credentials. Those who must use SNMPv1 or
SNMPv2c should use a complex community string and enhance the protection by
restricting access to a given IP address range.
netapp --
ontap_select_depl [ONTAP Select Deploy administration utility versions 9.12.1.x, 9.13.1.x and 9.14.1.x
N . ) i ICVE-2024-21990
oy_administration |contain hard-coded credentials that could allow an attacker to view Deploy 2024-04-17| 5.4 lert@netann.com
| utility configuration information and modify the account credentials.
netvision -- The parameter used in the login page of Netvision airPASS is not properly filtered
airpass_ for user input. An unauthenticated remote attacker can insert JavaScript code to  |2024-04-15| 6.1 CVE-2024-3776
the parameter for Reflected Cross-site scripting attacks.
nose_graze --
noveﬁft Cross-Site Request Forgery (CSRF) vulnerability in Nose Graze Novelist.This issue 2024-04-15| 5.4
affects Novelist: from n/a through 1.2.2. == |CVE-2024-32093
nuggethon --
custom_order_stat|Missing Authorization vulnerability in Nuggethon Custom Order Statuses for
uses_for_woocom WooCommerce.This issue affects Custom Order Statuses for WooCommerce: from 2024-04-17| 4.3 |~\r .5024-32524
merce n/a through 1.5.2.
octopus_deploy --
octopus_ser’:/e:/ It is possible for an API key to be logged in clear text in the audit log file after an 2024-04-18| 4.3
pus invalid login attempt. == ICVE-2023-4509
lomnisend --
email_marketing_f [Cross-Site Request Forgery (CSRF) vulnerability in Omnisend Email Marketing for
or_woocommerce WooCommerce by Omnisend.This issue affects Email Marketing for 2024-04-15| 4.3 CVE-2024-32101
| by_omnisend WooCommerce by Omnisend: from n/a through 1.14.3.
open-webui -- Open WebUI is a user-friendly WebUI for LLMs. Open-webui is vulnerable to
open-webui authenticated blind server-side request forgery. This vulnerability is fixed in 2024-04-16| 6.4 |CVE-2024-30256
0.1.117.
CVE-2024-24891
securities@openeu
ler.org
Exposure of Sensitive Information to an Unauthorized Actor vulnerability in &l r_ .
openEuler kernel on Linux allows Resource Leak Exposure. This vulnerability is
openeuler -- kerneljassociated with program files o
. 2024-04-15| 6 |securities@openeu
https://gitee.Com/openeuler/kernel/blob/openEuler-1.0- ler or
LTS/drivers/staging/gmjstcm/tcm.C. This issue affects kernel: from 4.19.90- _g
securities@openeu
2109.1.0.0108 before 4.19.90-2403.4.0.0244.
ler.org
securities@openeu
ler.org
CVE-2024-24898
Exposure of Sensitive Information to an Unauthorized Actor vulnerability in cecurities@openeu
openeuler - kernel openEuler kernel on Linux allows Resource Leak Exposure. This vulnerability is 2024-04-15| 6

ler.org
securities@openeu
ler.org



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-24810&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-24810
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21990&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21990
https://security.netapp.com/advisory/ntap-20240411-0002/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3776&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3776
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32093&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32093
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32524&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32524
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-4509&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-4509
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32101&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32101
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30256&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30256
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-24891&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-24891
https://gitee.com/openeuler/kernel/pulls/2810
https://gitee.com/openeuler/kernel/pulls/2810
https://gitee.com/src-openeuler/kernel/pulls/1320
https://gitee.com/src-openeuler/kernel/pulls/1320
https://gitee.com/src-openeuler/kernel/pulls/1321
https://gitee.com/src-openeuler/kernel/pulls/1321
https://gitee.com/src-openeuler/kernel/pulls/1322
https://gitee.com/src-openeuler/kernel/pulls/1322
https://www.openeuler.org/zh/security/security-bulletins/detail/?id=openEuler-SA-2024-1358
https://www.openeuler.org/zh/security/security-bulletins/detail/?id=openEuler-SA-2024-1358
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-24898&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-24898
https://gitee.com/src-openeuler/kernel/pulls/1320
https://gitee.com/src-openeuler/kernel/pulls/1320
https://gitee.com/src-openeuler/kernel/pulls/1321
https://gitee.com/src-openeuler/kernel/pulls/1321
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LTS/drivers/staging/gmjstcm/tcm.C. This issue affects kernel: from 4.19.90-
2109.1.0.0108 before 4.19.90-2403.4.0.0244.

securities@openeu
ler.org
securities@openeu
ler.org

oracle --
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21026

oracle --
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21027

oracle --
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21028

oracle --
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21029



https://gitee.com/src-openeuler/kernel/pulls/1322
https://gitee.com/src-openeuler/kernel/pulls/1322
https://www.openeuler.org/zh/security/security-bulletins/detail/?id=openEuler-SA-2024-1358
https://www.openeuler.org/zh/security/security-bulletins/detail/?id=openEuler-SA-2024-1358
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21026&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21026
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21027&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21027
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21028&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21028
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21029&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21029
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oracle --
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21030

oracle --
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21031

oracle_corporation
agile_product_lifec
ycle_management

| for_process

Vulnerability in the Oracle Agile Product Lifecycle Management for Process product
of Oracle Supply Chain (component: Data Import). The supported version that is
affected is 6.2.4.2. Easily exploitable vulnerability allows low privileged attacker
with network access via HTTP to compromise Oracle Agile Product Lifecycle
Management for Process. Successful attacks of this vulnerability can result in
unauthorized access to critical data or complete access to all Oracle Agile Product
Lifecycle Management for Process accessible data. CVSS 3.1 Base Score 6.5
(Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N).

2024-04-16

CVE-2024-21091

oracle_corporation

applications_frame
work

Vulnerability in the Oracle Applications Framework product of Oracle E-Business
Suite (component: REST Services). Supported versions that are affected are 12.2.9-
12.2.13. Easily exploitable vulnerability allows low privileged attacker with network
access via HTTP to compromise Oracle Applications Framework. Successful attacks
of this vulnerability can result in unauthorized access to critical data or complete
access to all Oracle Applications Framework accessible data. CVSS 3.1 Base Score
6.5 (Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N).

2024-04-16

CVE-2024-21080

oracle_corporation
bi_publisher_(form
erly_xml_publisher

)

Vulnerability in the Oracle Bl Publisher product of Oracle Analytics (component:
Service Gateway). Supported versions that are affected are 7.0.0.0.0 and
12.2.1.4.0. Easily exploitable vulnerability allows unauthenticated attacker with
network access via HTTP to compromise Oracle Bl Publisher. While the
vulnerability is in Oracle Bl Publisher, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized read access to a subset of Oracle Bl Publisher accessible data. CVSS
3.1 Base Score 5.8 (Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:N/A:N).

2024-04-16

CVE-2024-21084

oracle_corporation

business_intelligen
ce_enterprise_edit

Vulnerability in the Oracle Business Intelligence Enterprise Edition product of
Oracle Analytics (component: Bl Platform Security). The supported version that is
affected is 7.0.0.0.0. Easily exploitable vulnerability allows low privileged attacker

with network access via HTTP to compromise Oracle Business Intelligence

2024-04-16

CVE-2024-21001



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21030&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21030
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21031&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21031
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21091&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21091
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21080&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21080
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21084&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21084
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21001&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21001
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ion

Enterprise Edition. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Business Intelligence
Enterprise Edition, attacks may significantly impact additional products (scope
change). Successful attacks of this vulnerability can result in unauthorized update,
insert or delete access to some of Oracle Business Intelligence Enterprise Edition
accessible data as well as unauthorized read access to a subset of Oracle Business
Intelligence Enterprise Edition accessible data. CVSS 3.1 Base Score 5.4
(Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N).

oracle_corporation
business_intelligen
ce_enterprise_edit
ion

Vulnerability in the Oracle Business Intelligence Enterprise Edition product of
Oracle Analytics (component: Analytics Web Answers). Supported versions that are
affected are 7.0.0.0.0 and 12.2.1.4.0. Easily exploitable vulnerability allows low
privileged attacker with network access via HTTP to compromise Oracle Business
Intelligence Enterprise Edition. Successful attacks require human interaction from a
person other than the attacker and while the vulnerability is in Oracle Business
Intelligence Enterprise Edition, attacks may significantly impact additional products
(scope change). Successful attacks of this vulnerability can result in unauthorized
update, insert or delete access to some of Oracle Business Intelligence Enterprise
Edition accessible data as well as unauthorized read access to a subset of Oracle
Business Intelligence Enterprise Edition accessible data. CVSS 3.1 Base Score 5.4
(Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/1:L/A:N).

2024-04-16

CVE-2024-21064

oracle_corporation
business_intelligen
ce_enterprise_edit
ion

Vulnerability in the Oracle Business Intelligence Enterprise Edition product of
Oracle Analytics (component: Data Visualization). The supported version that is
affected is 7.0.0.0.0. Easily exploitable vulnerability allows low privileged attacker
with network access via HTTP to compromise Oracle Business Intelligence
Enterprise Edition. Successful attacks of this vulnerability can result in
unauthorized read access to a subset of Oracle Business Intelligence Enterprise
Edition accessible data. CVSS 3.1 Base Score 4.3 (Confidentiality impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/1:N/A:N).

2024-04-16

CVE-2024-21099

oracle_corporation

commerce_platfor
m

Vulnerability in the Oracle Commerce Platform product of Oracle Commerce
(component: Platform). Supported versions that are affected are 11.3.0, 11.3.1 and
11.3.2. Difficult to exploit vulnerability allows unauthenticated attacker with
network access via HTTP to compromise Oracle Commerce Platform. While the
vulnerability is in Oracle Commerce Platform, attacks may significantly impact
additional products (scope change). Successful attacks of this vulnerability can
result in unauthorized update, insert or delete access to some of Oracle Commerce
Platform accessible data. CVSS 3.1 Base Score 4.0 (Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:N/I:L/A:N).

2024-04-16

I~

CVE-2024-21100

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21016

oracle_corporation

complex_maintena
nce_repair_and_o

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker

with network access via HTTP to compromise Oracle Complex Maintenance,

2024-04-16

CVE-2024-21017



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21064&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21064
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21099&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21099
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21100&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21100
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21016&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21016
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21017&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21017
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verhaul

Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21018

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21019

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21020

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional

products (scope change). Successful attacks of this vulnerability can result in

2024-04-16

CVE-2024-21021



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21018&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21018
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21019&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21019
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21020&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21020
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21021&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21021
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unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21022

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21023

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21024

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read

access to a subset of Oracle Complex Maintenance, Repair, and Overhaul

2024-04-16

CVE-2024-21025



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21022&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21022
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21023&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21023
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21024&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21024
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21025&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21025
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accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21032

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21033

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21034

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21035

oracle_corporation

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of

Oracle E-Business Suite (component: LOV). Supported versions that are affected

2024-04-16

CVE-2024-21036



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21032&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21032
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21033&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21033
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21034&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21034
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21035&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21035
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21036&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21036
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complex_maintena
nce_repair_and_o
verhaul

are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21037

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21038

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21039

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex

2024-04-16

CVE-2024-21040



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21037&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21037
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21038&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21038
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21039&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21039
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21040&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21040

Medium Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21041

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21042

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21043

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex

Maintenance, Repair, and Overhaul accessible data as well as unauthorized read

2024-04-16

CVE-2024-21044



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21041&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21041
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21042&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21042
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21043&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21043
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21044&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21044

Medium Vulnerabilities

Primary
Vendor -- Product
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Published

CVSS
Score

Source & Patch
Info

access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21045

oracle_corporation
complex_maintena
nce_repair_and_o
verhaul

Vulnerability in the Oracle Complex Maintenance, Repair, and Overhaul product of
Oracle E-Business Suite (component: LOV). Supported versions that are affected
are 12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Complex Maintenance,
Repair, and Overhaul. Successful attacks require human interaction from a person
other than the attacker and while the vulnerability is in Oracle Complex
Maintenance, Repair, and Overhaul, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Complex
Maintenance, Repair, and Overhaul accessible data as well as unauthorized read
access to a subset of Oracle Complex Maintenance, Repair, and Overhaul
accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21046

oracle_corporation

concurrent_proces
sing

Vulnerability in the Oracle Concurrent Processing product of Oracle E-Business
Suite (component: Request Submission and Scheduling). Supported versions that
are affected are 12.2.3-12.2.13. Easily exploitable vulnerability allows low
privileged attacker with network access via HTTP to compromise Oracle Concurrent
Processing. Successful attacks of this vulnerability can result in unauthorized access
to critical data or complete access to all Oracle Concurrent Processing accessible
data. CVSS 3.1 Base Score 6.5 (Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N).

2024-04-16

CVE-2024-21089

oracle_corporation
-- database_-
|_enterprise_editio
n

Vulnerability in the Java VM component of Oracle Database Server. Supported
versions that are affected are 19.3-19.22 and 21.3-21.13. Difficult to exploit
vulnerability allows low privileged attacker having Create Session, Create
Procedure privilege with network access via Oracle Net to compromise Java VM.
Successful attacks of this vulnerability can result in unauthorized access to critical
data or complete access to all Java VM accessible data. CVSS 3.1 Base Score 5.3
(Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N).

2024-04-16

CVE-2024-21093

oracle_corporation
-- database_-
|_enterprise_editio
n

Vulnerability in the Unified Audit component of Oracle Database Server. Supported
versions that are affected are 19.3-19.22 and 21.3-21.13. Easily exploitable
vulnerability allows high privileged attacker having SYSDBA privilege with network
access via Oracle Net to compromise Unified Audit. Successful attacks of this
vulnerability can result in unauthorized creation, deletion or modification access to
critical data or all Unified Audit accessible data. CVSS 3.1 Base Score 4.9 (Integrity
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N).

2024-04-16

CVE-2024-21058

oracle_corporation
. e_
business_suite_tec

Vulnerability in the Oracle Applications Technology product of Oracle E-Business
Suite (component: Templates). Supported versions that are affected are 12.2.3-
12.2.13. Easily exploitable vulnerability allows unauthenticated attacker with

2024-04-16

CVE-2024-20990



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21045&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21045
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21046&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21046
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21089&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21089
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21093&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21093
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21058&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21058
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20990&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20990
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hnology_stack

network access via HTTP to compromise Oracle Applications Technology.
Successful attacks of this vulnerability can result in unauthorized read access to a
subset of Oracle Applications Technology accessible data. CVSS 3.1 Base Score 5.3
(Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/1:N/A:N).

oracle_corporation
-- http_server

Vulnerability in the Oracle HTTP Server product of Oracle Fusion Middleware
(component: Web Listener). The supported version that is affected is 12.2.1.4.0.
Easily exploitable vulnerability allows unauthenticated attacker with network
access via HTTP to compromise Oracle HTTP Server. Successful attacks of this
vulnerability can result in unauthorized read access to a subset of Oracle HTTP
Server accessible data. CVSS 3.1 Base Score 5.3 (Confidentiality impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N).

2024-04-16

CVE-2024-20991

oracle_corporation
-- installed_base

Vulnerability in the Oracle Installed Base product of Oracle E-Business Suite
(component: Data Provider Ul). Supported versions that are affected are 12.2.3-
12.2.13. Easily exploitable vulnerability allows unauthenticated attacker with
network access via HTTP to compromise Oracle Installed Base. Successful attacks
require human interaction from a person other than the attacker and while the
vulnerability is in Oracle Installed Base, attacks may significantly impact additional
products (scope change). Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Installed Base
accessible data as well as unauthorized read access to a subset of Oracle Installed
Base accessible data. CVSS 3.1 Base Score 6.1 (Confidentiality and Integrity
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-21072

oracle_corporation

mysql_ndb_cluster

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Thread Pooling). Supported versions that are affected are 8.0.36 and prior and
8.3.0 and prior. Easily exploitable vulnerability allows high privileged attacker with
network access via multiple protocols to compromise MySQL Server. Successful
attacks of this vulnerability can result in unauthorized ability to cause a hang or
frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score
4.9 (Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21102

oracle_corporation
-- mysql_server

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Information Schema). Supported versions that are affected are 8.0.36 and prior
and 8.3.0 and prior. Difficult to exploit vulnerability allows low privileged attacker
with network access via multiple protocols to compromise MySQL Server.
Successful attacks of this vulnerability can result in unauthorized ability to cause a
hang or frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1
Base Score 5.3 (Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-20994

oracle_corporation
-- mysql_server

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
DML). Supported versions that are affected are 8.0.34 and prior and 8.3.0 and
prior. Easily exploitable vulnerability allows high privileged attacker with network
access via multiple protocols to compromise MySQL Server. Successful attacks of
this vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of MySQL Server as well as unauthorized update,
insert or delete access to some of MySQL Server accessible data. CVSS 3.1 Base
Score 5.5 (Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:H).

2024-04-16

CVE-2024-21015

oracle_corporation

outside_in_technol
ogy

Vulnerability in the Oracle Outside In Technology product of Oracle Fusion
Middleware (component: Outside In Core). Supported versions that are affected
are 8.5.6 and 8.5.7. Easily exploitable vulnerability allows low privileged attacker
with logon to the infrastructure where Oracle Outside In Technology executes to
compromise Oracle Outside In Technology. Successful attacks of this vulnerability
can result in unauthorized update, insert or delete access to some of Oracle
Outside In Technology accessible data as well as unauthorized read access to a

2024-04-16

CVE-2024-21117



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20991&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20991
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21072&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21072
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21102&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21102
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20994&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20994
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21015&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21015
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21117&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21117
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subset of Oracle Outside In Technology accessible data and unauthorized ability to

cause a partial denial of service (partial DOS) of Oracle Outside In Technology. CVSS
3.1 Base Score 5.3 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:L/1:L/A:L).

oracle_corporation

outside_in_technol
ogy

Vulnerability in the Oracle Outside In Technology product of Oracle Fusion
Middleware (component: Outside In Core). Supported versions that are affected
are 8.5.6 and 8.5.7. Easily exploitable vulnerability allows low privileged attacker
with logon to the infrastructure where Oracle Outside In Technology executes to
compromise Oracle Outside In Technology. Successful attacks of this vulnerability
can result in unauthorized update, insert or delete access to some of Oracle
Outside In Technology accessible data as well as unauthorized read access to a
subset of Oracle Outside In Technology accessible data and unauthorized ability to
cause a partial denial of service (partial DOS) of Oracle Outside In Technology. CVSS
3.1 Base Score 5.3 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L).

2024-04-16

CVE-2024-21118

oracle_corporation

outside_in_technol
ogy

Vulnerability in the Oracle Outside In Technology product of Oracle Fusion
Middleware (component: Outside In Core). Supported versions that are affected
are 8.5.6 and 8.5.7. Easily exploitable vulnerability allows low privileged attacker
with logon to the infrastructure where Oracle Outside In Technology executes to
compromise Oracle Outside In Technology. Successful attacks of this vulnerability
can result in unauthorized update, insert or delete access to some of Oracle
Outside In Technology accessible data as well as unauthorized read access to a
subset of Oracle Outside In Technology accessible data and unauthorized ability to
cause a partial denial of service (partial DOS) of Oracle Outside In Technology. CVSS
3.1 Base Score 5.3 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L).

2024-04-16

CVE-2024-21119

oracle_corporation

outside_in_technol
ogy

Vulnerability in the Oracle Outside In Technology product of Oracle Fusion
Middleware (component: Outside In Core). Supported versions that are affected
are 8.5.6 and 8.5.7. Easily exploitable vulnerability allows low privileged attacker
with logon to the infrastructure where Oracle Outside In Technology executes to
compromise Oracle Outside In Technology. Successful attacks of this vulnerability
can result in unauthorized update, insert or delete access to some of Oracle
Outside In Technology accessible data as well as unauthorized read access to a
subset of Oracle Outside In Technology accessible data and unauthorized ability to
cause a partial denial of service (partial DOS) of Oracle Outside In Technology. CVSS
3.1 Base Score 5.3 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L).

2024-04-16

CVE-2024-21120

oracle_corporation
peoplesoft_enterp
rise_hcm_benefits
|_administration

Vulnerability in the PeopleSoft Enterprise HCM Benefits Administration product of
Oracle PeopleSoft (component: Benefits Administration). The supported version
that is affected is 9.2. Easily exploitable vulnerability allows low privileged attacker
with logon to the infrastructure where PeopleSoft Enterprise HCM Benefits
Administration executes to compromise PeopleSoft Enterprise HCM Benefits
Administration. Successful attacks require human interaction from a person other
than the attacker. Successful attacks of this vulnerability can result in unauthorized
access to critical data or complete access to all PeopleSoft Enterprise HCM Benefits
IAdministration accessible data as well as unauthorized update, insert or delete
access to some of PeopleSoft Enterprise HCM Benefits Administration accessible
data and unauthorized ability to cause a partial denial of service (partial DOS) of
PeopleSoft Enterprise HCM Benefits Administration. CVSS 3.1 Base Score 6.1
(Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:L/A:L).

2024-04-16

CVE-2024-21063

oracle_corporation

peoplesoft_enterp
rise_hcm_benefits

Vulnerability in the PeopleSoft Enterprise PeopleTools product of Oracle
PeopleSoft (component: Workflow). Supported versions that are affected are 8.59,
8.60 and 8.61. Easily exploitable vulnerability allows unauthenticated attacker with
network access via HTTP to compromise PeopleSoft Enterprise PeopleTools.

Successful attacks require human interaction from a person other than the

2024-04-16

CVE-2024-21065



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21118&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21118
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21119&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21119
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21120&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21120
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21063&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21063
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21065&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21065
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|_administration

attacker and while the vulnerability is in PeopleSoft Enterprise PeopleTools, attacks
may significantly impact additional products (scope change). Successful attacks of
this vulnerability can result in unauthorized update, insert or delete access to some
of PeopleSoft Enterprise PeopleTools accessible data as well as unauthorized read
access to a subset of PeopleSoft Enterprise PeopleTools accessible data. CVSS 3.1
Base Score 6.1 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N).

oracle_corporation
peoplesoft_enterp
rise_pt_peopletool
s

Vulnerability in the PeopleSoft Enterprise PeopleTools product of Oracle
PeopleSoft (component: Search Framework). Supported versions that are affected
are 8.59, 8.60 and 8.61. Easily exploitable vulnerability allows unauthenticated
attacker with network access via HTTP to compromise PeopleSoft Enterprise
PeopleTools. Successful attacks require human interaction from a person other
than the attacker. Successful attacks of this vulnerability can result in unauthorized
update, insert or delete access to some of PeopleSoft Enterprise PeopleTools
accessible data as well as unauthorized read access to a subset of PeopleSoft
Enterprise PeopleTools accessible data. CVSS 3.1 Base Score 5.4 (Confidentiality
and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/1:L/A:N).

2024-04-16

CVE-2024-21070

oracle_corporation
peoplesoft_enterp
rise_pt_peopletool
s

Vulnerability in the PeopleSoft Enterprise PeopleTools product of Oracle
PeopleSoft (component: Security). Supported versions that are affected are 8.59,
8.60 and 8.61. Easily exploitable vulnerability allows high privileged attacker with
network access via HTTP to compromise PeopleSoft Enterprise PeopleTools.
Successful attacks of this vulnerability can result in unauthorized access to critical
data or complete access to all PeopleSoft Enterprise PeopleTools accessible data.
CVSS 3.1 Base Score 4.9 (Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N).

2024-04-16

CVE-2024-21097

oracle_corporation
sun_zfs_storage_a

ppliance_kit_(ak)_

software

Vulnerability in the Oracle ZFS Storage Appliance Kit product of Oracle Systems
(component: Core). The supported version that is affected is 8.8. Easily exploitable
vulnerability allows high privileged attacker with logon to the infrastructure where
Oracle ZFS Storage Appliance Kit executes to compromise Oracle ZFS Storage
Appliance Kit. Successful attacks require human interaction from a person other
than the attacker. Successful attacks of this vulnerability can result in takeover of
Oracle ZFS Storage Appliance Kit. CVSS 3.1 Base Score 6.5 (Confidentiality, Integrity
and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H).

2024-04-16

CVE-2024-21104

oracle_corporation
-- vm_virtualbox

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization
(component: Core). Supported versions that are affected are Prior to 7.0.16. Easily
exploitable vulnerability allows low privileged attacker with logon to the
infrastructure where Oracle VM VirtualBox executes to compromise Oracle VM
VirtualBox. While the vulnerability is in Oracle VM VirtualBox, attacks may
significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of Oracle VM VirtualBox. CVSS 3.1 Base Score 6.5
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H).

2024-04-16

CVE-2024-21106

oracle_corporation
-- vm_virtualbox

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization
(component: Core). Supported versions that are affected are Prior to 7.0.16. Easily
exploitable vulnerability allows high privileged attacker with logon to the
infrastructure where Oracle VM VirtualBox executes to compromise Oracle VM
VirtualBox. Successful attacks of this vulnerability can result in takeover of Oracle
VM VirtualBox. Note: This vulnerability applies to Windows hosts only. CVSS 3.1
Base Score 6.7 (Confidentiality, Integrity and Availability impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H).

2024-04-16

CVE-2024-21107



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21070&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21070
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21097&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21097
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21104&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21104
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21106&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21106
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21107&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21107
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oracle_corporation
-- vm_virtualbox

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization
(component: Core). Supported versions that are affected are Prior to 7.0.16. Easily
exploitable vulnerability allows low privileged attacker with logon to the
infrastructure where Oracle VM VirtualBox executes to compromise Oracle VM
VirtualBox. While the vulnerability is in Oracle VM VirtualBox, attacks may
significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in unauthorized access to critical data or complete access to
all Oracle VM VirtualBox accessible data. CVSS 3.1 Base Score 6.5 (Confidentiality
impacts). CVSS Vector: (CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N).

2024-04-16

CVE-2024-21121

oracle_corporation
-- vm_virtualbox

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization
(component: Core). Supported versions that are affected are Prior to 7.0.16.
Difficult to exploit vulnerability allows unauthenticated attacker with network
access via HTTP to compromise Oracle VM VirtualBox. Successful attacks of this
vulnerability can result in unauthorized access to critical data or complete access to
all Oracle VM VirtualBox accessible data. CVSS 3.1 Base Score 5.9 (Confidentiality
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N).

2024-04-16

CVE-2024-21109

oracle_corporation

webcenter_portal

Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware
(component: Content integration). The supported version that is affected is
12.2.1.4.0. Difficult to exploit vulnerability allows low privileged attacker with
network access via HTTP to compromise Oracle WebCenter Portal. Successful
attacks require human interaction from a person other than the attacker and while
the vulnerability is in Oracle WebCenter Portal, attacks may significantly impact
additional products (scope change). Successful attacks of this vulnerability can
result in unauthorized update, insert or delete access to some of Oracle
\WebCenter Portal accessible data as well as unauthorized read access to a subset
of Oracle WebCenter Portal accessible data. CVSS 3.1 Base Score 4.4
(Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:C/C:L/I:L/A:N).

2024-04-16

CVE-2024-20992

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Optimizer). Supported versions that are affected are 8.0.35 and prior and 8.2.0 and
prior. Easily exploitable vulnerability allows high privileged attacker with network
access via multiple protocols to compromise MySQL Server. Successful attacks of
this vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-20993

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Optimizer). Supported versions that are affected are 8.0.36 and prior and 8.3.0 and
prior. Easily exploitable vulnerability allows high privileged attacker with network
access via multiple protocols to compromise MySQL Server. Successful attacks of
this vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-20998

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Optimizer). Supported versions that are affected are 8.0.36 and prior and 8.3.0 and
prior. Difficult to exploit vulnerability allows high privileged attacker with network
access via multiple protocols to compromise MySQL Server. Successful attacks of
this vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.4
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21008

oracle_corporation

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Optimizer). Supported versions that are affected are 8.0.36 and prior and 8.3.0 and

prior. Easily exploitable vulnerability allows high privileged attacker with network

2024-04-16

CVE-2024-21009



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21121&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21121
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21109&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21109
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20992&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20992
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20993&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20993
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20998&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20998
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21008&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21008
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21009&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21009
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webcenter_portal

access via multiple protocols to compromise MySQL Server. Successful attacks of
this vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Optimizer). Supported versions that are affected are 8.0.36 and prior and 8.3.0 and
prior. Difficult to exploit vulnerability allows high privileged attacker with network
access via multiple protocols to compromise MySQL Server. Successful attacks of
this vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.4
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21013

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: InnoDB).
Supported versions that are affected are 8.0.36 and prior and 8.3.0 and prior. Easily
exploitable vulnerability allows high privileged attacker with network access via
multiple protocols to compromise MySQL Server. Successful attacks of this
vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21047

oracle_corporation

webcenter_portal

Vulnerability in the Oracle Web Applications Desktop Integrator product of Oracle
E-Business Suite (component: XML input). Supported versions that are affected are
12.2.3-12.2.13. Easily exploitable vulnerability allows low privileged attacker with
network access via HTTP to compromise Oracle Web Applications Desktop
Integrator. Successful attacks of this vulnerability can result in unauthorized read
access to a subset of Oracle Web Applications Desktop Integrator accessible data.
CVSS 3.1 Base Score 4.3 (Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N).

2024-04-16

CVE-2024-21048

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
DML). Supported versions that are affected are 8.0.34 and prior. Easily exploitable
vulnerability allows high privileged attacker with network access via multiple
protocols to compromise MySQL Server. Successful attacks of this vulnerability can
result in unauthorized ability to cause a hang or frequently repeatable crash
(complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 (Availability impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/1:N/A:H).

2024-04-16

CVE-2024-21049

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
DML). Supported versions that are affected are 8.0.34 and prior. Easily exploitable
vulnerability allows high privileged attacker with network access via multiple
protocols to compromise MySQL Server. Successful attacks of this vulnerability can
result in unauthorized ability to cause a hang or frequently repeatable crash
(complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 (Availability impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21050

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
DML). Supported versions that are affected are 8.0.34 and prior. Easily exploitable
vulnerability allows high privileged attacker with network access via multiple
protocols to compromise MySQL Server. Successful attacks of this vulnerability can
result in unauthorized ability to cause a hang or frequently repeatable crash
(complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 (Availability impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21051

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
DML). Supported versions that are affected are 8.0.34 and prior. Easily exploitable
vulnerability allows high privileged attacker with network access via multiple
protocols to compromise MySQL Server. Successful attacks of this vulnerability can

2024-04-16

CVE-2024-21052



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21013&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21013
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21047&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21047
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21048&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21048
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21049&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21049
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21050&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21050
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21051&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21051
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21052&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21052
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result in unauthorized ability to cause a hang or frequently repeatable crash
(complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 (Availability impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
DML). Supported versions that are affected are 8.0.34 and prior. Easily exploitable
vulnerability allows high privileged attacker with network access via multiple
protocols to compromise MySQL Server. Successful attacks of this vulnerability can
result in unauthorized ability to cause a hang or frequently repeatable crash
(complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 (Availability impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21053

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Optimizer). Supported versions that are affected are 8.0.36 and prior and 8.3.0 and
prior. Easily exploitable vulnerability allows high privileged attacker with network
access via multiple protocols to compromise MySQL Server. Successful attacks of
this vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21054

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Optimizer). Supported versions that are affected are 8.0.35 and prior. Easily
exploitable vulnerability allows high privileged attacker with network access via
multiple protocols to compromise MySQL Server. Successful attacks of this
vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21055

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
DML). Supported versions that are affected are 8.0.34 and prior. Easily exploitable
vulnerability allows high privileged attacker with network access via multiple
protocols to compromise MySQL Server. Successful attacks of this vulnerability can
result in unauthorized ability to cause a hang or frequently repeatable crash
(complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 (Availability impacts).
CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21056

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Optimizer). Supported versions that are affected are 8.0.35 and prior. Easily
exploitable vulnerability allows high privileged attacker with network access via
multiple protocols to compromise MySQL Server. Successful attacks of this
vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21057

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Data Dictionary). Supported versions that are affected are 8.0.36 and prior and
8.3.0 and prior. Easily exploitable vulnerability allows high privileged attacker with
network access via multiple protocols to compromise MySQL Server. Successful
attacks of this vulnerability can result in unauthorized ability to cause a hang or
frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score
4.9 (Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21060

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Audit Plug-in). Supported versions that are affected are 8.0.35 and prior and 8.2.0
and prior. Easily exploitable vulnerability allows high privileged attacker with
network access via multiple protocols to compromise MySQL Server. Successful
attacks of this vulnerability can result in unauthorized ability to cause a hang or

2024-04-16

CVE-2024-21061



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21053&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21053
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21054&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21054
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21055&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21055
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21056&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21056
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21057&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21057
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21060&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21060
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21061&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21061
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frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score
4.9 (Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Optimizer). Supported versions that are affected are 8.0.36 and prior and 8.3.0 and
prior. Easily exploitable vulnerability allows high privileged attacker with network
access via multiple protocols to compromise MySQL Server. Successful attacks of
this vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21062

oracle_corporation

webcenter_portal

Vulnerability in the RDBMS component of Oracle Database Server. Supported
versions that are affected are 19.3-19.22 and 21.3-21.13. Easily exploitable
vulnerability allows high privileged attacker having Authenticated User privilege
with logon to the infrastructure where RDBMS executes to compromise RDBMS.
Successful attacks require human interaction from a person other than the
attacker. Successful attacks of this vulnerability can result in unauthorized access
to critical data or complete access to all RDBMS accessible data. CVSS 3.1 Base
Score 4.2 (Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:U/C:H/I:N/A:N).

2024-04-16

CVE-2024-21066

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
DDL). Supported versions that are affected are 8.0.36 and prior and 8.3.0 and prior.
Easily exploitable vulnerability allows high privileged attacker with network access
via multiple protocols to compromise MySQL Server. Successful attacks of this
vulnerability can result in unauthorized ability to cause a hang or frequently
repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).

2024-04-16

CVE-2024-21069

oracle_corporation

webcenter_portal

Vulnerability in the Oracle Partner Management product of Oracle E-Business Suite
(component: Attribute Admin Setup). Supported versions that are affected are
12.2.3-12.2.13. Easily exploitable vulnerability allows unauthenticated attacker
with network access via HTTP to compromise Oracle Partner Management.
Successful attacks require human interaction from a person other than the
attacker and while the vulnerability is in Oracle Partner Management, attacks may
significantly impact additional products (scope change). Successful attacks of this
vulnerability can result in unauthorized update, insert or delete access to some of
Oracle Partner Management accessible data. CVSS 3.1 Base Score 4.7 (Integrity
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:L/A:N).

2024-04-16

CVE-2024-21081

oracle_corporation

webcenter_portal

Vulnerability in the Oracle CRM Technical Foundation product of Oracle E-Business
Suite (component: Preferences). Supported versions that are affected are 12.2.3-
12.2.13. Easily exploitable vulnerability allows unauthenticated attacker with
network access via HTTP to compromise Oracle CRM Technical Foundation.
Successful attacks require human interaction from a person other than the
attacker. Successful attacks of this vulnerability can result in unauthorized update,
insert or delete access to some of Oracle CRM Technical Foundation accessible
data. CVSS 3.1 Base Score 4.3 (Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N).

2024-04-16

CVE-2024-21086

oracle_corporation

webcenter_portal

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Group Replication Plugin). Supported versions that are affected are 8.0.36 and
prior and 8.3.0 and prior. Easily exploitable vulnerability allows high privileged
attacker with network access via multiple protocols to compromise MySQL Server.
Successful attacks of this vulnerability can result in unauthorized ability to cause a
hang or frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1

2024-04-16

CVE-2024-21087



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21062&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21062
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21066&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21066
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21069&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21069
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21081&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21081
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21086&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21086
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21087&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21087

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
Base Score 4.9 (Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H).
Vulnerability in the MySQL Server product of Oracle MySQL (component: Client:
mysqldump). Supported versions that are affected are 8.0.36 and prior and 8.3.0
and prior. Difficult to exploit vulnerability allows unauthenticated attacker with
oracle_corporation|logon to the infrastructure where MySQL Server executes to compromise MySQL
-- Server. Successful attacks of this vulnerability can result in unauthorized update, 2024-04-16| 4.9
webcenter_portal [insert or delete access to some of MySQL Server accessible data as well as == |CVE-2024-21096
unauthorized read access to a subset of MySQL Server accessible data and
unauthorized ability to cause a partial denial of service (partial DOS) of MySQL
Server. CVSS 3.1 Base Score 4.9 (Confidentiality, Integrity and Availability impacts).
CVSS Vector: (CVSS:3.1/AV:L/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:L).
ovic_team --
ovic_responsive_w [Missing Authorization vulnerability in Ovic Team Ovic Responsive WPBakery.This 2024-04-18| 5.4
pbakery issue affects Ovic Responsive WPBakery: from n/a through 1.3.0. == |CVE-2024-32142
agelayer --
pogula»;fx Cross-Site Request Forgery (CSRF) vulnerability in Pagelayer PopularFX.This issue 2024-04-15| 4.3
pop affects PopularFX: from n/a through 1.2.4. —= |CVE-2024-31383
alscode --
Enulti currency for Missing Authorization vulnerability in Palscode Multi Currency For
— ¥- WooCommerce.This issue affects Multi Currency For WooCommerce: from n/a 2024-04-17| 4.3 CVE-2024-32516
woocommerce CVE-2024-32516
- through 1.5.5.
pauple --
table_&_contact_f (Cross-Site Request Forgery (CSRF) vulnerability in Pauple Table & Contact Form 7
orm_7_database_- |Database - Tablesome.This issue affects Table & Contact Form 7 Database - 2024-04-15| 4.3 CVE-2024-31388
| tablesome Tablesome: from n/a through 1.0.25.
aystack --
payment forms fo Improper Neutralization of Input During Web Page Generation ('Cross-site
E ya stac_k — |Scripting') vulnerability in Paystack Payment Forms for Paystack allows Stored 2024-04-17| 6.5 CVE-2024-32130
-Pay XSS.This issue affects Payment Forms for Paystack: from n/a through 3.4.1.
A privilege escalation vulnerability exists in the /bin/login functionality of Peplink
peplink -- Smart Reader v1.2.0 (in QEMU). A specially crafted command line argument can
smart_reader lead to a limited-shell escape and elevated capabilities. An attacker can 2024-04-17| 6.8 [CVE-2023-40146
authenticate with hard-coded credentials and execute unblocked default busybox
functionality to trigger this vulnerability.
peplink An information disclosure vulnerability exists in the web interface /cgi-
smart_reader bin/qebug_dump.cgi functionality of Peplink S.mart Reader v1..2..0 (.in O.EMU.). A 2024-04-17| 5.3 |CVE-2023-43491
specially crafted HTTP request can lead to a disclosure of sensitive information. An
attacker can make an unauthenticated HTTP request to trigger this vulnerability.
eolink An information disclosure vulnerability exists in the web interface /cgi-
Eert_reader bin/c.iownload_config.cgi functionality of Pepl.ink Smart Reade.r }/1.2..0 (in QFMU). A 2024-04-17| 5.3 |CVE-2023-45209
specially crafted HTTP request can lead to a disclosure of sensitive information. An
attacker can make an unauthenticated HTTP request to trigger this vulnerability.
pepro_dev._group
N Cross-Site Request Forgery (CSRF) vulnerability in Pepro Dev. Group PeproDev CF7
peprodev_cf7_dat q gery (CSRF) yinrep prep 2024-04-18| 4.3

abase

Database.This issue affects PeproDev CF7 Database: from n/a through 1.8.0.

CVE-2023-41864



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21096&vector=CVSS:3.1/AV:L/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21096
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32142&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32142
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31383&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31383
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32516&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32516
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31388&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31388
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32130&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32130
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-40146&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-40146
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-43491&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-43491
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-45209&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-45209
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41864&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41864

Medium Vulnerabilities

honeypot_for_wp_

Comment.This issue affects Honeypot for WP Comment: from n/a through 2.2.3.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
pepro_dev._group
B . Missing Authorization vulnerability in Pepro Dev. Group PeproDev Ultimate
d Itimat 2024-04-17| 5.3
p;x:ic:v—u M3t voice.This issue affects PeproDev Ultimate Invoice: from n/a through 2.0.0. == |CVE-2024-32518
philippe_bernard - . - . ) .
favicon Cross-Site Request Forgery (CSRF) vulnerability in Philippe Bernard Favicon.This 2024-04-15| 4.3
issue affects Favicon: from n/a through 1.3.29. —= |CVE-2024-31422
A vulnerability classified as critical was found in PHPGurukul News Portal 4.1. This
phpgurukul -- vulnerability affects unknown code of the file /admin/edit-post.php. The CVE-2024-3767
news_portal manipulation of the argument posttitle leads to sql injection. The attack can be 2024-04-15| 6.3
initiated remotely. The exploit has been disclosed to the public and may be used.
VDB-260614 is the identifier assigned to this vulnerability.
A vulnerability, which was classified as critical, has been found in PHPGurukul News
phpgurukul -- Portal 4.1. This issue affects some unknown processing of the file search.php. The ICVE-2024-3768
news_portal manipulation of the argument searchtitle leads to sql injection. The attack may be (2024-04-15| 6.3
initiated remotely. The exploit has been disclosed to the public and may be used.
The associated identifier of this vulnerability is VDB-260615.
A vulnerability has been found in PHPGurukul Student Record System 3.20 and
phpgurukul -- classified as critical. Affected by this vulnerability is an unknown functionality of CVE-2024-3770
student_record_sy [the file /manage-courses.php?del=1. The manipulation of the argument del leads 2024-04-15| 6.3
stem to sqgl injection. The attack can be launched remotely. The exploit has been -
disclosed to the public and may be used. The identifier VDB-260617 was assigned
to this vulnerability.
A vulnerability was found in PHPGurukul Student Record System 3.20 and classified
phpgurukul -- as critical. Affected by this issue is some unknown functionality of the file /edit- CVE-2024-3771
student_record_sy |subject.php. The manipulation of the argument sub1/sub2/sub3/sub4/udate leads 2024-04-15| 6.3
stem to sql injection. The attack may be launched remotely. The exploit has been -
disclosed to the public and may be used. VDB-260618 is the identifier assigned to
this vulnerability.
pixelite - Cross-Site Request Forgery (CSRF) vulnerability in Pixelite Login With Ajax.This issue
login_with_ajax ' 2024-04-15| 4.3
gin_with_a] affects Login With Ajax: from n/a through 4.1. —= |CVE-2024-30546
plechev_andrey -- N R
wo-recall Authorization Bypass Through User-Controlled Key vulnerability in Plechev Andrey 2024-04-18| 4.3
P WP-Recall.This issue affects WP-Recall: from n/a through 16.26.5. —= |CVE-2024-32604
pluginops --
feather_login_pag |Cross-Site Request Forgery (CSRF) vulnerability in PluginOps Feather Login 2024-04-15| 4.3
e Page.This issue affects Feather Login Page: from n/a through 1.1.5. —= |CVE-2024-31923
poeditor -- Improper Neutralization of Input During Web Page Generation ('Cross-site
poeditor Scripting') vulnerability in POEditor allows Stored XSS.This issue affects POEditor: [2024-04-15| 5.9 CVE-2024-32453
from n/a through 0.9.8.
post_grid_team_b . . . .
WOXDO — DOStX Improper Neutralization of Input During Web Page Generation ('Cross-site
y_utF;nF:)er pbloc[s Scripting') vulnerability in Post Grid Team by WPXPO PostX - Gutenberg Blocks for 2024-04-18| 6.5
_for ost g_rid Post Grid allows Stored XSS.This issue affects PostX - Gutenberg Blocks for Post == |CVE-2024-32564
1Or_post_g Grid: from n/a through 4.0.1.
prasidhda_malla -- Missing Authorization vulnerability in Prasidhda Malla Honeypot for WP 2024-04-17| 53

CVE-2024-1350



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32518&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32518
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31422&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31422
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3767&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3767
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3768&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3768
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3770&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3770
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3771&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3771
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30546&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30546
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32604&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32604
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31923&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31923
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32453&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32453
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32564&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32564
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1350&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1350

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
comment
resstigers --
:im Iegtestimonial Improper Neutralization of Input During Web Page Generation ('Cross-site
X s:ov;case Scripting') vulnerability in PressTigers Simple Testimonials Showcase allows Stored |2024-04-17| 6.5 CVE-2024-32530
- XSS.This issue affects Simple Testimonials Showcase: from n/a through 1.1.5.
dantic --
pydantic Regular expression denial of service in Pydanic < 2.4.0, < 1.10.13 allows remote 2024-04-15| 5.9
Py attackers to cause denial of service via a crafted email string. == |CVE-2024-3772
gamar_sheeraz_na
sir_ahmad -- Missing Authorization vulnerability in Qamar Sheeraz, Nasir Ahmad Mega Addons
mega_addons_for [For Elementor.This issue affects Mega Addons For Elementor: from n/a through 2024-04-17| 5.4 CVE-2024-32515
| elementor 1.8.
rara_theme --
<va _and salon Cross-Site Request Forgery (CSRF) vulnerability in Rara Theme Spa and Salon.This 2024-04-15| 4.3
pa_ana_ issue affects Spa and Salon: from n/a through 1.2.7. == |CVE-2024-31384
rara_theme -- . e .
the ‘Conference Cross-Site Request Forgery (CSRF) vulnerability in Rara Theme The Conference.This 2024-04-15| 4.3
- issue affects The Conference: from n/a through 1.2.0. —= |CVE-2024-31428
really_simple_plug
ins -- Server-Side Request Forgery (SSRF) vulnerability in Really Simple Plugins Really 2024-04-18| 55
really_simple_ssl [Simple SSL.This issue affects Really Simple SSL: from n/a through 7.2.3. == |CVE-2024-31229
rebelcode --
spotlight_social_m |Cross-Site Request Forgery (CSRF) vulnerability in RebelCode Spotlight Social Media 2024-04-15| 4.3
edia_feeds Feeds.This issue affects Spotlight Social Media Feeds: from n/a through 1.6.10. == |CVE-2024-31381
rednao --
extra_product_opt [Cross-Site Request Forgery (CSRF) vulnerability in RedNao Extra Product Options
ions_builder_for_ [Builder for WooCommerce.This issue affects Extra Product Options Builder for 2024-04-15| 4.3 CVE-2024-31940
woocommerce WooCommerce: from n/a through 1.2.104.
reservation_diary -
- Cross-Site Request Forgery (CSRF) vulnerability in Reservation Diary ReDi
redi_restaurant_re [Restaurant Reservation.This issue affects ReDi Restaurant Reservation: fromn/a  (2024-04-15| 4.3 CVE-2024-31385
servation through 24.0128.
rextheme -- R . . , !
Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')
product_feed_man e .
vulnerability in RexTheme Product Feed Manager.This issue affects Product Feed |2024-04-15| 5.5 CVE-2023-52144
ager CVE-2023-52144
Manager: from n/a through 7.3.15.
saleswonder_team
webinari rﬁtion Cross-Site Request Forgery (CSRF) vulnerability in Saleswonder Team 2024-04-15| 5.4
& Webinarlgnition.This issue affects Webinarlgnition: from n/a through 3.05.8. == |CVE-2024-32445
saturday_drive --
ninja_forms_conta [Improper Input Validation vulnerability in Saturday Drive Ninja Forms Contact 2024-04-17| 6.8

ct_form_

Form.This issue affects Ninja Forms Contact Form : from n/a through 3.6.24.

CVE-2023-36505



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32530&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32530
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3772&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3772
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32515&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32515
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31384&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31384
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31428&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31428
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31229&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31229
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31381&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31381
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31940&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31940
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31385&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31385
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-52144&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-52144
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32445&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32445
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-36505&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-36505

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
saturday_drive -- N . S .
ninia forms conta Improper Neutralization of Input During Web Page Generation ('Cross-site
ot Jfo;m - Scripting') vulnerability in Wpmet Elements kit Elementor addons allows Stored 2024-04-17| 6.5 CVE-2024-32505
- - XSS.This issue affects Elements kit Elementor addons: from n/a through 3.0.6.
scott_kingsley_clar
k -- Cross-Site Request Forgery (CSRF) vulnerability in Scott Kingsley Clark Crony
crony_cronjob_ma [Cronjob Manager.This issue affects Crony Cronjob Manager: from n/a through 2024-04-15| 4.3 CVE-2024-32102
nager 0.5.0.
| Limitati f a Path R i Di 'Path T I'
secomea — mpropelt . |m.|tat|on of a Pathname to a Restricted Directory ( .at raversal') CVE-2023-3675
vulnerability in Secomea GateManager (Web GUI) allows Reading Data from T
gatemanager . 2024-04-18| 6.5 |VulnerabilityReport
System Resources.This issue affects GateManager: from 11.0.623074018 before A
11.0.623373051 ing@secomea.com
seedprod --
coming_soon_pa
o undi; cons_tp:uit Cross-Site Request Forgery (CSRF) vulnerability in SeedProd Coming Soon Page,
io_n & m_aintenanc Under Construction & Maintenance Mode by SeedProd.This issue affects Coming 2024-04-15| 4.3
- Soon Page, Under Construction & Maintenance Mode by SeedProd: from n/a —= |CVE-2024-32088
e_mode_by_seedp
through 6.15.20.
rod
sharabindu -- N . S -
ar_code_compose Improper Neutralization of Input During Web Page Generation ('Cross-site
) - - Scripting') vulnerability in Sharabindu QR Code Composer allows Stored XSS.This ~ [2024-04-18| 6.5 CVE-2024-32560
issue affects QR Code Composer: from n/a through 2.0.3.
siteground --
X eid ootimizer Missing Authorization vulnerability in SiteGround Speed Optimizer.This issue 2024-04-17| 5.3
peed_op affects Speed Optimizer: from n/a through 7.4.6. == |CVE-2024-32532
siteimprove --
siteimprove Cross-Site Request Forgery (CSRF) vulnerability in Siteimprove.This issue affects 2024-04-15| 5.4
P Siteimprove: from n/a through 2.0.6. == |CVE-2024-32103
ImageSharp is a 2D graphics API. A vulnerability discovered in the ImageSharp
library, where the processing of specially crafted files can lead to excessive
memory usage in image decoders. The vulnerability is triggered when ImageSharp CVE-2024-32035
sixlabors -- attempts to process image files that are designed to exploit this flaw. This flaw can
imagesharp be exploited to cause a denial of service (DoS) by depleting process memory, 2024-04-15| 5.3
thereby affecting applications and services that rely on ImageSharp for image
processing tasks. Users and administrators are advised to update to the latest
version of ImageSharp that addresses this vulnerability to mitigate the risk of
exploitation. The problem has been patched in v3.1.4 and v2.1.8.
ImageSharp is a 2D graphics API. A data leakage flaw was found in ImageSharp's
sixlabors -- JPEG and TGA decoders. This vulnerability is triggered when an attacker passes a CVE-2024-32036
imagesharp specially crafted JPEG or TGA image file to a software using ImageSharp, potentially|2024-04-15| 5.3
disclosing sensitive information from other parts of the software in the resulting
image buffer. The problem has been patched in v3.1.4 and v2.1.8.
smash_balloon -- . e
<mash balloon so Cross-Site Request Forgery (CSRF) vulnerability in Smash Balloon Smash Balloon
. - —  |Social Post Feed.This issue affects Smash Balloon Social Post Feed: from n/a 2024-04-15| 4.3
cial_post_feed CVE-2024-31379
- - through 4.2.1.
i -- smi-ex- CVE-2024-3873
smi - smi-ex A vulnerability was found in SMI SMI-EX-5414W up to 1.0.03. It has been classified I
5414w 2024-04-16| 4.3

as problematic. This affects an unknown part of the component Web Interface. The
manipulation leads to cross-site request forgery. It is possible to initiate the attack



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32505&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32505
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32102&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32102
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-3675&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-3675
https://www.secomea.com/support/cybersecurity-advisory
https://www.secomea.com/support/cybersecurity-advisory
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32088&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32088
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32560&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32560
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32532&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32532
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32103&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32103
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32035&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32035
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32036&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32036
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31379&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31379
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3873&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3873

Medium Vulnerabilities

Cross-Site Scripting due to the use of add_query_arg without appropriate escaping
on the URL in version 2.7.2. This makes it possible for unauthenticated attackers to

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
remotely. The exploit has been disclosed to the public and may be used. The
associated identifier of this vulnerability is VDB-260907.
softlab -- . . . e
radio olaver Exposure of Sensitive Information to an Unauthorized Actor vulnerability in SoftLab 2024-04-17| 5.4
—play Radio Player.This issue affects Radio Player: from n/a through 2.0.73. == |CVE-2024-32506
A vulnerability was found in SourceCodester Home Clean Service System 1.0. It has
sourcecodester -- |been rated as critical. Affected by this issue is some unknown functionality of the CVE-2024-3948
home_clean_servic(file \admin\student.add.php of the component Photo Handler. The manipulation
. . 2024-04-18| 6.3
e_system leads to unrestricted upload. The attack may be launched remotely. The exploit has
been disclosed to the public and may be used. The identifier of this vulnerability is
\VDB-261440.
A vulnerability was found in SourceCodester QR Code Bookmark System 1.0. It has
sourcecodester -- |been declared as critical. This vulnerability affects unknown code of the file CVE-2024-3797
gr_code_bookmar |[/endpoint/delete-bookmark.php?bookmark=1. The manipulation of the argument
L L |2024-04-15| 6.3
k_system bookmark leads to sql injection. The attack can be initiated remotely. The exploit
has been disclosed to the public and may be used. The identifier of this
vulnerability is VDB-260764.
standalonetech --
cerawallet Improper Neutralization of Input During Web Page Generation ('Cross-site
for wooc_ommerc Scripting') vulnerability in StandaloneTech TeraWallet - For WooCommerce allows 2024-04-18| 5.9
; - Stored XSS.This issue affects TeraWallet - For WooCommerce: from n/a through == |CVE-2024-32584
1.5.0.
stefano_lissa_&_th
e_newsletter_tea |Cross-Site Request Forgery (CSRF) vulnerability in Stefano Lissa & The Newsletter 2024-04-15| 5.4
m -- newsletter  [Team Newsletter.This issue affects Newsletter: from n/a through 8.0.6. == |CVE-2024-31434
stellarwp -- - o - . .
restrict content Missing Authorization vulnerability in StellarWP Restrict Content.This issue affects 2024-04-15| 5.3
- Restrict Content: from n/a through 3.2.8. == |CVE-2024-31432
supsystic --
data_tables_gener |Incorrect Authorization vulnerability in Supsystic Data Tables Generator.This issue 2024-04-17| 5
ator affects Data Tables Generator: from n/a through 1.10.25. = |CVE-2023-25043
supsystic --
p y ... [Cross-Site Request Forgery (CSRF) vulnerability in Supsystic Digital Publications by
digital_publication | . +ic This issue affects Digital Publications by Supsystic: f hrough  [2024-04-15| 4.3
s_by_supsystic upsystic.This issue affects Digital Publications by Supsystic: from n/a throug -04- 43 |~VE-2024-32089
- 1.7.7.
supsystic --
popup_by_supsysti|Missing Authorization vulnerability in Supsystic Popup by Supsystic.This issue 2024-04-15| 4.3
c affects Popup by Supsystic: from n/a through 1.10.27. == |CVE-2024-31421
switchwp --
w clienFic reports Cross-Site Request Forgery (CSRF) vulnerability in SwitchWP WP Client Reports.This 2024-04-15| 4.3
P -rep issue affects WP Client Reports: from n/a through 1.0.22. —= |CVE-2024-32439
tagembed -- Improper Neutralization of Input During Web Page Generation ('Cross-site
tagembed Scripting') vulnerability in Tagembed allows Stored XSS.This issue affects 2024-04-18| 6.5 CVE-2024-32561
Tagembed: from n/a through 4.7.
tainacan -- . . . .
The archive-tainacan-collection theme for WordPress is vulnerable to Reflected
tainacan_interface 2024-04-16| 6.1 |CVE-2024-3867



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32506&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32506
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3948&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3948
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3797&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3797
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32584&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32584
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31434&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31434
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31432&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31432
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-25043&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-25043
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32089&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32089
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31421&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31421
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32439&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32439
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32561&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32561
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3867&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3867

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
inject arbitrary web scripts in pages that execute if they can successfully trick a
user into performing an action such as clicking on a link.
. An XSS vulnerability has been found in Teimas Global's Teixo, version 1.42.42- CVE-2024-3654
teimas_global -- . - :
eixo stable. This vulnerability could allow an attacker to send a specially crafted 2024-04-19| 6.3 cve-
JavaScript payload via the "seconds" parameter in the program's URL, resulting in a ~= |coordination@inci
possible takeover of a registered user's session. be.es
A vulnerability classified as critical has been found in Tenda AC500 2.0.1.9(1307).
Affected is the function formWriteFacMac of the file /goform/WriteFacMac. The CVE-2024-3908
tenda -- ac500 manipulation of the argument mac leads to command injection. It is possible to
. ) . 2024-04-17| 6.3
launch the attack remotely. The exploit has been disclosed to the public and may -
be used. The identifier of this vulnerability is VDB-261144. NOTE: The vendor was
contacted early about this disclosure but did not respond in any way.
A vulnerability has been found in Tenda W30E 1.0.1.25(633) and classified as
critical. This vulnerability affects the function formWriteFacMac of the file
tenda — w30e goform/WriteFacMac. The manipulation of the argument mac leads to os ICVE-2024-3880
command injection. The attack can be initiated remotely. The exploit has been 2024-04-16| 6.3
disclosed to the public and may be used. VDB-260914 is the identifier assigned to
this vulnerability. NOTE: The vendor was contacted early about this disclosure but
did not respond in any way.
the_cssigniter_tea
m —cssighiter_ Improper Neutralization of Input During Web Page Generation ('Cross-site
s e . | A
elements_plus! Scripting') vulnerability in The CSSlgniter Team Elements Plus! allows Stored 2024-04-17| 6.5 CVE-2024-32457
- XSS.This issue affects Elements Plus!: from n/a through 2.16.3.
the_events_calend
ar --
Cross-Site Request Forgery (CSRF) vulnerability in The Events Calendar.This issue
the_events_calend 2024-04-15| 4.3
ar —events_ affects The Events Calendar: from n/a through 6.3.0. —= |CVE-2024-31433
theme_my_login --
theme_my_login Missing Authorization vulnerability in Theme My Login.This issue affects Theme My 2024-04-17| 4.3
-my_log Login: from n/a through 7.1.6. —= |CVE-2024-32525
themefic -- beaf  |Cross-Site Request Forgery (CSRF) vulnerability in Themefic BEAF.This issue affects 2024-04-15| 4.3
BEAF: from n/a through 4.5.4. == |CVE-2024-32433
themeinwp --
newsx resps Cross-Site Request Forgery (CSRF) vulnerability in Themeinwp NewsXpress.This 2024-04-15| 4.3
P issue affects NewsXpress: from n/a through 1.0.7. —= |CVE-2024-31938
themeisle The RSS Aggregator by Feedzy - Feed to Post, Autoblogging, News & YouTube
Video Feeds Aggregator plugin for WordPress is vulnerable to Blind Server-Side
rss_aggregator_by . . . . .
feeds Request Forgery in all versions up to, and including, 4.4.7 via the fetch_feed
_feed Z; ost au functionality. This makes it possible for authenticated attackers, with contributor
roblons in_p nel\;/s access and above, to make web requests to arbitrary locations originating from the |2024-04-17| 6.4 |CVE-2023-6805
EEINE,_ .. |web application and can be used to modify information from internal services.
& _youtube_video_ . . . . . .
NOTE: This vulnerability, exploitable by contributor-level users, was was fixed in
feeds_aggregator . . ) . .
version 4.4.7. The same vulnerability was fixed for author-level users in version
4.4.8.
himoress The LearnPress - WordPress LMS Plugin plugin for WordPress is vulnerable to
Iearnr:)ress Stored Cross-Site Scripting via the _id value in all versions up to, and including,
_wordpres_s_lms_p 4.2.6.4 due to insufficient input sanitization and output escaping on user supplied 2024-04-19| 6.4 |CVE-2024-3560

lugin

attributes. This makes it possible for authenticated attackers, with contributor-
level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3654&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3654
https://www.incibe.es/en/incibe-cert/notices/aviso/cross-site-scripting-vulnerability-teixo-teimas-global
https://www.incibe.es/en/incibe-cert/notices/aviso/cross-site-scripting-vulnerability-teixo-teimas-global
https://www.incibe.es/en/incibe-cert/notices/aviso/cross-site-scripting-vulnerability-teixo-teimas-global
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3908&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3908
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3880&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3880
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32457&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32457
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31433&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31433
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32525&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32525
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32433&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32433
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31938&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31938
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-6805&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-6805
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3560&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3560

Medium Vulnerabilities

vulnerability exists at the /o/get/httpmeta that allows unauthenticated users to

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
thomas_belser -- . I
asearos forum Cross-Site Request Forgery (CSRF) vulnerability in Thomas Belser Asgaros 2024-04-15| 4.3
garos_ Forum.This issue affects Asgaros Forum: from n/a through 2.8.0. == |CVE-2024-32440
tms -- amelia Cross-Site Request Forgery (CSRF) vulnerability in TMS Amelia.This issue affects 2024-04-15| 5.4
Amelia: from n/a through 1.0.95. == |CVE-2024-31425
tolgee -- tolgee-  [Tolgee is an open-source localization platform. When API key created by admin CVE-2024-32470
platform user is used it bypasses the permission check at all. This error was introduced in 2024-04-18| 6.5
v3.57.2 and immediately fixed in v3.57.4.
tonjoo - Cross-Site Request Forgery (CSRF) vulnerability in Tonjoo Sangar Slider.This issue
lid ' 2024-04-15| 6.5
pangar_slcer affects Sangar Slider: from n/a through 1.3.2. == |CVE-2024-32091
A vulnerability classified as problematic has been found in Totara LMS 18.0.1 Build
20231128.01. This affects an unknown part. The manipulation leads to cross-site
totara -- Ims request forgery. It is possible to initiate the attack remotely. The exploit has been 2024-04-18| 4.3 CVE-2024-3932
disclosed to the public and may be used. The identifier VDB-261369 was assigned -
to this vulnerability. NOTE: The vendor was contacted early about this disclosure
but did not respond in any way.
trade_pips -- Improper Neutralization of Input During Web Page Generation ('Cross-site
wp_tradingview  |Scripting') vulnerability in Trade Pips WP TradingView allows Stored XSS.This issue |2024-04-17| 6.5 CVE-2024-32536
affects WP TradingView: from n/a through 1.7.
tyche_softwares --
currency_per_prod|Cross-Site Request Forgery (CSRF) vulnerability in Tyche Softwares Currency per
uct_for_woocomm |Product for WooCommerce.This issue affects Currency per Product for 2024-04-15| 4.3 CVE-2024-31920
erce WooCommerce: from n/a through 1.6.0.
tyche_softwares --
order_delivery_dat|Cross-Site Request Forgery (CSRF) vulnerability in Tyche Softwares Order Delivery
e_for_woocommer|Date for WooCommerce.This issue affects Order Delivery Date for WooCommerce: |2024-04-15| 4.3 CVE-2024-32434
ce from n/a through 3.20.2.
tyche_softwares --
product_input_fiel [Cross-Site Request Forgery (CSRF) vulnerability in Tyche Softwares Product Input
ds_for_woocomm |Fields for WooCommerce.This issue affects Product Input Fields for 2024-04-15| 4.3 CVE-2024-31431
erce WooCommerce: from n/a through 1.7.0.
typps -
calendarista_basic |Cross-Site Request Forgery (CSRF) vulnerability in Typps Calendarista Basic 2024-04-15| 4.3
|_edition Edition.This issue affects Calendarista Basic Edition: from n/a through 3.0.2. —= |CVE-2024-31942
umbraco -- Umbraco is an ASP.NET CMS. Failing webhooks logs are available when solution is
umbraco-cms not in debug mode. Those logs can contain information that is critical. This 2024-04-17| 4.1 |CVE-2024-29035
vulnerability is fixed in 13.1.1.
memos is a privacy-first, lightweight note-taking service. In memos 0.13.2, an SSRF
usememos -- vulnerability exists at the /o/get/image that allows unauthenticated users to CVE-2024-29029
memos enumerate the internal network and retrieve images. The response from the image|2024-04-19| 6.1
request is then copied into the response of the current server request, causing a
reflected XSS vulnerability.
usememos --
memos memos is a privacy-first, lightweight note-taking service. In memos 0.13.2, an SSRF |2024-04-19| 5.8 |CVE-2024-29028
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32470&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32536&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32536
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31920&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31920
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32434&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32434
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31431&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
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Medium Vulnerabilities

ons

Exploitation of this vulnerability could allow a remote user to execute arbitrary
code.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
enumerate the internal network and receive limited html values in json form. This
vulnerability is fixed in 0.16.1.
usememos -- memos is a privacy-first, lightweight note-taking service. In memos 0.13.2, an SSRF CVE-2024-29030
memos vulnerability exists at the /api/resource that allows authenticated users to 2024-04-19| 5.8
enumerate the internal network.
very_good_plugins
-- Missing Authorization vulnerability in Very Good Plugins Fatal Error Notify.This 2024-04-16| 4.3
fatal_error_notify [issue affects Fatal Error Notify: from n/a through 1.5.2. == |CVE-2024-32455
A vulnerability classified as critical was found in Vesystem Cloud Desktop up to
20240408. This vulnerability affects unknown code of the file
vesystem -- Public/webuploader/0.1.5/server/fileupload.php. The manipulation of the ICVE-2024-3803
cloud_desktop argument file leads to unrestricted upload. The attack can be initiated remotely.  [2024-04-15| 6.3
The exploit has been disclosed to the public and may be used. The identifier of this
vulnerability is VDB-260776. NOTE: The vendor was contacted early about this
disclosure but did not respond in any way.
A vulnerability, which was classified as critical, has been found in Vesystem Cloud
Desktop up to 20240408. This issue affects some unknown processing of the file
vesystem -- Public/webuploader/0.1.5/server/fileupload2.php. The manipulation of the CVE-2024-3804
cloud_desktop argument file leads to unrestricted upload. The attack may be initiated remotely. [2024-04-15| 6.3
The exploit has been disclosed to the public and may be used. The identifier VDB-
260777 was assigned to this vulnerability. NOTE: The vendor was contacted early
about this disclosure but did not respond in any way.
videoyield.com -- . A, .
ads.txt admin Cross-Site Request Forgery (CSRF) vulnerability in VideoYield.Com Ads.Txt 2024-04-15| 4.3
= Admin.This issue affects Ads.Txt Admin: from n/a through 1.3. —= |CVE-2024-32448
voidcoders_innovs
N Improper Neutralization of Input During Web Page Generation ('Cross-site
void_elementor_w|_ " | - . . -
hmc; eIements_fo Scripting') vulnerability in VoidCoders, innovs Void Elementor WHMCS Elements 2024-04-18| 6.5
"+ elementor bage For Elementor Page Builder allows Stored XSS.This issue affects Void Elementor == |CVE-2024-32592
_builder —pag WHMCS Elements For Elementor Page Builder: from n/a through 2.0.
wappointment --
appointment_book
ion; for zoo;q o Server-Side Request Forgery (SSRF) vulnerability in Wappointment Appointment
o gle;nee_t and _rio Bookings for Zoom GoogleMeet and more - Wappointment.This issue affects 2024-04-15| 4.4
reg = =" |Appointment Bookings for Zoom GoogleMeet and more - Wappointment: from n/a == |CVE-2024-32454
- . through 2.6.0.
| wappointment
Wazuh is a free and open source platform used for threat prevention, detection,
and response. A NULL pointer dereference was detected during fuzzing of the
wazuh — wazuh analysis engine, allowing malicious clients to DoS the analysis engine. The bug CVE-2023-49275
occurs when “analysisd” receives a syscollector message with the “hotfix’ 2024-04-19| 6.5
‘msg_type" but lacking a ‘timestamp’. It uses 'cJSON_GetObjectltem()" to get the
‘timestamp” object item and dereferences it without checking for a "NULL" value. A
malicious client can DoS the analysis engine. This vulnerability is fixed in 4.7.1.
wbsairback -- Vulnerability in WBSAirback 21.02.04, which involves improper neutralisation of CVE-2024-3784
white_bear_soluti [Server-Side Includes (SSI), through S3 Accounts (/admin/CloudAccounts). 2024-04-15| 6.6 cve-

coordination@inci

be.es
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-49275
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Medium Vulnerabilities

builder

allows Stored XSS.This issue affects WPBITS Addons For Elementor Page Builder:
from n/a through 1.3.4.2.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
wbsairback -- Vulnerability in WBSAirback 21.02.04, which involves improper neutralisation of CVE-2024-3785
white_bear_soluti [Server-Side Includes (SSI), through Device NAS shared section (/admin/DeviceNAS). 2024-04-15| 6.6 cve-
ons Exploitation of this vulnerability could allow a remote user to execute arbitrary — |coordination@inci
code. be.es
wbsairback -- Vulnerability in WBSAirback 21.02.04, which involves improper neutralisation of CVE-2024-3786
white_bear_soluti [Server-Side Includes (SSI), through Device Synchronizations 2024-04-15| 6.6 cve-
ons (/admin/DeviceReplication). Exploitation of this vulnerability could allow a remote — |coordination@inci
user to execute arbitrary code. be.es
web357 -- Improper Neutralization of Input During Web Page Generation ('Cross-site
fixed_html_toolbar(Scripting') vulnerability in Web357 Fixed HTML Toolbar allows Stored XSS.This issue|2024-04-17| 5.9 CVE-2024-32540
affects Fixed HTML Toolbar: from n/a through 1.0.7. -
webfood - kattene Ismp.)ro.pef Netljtrali?:iorf o:‘l\lln;;rt IZ:ju:(ing WebIFl’age sene;a;c(ig)sn_ﬁ';rc?ss-siteﬁ soraons| es
cripting') vulnerability in Webfood Kattene allows Store .This issue affects -04- 6.5 |~VE-2024-32590
Kattene: from n/a through 1.7.
woocommerce_&
wordpress_tutorial
S -
Missing Authorization vulnerability in WooCommerce & WordPress Tutorials
custom_thank_you . . .
- Custom Thank You Page Customize For WooCommerce by Binary Carpenter.This
|_page_customize_ | . . 2024-04-17| 4.3 CVE-2024-32517
issue affects Custom Thank You Page Customize For WooCommerce by Binary CVE-2U28-52517
for_woocommerce
) Carpenter: from n/a through 1.4.12.
| by_binary_carpen
ter
wp_all_import --
import_users_fro [Deserialization of Untrusted Data vulnerability in WP All Import Import Users from 2024-04-15| 4.4
m_csv CSV.This issue affects Import Users from CSV: from n/a through 1.2. - |CVE-2024-32431
wp_club_manager
p_ciub_ & Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting') vulnerability in WP Club Manager allows Stored XSS.This issue affects 2024-04-18| 6.5
wp_club_manager o PL"8) y 8 63 lcve-2024-32566
WP Club Manager: from n/a through 2.2.11.
wp_easycart --
wp_easycart Cross-Site Request Forgery (CSRF) vulnerability in WP EasyCart.This issue affects 2024-04-15| 5.4
p_easy WP EasyCart: from n/a through 5.5.19. == |CVE-2024-32452
lab -- wp-
rivszgr lite v:ci)r eba Improper Neutralization of Input During Web Page Generation ('Cross-site
- -~ Scripting') vulnerability in WP Lab WP-Lister Lite for eBay allows Stored XSS.This 2024-04-18| 5.9 CVE-2024-32573
v issue affects WP-Lister Lite for eBay: from n/a through 3.5.11.
wp_onlinesupport
|_essential_plugin - [Missing Authorization vulnerability in WP OnlineSupport, Essential Plugin Popup 2024-04-18| 5.3
- popup_anything |Anything.This issue affects Popup Anything: from n/a through 2.8. == |CVE-2024-32601
ings --
xZﬁ:\;\HS gstem for Cross-Site Request Forgery (CSRF) vulnerability in WP Swings Wallet System for
=Y —  |WooCommerce.This issue affects Wallet System for WooCommerce: from n/a 2024-04-15| 5.4 CVE-2024-32446
woocommerce CVE-2024-52446
B through 2.5.9.
wpbits -- - . —_— :
wpbits_addons forImproper Neutralization of Input During Web Page Generation ('Cross-site
- ~—  |Scripting') vulnerability in WPBits WPBITS Addons For Elementor Page Builder
| elementor_page_ pting’) Y & 2024-04-18| 6.5

CVE-2024-32593
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32540
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32590&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32590
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32517&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32517
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32431&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32431
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32566
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32573
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32601
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32446&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32446
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Medium Vulnerabilities

affects Zoho Campaigns: from n/a through 2.0.7.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
wpchill -- N . —— :
remove footer cr Improper Neutralization of Input During Web Page Generation ('Cross-site
. - — [Scripting') vulnerability in WPChill Remove Footer Credit allows Stored XSS.This 2024-04-15| 5.9
edit CVE-2024-32429
issue affects Remove Footer Credit: from n/a through 1.0.13.
wpclever --
wpc_grouped_pro |Missing Authorization vulnerability in WPClever WPC Grouped Product for
duct_for_woocom |WooCommerce.This issue affects WPC Grouped Product for WooCommerce: from (2024-04-17| 4.3 CVE-2024-32520
merce n/a through 4.4.2.
wpdevteam --
essential_addons_f[The Essential Addons for Elementor plugin for WordPress is vulnerable to Stored
or_elementor_-  |Cross-Site Scripting via the URL attributes of widgets in all versions up to, and
| best_elementor_tfincluding, 5.9.14 due to insufficient input sanitization and output escaping on user 024-04-17| 6.4 |CVE-2024-3333
emplates,_widgets [supplied attributes. This makes it possible for authenticated attackers, with -
,_kits_& woocom |contributor-level access and above, to inject arbitrary web scripts in pages that will
merce_builders  |execute whenever a user accesses an injected page.
wpdevteam -- The Essential Blocks - Page Builder Gutenberg Blocks, Patterns & Templates plugin
essential_blocks_- [for WordPress is vulnerable to Stored Cross-Site Scripting via the plugin's "Social
| page_builder_gut [Icons" block in all versions up to, and including, 4.5.9 due to insufficient input
enberg_blocks, pa [sanitization and output escaping on user supplied attributes. This makes it possible |2024-04-19| 5.4 |CVE-2024-3818
tterns_&_template(for authenticated attackers, with contributor-level access and above, to inject
s arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
The ElementsKit Pro plugin for WordPress is vulnerable to Stored Cross-Site
Wwpmet Scripting via the plugin's Creative Button widget in all versions up to, and including,
elementskit_pro 3.6.9 due to irllsufficien.t input. sanitization anf:l output escaping 9n user s.upplied 2024-04-19| 6.4 |CVE-2024-3598
attributes. This makes it possible for authenticated attackers, with contributor-
level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
wpmet --
wp_ultimate_revie |Authorization Bypass Through User-Controlled Key vulnerability in Wpmet Wp 2024-04-19| 5.3
w Ultimate Review.This issue affects Wp Ultimate Review: from n/a through 2.2.5. == |CVE-2024-32683
wpwax -- . . L
leeal pages Cross-Site Request Forgery (CSRF) vulnerability in wpWax Legal Pages.This issue 2024-04-15| 4.3
gal_bag affects Legal Pages: from n/a through 1.4.2. == |CVE-2024-32451
XIplugins - Cross-Site Request Forgery (CSRF) vulnerability in XLPlugins NextMove Lite.This
nextmove_lite ' 2024-04-15| 4.3
xtmove_i issue affects NextMove Lite: from n/a through 2.18.1. —= |CVE-2024-32104
xylus_themes --
v:ord_ ress import Improper Neutralization of Input During Web Page Generation ('Cross-site
or press_imp Scripting') vulnerability in Xylus Themes WordPress Importer allows Stored XSS.This[2024-04-18| 5.9 CVE-2024-32597
issue affects WordPress Importer: from n/a through 1.0.7.
zoho_campaigns --
zoho_campaigns Cross-Site Request Forgery (CSRF) vulnerability in Zoho Campaigns.This issue 2024-04-15| 4.3
—campaig affects Zoho Campaigns: from n/a through 2.0.7. —= |CVE-2024-32441
zoho_campaigns -- . I . -
- Cross-Site Request Forgery (CSRF) vulnerability in Zoho Campaigns.This issue
zoho_campaigns q gery ( ) y paig 2024-04-15| 4.3

CVE-2024-32442
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32442&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
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Medium Vulnerabilities

clinical_browsing_
system

to sqgl injection. It is possible to initiate the attack remotely. The exploit has been
disclosed to the public and may be used. The identifier VDB-262149 was assigned
to this vulnerability.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
10web -- The Form Maker by 10Web - Mobile-Friendly Drag & Drop Contact Form Builder
form_maker_by_1 |plugin for WordPress is vulnerable to Stored Cross-Site Scripting via a user's display
Oweb_-_mobile- |name autofilled into forms in all versions up to, and including, 1.15.24 due to 2024-04-27| 4.4 |CVE-2024-2258
friendly_drag_&_d |insufficient input sanitization and output escaping. This makes it possible for -
rop_contact_form [authenticated attackers, with subscriber-level access and above, to inject arbitrary
| builder web scripts in pages that will execute whenever a user accesses an injected page.
2day.sk,_webikon - . I .
V-Sko Server-Side Request Forgery (SSRF) vulnerability in 2day.Sk, Webikon SuperFaktura
superfaktura_ woo WooCommerce.This issue affects SuperFaktura WooCommerce: from n/a through (2024-04-24| 6.4 CVE-2024-32803
1.40.3.
commerce
aazztech -- Missing Authorization vulnerability in Aazztech Post Slider.This issue affects Post 2024-04-26| 5.4
post_slider Slider: from n/a through 1.6.7. == |CVE-2022-40975
accessally Improper Neutralization of Input During Web Page Generation ('Cross-site
popupally Scripting') vulnerability in AccessAlly PopupAlly allows Stored XSS.This issue affects [2024-04-26| 5.9 CVE-2024-33639
PopupAlly: from n/a through 2.1.1.
The wpDiscuz plugin for WordPress is vulnerable to Stored Cross-Site Scripting via
. the 'Alternative Text' field of an uploaded image in all versions up to, and including,
advancedcoding - 7.6.15 due to insufficient input sanitization and output escaping. This makes it
comments_- o ) P ) P pIne. . 2024-04-23| 6.4 |CVE-2024-2477
wodiscuz possible for authenticated attackers, with author-level access and above, to inject
-P arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
alumnionline_web
services Iic - Cross-Site Request Forgery (CSRF) vulnerability in AlumniOnline Web Services LLC
~ N . |WP ADA Compliance Check Basic.This issue affects WP ADA Compliance Check 2024-04-24| 4.3 |~\/£5024-32947
wp_ada_complian . ICVE-2024-32947
. Basic: from n/a through 3.1.3.
ce_check_basic
amd -- /An out of bounds write vulnerability in the AMD Radeona,, ¢ user mode driver for CVE-2024-21972
amd_software:_ad |DirectXA® 11 could allow an attacker with access to a malformed shader to 2024-04-23| 53 [ -
renalin_edition_ |potentially achieve arbitrary code execution.
amd -- /An out of bounds write vulnerability in the AMD Radeond, ¢ user mode driver for CVE-2024-21979
amd_software:_ad |DirectXA® 11 could allow an attacker with access to a malformed shader to 2024-04-23| 53 [
X i, ) ) : ) psirt@amd.com
renalin_edition_  |potentially achieve arbitrary code execution.
automattic -- Improper Restriction of Rendered Ul Layers or Frames vulnerability in Automattic 2024-04-24| 5.4
jetpack Jetpack allows Clickjacking.This issue affects Jetpack: from n/a before 12.7. == |CVE-2023-47774
bdthemes --
fime slider Missing Authorization vulnerability in BdThemes Prime Slider - Addons For
P - - Elementor.This issue affects Prime Slider - Addons For Elementor: from n/a 2024-04-22| 4.3 CVE-2024-32681
| addons_for_elem CVE-2028-576061
through 3.13.2.
entor
bkav_corporation -[Bkav Home v7816, build 2403161130 is vulnerable to a Memory Information Leak 9024-04-23| 5.5 ICVE-2024-2760
- bkav_home vulnerability by triggering the 0x222240 IOCTL code of the BkavSDFlt.sys driver. -
bloompixel --
P Missing Authorization vulnerability in BloomPixel Max Addons Pro for Bricks.This
max_addons_pro_ |, . 2024-04-24| 6.5
. issue affects Max Addons Pro for Bricks: from n/a through 1.6.1. ICVE-2024-32951
for_bricks
A vulnerability was found in BlueNet Technology Clinical Browsing System 1.2.1. It
bluenet_technolog ha; bzeln cIassi:ed Es cri:cal. This z;\ffects afn rL‘mknown par:of the file ead CVE-2024-4257
- teSt . LT i ti t t tUni |
y xds/deleteStudy.php. The manipulation of the argument documentUniqueld leads 2024-04-27| 63
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Medium Vulnerabilities

urity_appliance_(a
sa)_software

flash memory. An attacker could exploit this vulnerability by copying a crafted file
to the diskO: file system of an affected device. A successful exploit could allow the
attacker to execute arbitrary code on the affected device after the next reload of
the device, which could alter system behavior. Because the injected code could
persist across device reboots, Cisco has raised the Security Impact Rating (SIR) of
this advisory from Medium to High.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
brijesh_kothari -- |Cross-Site Request Forgery (CSRF) vulnerability in Brijesh Kothari Smart
smart_maintenanc |Maintenance Mode.This issue affects Smart Maintenance Mode: from n/a through |2024-04-26| 5.4 CVE-2024-33638
e_mode 1.4.4.
broadstreet_xpres L . S .
X Improper Neutralization of Input During Web Page Generation ('Cross-site
wordpress_ad_wid Scriptir?gj) vulnerability in Broadstreet ?(PRESS WordPress Ad Widget allows Stored [2024-04-26| 5.9 CVE-2024-33696
et XSS.This issue affects WordPress Ad Widget: from n/a through 2.20.0.
By default, SANnav OVA is shipped with root user login enabled. While protected
brocade - by a password, access to root could expose SANnav to a remote attacker should 2024-04-27| 6.8
brocade_sannav vap ) ! P == |CVE-2024-2859
they gain access to the root account.
brocade Brocade SANnav before v2.3.0a lacks protection mechanisms on port 2377/TCP
and 7946/TCP, which could allow an unauthenticated attacker to sniff the SANnav [2024-04-25| 4.3 VE-2024-41
brocade_sannav . . ICVE-2024-4159
Docker information.
gitoxide is a pure Rust implementation of Git. ‘gix-transport” does not check the
username part of a URL for text that the external “ssh® program would interpret as
an option. A specially crafted clone URL can smuggle options to SSH. The
byron -- gitoxide poss.ibili.ties are syntactically Iim'ited,.but ifa malici9us clonej L.JRL is. used tfy an 2024-04-26| 6.4 |CVE-2024-32884
application whose current working directory contains a malicious file, arbitrary
code execution occurs. This is related to the patched vulnerability GHSA-rrjw-j4m2-
mf34, but appears less severe due to a greater attack complexity. This issue has
been patched in versions 0.35.0, 0.42.0 and 0.62.0.
The WP-Members Membership Plugin plugin for WordPress is vulnerable to
cbutlerjr -- wp- Information Exposure in all versions up to, and including, 3.4.9.3 due to the plugin
members_member{uploading user supplied files to a publicly accessible directory in wp-content 2024-04-26| 5.3 [CVE-2024-2920
ship_plugin without any restrictions. This makes it possible for unauthenticated attackers to
view files uploaded by other users which may contain sensitive information.
checkmk embh Improper restriction of excessive authentication attempts on some authentication CVE-2024-28825
checkmk_g methods in Checkmk before 2.3.0b5 (beta), 2.2.0p26, 2.1.0p43, and in Checkmk 2024-04-24| 5.9 |[security@checkmk.
2.0.0 (EOL) facilitates password brute-forcing. com
A vulnerability in the Cisco Adaptive Security Appliance (ASA) restore functionality
that is available in Cisco ASA Software and Cisco Firepower Threat Defense (FTD)
cisco Software could allow an authenticated, local attacker to execute arbitrary
cisco adaptive sec commands on the underlying operating system with root-level privileges. CVE-2024-20358
urit _a I’i)ance_ (a Administrator-level privileges are required to exploit this vulnerability. This 2024-04-24| 6 |ykramarz@cisco.co
sa) t;ffxare — " |vulnerability exists because the contents of a backup file are improperly sanitized im
- at restore time. An attacker could exploit this vulnerability by restoring a crafted
backup file to an affected device. A successful exploit could allow the attacker to
execute arbitrary commands on the underlying Linux operating system as root.
A vulnerability in a legacy capability that allowed for the preloading of VPN clients
and plug-ins and that has been available in Cisco Adaptive Security Appliance (ASA)
Software and Cisco Firepower Threat Defense (FTD) Software could allow an
authenticated, local attacker to execute arbitrary code with root-level privileges.
cucopecoss
—adaptive_ ¥ prop ¥ 2024-04-24| 6 |ykramarz@cisco.co

m
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Medium Vulnerabilities

able to address this issue. The patch is identified as
b4021d784a97e25151a5353aa763a741e9a148f5. It is recommended to upgrade
the affected component. VDB-262230 is the identifier assigned to this vulnerability.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
A vulnerability in the web-based management interface of Cisco TelePresence
Management Suite (TMS) Software could allow an authenticated, remote attacker
cisco -- to conduct a cross-site scripting (XSS) attack against a user of the interface. This CVE-2023-20249
cisco_telepresence|vulnerability is due to insufficient input validation by the web-based management .
a o . ) . . . [2024-04-24| 5.4 |ykramarz@cisco.co
|_management_sui [interface. An attacker could exploit this vulnerability by inserting malicious data in "
te_(tms) a specific data field in the interface. A successful exploit could allow the attacker to I
execute arbitrary script code in the context of the affected interface or access
sensitive, browser-based information.
clickcease -- URL Redirection to Untrusted Site ('Open Redirect') vulnerability in Foliovision FV
clickcease_click_fr [Flowplayer Video Player.This issue affects FV Flowplayer Video Player: from n/a 2024-04-24| 4.1 CVE-2024-32078
aud_protection through 7.5.44.7212.
clickcease -- Cross-Site Request Forgery (CSRF) vulnerability in ClickCease ClickCease Click Fraud
clickcease_click_fr |Protection.This issue affects ClickCease Click Fraud Protection: from n/a through  |2024-04-26| 4.3 CVE-2024-33678
aud_protection 3.2.4.
code_tides -- Improper Neutralization of Input During Web Page Generation ('Cross-site
advanced_floating [Scripting') vulnerability in Code Tides Advanced Floating Content allows Stored 2024-04-24| 5.9 CVE-2024-32723
|_content XSS.This issue affects Advanced Floating Content: from n/a through 1.2.5.
A vulnerability classified as critical has been found in Contemporary Controls
BASrouter BACnet BASRT-B 2.7.2. Affected is an unknown function of the
contemporary_con ) o ) ) ) i ICVE-2024-4292
crols component Device-Communication-Control Service. The manipulation with the
input 55ff0500370015f30104025506110afb7519035d0841e4bece257b6bacfc71f 2024-04-27| 6.5
basrouter_bacnet_ . . . . .
basrt-b leads to denial of service. The exploit has been disclosed to the public and may be
used. The identifier of this vulnerability is VDB-262224. NOTE: The vendor was
contacted early about this disclosure but did not respond in any way.
cookie_informatio
n_a/s -- Cross-Site Request Forgery (CSRF) vulnerability in Cookie Information A/S WP GDPR 2024-04-26| 5.4
wp_gdpr_complian|Compliance.This issue affects WP GDPR Compliance: from n/a through 2.0.23. == |CVE-2024-33682
ce
coschedule -- Cross-Site Request Forgery (CSRF) vulnerability in CoSchedule Headline 2024-04-24| 43
headline_analyzer |Analyzer.This issue affects Headline Analyzer: from n/a through 1.3.3. —= |CVE-2024-32806
cozmoslabs -- Cross-Site Request Forgery (CSRF) vulnerability in Cozmoslabs Paid Member
paid_member_sub |Subscriptions.This issue affects Paid Member Subscriptions: from n/a through 2024-04-24| 4.3 CVE-2024-32728
scriptions 2.11.0.
. Improper Neutralization of Input During Web Page Generation ('Cross-site
creative_themes_h|_ "~ " | e . .
- blocks Scripting') vulnerability in Creative Themes HQ Blocksy allows Stored XSS.This issue [2024-04-25| 6.5 CVE-2024-32961
a y affects Blocksy: from n/a through 2.0.33.
rocoblock Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS
etformbuilder vulnerabilit.y in Crocoblock JetFormBuilder allows Code Injection.This issue affects |2024-04-24| 5.3 CVE-2023-48763
JetFormBuilder: from n/a through 3.1.4.
cryout_creations -- |Cross-Site Request Forgery (CSRF) vulnerability in Cryout Creations Serious 2024-04-26| 4.3
serious_slider Slider.This issue affects Serious Slider: from n/a through 1.2.4. == |CVE-2024-33650
) . Server-Side Request Forgery (SSRF) vulnerability in Culgi.This issue affects Culqi:
culqi -- culqi 2024-04-24| 4.9
ai - cuia from n/a through 3.0.14. %2 |CVE-2024-32819
A vulnerability was found in cyanomiko dcnnt-py up to 0.9.0. It has been classified
as critical. Affected is the function main of the file dcnnt/plugins/notifications.py of CVE-2023-1000
cvanomiko the component Notification Handler. The manipulation leads to command
d\::nnt oy injection. It is possible to launch the attack remotely. Upgrading to version 0.9.1is (2024-04-27| 6.3
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-tms-portal-xss-AXNeVg3s
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32078&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32078
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33678&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33678
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32723&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32723
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4292&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4292
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33682&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33682
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32806&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32806
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32728&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32728
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32961&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32961
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-48763&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-48763
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33650&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33650
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32819&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32819
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-1000&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-1000

Medium Vulnerabilities

teluro

affects Teluro: from n/a through 1.0.31.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
daniel_powney -- |Missing Authorization vulnerability in Daniel Powney Multi Rating allows 2024-04-24| 53
multi_rating Functionality Misuse.This issue affects Multi Rating: from n/a through 5.0.6. == |CVE-2023-32127
dell -- Telemetry Dashboard v1.0.0.7 for Dell ThinOS 2402 contains a sensitive
wyse_proprietary_ [information disclosure vulnerability. An unauthenticated user with local access to -
. . o . - . 2024-04-24| 6.2 |security alert@em
os_(modern_thino [the device could exploit this vulnerability to read sensitive proxy settings  com
s) information. e
Iris is a web collaborative platform aiming to help incident responders sharing
technical details during investigations. Due to an improper setup of Jinja2
environment, reports generation in “iris-web’ is prone to a Server Side Template
Injection (SSTI). Successful exploitation of the vulnerability can lead to an arbitrary
Remote Code Execution. An authenticated administrator has to upload a crafted
dfir-iris -- iris-web [report template containing the payload. Upon generation of a report based on the |2024-04-25| 6.8 CVE-2024-25624
\weaponized report, any user can trigger the vulnerability. The vulnerability is
patched in IRIS v2.4.6. No workaround is available. It is recommended to update as
soon as possible. Until patching, review the report templates and keep the
administrative privileges that include the upload of report templates limited to
dedicated users.
edj_s.r.l. -- Exposure of Sensitive Information to an Unauthorized Actor vulnerability in E4J 2024-04-24| 5.9
vikrentcar s.R.L. VikRentCar.This issue affects VikRentCar: from n/a through 1.3.2. == |CVE-2024-32780
ckoir Improper Neutralization of Input During Web Page Generation ('Cross-site
advjanced_post_listScripting') vulnerability i.n EkoJR Advanced Post List allows Stored XSS.This issue 2024-04-26| 5.9 CVE-2024-33642
affects Advanced Post List: from n/a through 0.5.6.1.
Synapse is an open-source Matrix homeserver. A remote Matrix user with
malicious intent, sharing a room with Synapse instances before 1.105.1, can
dispatch specially crafted events to exploit a weakness in the V2 state resolution
element-hq -- algorithm. This can induce high CPU consumption and accumulate excessive data in CVE-2024-31208
the database of such instances, resulting in a denial of service. Servers in private 2024-04-23| 6.5
synapse . -
federations, or those that do not federate, are not affected. Server administrators
should upgrade to 1.105.1 or later. Some workarounds are available. One can ban
the malicious users or ACL block servers from the rooms and/or leave the room
and purge the room using the admin API.
elespare --
elespare_-
blog_magazine_a
;d nge_ws ga or a_d The Elespare - Build Your Blog, News & Magazine Websites with Expert-Designed
do;s forpeIF:am_ent Template Kits. One Click Import: No Coding Skills Required! plugin for WordPress is
T I ble t thorized post tion due t issi bility check on th
or_with_templates vulnerable to unauthorize p?s creation ‘ue o a‘mlssmg c‘apa ility check on the 2024-04-23| 4.3 |CVE-2024-0900
- . elespare_create_post() function hooked via AJAX in all versions up to, and
| widgets_kits,_and)|, . . . . . . .
including, 2.1.2. This makes it possible for authenticated attackers, with subscriber-
| header/footer_bu .
- ~~. [level access and above, to create arbitrary posts.
ilder._one_click_i
mport:_no_coding
| required
The Essential Addons for Elementor Pro plugin for WordPress is vulnerable to
. Stored Cross-Site Scripting via the plugin's Counter widget in all versions up to, and
essential_addons - |, . . . e .
- including, 5.8.11 due to insufficient input sanitization and output escaping on user
. supplied attributes such as 'title_html_tag'. This makes it possible for 2024-04-22| 6.4 [CVE-2024-3645
essential_addons_f ) . . L
- — lauthenticated attackers, with contributor-level access and above, to inject
or_elementor_pro . L .
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
extend_themes -- [Cross-Site Request Forgery (CSRF) vulnerability in Extend Themes Teluro.This issue 2024-04-26| 4.3

CVE-2024-33688



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-32127&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-32127
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28963&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28963
https://www.dell.com/support/kbdoc/en-us/000224317/dsa-2024-170
https://www.dell.com/support/kbdoc/en-us/000224317/dsa-2024-170
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-25624&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-25624
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32780&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32780
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33642&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33642
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31208&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31208
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-0900&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-0900
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3645&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3645
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33688&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33688

Medium Vulnerabilities

ht_mega

HasThemes HT Mega.This issue affects HT Mega: from n/a through 2.4.7.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
Improper Neutralization of Input During Web Page Generation ('Cross-site
fahad_mahmood -- p .p \ o P & & . ( .
. Scripting') vulnerability in Fahad Mahmood RSS Feed Widget allows Stored XSS.This|2024-04-22| 5.9
rss_feed_widget | ) ICVE-2024-32690
issue affects RSS Feed Widget: from n/a through 2.9.7.
famethemes -- . e
tmetheme demo Cross-Site Request Forgery (CSRF) vulnerability in FameThemes FameTheme Demo 2024-04-26| 4.3
importer - Importer.This issue affects FameTheme Demo Importer: from n/a through 1.1.5. == |CVE-2024-33679
feedbackwp --
rate m gst Authorization Bypass Through User-Controlled Key vulnerability in FeedbackWP
- y._p - Rate my Post - WP Rating System.This issue affects Rate my Post - WP Rating 2024-04-24| 5.3 CVE-2024-32823
| wp_rating_syste RVE-£UZA-32043
- System: from n/a through 3.4.4.
foliovision --
v flowblaver vide Server-Side Request Forgery (SSRF) vulnerability in Foliovision FV Flowplayer Video 2024-04-24| 4.9
o _playell)' ver Player.This issue affects FV Flowplayer Video Player: from n/a through 7.5.43.7212. == |CVE-2024-32955
formassembly_/_d |Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')
rew_buschhorn -- vulnerability in FormAssembly / Drew Buschhorn WP-FormAssembly allows Path  (2024-04-24| 6.5 CVE-2022-45852
wp-formassembly [Traversal.This issue affects WP-FormAssembly: from n/a through 2.0.5.
fr-d-ric_gilles -- Insertion of Sensitive Information into Log File vulnerability in FrA©dA®ric GILLES
fg_joomla_to_wor |FG Joomla to WordPress.This issue affects FG Joomla to WordPress: from n/a 2024-04-24| 5.3 CVE-2024-327883
dpress through 4.20.2.
ghozylab -- Improper Neutralization of Input During Web Page Generation ('Cross-site
image_slider_widg [Scripting') vulnerability in GhozyLab Image Slider Widget allows Stored XSS.This 2024-04-24| 5.9 CVE-2024-32707
et issue affects Image Slider Widget: from n/a through 1.1.125.
An issue has been discovered in GitLab CE/EE affecting all versions before 16.9.6,
all versions starting from 16.10 before 16.10.4, all versions starting from 16.11
gitlab -- gitlab before 16.11.1. Under certain conditions, an attacker through a crafted email 2024-04-25| 4.3 [CVE-2024-1347
address may be able to bypass domain based restrictions on an instance or a
group.
An issue has been discovered in GitLab CE/EE affecting all versions starting from
gitlab -- gitlab 16.7'before 16.9.6, all versions starting from 16.10 before 16.10.4, all versions 2024-04-25| 43 VE2000.
starting from 16.11 before 16.11.1 where personal access scopes were not CVE-2024-4006
honored by GraphQL subscriptions
Hugo is a static site generator. Starting in version 0.123.0 and prior to version
0.125.3, title arguments in Markdown for links and images not escaped in internal
render hooks. Hugo users who are impacted are those who have these hooks ICVE-2024-32875
gohugoio - hugo Ugo Hsers Who are imp oS¢ who have ¢ > [2024-08-23| 6.1
enabled and do not trust their Markdown content files. The issue is patched in
v0.125.3. As a workaround, replace the templates with user defined templates or
disable the internal templates.
/An out-of-bounds read vulnerability exists in the RAWCodec::DecodeBytes
grassroot_dicom -- [functionality of Mathieu Malaterre Grassroot DICOM 3.0.23. A specially crafted 2024-04-25| 6.5
grassroot_dicom  |DICOM file can lead to an out-of-bounds read. An attacker can provide a malicious == |CVE-2024-25569
file to trigger this vulnerability.
t3themes The Photo Gallery - GT3 Image Gallery & Gutenberg Block Gallery plugin for
& WordPress is vulnerable to Stored Cross-Site Scripting via image alt text in all
photo_gallery_- versions up to, and including, 2.7.7.21 due to insufficient input sanitization and
| gt3_image_galler pto, ) 8 211 ) : i 2024-04-25| 6.4 [CVE-2024-4035
& sutenbere bl output escaping. This makes it possible for authenticated attackers, with author-
sz _galler &= level access and above, to inject arbitrary web scripts in pages that will execute
—Ealery whenever a user accesses an injected page.
hasthemes -- Exposure of Sensitive Information to an Unauthorized Actor vulnerability in 2024-04-24| 43

CVE-2024-32782



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32690&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32690
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33679&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33679
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32823&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32823
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32955&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32955
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-45852&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-45852
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32788&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32788
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32707&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32707
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1347&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1347
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4006&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4006
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32875&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32875
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-25569&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-25569
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4035&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4035
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32782&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32782

Medium Vulnerabilities

online_furniture_s

Furniture Shopping Ecommerce Website 1.0. This affects an unknown part of the

file search.php. The manipulation of the argument txtSearch leads to sql injection.

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
helloasso Improper Neutralization of Input During Web Page Generation ('Cross-site

Scripting') vulnerability in HelloAsso allows Stored XSS.This issue affects HelloAsso: [2024-04-22| 6.5 CVE-2024-32697
helloasso ICVE-2024-32697
from n/a through 1.1.5.
The Quick Featured Images plugin for WordPress is vulnerable to unauthorized
hinjiriyo -- modification of data due to a missing capability check on the set_thumbnail and
quick_featured_im |delete_thumbnail functions in all versions up to, and including, 13.7.0. This makes |2024-04-23| 4.3 |CVE-2024-3664
ages it possible for authenticated attackers, with contributor-level access and above, to
delete thumbnails and add thumbnails to posts they did not author.
hitachi -- Insertion of Sensitive Information into Log File vulnerability in Hitachi Ops Center
- . i L . - ICVE-2023-6833
hitachi_ops_center|Administrator allows local users to gain sensitive information.This issue affects 2024-04-23| 4.4 hirt@hitachi.co.i
| administrator Hitachi Ops Center Administrator: before 11.0.1.
Cross-Site Scripting (XSS) vulnerability in the Holded application. This vulnerability CVE-2024-4026
Id all ttacker to st JavaScript payload within all editabl t -
holded — holded cc?u' a ovx'/ana alc er 'os oreal ava c.rlp Pa'zyoa YVI in all edita .eparar’r'me ers 2024-04-22| 4.6 cve o o
within the 'General' and 'Team ID' functionalities, which could result in a session coordination@inci
takeover. be.es
Hono is a Web application framework that provides support for any JavaScript
honojs - hono runtime. Prior'to version 4.2.?, w'hen \u'sing serveStaFic with deno., itis Possible to 2024-04-23| 5.3 |CVE-2024-32869
traverse the directory where "main.ts’ is located. This can result in retrieval of
unexpected files. Version 4.2.7 contains a patch for the issue.
CVE-2024-4174
hyperion -- Cross-Site Scripting (XSS) vulnerability in Hyperion Web Server affecting version 70@
hyperion_web_ser [2.0.15. This vulnerability could allow an attacker to execute malicious Javascript 2024-04-25| 54 [ .. . .
ver code on the client by injecting that code into the URL. be es
CVE-2024-4175
hyperion -- Unicode transformation vulnerability in Hyperion affecting version 2.0.15. This cei
ve-
hyperion_web_ser \vulnerability could allow an attacker to send a malicious payload with Unicode 2024-04-25| 54 [ .. .. .
. coordination@inci
ver characters that will be replaced by ASCII characters. be es
IBM QRadar Suite Software 1.10.12.0 through 1.10.19.0 and IBM Cloud Pak for
ibm -- Security 1.10.0.0 through 1.10.11.0 is vulnerable to stored cross-site scripting. This
qgradar_suite_soft (vulnerability allows users to embed arbitrary JavaScript code in the Web Ul thus ~ |2024-04-23| 5.4 |CVE-2023-47731
ware altering the intended functionality potentially leading to credentials disclosure
within a trusted session. IBM X-Force ID: 272203.
IBM WebSphere Application Server 8.5, 9.0 and IBM WebSphere Application Server
ibm -- Liberty 17.0.0.3 through 24.0.0.4 are vulnerable to a denial of service, caused by
websphere_applic [sending a specially crafted request. A remote attacker could exploit this 2024-04-25| 5.9 [CVE-2024-25026
ation_server vulnerability to cause the server to consume memory resources. IBM X-Force ID:
281516.
implecode -- Missing Authorization vulnerability in impleCode Reviews Plus.This issue affects 2024-04-26| 4.3
reviews_plus Reviews Plus: from n/a through 1.3.4. == |CVE-2024-32822
jegstudio -- Cross-Site Request Forgery (CSRF) vulnerability in Jegstudio Financio.This issue 2024-04-26| 4.3
financio affects Financio: from n/a through 1.1.3. —= |CVE-2024-33690
eotheme Improper Neutralization of Input During Web Page Generation ('Cross-site
j’ei_elementor_kit Scripting') vulnerability .in Jegtheme Jeg Elementor Kit allows Stored XSS.This issue (2024-04-24| 6.5 CVE-2024-32721
affects Jeg Elementor Kit: from n/a through 2.6.3.
jeroen_peters --  Improper Neutralization of Input During Web Page Generation ('Cross-site
all-in- Scripting') vulnerability in Jeroen Peters All-in-one Like Widget allows Stored 2024-04-24| 5.9 CVE-2024-32815
one_like_widget [XSS.This issue affects All-in-one Like Widget: from n/a through 2.2.7.
. A vulnerability, which was classified as critical, was found in Kashipara Online CVE-2024-4069
kashipara -- 2024-04-23| 6.3



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32697&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32697
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3664&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3664
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-6833&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-6833
https://www.hitachi.com/products/it/software/security/info/vuls/hitachi-sec-2024-121/index.html
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4026&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4026
https://www.incibe.es/en/incibe-cert/notices/aviso/cross-site-scripting-holded-application
https://www.incibe.es/en/incibe-cert/notices/aviso/cross-site-scripting-holded-application
https://www.incibe.es/en/incibe-cert/notices/aviso/cross-site-scripting-holded-application
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32869&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32869
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4174&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4174
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-hyperion-web-server
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-hyperion-web-server
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-hyperion-web-server
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4175&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4175
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-hyperion-web-server
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-hyperion-web-server
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-hyperion-web-server
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-47731&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-47731
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-25026&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-25026
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32822&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32822
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33690&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33690
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32721&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32721
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32815&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32815
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4069&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4069

Medium Vulnerabilities

schema_&_structu

Stored Cross-Site Scripting via the plugin's "How To" and "FAQ" Blocks in all

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
hopping_ecommer It is possible to initiate the attack remotely. The exploit has been disclosed to the
ce_website public and may be used. The associated identifier of this vulnerability is VDB-
261795.
kashioara A vulnerability has been found in Kashipara Online Furniture Shopping Ecommerce
onIinZ furniture s Website 1.0 and classified as critical. This vulnerability affects unknown code of the CVE-2024-4070
T — [file prodList.php. The manipulation of the argument prodType leads to sql 2024-04-23| 6.3
hopping_ecommer|. =~ " _— ) .
e website injection. The attack can be initiated remotely. The exploit has been disclosed to
- the public and may be used. The identifier of this vulnerability is VDB-261796.
A vulnerability was found in Kashipara Online Furniture Shopping Ecommerce
kashipara -- Website 1.0 and classified as critical. This issue affects some unknown processing CVE-2024-4071
online_furniture_s |of the file prodinfo.php. The manipulation of the argument prodld leads to sql 2024-04-23| 6.3
hopping_ecommer [injection. The attack may be initiated remotely. The exploit has been disclosed to =
ce_website the public and may be used. The identifier VDB-261797 was assigned to this
vulnerability.
A vulnerability was found in Keenetic KN-1010, KN-1410, KN-1711, KN-1810 and
KN-1910 up to 4.1.2.15. It has been declared as problematic. Affected by this
vulnerability is an unknown functionality of the file /ndmComponents.js of the
. . - ; ; ; ; CVE-2024-4021
Keenetic - kn-1010 c?mponent Configuration Setting Handler. The manlpulatlo.n leads to |nf'ormat|on 2024-04-21| 5.3 |Pres
disclosure. The attack can be launched remotely. The exploit has been disclosed to -
the public and may be used. The identifier VDB-261673 was assigned to this
vulnerability. NOTE: The vendor is aware of this issue and plans to fix it by the end
of 2024.
A vulnerability was found in Keenetic KN-1010, KN-1410, KN-1711, KN-1810 and
KN-1910 up to 4.1.2.15. It has been rated as problematic. Affected by this issue is
some unknown functionality of the file /version.js of the component Version Data CVE-2024-4022
keenetic -- kn-1010[Handler. The manipulation leads to information disclosure. The attack may be 2024-04-21| 5.3
launched remotely. The exploit has been disclosed to the public and may be used.
VDB-261674 is the identifier assigned to this vulnerability. NOTE: The vendor is
aware of this issue and plans to fix it by the end of 2024.
leapl3 -- Improper Neutralization of Input During Web Page Generation ('Cross-site
premium_addons_ (Scripting') vulnerability in Leap13 Premium Addons for Elementor allows Stored  (2024-04-24| 6.5 |~E_.5024-32791
for_elementor XSS.This issue affects Premium Addons for Elementor: from n/a through 4.10.25.
leevio -- Improper Neutralization of Input During Web Page Generation ('Cross-site
happy_addons_for [Scripting') vulnerability in Leevio Happy Addons for Elementor allows Stored 2024-04-22| 6.5 CVE-2024-32698
| elementor XSS.This issue affects Happy Addons for Elementor: from n/a through 3.10.4.
live_composer_tea
m -- Missing Authorization vulnerability in Live Composer Team Page Builder: Live 2024-04-26| 4.7
page_builder:_live [Composer.This issue affects Page Builder: Live Composer: from n/a through 1.5.38. = |CVE-2024-32957
| composer
loginpress -- Missing Authorization vulnerability in LoginPress LoginPress Pro.This issue affects 2024-04-24| 6.5
loginpress_pro LoginPress Pro: from n/a before 3.0.0. == |CVE-2024-32677
loginpress -- Improper Restriction of Excessive Authentication Attempts vulnerability in 2024-04-25| 5.3
loginpress_pro LoginPress LoginPress Pro.This issue affects LoginPress Pro: from n/a before 3.0.0. == |CVE-2024-32676
logitech CVE-2024-4031
& Unquoted Search Path or Element vulnerability in Logitech MEVO WEBCAM APP on cve-
mevo_webcam_ap| , . . 2024-04-23| 4.4 o )
Windows allows Local Execution of Code. coordination@logit
P ech.com
long_watch_studio [Missing Authorization vulnerability in Long Watch Studio MyRewards.This issue 2024-04-23| 6.5
-- myrewards affects MyRewards: from n/a through 5.3.0. == |CVE-2024-32688
magazine3 -- The Schema & Structured Data for WP & AMP plugin for WordPress is vulnerable t0[2024-04-23| 6.4 [CVE-2024-3491



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4070&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4070
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4071&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4071
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4021&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4021
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4022&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4022
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32791&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32791
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32698&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32698
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32957&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32957
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32677&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32677
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32676&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32676
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4031&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4031
https://cwe.mitre.org/data/definitions/428.html
https://cwe.mitre.org/data/definitions/428.html
https://cwe.mitre.org/data/definitions/428.html
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32688&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32688
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3491&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3491

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
red_data_for_wp_ |versions up to, and including, 1.29 due to insufficient input sanitization and output
&_amp escaping on user supplied attributes. This makes it possible for authenticated
attackers, with contributor-level access and above, to inject arbitrary web scripts in
pages that will execute whenever a user accesses an injected page.
mainwp -- . e . . .
mainwo child re Cross-Site Request Forgery (CSRF) vulnerability in MainWP MainWP Child 2024-04-26| 5.4
orts p_chiid_rep Reports.This issue affects MainWP Child Reports: from n/a through 2.1.1. == |CVE-2024-33680
Mattermost versions 9.6.x <= 9.6.0, 9.5.x <= 9.5.2,9.4.x<=9.4.4 and 8.1.x <= 8.1.11
mattermost -- fail to remove detailed error messages in API requests even if the developer mode 2024-04-26| 4.3
mattermost is off which allows an attacker to get information about the server such as the full == |CVE-2024-32046
path were files are stored
Mattermost versions 9.6.0, 9.5.x before 9.5.3, 9.4.x before 9.4.5, and 8.1.x before
mattermost -- 8.1.12 fail to handle JSON parsing errors in custom status values, which allows an 2024-04-26| 4.3
mattermost authenticated attacker to crash other users' web clients via a malformed custom == |CVE-2024-4182
status.
Mattermost versions 8.1.x before 8.1.12, 9.6.x before 9.6.1, 9.5.x before 9.5.3,
mattermost -- 9.4.x before 9.4.5 fail to limit the number of active sessions, which allows an
. . . 2024-04-26| 4.3
mattermost authenticated attacker to crash the server via repeated requests to the getSessions == |CVE-2024-4183
API after flooding the sessions table.
matthew_fries -- [Cross-Site Request Forgery (CSRF) vulnerability in Matthew Fries MF Gig 2024-04-26| 5.4
mf_gig calendar_ |Calendar.This issue affects MF Gig Calendar : from n/a through 1.2.1. == |CVE-2024-33651
meks -- Improper Neutralization of Input During Web Page Generation ('Cross-site
meks_smart_social|Scripting') vulnerability in Meks Meks Smart Social Widget allows Stored XSS.This  [2024-04-26| 5.9 CVE-2024-33693
| widget issue affects Meks Smart Social Widget: from n/a through 1.6.4.
meks -- Improper Neutralization of Input During Web Page Generation ('Cross-site
meks_themeforest Scripting') vulnerability in Meks Meks ThemeForest Smart Widget allows Stored 2024-04-26| 5.9 CVE-2024-33694
| smart_widget XSS.This issue affects Meks ThemeForest Smart Widget: from n/a through 1.5.
metagauss -- Authorization Bypass Through User-Controlled Key vulnerability in Metagauss 2024-04-24| 5.4
profilegrid_ ProfileGrid.This issue affects ProfileGrid : from n/a through 5.7.9. == |CVE-2024-32808
metagauss -- Authorization Bypass Through User-Controlled Key vulnerability in Metagauss 2024-04-24| 43
profilegrid_ ProfileGrid.This issue affects ProfileGrid : from n/a through 5.7.9. —= |CVE-2024-32772
metagauss Improper Neutralization of Input During Web Page Generation ('Cross-site
. & . . |Scripting') vulnerability in Metagauss RegistrationMagic.This issue affects 2024-04-24| 5.3 CVE-2023-23989
registrationmagic ) . . ICVE-2023-23989
RegistrationMagic: from n/a through 5.1.9.2.
metersphere MeterSphere is an open source continuous testing platform. Prior to version
P 2.10.14-Its, members without space permissions can view member information 2024-04-25| 5.7
metersphere . i . ) . ICVE-2024-32467
from other workspaces beyond their authority. Version 2.10.14-Its fixes this issue.
onsterinsights --
g:)ogle ra:rr:zllitics b Missing Authorization vulnerability in MonsterInsights Google Analytics by Monster
y_mon;ter_insigﬁt Insights.This issue affects Google Analytics by Monster Insights: from n/a through [2024-04-25| 4.3 CVE-2023-52220
8.21.0.
s
The Simple Membership plugin for WordPress is vulnerable to Stored Cross-Site
mral3 Scripting via the plugin's 'swpm_paypal_subscription_cancel_link' shortcode in all
B versions up to, and including, 4.4.3 due to insufficient input sanitization and output
simple_membershi P & P PUt2024-04-25 5.4 |CVE-2024-3730

p

escaping on user supplied attributes. This makes it possible for authenticated
attackers, with contributor-level access and above, to inject arbitrary web scripts in
pages that will execute whenever a user accesses an injected page.



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33680&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33680
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32046&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32046
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4182&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4182
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4183&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4183
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33651&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33651
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33693&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33693
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33694&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33694
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32808&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32808
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32772&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32772
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23989&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23989
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32467&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:U/C:H/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32467
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-52220&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-52220
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3730&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3730

Medium Vulnerabilities

ess_directory_plug
in_or_classified_di
rectory

'gd_single_tabs' shortcode in all versions up to, and including, 2.3.48 due to
insufficient input sanitization and output escaping on user supplied attributes. This
makes it possible for authenticated attackers, with contributor-level access and

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
Improper Neutralization of Input During Web Page Generation ('Cross-site
mycred -- mycred |Scripting') vulnerability in myCred allows Stored XSS.This issue affects myCred: 2024-04-24| 6.5 CVE-2024-32711
from n/a through 2.6.3.
n/a-- Improper Neutralization of Input During Web Page Generation ('Cross-site
coupon_&_discou [Scripting') vulnerability in Coupon & Discount Code Reveal Button allows Stored 2024-04-24| 5.9
nt_code_reveal_b [XSS.This issue affects Coupon & Discount Code Reveal Button: from n/a through == |CVE-2024-32722
utton 1.2.5.
A vulnerability classified as problematic was found in idcCMS 1.35. Affected by this
vulnerability is an unknown functionality of the file CVE-2024-4172
n/a — idcems admin/admin_cl.php?mudi=revPwd. The manipulation !eads to cross?-site request 2024-04-25| 4.3
forgery. The attack can be launched remotely. The exploit has been disclosed to
the public and may be used. The associated identifier of this vulnerability is VDB-
261991.
n/a-- N -
import and expor Deserialization of Untrusted Data vulnerability in Import and export users and
port_and_exp customers.This issue affects Import and export users and customers: from n/a 2024-04-24| 4.4
t_users_and_custo ICVE-2024-32817
through 1.26.2.
mers
nick_halsey -- Improper Neutralization of Input During Web Page Generation ('Cross-site
list_custom_taxon |Scripting') vulnerability in Nick Halsey List Custom Taxonomy Widget allows Stored (2024-04-24| 5.9 CVE-2024-32833
omy_widget XSS.This issue affects List Custom Taxonomy Widget: from n/a through 4.1.
Hydra is a Continuous Integration service for Nix based projects. Attackers can
execute arbitrary code in the browser context of Hydra and execute authenticated
HTTP requests. The abused feature allows Nix builds to specify files that Hydra
serves to clients. One use of this functionality is serving NixOS ".iso" files. The issue CVE-2024-32657
nixos - hydra is only with htr’rTI files served by Hydra. The issue has been pa'tched on 2024-04-22| 4.6
https://hydra.nixos.org around 2024-04-21 14:30 UTC. The nixpkgs package were
fixed in unstable and 23.11. Users with custom Hydra packages can apply the fix
commit to their local installations. The vulnerability is only triggered when opening
HTML build artifacts, so not opening them until the vulnerability is fixed works
around the issue.
octolize -- Missing Authorization vulnerability in Octolize Flexible Shipping.This issue affects 2024-04-26| 4.3
flexible_shipping |Flexible Shipping: from n/a through 4.24.15. —= |CVE-2024-32828
optinmonster_pop . I . .
uo builder team Cross-Site Request Forgery (CSRF) vulnerability in OptinMonster Popup Builder 2024-04-26| 4.3
P . - Team OptinMonster.This issue affects OptinMonster: from n/a through 2.15.3. —= |CVE-2024-33691
- optinmonster
ovic_team -- Missing Authorization vulnerability in Ovic Team Ovic Addon Toolkit.This issue 2024-04-24| 4.3
ovic_addon_toolkitfaffects Ovic Addon Toolkit: from n/a through 2.6.1. —= |CVE-2024-32432
paid_memberships
| pro -- Cross-Site Request Forgery (CSRF) vulnerability in Paid Memberships Pro.This issue 2024-04-24| 5.4
paid_memberships|affects Paid Memberships Pro: from n/a through 2.12.10. == |CVE-2024-32793
| pro
paid_memberships
| pro -- Cross-Site Request Forgery (CSRF) vulnerability in Paid Memberships Pro.This issue 2024-04-24| 43
paid_memberships|affects Paid Memberships Pro: from n/a through 2.12.10. == |CVE-2024-32794
|_pro
paoltaia --
geodirectory_- The GeoDirectory - WordPress Business Directory Plugin, or Classified Directory
in Iplugin for WordP is vul ble to Stored Cross-Site Scripting via the plugin'
| wordpress_busin [plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the plugin's 2024-04-23| 64 |CVE-2024-3732



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32711&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32711
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Medium Vulnerabilities

- gts

affect several QNAP operating system versions. If exploited, the vulnerability could
allow authenticated administrators to execute code via a network. We have

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.
pavsxd-- le oh Server-Side Request Forgery (SSRF) vulnerability in Pavex Embed Google Photos 2024-04-24| 4.9
z:;seaﬁ)guon:g €PN lbum. This issue affects Embed Google Photos album: from n/a through 2.1.9. s == |CVE-2024-32775
A vulnerability, which was classified as critical, has been found in PHPGurukul
ohpgurukul — Doctor Appointment Management System 1.0. Affected by this issue is some
doctor_appointme unknown functionality of the file /doctor/view-appointment-detail.php. The CVE-2024-4294
nt mar_lagement s manipulation of the argument editid leads to improper control of resource 2024-04-27| 6.3
yst_em — |identifiers. The attack may be launched remotely. The exploit has been disclosed to
the public and may be used. VDB-262226 is the identifier assigned to this
vulnerability.
podlove -- . .
podlove_podcast Serv?r-Slde Beguest Forgery (SSRF) vulnerability |-n Podlove Podlove Podcast 2024-04-24| 54
publishe_r = |Publisher.This issue affects Podlove Podcast Publisher: from n/a through 4.0.11. == |CVE-2024-32812
pr-gateway -- The Blog2Social: Social Media Auto Post & Scheduler plugin for WordPress is
blog2social:_social [vulnerable to Sensitive Information Exposure in all versions up to, and including, 2024-04-26| 5.3 ICVE-2024-3678
| media_auto_post |7.4.2. This makes it possible for unauthenticated attackers to view limited -
| & scheduler information from password protected posts.
E:)ngtlg;t views - The Content Views - Post Grid & Filter, Recent Posts, Category Posts, & More
post g;id & ?ilte (Gutenberg Blocks and Shortcode) plugin for WordPress is vulnerable to Stored
:’ rec;nt EOS;S’ c Cross-Site Scripting via the Widget Post Overlay block in all versions up to, and
at_egory ;osts, 2 including, 3.7.0 due to insufficient input sanitization and output escaping on user |2024-04-25| 6.4 [CVE-2024-3929
more (g_utenbe_rg_ supplied attributes. This makes it possible for authenticated attackers, with
blockg and shortz contributor-level access and above, to inject arbitrary web scripts in pages that will
ode) - = execute whenever a user accesses an injected page.
Python Social Auth is a social authentication/registration mechanism. Prior to
oython-social-auth version 5.4.1, due to default case-insensitive collation in MySQL or MariaDB
) databases, third-party authentication user IDs are not case-sensitive and could ICVE-2024-32879
-- social-app- . . . . 2024-04-24| 4.9
diango caus.e different ID.s to mzf\tch. This issue has been addressed by a flx.released in
version 5.4.1. An immediate workaround would be to change collation of the
affected field.
An integer overflow or wraparound vulnerability has been reported to affect
several QNAP operating system versions. If exploited, the vulnerability could allow
gnap_systems_inc.|users to compromise the security of the system via a network. We have already 2024-04-26| 6.5
- qts fixed the vulnerability in the following versions: QTS 5.1.3.2578 build 20231110 == |CVE-2024-21905
and later QUTS hero h5.1.3.2578 build 20231110 and later QuTScloud ¢5.1.5.2651
and later
A buffer copy without checking size of input vulnerability has been reported to
anap._systems_ inc. affect several QNAP operating system versions. If exploited, the vulnerability could
N qts_ ~ [allow authenticated users to execute code via a network. We have already fixed  |2024-04-26| 5 |~/£.2023-50361
the vulnerability in the following versions: QTS 5.1.6.2722 build 20240402 and later
QuUTS hero h5.1.6.2734 build 20240414 and later
A buffer copy without checking size of input vulnerability has been reported to
anap_systems._ inc. affect several QNAP operating system versions. If exploited, the vulnerability could
N qts_ — lallow authenticated users to execute code via a network. We have already fixed 2024-04-26| 5 |~yE-2023-50362
the vulnerability in the following versions: QTS 5.1.6.2722 build 20240402 and later
QuTS hero h5.1.6.2734 build 20240414 and later
gnap_systems_inc. [A buffer copy without checking size of input vulnerability has been reported to 2024-04-26| 5.5

CVE-2023-50364
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Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
already fixed the vulnerability in the following versions: QTS 5.1.6.2722 build
20240402 and later QuTS hero h5.1.6.2734 build 20240414 and later
A path traversal vulnerability has been reported to affect QuFirewall. If exploited,
gnap_systems_inc. [the vulnerability could allow authenticated administrators to read the contents of 2024-04-26| 5.5
-- qufirewall unexpected files and expose sensitive data via a network. We have already fixed == |CVE-2023-41291
the vulnerability in the following version: QuFirewall 2.4.1 ( 2024/02/01 ) and later
A path traversal vulnerability has been reported to affect QuFirewall. If exploited,
gnap_systems_inc. [the vulnerability could allow authenticated administrators to read the contents of 2024-04-26| 4.1
-- qufirewall unexpected files and expose sensitive data via a network. We have already fixed == |CVE-2023-41290
the vulnerability in the following version: QuFirewall 2.4.1 ( 2024/02/01 ) and later
The Qi Addons For Elementor plugin for WordPress is vulnerable to Stored Cross-
. . Site Scripting via the Countdown Widget's attributes in all versions up to, and
dodeinteractive - including, 1.7.0 due to insufficient input sanitization and output escaping. This
ai_addons_for_ele 8~ clent inp ) OUPUE escaping. 2024-04-27| 6.4 |CVE-2024-3309
m_entor — = |makes it possible for authenticated attackers, with contributor access and above,
to inject arbitrary web scripts in pages that will execute whenever a user accesses
an injected page.
quantumcloud --  |Improper Neutralization of Input During Web Page Generation ('Cross-site
infographic_maker [Scripting') vulnerability in QuantumCloud Infographic Maker - iList allows Stored ~ |2024-04-22| 6.5 CVE-2024-32696
| -_ilist XSS.This issue affects Infographic Maker - iList: from n/a through 4.6.6.
The Rank Math SEO with Al SEO Tools plugin for WordPress is vulnerable to Stored
rankmath -- Cross-Site Scripting via the plugin's HowTo and FAQ widgets in all versions up to, CVE-2024-3665
rank_math_seo_wiland including, 1.0.216 due to insufficient input sanitization and output escaping on
X ) : : ] X ) ) 2024-04-23| 6.4
th_ai_best_seo_to |user supplied attributes. This makes it possible for authenticated attackers, with
ols contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
A key used in logging.json does not follow the least privilege principle by default
and is exposed to local users in the Rapid7 Platform. This allows an attacker with
rapid7 -- local access to a machine with the logging.json file to use that key to authenticate
T o - : o ) " |2024-04-23| 6.8
insight_agent to the platform with high privileges. This was fixed in the Rapid7 platform starting 3 CVE-2024-3185
April 2024 via the introduction of a restricted role and the removal of automatic
API key generation on installation of an agent.
realmag777 --
L ctive groducts ta Missing Authorization vulnerability in realmag777 Active Products Tables for
P ~ |WooCommerce.This issue affects Active Products Tables for WooCommerce: from |2024-04-22| 5.3 CVE-2024-32691
bles_for_woocom CVE-2024-52691
n/a through 1.0.6.2.
merce
red_hat -- CVE-2024-0874
logging_subsystem |A flaw was found in coredns. This issue could lead to invalid cache entries returning 2024-04-25| 53
| for_red_hat_ope |due to incorrectly implemented caching. =
nshift
red_hat -- A vulnerability was found in jberet-core logging. An exception in 'dbProperties' CVE-2024-1102
red_hat_build_of_ [might display user credentials such as the username and password for the 2024-04-25| 6.5
keycloak database-connection.
A flaw was found in the SAML client registration in Keycloak that could allow an
administrator to register malicious JavaScript URIs as Assertion Consumer Service
red hat - Pﬁ)ST Bindilng URLs(:ACS), posing a |Cross-SitIe Scriptil:g (XSS) risk. This issue may CVE-2023-6717
- allow a malicious admin in one realm or a client with registration access to target
red_hat_build_of_|" " @ ™" s W res cesstOtarget 15024-04-25| 6
users in different realms or applications, executing arbitrary JavaScript in their
keycloak_22

contexts upon form submission. This can enable unauthorized access and harmful
actions, compromising the confidentiality, integrity, and availability of the
complete KC instance.
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A flaw was found in Keycloak that occurs from an error in the re-authentication
mechanism within org.keycloak.authentication. This flaw allows hijacking an active
red_hat -- Keycloak session by triggering a new authentication process with the query CVE-2023-6787
red_hat_build_of_ [parameter "prompt=login," prompting the user to re-enter their credentials. If the |2024-04-25| 6.5
keycloak_22 user cancels this re-authentication by selecting "Restart login," an account
takeover may occur, as the new session, with a different SUB, will possess the
same SID as the previous session.
red hat - A flzw was found in Kiyclolak,kwherr]e it does not r:orfrlectlyl\llalidate its client step-up CVE-2023-3597
- authentication in org.keycloak.authentication. This flaw allows a remote user
red_hat_build_of _ . . g-xey ) L 2024-04-25| 5
keveloak 22 authenticated with a password to register a false second authentication factor
¥ - along with an existing one and bypass authentication.
CVE-2023-6484
red_hat -- A log injection flaw was found in Keycloak. A text string may be injected through
red_hat_build_of_ the authentication form when using the WebAuthn authentication mode. This 2024-04-25| 5.3
keycloak_22 issue may have a minor impact to the logs integrity.
CVE-2023-6544
A flaw was found in the Keycloak package. This issue occurs due to a permissive
red_hat -- regular expression hardcoded for filtering which allows hosts to register a dynamic
red_hat_build_of_ [client. A malicious user with enough information about the environment could 2024-04-25| 5.4
keycloak_22 jeopardize an environment with this specific Dynamic Client Registration and
TrustedDomain configuration previously unauthorized.
A flaw was found in Quarkus. When a Quarkus RestEasy Classic or Reactive JAX-RS
red_hat -- endpoint has its methods declared in the abstract Java class or customized by CVE-2023-5675
red_hat_build_of_ [Quarkus extensions using the annotation processor, the authorization of these 2024-04-25| 6.5
quarkus_2.13.9.fin [methods will not be enforced if it is enabled by either 'quarkus.security.jaxrs.deny- -
al unannotated-endpoints' or 'quarkus.security.jaxrs.default-roles-allowed'
properties.
A flaw was discovered in the RESTEasy Reactive implementation in Quarkus. Due to
red hat security checks for some JAX-RS endpoints being performed after serialization,
- more processing resources are consumed while the HTTP request is checked. In
red_hat_build_of_| 1< ProccoIng Tesout a CVE-2024-1726
uarkus 3.2.11fin certain configurations, if an attacker has knowledge of any POST, PUT, or PATCH  |2024-04-25| 5.3
:I —777 7 request paths, they can potentially identify vulnerable endpoints and trigger
excessive resource usage as the endpoints process the requests. This can result in a
denial of service.
A timing-based side-channel flaw exists in the perl-Crypt-OpenSSL-RSA package,
red_hat -- which could be sufficient to recover plaintext across a network in a CVE-2024-2467
red_hat_enterpris [Bleichenbacher-style attack. To achieve successful decryption, an attacker would |{2024-04-25| 5.9
e_linux_6 have to be able to send a large number of trial messages. The vulnerability affects

the legacy PKCS#1v1.5 RSA encryption padding mode.
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Medium Vulnerabilities

|_elementor_(slider
| gallery_form_mo
dal_data_table_ta

vulnerable to Stored Cross-Site Scripting via the plugin's Sina Fancy Text Widget in
all versions up to, and including, 3.5.2 due to insufficient input sanitization and

output escaping on user supplied attributes. This makes it possible for

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
A security vulnerability has been discovered within rpm-ostree, pertaining to the
red_hat -- lei : : : is CVE-2024-2905
. |/etc/shadow file in default builds having the world-readable bit enabled. This issue CVE-2024-2905
red_hat_enterpris | . . . . 2024-04-25| 6.2
e linux 8 arises from the default permissions being set at a higher level than recommended,
- - potentially exposing sensitive authentication data to unauthorized access.
red hat A flaw was found in Bombastic, which allows authenticated users to upload
red:hat_trusted_p c.ompressed (bzip.2 or zstd) SBOMs. The API .endp.oint Yerifies the presenc.e of some 2024-04-25| 4.3 |CVE-2024-3508
; fields and values in the JSON. To perform this verification, the uploaded file must
rofile_analyzer .
first be decompressed.
renehermi The WP STAGING and WP STAGING Pro plugins for WordPress are vulnerable to
Wo staging word Sensitive Information Exposure in versions up to, and including, 3.4.3, and versions
reZg bagckLgl_ " 'IJ up to, and including, 5.4.3, respectively, via the ajaxSendReport function. This CVE-2024-3682
N - P_pilg makes it possible for unauthenticated attackers to extract sensitive data from a log (2024-04-26| 5.3
- file, including system information and (in the Pro version) license keys. Successful
|_migration_backu o . - \ ! : ;
restore exploitation requires an administrator to have used the 'Contact Us' functionality
P along with the "Enable this option to automatically submit the log files." option.
renzo_johnson --
conia;: form 7 e Cross-Site Request Forgery (CSRF) vulnerability in Renzo Johnson Contact Form 7
- — ~. |Extension For Mailchimp.This issue affects Contact Form 7 Extension For 2024-04-26| 4.3
xtension_for_mailc| ~ ICVE-2024-33677
. Mailchimp: from n/a through 0.5.70.
himp
. Improper Authentication vulnerability in Repute Infosystems BookingPress allows
repute_infosystem . . . . L
. Accessing Functionality Not Properly Constrained by ACLs.This issue affects 2024-04-24| 53 |~/£2023-514
s -- bookingpress : ICVE-2023-51405
BookingPress: from n/a through 1.0.74.
revmakx -- . A
wocal.io Cross-Site Request Forgery (CSRF) vulnerability in Revmakx WPCal.lo - Easy
pealio_ . Meeting Scheduler.This issue affects WPCal.lo - Easy Meeting Scheduler: from n/a |2024-04-24| 4.3
| easy_meeting_sc ICVE-2024-32795
through 0.9.5.8.
heduler
rimes_gold -- o . N .
<7 file download Improper Neutralization of Input During Web Page Generation ('Cross-site
-~ Scripting') vulnerability in Rimes Gold CF7 File Download - File Download for CF7 2024-04-26| 5.9
. allows Stored XSS.This issue affects CF7 File Download - File Download for CF7: == |CVE-2024-33697
| file_download_fo
from n/a through 2.0.
r_cf7
rometheme -- Improper Neutralization of Input During Web Page Generation ('Cross-site
romethemekit_for |Scripting') vulnerability in Rometheme RomethemeKit For Elementor allows Stored [2024-04-24| 6.5 CVE-2024-32956
| elementor XSS.This issue affects RomethemeKit For Elementor: from n/a through 1.4.1.
A vulnerability, which was classified as critical, has been found in Ruijie RG-UAC up
to 20240419. 'krhis isfsue affects so;ne unknown r|¢:rocissing of thle file - CVE-2024-4255
view/network Config/GRE/gre_edit_commit. . The manipulation of the
ruijie -- rg-uac / g/GRE/gre_edit_commit.php pufation of 2024-04-27| 4.7
argument name leads to os command injection. The attack may be initiated
remotely. The exploit has been disclosed to the public and may be used. The
identifier VDB-262145 was assigned to this vulnerability.
satrya -- Improper Neutralization of Input During Web Page Generation ('Cross-site
smart_recent_post|Scripting') vulnerability in Satrya Smart Recent Posts Widget allows Stored XSS.This (2024-04-26| 5.9 CVE-2024-33692
s_widget issue affects Smart Recent Posts Widget: from n/a through 1.0.3.
savful islam Improper Neutralization of Input During Web Page Generation ('Cross-site
) Y . [Scripting') vulnerability in Sayful Islam Filterable Portfolio allows Stored XSS.This  |2024-04-26| 5.9
filterable_portfolio| ) ) ICVE-2024-4234
issue affects Filterable Portfolio: from n/a through 1.6.4.
shaonsina -- The Sina Extension for Elementor (Slider, Gallery, Form, Modal, Data Table, Tab,
sina_extension_for|Particle, Free Elementor Widgets & Elementor Templates) plugin for WordPress is CVE-2024-3988
2024-04-25| 6.4
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Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
b_particle_free_el [authenticated attackers, with contributor-level access and above, to inject
ementor_widgets_ [arbitrary web scripts in pages that will execute whenever a user accesses an
& elementor_tem |injected page.
plates)
<hapedolugin Improper Neutralization of Input During Web Page Generation ('Cross-site
. pecpilug ., [Scripting') vulnerability in ShapedPlugin Widget Post Slider allows Stored XSS.This |2024-04-24| 5.9
widget_post_slider| . . ICVE-2024-32801
issue affects Widget Post Slider: from n/a through 1.3.5.
shared_files_pro -- |Missing Authorization vulnerability in Shared Files PRO Shared Files.This issue 2024-04-23| 53
shared_files affects Shared Files: from n/a through 1.7.16. == |CVE-2024-32679
shoaib_saleem -- |Missing Authorization vulnerability in Shoaib Saleem WP Post Rating allows
. . . . . . 2024-04-24| 5.3
wp_post_rating  |Functionality Misuse.This issue affects WP Post Rating: from n/a through 2.5. ICVE-2023-25785
Sidekiq is simple, efficient background processing for Ruby. Sidekiq is reflected XSS
vulnerability. The value of substr parameter is reflected in the response without
any encoding, allowing an attacker to inject Javascript code into the response of
the application. An attacker could exploit it to target users of the Sidekiq Web UI.
sidekiq - sidekig I\{Iore'over, if other applicati.ons.are deployed on the same doméin or website as 2024-04.26| 55 ICVE-2024-32887
Sidekiq, users of those applications could also be affected, leading to a broader
scope of compromise. Potentially compromising their accounts, forcing the users
to perform sensitive actions, stealing sensitive data, performing CORS attacks,
defacement of the web application, etc. This issue has been patched in version
7.2.4.
jadx is a Dex to Java decompiler. Prior to version 1.5.0, the package name is not
skylot — jadx filtered before concatenation. Th.i's can be exploited to inject arbitrary code into. 2024-04-22| 6.1 ICVE-2024-32653
the package name. The vulnerability allows an attacker to execute commands with
shell privileges. Version 1.5.0 contains a patch for the vulnerability.
softlab -- Server-Side Request Forgery (SSRF) vulnerability in SoftLab Radio Player.This issue 2024-04-35| 54
radio_player affects Radio Player: from n/a through 2.0.73. == |CVE-2024-33592
A vulnerability, which was classified as critical, was found in SourceCodester Simple
sourcecodester -- [Subscription Website 1.0. Affected is an unknown function of the file CVE-2024-4093
simple_subscriptio view_application.php. The manipulation of the argument id leads to sql injection. 1t|2024-04-24| 6.3
n_website is possible to launch the attack remotely. The exploit has been disclosed to the
public and may be used. VDB-261822 is the identifier assigned to this vulnerability.
streamweasels -- |[Exposure of Sensitive Information to an Unauthorized Actor vulnerability in
streamweasels_twi|StreamWeasels StreamWeasels Twitch Integration.This issue affects 2024-04-24| 5.3 |-\E.2024-32716
tch_integration StreamWeasels Twitch Integration: from n/a through 1.7.8.
supsystic -- Missing Authorization vulnerability in Supsystic Data Tables Generator by
data_tables_gener [Supsystic.This issue affects Data Tables Generator by Supsystic: from n/a through |2024-04-26| 4.3 CVE-2024-32829
ator_by_supsystic (1.10.31.
techlabprol -- The Classified Listing - Classified ads & Business Directory Plugin plugin for
classified_listing_- [WordPress is vulnerable to unauthorized loss of data due to a missing capability
| classified_ads_&_|check on the rtcl_fb_gallery_image_delete AJAX action in all versions up to, and ~ |2024-04-25| 5.3 [CVE-2024-3893
business_directory fincluding, 3.0.10.3. This makes it possible for authenticated attackers, with
| plugin subscriber-level access and above, to delete arbitrary attachements.
The Happy Addons for Elementor plugin for WordPress is vulnerable to Stored
thehappymonster -|Cross-Site Scripting via the Calendly widget in all versions up to, and including,
- 3.10.5 due to insufficient input sanitization and output escaping on user supplied 2024-04-26| 6.4 |CVE-2024-3890

happy_addons_for
|_elementor

attributes. This makes it possible for authenticated attackers, with contributor-
level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32801&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32801
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32679&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32679
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-25785&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-25785
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32887&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32887
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32653&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32653
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33592&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33592
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4093&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4093
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32716&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32716
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32829&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32829
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3893&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3893
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3890&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3890

Medium Vulnerabilities

vulnerability when the buffer argument is either ‘'msg.data’, “self.code” or
‘<address>.code’ and either the “start” or ‘length” arguments have side-effects. It

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
themencode - Improper Neutralization of Input During Web Page Generation ('Cross-site
fan_page.widget Scripting') vulnerability in ThemeNcode Fan Page Widget by ThemeNcode allows 2024-04-26| 5.9
v — |Stored XSS.This issue affects Fan Page Widget by ThemeNcode: from n/a through == |CVE-2024-33695
by _themencode
2.0.
The Tutor LMS - eLearning and online course solution plugin for WordPress is
themeum -- vulnerable to Stored Cross-Site Scripting via the plugin's 'tutor_instructor_list'
tutor_Ims_- shortcode in all versions up to, and including, 2.6.2 due to insufficient input
| elearning_and_o [sanitization and output escaping on user supplied attributes. This makes it possible [2024-04-25| 5.4 [CVE-2024-3994
nline_course_solut for authenticated attackers, with contributor-level access and above, to inject
ion arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
tony_zeoli,_tony_h . . . .
ayes - Cros.s-Slte .R(?quest Forgery (C.SRF) V}Jlnerablllty in Tony Zeoli, Tony Hayes Radio 2024-04-26| 4.3
; . Station.This issue affects Radio Station: from n/a through 2.5.7. —= |CVE-2024-33689
radio_station
trackship -- . o - . . .
trackship_ for woo MlSSlng Authorlzat|0|.'1 vulnerability in TrackShip TrackShip for WooCommerce.This 2024-04-24| 5.3
- issue affects TrackShip for WooCommerce: from n/a through 1.7.5. == |CVE-2024-32678
commerce
rwinpictures - Improper Neutralization of Input During Web Page Generation ('Cross-site
. Scripting') vulnerability in Twinpictures Annual Archive allows Stored XSS.This issue [2024-04-26| 5.9
annual_archive ) ICVE-2024-33598
- affects Annual Archive: from n/a through 1.6.0.
Umbraco workflow provides workflows for the Umbraco content management
umbraco -- system. Prior to versions 10.3.9, 12.2.6, and 13.0.6, an Umbraco Backoffice user
umbraco.workflow [can modify requests to a particular APl endpoint to include SQL, which will be 2024-04-24| 5.5 CVE-2024-32872
.issues executed by the server. Umbraco Workflow versions 10.3.9, 12.2.6, 13.0.6, as well —
as Umbraco Plumber version 10.1.2, contain a patch for this issue.
vektor,inc. -- Missing Authorization vulnerability in Vektor,Inc. VK Block Patterns.This issue 2024-04-26| 5.3
vk_block_patterns [affects VK Block Patterns: from n/a through 1.31.0. == |CVE-2024-32826
very_good_plugins [Insertion of Sensitive Information into Log File vulnerability in Very Good Plugins 2024-04-24| 43
- wp_fusion_lite WP Fusion Lite.This issue affects WP Fusion Lite: from n/a through 3.42.10. == |CVE-2024-32796
Vyper is a pythonic Smart Contract Language for the Ethereum virtual machine.
Starting in version 0.3.8 and prior to version 0.4.0b1, when looping over a ‘range’
of the form “range(start, start + N)’, if “start’ is negative, the execution will always
revert. This issue is caused by an incorrect assertion inserted by the code
generation of the range “stmt.parse_For_range()". The issue arises when ‘start’ is CVE-2024-32481
Vyperlang - vyper '5|gned, instead of usmgi sle’, 'Ie. is used a.nd start’ is |'nterpreted. a.s an unslgt\ed 2024-04-25| 53
integer for the comparison. If it is a negative number, its 255th bit is set to 1" and
is hence interpreted as a very large unsigned integer making the assertion always
fail. Any contract having a ‘range(start, start + N)* where ‘start’ is a signed integer
with the possibility for “start” to be negative is affected. If a call goes through the
loop while supplying a negative “start” the execution will revert. Version 0.4.0b1
fixes the issue.
Vyper is a pythonic Smart Contract Language for the Ethereum virtual machine. In
versions 0.3.10 and prior, incorrect values can be logged when ‘raw_log" builtin is
called with memory or storage arguments to be used as topics. A contract search
vyperlang -- vyper |was performed and no vulnerable contracts were found in production. The 2024-04-25| 5.3 CVE-2024-32645
"build_IR" function of the 'RawLog’ class fails to properly unwrap the variables
provided as topics. Consequently, incorrect values are logged as topics. As of time
of publication, no fixed version is available.
Vyper is a pythonic Smart Contract Language for the Ethereum virtual machine. In
vyperlang -- vyper |versions 0.3.10 and prior, using the “slice” builtin can result in a double eval 2024-04-25| 5.3

CVE-2024-32646
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Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
can be easily triggered only with the versions "<0.3.4" as '0.3.4" introduced the
unique symbol fence. No vulnerable production contracts were found. Additionally,
double evaluation of side-effects should be easily discoverable in client tests. As
such, the impact is low. As of time of publication, no fixed versions are available.
Vyper is a pythonic Smart Contract Language for the Ethereum virtual machine. In
versions 0.3.10 and prior, using the “create_from_blueprint’ builtin can result in a
double eval vulnerability when ‘raw_args=True" and the “args™ argument has side-
effects. It can be seen that the *_build_create_IR" function of the
‘create_from_blueprint” builtin doesn't cache the mentioned “args’ argument to
vyperlang -- vyper —Irom_buep A ) g° argy 2024-04-25| 5.3 |CVE-2024-32647
the stack. As such, it can be evaluated multiple times (instead of retrieving the
value from the stack). No vulnerable production contracts were found.
Additionally, double evaluation of side-effects should be easily discoverable in
client tests. As such, the impact is low. As of time of publication, no fixed versions
exist.
Vyper is a pythonic Smart Contract Language for the Ethereum virtual machine.
Prior to version 0.3.0, default functions don't respect nonreentrancy keys and the CVE-2024-32648
vyperlang -- vyper |lock isn't emitted. No vulnerable production contracts were found. Additionally, 2024-04-25| 5.3
using a lock on a “default’ function is a very sparsely used pattern. As such, the
impact is low. Version 0.3.0 contains a patch for the issue.
Vyper is a pythonic Smart Contract Language for the Ethereum virtual machine. In
versions 0.3.10 and prior, using the “sgrt” builtin can result in double eval
vulnerability when the argument has side-effects. It can be seen that the “build_IR"
function of the “sqrt’ builtin doesn't cache the argument to the stack. As such, it
vyperlang -- vyper 2024-04-25| 5.3
P 8 VYPET | an be evaluated multiple times (instead of retrieving the value from the stack). No == |CVE-2024-32649
vulnerable production contracts were found. Additionally, double evaluation of
side-effects should be easily discoverable in client tests. As such, the impact is low.
As of time of publication, no fixed versions are available.
watchdog - Watchdog Antivirus v1.6.415 is vulnerable to a Denial of Service vulnerability b
watchdog_antiviru | o o8 > . . YO 1024-04-23| 5.5 |CVE-2024-1241
X triggering the 0x80002014 IOCTL code of the wsdk-driver.sys driver.
ebangon --
W g Server-Side Request Forgery (SSRF) vulnerability in Webangon The Pack
the_pack_element . 2024-04-24| 4.9
or addons Elementor.This issue affects The Pack Elementor addons: from n/a through 2.0.8.2. ICVE-2024-32718
webtoffee -- Deserialization of Untrusted Data vulnerability in WebToffee Import Export
import_export_wo [WordPress Users.This issue affects Import Export WordPress Users: from n/a 2024-04-24| 5.4 CVE-2024-32835
rdpress_users through 2.5.3.
webtoffee -- Improper Neutralization of Input During Web Page Generation ('Cross-site
woocommerce_shi|Scripting') vulnerability in WebToffee WooCommerce Shipping Label allows Stored (2024-04-24| 5.9 CVE-2024-32834
pping_label XSS.This issue affects WooCommerce Shipping Label: from n/a through 2.3.8.
welotec -- /An unauthenticated remote attacker can deceive users into performing unintended
. . . 2024-04-23| 6.5
smart_ems actions due to improper restriction of rendered Ul layers or frames. CVE-2024-3911
wp_republic -- Cross-Site Request Forgery (CSRF) vulnerability in WP Republic Hide Dashboard
hide_dashboard_n |Notifications.This issue affects Hide Dashboard Notifications: from n/a through 2024-04-26| 4.3 CVE-2024-33683
otifications 1.2.3.
wp_roval - Cross-Site Request Forgery (CSRF) vulnerability in WP Royal Royal Elementor
oyal_elementor_k 2024-04-24| 4.3
:'t val —[Kit.This issue affects Royal Elementor Kit: from n/a through 1.0.116. == |CVE-2024-32773
wpclever -- ] The WPC Composite Products for WooCommerce plugin for WordPress is
WPC_COmpOsite_pri,|haraple to Stored Cross-Site Scripting via the 'wooco_components[0][name]' 2024-04-27| 6.4 |CVE-2024-2838

oducts_for_wooco
mmerce

parameter in all versions up to, and including, 7.2.7 due to insufficient input

sanitization and output escaping and missing authorization on the
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Medium Vulnerabilities

maximum amount of failed password check attempts, there was no such
mechanism for (T)OTP checks. This issue has been patched in version 2.50.0.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
ajax_save_components function. This makes it possible for authenticated
attackers, with subscriber-level access and above, to inject arbitrary web scripts in
pages that will execute whenever a user accesses an injected page.
wpclever -- . N I
woc frequently b Missing Authorization vulnerability in WPClever WPC Frequently Bought Together
pe_freq V- for WooCommerce.This issue affects WPC Frequently Bought Together for 2024-04-22| 4.3 CVE-2024-32687
ought_together_fo (CVE-2024-5266/7
WooCommerce: from n/a through 7.0.3.
r_woocommerce
wpdevteam --
P . The Essential Addons for Elementor - Best Elementor Templates, Widgets, Kits &
essential_addons_f . . . "
or elementor \WooCommerce Builders plugin for WordPress is vulnerable to Sensitive
b:est elemen;or ¢ Ir?formation Exposure in all versior.ws uP to, and incluqing, 5.9.15 via the 2024-04-25| 5.3 ICVE-2024-3733
- = .~ lajax_load_more() , eael_woo_pagination_product_ajax(), and -
emplates,_widgets| " . - B . .
Kits & woocom ajax_eael_product_gallery() functions. This makes it possible for unauthenticated
(— attackers to extract posts that may be in private or draft status.
merce_builders
wpmet -- - N - . . -
ltimate revie Missing Authorization vulnerability in Wpmet Wp Ultimate Review.This issue 2024-04-22| 5.3
W i Vi -04- .
P - affects Wp Ultimate Review: from n/a through 2.2.5. == |CVE-2024-32684
W
The Royal Elementor Addons and Templates plugin for WordPress is vulnerable to
wproyal -- Stored Cross-Site Scripting via the plugin's widget containers in all versions up to,
royal_elementor_afand including, 1.3.971 due to insufficient input sanitization and output escaping on 2024-04-23| 6.5 ICVE-2024-2798
ddons_and_templ |[user supplied attributes. This makes it possible for authenticated attackers, with -
ates contributor-level access and above, to inject arbitrary web scripts in pages that will
lexecute whenever a user accesses an injected page.
The Royal Elementor Addons and Templates plugin for WordPress is vulnerable to
woroval Stored Cross-Site Scripting via the Image Grid & Advanced Text widget HTML tags
ropalyelementor s in all versions up to, and including, 1.3.96 due to insufficient input sanitization and CVE-2024-2799
val ~ |loutput escaping on user supplied attributes. This makes it possible for 2024-04-23| 6.4
ddons_and_templ . . . L
ates authenticated attackers, with contributor-level access and above, to inject
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
The Royal Elementor Addons and Templates plugin for WordPress is vulnerable to
woroval Stored Cross-Site Scripting via the plugin's Advanced Accordion widget in all
ropalyelementor a versions up to, and including, 1.3.971 due to insufficient input sanitization and
val —"loutput escaping on user supplied attributes like 'accordion_title_tag'. This makes it |[2024-04-23| 6.4 [CVE-2024-3889
ddons_and_templ . . . .
ates possible for authenticated attackers, with contributor-level access and above, to
inject arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
xfinity_soft -- Missing Authorization vulnerability in Xfinity Soft Order Limit for
order_limit_for_w [WooCommerce.This issue affects Order Limit for WooCommerce: from n/a through|2024-04-24| 6.5 CVE-2024-32675
oocommerce 2.0.0.
temos Improper Authentication, Improper Neutralization of Input During Web Page
Generation ('Cross-site Scripting') vulnerability in xtemos WoodMart allows Cross- (2024-04-24| 5.3
woodmart CVE-2023-25790
Site Scripting (XSS).This issue affects WoodMart: from n/a through 7.0.4.
yith -- Cross-Site Request Forgery (CSRF) vulnerability in YITH YITH WooCommerce
yith_woocommerc |Compare.This issue affects YITH WooCommerce Compare: from n/a through 2024-04-24| 4.3 CVE-2024-32699
e_compare 2.37.0.
ZITADEL provides users the possibility to use Time-based One-Time-Password
(TOTP) and One-Time-Password (OTP) through SMS and Email. While ZITADEL
zitadel -- zitadel  |already gives administrators the option to define a "Lockout Policy’ with a 2024-04-26| 6.5 [CVE-2024-32868
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Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
N/A -- N/A CVE-2022-48682
In deletefiles in FDUPES before 2.2.0, a TOCTOU race condition allows arbitrary file
. . . 2024-04-26| 6
deletion via a symlink.
An issue was discovered in Passbolt Browser Extension before 4.6.2. It can send CVE-2024-33669
N/A -- N/A multiple requests to HavelBeenPwned while a password is being typed, which
results in an information leak. This allows an attacker capable of observing 2024-04-26| 6.1
Passbolt's HTTPS queries to the Pwned Password API to more easily brute force
passwords that are manually typed by the user.
N/A — N/A Passbolt API before 4.6.2 allows HTML injection in a URL parameter, resulting in
custom content being displayed when a user visits the crafted URL. Although the 2024-04-26| 4.3 ICVE-2024-33670
injected content is not executed as JavaScript due to Content Security Policy (CSP) -
restrictions, it may still impact the appearance and user interaction of the page.
The 5280 Bootstrap Modal Contact Form plugin for WordPress is vulnerable to
5280studios Cross-Site Request Forgery in all versions up to, and including, 1.0. This is due to
missing or incorrect nonce validation in class-sbmm-list-table.php. This makes it
5280_bootstrap_m| e ) php 2024-05-02| 4.3 [CVE-2024-0847
odal contact form possible for unauthenticated attackers to bulk delete messages via a forged
- - request granted they can trick a site administrator into performing an action such
as clicking on a link.
8theme -- Missing Authorization vulnerability in 8theme XStore Core.This issue affects XStore 2024-04-29| 6.5
xstore_core Core: from n/a through 5.3.5. == |CVE-2024-33558
The Header Footer Code Manager Pro plugin for WordPress is vulnerable to
99robots Reflected Cross-Site Scripting via the message parameter in all versions up to, and
including, 1.0.16 due to insufficient input sanitization and output escaping. This
header_footer_co .g ) ) P o ) P P g' ) 2024-05-02| 6.1 [CVE-2024-3473
de manager oro makes it possible for unauthenticated attackers to inject arbitrary web scripts in
- ger_p pages that execute if they can successfully trick a user into performing an action
such as clicking on a link.
The AA Cash Calculator plugin for WordPress is vulnerable to Reflected Cross-Site
Scripting via the 'invoice' parameter in all versions up to, and including, 1.0 due to
Qaextention -- insufficient input sanitization and output escaping. This makes it possible for 9024-05-02| 6.1 ICVE-2024-0848
aa_cash_calculator|unauthenticated attackers to inject arbitrary web scripts in pages that execute if -
they can successfully trick a user into performing an action such as clicking on a
link.
abuhayat --
advanced_post_bl [The Advanced Post Block - Display Posts, Pages, or Custom Posts on Your Page
ock_- plugin for WordPress is vulnerable to unauthorized access of data due to a missing
| display_posts,_pa [capability check on the apbPosts() function hooked via an AJAX action in all 2024-05-02| 5.3 [CVE-2024-0908
ges,_or_custom_p |versions up to, and including, 1.13.1. This makes it possible for unauthenticated
osts_on_your_pag [attackers to retrieve all post data, including those that may be password protected.
e
Acrobat Reader versions 20.005.30539, 23.008.20470 and earlier are affected by a
dobe Use After Free vulnerability that could lead to disclosure of sensitive memory. An
B attacker could leverage this vulnerability to bypass mitigations such as ASLR. 2024-05-02| 5.5
acrobat_reader . - 8 . .y y? ) & . == |CVE-2024-30302
Exploitation of this issue requires user interaction in that a victim must open a
malicious file.
adrian_m-rchen-- | =~ . I . ~ .
embed_ ooele fo Missing Authorization vulnerability in Adrian MA9rchen Embed Google Fonts.This 2024-05-03| 4.3
s —BOOBIC_TO lics e affects Embed Google Fonts: from n/a through 3.1.0. —= |CVE-2024-33925
aharonyan -- The Guest posting / Frontend Posting wordpress plugin - WP Front User Submit /
uest_postin fr[Front Editor plugin for WordPress is vulnerable to Stored Cross-Site Scripting via
& -P e/ plug ping 2024-05-02| 4.4 [CVE-2024-2967

ontend_posting_w
ordpress_plugin_-
| wp_front_user_s

form settings in all versions up to, and including, 4.4.1 due to insufficient input
sanitization and output escaping. This makes it possible for authenticated

attackers, with administrator-level permissions and above, to inject arbitrary web
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Medium Vulnerabilities

xtra_features_for_
phlox_theme

This makes it possible for authenticated attackers, with contributor access or
higher, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page. Requires Elementor and the Phlox theme to be installed.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
ubmit_/ front_edi [scripts in pages that will execute whenever a user accesses an injected page. This
tor only affects multi-site installations and installations where unfiltered_html has
been disabled.
The WP ULike plugin for WordPress is vulnerable to Stored Cross-Site Scripting via
alimir -- wp_ulike_-|the plugin's 'wp_ulike' shortcode in all versions up to, and including, 4.6.9 due to
|_most_advanced_ [insufficient input sanitization and output escaping on the user supplied 2024-05-02| 6.4 CVE-2024-1572
wordpress_market |'wrapper_class' attribute. This makes it possible for authenticated attackers, with -
ing_toolkit contributor-level access and above, to inject arbitrary web scripts in pages that will
lexecute whenever a user accesses an injected page.
The WP ULike - Most Advanced WordPress Marketing Toolkit plugin for WordPress
alimir -- wp_ulike_-|is vulnerable to Stored Cross-Site Scripting via a user's display name in all versions
|_most_advanced_ |up to, and including, 4.6.9 due to insufficient input sanitization and output 2024-05-02| 6.4 ICVE-2024-1759
wordpress_market |escaping. This makes it possible for authenticated attackers, with subscriber-level -
ing_toolkit access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
The ACF On-The-Go plugin for WordPress is vulnerable to unauthorized
amaa - acf on modification of data due to a missing capability check on the acfg_update_fields()
the-so function in all versions up to, and including, 1.0.1. This makes it possible for 2024-05-02| 4.3 [CVE-2024-3071
g authenticated attackers, with subscriber-level access and above, to update
arbitrary post titles, descriptions, and ACF values.
arshidkv12 The Contact Form 7 Database Addon - CFDB7 plugin for WordPress is vulnerable to
contact_form_7_d Sensitive Information Ex'posure' in verfions up to, and includi'ng, 1.2.6.8 via the CVE-2024-3870
cfdb7_before_send_mail function. This can allow unauthenticated attackers to 2024-05-02| 5.3
atabase_addon_- .. o . .
cfdb7 extract sensitive data, such as Personally Identifiable Information, from files
B uploaded by users.
shan ia Improper Neutralization of Input During Web Page Generation ('Cross-site
—ay Scripting') vulnerability in Ashan Jay EventON allows Stored XSS.This issue affects [2024-05-03| 5.9
eventon ICVE-2024-33940
EventON: from n/a through 2.2.14.
The Sydney Toolbox plugin for WordPress is vulnerable to Stored Cross-Site
athemes - Scripting via the style parameter in all versions up to, and including, 1.30 due to CVE-2024-4036
insufficient input sanitization and output escaping. This makes it possible for 2024-05-02| 6.4
sydney_toolbox . . . L .
authenticated attackers, with contributor access and above, to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
The Shortcodes and extra features for Phlox theme plugin for WordPress is
averta -- vulnerable to Stored Cross-Site Scripting via the custom JS parameter in all versions
shortcodes_and_e |up to, and including, 2.15.5 due to insufficient input sanitization and output 2024-05-02| 6.4 ICVE-2024-1348
xtra_features_for_ |escaping. This makes it possible for authenticated attackers, with contributor -
phlox_theme access or higher, to inject arbitrary web scripts in pages that will execute whenever
@ user accesses an injected page.
The Shortcodes and extra features for Phlox theme plugin for WordPress is
averta -- vulnerable to Stored Cross-Site Scripting via the 'title_tag' parameter in all versions CVE-2024-1396
shortcodes_and_e |up to, and including, 2.15.5 due to insufficient input sanitization and output
. . . . . . . 2024-05-02| 6.4
xtra_features_for_ |escaping. This makes it possible for authenticated attackers, with contributor-level
phlox_theme and above permissions to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
The Shortcodes and extra features for Phlox theme plugin for WordPress is
averta -- vulnerable to Stored Cross-Site Scripting via the HTML Element in all versions up to,
shortcodes_and_e |and including, 2.15.5 due to insufficient input sanitization and output escaping. 2024-05-02| 6.4 ICVE-2024-1533
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1396&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1396
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1533&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1533

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
The Shortcodes and extra features for Phlox theme plugin for WordPress is
verta vulnerable to Stored Cross-Site Scripting via the plugin's 'aux_gmaps' shortcode in
shortcodes_and_e all versions u!o to, and includin.g, 2.15..5 due to ihsufﬁcien-t inpu? sanitization and CVE-2024-3341
output escaping on user supplied attributes. This makes it possible for 2024-05-02| 6.4
xtra_features_for_ . . . -
hiox theme authenticated attackers, with contributor-level access and above, to inject
P - arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
The Shortcodes and extra features for Phlox theme plugin for WordPress is
averta -- vulnerable to Stored Cross-Site Scripting via the Accordion Widget in all versions up
shortcodes_and_e [to, and including, 2.15.5 due to insufficient input sanitization and output escaping. 2024-05-02| 6.4 ICVE-2024-3517
xtra_features_for_ [This makes it possible for authenticated attackers, with contributor access and -
phlox_theme higher, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.
avirtum -- - . - . . .
ibanorama 360 w Missing Authorization vulnerability in Avirtum iPanorama 360 WordPress Virtual
P — = [Tour Builder.This issue affects iPanorama 360 WordPress Virtual Tour Builder: from|2024-05-03| 5.3
ordpress_virtual_t ICVE-2024-33941
. n/a through 1.8.1.
our_builder
vs-oro The Poll Maker - Best WordPress Poll Plugin plugin for WordPress is vulnerable to
:;” pmaker unauthorized access of data due to a missing capability check on the
POl - ays_poll_create_author function in all versions up to, and including, 5.1.8. This 2024-05-02| 5.3 [CVE-2024-3601
| best_wordpress_ . . . .
oll olugin makes it possible for unauthenticated attackers to extract email addresses by
pofl_plug enumerating them one character at a time.
avs-Dro The Popup Box - Best WordPress Popup Plugin plugin for WordPress is vulnerable
:/) E box to unauthorized access of data due to a missing capability check on the
POpUp_boX_ ays_pb_create_author AJAX action in all versions up to, and including, 4.3.6. This  |2024-05-02| 5.3 |CVE-2024-3897
| best_wordpress_ : . . . .
. makes it possible for unauthenticated attackers to enumerate all emails registered
popup_plugin )
on the website.
The Collapse-O-Matic plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the plugin's 'expand' shortcode in all versions up to, and including,
baden03 -- 1.8.5.5 due to insufficient input sanitization and output escaping on the 'tag' user 2024-05-02| 6.4 ICVE-2023-7030
collapse-o-matic [supplied attribute. This makes it possible for authenticated attackers with -
contributor-level and above permissions to inject arbitrary web scripts in pages
that will execute whenever a user accesses an injected page.
bowo -- Missing Authorization vulnerability in Bowo Debug Log Manager.This issue affects
debug_log_mana ' 2024-05-03| 4.3
o €-loe g Debug Log Manager: from n/a through 2.3.1. —= |CVE-2024-33915
. The Spectra - WordPress Gutenberg Blocks plugin for WordPress is vulnerable to
brainstormforce -- . . . . .
Path Traversal in versions up to, and including, 2.12.6 via the CVE-2024-3107
spectra_- . . . . . CVE-2024-510/
- get_block_default_attributes function. This allows authenticated attackers, with ~ |2024-05-02| 4.3
| wordpress_guten A . .
contributor-level permissions and above, to read the contents of any files named
berg_blocks . . . e .
attributes.php on the server, which can contain sensitive information.
The WP Recipe Maker plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the plugin's wprm-recipe-roundup-item shortcode in all versions up
brechtvds -- to, and including, 9.3.1 due to insufficient input sanitization and output escaping 2024-05-02| 6.4 ICVE-2024-3490
wp_recipe_maker |on user supplied attributes. This makes it possible for authenticated attackers, with -
contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
britner -- The Gutenberg Blocks by Kadence Blocks - Page Builder Features plugin for
gutenberg_blocks_|WordPress is vulnerable to Stored Cross-Site Scripting via several parametersin all |2024-05-02| 6.4 |CVE-2024-2273

with_ai_by_kaden
ce_wp_-

versions up to, and including, 3.2.34 due to insufficient input sanitization and

output escaping. This makes it possible for authenticated attackers, with



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3341&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3341
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3517&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3517
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33941&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33941
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3601&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3601
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3897&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3897
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-7030&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-7030
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33915&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33915
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3107&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3107
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3490&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3490
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2273&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2273

Medium Vulnerabilities

n_form_login_for
m_user_profile_&
| restrict_content_
-_profilepress

makes it possible for authenticated attackers, with contributor access or above, to
inject arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
|_page_builder_fea [contributor access or higher, to inject arbitrary web scripts in pages that will
tures lexecute whenever a user accesses an injected page.
The Virtue theme for WordPress is vulnerable to Stored Cross-Site Scripting via a
Post Author's name in all versions up to, and including, 3.4.8 due to insufficient
britner — virtue input sanitization ?nd Outpl:It esca‘ping when the I'atest posts feature.is enabled on 2024.05-02| 6.4 CVE-2024-4034
the homepage. This makes it possible for authenticated attackers, with
contributor-level access and above, to inject arbitrary web scripts in pages that will
lexecute whenever a user accesses an injected page.
The LA-Studio Element Kit for Elementor plugin for WordPress is vulnerable to
Stored Cross-Site Scripting via the plugin's LaStudioKit Post Author widget in all
choijun -- la- versions up to, and including, 1.3.7.5 due to insufficient input sanitization and
studio_element_ki loutput escaping on user supplied attributes. This makes it possible for 2024-05-02| 6.4 [CVE-2024-3005
t_for_elementor |authenticated attackers, with contributor-level access and above, to inject
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
A vulnerability in the XML service of Cisco IP Phone firmware could allow an
cisco -- unauthenticated, remote attacker to initiate phone calls on an affected device. This CVE-2024-20357
cisco_ip_phones_ |vulnerability exists because bounds-checking does not occur while parsing XML .
. . . o . 2024-05-01| 5.9 |ykramarz@cisco.co
with_multiplatfor |requests. An attacker could exploit this vulnerability by sending a crafted XML
m_firmware request to an affected device. A successful exploit could allow the attacker to o
initiate calls or play sounds on the device.
The Interactive World Maps plugin for WordPress is vulnerable to Reflected Cross-
cmoreira Site Scripting Yia th(.é ?earc.h (s) pare?r.netfer in all versions up tc?, and i.ncluding,.
interactive_world_ 2.4.1.4 due to |nsuff|C|e.nt input sanltlzatlorl ?nd outPut escaping. jl'hls.makes it 2024-05-02| 6.1 |CVE-2024-3681
maps possible for unauthenticated attackers to inject arbitrary web scripts in pages that
execute if they can successfully trick a user into performing an action such as
clicking on a link.
codeatlantic --
content_control_- [The Content Control - The Ultimate Content Restriction Plugin! Restrict Content,
| the_ultimate_con|Create Conditional Blocks & More plugin for WordPress is vulnerable to Sensitive
tent_restriction_pl Information Exposure in all versions up to, and including, 2.1.0 via the API. This 2024-05-02| 5.3 ICVE-2024-0615
ugin!_restrict_cont|makes it possible for unauthenticated attackers to extract post titles, IDs, slugs, -
ent,_create_condit|statuses and other information including post content. This includes published
ional_blocks_&_m |content only.
ore
codesavory --
knowledge_base_d[Missing Authorization vulnerability in codeSavory Knowledge Base documentation
ocumentation_& _ |& wiki plugin - BasePress.This issue affects Knowledge Base documentation & wiki (2024-04-29| 5.4 CVE-2024-33588
wiki_plugin_- plugin - BasePress: from n/a through 2.16.1. -
| basepress
codesavory --
knowledge_base_d|Server-Side Request Forgery (SSRF) vulnerability in codeSavory Knowledge Base
ocumentation_&_ |[documentation & wiki plugin - BasePress.This issue affects Knowledge Base 2024-04-29| 5 CVE-2024-33590
wiki_plugin_- documentation & wiki plugin - BasePress: from n/a through 2.16.1.
| basepress
collizo4sky -- . . . . . .
. . |The Paid Membership Plugin, Ecommerce, User Registration Form, Login Form,
paid_membership . ) . . .
A User Profile & Restrict Content - ProfilePress plugin for WordPress is vulnerable to
| plugin_ecommerc . L. . et . .
e user registratio Stored Cross-Site Scripting via the 'title' parameter in all versions up to, and
- = including, 4.15.4 due to insufficient input sanitization and output escaping. This 2024-05-02| 6.4 [CVE-2024-2867



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4034&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4034
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3005&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3005
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20357&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20357
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ipphone-multi-vulns-cXAhCvS
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ipphone-multi-vulns-cXAhCvS
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3681&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3681
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-0615&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-0615
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33588&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33588
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33590&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33590
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2867&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2867

Medium Vulnerabilities

| absolute_addons
| for_elementor

and including, 2.4.6 due to insufficient input sanitization and output escaping on

user supplied attributes. This makes it possible for authenticated attackers with

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
copy_content_prot
ection_team -- Missing Authorization vulnerability in Copy Content Protection Team Secure Copy
secure_copy_cont |Content Protection and Content Locking.This issue affects Secure Copy Content 2024-04-29| 5.3 CVE-2024-33587
ent_protection_an [Protection and Content Locking: from n/a through 3.9.0.
d_content_locking
creative_motion --
auto fe;tured im Server-Side Request Forgery (SSRF) vulnerability in Creative Motion Auto Featured
- —  |Image (Auto Post Thumbnail).This issue affects Auto Featured Image (Auto Post 2024-04-29| 4.4 CVE-2024-33629
age_(auto_post_th . CVE-2024-55629
. Thumbnail): from n/a through 4.0.0.
umbnail)
The CM Tooltip Glossary - Powerful Glossary Plugin plugin for WordPress is
creativemindssolut|vulnerable to Cross-Site Request Forgery in all versions up to, and including, 4.2.11.
ions -- This is due to missing or incorrect nonce validation when saving settings. This 2024-05-02| 4.3 |CVE-2024-4086
cm_tooltip_glossar|makes it possible for unauthenticated attackers to change the plugin's settings or -
y reset them via a forged request granted they can trick a site administrator into
performing an action such as clicking on a link.
The Blocksy theme for WordPress is vulnerable to Stored Cross-Site Scripting via
the className parameter in the About Me block in all versions up to, and
creativethemeshq |including, 2.0.39 due to insufficient input sanitization and output escaping. This 2024-05-02| 6.4 ICVE-2024-3747
-- blocksy makes it possible for authenticated attackers, with contributor access and above, -
to inject arbitrary web scripts in pages that will execute whenever a user accesses
an injected page.
cscode -- Lo . .
cleforms The EleForms - All In One Form Integration including DB for Elementor plugin for
- WordPress is vulnerable to unauthorized access of data due to a missing capability CVE-2024-2043
| all_in_one_form_ . S . . . p—see ey’
- L ~|check when downloading form submissions in all versions up to, and including, 2024-05-02| 5.3
integration_includi . ) . . .
2.9.9.7. This makes it possible for unauthenticated attackers to view form
ng_db_for_elemen L
submissions.
tor
cusmin -- . . .
absolutely glamor Server-Side Request Forgery (SSRF) vulnerability in Cusmin Absolutely Glamorous
-8 . |Custom Admin.This issue affects Absolutely Glamorous Custom Admin: from n/a  |2024-04-29| 4.4
ous_custom_admi ICVE-2024-33627
N through 7.2.2.
deepen_bajrachary N s N -
s URL Redirection to Untrusted Site ('Open Redirect') vulnerability in Deepen
Video_conferencin Be.njracharya Video Conferencing with Zoom.This issue affects Video Conferencing (2024-04-29| 4.7 CVE-2024-33584
. with Zoom: from n/a through 4.4.4.
g_with_zoom
Dell OpenManage Enterprise, versions 4.0.0 and 4.0.1, contains a sensitive
dell -- information disclosure vulnerability. A local low privileged malicious user could CVE-2024-28961
dell_openmanage_[potentially exploit this vulnerability to obtain credentials leading to unauthorized |2024-04-29| 6.3 [security alert@em
enterprise access with elevated privileges. This could lead to further attacks, thus Dell c.com
recommends customers to upgrade at the earliest opportunity.
dell -- Dell OpenManage Enterprise, versions 3.10 and 4.0, contains an Improper Access CVE-2024-28978
dell_openmanage_|Control vulnerability. A high privileged remote attacker could potentially exploit 2024-05-01| 5.2 |security alert@em
enterprise this vulnerability, leading to unauthorized access to resources. c.com
dell -- Dell OpenManage Enterprise, versions prior to 4.1.0, contains an XSS injection CVE-2024-28979
dell_openmanage_|vulnerability in Ul. A high privileged local attacker could potentially exploit this 2024-05-01| 5.1 |security alert@em
enterprise vulnerability, leading to JavaScript injection. c.com
devitemslic -- The HT Mega - Absolute Addons For Elementor plugin for WordPress is vulnerable
ht_mega_- to Stored Cross-Site Scripting via the plugin's lightbox widget in all versions up to, (2024-05-02| 6.4 [CVE-2024-2084



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33587&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33587
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33629&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33629
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4086&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4086
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3747&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3747
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2043&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2043
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33627&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33627
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33584&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33584
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28961&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28961
https://www.dell.com/support/kbdoc/en-us/000224251/dsa-2024-184-security-update-for-dell-openmanage-enterprise-vulnerability
https://www.dell.com/support/kbdoc/en-us/000224251/dsa-2024-184-security-update-for-dell-openmanage-enterprise-vulnerability
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28978&vector=CVSS:3.1/AV:A/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28978
https://www.dell.com/support/kbdoc/en-us/000224641/dsa-2024-201-security-update-for-dell-openmanage-enterprise-vulnerability
https://www.dell.com/support/kbdoc/en-us/000224641/dsa-2024-201-security-update-for-dell-openmanage-enterprise-vulnerability
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28979&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28979
https://www.dell.com/support/kbdoc/en-us/000224642/dsa-2024-202-security-update-for-dell-openmanage-enterprise-vulnerability
https://www.dell.com/support/kbdoc/en-us/000224642/dsa-2024-202-security-update-for-dell-openmanage-enterprise-vulnerability
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2084&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2084

Medium Vulnerabilities

changedetection.io

watcher, restock monitor and notification service. In affected versions Input in
parameter notification_urls is not processed resulting in javascript execution in the

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
contributor-level and above permissions to inject arbitrary web scripts in pages
that will execute whenever a user accesses an injected page.
The HT Mega - Absolute Addons For Elementor plugin for WordPress is vulnerable
devitemslic -- to Stored Cross-Site Scripting via the 'size' value in several widgets all versions up
ht_mega_- to, and including, 2.4.6 due to insufficient input sanitization and output escaping 2024-05-02| 6.4 ICVE-2024-2085
| absolute_addons |on user supplied attributes. This makes it possible for authenticated attackers with -
| for_elementor  [contributor-level and above permissions to inject arbitrary web scripts in pages
that will execute whenever a user accesses an injected page.
The HT Mega - Absolute Addons For Elementor plugin for WordPress is vulnerable
devitemslic -- to Stored Cross-Site Scripting via Accordion widget in all versions up to, and
ht_mega_- including, 2.4.8 due to insufficient input sanitization and output escaping on user 9024-05-02| 6.4 ICVE-2024-2790
| absolute_addons [supplied attributes. This makes it possible for authenticated attackers, with -
| for_elementor  |contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
The HT Mega - Absolute Addons For Elementor plugin for WordPress is vulnerable
devitemsllc -- to Stored Cross-Site Scripting via the Countdown widget's attributes in all versions
ht_mega_- up to, and including, 2.4.9 due to insufficient input sanitization and output CVE-2024-3307
: ) . ) . ) ' 2024-05-02| 6.4
| absolute_addons [escaping. This makes it possible for authenticated attackers, with contributor
| for_elementor  |access or above, to inject arbitrary web scripts in pages that will execute whenever
a user accesses an injected page.
The HT Mega - Absolute Addons For Elementor plugin for WordPress is vulnerable
devitemsllc -- to Stored Cross-Site Scripting via the Image Grid widget's attributes in all versions
ht_mega_- up to, and including, 2.4.9 due to insufficient input sanitization and output 2024-05-02| 6.4 ICVE-2024-3308
| absolute_addons [escaping. This makes it possible for authenticated attackers, with contributor -
| for_elementor  |access or higher, to inject arbitrary web scripts in pages that will execute whenever
a user accesses an injected page.
devitemsllc --
shoplentor_- The ShopLentor - WooCommerce Builder for Elementor & Gutenberg +12 Modules
| woocommerce_b |- All in One Solution (formerly WoolLentor) plugin for WordPress is vulnerable to
uilder_for_elemen |Stored Cross-Site Scripting via the _id attribute in the Horizontal Product Filter in all
tor_& gutenberg_ [versions up to, and including, 2.8.7 due to insufficient input sanitization and output|2024-05-02| 6.4 [CVE-2024-3991
+12_modules_- escaping on user supplied attributes. This makes it possible for authenticated
| all_in_one_soluti [attackers, with contributor-level access and above, to inject arbitrary web scripts in
on_(formerly_woollpages that will execute whenever a user accesses an injected page.
entor)
devitemsllc --
shoplentor_- The ShopLentor - WooCommerce Builder for Elementor & Gutenberg +10 Modules
| woocommerce_b |- All in One Solution (formerly WoolLentor) plugin for WordPress is vulnerable to
uilder_for_elemen |unauthorized modification of data due to a missing capability check on the
tor_& gutenberg_ ['woolentor_template_store' function in all versions up to, and including, 2.8.1. This |2024-05-02| 4.3 [CVE-2023-7067
+12_modules_-  |makes it possible for authenticated attackers, with contributor access and above to
| all_in_one_soluti [access the nonce used to access this function and set a blank template as the
on_(formerly_wool/default template.
entor)
devow! - The Real Media Library: Media Library Folder & File Manager plugin for WordPress
real_media_library is vulnerable to Stored Cross-Site Scripting via the image title and alt text in all
- versions up to, and including, 4.22.11 due to insufficient input sanitization and CVE-2024-2328
:_media_library_fo . . ; . ) . 2024-05-02| 6.4
\der & file_manag output escaping. This makes it possible for authenticated attackers, with author
or - - - access and higher, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
dgtimoon -- changedetection.io is a free open source web page change detection, website 2024.05.02| 4.3 [CVE-2024-34061
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Medium Vulnerabilities

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
application. A reflected XSS vulnerability happens when the user input from a URL
or POST data is reflected on the page without being stored, thus allowing the
attacker to inject malicious content. This issue has been addressed in version
0.45.22. Users are advised to upgrade. There are no known workarounds for this
vulnerability.
divisupreme -- The Supreme Modules Lite - Divi Theme, Extra Theme and Divi Builder plugin for
supreme_modules WordPress is vulnerable to DOM-Based Cross-Site Scripting via the 'typing_cursor' CVE-2024-4334
| lite_- parameter in versions up to, and including, 2.5.3 due to insufficient input
L . . . . . . 2024-05-02| 6.4
| divi_theme,_extr [sanitization and output escaping. This makes it possible for authenticated -
a_theme_and_divi [attackers, with contributor-level permissions and above, to inject arbitrary web
| builder scripts in pages that will execute whenever a user accesses an injected page.
The Tabellen von faustball.com plugin for WordPress is vulnerable to Stored Cross-
Site Scripting via admin settings in all versions up to, and including, 2.0.4 due to
docolli -- insufficient input sanitization and output escaping. This makes it possible for
tabellen_von_faustjauthenticated attackers, with administrator-level permissions and above, to inject [2024-05-02| 4.4 [CVE-2024-4085
ball.com arbitrary web scripts in pages that will execute whenever a user accesses an
injected page. This only affects multi-site installations and installations where
unfiltered_html has been disabled.
dunhakdis -- The Subway - Private Site Option plugin for WordPress is vulnerable to Sensitive
subway_- Information Exposure in all versions up to, and including, 2.1.4 via the REST API. 2024-05-02| 53 ICVE-2024-1678
|_private_site_opti [This makes it possible for unauthenticated attackers to bypass the plugin's private -
on site feature and view restricted page and post content.
The WP Show Posts plugin for WordPress is vulnerable to unauthorized access of
data due to a missing capability check on multiple AJAX functions in all versions up
edge22 -- . . . . . . .
to, and including, 1.1.5. This makes it possible for authenticated attackers, with 2024-05-02| 4.3 [CVE-2023-6731
wp_show_posts . . . . .
subscriber access and above, to view arbitrary post metadata, list posts, and view
terms and taxonomies.
exclusive_addons -
- Missing Authorization vulnerability in Exclusive Addons Exclusive Addons 2024-05-03| 4.3
exclusive_addons_ [Elementor.This issue affects Exclusive Addons Elementor: from n/a through 2.6.9.1. —= |CVE-2024-33914
elementor
Missing Authorization vulnerability in Extend Themes Pathway, Extend Themes CVE-2024-33686
Hugo WP, Extend Themes Althea WP, Extend Themes Elevate WP, Extend Themes
extend themes -- Brite, Extend Themes Colibri WP, Extend Themes Vertice.This issue affects
pathwa_y Pathway: from n/a through 1.0.15; Hugo WP: from n/a through 1.0.8; Althea WP: |2024-04-29| 4.3
from n/a through 1.0.13; Elevate WP: from n/a through 1.0.15; Brite: from n/a
through 1.0.11; Colibri WP: from n/a through 1.0.94; Vertice: from n/a through
1.0.7.
The Colibri Page Builder plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the plugin's 'colibri_breadcrumb_element' shortcode in all versions up
extendthemes - to, and including, 1.0.272 due to insufficient input sanitization and output escaping
colibri_page_build | e . i . ) .©12024-05-02| 6.4 |CVE-2024-3337
or on user supplied attributes. This makes it possible for authenticated attackers, with
contributor-level access and above, to inject arbitrary web scripts in pages that will
lexecute whenever a user accesses an injected page.
The Colibri Page Builder plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the plugin's 'colibri-gallery-slideshow' shortcode in all versions up to,
extendthemes -- . . . o e .
colibri_page_build and including, 1.0.272 due to insufficient input sanitization and output escaping on 2024-05-02| 5.4 |CVE-2024-3340

er

user supplied attributes. This makes it possible for authenticated attackers, with
contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
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Primary CVSS | Source & Patch
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The Colibri Page Builder plugin for WordPress is vulnerable to Stored Cross-Site
extendthemes --  [Scripting via image alt data parameter in all versions up to, and including, 1.0.262
colibri_page_build [due to insufficient input sanitization and output escaping. This makes it possible for|2024-05-02| 4.4 |CVE-2024-3338
er authenticated attackers, with author-level access and above, to inject arbitrary
web scripts in pages that will execute whenever a user accesses an injected page.
fabio_rinaldi -- Authorization Bypass Through User-Controlled Key vulnerability in Fabio Rinaldi 2024-04-29| 4.3
crelly_slider Crelly Slider.This issue affects Crelly Slider: from n/a through 1.4.5. == |CVE-2024-33542
fastline_media_llc . . . I .
assistant Exposure of Sensitive Information to an Unauthorized Actor vulnerability in Fastline|
_every_day__produ Media LLC Assistath'- Every Day Productivity Apps.This issue affects Assistant - 2024-04-29| 5.3 CVE-2024-33538
. Every Day Productivity Apps: from n/a through 1.4.9.1.
ctivity_apps
five_star_plugins --|Missing Authorization vulnerability in Five Star Plugins Five Star Restaurant
five_star_restaura |Reservations.This issue affects Five Star Restaurant Reservations: from n/a through |2024-04-29| 5.3 CVE-2024-33596
nt_reservations  [2.6.16.
The Elementor ImageBox plugin for WordPress is vulnerable to Stored Cross-Site
lickdevs Scripting via the image box widget in all versions up to, and including, 1.2.8 due to
elementor_imageb insuffic.ient in!:)ut sanitization.and output escapir?g on usc?r supplied attributes. This 2024-05-02| 6.4 |CVE-2024-3074
ox makes it possible for authenticated attackers, with contributor-level access and
above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.
The Send PDF for Contact Form 7 plugin for WordPress is vulnerable to
florent73 -- unauthorized access of form submissions due to a missing capability check on the CVE-2024-3585
send_pdf_for_cont|hooks function in all versions up to, and including, 1.0.2.3. This makes it possible ~ |2024-05-02| 5.3
act_form_7 for unauthenticated attackers to download information about contact form entries
with PDFs.
lenwocoder The Drag and Drop Multiple File Upload - Contact Form 7 plugin for WordPress is
gra :nd drob m vulnerable to Sensitive Information Exposure in all versions up to, and including,
'g_ -~ P_M 1 3.7.7 via the '/wp-content/uploads/wp_dndcf7_uploads/wpcf7-files' directory.  |2024-05-02| 5.3 |CVE-2024-3717
ultiple_file_upload | . . . . .
This makes it possible for unauthenticated attackers to extract sensitive data
-_contact_form_7 o .
r - ~ |uploaded via this plugin through a form.
The Delete Custom Fields plugin for WordPress is vulnerable to Cross-Site Request
gluten Forgery in all versions up to, and including, 0.3.1. This is due to missing or incorrect
nonce validation on the ajax_delete_field() function. This makes it possible for
delete_custom_fiel ! 13X - 0 SItP 2024-05-02| 6.1 |CVE-2024-0613
ds unauthenticated attackers to delete arbitrary post meta data via a forged request
granted they can trick a site administrator into performing an action such as
clicking on a link.
an._themes The WP Shortcodes Plugin - Shortcodes Ultimate plugin for WordPress is CVE-2024-3550
w - shortcodes ol vulnerable to Stored Cross-Site Scripting via the plugin's shortcode(s) in all versions
" F:; -P up to, and including, 7.1.2 due to insufficient input sanitization and output 2024-05-02| 6.4
S . lescaping on user supplied attributes. This makes it possible for authenticated -
| shortcodes_ultim . . L . L
te attackers, with contributor-level access and above, to inject arbitrary web scripts in
pages that will execute whenever a user accesses an injected page.
The GP Unique ID plugin for WordPress is vulnerable to Unique ID Modification in
all versions up to, and including, 1.5.5. This is due to insufficient input validation.
gravity_wiz -- This makes it possible for unauthenticated attackers to tamper with the generation 2024-05-02| 5.3 ICVE-2024-0710
gp_unique_id of a unique ID on a form submission and replace the generated unique ID with a =
user-controlled one, leading to a loss of integrity in cases where the ID's
uniqueness is relied upon in a specific context.
13 soluciones A Cross-Site Scripting XSS vulnerability has been detected on GT3 Soluciones SWAL.
o This vulnerability consists in a reflected XSS in the Titular parameter inside Gestion [2024-04-29| 5.4 |CVE-2024-4304

swal_

'Documental > Seguimiento de Expedientes > Alta de Expedientes'.

cve-
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coordination@inci
be.es
happykite -- Improper Neutralization of Input During Web Page Generation ('Cross-site
ultimate_under_co|Scripting') vulnerability in HappyKite Ultimate Under Construction allows Stored 2024-05-03| 5.9 CVE-2024-33943
nstruction XSS.This issue affects Ultimate Under Construction: from n/a through 1.9.3.
The Leaflet Maps Marker (Google Maps, OpenStreetMap, Bing Maps) plugin for
harmr -- WordPress is vulnerable to Stored Cross-Site Scripting via the plugin's
leaflet_maps_mark|'mapsmarker' shortcode in all versions up to, and including, 3.12.8 due to
er_(google_maps,_linsufficient input sanitization and output escaping on user supplied attributes such |2024-05-02| 6.4 |CVE-2024-3670
openstreetmap,_bilas 'mapwidthunit'. This makes it possible for authenticated attackers, with
ng_maps) contributor-level access and above, to inject arbitrary web scripts in pages that will
lexecute whenever a user accesses an injected page.
Vault Enterprise, when configured with performance standby nodes and a
hashicorp -- configured audit device, will inadvertently log request headers on the standby
. . - . L 2024-04-30| 5.5
vault_enterprise  |node. These logs may have included sensitive HTTP request information in CVE-2024-2877
cleartext. This vulnerability, CVE-2024-2877, was fixed in Vault Enterprise 1.15.8.
hewlett_packard_e
nterprise_(hpe) --
aruba_mobility_co
nductor_(formerl
muobilit_( master»),' Unauthenticated Denial-of-Service (DoS) vulnerabilities exist in the AP
B v — "IManagement service accessed via the PAPI protocol. Successful exploitation of CVE-2024-33513
|_aruba_mobility_c " ) . . . 2024-05-01| 5.9
these vulnerabilities results in the ability to interrupt the normal operation of the alert@hpe.com
ontrollers;_wlan_g )
affected service.
ateways_and_sd-
wan_gateways_ma
naged_by_aruba_c
entral
hewlett_packard_e
nterprise_(hpe) --
aruba_mobility_co
nductor_(formerl
muobilit_( master»),' Unauthenticated Denial-of-Service (DoS) vulnerabilities exist in the AP
B V- . ”IManagement service accessed via the PAPI protocol. Successful exploitation of CVE-2024-33514
| aruba_mobility_c . ) . . ) 2024-05-01| 53 [
these vulnerabilities results in the ability to interrupt the normal operation of the alert@hpe.com
ontrollers;_wlan_g .
affected service.
ateways_and_sd-
wan_gateways_ma
naged_by_aruba_c
entral
hewlett_packard_e
nterprise_(hpe) --
aruba_mobility_co
nductor_(formerl
mobilit_( master»)l' Unauthenticated Denial-of-Service (DoS) vulnerabilities exist in the AP
B ¥ . ”IManagement service accessed via the PAPI protocol. Successful exploitation of CVE-2024-33515
| aruba_mobility_c e ) . ) ) 2024-05-01| 5.3
these vulnerabilities results in the ability to interrupt the normal operation of the alert@hpe.com
ontrollers;_wlan_g .
affected service.
ateways_and_sd-
wan_gateways_ma
naged_by_aruba_c
entral
hewlett_packard_e|an unauthenticated Denial of Service (DoS) vulnerability exists in the Auth service
nterprise_(hpe) -- |accessed via the PAPI protocol provided by ArubaOS. Successful exploitation of this 024-05-01| 5.3 CVE-2024-33516

aruba_mobility_co
nductor_(formerly
|_mobility_master);

vulnerability results in the ability to interrupt the normal operation of the
controller.

alert@hpe.com
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tor

authenticated attackers, with subscriber-level access and above, to update
arbitrary post title, content, and ACF data.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
|_aruba_mobility_c
ontrollers;_wlan_g
ateways_and_sd-
wan_gateways_ma
naged_by_aruba_c
entral
hewlett_packard_e
nterprise_(hpe) --
aruba_mobility_co
nductor_(formerl
mobilit_( master\)/' An unauthenticated Denial-of-Service (DoS) vulnerability exists in the Radio
B v - ""|Frequency Manager service accessed via the PAPI protocol. Successful exploitation CVE-2024-33517
|_aruba_mobility_c . o ] o . . 2024-05-01| 5.3
of this vulnerability results in the ability to interrupt the normal operation of the alert@hpe.com
ontrollers;_wlan_g .
affected service.
ateways_and_sd-
wan_gateways_ma
naged_by_aruba_c
entral
hewlett_packard_e
nterprise_(hpe) --
aruba_mobility_co
nductor_(formerl
mobilit_( master\)/- An unauthenticated Denial-of-Service (DoS) vulnerability exists in the Radio
B v . "[Frequency Manager service accessed via the PAPI protocol. Successful exploitation CVE-2024-33518
| aruba_mobility_c . o ] o . . 2024-05-01| 5.3
of this vulnerability results in the ability to interrupt the normal operation of the alert@hpe.com
ontrollers;_wlan_g .
affected service.
ateways_and_sd-
wan_gateways_ma
naged_by_aruba_c
entral
The account management interface of HGiga iSherlock (including MailSherlock,
hgiga -- SpamSherlock, AuditSherlock) fails to filter special characters in certain function
A . . . . . ... [2024-04-29| 4.9
isherlock_4.5 parameters, allowing remote attackers with administrative privileges to exploit this CVE-2024-4296
vulnerability to download arbitrary system files.
The system configuration interface of HGiga iSherlock (including MailSherlock,
hgiga -- SpamSherlock, AuditSherlock) fails to filter special characters in certain function
A . . . . . . |2024-04-29| 4.9 £-2024-42
isherlock_4.5 parameters, allowing remote attackers with administrative privileges to exploit this CVE-2024-4297
vulnerability to download arbitrary system files.
hiddenpearls -- . . .
analvtif The Analytify - Google Analytics Dashboard For WordPress (GA4 analytics made
oc:I Iey_anal tics easy) plugin for WordPress is vulnerable to unauthorized modification of data due
—google_analytics_ o missing capability check on the 'wpa_check_authentication' function in all 2024-05-02| 5.3 [CVE-2024-1584
dashboard_for_wo . . . . : . .
versions up to, and including, 5.2.1. This makes it possible for unauthenticated
rdpress_(ga4_anal . o . .
. attackers to modify the site's Google Analytics tracking ID.
ytics_made_easy)
hiddenpearls -- The Analytify - Google Analytics Dashboard For WordPress (GA4 analytics made
analytify_- easy) plugin for WordPress is vulnerable to unauthorized access of data due to a
| google_analytics_[missing capability check on AJAX functions in combination with nonce leakage in all 2024-05-02| 5.4 ICVE-2024-1809
dashboard_for_wo|versions up to, and including, 5.2.3. This makes it possible for authenticated -
rdpress_(ga4_anal [attackers, with subscriber access and higher, to obtain certain sensitive
ytics_made_easy) |information related to plugin settings.
The ACF Front End Editor plugin for WordPress is vulnerable to unauthorized
horiondigital -- modification of data due to a missing capability check on the update_texts()
acf_front_end_edi [function in all versions up to, and including, 2.0.2. This makes it possible for 2024-04-30| 4.3 [CVE-2024-3072



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33517&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33517
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-004.txt
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33518&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33518
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2024-004.txt
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4296&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4296
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4297&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4297
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1584&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1584
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1809&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1809
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3072&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3072

Medium Vulnerabilities

cognos_controller

on authorization tokens or session cookies. Attackers may be able to get the cookie

values by sending a http:// link to a user or by planting this link in a site the user

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
The Fancy Elementor Flipbox plugin for WordPress is vulnerable to Stored Cross-
Site Scripting via the Fancy Elementor Flipbox widget in all versions up to, and
hosseinhashemi - includinp Zi 2 due to instljfficient input Sanitizatifn and output esca pin This
fancy_elementor_f 8, =% . P ) ourp PINg: 2024-05-02| 6.4 ICVE-2024-2349
linbox makes it possible for authenticated attackers, with contributor-level access and
P above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.
iberezansk The 3D FlipBook plugin for WordPress is vulnerable to Stored Cross-Site Scripting
3d fli boo}l via the Bookmark URL field in all versions up to, and including, 1.15.4 due to
—T1IPHOOK_ insufficient input sanitization and output escaping. This makes it possible for 2024-05-02| 6.4 |CVE-2024-3883
| pdf_flipbook_wor . . L .
dbress authenticated attackers, with author-level access and above, to inject arbitrary
P web scripts in pages that will execute whenever a user accesses an injected page.
ibm -- IBM Cloud Pak for Security 1.10.0.0 through 1.10.11.0 and IBM QRadar Suite
cloud_pak_for_sec [Software 1.10.12.0 through 1.10.20.0 could allow an authenticated user to modify |2024-05-02| 4.3 |CVE-2023-47727
urity dashboard parameters due to improper input validation. IBM X-Force ID: 272089.
ibm--
cloud_pak_for_sec IBM Cloud Pak for Security (CP4S) 1.10.0.0 through 1.10.11.0 and IBM QRadar Suite
- - - for Soft 1.10.12.0 th h1.10.19.0d t setthe S Site attribute f
urity or .0. ware ' : roug oes not se ! e an?e. i ? attribu 'e or 2024-05-01| 5.9 [CVE-2022-38386
sensitive cookies which could allow an attacker to obtain sensitive information
using man-in-the-middle techniques. IBM X-Force ID: 233778.
ibm --
coenos controller IBM Cognos Controller 10.4.1, 10.4.2, and 11.0.0 could allow a remote user to
gnos_ enumerate usernames due to differentiating error messages on existing 2024-05-03| 5.3 [CVE-2021-20556
usernames. IBM X-Force ID: 199181.
IBM Cognos Controller 10.4.1, 10.4.2, and 11.0.0 is vulnerable to external service
ibm -- interaction attack, caused by improper validation of user-supplied input. A remote
cognos_controller |attacker could exploit this vulnerability to induce the application to perform server- 2024-05-03| 5.3 ICVE-2022-22364
side DNS lookups or HTTP requests to arbitrary domain names. By submitting -
suitable payloads, an attacker can cause the application server to attack other
systems that it can interact with. IBM X-Force ID: 220903.
IBM Cognos Controller 10.4.1, 10.4.2, and 11.0.0 is vulnerable to SQL injection. A
ibm -- remote attacker could send specially crafted SQL statements, which could allow 2024-05-03| 6 |CVE-2021-20451
cognos_controller [the attacker to view, add, modify or delete information in the back-end database. -
IBM X-Force ID: 196643.
IBM Cognos Controller 10.4.1, 10.4.2, and 11.0.0 is vulnerable to SQL injection. A
ibm -- remote attacker could send specially crafted SQL statements, which could allow 2024-05-03| 6.3 ICVE-2023-38724
cognos_controller [the attacker to view, add, modify or delete information in the back-end database. -
IBM X-Force ID: 262183.
i IBM Cognos Controller 10.4.1, 10.4.2, and 11.0.0 does not invalidate session after
ibm -- . . .
logout which could allow an authenticated user to impersonate another useron ~ |2024-05-03| 6.3 [CVE-2023-40695
cognos_controller
the system. IBM X-Force ID: 264938.
. IBM Cognos Controller 10.4.1, 10.4.2, and 11.0.0 uses weaker than expected
ibm -- . . . "
cryptographic algorithms that could allow an attacker to decrypt highly sensitive ~ |2024-05-03| 5.9 |CVE-2020-4874
cognos_controller | )
information. IBM X-Force ID: 190837.
ibm -- IBM Cognos Controller 10.4.1, 10.4.2, and 11.0.0 is vulnerable to injection attacks 2024-05-03| 5.3 |CVE-2023-28952
cognos_controller |in application logging by not sanitizing user provided data. IBM X-Force ID: 251463. -
. IBM Cognos Controller 10.4.1, 10.4.2, and 11.0.0 uses weaker than expected
ibm -- . . . "
cryptographic algorithms that could allow an attacker to decrypt highly sensitive  |2024-05-03| 5.9 [CVE-2023-40696
cognos_controller | .
information. IBM X-Force ID: 264939.
i - IBM C Controller 10.4.1, 10.4.2, and 11.0.0d t set th ttribut
ibm ognos Controller an oes not set the secure attribute 2024-05-03| 43 |CVE-2021-20450



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2349&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2349
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3883&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3883
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-47727&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-47727
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-38386&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-38386
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-20556&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-20556
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-22364&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-22364
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-20451&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-20451
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-38724&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-38724
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-40695&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-40695
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-4874&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-4874
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-28952&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-28952
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-40696&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-40696
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-20450&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-20450

Medium Vulnerabilities

| gutenberg_blocks

attributes. This makes it possible for authenticated attackers, with contributor-
level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
lgoes to. The cookie will be sent to the insecure link and the attacker can then
obtain the cookie value by snooping the traffic. IBM X-Force ID: 196640.
i IBM Storage Scale 5.1.0.0 through 5.1.9.2 could allow an authenticated user to
ibm -- . . . .
steal or manipulate an active session to gain access to the system. IBM X-Force ID: |2024-04-30| 5 [CVE-2023-38002
storage_scale
260208.
ibm IBM WebSphere Automation 1.7.0 could allow an attacker with privileged access to
websphere_autom the network to conduct a CSV injectio'n. An attackgr cquld execut.e arbitrary 2024-05-01| 6.5 |CVE-2024-28764
tion commands on the system, caused by improper validation of csv file contents. IBM
X-Force ID: 285623.
ibm IBM WebSphere Automation 1.7.0 is vulnerable to cross-site scripting. This
websphere_autom vulngrability. allows users t(? emF)ed arbitr.ary JavaS.cript code in the W.eb Ul thus 2024-05-01| 4.4 |CVE-2024-28775
tion altering the intended functionality potentially leading to credentials disclosure
within a trusted session. IBM X-Force ID: 285648.
ilghera - - - S -
‘v olaver for wor Missing Authorization vulnerability in ilGhera JW Player for WordPress.This issue 2024-05-03| 6.5
Jdp:zssy — 7= [affects JW Player for WordPress: from n/a through 2.3.3. —= |CVE-2024-33931
illid -- URL Redirection to Untrusted Site ('Open Redirect') vulnerability in ILLID Share This 2024-05-02| 4.7
share_this_image [Image.This issue affects Share This Image: from n/a through 1.97. — |CVE-2024-33930
The Admin Page Spider plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via admin settings in all versions up to, and including, 3.20 due to
jatacid -- insufficient input sanitization and output escaping. This makes it possible for
admin_page_spide [authenticated attackers, with administrator-level permissions and above, to inject |2024-05-02| 4.4 |CVE-2024-2401
r arbitrary web scripts in pages that will execute whenever a user accesses an
injected page. This only affects multi-site installations and installations where
unfiltered_html has been disabled.
The Jeg Elementor Kit plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the custom attribute of a link in several Elementor widgets in all
jegtheme -- versions up to, and including, 2.6.4 due to insufficient input sanitization and output 2024-05-01| 6.4 ICVE-2024-0334
jeg_elementor_kit escaping on user supplied attributes. This makes it possible for authenticated -
attackers, with contributor-level access and above, to inject arbitrary web scripts in
pages that will execute whenever a user accesses an injected page.
The Jeg Elementor Kit plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the countdown widget's attributes in all versions up to, and including,
jegtheme -- 2.6.4 due to insufficient input sanitization and output escaping. This makes it 2024-05.02| 6.4 CVE-2024-3161
jeg_elementor_kit [possible for authenticated attackers, with contributor access or higher, to inject -
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
The Jeg Elementor Kit plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the plugin's JKit - Banner widget in all versions up to, and including,
jegtheme -- 2.6.4 due to insufficient input sanitization and output escaping on user supplied ICVE-2024-3819
. . . } . ) ) X ) 2024-05-02| 6.4
ieg_elementor_kit [attributes. This makes it possible for authenticated attackers, with contributor-
level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
The Getwid - Gutenberg Blocks plugin for WordPress is vulnerable to Stored Cross-
ietmonsters - Site S(;ripting viaftfhe plugin's Countdown blozk in all versions up to, and incltljdi;\g, CVE-2024-3588
2.0.7 to insufficient input sanitization and output escaping on use ie
getwid_- ue to insufficient input sanitization and output escaping on user suppli 2024-05-02 6.4



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-38002&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-38002
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28764&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28764
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28775&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28775
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33931&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33931
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33930&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33930
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2401&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2401
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-0334&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-0334
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3161&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3161
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3819&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3819
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3588&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3588

Medium Vulnerabilities

for_elementor

makes it possible for authenticated attackers, with contributor access or above, to
inject arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
jewel_theme -- Missing Authorization vulnerability in Jewel Theme Master Addons for
master_addons_fo [Elementor.This issue affects Master Addons for Elementor: from n/a through 2024-04-29| 4.3 CVE-2024-33595
r_elementor 2.0.5.4.1.
The WP Meta SEO plugin for WordPress is vulnerable to Sensitive Information
joomunited -- Exposure in all versions up to, and including, 4.5.12 via the meta description. This 2024-05-02| 5.3 ICVE-2023-6962
wp_meta_seo makes it possible for unauthenticated attackers to disclose potentially sensitive -
information via the meta description of password-protected posts.
jordy_meow --
) w y_media clean Insertion of Sensitive Information into Log File vulnerability in Jordy Meow WP 2024-05-02| 53
o P - Media Cleaner.This issue affects WP Media Cleaner: from n/a through 6.7.2. == |CVE-2024-33922
jotform -- The Jotform Online Forms - Drag & Drop Form Builder, Securely Embed Contact
jotform_online_for[Forms plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the
ms_- plugin's shortcode(s) in all versions up to, and including, 1.3.1 due to insufficient
| drag_&_drop_for [input sanitization and output escaping on user supplied attributes. This makes it ~ [2024-05-02| 6.4 [CVE-2024-2542
m_builder,_securellpossible for authenticated attackers, with contributor-level access and above, to
y_embed_contact_|inject arbitrary web scripts in pages that will execute whenever a user accesses an
forms injected page. CVE-2024-32527 is likely a duplicate of this issue.
Kailev lampert Improper Neutralization of Input During Web Page Generation ('Cross-site
adva\r:::ed i’\ost re Scripting') vulnerability in Kailey Lampert Advanced Most Recent Posts Mod allows 2024-04-29| 5.9
- — "|Stored XSS.This issue affects Advanced Most Recent Posts Mod: from n/a through == |CVE-2024-33643
cent_posts_mod
1.6.5.2.
kailey_lampert Improper Neutralization of Input During Web Page Generation ('Cross-site
mini E)ops Scripting') vulnerability in Kailey Lampert Mini Loops allows Stored XSS.This issue  [2024-05-03| 6.5 CVE-2024-33934
- affects Mini Loops: from n/a through 1.4.1.
kama -- Missing Authorization vulnerability in Kama Democracy Poll.This issue affects 2024-05-03| 53
democracy_poll  [Democracy Poll: from n/a through 6.0.3. == |CVE-2024-33920
karl kiesinger Improper Neutralization of Input During Web Page Generation ('Cross-site
- & Scripting') vulnerability in Karl Kiesinger GWP-Histats allows Stored XSS.This issue [2024-05-03| 6.5 CVE-2024-33926
gwp-histats . CVE-2028-55520
affects GWP-Histats: from n/a through 1.0.
kestrel -- . o -
WoocomMmerce aw Missing Authorization vulnerability in Kestrel WooCommerce AWeber Newsletter
~[Subscription.This issue affects WooCommerce AWeber Newsletter Subscription: 2024-05-02| 6.5 CVE-2024-33944
eber_newsletter_s CVE-2028-53944
e from n/a through 4.0.2.
ubscription
Ibell -- Improper Neutralization of Input During Web Page Generation ('Cross-site
pretty_google_cale|Scripting') vulnerability in LBell Pretty Google Calendar allows Stored XSS.This issue [2024-04-29| 6.5 CVE-2024-33640
ndar affects Pretty Google Calendar: from n/a through 1.7.2.
The Premium Addons for Elementor plugin for WordPress is vulnerable to Stored
Cross-Site Scripting via the plugin's post ticker widget in all versions up to, and
leapl3 -- including, 4.10.28 due to insufficient input sanitization and output escaping on user
premium_addons_ [supplied attributes. This makes it possible for authenticated attackers, with 2024-05-02| 6.4 [CVE-2024-3647
for_elementor contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page. This requires the premium
version of the plugin to be installed and activated in order to be exploited.
The Premium Addons for Elementor plugin for WordPress is vulnerable to Stored
leap13 Cross-Site Scripting via the subcontainer value parameter in all versions up to, and
- including, 4.10.28 due to insufficient input sanitization and output escaping. This
premium_addons_ & P P ping 2024-05-02| 6.4 [CVE-2024-3885
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Medium Vulnerabilities

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
The Premium Addons Pro for Elementor plugin for WordPress is vulnerable to
Stored Cross-Site Scripting via the maps widget in all versions up to, and including,
leap13 -- 4.10.30 due to insufficient input sanitization and output escaping on user supplied
premium_addons_ [attributes. This makes it possible for authenticated attackers, with contributor- 2024-05-02| 5.4 |CVE-2024-4203
for_elementor level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page. Please note this only affects sites
running the premium version of the plugin.
The Google Doc Embedder plugin for WordPress is vulnerable to Server Side
levertechadmin -- [Request Forgery via the 'gview' shortcode in versions up to, and including, 2.6.4.
igoogle_doc_embe [This can allow authenticated attackers with contributor-level permissions or above [2024-04-30| 6.4 |CVE-2024-0216
dder to make web requests to arbitrary locations originating from the web application
and can be used to query and modify information from internal services.
librespeed/speedtest is an open source, self-hosted speed test for HTMLS. In
affected versions missing neutralization of the ISP information in a speedtest result
leads to stored Cross-site scripting in the JSON API. The “processedString” field in
the “ispinfo’ parameter is missing neutralization. It is stored when a user submits a
librespeed -- speedtest result to the telemetry API (‘results/telemetry.php’) and returned in the 2024-05-01| 6.1 ICVE-2024-32890
speedtest JSON API (‘results/json.php’). This vulnerability has been introduced in commit -
3937b94. This vulnerability affects LibreSpeed speedtest instances running version
5.2.5 or higher which have telemetry enabled and has been addressed in version
5.3.1. Users are advised to upgrade. There are no known workarounds for this
vulnerability.
litonicel3 -- The Admin Bar Remover plugin for WordPress is vulnerable to unauthorized
admin_bar_editor_|modification of data due to a missing capability check on the update_form() CVE-2024-1716
- function in all versions up to, and including, 1.0.2.2. This makes it possible for 2024-05-02| 4.3
| hide_toolbar_by_ [authenticated attackers, with subscriber-level access and above, to enable or
user_roles disable the admin bar on the front-end of the site.
litonicel3 -- . . -
master addons. - The Master Addons? - Free Widgets, I.-Iover Effects, Toggle, COhdItIO!’\S, Anl.me.wtlon.s
| free_widgets, ho for Elementor plugl.n for WordPress is vuIr.'nerabI.e to Stored Cross-S.lte Sc.rl.ptlng. via CVE-2024-4265
the 'url' parameter in versions up to, and including, 2.0.5.9 due to insufficient input
ver_effects,_toggle| . =~ ] : . . . 2024-05-02| 6.4
| conditions, anim sanitization .and outp.ut escaping. This .ma?kes it possible for éu.thentlc.ated
. attackers, with contributor-level permissions and above, to inject arbitrary web
ations_for_elemen| =~ . L
or scripts in pages that will execute whenever a user accesses an injected page.
It;)ng:?Et_l_mbah_(we Im;.>ro.pe|: Neutraliz:?\'fiorT of Input Puring Web Page Genere.wti.o.n ('Cross—site
accessibility_widge Scripting') vuIr.1e.rab|I|ty in Lorna Tlm.b?h (we‘bgrrrl) Accessibility Widget allows 2024-05-03| 6.5 CVE-2024-32831
R Stored XSS.This issue affects Accessibility Widget: from n/a through 2.2.
machothemes — Improper Neutralization of Input During Web Page Generation ('Cross-site
cpo_companion Scripting') vulnerability in MachoThemes CPO Companion allows Stored XSS.This  {2024-05-03| 6.5 CVE-2024-33916
- issue affects CPO Companion: from n/a through 1.1.0.
XADMaster is an objective-C library for archive and file unarchiving and extraction.
When extracting a specially crafted zip archive XADMaster may not apply
macpaw -- quarantine attribute correctly. Such behaviour may circumvent Gatekeeper checks 2024-04-30| 5.5 ICVE-2024-22405
xadmaster on the system. Only macOS installations are affected. This issue was fixed in -
XADMaster 1.10.8. It is recommended to upgrade to the latest version. There are
no known workarounds for this issue.
mahesh_vora -- . N I .
Wp_page. post_wi Missing A.u‘thorlzatlon vulnerability in Mz?\hesh Vora WP Page Post Widget 2024-04-29| 5.4
-2 =" =" IClone. This issue affects WP Page Post Widget Clone: from n/a through 1.0.1. ICVE-2024-33636
dget_clone
- The MailerLite - Signup forms (official) plugin for WordPress is vulnerable to Stored CVE-2024-1386
mailerlite -- . . . . . . 2024-05-02| 6.4
mailerlite - Cross-Site Scripting via the plugin's shortcode(s) in versions 1.5.0 to 1.7.6 due to =

insufficient input sanitization and output escaping on user supplied attributes. This
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Medium Vulnerabilities

mberships,_groups
|_and_communities

including, 5.8.3. This makes it possible for authenticated attackers, with subscriber
access or higher, to delete attachments.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
|_signup_forms_(of /makes it possible for authenticated attackers with contributor-level and above
ficial) permissions to inject arbitrary web scripts in pages that will execute whenever a
user accesses an injected page.
mailerlite The MailerLite - Signup forms (official) plugin for WordPress is vulnerable to
mailerlite unauthorized plugin setting changes due to a missing capability check on the CVE-2024-2797
. ~ toggleRolesAndPermissions and editAllowedRolesAndPermissions functions in all  {2024-05-02| 5.3 [
| sighup_forms_(of ; . . ) . . .
ficial) versions up to, and including, 1.7.6. This makes it possible for unauthenticated
attackers to allow lower level users to modify forms.
The MaxGalleria plugin for WordPress is vulnerable to unauthorized image upload
maxfoundry -- due to a missing capability check on the add_media_library_images_to_gallery CVE-2024-3581
. function in all versions up to, and including, 6.4.2. This makes it possible for 2024-05-02| 4.3
maxgalleria . . . :
authenticated attackers, with subscriber access or above, to upload arbitrary
images to a gallery.
maxim_k -- . . . , .
niax Io_in and re Improper Neutralization of Input During Web Page Generation ('Cross-site
Jistr;ticgnn _mod;I Scripting') vulnerability in Maxim K AJAX Login and Registration modal popup + 2024-05-03| 5.9
& —  — linline form allows Stored XSS.This issue affects AJAX Login and Registration modal == |CVE-2024-33918
popup_+_inline_fo .
m popup + inline form: from n/a through 2.23.
The Mhr Post Ticker plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the Header Title value in all versions up to, and including, 1.1 due to
mdhadid -- insufficient input sanitization and output escaping. This makes it possible for CVE-2024-3021
mhr post ticker authenticated attackers, with administrator-level access, to inject arbitrary web 2024-05-02| 4.4
—Post_ scripts in pages that will execute whenever a user accesses an injected page. This
only affects multi-site installations and installations where unfiltered_html has
been disabled.
measuresoft The entire parent directory - C:\ScadaPro and its sub-directories and files are
scadapro configured by default to allow user, including unprivileged users, to write or 2024-04-30| 5.5 CVE-2024-3746
- overwrite files.
The Inline Google Spreadsheet Viewer plugin for WordPress is vulnerable to Stored
Cross-Site Scripting via the plugin's 'gdoc' shortcode in all versions up to, and
meitar -- including, 0.13.2 due to insufficient input sanitization and output escaping on user
inline_google_spre|supplied attributes such as 'chart_resolution'. This makes it possible for 2024-05-02| 6.4 [CVE-2024-3674
adsheet_viewer [authenticated attackers, with contributor-level access and above, to inject
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
Use of Ext lly-Controlled F t Stri | bility in M DICOM Toolkit
erative - se of Ex er.na y-Controlled Format String v.u r?era ||y|r'1 ?rge oolki CVE-2024-23914
. C/C++ on Windows. When MC_Open_Association() function is used to open DICOM .
merge_dicom_tool L L . . 2024-05-03| 5.7 |prodsec@nozomin
. Association and gets DICOM Application Context Name with illegal characters, it
kit_c/c++ ; . . etworks.com
might result in an unhandled exception. -
merative -- Out-of-bounds Read vulnerability in Merge DICOM Toolkit C/C++ on Windows. CVE-2024-23912
merge_dicom_toolWhen MC_Open_File() function is used to read a malformed DICOM data, it might [2024-05-03| 4 |prodsec@nozomin
kit_c/c++ result in over-reading memory buffer and could cause memory access violation. etworks.com
merative -- Use of Out-of-range Pointer Offset vulnerability in Merge DICOM Toolkit C/C++ on CVE-2024-23913
merge_dicom_tool [Windows. When deprecated MC_XML_To_Message() function is used to read a 2024-05-03| 4 |prodsec@nozomin
kit_c/c++ malformed DICOM XML file, it might result in memory access violation. etworks.com
metagauss -- The ProfileGrid - User Profiles, Memberships, Groups and Communities plugin for
profilegrid_- WordPress is vulnerable to unauthorized deletion of data due to a missing
|_user_profiles, me|capability check on the pm_upload_cover_image function in all versions up to, and [2024-05-02| 4.3 [CVE-2024-3606
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motorola -- phones

A PendinglIntent hijacking vulnerability was reported in the Motorola Face Unlock
application that could allow a local attacker to access unauthorized content
providers.

2024-05-03

CVE-2023-41819

motorola -- phones

An improper absolute path traversal vulnerability was reported for the Ready For
application allowing a local application access to files without authorization.

2024-05-03

CVE-2023-41830

motorola -- phones

A hard-coded AES key vulnerability was reported in the Motorola GuideMe
application, along with a lack of URI sanitation, could allow for a local attacker to
read arbitrary files.

2024-05-03

CVE-2024-3109

motorola -- phones

An improper export vulnerability was reported in the Motorola Services Main
application that could allow a local attacker to write to a local database.

2024-05-03

(%3]

CVE-2023-41816

motorola -- phones

An improper use of the SD card for sensitive data vulnerability was reported in the
Motorola Device Help application that could allow a local attacker to read system
logs.

2024-05-03

(%3]

CVE-2023-41818

motorola -- phones

An implicit intent vulnerability was reported in the Motorola Ready For application
that could allow a local attacker to read information about connected Bluetooth
audio devices.

2024-05-03

|

CVE-2023-41820

motorola -- phones

A an improper export vulnerability was reported in the Motorola Setup application
that could allow a local attacker to read sensitive user information.

2024-05-03

|

CVE-2023-41821

motorola -- phones

A Pendinglntent hijacking vulnerability in Motorola Device Help (Genie) application
that could allow local attackers to access files or interact with non-exported
software components without permission.

2024-05-03

CVE-2023-41826

motorola -- phones

An implicit intent vulnerability was reported for Motorola's Time Weather Widget
application that could allow a local application to acquire the location of the device
without authorization.

2024-05-03

CVE-2024-3108

motorola -- phones

An improper export vulnerability was reported in the Motorola Interface Test Tool
application that could allow a malicious local application to execute OS
commands.

2024-05-03

CVE-2023-41822

motorola -- phones

/An improper export vulnerability was reported in the Motorola Phone Extension
application, that could allow a local attacker to execute unauthorized Activities.

2024-05-03

CVE-2023-41823

motorola -- phones

An implicit intent export vulnerability was reported in the Motorola Phone
application, that could allow unauthorized access to a non-exported content
provider.

2024-05-03

CVE-2023-41828

mr_digital --
simple_image_pop
up

Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting') vulnerability in Mr Digital Simple Image Popup allows Stored XSS.This
issue affects Simple Image Popup: from n/a through 2.4.0.

2024-05-02

CVE-2024-4433

mybb -- mybb

MyBB is a free and open source forum software. The default list of disallowed
remote hosts does not contain the '127.0.0.0/8" block, which may result in a
Server-Side Request Forgery (SSRF) vulnerability. The Configuration File's

| Disallowed Remote Addresses_ list (*Sconfig['disallowed_remote_addresses']’)
contains the address "127.0.0.1°, but does not include the complete block
'127.0.0.0/8". MyBB 1.8.38 resolves this issue in default installations.
Administrators of installed boards should update the existing configuration
(‘inc/config.php’) to include all addresses blocked by default. Additionally, users
are advised to verify that it includes any other IPv4 addresses resolving to the
server and other internal resources. Users unable to upgrade may manually add
127.0.0.0/8' to their disallowed address list.

2024-05-01

(%]

CVE-2024-23336

mybb -- mybb

MyBB is a free and open source forum software. The backup management module
of the Admin CP may accept ".htaccess™ as the name of the backup file to be
deleted, which may expose the stored backup files over HTTP on Apache servers.

2024-05-01

CVE-2024-23335



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41819&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41819
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41830&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41830
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3109&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3109
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41816&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41816
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41818&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41818
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41820&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41820
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41821&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41821
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41826&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41826
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3108&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3108
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41822&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41822
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41823&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41823
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41828&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41828
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4433&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4433
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23336&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23336
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23335&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23335

Medium Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

MyBB 1.8.38 resolves this issue. Users are advised to upgrade. There are no known
workarounds for this vulnerability

n-able --
automationmanag
eragent

The affected AutomationManager.AgentService.exe application contains a TOCTOU
race condition vulnerability that allows standard users to create a pseudo-symlink
at C:\ProgramData\N-Able Technologies\AutomationManager\Temp, which could
be leveraged by an attacker to manipulate the process into performing arbitrary
file deletions. We recommend upgrading to version 2.91.0.0

2024-05-02

CVE-2023-37244

n/a -- mailcleaner

A vulnerability was found in MailCleaner up to 2023.03.14. It has been declared as
critical. This vulnerability affects the function
getStats/Services_silentDump/Services_stopStartMTA/Config_saveDateTime/Confi
lg_hostid/Logs_StartGetStat/dumpConfiguration of the component SOAP Service.
The manipulation leads to os command injection. Local access is required to
approach this attack. The exploit has been disclosed to the public and may be used.
It is recommended to apply a patch to fix this issue. The identifier of this
vulnerability is VDB-262312.

2024-04-29

CVE-2024-3196

n/a -- mailcleaner

A vulnerability, which was classified as problematic, was found in MailCleaner up to
2023.03.14. Affected is an unknown function of the component Admin Interface.
The manipulation as part of Mail Message leads to cross site scripting. It is possible
to launch the attack remotely. The exploit has been disclosed to the public and
may be used. It is recommended to apply a patch to fix this issue. The identifier of
this vulnerability is VDB-262308.

2024-04-29

CVE-2024-3192

n/a -- mailcleaner

A vulnerability was found in MailCleaner up to 2023.03.14 and classified as
problematic. Affected by this issue is some unknown functionality of the
component Log File Endpoint. The manipulation leads to cross site scripting. The
attack may be launched remotely. The exploit has been disclosed to the public and
may be used. It is recommended to apply a patch to fix this issue. VDB-262310 is
the identifier assigned to this vulnerability.

2024-04-29

CVE-2024-3194

n/a -- mailcleaner

A vulnerability was found in MailCleaner up to 2023.03.14. It has been classified as
critical. This affects an unknown part of the component Admin Endpoints. The
manipulation leads to path traversal. It is possible to initiate the attack remotely.
The exploit has been disclosed to the public and may be used. It is recommended
to apply a patch to fix this issue. The associated identifier of this vulnerability is
VDB-262311.

2024-04-29

CVE-2024-3195

n/a -- oscommerce

A vulnerability, which was classified as problematic, was found in osCommerce 4.
Affected is an unknown function of the file /catalog/all-products. The manipulation
of the argument cat leads to cross site scripting. It is possible to launch the attack
remotely. The exploit has been disclosed to the public and may be used. The
identifier of this vulnerability is VDB-262488. NOTE: The vendor was contacted
early about this disclosure but did not respond in any way.

2024-04-30

CVE-2024-4348

navidrome --
navidrome

Navidrome is an open source web-based music collection server and streamer. In
affected versions of Navidrome are subject to a parameter tampering vulnerability
where an attacker has the ability to manipulate parameter values in the HTTP
requests. The attacker is able to change the parameter values in the body and
successfully impersonate another user. In this case, the attacker created a playlist,
added song, posted arbitrary comment, set the playlist to be public, and put the
admin as the owner of the playlist. The attacker must be able to intercept http
traffic for this attack. Each known user is impacted. An attacker can obtain the
ownerld from shared playlist information, meaning every user who has shared a
playlist is also impacted, as they can be impersonated. This issue has been
addressed in version 0.52.0 and users are advised to upgrade. There are no known
workarounds for this vulnerability.

2024-05-01

CVE-2024-32963



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-37244&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-37244
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3196&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3196
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3192&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3192
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3194&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3194
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3195&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3195
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4348&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4348
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32963&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32963

Medium Vulnerabilities

r_elementor_pro

through 7.1.17.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L ubl Score Info
- -
mrcoo—r;::\llen word Missing Authorization vulnerability in Nico Martin Progressive WordPress 2024-05-03| 4.3
fessg (owa) - P (PWA).This issue affects Progressive WordPress (PWA): from n/a through 2.1.13. == |CVE-2024-33937
niniateam The FileBird - WordPress Media Library Folders & File Manager plugin for
filejbird \WordPress is vulnerable to Stored Cross-Site Scripting via the folder name
- arameter in all versions up to, and including, 5.6.3 due to insufficient input
| wordpress_media P L P . ) g. ) ) P 2024-05-02| 6.4 |CVE-2024-2345
. sanitization and output escaping. This makes it possible for authenticated
| library_folders_& . . L . S
file manager attackers, with author access or higher, to inject arbitrary web scripts in pages that
-~ & will execute whenever a user accesses an injected page.
niniateam The FileBird - WordPress Media Library Folders & File Manager plugin for
filejbird WordPress is vulnerable to Insecure Direct Object Reference in all versions up to,
- and including, 5.6.3 via folder deletion due to missing validation on a user
| wordpress_media & 2-5- ) . SIng i 2024-05-02| 5.4 |CVE-2024-2346
. controlled key. This makes it possible for authenticated attackers, with author
| library_folders_& . .
. access or higher, to delete folders created by other users and make their file
| file_manager -
uploads visible.
amedia The 2Checkout Payment Gateway for WooCommerce plugin for WordPress is
hcheckout pavme vulnerable to unauthorized modification of data due to a missing capability check
—PaAYME | the sniff_ins function in all versions up to, and including, 6.2. This makes it 2024-05-02| 5.3 [CVE-2024-0629
nt_gateway_for_w . .
possible for unauthenticated attackers to make changes to orders and mark them
oocommerce .
as paid.
Cross-site Scripting (XSS) vulnerability in HubBank affecting version 1.0.2. This CVE-2024-4310
ofofonobs -- vulnerability allows an attacker to send a specially crafted JavaScript payload to 2024-04-29| 6.3 cve-
hubbank registration and profile forms and trigger the payload when any authenticated user — |coordination@inci
loads the page, resulting in a session takeover. be.es
ascal baiorat Improper Neutralization of Input During Web Page Generation ('Cross-site
pb ma_ilcrj ¢ Scripting') vulnerability in Pascal Bajorat PB MailCrypt allows Stored XSS.This issue [2024-05-03| 6.5 CVE-2024-33935
PO P affects PB MailCrypt: from n/a through 3.1.0.
pdfcrowd -- Missing Authorization vulnerability in Pdfcrowd Save as PDF plugin by Pdfcrowd
save_as_pdf_plugi |allows Stored XSS.This issue affects Save as PDF plugin by Pdfcrowd: from n/a 2024-04-29| 6.5 CVE-2024-33684
n_by_pdfcrowd through 3.2.0.
photo_gallery_tea
m -- Missing Authorization vulnerability in Photo Gallery Team Photo Gallery by
o 2024-04-29| 5.3
photo_gallery_by_[10Web.This issue affects Photo Gallery by 10Web: from n/a through 1.8.20. ICVE-2024-33586
10web
Due to an incomplete fix to CVE-2022-31629 https://github.com/advisories/GHSA- CVE-2024-2756
c43m-486j-j32p , network and same-site attackers can set a standard insecure .
php_group -- php . o - i 2024-04-29| 6.5 |security@php.net
cookie in the victim's browser which is treated as a __Host- or __Secure- cookie by cecurit ho.net
. . JLL’
PHP applications.
In PHP version 8.1.* before 8.1.28, 8.2.* before 8.2.18, 8.3.* before 8.3.5, if a CVE-2024-3096
php_group -- php [password stored with password_hash() starts with a null byte (\x00), testing a 2024-04-29| 6.5 |security@php.net
blank string as the password via password_verify() will incorrectly return true. security@php.net
piotnet -- Improper Neutralization of Input During Web Page Generation ('Cross-site
piotnet_addons_fo|Scripting') vulnerability in Piotnet Piotnet Addons For Elementor allows Stored 2024-04-29| 6.5 CVE-2024-33630
r_elementor XSS.This issue affects Piotnet Addons For Elementor: from n/a through 2.4.26.
piotnet -- Improper Neutralization of Input During Web Page Generation ('Cross-site
piotnet_addons_fo|Scripting') vulnerability in Piotnet Piotnet Addons For Elementor Pro allows Stored (2024-04-29| 6.5 CVE-2024-33631
r_elementor XSS.This issue affects Piotnet Addons For Elementor Pro: from n/a through 7.1.17.
piotnet -- Cross-Site Request Forgery (CSRF) vulnerability in Piotnet Piotnet Addons For
piotnet_addons_fo |Elementor Pro.This issue affects Piotnet Addons For Elementor Pro: from n/a 2024-04-29| 5.4

CVE-2024-33632



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33937&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33937
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2345&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2345
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2346&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2346
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-0629&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-0629
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4310&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4310
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-hubbank
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-hubbank
https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-hubbank
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33935&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33935
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33684&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33684
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33586&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33586
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2756&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2756
http://www.openwall.com/lists/oss-security/2024/04/12/11
https://github.com/php/php-src/security/advisories/GHSA-wpj3-hf5j-x4v4
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3096&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3096
http://www.openwall.com/lists/oss-security/2024/04/12/11
https://github.com/php/php-src/security/advisories/GHSA-h746-cjrr-wfmr
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33630&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33630
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33631&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33631
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33632&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33632

Medium Vulnerabilities

previously implemented access control (GHSA-6rg3-8h8x-5xfv) that prevents

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
piotnet -- Server-Side Request Forgery (SSRF) vulnerability in Piotnet Piotnet Addons For
piotnet_addons_fo|Elementor Pro.This issue affects Piotnet Addons For Elementor Pro: from n/a 2024-04-29| 5.4 CVE-2024-33634
r_elementor_pro [through 7.1.17.
oixel_industry - Improper Neutralization of Input During Web Page Generation ('Cross-site

N . Scripting') vulnerability in Pixel Industry TweetScroll Widget allows Stored XSS.This [2024-05-02| 6.5
tweetscroll_widget|. . ICVE-2024-33948
issue affects TweetScroll Widget: from n/a through 1.3.7.
The Booster for WooCommerce plugin is vulnerable to Unauthenticated Arbitrary
pluggabl -- Shortcode Execution in versions up to, and including, 7.1.8. This allows CVE-2024-3957
booster_for_wooc |unauthenticated attackers to execute arbitrary shortcodes. The severity and 2024-05-02| 65 [
ommerce exploitability depends on what other plugins are installed and what shortcode
functionality they provide.
Pluto is a superset of Lua 5.4 with a focus on general-purpose programming. In
affected versions an attacker with the ability to actively intercept network traffic
would be able to use a specifically-crafted certificate to fool Pluto into trusting it to
plutolang -- pluto |be the intended remote for the TLS session. This results in the HTTP library and 2024-05-01| 4.8 [CVE-2024-32973
socket.starttls providing less transport integrity than expected. This issue has been
patched in pull request #851 which has been included in version 0.9.3. Users are
advised to upgrade. there are no known workarounds for this vulnerability.
The The Plus Addons for Elementor plugin for WordPress is vulnerable to Stored
. Cross-Site Scripting via custom attributes in the plugin's widgets in all versions up
posimyththemes - to, and including, 5.4.2 due to insufficient input sanitization and output escaping
the_plus_addons_f| o ) ) ) X . [2024-05-02| 6.4 |CVE-2024-3197
or elementor on user supplied attributes. This makes it possible for authenticated attackers, with
- contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
The The Plus Addons for Elementor plugin for WordPress is vulnerable to Stored
. Cross-Site Scripting via the countdown widget in all versions up to, and including,
posimyththemes -- . . . . ) .
5.4.2 due to insufficient input sanitization and output escaping. This makes it CVE-2024-3199
the_plus_addons_f ) . ) ) . - 2024-05-02| 6.4
or elementor possible for authenticated attackers, with contributor access or higher, to inject
- arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.

CVE-2024-3543
progress_software |Use of reversible password encryption algorithm allows attackers to decrypt security@progress.
| corporation -- passwords. Sensitive information can be easily unencrypted by the attacker, stolen|{2024-05-02| 6.4 |com
loadmaster credentials can be used for arbitrary actions to corrupt the system. security@progress.

com

The PropertyHive plugin for WordPress is vulnerable to unauthorized loss of data
propertyhive -- due to a missing capability check on the delete_key_date() function in all versions 024-05-02| 4.3 |CVE-2024-3607
propertyhive up to, and including, 2.0.12. This makes it possible for authenticated attackers, -

with subscriber-level access and above, to delete arbitrary posts

Pterodactyl is a free, open-source game server management panel built with PHP,

React, and Go. Importing a malicious egg or gaining access to wings instance could

lead to cross site scripting (XSS) on the panel, which could be used to gain an

administrator account on the panel. Specifically, the following things are impacted:
oterodactyl - Egg Docker images and Egg variables: Name, Environment variable, Default value, ICVE-2024-34067
panel Description, Validation rules. Additionally, certain fields would reflect malicious 2024-05-03| 6.1

input, but it would require the user knowingly entering such input to have an

impact. To iterate, this would require an administrator to perform actions and can't

be triggered by a normal panel user. This issue has has been addressed in version

1.11.6 and users are advised to upgrade. No workaround is available other than

updating to the latest version of the panel.
pterodactyl -- Pterodactyl wings is the server control plane for Pterodactyl Panel. An CVE-2024-34068
wings authenticated user who has access to a game server is able to bypass the 2024-05-03| 64



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33634&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33634
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33948&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33948
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3957&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3957
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32973&vector=CVSS:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32973
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3197&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3197
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3199&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3199
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3543&vector=CVSS:3.1/AV:A/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3543
https://kemptechnologies.com/
https://kemptechnologies.com/
https://support.kemptechnologies.com/hc/en-us/articles/25724813518605-ECS-Connection-Manager-Security-Vulnerabilities-CVE-2024-3544-and-CVE-2024-3543
https://support.kemptechnologies.com/hc/en-us/articles/25724813518605-ECS-Connection-Manager-Security-Vulnerabilities-CVE-2024-3544-and-CVE-2024-3543
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3607&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3607
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-34067&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-34067
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-34068&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-34068

Medium Vulnerabilities

through 1.6.21.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
accessing internal endpoints of the node hosting Wings in the pull endpoint. This
would allow malicious users to potentially access resources on local networks that
would otherwise be inaccessible. This issue has been addressed in version 1.11.2
and users are advised to upgrade. Users unable to upgrade may enable the
"api.disable_remote_download" option as a workaround.
. |An OS command injection vulnerability has been reported to affect Media
gnap_systems_inc. ) . o .
Streaming add-on. If exploited, the vulnerability could allow authenticated
administrators to execute commands via a network. We have already fixed the 2024-05-03| 6.6
media_streaming_ e i ) ) ) Y == |CVE-2023-47220
add-on vulnerability in the following version: Media Streaming add-on 500.1.1.5 (
- 2024/01/22 ) and later
real_big_plugins -- [Missing Authorization vulnerability in Real Big Plugins Client Dash.This issue affects 2024-04-29| 53
client_dash Client Dash: from n/a through 2.2.1. == |CVE-2024-33652
realmag777 -- The FOX - Currency Switcher Professional for WooCommerce plugin is vulnerable
fox_- to Unauthenticated Arbitrary Shortcode Execution in versions up to, and including, CVE-2024-3734
| currency_switche [1.4.1.8. This allows unauthenticated attackers to execute arbitrary shortcodes. The [2024-05-02| 6.5
r_professional_for [severity and exploitability depends on what other plugins are installed and what
| woocommerce [shortcode functionality they provide.
recorp -- The Different Menu in Different Pages - Control Menu Visibility (All in One) plugin
different_menu_in [for WordPress is vulnerable to unauthorized access due to a missing capability
| different_pages_-|check on the ajax() function in all versions up to, and including, 2.3.2. This makes it [2024-05-02| 4.3 [CVE-2024-3206
| control_menu_vis|possible for authenticated attackers, with subscriber-level access and above, to
ibility_(all_in_one) |[duplicate menus.
red hat A vulnerability was found in Wildfly's management interface. Due to the lack of
red_hat build of IimiFation of s.ocke.ts.for the ma.nag.en.went interf?ce, it maY be possible .to cause a 2024-05-02| 4.1 |CVE-2024-4029
ke Zloak_ — ~ |denial of service hitting the nofile limit as there is no possibility to configure or set
Y @ maximum number of connections.
An information disclosure flaw was found in OpenShift's internal image registry
red_hat -- operator. The AZURE_CLIENT_SECRET can be exposed through an environment
red_hat_openshift \variable defined in the pod definition, but is limited to Azure environments. An 024-05-01| 6.8 ICVE-2024-4369
|_container_platfor [attacker controlling an account that has high enough permissions to obtain pod -
m_4 information from the openshift-image-registry namespace could use this obtained
client secret to perform actions as the registry operator's Azure service account.
rednao -- Missing Authorization vulnerability in RedNao Smart Forms.This issue affects Smart 2024-04-20| 43
smart_forms Forms: from n/a through 2.6.91. == |CVE-2024-33593
reputeinfosystems
grmelmbeyr The ARMember - Membership Plugin, Content Restriction, Member Levels, User
membershi_ u Profile & User signup plugin for WordPress is vulnerable to Open Redirect in all
;in,_contentﬁF:stri ver?ions up to, aer inc.luding, 4.9.30. This is due to inSL‘Jfficient \{alidatiF)n on the 2024-05-02| 6.1 |CVE-2024-4133
. redirect url supplied via the redirect_to parameter. This makes it possible for
ction,_member_le . . . - o
Vels ;ser rofﬁe unauthenticated attackers to redirect users to potentially malicious sites if they can
= ._p ~Isuccessfully trick them into performing an action.
&_user_signup
The AnnounceKit plugin for WordPress is vulnerable to Stored Cross-Site Scripting
via admin settings in all versions up to, and including, 2.0.9 due to insufficient input
restpack sanitization and output escaping. This makes it possible for authenticated
annguncekit attackers, with administrator-level permissions and above, to inject arbitrary web [2024-05-02| 4.4 [CVE-2024-3023
scripts in pages that will execute whenever a user accesses an injected page. This
only affects multi-site installations and installations where unfiltered_html has
been disabled.
CeviewX - reviewx Broken Access Control vulnerability in ReviewX.This issue affects ReviewX: from n/a 2024-05-03| 4.3

CVE-2024-33921



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-47220&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-47220
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33652&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33652
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3734&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3734
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3206&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3206
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4029&vector=CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4029
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4369&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4369
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33593&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33593
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4133&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4133
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3023&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3023
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33921&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33921

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
The Slider Revolution plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the 'htmltag' parameter in all versions up to, and including, 6.7.7 due
revolution slider to insufficient input sanitization and output escaping. This makes it possible for
clider revolution authenticated attackers to inject arbitrary web scripts in pages that will execute  |2024-05-02| 6.4 |CVE-2024-4092
- whenever a user accesses an injected page. By default, this can only be exploited
by administrators, but the ability to use and configure Slider Revolution can be
extended to authors.
richteam --
slider carousel Missing Authorization vulnerability in Richteam Slider Carousel - Responsive Image
- —  [Slider.This issue affects Slider Carousel - Responsive Image Slider: from n/a through|2024-05-03| 5.3
| responsive_image P & / g == |CVE-2023-25457
. 1.5.1.
| slider
rometheme --
. Missing Authorization vulnerability in Rometheme RomethemeKit For
romethemekit_for . . 2024-05-03| 6.5
— " |[Elementor.This issue affects RomethemeKit For Elementor: from n/a through 1.4.1. CVE-2024-33919
| elementor
The Icon Widget plugin for WordPress is vulnerable to Stored Cross-Site Scripting
via the plugin's shortcode(s) in all versions up to, and including, 1.3.0 due to
seothemes -- insufficient input sanitization and output escaping on user supplied attributes. This CVE-2024-1993
) . . X ) ) ) 2024-05-02| 6.4
icon_widget makes it possible for authenticated attackers with contributor-level and above
permissions to inject arbitrary web scripts in pages that will execute whenever a
user accesses an injected page.
. The Woo Total Sales plugin for WordPress is vulnerable to unauthorized access of
shivashankerbhatt data d o bility check h d hi f ion in all
o ata due to a missing capability check on the get_orders_archive() functionin a 2024-05-02| 5.3 ICVE-2024-1688
versions up to, and including, 3.1.4. This makes it possible for unauthenticated -
woo_total_sales .
- - attackers to retrieve sales reports for the store.
slickremix -- Missing Authorization vulnerability in SlickRemix Feed Them Social.This issue 2024-05-03| 4.3
feed_them_social [affects Feed Them Social: from n/a through 4.2.0. == |CVE-2024-24710
smartypants -- Missing Authorization vulnerability in Smartypants SP Project & Document
sp_project_&_doc |Manager.This issue affects SP Project & Document Manager : from n/a through 2024-05-03| 6.3 CVE-2024-33923
ument_manager_ |4.69.
smub -- The All in One SEO - Best WordPress SEO Plugin - Easily Improve SEO Rankings &
all_in_one_seo_- |Increase Traffic plugin for WordPress is vulnerable to Stored Cross-Site Scripting via
| best_wordpress_ [the plugin's shortcode(s) in all versions up to, and including, 4.6.0 due to
seo_plugin_- insufficient input sanitization and output escaping on user supplied attributes. This |[2024-05-02| 6.4 [CVE-2024-3554
| easily_improve_s |[makes it possible for authenticated attackers, with contributor-level access and
eo_rankings_&_inclabove, to inject arbitrary web scripts in pages that will execute whenever a user
rease_traffic accesses an injected page.
smub -- . .
contact form b The Contact Form by WPForms - Drag & Drop Form Builder for WordPress plugin
w form_s V- for WordPress is vulnerable to price manipulation in versions up to, and including, CVE-2024-3649
dpra &_dro for 1.8.7.2. This is due to a lack of controls on several product parameters. This makes (2024-05-02| 5.3
r_n bﬁﬁde_r foF:_wo it possible for unauthenticated attackers to manipulate prices, product
rd;)ress — ~  linformation, and quantities for purchases made via the Stripe payment integration.
The FileOrganizer - Manage WordPress and Website Files plugin for WordPress is
coftaculous vulnerable to Stored Cross-Site Scripting via svg file upload in all versions up to, and
fileorganizer including, 1.0.6 due to insufficient input sanitization and output escaping. This
- makes it possible for authenticated attackers to inject arbitrary web scripts in
|_manage_wordpre P ) y P 2024-05-02| 4.4 [CVE-2024-2324

ss_and_website_fil
es

pages that will execute whenever a user accesses an injected page. For the free
version, this is limited to administrators. The pro version is also vulnerable and
exploitable by administrators, but also offers the functionality to lower level users
(as low as subscribers) if enabled.



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4092&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4092
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-25457&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-25457
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33919&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33919
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1993&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1993
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1688&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1688
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-24710&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-24710
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33923&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33923
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3554&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3554
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3649&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3649
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2324&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2324

Medium Vulnerabilities

execute whenever a user accesses an injected page.

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
CVE-2024-28072
solarwinds_ -- A highly privileged account can overwrite arbitrary files on the system with log 2024-05-03| 5.7 ?):_rtw
serv-u output. The log file path tags were not sanitized properly. = . .
psirt@solarwinds.c
om
:T;\;T;\gp_'com - Ismproper)NeLIJtraIiEaItion of Irlwput Duging \IIEVIel;IPageEIGeneratio;l('Ct:)sz-;ﬂPce
- cripting') vulnerability in solverwp.Com Eleblog - Elementor Blog An agazine
_elementor'_blog_ Addons allows Stored XSS.This issue affects Eleblog - Elementor Blog And Magazine 2024-05-03) 6.5 |cv.2024-33945
and_magazine_ad
Addons: from n/a through 1.8.
dons
A vulnerability has been found in SourceCodester Pisay Online E-Learning System
courcecodester 1.0 ar'md cla?ssified as Fritical. Affected by this vulnerability is an' unknown CVE-2024-4349
. ] functionality of the file /lesson/controller.php. The manipulation of the argument
pisay_online_e- . . . [2024-04-30| 6.3
learning_system file leads tc.) unrestricted uploa'd. The attack can be IaurYChed. r'emotely. The exploit
- has been disclosed to the public and may be used. The identifier VDB-262489 was
assigned to this vulnerability.
Static Web Server (SWS) is a tiny and fast production-ready web server suitable to
serve static web files or assets. In affected versions if directory listings are enabled
for a directory that an untrusted user has upload privileges for, a malicious file
name like “<img src=x onerror=alert(1)>.txt" will allow JavaScript code execution in
the context of the web server's domain. SWS generally does not perform escaping
static-web-server - |of HTML entities on any values inserted in the directory listing. At the very least 2024-05-01| 5.8
- static-web-server [file_name’ and ‘current_path" could contain malicious data however. “file_uri’ == |CVE-2024-32966
could also be malicious but the relevant scenarios seem to be all caught by hyper.
For any web server that allow users to upload files or create directories under a
name of their choosing this becomes a stored Cross-site Scripting vulnerability.
Users are advised to upgrade. There are no known workarounds for this
vulnerability.
strangerstudios -- [The Paid Memberships Pro - Content Restriction, User Registration, & Paid
paid_memberships|Subscriptions plugin for WordPress is vulnerable to Cross-Site Request Forgery in
| pro_- all versions up to, and including, 3.0.1. This is due to missing or incorrect nonce
|_content_restrictiolvalidation on the pmpro_update_level_group_order() function. This makes it 2024-05-02| 5.3 [CVE-2024-3215
n,_user_registratio [possible for unauthenticated attackers to update order levels via a forged request
n,_&_paid_subscri [granted they can trick a site administrator into performing an action such as
ptions clicking on a link.
stylemix - The eRoom - Zoom Meetings & Webinars plugin for WordPress is vulnerable to
eroom - Sensitive Information Exposure in all versions up to, and including, 1.4.18 via the
- ) search_posts function. This makes it possible for authenticated attackers, with 2024-05-02| 4.3 [CVE-2024-3275
| zoom_meetings_ : . . . .
- subscriber access and higher, to obtain post excerpts including those of draft and
&_webinars ]
pending posts.
stylemix -- The MasterStudy LMS WordPress Plugin - for Online Courses and Education plugin
masterstudy_Ims_ for WordPress is vulnerable to unauthorized access, modification, and loss of data
wordpress_plugin_|due to a missing capability check on several functions in versions up to, and 2024-05-02| 6.3 |CVE-2024-3942
- including, 3.3.8. This makes it possible for authenticated attackers, with subscriber -
| for_online_cours [level permissions and above, to read and modify content such as course questions,
es_and_education |post titles, and taxonomies.
The WordPress Header Builder Plugin - Pearl plugin for WordPress is vulnerable to
stylemix -- Stored Cross-Site Scripting via the plugin's 'stm_hb' shortcode in all versions up to,
wordpress_header |and including, 1.3.6 due to insufficient input sanitization and output escaping on 2024-05-02| 6.4 ICVE-2024-4000
| builder_plugin_- |user supplied attributes. This makes it possible for authenticated attackers, with -
| pearl contributor-level access and above, to inject arbitrary web scripts in pages that will



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-28072&vector=CVSS:3.1/AV:A/AC:L/PR:H/UI:N/S:U/C:L/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-28072
https://solarwindscore.my.site.com/SuccessCenter/s/article/Serv-U-15-4-2-Hotfix-1-Release-Notes?language=en_US
https://solarwindscore.my.site.com/SuccessCenter/s/article/Serv-U-15-4-2-Hotfix-1-Release-Notes?language=en_US
https://www.solarwinds.com/trust-center/security-advisories/CVE-2024-28072
https://www.solarwinds.com/trust-center/security-advisories/CVE-2024-28072
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33945&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33945
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4349&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4349
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32966&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32966
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3215&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3215
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3275&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3275
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3942&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3942
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4000&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4000

Medium Vulnerabilities

wp_portfolio

affects WP Portfolio: from n/a through 2.4.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
Super 8 Live Chat online customer service platform fails to properly filter user
super_8 -- input, allowing unauthenticated remote attackers to insert JavaScript code into the 2024-04-29| 6.1
livechat_sdk chat box. When the message recipient views the message, they become == |CVE-2024-4302
susceptible to Cross-site Scripting (XSS) attacks.
The SVS Pricing Tables plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via pricing table settings in all versions up to, and including, 1.0.4 due to
svs-websoft insufficient input sanitization and output escaping. This makes it possible for
vs oricing tables authenticated attackers, with administrator-level permissions and above, to inject [2024-05-02| 4.4 |CVE-2024-2958
-P 8- arbitrary web scripts in pages that will execute whenever a user accesses an
injected page. This only affects multi-site installations and installations where
unfiltered_html has been disabled.
The SVS Pricing Tables plugin for WordPress is vulnerable to Cross-Site Request
Forgery in all versions up to, and including, 1.0.4. This is due to missing or incorrect
svs-websoft -- nonce validation on the savePricingTable() function. This makes it possible for 2024-05-02| 4.3 ICVE-2024-2959
svs_pricing_tables |unauthenticated attackers to create and edit pricing tables via a forged request -
granted they can trick a site administrator into performing an action such as
clicking on a link.
The SVS Pricing Tables plugin for WordPress is vulnerable to Cross-Site Request
Forgery in all versions up to, and including, 1.0.4. This is due to missing or incorrect
svs-websoft -- nonce validation on the deletePricingTable() function. This makes it possible for 2024-05-02| 4.3 |CVE-2024-2960
svs_pricing_tables |unauthenticated attackers to delete pricing tables via a forged request granted -
they can trick a site administrator into performing an action such as clicking on a
link.
team aioh Improper Neutralization of Input During Web Page Generation ('Cross-site
sam_giphy Scripting!) vulnerability in Team GIPHY Giphypress allows Stored XSS.Thisissue [2024-05-03| 6.5 |-yt 2024.33927
giphypress . LVE-ZUZ8-5592/
affects Giphypress: from n/a through 1.6.2.
team_yoast --
custo?: field finde Deserialization of Untrusted Data vulnerability in Team Yoast Custom field 2024-04-29| 5.4
) - finder.This issue affects Custom field finder: from n/a through 0.3. == |CVE-2024-33641
techlabprol -- The The Post Grid - Shortcode, Gutenberg Blocks and Elementor Addon for Post
the_post_grid_-  |Grid plugin for WordPress is vulnerable to unauthorized modification of data due
| shortcode, guten [to a missing capability check on the rtTPGSaveSettings function in all versions up ICVE-2024-3936
. . . . . . . 2024-05-02| 4.3
berg_blocks_and_ [to, and including, 7.6.1. This makes it possible for authenticated attackers, with
elementor_addon_|subscriber access or higher, to change the plugin's settings and invoke other
for_post_grid functions hooked by AJAX actions.
The Happy Addons for Elementor plugin for WordPress is vulnerable to Stored
thehapovmonster Cross-Site Scripting via the plugin's Image Stack Group, Photo Stack, & Horizontal
PRy Timeline widgets in all versions up to, and including, 3.10.4 due to insufficient input CVE-2024-3724
sanitization and output escaping on user supplied attributes. This makes it possible [2024-05-02| 6.4
happy_addons_for . . . -
elementor for authenticated attackers, with contributor-level access and above, to inject
B arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
The Happy Addons for Elementor plugin for WordPress is vulnerable to Stored
thehappymonster -|Cross-Site Scripting via HTML tags in widgets in all versions up to, and including,
- 3.10.5 due to insufficient input sanitization and output escaping on user supplied 2024-05-02| 6.4 ICVE-2024-3891
happy_addons_for [attributes. This makes it possible for authenticated attackers, with contributor- -
| elementor level access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page.
theme horse Improper Neutralization of Input During Web Page Generation ('Cross-site
- Scripting') vulnerability in Theme Horse WP Portfolio allows Stored XSS.This issue  [2024-04-29| 6.5

CVE-2024-33537



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4302&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4302
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2958&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2958
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2959&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2959
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2960&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2960
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33927&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33927
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33641&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33641
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3936&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3936
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3724&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3724
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3891&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3891
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33537&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33537

Medium Vulnerabilities

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
themefuse -- Missing Authorization vulnerability in ThemeFuse Unyson.This issue affects 2024-05-03| 4.3
unyson Unyson: from n/a through 2.7.28. —= |CVE-2023-44472
themegrill - Improper Neutralization of Input During Web Page Generation ('Cross-site
colornews Scripting') vulnerability in ThemeGrill ColorNews allows Stored XSS.This issue 2024-04-29| 6.5 CVE-2024-33540
affects ColorNews: from n/a through 1.2.6.
The Responsive Contact Form Builder & Lead Generation Plugin plugin for
themehunk -- WordPress is vulnerable to Cross-Site Request Forgery in all versions up to, and
responsive_contac fincluding, 1.8.9. This is due to missing or incorrect nonce validation on several CVE-2024-1415
t_form_builder_&_[functions. This makes it possible for unauthenticated attackers to invoke those 2024-05-02| 4.3
lead_generation_p [functions via a forged request granted they can trick a site administrator into
lugin performing an action such as clicking on a link. These actions may result in form
deletion, and lead signup as well as file upload.
themehunk -- . . . . .
. The Responsive Contact Form Builder & Lead Generation Plugin plugin for CVE-2024-1416
responsive_contac . . . . . e
: WordPress is vulnerable to unauthorized access to functionality due to a missing
t_form_builder_& . . . . . . . 12024-05-02| 4.3
- N _ ~ Tlcapability check on several functions in all versions up to, and including, 1.8.9. This
lead_generation_p . . . . .
lugin makes it possible for unauthenticated attackers to invoke those functions.
The Booster Extension plugin for WordPress is vulnerable to Sensitive Information
themeinwp -- Exposure in all versions up to, and including, 1.2.0 via the 2024-05-02| 5.3 ICVE-2024-2109
booster_extension [booster_extension_authorbox_shortcode_display' function. This makes it possible -
for unauthenticated attackers to extract sensitive data including user emails
hemeisle - The Otter Blocks - Gutenberg Blocks, Page Builder for Gutenberg Editor & FSE
otter blocks - plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the plugin's
gute_nberg Blocks Post Grid widget in all versions up to, and including, 2.6.9 due to insufficient input
‘ bage builder for sanitization and output escaping on user supplied attributes such as 'titleTag'. This |2024-05-02| 6.4 |CVE-2024-3725
(— - ~  Imakes it possible for authenticated attackers, with contributor-level access and
| gutenberg_editor o ) o .
& fee above, to inject arbitrary web scripts in pages that will execute whenever a user
- accesses an injected page.
themeum -- The Tutor LMS - eLearning and online course solution plugin for WordPress is
tutor_Ims_- vulnerable to unauthorized modification of data due to a missing capability check
| elearning_and_o |on the hide_notices function in all versions up to, and including, 2.6.2. This makes [2024-05-02| 6.5 [CVE-2024-3553
nline_course_solut fit possible for unauthenticated attackers to enable user registration on sites that
ion may have it disabled.
In vulnerable versions of Calico (v3.27.2 and below), Calico Enterprise (v3.19.0-1,
v3.18.1, v3.17.3 and below), and Calico Cloud (v19.2.0 and below), an attacker who CVE-2024-33522
has local access to the Kubernetes node, can escalate their privileges by exploiting psirt@tigera.io
tigera -- calico a vulnerability in the Calico CNI install binary. The issue arises from an incorrect 2024-04-29| 6.7 |psirt@tigera.io
SUID (Set User ID) bit configuration in the binary, combined with the ability to psirt@tigera.io
control the input binary, allowing an attacker to execute an arbitrary binary with psirt@tigera.io
elevated privileges.
The Exclusive Addons for Elementor plugin for WordPress is vulnerable to Stored
Cross-Site Scripting via the Post Grid Widget in all versions up to, and including,
timstrifler -- 2.6.9.2 due to insufficient input sanitization and output escaping on user supplied CVE-2024-2503
exclusive_addons_ [tags. This makes it possible for authenticated attackers, with contributor-level 2024-05-02| 6.4
for_elementor access and above, to inject arbitrary web scripts in pages that will execute
whenever a user accesses an injected page. CVE-2024-32557 is likely a duplicate of
this issue.
kimstrifler -- The Exclusive Addons for Elementor plugin for WordPress is vulnerable to Stored
exclusive_addons_ [Cross-Site Scripting via the URL attribute of the Button widget in all versions up to, |2024-05-02| 6.4 |CVE-2024-2750

for_elementor

and including, 2.6.9.3 due to insufficient input sanitization and output escaping.

This makes it possible for authenticated attackers, with contributor access or



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-44472&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-44472
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33540&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33540
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1415&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1415
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1416&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1416
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2109&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2109
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3725&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3725
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3553&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3553
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33522&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33522
https://github.com/projectcalico/calico/issues/7981
https://github.com/projectcalico/calico/pull/8447
https://github.com/projectcalico/calico/pull/8517
https://www.tigera.io/security-bulletins-tta-2024-001/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2503&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2503
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2750&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2750

Medium Vulnerabilities

payment_gateway
| based_fees_and_

Fees and Discounts for WooCommerce: from n/a through 2.12.1.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product R Score Info
higher, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.
The Exclusive Addons for Elementor plugin for WordPress is vulnerable to Stored
imstrifler Cross-Site Scripting via the 'exad_infobox_animating_mask_style' parameter in all
versions up to, and including, 2.6.9.2 due to insufficient input sanitization and
exclusive_addons_ P o, anc ineae e <7 e e . 2024-05-02| 6.4 [CVE-2024-2751
for elementor output escaping. This makes it possible for authenticated attackers, with
- contributor access or higher, to inject arbitrary web scripts in pages that will
lexecute whenever a user accesses an injected page.
The Exclusive Addons for Elementor plugin for WordPress is vulnerable to
rimstrifler Reflected Cross-Site Scripting via the Countdown Expired Title in all versions up to,
exclusive_addons_ anfj includir?g, 2.6..9.4 due to insuffic'ient input sanitizatif)r) and ot{tput escaping. 2024-05-02| 6.4 |CVE-2024-3489
for elementor This makes it possible for unauthenticated attackers to inject arbitrary web scripts
- in pages that execute if they can successfully trick a user into performing an action
such as clicking on a link.
The Exclusive Addons for Elementor plugin for WordPress is vulnerable to Stored
cimstrifler Cross-Site Scripting via the plugin's Call to Action widget in all versions up to, and
exclusive_addons_ incluqing, 2.§.9.3 due t.o insuffic.ient inPut sanitization.and output escapir?g on user 2024-05-02| 6.4 |CVE-2024-3985
for elementor supplied attributes. This makes it possible for authenticated attackers, with
- contributor-level access and above, to inject arbitrary web scripts in pages that will
execute whenever a user accesses an injected page.
/An uninitialized memory use vulnerability exists in Tinyproxy 1.11.1 while parsing
invorox HTTP requests. In certain configurations, a specially crafted HTTP request can result
tinyproxy in disclosure of data allocated on the heap, which could contain sensitive 2024-05-01| 5.9 CVE-2023-40533
yproxy information. An attacker can make an unauthenticated HTTP request to trigger this
vulnerability.
The Ultimate 410 Gone Status Code plugin for WordPress is vulnerable to Stored
tinyweb Cross-Site Scripting via the 410 entries in all versions up to, and including, 1.1.4 due
to insufficient input sanitization and output escaping. This makes it possible for
ultimate_410_gon . " . - ouTPu” estapine Pos 2024-05-02| 6.4 CVE-2024-3677
authenticated attackers, with contributor-level access and above, to inject
e_status_code . L .
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
todiadiatmo The Easy Custom Auto Excerpt plugin for WordPress is vulnerable to Sensitive
- Information Exposure in all versions up to, and including, 2.4.12. This makes it
easy_custom_auto . P . P . g 2024-05-02| 5.3 [CVE-2024-3312
excernt possible for unauthenticated attackers to obtain excerpts of password-protected
~ P posts.
tqdm is an open source progress bar for Python and CLI. Any optional non-boolean
CLI arguments (e.g. "--delim’, *--buf-size’, *--manpath’) are passed through python's
tgdm -- tgdm “eval’, allowing arbitrary code execution. This issue is only locally exploitable and  |2024-05-03| 4.8 [CVE-2024-34062
had been addressed in release version 4.66.3. All users are advised to upgrade.
There are no known workarounds for this vulnerability.
The Country State City Dropdown CF7 plugin for WordPress is vulnerable to
trustyplugins -- unauthorized modification of data due to a missing capability check on the
country_state_city [tc_csca_patch_settings function in all versions up to, and including, 2.7.1. This 2024-05-02| 4.3 [CVE-2024-3520
| dropdown_cf7  |makes it possible for authenticated attackers, with subscriber access and above, to
add states or cities to the dropdown.
winpictures Improper Neutralization of Input During Web Page Generation ('Cross-site
. P . Scripting') vulnerability in Twinpictures Print-O-Matic allows Stored XSS.This issue [2024-05-03| 6.5 c
print-o-matic ! ) ICVE-2024-33936
affects Print-O-Matic: from n/a through 2.1.10.
tyche_softwares -- Missing Authorization vulnerability in Tyche Softwares Payment Gateway Based
Fees and Discounts for WooCommerce.This issue affects Payment Gateway Based |2024-04-29| 4.3

CVE-2024-33585



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2751&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2751
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3489&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3489
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3985&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3985
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-40533&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-40533
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3677&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3677
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3312&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3312
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-34062&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-34062
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3520&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3520
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33936&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33936
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33585&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33585

Medium Vulnerabilities

gin_-
|_social_warfare

escaping on user supplied attributes. This makes it possible for authenticated
attackers with contributor-level and above permissions to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
discounts_for_woo
commerce
ukrsolution -- The Print Labels with Barcodes. Create price tags, product labels, order labels for
print_labels_with_ [WooCommerce plugin for WordPress is vulnerable to unauthorized access of data,
barcodes._create_ [modification of data, and loss of data due to an improper capability check on 42
price_tags,_produclseparate AJAX functions in all versions up to, and including, 3.4.6. This makes it 2024-05-02| 6.3 [CVE-2024-1677
t_labels,_order_la [possible for authenticated attackers, with subscriber access and above, to fully
bels_for_woocom [control the plugin which includes the ability to modify plugin settings and profiles,
merce and create, edit, retrieve, and delete templates and barcodes.

;I:ir:flltj:kl)c;rl]s“vvith The Print Labels with Barcodes. Create price tags, product labels, order labels for

- ~—  ~|WooCommerce plugin for WordPress is vulnerable to Stored Cross-Site Scripting

barcodes._create_ via the template and javascript label fields in all versions up to, and including, 3.4.6

price_tags,_produc . L o . - ) =7 12024-05-02| 6.4 |CVE-2024-1679
due to insufficient input sanitization and output escaping. This makes it possible for

t_labels,_order_la . . . . .

- - ~  [authenticated attackers, with subscriber access and above, to inject arbitrary web

bels_for_woocom L . L

merce scripts in pages that will execute whenever a user accesses an injected page.

ultimatemember --

ultimate_member [The Ultimate Member - User Profile, Registration, Login, Member Directory,

| - Content Restriction & Membership Plugin plugin for WordPress is vulnerable to CVE-2024-2765

| user_profile,_regi|Stored Cross-Site Scripting via the Skype and Spotify URL parameters in all versions

stration,_login,_m |up to, and including, 2.8.4 due to insufficient input sanitization and output 2024-05-02| 5.4

ember_directory,_ [escaping. This makes it possible for authenticated attackers, with subscriber-level

content_restrictionfaccess and above, to inject arbitrary web scripts in pages that will execute

| & membership_p|whenever a user accesses an injected page.

lugin

user_meta -- Exposure of Sensitive Information to an Unauthorized Actor vulnerability in User 2024-04-29| 5.3

user_meta Meta user-meta.This issue affects User Meta: from n/a through 3.0. == |CVE-2024-33575

vark -- Improper Neutralization of Input During Web Page Generation ('Cross-site

min_and_max_pur [Scripting') vulnerability in Vark Min and Max Purchase for WooCommerce allows 2024-05-02| 6.5

chase_for_wooco [Stored XSS.This issue affects Min and Max Purchase for WooCommerce: from n/a == |CVE-2024-33949

mmerce through 2.0.0.
The LeadConnector plugin for WordPress is vulnerable to unauthorized

varunvairavanlc -- |modification & loss of data due to a missing capability check on the 2024-04-30| 6.5 CVE-2024-1371

leadconnector Ic_public_api_proxy() function in all versions up to, and including, 1.7. This makes it -
possible for unauthenticated attackers to delete arbitrary posts.

. . The Ivory Search - WordPress Search Plugin plugin for WordPress is vulnerable to

vinod-dalvi -- ) L o -

ivory_search - u.nauthorlzec! mod|f|cat|or1 of‘data due.to a missing caPabllltY check on th.e .

= - ajax_create_index() function in all versions up to, and including, 5.5.5. This makes it|2024-05-02| 4.3 |CVE-2024-3233

| wordpress_searc - . ) :

h. plugin pc.>55|blf-: for auther.ltlcated attackers, with subscriber-level access and above, to

- trigger index creation.

vinod_dalvi -- Improper Neutralization of Input During Web Page Generation ('Cross-site

login_logout_regist|Scripting') vulnerability in Vinod Dalvi Login Logout Register Menu allows Stored 2024-05-03| 6.5 CVE-2024-33932

er_menu XSS.This issue affects Login Logout Register Menu: from n/a through 2.0. —
The Social Sharing Plugin - Social Warfare plugin for WordPress is vulnerable to

warfareplugins -- |Stored Cross-Site Scripting via the plugin's 'socialWarfare' shortcode in all versions

social_sharing_plu |up to, and including, 4.4.6.1 due to insufficient input sanitization and output 2024.05-02| 6.4 CVE-2024-1959



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1677&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1677
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1679&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1679
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2765&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2765
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33575&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33575
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33949&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33949
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1371&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1371
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3233&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3233
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33932&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33932
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1959&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1959

Medium Vulnerabilities

essential_addons_f

\WooCommerce Builders plugin for WordPress is vulnerable to Stored Cross-Site

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
The Easy Restaurant Table Booking plugin for WordPress is vulnerable to Cross-Site
way2neelam — Bequest Forgery in .aII v.ersions up to., and in-cluding,. 1.0.0. This is dee to missing or
easy_restaurant_t incorrect n.once validation when saving settlngs: This r-nakes. it possible for 2024-05-02| 4.3 |CVE-2024-4083
able_booking unauthenticated attackers to change the plugin's settings via a forged request
- granted they can trick a site administrator into performing an action such as
clicking on a link.
The Enhanced Media Library plugin for WordPress is vulnerable to Stored Cross-
webbistro -- Site Scripting via media upload functionality in all versions up to, and including,
enhanced_media_|[2.8.9 due to the plugin allowing 'dfxp' files to be uploaded. This makes it possible |2024-05-02| 5.4 |CVE-2024-2840
ibrary for authenticated attackers, with author-level access and above, to inject arbitrary
web scripts in pages that will execute whenever a user accesses an injected page.
The Elementor Addon Elements plugin for WordPress is vulnerable to Stored Cross- CVE-2024-3743
Site Scripting via the Image Stack Group, Shape Separator, Content Switcher, Info
webtechstreet -- . - . . . . .
elementor_addon_,Clrde,a,nd T!mellne \A{lc'ige'c's in all versions up to', and nj\cludlng, .1.13.3'due to 2024-05-02 6.4
clements msufflafant input sanltlzatlc.nn and oytput escaping. ThIS makes. |t. possnbl.e for
authenticated attackers, with contributor access or higher, to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
The WordPress Backup & Migration plugin for WordPress is vulnerable to
unauthorized access of data due to a missing capability check on the
webtoffee -- wp_mgdp_populate_popup function in all versions up to, and including, 1.4.8. This
wordpress_backup |[makes it possible for authenticated attackers, with subscriber access or above, to  [2024-05-02| 4.3 |CVE-2024-3546
| &_migration invoke this function and access log files maintained by the plugin. Additionally, the
file name is user-provided and not properly sanitized, which allows attackers to
read arbitrary log files on the file system.
Wooassist -- The Where Did You Hear About Us Checkout Field for WooCommerce plugin for
Wwhere_did_you_h WordPress.is vuIr.1erabIe to Stored' Cros?-'Site ?cripting \./i'a or.der meta in all versions
ear_about_us_che up to,.and |nFIud|ng, 1'.3.1 dfje to msufflaen.t input sanltlzatlon.and output 2024-05-02| 5.5 |CVE-2024-2752
ckout field for w escaping. This makes it possible for authenticated attackers, with shop manager-
— ~— = |level permissions and above, to inject arbitrary web scripts in pages that will
oocommerce .
execute whenever a user accesses an injected page.
The wpbakery plugin for WordPress is vulnerable to Stored Cross-Site Scripting via
wpbakery -- the button onclick attribute in all versions up to, and including, 7.5 due to
wpbakery_visual_c insufficient input sanitization and output escaping. This makes it possible for 2024-05-02| 6.4 [CVE-2024-1805
omposer authenticated attackers, with contributor access or higher, to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
The wpbakery plugin for WordPress is vulnerable to Stored Cross-Site Scripting via
wpbakery -- the Post Author tag attribute in all versions up to, and including, 7.5 due to
wpbakery_visual_c insufficient input sanitization and output escaping. This makes it possible for 2024-05-02| 6.4 [CVE-2024-1840
omposer authenticated attackers, with contributor access or higher, to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
The wpbakery plugin for WordPress is vulnerable to Stored Cross-Site Scripting via
wpbakery -- the Post Title tag attribute in all versions up to, and including, 7.5 due to
wpbakery_visual_c|insufficient input sanitization and output escaping. This makes it possible for 2024-05-02| 6.4 [CVE-2024-1841
omposer authenticated attackers, with contributor access or higher, to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
The wpbakery plugin for WordPress is vulnerable to Stored Cross-Site Scripting via
wpbakery -- the Custom Heading tag attribute in all versions up to, and including, 7.5 due to
wpbakery_visual_c insufficient input sanitization and output escaping. This makes it possible for 2024-05-02| 6.4 [CVE-2024-1842
omposer authenticated attackers, with contributor access or higher, to inject arbitrary web
scripts in pages that will execute whenever a user accesses an injected page.
wpdevteam -- The Essential Addons for Elementor - Best Elementor Templates, Widgets, Kits &  (2024-05-02| 6.4 |CVE-2024-3728



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4083&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4083
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2840&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2840
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3743&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3743
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3546&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3546
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-2752&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-2752
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1805&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1805
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1840&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1840
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1841&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1841
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-1842&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-1842
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3728&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3728

Medium Vulnerabilities

Primary
Vendor -- Product

Description

Published

CVSS
Score

Source & Patch
Info

or_elementor_-

| best_elementor_t
emplates,_widgets
,_kits_& woocom
merce_builders

Scripting via the plugin's Filterable Gallery & Interactive Circle widgets in all
versions up to, and including, 5.9.15 due to insufficient input sanitization and
output escaping on user supplied attributes. This makes it possible for
authenticated attackers, with contributor-level access and above, to inject
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.

wpdevteam --
essential_addons_f
or_elementor_-

| best_elementor_t
emplates,_widgets
,_kits_& woocom
merce_builders

The Essential Addons for Elementor - Best Elementor Templates, Widgets, Kits &
WooCommerce Builders plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the eael_team_members_image_rounded parameter in the Team
Members widget in all versions up to, and including, 5.9.15 due to insufficient input
sanitization and output escaping. This makes it possible for authenticated
attackers, with contributor access and higher, to inject arbitrary web scripts in
pages that will execute whenever a user accesses an injected page.

2024-05-02

CVE-2024-4003

wpdevteam --
essential_addons_f
or_elementor_-

| best_elementor_t
emplates,_widgets
,_kits_&_woocom
merce_builders

The Essential Addons for Elementor - Best Elementor Templates, Widgets, Kits &
WooCommerce Builders plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the 'eael_event_text_color' parameter in versions up to, and
including, 5.9.17 due to insufficient input sanitization and output escaping. This
makes it possible for authenticated attackers, with contributor-level permissions
and above, to inject arbitrary web scripts in pages that will execute whenever a
user accesses an injected page.

2024-05-02

CVE-2024-4156

wpeka-club --
wp_cookie_consen
t_(_for_gdpr,_ccpa
| & eprivacy_)

The WP Cookie Consent ( for GDPR, CCPA & ePrivacy ) plugin for WordPress is
vulnerable to unauthorized loss of data due to a missing capability check on the
gdpr_policy_process_delete() function in all versions up to, and including, 3.0.2.
This makes it possible for unauthenticated attackers to delete arbitrary posts.

2024-05-02

CVE-2024-3599

wpeverest --
user_registration_-
| custom_registrati
on_form,_login_fo
rm,_and_user_pro
file_wordpress_plu
gin

The User Registration - Custom Registration Form, Login Form, and User Profile
WordPress Plugin plugin for WordPress is vulnerable to unauthorized loss of data
due to a missing capability check on the profile_pic_remove function in versions up
to, and including, 3.1.5. This makes it possible for unauthenticated attackers to
delete any media file.

2024-05-02

CVE-2024-3295

wpmudev --
smartcrawl_wordp
ress_seo_checker,
| seo_analyzer,_se
0_optimizer

The SmartCrawl WordPress SEO checker, SEO analyzer, SEO optimizer plugin for
WordPress is vulnerable to unauthorized Id+json description injection due to a
missing capability check on the save_settings function in all versions up to, and
including, 3.10.2. This makes it possible for unauthenticated attackers to save
schema types.

2024-05-02

CVE-2024-3287

wpomnia --
kb_support

Missing Authorization vulnerability in WPOmnia KB Support.This issue affects KB
Support: from n/a through 1.6.0.

2024-04-29

CVE-2024-33589

wpopal --
opal_widgets_for_
elementor

Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting') vulnerability in WpOpal Opal Widgets For Elementor allows Stored
XSS.This issue affects Opal Widgets For Elementor: from n/a through 1.6.9.

2024-04-29

CVE-2024-33649

wproyal --
royal_elementor_a
ddons_and_templ
ates

The Royal Elementor Addons and Templates plugin for WordPress is vulnerable to
Stored Cross-Site Scripting via the plugin's Flip Carousel, Flip Box, Post Grid, and
Taxonomy List widgets in all versions up to, and including, 1.3.971 due to
insufficient input sanitization and output escaping on user supplied attributes. This
makes it possible for authenticated attackers, with contributor-level access and
above, to inject arbitrary web scripts in pages that will execute whenever a user
accesses an injected page.

2024-05-02

CVE-2024-3675

wpsitenet --
follow_us_badges

The Follow Us Badges plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the plugin's wpsite_follow_us_badges shortcode in all versions up to,
and including, 3.1.10 due to insufficient input sanitization and output escaping on

user supplied attributes. This makes it possible for authenticated attackers, with

2024-05-02

CVE-2024-3280



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4003&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4003
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4156&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4156
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3599&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3599
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3295&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3295
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3287&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3287
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33589&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33589
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33649&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33649
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3675&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3675
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3280&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3280

Medium Vulnerabilities

client_connector

issue affects Client Connector on Windows: before 3.7.

Primary CVSS | Source & Patch
Description Published
Vendor -- Product L uol Score Info
contributor-level access and above, to inject arbitrary web scripts in pages that will
lexecute whenever a user accesses an injected page.
The WP Video Lightbox plugin for WordPress is vulnerable to Stored Cross-Site
Scripting via the 'width' parameter in all versions up to, and including, 1.9.10 due
wptipsntricks -- to insufficient input sanitization and output escaping. This makes it possible for 2024-05-02| 6.4 ICVE-2024-4324
wp_video_lightbox|authenticated attackers, with contributor-level access and above, to inject -
arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
wpwax -- Missing Authorization vulnerability in wpWax Directorist.This issue affects 2024-05-03| 5.3
directorist Directorist: from n/a through 7.8.6. == |CVE-2024-33929
wpzoom -- Improper Neutralization of Input During Web Page Generation ('Cross-site
wpzoom_addons_f|Scripting') vulnerability in WPZOOM WPZOOM Addons for Elementor (Templates, 2024-04-29| 6.5
or_elementor_(te |Widgets) allows Stored XSS.This issue affects WPZOOM Addons for Elementor == |CVE-2024-33539
mplates,_widgets) (Templates, Widgets): from n/a through 1.1.35.
wzy_media -- Improper Neutralization of Input During Web Page Generation ('Cross-site
recencio_book_rev|Scripting') vulnerability in wzy Media Recencio Book Reviews allows Stored 2024-04-29| 6.5 CVE-2024-33648
iews XSS.This issue affects Recencio Book Reviews: from n/a through 1.66.0. -
kurwov is a fast, dependency-free library for creating Markov Chains. An unsafe
sanitization of dataset contents on the "MarkovDatattgetNext™ method used in
"Markov#generate® and "Markov#choose™ allows a maliciously crafted string on the
dataset to throw and stop the function from running properly. If a string contains a
forbidden substring (i.e. *__proto__") followed by a space character, the code will CVE-2024-34075
xiboon -- kurwov  |access a special property in “MarkovData#finalData™ by removing the last character (2024-05-03| 6.2
of the string, bypassing the dataset sanitization (as it is supposed to be already
sanitized before this function is called). Any dataset can be contaminated with the
substring making it unable to properly generate anything in some cases. This issue
has been addressed in version 3.2.5 and all users are advised to upgrade. There are
no known workarounds for this vulnerability.
The ElementsKit Elementor addons plugin for WordPress is vulnerable to Stored
xpeedstudio -- Cross-Site Scripting via the Image Accordion widget in all versions 3.0.7 through
elementskit_eleme(3.1.2 due to insufficient input sanitization and output escaping. This makes it 2024-05-02| 6.4 ICVE-2024-3650
ntor_addons_and_ [possible for authenticated attackers, with contributor-level access and above, to -
templates_library [inject arbitrary web scripts in pages that will execute whenever a user accesses an
injected page.
CVE-2024-32967
Zitadel is an open source identity management system. In case ZITADEL could not
connect to the database, connection information including db name, username
zitadel -- zitadel  |and db host name could be returned to the user. This has been addressed in all 2024-05-01| 5.3
supported release branches in a point release. There is no workaround since a
patch is already available. Users are advised to upgrade.
zscaler -- /An out-of-bounds write to heap in the pacparser library on Zscaler Client Connector 2024-05-02| 6.5
client_connector |on Mac may lead to arbitrary code execution. == |CVE-2023-28798
Jscaler An Improper Validation of Integrity Check Value vulnerability in Zscaler Client
C t Wind during the Repair App functionalit llow Local 2024-05-02| 6
Client connector onneF or on Win oyvs. uring the ePalr pp functionali Ymay allow Loca 6 |cvE-2023-41970
- Execution of Code.This issue affects Client Connector on Windows: before 4.1.0.62.
scaler An Improper Link Resolution Before File Access ('Link Following') vulnerability in
Zscaler Client Connector on Windows allows a system file to be overwritten.This 2024-05-02| 5.3

CVE-2023-41971



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4324&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4324
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33929&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33929
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33539&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33539
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-33648&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-33648
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-34075&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-34075
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3650&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3650
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32967&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32967
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-28798&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-28798
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41970&vector=CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41970
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41971&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41971

Medium Vulnerabilities

Primary CVSS | Source & Patch
Description Published

Vendor -- Product R Score Info

Jscaler An Improper Validation of Integrity Check Value vulnerability in Zscaler Client

client_connector Connect'or'on MacOS dur'ing the upgrade process may allow a Local Execution of |2024-05-02| 4.2 CVE-2024-23461
Code.This issue affects Client Connector on MacOS: before 3.4.
A vulnerability was discovered in the Alta Recovery Vault feature of Veritas

N/A — N/A NetBackup before 10.4 and NetBackup Appliance before 5.4. By design, only the

B | ini houl [ isable th ion lock of

cloud administrator should be able to disable the retention lock of Governance 2024-05-03 6.8

mode images. This vulnerability allowed a NetBackup administrator to modify the
expiration of backups under Governance mode (which could cause premature
deletion).

CVE-2024-34404



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23461&vector=CVSS:3.1/AV:A/AC:H/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23461
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-34404&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-34404

Low Vulnerabilities

Primary . . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
SpiceDB is a graph database purpose-built for storing and evaluating access control
data. Use of a relation of the form: ‘relation folder: folder | folder#parent” with an
arrow such as ‘folder->view™ can cause LookupSubjects to only return the subjects
. found under subjects for either “folder" or “folder#parent’. This bug only manifests
authzed -- spicedb | . . . . . . . .
if the same subject type is used multiple types in a relation, relationships exist for »024.00-10| 2.2 ICVE-2024-32001
both subject types and an arrow is used over the relation. Any user making a -
negative authorization decision based on the results of a LookupSubjects request
with version before v1.30.1 is affected. Version 1.30.1 contains a patch for the
issue. As a workaround, avoid using LookupSubjects for negative authorization
decisions and/or avoid using the broken schema.
A vulnerability was found in bihell Dice 3.1.0 and classified as problematic. Affected
bihell--dice by this issue is some unknown functionality of the component Comment Handler. CVE-2024-3687
The manipulation leads to cross site scripting. The attack may be launched 2024-04-12| 3.5
remotely. The exploit has been disclosed to the public and may be used. VDB-
260474 is the identifier assigned to this vulnerability.
campcodes -- A vulnerability classified as problematic has been found in Campcodes Church
Management System 1.0. This affects an unknown part of the file
church_manageme . . ) . ) ICVE-2024-3541
nt_system admin/admin_user.php. The manipulation of the argument firstname leads to 2024-04-10| 3.5
- cross site scripting. It is possible to initiate the attack remotely. The exploit has -
been disclosed to the public and may be used. The associated identifier of this
vulnerability is VDB-259911.
campcodes -- A vulnerability classified as problematic was found in Campcodes Church
church_manageme|Management System 1.0. This vulnerability affects unknown code of the file ICVE-2024-3542
nt_system admin/add_visitor.php. The manipulation of the argument mobile leads to cross [2024-04-10| 3.5
site scripting. The attack can be initiated remotely. The exploit has been disclosed
to the public and may be used. The identifier of this vulnerability is VDB-259912.
campcodes -- A vulnerability was found in Campcodes Complete Online Student Management
complete_online_s|System 1.0 and classified as problematic. Affected by this issue is some unknown CVE-2024-3528
tudent_managemelfunctionality of the file units_view.php. The manipulation of the argument 2024-04-10| 3.5
nt_system FirstRecord leads to cross site scripting. The attack may be launched remotely. The -
exploit has been disclosed to the public and may be used. VDB-259898 is the
identifier assigned to this vulnerability.
campcodes -- A vulnerability was found in Campcodes Complete Online Student Management
complete_online_s|System 1.0. It has been classified as problematic. This affects an unknown part of CVE-2024-3529
tudent_managemeljthe file students_view.php. The manipulation of the argument FirstRecord leads to 2024-04-10| 3.5
nt_system cross site scripting. It is possible to initiate the attack remotely. The exploit has -
been disclosed to the public and may be used. The associated identifier of this
vulnerability is VDB-259899.
campcodes -- A vulnerability was found in Campcodes Complete Online Student Management
complete_online_s|System 1.0. It has been declared as problematic. This vulnerability affects unknown CVE-2024-3530
tudent_manageme|code of the file Marks_view.php. The manipulation of the argument FirstRecord s03a-0a-10| 35 —
nt_system leads to cross site scripting. The attack can be initiated remotely. The exploit has -
been disclosed to the public and may be used. The identifier of this vulnerability is
'VDB-259900.
campcodes -- A vulnerability was found in Campcodes Complete Online Student Management
complete_online_s[System 1.0. It has been rated as problematic. This issue affects some unknown CVE-2024-3531
tudent_manageme|processing of the file courses_view.php. The manipulation of the argument 2024-04-10| 3.5
nt_system FirstRecord leads to cross site scripting. The attack may be initiated remotely. The -
exploit has been disclosed to the public and may be used. The identifier VDB-
259901 was assigned to this vulnerability.
campcodes -- A vulnerability classified as problematic has been found in Campcodes Complete  (2024-04-10| 3.5 [CVE-2024-3532

complete_online_s

Online Student Management System 1.0. Affected is an unknown function of the
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Low Vulnerabilities

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
tudent_managemeffile attendance_view.php. The manipulation of the argument FirstRecord leads to
nt_system cross site scripting. It is possible to launch the attack remotely. The exploit has

been disclosed to the public and may be used. VDB-259902 is the identifier
assigned to this vulnerability.
campcodes -- A vulnerability classified as problematic was found in Campcodes Complete Online
complete_online_s[Student Management System 1.0. Affected by this vulnerability is an unknown CVE-2024-3533
tudent_manageme|functionality of the file academic_year_view.php. The manipulation of the 2024-04-10| 3.5
nt_system argument FirstRecord leads to cross site scripting. The attack can be launched -
remotely. The exploit has been disclosed to the public and may be used. The
associated identifier of this vulnerability is VDB-259903.
campcodes -- A VL_JInerabiIity, which was classified as pro_bl.ematic, has been found in Campcodf_-s
online_event_man Online I.Event. Management System 1.0. ThIS |s§ue affects some unknown processing CVE-2024-3524
of the file /views/process.php. The manipulation of the argument name leads to
agement_system . L . . 2024-04-10| 3.5
cross site scripting. The attack may be initiated remotely. The exploit has been
disclosed to the public and may be used. The associated identifier of this
vulnerability is VDB-259895.
campcodes -- A vulnerability, which was classified as problematic, was found in Campcodes
online_event_man |Online Event Management System 1.0. Affected is an unknown function of the file CVE-2024-3525
agement_system |/views/index.php. The manipulation of the argument msg leads to cross site >024-0a-10| 3.5
scripting. It is possible to launch the attack remotely. The exploit has been -
disclosed to the public and may be used. The identifier of this vulnerability is VDB-
259896.
A vulnerability has been found in Campcodes Online Event Management System
campcodes -- - . . I
. 1.0 and classified as problematic. Affected by this vulnerability is an unknown
online_event_man . . o . ] ICVE-2024-3526
functionality of the file index.php. The manipulation of the argument msg leads to
agement_system . L . 2024-04-10| 3.5
cross site scripting. The attack can be launched remotely. The exploit has been
disclosed to the public and may be used. The identifier VDB-259897 was assigned
to this vulnerability.
Contao is an open source content management system. Starting in version 4.0.0
contao -- contao  [and prior to version 4.13.40 and 5.3.4, it is possible to inject insert tags in frontend ICVE-2024-28191
forms if the output is structured in a very specific way. Contao versions 4.13.40 and|2024-04-09| 3.1
5.3.4 have a patch for this issue. As a workaround, do not output user data from
frontend forms next to each other, always separate them by at least one character.
A vulnerability was found in GamerZ WP-PostRatings up to 1.64. It has been
gamerz - wp- classifie.d as problematic. This affects an unknown .part o.f the file.wp— 4 CVE-2011-10006
postratings !)c.)s.tratlngs.php. The manipulation Ie.zads to crqss site sc.rlptlng. Itis p055|ble.t?
initiate the attack remotely. Upgrading to version 1.65 is able to address this issue. (2024-04-08| 3.5
The identifier of the patch is 6182a5682b12369cedObecd3b505439ce2eb8132. It is
recommended to upgrade the affected component. The identifier VDB-259629 was
assigned to this vulnerability.
hcl_software-- HCL DRYiCE MyXalytics is impacted by an insecure SQL interface vulnerability,
dryicec_myxalytics |potentially giving an attacker the ability to execute custom SQL queries. A
- . . . . 2024-04-10| 3.7
malicious user can run arbitrary SQL commands including changing system == |CVE-2023-50347
configuration.
A vulnerability was found in QKSMS up to 3.9.4 on Android. It has been classified as
problematic. This affects an unknown part of the file androidmanifest.xml of the
N/A -- gksms component Backup File Handler. The manipulation leads to exposure of backup file ICVE-2024-3430
to an unauthorized control sphere. It is possible to launch the attack on the 2024-04-07| 2.4

physical device. The exploit has been disclosed to the public and may be used. The
associated identifier of this vulnerability is VDB-259611. NOTE: The vendor was
contacted early about this disclosure but did not respond in any way.
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Low Vulnerabilities

Primary L. . CVSS | Source & Patch
Vendor -- Product Description Published Score Info
A vulnerability was found in Smart Office up to 20240405. It has been classified as
problematic. Affected is an unknown function of the file Main.aspx. The
N/A - smart_office manipulation of the argumen.t New Passm./ord/CfJnfirm Password with the input 1 CVE-2024-3735
leads to weak password requirements. It is possible to launch the attack remotely. 2024-04-13| 3.7
The complexity of an attack is rather high. The exploitability is told to be difficult. -
The exploit has been disclosed to the public and may be used. VDB-260574 is the
identifier assigned to this vulnerability. NOTE: The vendor was contacted early
about this disclosure but did not respond in any way.
A vulnerability was found in namithjawahar Wp-Insert up to 2.0.8 and classified as
namithjawahar-- [problematic. Affected by this issue is some unknown functionality. The
wp-insert manipulation leads to cross site scripting. The attack may be launched remotely. 2024-04-08| 3.5 CVE-2014-125111
Upgrading to version 2.0.9 is able to address this issue. The name of the patch is -
a07b7b08084b9b85859f3968ce7fde0fd1fcbba3. It is recommended to upgrade the
affected component. The identifier of this vulnerability is VDB-259628.
A vulnerability classified as problematic has been found in PuneethReddyHC Event
ouneethreddyhc-- Management 1.0. Affected is an unknown function of the file
eventmanagement backend/register.php. The manipulation of the argument CVE-2024-3433
event_id/full_name/email/mobile/college/branch leads to cross site scripting. It is [{2024-04-07| 3.5
possible to launch the attack remotely. VDB-259614 is the identifier assigned to
this vulnerability. NOTE: The vendor was contacted early about this disclosure but
did not respond in any way.
iemens - A vulnerability has been identified in Parasolid V35.1 (All versions < V35.1.254),
parasolid_v35.1 Parasolid V36.0 (All versions < V36.0.207), Parasolid V36.1 (All versions < CVE-2024-26276
- V36.1.147). The affected application contains a stack exhaustion vulnerability while|2024-04-09| 3.3 |productcert@siem
parsing a specially crafted X_T file. This could allow an attacker to cause denial of ens.com
service condition.
iemens —- A vulnerability has been identified in Parasolid V35.1 (All versions < V35.1.254),
parasolid_v35.1 Parasolid V36.0 (All versions < V36.0.207), Parasolid V36.1 (All versions < CVE-2024-26277
- V36.1.147). The affected applications contain a null pointer dereference 2024-04-09| 3.3 |productcert@siem
vulnerability while parsing specially crafted X_T files. An attacker could leverage ens.com
this vulnerability to crash the application causing denial of service condition.
sourcecodester -- |A vulnerability has been found in SourceCodester Computer Laboratory
computer- Management System 1.0 and classified as problematic. This vulnerability affects CVE-2024-3695
laboratory_manag [unknown code of the file /classes/Users.php. The manipulation of the argument id s034-00-12| 35
ement_system leads to cross site scripting. The attack can be initiated remotely. The exploit has -
been disclosed to the public and may be used. VDB-260482 is the identifier
assigned to this vulnerability.
ourcecodester — A vulnerability has been found in SourceCodester Laundry Management System 1.0
laundry_managem and classified as problematic. This vulnerability affects unknown code of the file CVE-2024-3463
ont syst_em karyawan/edit. The manipulation of the argument karyawan leads to cross site 2024-04-08| 3.5
- scripting. The attack can be initiated remotely. The exploit has been disclosed to
the public and may be used. The identifier of this vulnerability is VDB-259744.
A vulnerability classified as problematic was found in SourceCodester Prison
sourcecodester -- . - .

. Management System 1.0. This vulnerability affects unknown code of the file CVE-2024-3443
prison_manageme . ) CVE-20248-54845
nt_system Employee/apply_leave.php. The manlpulzla\tlon c.)f t.he argument o 2024-04-08 3.5

txtstart_date/txtend_date leads to cross site scripting. The attack can be initiated

remotely. The exploit has been disclosed to the public and may be used. The

identifier of this vulnerability is VDB-259696.
sou.rcecodester-- A vulnerability, which was classified as problematic, has been found in CVE-2024-3426
online_courseware|s, , cocodester Online Courseware 1.0. Affected by this issue is some unknown 2024-04-07| 3.5

functionality of the file editt.php. The manipulation of the argument id leads to

cross site scripting. The attack may be launched remotely. The exploit has been



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3735&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3735
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-125111&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-125111
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3433&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3433
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26276&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26276
https://cert-portal.siemens.com/productcert/html/ssa-222019.html
https://cert-portal.siemens.com/productcert/html/ssa-222019.html
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-26277&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-26277
https://cert-portal.siemens.com/productcert/html/ssa-222019.html
https://cert-portal.siemens.com/productcert/html/ssa-222019.html
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3695&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3695
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3463&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3463
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3443&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3443
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3426&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3426

Low Vulnerabilities

chnology--020a

manipulation leads to information disclosure. It is possible to launch the attack
remotely. The complexity of an attack is rather high. The exploitability is told to be

difficult. The exploit has been disclosed to the public and may be used. VDB-

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
disclosed to the public and may be used. VDB-259598 is the identifier assigned to

this vulnerability.
ourcecodester A vulnerability, which was classified as problematic, was found in SourceCodester

) Online Courseware 1.0. This affects an unknown part of the file addg.php. The ICVE-2024-3427
online_courseware . . . . . . .
- manipulation of the argument id leads to cross site scripting. It is possible to 2024-04-07| 3.5

initiate the attack remotely. The exploit has been disclosed to the public and may

be used. The associated identifier of this vulnerability is VDB-259599.

A vulnerability has been found in SourceCodester Online Courseware 1.0 and
sourcecodester-- . . . - .
online courseware classified as problematic. This vulnerability affects unknown code of the file CVE-2024-3428

- edit.php. The manipulation of the argument id leads to cross site scripting. The 2024-04-07| 3.5

attack can be initiated remotely. The exploit has been disclosed to the public and

may be used. The identifier of this vulnerability is VDB-259600.

A vulnerability was found in SourceCodester Warehouse Management System 1.0.
sourcecodester-- . . e

It has been declared as problematic. Affected by this vulnerability is an unknown VE-2024-3612
warehouse_manag o ) ) . CVE-2024-3612

functionality of the file barang.php. The manipulation of the argument
ement_system . L 2024-04-11| 3.5

nama_barang/merek leads to cross site scripting. The attack can be launched

remotely. The exploit has been disclosed to the public and may be used. The

identifier VDB-260269 was assigned to this vulnerability.

A vulnerability was found in SourceCodester Warehouse Management System 1.0.
sourcecodester-- . . .

It has been rated as problematic. Affected by this issue is some unknown CVE-2024-3613
warehouse_manag . . . . . . e eeeetTob22

functionality of the file supplier.php. The manipulation of the argument
ement_system i . K . L 2024-04-11| 3.5

nama_supplier/alamat_supplier/notelp_supplier leads to cross site scripting. The

attack may be launched remotely. The exploit has been disclosed to the public and

may be used. VDB-260270 is the identifier assigned to this vulnerability.

A vulnerability classified as problematic has been found in SourceCodester
sourcecodester-- |Warehouse Management System 1.0. This affects an unknown part of the file
warehouse_manag|customer.php. The manipulation of the argument CVE-2024-3614
ement_system nama_customer/alamat_customer/notelp_customer leads to cross site scripting. 1t [2024-04-11| 3.5

is possible to initiate the attack remotely. The exploit has been disclosed to the

public and may be used. The associated identifier of this vulnerability is VDB-

260271.

A vulnerability classified as problematic was found in SourceCodester Warehouse
sourcecodester-- . - .

Management System 1.0. This vulnerability affects unknown code of the file £-202 1
warehouse_manag engguna.php. The manipulation of the argument CVE-2024-3616
ement_system | eeuna-Pp- I ptriatio gtme , 2024-04-11| 3.5

admin_user/admin_nama/admin_alamat/admin_telepon leads to cross site

scripting. The attack can be initiated remotely. The exploit has been disclosed to

the public and may be used. The identifier of this vulnerability is VDB-260272.
sumome -- sumo . e L

Cross-Site Request Forgery (CSRF) vulnerability in SumoMe Sumo.This issue affects 2024-04-12| 3.7

Sumo: from n/a through 1.34. == |CVE-2024-31265
webtoffee --
wordpress_backup [Insertion of Sensitive Information into Log File vulnerability in WebToffee
| & migration \WordPress Backup & Migration.This issue affects WordPress Backup & Migration: |2024-04-10| 3.7 CVE-2024-31254

from n/a through 1.4.7.

A vulnerability classified as problematic has been found in Zhejiang Land Zongheng
zhejiang_land_zon [Network Technology O20A up to 20240403. Affected is an unknown function of CVE-2024-3689
gheng_network_te [the file /x_portal_assemble_surface/jaxrs/portal/list?v=8.2.3-4-43f4fe3. The 2024-04-12| 3.7
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Low Vulnerabilities

Primary CVSS | Source & Patch
Description Published
Vendor -- Product g Score Info
260478 is the identifier assigned to this vulnerability. NOTE: The vendor was
contacted early about this disclosure but did not respond in any way.
1panel-dev 1Panel is an open source Linux server operation and maintenance management
e - .
1panel panel. The passyvord verlflcatlon.ln.the source code us.e.s the ' symbol |r.‘|?te:.:1d . 2024-04-18| 3.9 |CVE-2024-30257
hmac.Equal. This may lead to a timing attack vulnerability. This vulnerability is fixed
in 1.10.3-Its.
The MSAL library enabled acquisition of security tokens to call protected APIs.
MSAL.NET applications targeting Xamarin Android and .NET Android (e.g., MAUI)
azuread -- using the library from versions 4.48.0 to 4.60.0 are impacted by a low severity
microsoft- vulnerability. A malicious application running on a customer Android device can
authentication-  [cause local denial of service against applications that were built using MSAL.NET ~ |2024-04-16| 3.9 |CVE-2024-27086
library-for-dotnet [for authentication on the same device (i.e., prevent the user of the legitimate
application from logging in) due to incorrect activity export configuration.
MSAL.NET version 4.60.1 includes the fix. As a workaround, a developer may
explicitly mark the MSAL.NET activity non-exported.
hcl_software -- HCL Connections contains a user enumeration vulnerability. Certain actions could
connections allow an attacker to determine if the user is valid or not, leading to a possible brute|2024-04-18| 3.5 CVE-2024-23557
force attack.
hcl_software -- ) . -
onnections HCL Connections contains a broken access control vulnerability that may expose 2024-04-18| 3.5
sensitive information to unauthorized users in certain scenarios. == |CVE-2024-30107
hewlett_packard_e
nterprise -- A potential security vulnerability has been identified in Hewlett Packard Enterprise
hpe_officeconnect CVE-2024-22438
pe_ottl OfficeConnect 1820 Network switches. The vulnerability could be remotely 2024-04-15| 3.5 .
| 1820 _network_s ] . L alert@hpe.com
. exploited to allow execution of malicious code.
witches
ibm -- IBM Aspera Faspex 5.0.0 through 5.0.7 could allow a local user to obtain or modify
aspera_faspex sensitive information due to improper encryption of certain data. IBM X-Force ID: |2024-04-19| 3.6 [CVE-2023-37397
259672.
fom -- IBM Aspera Faspex 5.0.0 through 5.0.7 could allow a local user to obtain sensitive
aspera_faspex | orco raspexs. gn o= , 2024-04-19| 2.5 [CVE-2023-37396
information due to improper encryption of certain data. IBM X-Force ID: 259671.
mattermost -- Mattermost Mobile app versions 2.13.0 and earlier use a regular expression with
mattermost polynomial complexity to parse certain deeplinks, which allows an unauthenticated|2024-04-16| 3.1 CVE-2024-3872
remote attacker to freeze or crash the app via a long maliciously crafted link.
A vulnerability was found in Emlog Pro 2.2.10. It has been declared as problematic.
This vulnerability affects unknown code of the file /admin/twitter.php of the CVE-2024-3762
n/a -- emlog_pro [component Whisper Page. The manipulation leads to cross site scripting. The
o ) ) ) 2024-04-14| 2.4
attack can be initiated remotely. The exploit has been disclosed to the public and
may be used. VDB-260602 is the identifier assigned to this vulnerability. NOTE: The
vendor was contacted early about this disclosure but did not respond in any way.
A vulnerability was found in Emlog Pro 2.2.10. It has been rated as problematic.
This issue affects some unknown processing of the file /admin/tag.php of the
o/a - emlog pro component Post Tag Handler. The manipulation leads to cross site scripting. The ICVE-2024-3763
8P attack may be initiated remotely. The exploit has been disclosed to the public and |2024-04-14| 2.4
may be used. The associated identifier of this vulnerability is VDB-260603. NOTE:
The vendor was contacted early about this disclosure but did not respond in any
way.
oracle_corporation|Vulnerability in the Oracle Database Sharding component of Oracle Database 2024-04-16| 2.4

-- database_-

Server. Supported versions that are affected are 19.3-19.22 and 21.3-21.13. Easily

CVE-2024-20995



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30257&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30257
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-27086&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-27086
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23557&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23557
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-30107&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-30107
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-22438&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-22438
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=hpesbnw04628en_us
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-37397&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-37397
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-37396&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-37396
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3872&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3872
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3762&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3762
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3763&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3763
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20995&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20995
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|_enterprise_editio
n

exploitable vulnerability allows high privileged attacker having DBA privilege with
network access via Oracle Net to compromise Oracle Database Sharding. Successful
attacks require human interaction from a person other than the attacker.
Successful attacks of this vulnerability can result in unauthorized ability to cause a
partial denial of service (partial DOS) of Oracle Database Sharding. CVSS 3.1 Base
Score 2.4 (Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:U/C:N/I:N/A:L).

oracle_corporation
-- graalvm

Vulnerability in the Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition
product of Oracle Java SE (component: Compiler). Supported versions that are
affected are Oracle GraalVM for JDK: 17.0.10, 21.0.2, 22; Oracle GraalVM
Enterprise Edition: 20.3.13 and 21.3.9. Difficult to exploit vulnerability allows
unauthenticated attacker with network access via multiple protocols to
compromise Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition. Successful
attacks of this vulnerability can result in unauthorized read access to a subset of
Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition accessible data. CVSS
3.1 Base Score 3.7 (Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N).

2024-04-16

CVE-2024-20954

oracle_corporation
-- graalvm

Vulnerability in the Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition
product of Oracle Java SE (component: Compiler). Supported versions that are
affected are Oracle GraalVM for JDK: 17.0.10, 21.0.2, 22; Oracle GraalVM
Enterprise Edition: 20.3.13 and 21.3.9. Difficult to exploit vulnerability allows
unauthenticated attacker with network access via multiple protocols to
compromise Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition. Successful
attacks of this vulnerability can result in unauthorized ability to cause a partial
denial of service (partial DOS) of Oracle GraalVM for JDK, Oracle GraalVM
Enterprise Edition. CVSS 3.1 Base Score 3.7 (Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L).

2024-04-16

CVE-2024-21098

oracle_corporation

java_se_jdk_and_jr
e

Vulnerability in the Oracle Java SE, Oracle GraalVM Enterprise Edition product of
Oracle Java SE (component: JavaFX). Supported versions that are affected are
Oracle Java SE: 8u401; Oracle GraalVM Enterprise Edition: 20.3.13 and 21.3.9.
Difficult to exploit vulnerability allows unauthenticated attacker with network
access via multiple protocols to compromise Oracle Java SE, Oracle GraalVM
Enterprise Edition. Successful attacks require human interaction from a person
other than the attacker. Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Java SE, Oracle
GraalVM Enterprise Edition accessible data. Note: This vulnerability applies to Java
deployments, typically in clients running sandboxed Java Web Start applications or
sandboxed Java applets, that load and run untrusted code (e.g., code that comes
from the internet) and rely on the Java sandbox for security. This vulnerability does
not apply to Java deployments, typically in servers, that load and run only trusted
code (e.g., code installed by an administrator). CVSS 3.1 Base Score 3.1 (Integrity
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:N).

2024-04-16

CVE-2024-21003

oracle_corporation

java_se_jdk_and_jr
e

Vulnerability in the Oracle Java SE, Oracle GraalVM Enterprise Edition product of
Oracle Java SE (component: JavaFX). Supported versions that are affected are
Oracle Java SE: 8u401; Oracle GraalVM Enterprise Edition: 20.3.13 and 21.3.9.
Difficult to exploit vulnerability allows unauthenticated attacker with network
access via multiple protocols to compromise Oracle Java SE, Oracle GraalvVM
Enterprise Edition. Successful attacks require human interaction from a person
other than the attacker. Successful attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Oracle Java SE, Oracle
GraalVM Enterprise Edition accessible data. Note: This vulnerability applies to Java
deployments, typically in clients running sandboxed Java Web Start applications or
sandboxed Java applets, that load and run untrusted code (e.g., code that comes
from the internet) and rely on the Java sandbox for security. This vulnerability does

not apply to Java deployments, typically in servers, that load and run only trusted

2024-04-16

CVE-2024-21005



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-20954&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-20954
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21098&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21098
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21003&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21003
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21005&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21005
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code (e.g., code installed by an administrator). CVSS 3.1 Base Score 3.1 (Integrity
impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:N).

oracle_corporation

java_se_jdk_and_jr
e

Vulnerability in the Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM
Enterprise Edition product of Oracle Java SE (component: Hotspot). Supported
versions that are affected are Oracle Java SE: 8u401, 8u401-perf, 11.0.22, 17.0.10,
21.0.2, 22; Oracle GraalVM for JDK: 17.0.10, 21.0.2, 22; Oracle GraalVM Enterprise
Edition: 20.3.13 and 21.3.9. Difficult to exploit vulnerability allows unauthenticated
attacker with network access via multiple protocols to compromise Oracle Java SE,
Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition. Successful attacks of
this vulnerability can result in unauthorized ability to cause a partial denial of
service (partial DOS) of Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM
Enterprise Edition. Note: This vulnerability can be exploited by using APIs in the
specified Component, e.g., through a web service which supplies data to the APIs.
This vulnerability also applies to Java deployments, typically in clients running
sandboxed Java Web Start applications or sandboxed Java applets, that load and
run untrusted code (e.g., code that comes from the internet) and rely on the Java
sandbox for security. CVSS 3.1 Base Score 3.7 (Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L).

2024-04-16

CVE-2024-21011

oracle_corporation

ljava_se_jdk_and_jr
e

Vulnerability in the Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM
Enterprise Edition product of Oracle Java SE (component: Networking). Supported
\versions that are affected are Oracle Java SE: 11.0.22, 17.0.10, 21.0.2, 22; Oracle
GraalVM for JDK: 17.0.10, 21.0.2, 22; Oracle GraalVM Enterprise Edition: 20.3.13
and 21.3.9. Difficult to exploit vulnerability allows unauthenticated attacker with
network access via multiple protocols to compromise Oracle Java SE, Oracle
GraalVM for JDK, Oracle GraalVM Enterprise Edition. Successful attacks of this
\vulnerability can result in unauthorized update, insert or delete access to some of
Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition
accessible data. Note: This vulnerability applies to Java deployments, typically in
clients running sandboxed Java Web Start applications or sandboxed Java applets,
that load and run untrusted code (e.g., code that comes from the internet) and rely
on the Java sandbox for security. This vulnerability does not apply to Java
deployments, typically in servers, that load and run only trusted code (e.g., code
installed by an administrator). CVSS 3.1 Base Score 3.7 (Integrity impacts). CVSS
Vector: (CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:L/A:N).

2024-04-16

CVE-2024-21012

oracle_corporation
java_se_jdk_and_jr
e

Vulnerability in the Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM
Enterprise Edition product of Oracle Java SE (component: Hotspot). Supported
versions that are affected are Oracle Java SE: 8u401-perf, 11.0.22, 17.0.10, 21.0.2,
22; Oracle GraalVM for JDK: 17.0.10, 21.0.2 and 22; Oracle GraalVM Enterprise
Edition: 21.3.9. Difficult to exploit vulnerability allows unauthenticated attacker
with network access via multiple protocols to compromise Oracle Java SE, Oracle
GraalVM for JDK, Oracle GraalVM Enterprise Edition. Successful attacks of this
vulnerability can result in unauthorized update, insert or delete access to some of
Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition
accessible data. Note: This vulnerability can be exploited by using APIs in the
specified Component, e.g., through a web service which supplies data to the APIs.
This vulnerability also applies to Java deployments, typically in clients running
sandboxed Java Web Start applications or sandboxed Java applets, that load and
run untrusted code (e.g., code that comes from the internet) and rely on the Java
sandbox for security. CVSS 3.1 Base Score 3.7 (Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:L/A:N).

2024-04-16

CVE-2024-21068

oracle_corporation

java_se_jdk_and_jr
e

Vulnerability in the Oracle Java SE, Oracle GraalVM Enterprise Edition product of
Oracle Java SE (component: Concurrency). Supported versions that are affected are
Oracle Java SE: 8u401, 8u401-perf, 11.0.22; Oracle GraalVM Enterprise Edition:
20.3.13 and 21.3.9. Difficult to exploit vulnerability allows unauthenticated
attacker with network access via multiple protocols to compromise Oracle Java SE,

Oracle GraalVM Enterprise Edition. Successful attacks of this vulnerability can

2024-04-16

CVE-2024-21085



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21011&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21011
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21012&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21012
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21068&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21068
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21085&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21085
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result in unauthorized ability to cause a partial denial of service (partial DOS) of
Oracle Java SE, Oracle GraalVM Enterprise Edition. Note: This vulnerability can be
exploited by using APIs in the specified Component, e.g., through a web service
which supplies data to the APIs. This vulnerability also applies to Java deployments,
typically in clients running sandboxed Java Web Start applications or sandboxed
Java applets, that load and run untrusted code (e.g., code that comes from the
internet) and rely on the Java sandbox for security. CVSS 3.1 Base Score 3.7
(Availability impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L).

oracle_corporation

java_se_jdk_and_jr
e

Vulnerability in the Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM
Enterprise Edition product of Oracle Java SE (component: Hotspot). Supported
versions that are affected are Oracle Java SE: 8u401, 8u401-perf, 11.0.22, 17.0.10,
21.0.2, 22; Oracle GraalVM for JDK: 17.0.10, 21.0.2, 22; Oracle GraalVM Enterprise
Edition: 20.3.13 and 21.3.9. Difficult to exploit vulnerability allows unauthenticated
attacker with network access via multiple protocols to compromise Oracle Java SE,
Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition. Successful attacks of
this vulnerability can result in unauthorized update, insert or delete access to some
of Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition
accessible data. Note: This vulnerability can be exploited by using APIs in the
specified Component, e.g., through a web service which supplies data to the APIs.
This vulnerability also applies to Java deployments, typically in clients running
sandboxed Java Web Start applications or sandboxed Java applets, that load and
run untrusted code (e.g., code that comes from the internet) and rely on the Java
sandbox for security. CVSS 3.1 Base Score 3.7 (Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:L/A:N).

2024-04-16

CVE-2024-21094

oracle_corporation
java_se_jdk_and_jr
e

Vulnerability in the Oracle Java SE, Oracle GraalVM Enterprise Edition product of
Oracle Java SE (component: JavaFX). Supported versions that are affected are
Oracle Java SE: 8u401; Oracle GraalVM Enterprise Edition: 20.3.13 and 21.3.9.
Difficult to exploit vulnerability allows unauthenticated attacker with logon to the
infrastructure where Oracle Java SE, Oracle GraalVM Enterprise Edition executes to
compromise Oracle Java SE, Oracle GraalVM Enterprise Edition. Successful attacks
require human interaction from a person other than the attacker. Successful
attacks of this vulnerability can result in unauthorized update, insert or delete
access to some of Oracle Java SE, Oracle GraalVM Enterprise Edition accessible
data. Note: This vulnerability applies to Java deployments, typically in clients
running sandboxed Java Web Start applications or sandboxed Java applets, that
load and run untrusted code (e.g., code that comes from the internet) and rely on
the Java sandbox for security. This vulnerability does not apply to Java
deployments, typically in servers, that load and run only trusted code (e.g., code
installed by an administrator). CVSS 3.1 Base Score 2.5 (Integrity impacts). CVSS
Vector: (CVSS:3.1/AV:L/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:N).

2024-04-16

CVE-2024-21002

oracle_corporation

java_se_jdk_and_jr
e

Vulnerability in the Oracle Java SE, Oracle GraalVM Enterprise Edition product of
Oracle Java SE (component: JavaFX). Supported versions that are affected are
Oracle Java SE: 8u401; Oracle GraalVM Enterprise Edition: 20.3.13 and 21.3.9.
Difficult to exploit vulnerability allows unauthenticated attacker with logon to the
infrastructure where Oracle Java SE, Oracle GraalVM Enterprise Edition executes to
compromise Oracle Java SE, Oracle GraalVM Enterprise Edition. Successful attacks
require human interaction from a person other than the attacker. Successful
attacks of this vulnerability can result in unauthorized update, insert or delete
access to some of Oracle Java SE, Oracle GraalVM Enterprise Edition accessible
data. Note: This vulnerability applies to Java deployments, typically in clients
running sandboxed Java Web Start applications or sandboxed Java applets, that
load and run untrusted code (e.g., code that comes from the internet) and rely on
the Java sandbox for security. This vulnerability does not apply to Java

deployments, typically in servers, that load and run only trusted code (e.g., code

2024-04-16

CVE-2024-21004



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21094&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21094
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21002&vector=CVSS:3.1/AV:L/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21002
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21004&vector=CVSS:3.1/AV:L/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21004
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installed by an administrator). CVSS 3.1 Base Score 2.5 (Integrity impacts). CVSS
Vector: (CVSS:3.1/AV:L/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:N).

oracle_corporation

mysql_ndb_cluster

Vulnerability in the MySQL Cluster product of Oracle MySQL (component: Cluster:
General). Supported versions that are affected are 7.5.33 and prior, 7.6.29 and
prior, 8.0.36 and prior and 8.3.0 and prior. Difficult to exploit vulnerability allows
high privileged attacker with network access via multiple protocols to compromise
MySQL Cluster. Successful attacks of this vulnerability can result in unauthorized
read access to a subset of MySQL Cluster accessible data. CVSS 3.1 Base Score 2.2
(Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:L/I:N/A:N).

2024-04-16

CVE-2024-21101

oracle_corporation
-- mysql_server

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server:
Security: Privileges). Supported versions that are affected are 8.0.36 and prior and
8.3.0 and prior. Easily exploitable vulnerability allows high privileged attacker with
network access via multiple protocols to compromise MySQL Server. Successful
attacks of this vulnerability can result in unauthorized update, insert or delete
access to some of MySQL Server accessible data as well as unauthorized read
access to a subset of MySQL Server accessible data. CVSS 3.1 Base Score 3.8
(Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:N).

2024-04-16

CVE-2024-21000

oracle_corporation

solaris_operating_
system

Vulnerability in the Oracle Solaris product of Oracle Systems (component: Utility).
The supported version that is affected is 11. Easily exploitable vulnerability allows
high privileged attacker with logon to the infrastructure where Oracle Solaris
executes to compromise Oracle Solaris. Successful attacks require human
interaction from a person other than the attacker. Successful attacks of this
vulnerability can result in unauthorized read access to a subset of Oracle Solaris
accessible data. CVSS 3.1 Base Score 2.0 (Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:U/C:L/1:N/A:N).

2024-04-16

IN

CVE-2024-21105

oracle_corporation
-- vm_virtualbox

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization
(component: Core). Supported versions that are affected are Prior to 7.0.16. Easily
exploitable vulnerability allows low privileged attacker with logon to the
infrastructure where Oracle VM VirtualBox executes to compromise Oracle VM
VirtualBox. Successful attacks of this vulnerability can result in unauthorized read
access to a subset of Oracle VM VirtualBox accessible data. CVSS 3.1 Base Score 3.3
(Confidentiality impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/1:N/A:N).

2024-04-16

CVE-2024-21108

owncast -- owncast

Owncast is an open source, self-hosted, decentralized, single user live video
streaming and chat server. The Owncast application exposes an administrator API
at the URL /api/admin. The emoji/delete endpoint of said API allows administrators
to delete custom emojis, which are saved on disk. The parameter name is taken
from the JSON request and directly appended to the filepath that points to the
emoji to delete. By using path traversal sequences (../), attackers with
administrative privileges can exploit this endpoint to delete arbitrary files on the
system, outside of the emoji directory. This vulnerability is fixed in 0.1.3.

2024-04-19

CVE-2024-31450

robodk -- robodk

RoboDK v5.5.4 is vulnerable to heap-based buffer overflow while processing a
specific project file. The resulting memory corruption may crash the application.

2024-04-17

CVE-2024-0257

slowlyo --
owladmin

A vulnerability, which was classified as problematic, has been found in slowlyo
OwlAdmin up to 3.5.7. Affected by this issue is some unknown functionality of the
file /admin-api/upload_image of the component Image File Upload. The
manipulation of the argument file leads to cross site scripting. The attack may be
launched remotely. The exploit has been disclosed to the public and may be used.
\VDB-260606 is the identifier assigned to this vulnerability.

2024-04-15

CVE-2024-3766



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21101&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21101
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21000&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21000
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21105&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21105
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-21108&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-21108
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-31450&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-31450
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-0257&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-0257
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3766&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3766
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tolgee -- tolgee-
platform

Tolgee is an open-source localization platform. For the */v2/projects/translations’
and '/v2/projects/{projectld}/translations’ endpoints, translation data was
returned even when API key was missing “translation.view™ scope. However, it was
impossible to fetch the data when user was missing this scope. So this is only
relevant for API keys generated by users permitted to “translation.view'. This
vulnerability is fixed in v3.57.2

2024-04-18

CVE-2024-32466

totara -- Ims

A vulnerability was found in Totara LMS 18.0.1 Build 20231128.01. It has been
rated as problematic. Affected by this issue is some unknown functionality of the
file admin/roles/check.php of the component Profile Handler. The manipulation of
the argument ID Number leads to cross site scripting. The attack may be launched
remotely. The exploit has been disclosed to the public and may be used. The
identifier of this vulnerability is VDB-261368. NOTE: The vendor was contacted
early about this disclosure but did not respond in any way.

2024-04-18

CVE-2024-3931

xpdf -- xpdf

Out-of-bounds array write in Xpdf 4.05 and earlier, triggered by long Unicode
sequence in ActualText.

2024-04-17

CVE-2024-3900
xpdf @xpdfreader.c

om

apryse --
webviewer

A vulnerability was found in Apryse WebViewer up to 10.8.0. It has been classified
as problematic. This affects an unknown part of the component PDF Document
Handler. The manipulation leads to cross site scripting. It is possible to initiate the
attack remotely. The exploit has been disclosed to the public and may be used.
Upgrading to version 10.9 is able to address this issue. It is recommended to
upgrade the affected component. The associated identifier of this vulnerability is
\VDB-262419. NOTE: The vendor was contacted early about this disclosure and
explains that the documentation recommends a strict Content Security Policy and
the issue was fixed in release 10.9.

2024-04-30

CVE-2024-4327

firebase --
firebase-tools

This vulnerability was a potential CSRF attack. When running the Firebase emulator
suite, there is an export endpoint that is used normally to export data from running
emulators. If a user was running the emulator and navigated to a malicious website
with the exploit on a browser that allowed calls to localhost (ie Chrome before
v94), the website could exfiltrate emulator data. We recommend upgrading past
version 13.6.0 or commit 068a2b08dc308c7ab4b569617f5fc8821237e3a0
https://github.com/firebase/firebase-
tools/commit/068a2b08dc308c7ab4b569617f5fc8821237e3a0

2024-05-02

CVE-2024-4128

ibm --
cognos_controller

IBM Cognos Controller 10.4.1, 10.4.2, and 11.0.0 could allow a remote attacker to
obtain sensitive information when a stack trace is returned in the browser. IBM X-
Force ID: 245403.

2024-05-03

CVE-2023-23474

matrix-org --
vodozemac

vodozemac is an implementation of Olm and Megolm in pure Rust. Versions 0.5.0
and 0.5.1 of vodozemac have degraded secret zeroization capabilities, due to
changes in third-party cryptographic dependencies (the Dalek crates), which
moved secret zeroization capabilities behind a feature flag and defaulted this
feature to off. The degraded zeroization capabilities could result in the production
of more memory copies of encryption secrets and secrets could linger in memory
longer than necessary. This marginally increases the risk of sensitive data exposure.
This issue has been addressed in version 0.6.0 and users are advised to upgrade.
There are no known workarounds for this vulnerability.

2024-05-03

CVE-2024-34063

motorola -- phones

An improper export vulnerability was reported in the Motorola Phone Calls
application that could allow a local attacker to read unauthorized information.

2024-05-03

CVE-2023-41817

motorola -- phones

/An implicit intent vulnerability was reported in the Motorola Phone Calls
application that could allow a local attacker to read the calling phone number and
calling data.

2024-05-03

CVE-2023-41824

motorola -- phones

A path traversal vulnerability was reported in the Motorola Ready For application
that could allow a local attacker to access local files.

2024-05-03

CVE-2023-41825



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32466&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32466
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3931&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3931
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3900&vector=CVSS:3.1/AV:L/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3900
https://www.xpdfreader.com/security-bug/CVE-2024-3900.html
https://www.xpdfreader.com/security-bug/CVE-2024-3900.html
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4327&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4327
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4128&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4128
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23474&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23474
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-34063&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-34063
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41817&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41817
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41824&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41824
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-41825&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-41825
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motorola -- phones

An improper export vulnerability was reported in the Motorola Enterprise
MotoDpms Provider (com.motorola.server.enterprise.MotoDpmsProvider) that
could allow a local attacker to read local data.

2024-05-03

CVE-2024-3479

motorola -- phones

An Implicit intent vulnerability was reported in the Motorola framework that could
allow an attacker to read telephony-related data.

2024-05-03

CVE-2024-3480

octopus_deploy --
octopus_server

It was identified that in certain versions of Octopus Server, that a user created with
no permissions could view all users, user roles and permissions. This functionality
was removed in versions of Octopus Server after the fixed versions listed.

2024-04-30

CVE-2024-4226

wagtail -- wagtail

\Wagtail is an open source content management system built on Django. In affected
versions if a model has been made available for editing through the
“wagtail.contrib.settings” module or "ModelViewSet’, and the "permission’
argument on “FieldPanel” has been used to further restrict access to one or more
fields of the model, a user with edit permission over the model but not the specific
field can craft an HTTP POST request that bypasses the permission check on the
individual field, allowing them to update its value. This vulnerability is not
exploitable by an ordinary site visitor without access to the Wagtail admin, or by a
user who has not been granted edit access to the model in question. The editing
interfaces for pages and snippets are also unaffected. Patched versions have been
released as Wagtail 6.0.3 and 6.1. Wagtail releases prior to 6.0 are unaffected.
Users are advised to upgrade. Site owners who are unable to upgrade to a patched
version can avoid the vulnerability as follows: 1.For models registered through
"ModelViewSet’, register the model as a snippet instead; 2. For settings models,
place the restricted fields in a separate settings model, and configure permission at
the model level.

2024-05-02

CVE-2024-32882

zscaler --
client_connector

An Improper Validation of Integrity Check Value vulnerability in Zscaler Client
Connector on MacOS allows a denial of service of the Client Connector binary and
thus removing client functionality.This issue affects Client Connector on MacOS:
before 3.4.

2024-05-02

CVE-2024-23462



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3479&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3479
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-3480&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-3480
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-4226&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-4226
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-32882&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-32882
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2024-23462&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2024-23462

