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Run Your Business, We‘ll Protect it.

An IAF accredited ISO 27001 certified PCI-DSS QSA Company
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Company Profile GLOBAL INTELLIGENCE

Cybernetic Global Intelligence is an IAF Accredited ISO 27001 Certified, PCI DSS QSA, Global Cyber Security firm. We
help companies protect their data and minimize their vulnerability to cyber threats through a range of services such

as Cyber Security Audits, Statement on Standards for Attestation Engagement (SSAE 18), Penetration Testing, Managed
Security Services, Web Application Security, PCI DSS QSA, ISO 27001, APRA’s New Cyber Security Standards CPS 234,
Essential Eight, Privacy Act 1988, NIST CSF and many more. Our services are carried out by certified cyber security
specialists who have made protecting companies from cybercrime their key mission.

Our head office is located in the heart of Brisbane’s CBD, with offices in Sydney, Melbourne and Wellington New
Zealand, yet also having a global presence with clients spanning the Asian-Pacific region, Europe, USA, Middle East,
PNG and of course Australia and New Zealand. Our services are carried out by certified cyber security specialists who
have made protecting companies from cybercrime their key mission.

We are an emerging and quickly growing company with an exceptional advantage: our security experts are not only
employees; they hold a stake in the business. This provides us with committed and empowered employees who are
constantly acquiring new qualifications and striving to stay at the forefront of cyber security. Furthermore, we follow
industry standards such as the 1ISO 27001, ISO 22301, OWASP, OSSTMM and ITIL to create a process-based approach
when delivering our expert services to ensure every service we provide is of the highest quality.
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Our Mission

e Educate our customers and the global community on safety in the digital space and promote actions
leading to public awareness.

e Protect our customers’ networks and systems with meticulous diligence, utilizing state of the art
practices and technologies.

e Promote innovation and enable our customers to function in a safe and secure environment.

e Provide all organizations with tailored and cost effective protection, regardless of their industry or size.
Because everyone deserves to work in a safe digital environment, unhindered by cyber threats.
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Service Portfolio

Strategy and Governance

Compliance Standards:
ISO 27001, SWIFT, NESA,
HIPAA, SSAE18 (SOC1 and
SOC2)

PCI-DSS QSA and SAQ audits

APRA CPS 234

ACSC Essential Eight

Protective Security Policy

Framework (PSPF)

ASD ISM Framework

NIST CSF Maturity Assessment

IT Audit

Policy and procedures

Risk Assessment

Third Party Risk Assessment

© Cybernetic Global Intelligence

Assessment

Vulnerability Assessment
Penetration Testing

Web Application Penetration
Testing

Mobile and Thick Application
Assessment

Secure Source Code review
Red Team Assessment
Security Configuration Review
Security Architecture Review
ICS assessment

Approved Scanning Vendor
(ASV) partner

Infrastructure Security
Hardening

- www.cyberneticgi.com -

Managed Security

SIEM Implementation

SOC design and setup

Log monitoring

Incident Response
Anti-Phishing

CaaS: Compliance as a Service
vCISO: Virtual CISO
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Trainings

PECB accredited training
partner

Cyber Security awareness
training

Cyber Security awareness
training for company
directors and board members
ISO 27001 certification
course

CPIE: Certified PCI-DSS
Implementation Expert
ISO 22301 certification
course

Virtual Classroom trainings

Level 34, 1 Eagle Street, Brisbane, QLD
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Our Accreditations

e Queensland Government GITC: Q-6809

e QAssure Accreditation No: Q-12364

e Queensland Government ITC : ICTSS.13.03 Services Panel

e NSW Government — ICT Services — SCM0020 approved supplier
e PCI-DSS QSA company

e |AF accredited ISO 27001 certified

Cerrified

e PECB certified training partner

QAssure
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B Security ®
Standards Council

QUALIFIED SECURITY

Team’s Certifications

e PCI DSS Qualified Security Assessor (PCI-DSS QSA)

e Certified Information Systems Security Professional (CISSP)
e Certified Information Security Auditor (CISA)

e Certified Information Security Manager (CISM)

e Certified Data Privacy Solutions Engineer (CDPSE) ASSESSOR™

e Offensive Security Certified Professional (OSCP)

e Certified Ethical Hacker (CEH) ID |: (\ |3 ISO/IEC 27001
— J SENIOR LEAD AUDITOR

e IT Infrastructure Library (ITIL)
e PECB Certified Trainer

e Senior ISO 27001 Lead Implementer - SENIORLERD IHPLEMENTER
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Why Cybernetic Global Intelligence?

e One of the fastest growing Cyber security firm
e Average experience of consultants is of 12+ years in Cybersecurity and Technology

e Our clients are spread across the globe: Australia, NZ, USA, Switzerland, PNG, India, Philippines, Oman, UAE
and Saudi

e Our cyber security consultants have expertise in working with industries from various domains such as:

Banking, Financial Services and Insurance

Aviation

Government Entities

FinTech and retail

Telecom

Call Centers

Data Centers

Non-Profit Intellectual Property, local government councils
Universities, educational institutes

O 0O 0O O 0 0 0o O O O

Hospitals
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Why Cybernetic Global Intelligence?

e Our CISO brings in around 20 years of experience. Hence, our management team understands the
needs, challenges and pressure faced by our clients.

e QOur assessment team has proved their ability to emulate real world adversaries. They simulate real
attack techniques in a safe and controlled engagement.

e Clients’ have appreciated our consultants’ for identifying potential weaknesses and attack paths
which were never identified in the previous assessments.

e Our consultants hold industry recognized certifications, bug bounty honors and regularly contributing
to the wider community.

e Practical recommendations and actions: We always give customized recommendation to suit clients’
requirement. We want to see our clients achieve closures. We work with you to develop workable
solutions to any vulnerabilities or risk identified.
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Why Cybernetic Global Intelligence?

e Our consultants conduct the trainings and share their 12+ years of experience in cybersecurity domain.

e QOur experience gives our customers the benefits of decades of Cyber security implementation, testing,
accreditation, advanced training and maintenance of simple to highly complex secure infrastructures.

e The huge resource pool helps us in allocating any extra resources based on your requirement and
priority.

e We believe in a partnership approach with our clients no matter how small the job. We work with you
to ensure what is done will work for the long term.
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QLD Office: NSW Office:

Level 34, 1 Eagle Street, Brisbane, QLD 4000, Australia Level 5, 115 Pitt Street, Sydney NSW 2000, Australia
VIC Office: New Zealand Office:

Level 4, 150 Albert Road South Melbourne VIC 3205, Level 4, 150 Albert Road South Melbourne VIC 3205,
Australia Australia

Contact Us
International: 1300 292 376

Brisbane: 1300 292 376 S Security ®
Sydney: 1300 292 376 Standards Council

Melbourne: 1300 292 376 UALIFIED SECURITY
New Zealand: +64 4333 0395 e ASSESSOR™
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