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Cybernetic GI Security Bulletin provides a summary of new vulnerabilities that have been recorded by the 

National Institute of Standards and Technology (NIST) National Vulnerability Database (NVD) in the past 

week. The Department of Homeland Security (DHS) National Cybersecurity and Communications 

Integration Center (NCCIC) / United States Computer Emergency Readiness Team, is sponsored by The 

NVD. For modified or updated entries, please visit the NVD, which contains historical vulnerability 

information . 

The vulnerabilities are based on the CVE vulnerability naming standard and determined by the Common 

Vulnerability Scoring System (CVSS) standard. They are organized according to severity, by the division 

of high, medium and low severities correspond to the following scores: 

 

High  - Vulnerabilities will be labeled High severity if they have a CVSS base score of 7.0 - 10.0 . 

Medium  - Vulnerabilities will be labeled Medium severity if they have a CVSS base score of 4.0  -  6.9 .  

Low  - Vulnerabilities will be labeled Low severity if they have a CVSS base score of 0.0 - 3.9 . 

 

Entries may include additional information provided by organizations and efforts sponsored by 

Cybernetic GI. This data may include identifying information, values, definitions, and related links. The 

patch information is provided to users when available. Please note that some of the information in the 

bulletin is compiled from external, open source reports and is not a direct result of Cybernetic GI 

analysis  . 

The NCCIC Weekly Vulnerability Summary Bulletin is created using information from the National 

Institute of Standards and Technology (NIST) National Vulnerability Database (NVD). In some cases, the 

vulnerabilities in the bulletin may not yet have assigned CVSS scores. Please visit NVD for updated 

vulnerability entries, which include CVSS scores once they are available. 

 

 

 

 

 

 

 



 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

simple_task_mana
ging_system_proje
ct -- 
simple_task_mana
ging_system 

SQL Injection vulnerability in Simple Task Managing System version 1.0 in login.php 
in 'username' and 'password' parameters, allows attackers to execute arbitrary 
code and gain sensitive information. 

2023-02-17 9.8  

CVE-2022-40032 
 
  

luckyframe -- 
luckyframeweb 

LuckyframeWEB v3.5 was discovered to contain a SQL injection vulnerability via the 
dataScope parameter at /system/UserMapper.xml. 

2023-02-17 9.8  CVE-2023-24219  

luckyframe -- 
luckyframeweb 

LuckyframeWEB v3.5 was discovered to contain a SQL injection vulnerability via the 
dataScope parameter at /system/RoleMapper.xml. 

2023-02-17 9.8  CVE-2023-24220  

luckyframe -- 
luckyframeweb 

LuckyframeWEB v3.5 was discovered to contain a SQL injection vulnerability via the 
dataScope parameter at /system/DeptMapper.xml. 

2023-02-17 9.8  CVE-2023-24221  

froxlor -- froxlor Code Injection in GitHub repository froxlor/froxlor prior to 2.0.11. 2023-02-17 8.8  

CVE-2023-0877 
  

realtimelogic -- 
fuguhub 

Real Time Logic FuguHub v8.1 and earlier was discovered to contain a remote code 
execution (RCE) vulnerability via the component /FuguHub/cmsdocs/. 

2023-02-17 8.8  CVE-2023-24078  

infoblox -- 
bloxone_endpoint 

Infoblox BloxOne Endpoint for Windows through 2.2.7 allows DLL injection that can 
result in local privilege escalation. 

2023-02-17 7.8  

CVE-2022-32972 
  

adobe -- 
photoshop 

Photoshop version 23.5.3 (and earlier), 24.1 (and earlier) are affected by an 
Improper Input Validation vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-21574  

adobe -- 
photoshop 

Photoshop version 23.5.3 (and earlier), 24.1 (and earlier) are affected by an out-of-
bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-21575  

adobe -- 
photoshop 

Photoshop version 23.5.3 (and earlier), 24.1 (and earlier) are affected by an out-of-
bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-21576  

adobe -- 
framemaker_2020 

FrameMaker 2020 Update 4 (and earlier), 2022 (and earlier) are affected by an out-
of-bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-21619  

adobe -- 
framemaker_2020 

FrameMaker 2020 Update 4 (and earlier), 2022 (and earlier) are affected by an 
Improper Input Validation vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-21621  

adobe -- 
framemaker_2020 

FrameMaker 2020 Update 4 (and earlier), 2022 (and earlier) are affected by an out-
of-bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-21622  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by a 
Stack-based Buffer Overflow vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22226  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by 
an out-of-bounds write vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22227  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by 
an Improper Input Validation vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22228  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by 
an out-of-bounds write vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22229  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by 
an out-of-bounds write vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22230  

adobe -- 
premiere_rush 

Adobe Premiere Rush version 2.6 (and earlier) is affected by a Stack-based Buffer 
Overflow vulnerability that could result in arbitrary code execution in the context 
of the current user. Exploitation of this issue requires user interaction in that a 
victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22234  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-40032&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-40032
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24219&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24219
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24220&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24220
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24221&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24221
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0877&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0877
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24078&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24078
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-32972&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-32972
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21574&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21574
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21575&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21575
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21576&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21576
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21619&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21619
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21621&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21621
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21622&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21622
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22226&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22226
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22227&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22227
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22228&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22228
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22229&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22229
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22230&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22230
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22234&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22234


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

adobe -- animate 

Adobe Animate versions 22.0.8 (and earlier) and 23.0.0 (and earlier) are affected 
by a Heap-based Buffer Overflow vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22236  

adobe -- 
after_effects 

After Affects versions 23.1 (and earlier), 22.6.3 (and earlier) are affected by an out-
of-bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22237  

adobe -- 
after_effects 

After Affects versions 23.1 (and earlier), 22.6.3 (and earlier) are affected by an out-
of-bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22238  

adobe -- 
after_effects 

After Affects versions 23.1 (and earlier), 22.6.3 (and earlier) are affected by an 
Improper Input Validation vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22239  

adobe -- animate 

Adobe Animate versions 22.0.8 (and earlier) and 23.0.0 (and earlier) are affected 
by a Stack-based Buffer Overflow vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22243  

adobe -- 
premiere_rush 

Adobe Premiere Rush version 2.6 (and earlier) is affected by a Use After Free 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2023-02-17 7.8  CVE-2023-22244  

adobe -- animate 

Adobe Animate versions 22.0.8 (and earlier) and 23.0.0 (and earlier) are affected 
by a Use After Free vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22246  

ibm -- db2 
IBM Db2 for Linux, UNIX and Windows 10.5, 11.1, and 11.5 is vulnerable to 
information Disclosure due to improper privilege management when a specially 
crafted table access is used. IBM X-Force ID: 241671. 

2023-02-17 7.5  

CVE-2022-43927 
  

ibm -- db2 
IBM Db2 for Linux, UNIX and Windows 11.1 and 11.5 may be vulnerable to a Denial 
of Service when executing a specially crafted 'Load' command. IBM X-Force ID: 
241676. 

2023-02-17 7.5  

CVE-2022-43929 
  

baicells -- 
neutrino_430_firm
ware 

Baicells Nova 436Q, Nova 430E, Nova 430I, and Neutrino 430 LTE TDD eNodeB 
devices with firmware through QRTB 2.12.7 are vulnerable to remote shell code 
exploitation via HTTP command injections. Commands are executed using pre-login 
execution and executed with root permissions. The following methods below have 
been tested and validated by a 3rd party analyst and has been ed exploitable 
special thanks to Rustam Amin for providing the steps to reproduce. 

2023-02-11 10 CVE-2023-0776  

webbuildersgroup 
-- silverstripe-
kapost-bridge 

A vulnerability was found in webbuilders-group silverstripe-kapost-bridge 0.3.3. It 
has been declared as critical. Affected by this vulnerability is the function 
index/getPreview of the file code/control/KapostService.php. The manipulation 
leads to sql injection. The attack can be launched remotely. Upgrading to version 
0.4.0 is able to address this issue. The name of the patch is 
2e14b0fd0ea35034f90890f364b130fb4645ff35. It is recommended to upgrade the 
affected component. The associated identifier of this vulnerability is VDB-220471. 

2023-02-10 9.8  

CVE-2015-10077 
 
 
  

apsystems -- ecu-
r_firmware 

Command injection in the administration interface in APSystems ECU-R version 
5203 allows a remote unauthenticated attacker to execute arbitrary commands as 
root using the timezone parameter. 

2023-02-10 9.8  

CVE-2022-45699 
  

codenameone -- 
codename_one 

A vulnerability was found in CodenameOne 7.0.70. It has been classified as 
problematic. Affected is an unknown function. The manipulation leads to use of 
implicit intent for sensitive communication. It is possible to launch the attack 
remotely. Upgrading to version 7.0.71 is able to address this issue. The name of the 
patch is dad49c9ef26a598619fc48d2697151a02987d478. It is recommended to 
upgrade the affected component. VDB-220470 is the identifier assigned to this 
vulnerability. 

2023-02-10 9.8  

CVE-2022-4903 
 
 
 
  

medical_certificate
_generator_app_p
roject -- 
medical_certificate
_generator_app 

A vulnerability has been found in SourceCodester Medical Certificate Generator 
App 1.0 and classified as critical. This vulnerability affects unknown code of the file 
action.php. The manipulation of the argument lastname leads to sql injection. The 
attack can be initiated remotely. The exploit has been disclosed to the public and 
may be used. VDB-220558 is the identifier assigned to this vulnerability. 

2023-02-10 9.8  

CVE-2023-0774 
 
  

modoboa -- 
modoboa 

Authentication Bypass by Primary Weakness in GitHub repository 
modoboa/modoboa prior to 2.0.4. 

2023-02-10 9.8  

CVE-2023-0777 
  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22236&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22236
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22237&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22237
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22238&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22238
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22239&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22239
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22243&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22243
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22244&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22244
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22246&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22246
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-43927&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-43927
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-43929&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-43929
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0776&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0776
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-10077&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-10077
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-45699&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-45699
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4903&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4903
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0774&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0774
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0777&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0777


 
 

High Vulnerabilities 
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CVSS 
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Source & Patch 
Info 

microsoft -- 
multiple_products 

Microsoft Protected Extensible Authentication Protocol (PEAP) Remote Code 
Execution Vulnerability 

2023-02-14 9.8  CVE-2023-21689  

microsoft -- 
multiple_products 

Microsoft Protected Extensible Authentication Protocol (PEAP) Remote Code 
Execution Vulnerability 

2023-02-14 9.8  CVE-2023-21690  

microsoft -- 
multiple_products 

Microsoft Protected Extensible Authentication Protocol (PEAP) Remote Code 
Execution Vulnerability 

2023-02-14 9.8  CVE-2023-21692  

microsoft -- 
multiple_products 

Microsoft Word Remote Code Execution Vulnerability 2023-02-14 9.8  CVE-2023-21716  

microsoft -- 
windows_10/serve
r_2008 

Windows iSCSI Discovery Service Remote Code Execution Vulnerability 2023-02-14 9.8  CVE-2023-21803  

dlink -- dir-
605l_firmware 

D-Link N300 WI-FI Router DIR-605L v2.13B01 was discovered to contain a stack 
overflow via the curTime parameter at /goform/formSetACLFilter. 

2023-02-10 9.8  

CVE-2023-24348 
  

dlink -- dir-
605l_firmware 

D-Link N300 WI-FI Router DIR-605L v2.13B01 was discovered to contain a stack 
overflow via the curTime parameter at /goform/formSetRoute. 

2023-02-10 9.8  

CVE-2023-24349 
  

dlink -- dir-
605l_firmware 

D-Link N300 WI-FI Router DIR-605L v2.13B01 was discovered to contain a stack 
overflow via the config.smtp_email_subject parameter at /goform/formSetEmail. 

2023-02-10 9.8  

CVE-2023-24350 
  

dlink -- dir-
605l_firmware 

D-Link N300 WI-FI Router DIR-605L v2.13B01 was discovered to contain a stack 
overflow via the webpage parameter at /goform/formWPS. 

2023-02-10 9.8  

CVE-2023-24352 
  

wago -- 
unmanaged_switc
h_852-111/000-
001 

In WAGO Unmanaged Switch (852-111/000-001) in firmware version 01 an 
undocumented configuration interface without authorization allows an remote 
attacker to read system information and configure a limited set of parameters. 

2023-02-16 9.1  CVE-2022-3843  

keystorage -- 
global_facilities_m
anagement_softwa
re 

Hardcoded credentials in Global Facilities Management Software (GFMS) Version 3 
software distributed by Key Systems Management permits remote attackers to 
impact availability, confidentiality, accessibility and dependability of electronic key 
boxes. 

2023-02-10 9.1  CVE-2022-45766  

orangelab -- 
imagemagick_engi
ne 

The ImageMagick Engine plugin for WordPress is vulnerable to deserialization of 
untrusted input via the 'cli_path' parameter in versions up to, and including 1.7.5. 
This makes it possible for unauthenticated users to call files using a PHAR wrapper, 
granted they can trick a site administrator into performing an action such as 
clicking on a link, that will deserialize and call arbitrary PHP Objects that can be 
used to perform a variety of malicious actions granted a POP chain is also present. 
It also requires that the attacker is successful in uploading a file with the serialized 
payload. 

2023-02-10 8.8  

CVE-2022-3568 
 
 
  

sierrawireless -- 
aleos 

Acemanager in ALEOS before version 4.16 allows a user with valid credentials to 
manipulate the IP logging operation to execute arbitrary shell commands on the 
device. 

2023-02-10 8.8  

CVE-2022-46649 
 
  

pinpoint -- 
pinpoint_booking_
system 

The Pinpoint Booking System WordPress plugin before 2.9.9.2.9 does not validate 
and escape one of its shortcode attributes before using it in a SQL statement, 
which could allow any authenticated users, such as subscriber to perform SQL 
Injection attacks. 

2023-02-13 8.8  CVE-2023-0220  

shortpixel -- 
enable_media_rep
lace 

The Enable Media Replace WordPress plugin before 4.0.2 does not prevent authors 
from uploading arbitrary files to the site, which may allow them to upload PHP 
shells on affected sites. 

2023-02-13 8.8  CVE-2023-0255  

ljapps -- 
wp_google_review
_slider 

The WP Google Review Slider WordPress plugin before 11.8 does not properly 
sanitise and escape a parameter before using it in a SQL statement, leading to a 
SQL injection exploitable by users with a role as low as subscriber. 

2023-02-13 8.8  CVE-2023-0259  

ljapps -- 
wp_review_slider 

The WP Review Slider WordPress plugin before 12.2 does not properly sanitise and 
escape a parameter before using it in a SQL statement, leading to a SQL injection 
exploitable by users with a role as low as subscriber. 

2023-02-13 8.8  CVE-2023-0260  

ljapps -- 
wp_tripadvisor_re
view_slider 

The WP TripAdvisor Review Slider WordPress plugin before 10.8 does not properly 
sanitise and escape a parameter before using it in a SQL statement, leading to a 
SQL injection exploitable by users with a role as low as subscriber. 

2023-02-13 8.8  CVE-2023-0261  

ljapps -- 
wp_airbnb_review
_slider 

The WP Airbnb Review Slider WordPress plugin before 3.3 does not properly 
sanitise and escape a parameter before using it in a SQL statement, leading to a 
SQL injection exploitable by users with a role as low as subscriber. 

2023-02-13 8.8  CVE-2023-0262  

ljapps -- 
wp_yelp_review_sl
ider 

The WP Yelp Review Slider WordPress plugin before 7.1 does not properly sanitise 
and escape a parameter before using it in a SQL statement, leading to a SQL 
injection exploitable by users with a role as low as subscriber. 

2023-02-13 8.8  CVE-2023-0263  

ampache -- 
ampache 

SQL Injection in GitHub repository ampache/ampache prior to 5.5.7,develop. 2023-02-10 8.8  

CVE-2023-0771 
  

microsoft -- 
multiple_products 

Microsoft Exchange Server Remote Code Execution Vulnerability 2023-02-14 8.8  CVE-2023-21529  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21689&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21689
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21690&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21690
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21692&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21692
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21716&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21716
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21803&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21803
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24348&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24348
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24349&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24349
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24350&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24350
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24352&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24352
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-3843&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-3843
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-45766&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-45766
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-3568&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-3568
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46649&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46649
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0220&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0220
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0255&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0255
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0259&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0259
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0260&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0260
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0261&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0261
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0262&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0262
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0263&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0263
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0771&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0771
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21529&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21529
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Score 

Source & Patch 
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microsoft -- 
multiple_products 

Microsoft PostScript Printer Driver Remote Code Execution Vulnerability 2023-02-14 8.8  CVE-2023-21684  

microsoft -- 
multiple_products 

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution 
Vulnerability 

2023-02-14 8.8  CVE-2023-21685  

microsoft -- 
multiple_products 

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution 
Vulnerability 

2023-02-14 8.8  CVE-2023-21686  

microsoft -- 
sql_server 

Microsoft SQL Server Remote Code Execution Vulnerability 2023-02-14 8.8  CVE-2023-21705  

microsoft -- 
multiple_products 

Microsoft Exchange Server Remote Code Execution Vulnerability 2023-02-14 8.8  CVE-2023-21706  

microsoft -- 
multiple_products 

Microsoft Exchange Server Remote Code Execution Vulnerability 2023-02-14 8.8  CVE-2023-21707  

microsoft -- 
sql_server 

Microsoft SQL Server Remote Code Execution Vulnerability 2023-02-14 8.8  CVE-2023-21713  

microsoft -- 
multiple_products 

Microsoft SharePoint Server Elevation of Privilege Vulnerability 2023-02-14 8.8  CVE-2023-21717  

microsoft -- 
multiple_products 

Microsoft ODBC Driver Remote Code Execution Vulnerability 2023-02-14 8.8  CVE-2023-21797  

microsoft -- 
multiple_products 

Microsoft ODBC Driver Remote Code Execution Vulnerability 2023-02-14 8.8  CVE-2023-21798  

microsoft -- 
multiple_products 

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution 
Vulnerability 

2023-02-14 8.8  CVE-2023-21799  

dlink -- dir-
605l_firmware 

D-Link N300 WI-FI Router DIR-605L v2.13B01 was discovered to contain a stack 
overflow via the curTime parameter at /goform/formSchedule. 

2023-02-10 8.8  

CVE-2023-24343 
  

dlink -- dir-
605l_firmware 

D-Link N300 WI-FI Router DIR-605L v2.13B01 was discovered to contain a stack 
overflow via the webpage parameter at /goform/formWlanGuestSetup. 

2023-02-10 8.8  

CVE-2023-24344 
  

dlink -- dir-
605l_firmware 

D-Link N300 WI-FI Router DIR-605L v2.13B01 was discovered to contain a stack 
overflow via the curTime parameter at /goform/formSetWanDhcpplus. 

2023-02-10 8.8  

CVE-2023-24345 
  

dlink -- dir-
605l_firmware 

D-Link N300 WI-FI Router DIR-605L v2.13B01 was discovered to contain a stack 
overflow via the wan_connected parameter at /goform/formEasySetupWizard3. 

2023-02-10 8.8  

CVE-2023-24346 
  

dlink -- dir-
605l_firmware 

D-Link N300 WI-FI Router DIR-605L v2.13B01 was discovered to contain a stack 
overflow via the webpage parameter at /goform/formSetWanDhcpplus. 

2023-02-10 8.8  

CVE-2023-24347 
  

microsoft -- 
azure_stack 

Azure App Service on Azure Stack Hub Elevation of Privilege Vulnerability 2023-02-14 8.7  CVE-2023-21777  

microsoft -- 
visual_studio 

Visual Studio Remote Code Execution Vulnerability 2023-02-14 8.4  CVE-2023-21815  

microsoft -- 
visual_studio 

Visual Studio Remote Code Execution Vulnerability 2023-02-14 8.4  CVE-2023-23381  

microsoft -- 
dynamics_365 

Microsoft Dynamics Unified Service Desk Remote Code Execution Vulnerability 2023-02-14 8.3  CVE-2023-21778  

microsoft -- edge Microsoft Edge (Chromium-based) Remote Code Execution Vulnerability 2023-02-14 8.3  CVE-2023-23374  
microsoft -- 
power_bi_report_s
erver 

Power BI Report Server Spoofing Vulnerability 2023-02-14 8.2  CVE-2023-21806  

microsoft -- 
sql_server 

Microsoft SQL Server Remote Code Execution Vulnerability 2023-02-14 7.8  CVE-2023-21528  

microsoft -- 
visual_studio 

Visual Studio Elevation of Privilege Vulnerability 2023-02-14 7.8  CVE-2023-21566  

adobe -- 
photoshop 

Photoshop version 23.5.3 (and earlier), 24.1 (and earlier) are affected by an 
Improper Input Validation vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-21574  

adobe -- 
photoshop 

Photoshop version 23.5.3 (and earlier), 24.1 (and earlier) are affected by an out-of-
bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-21575  

adobe -- 
photoshop 

Photoshop version 23.5.3 (and earlier), 24.1 (and earlier) are affected by an out-of-
bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-21576  

adobe -- 
framemaker 

FrameMaker 2020 Update 4 (and earlier), 2022 (and earlier) are affected by an out-
of-bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-21619  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21684&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21684
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21685&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21685
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21686&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21686
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21705&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21705
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21706&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21706
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21707&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21707
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21713&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21713
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21717&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21717
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21797&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21797
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21798&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21798
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21799&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21799
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24343&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24343
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24344&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24344
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24345&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24345
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24346&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24346
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24347&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24347
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21777&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21777
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21815&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21815
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23381&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23381
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21778&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21778
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23374&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23374
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21806&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21806
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21528&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21528
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21566&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21566
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21574&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21574
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21575&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21575
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21576&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21576
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21619&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21619
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adobe -- 
framemaker 

FrameMaker 2020 Update 4 (and earlier), 2022 (and earlier) are affected by an 
Improper Input Validation vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-21621  

adobe -- 
framemaker 

FrameMaker 2020 Update 4 (and earlier), 2022 (and earlier) are affected by an out-
of-bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-21622  

microsoft -- 
multiple_products 

NT OS Kernel Elevation of Privilege Vulnerability 2023-02-14 7.8  CVE-2023-21688  

microsoft -- 
sql_server 

Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability 2023-02-14 7.8  CVE-2023-21704  

microsoft -- 
sql_server 

Microsoft SQL ODBC Driver Remote Code Execution Vulnerability 2023-02-14 7.8  CVE-2023-21718  

microsoft -- 
windows_server_2
008 

Windows Installer Elevation of Privilege Vulnerability 2023-02-14 7.8  CVE-2023-21800  

microsoft -- 
multiple_products 

Microsoft PostScript Printer Driver Remote Code Execution Vulnerability 2023-02-14 7.8  CVE-2023-21801  

microsoft -- 
multiple_products 

Windows Media Remote Code Execution Vulnerability 2023-02-14 7.8  CVE-2023-21802  

microsoft -- 
multiple_products 

Windows Graphics Component Elevation of Privilege Vulnerability 2023-02-14 7.8  CVE-2023-21804  

microsoft -- 
multiple_products 

Windows MSHTML Platform Remote Code Execution Vulnerability 2023-02-14 7.8  CVE-2023-21805  

microsoft -- 
multiple_products 

.NET and Visual Studio Remote Code Execution Vulnerability 2023-02-14 7.8  CVE-2023-21808  

microsoft -- 
defender_security
_intelligence_upda
tes 

Microsoft Defender for Endpoint Security Feature Bypass Vulnerability 2023-02-14 7.8  CVE-2023-21809  

microsoft -- 
multiple_products 

Windows Common Log File System Driver Elevation of Privilege Vulnerability 2023-02-14 7.8  CVE-2023-21812  

microsoft -- 
multiple_products 

Windows Kerberos Elevation of Privilege Vulnerability 2023-02-14 7.8  CVE-2023-21817  

microsoft -- 
multiple_products 

Windows Graphics Component Elevation of Privilege Vulnerability 2023-02-14 7.8  CVE-2023-21822  

microsoft -- 
multiple_products 

Windows Graphics Component Remote Code Execution Vulnerability 2023-02-14 7.8  CVE-2023-21823  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by a 
Stack-based Buffer Overflow vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22226  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by 
an out-of-bounds write vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22227  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by 
an Improper Input Validation vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22228  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by 
an out-of-bounds write vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22229  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by 
an out-of-bounds write vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22230  

adobe -- 
premiere_rush 

Adobe Premiere Rush version 2.6 (and earlier) is affected by a Stack-based Buffer 
Overflow vulnerability that could result in arbitrary code execution in the context 
of the current user. Exploitation of this issue requires user interaction in that a 
victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22234  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21621&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21704&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21704
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21718&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21718
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21800&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21800
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21801&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21801
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21802&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21802
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21804&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21804
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21805&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21805
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21808&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21808
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21809&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21809
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21812&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21812
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21817&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21817
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21822&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21822
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21823&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21823
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22226&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22226
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22227&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22227
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22228&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22228
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22229&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22229
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22230&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22230
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22234&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22234
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adobe -- animate 

Adobe Animate versions 22.0.8 (and earlier) and 23.0.0 (and earlier) are affected 
by a Heap-based Buffer Overflow vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22236  

adobe -- 
after_affects 

After Affects versions 23.1 (and earlier), 22.6.3 (and earlier) are affected by an out-
of-bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22237  

adobe -- 
after_affects 

After Affects versions 23.1 (and earlier), 22.6.3 (and earlier) are affected by an out-
of-bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22238  

adobe -- 
after_affects 

After Affects versions 23.1 (and earlier), 22.6.3 (and earlier) are affected by an 
Improper Input Validation vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22239  

adobe -- animate 

Adobe Animate versions 22.0.8 (and earlier) and 23.0.0 (and earlier) are affected 
by a Stack-based Buffer Overflow vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22243  

adobe -- 
premiere_rush 
  

Adobe Premiere Rush version 2.6 (and earlier) is affected by a Use After Free 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2023-02-17 7.8  CVE-2023-22244  

adobe -- animate 
  

Adobe Animate versions 22.0.8 (and earlier) and 23.0.0 (and earlier) are affected 
by a Use After Free vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-02-17 7.8  CVE-2023-22246  

microsoft -- 
multiple_products 

Windows Common Log File System Driver Elevation of Privilege Vulnerability 2023-02-14 7.8  CVE-2023-23376  

microsoft -- 
3d_builder 

3D Builder Remote Code Execution Vulnerability 2023-02-14 7.8  CVE-2023-23377  

microsoft -- 
print_3d 

Print 3D Remote Code Execution Vulnerability 2023-02-14 7.8  CVE-2023-23378  

microsoft -- 
3d_builder 
  

3D Builder Remote Code Execution Vulnerability 2023-02-14 7.8  CVE-2023-23390  

dell -- 
alienware_comma
nd_center 

Dell Alienware Command Center versions 5.5.37.0 and prior contain an Improper 
Input validation vulnerability. A local authenticated malicious user could potentially 
send malicious input to a named pipe in order to elevate privileges on the system. 

2023-02-10 7.8  CVE-2023-24569  

wprealize -- 
extensive_vc_addo
ns_for_wpbakery_
page_builder 

The Extensive VC Addons for WPBakery page builder WordPress plugin before 1.9.1 
does not validate a parameter passed to the php extract function when loading 
templates, allowing an unauthenticated attacker to override the template path to 
read arbitrary files from the hosts file system. 

2023-02-13 7.5  CVE-2023-0159  

microsoft -- 
azure_devops_serv
er 

Azure DevOps Server Remote Code Execution Vulnerability 2023-02-14 7.5  CVE-2023-21553  

microsoft -- 
multiple_products 

Microsoft Protected Extensible Authentication Protocol (PEAP) Information 
Disclosure Vulnerability 

2023-02-14 7.5  CVE-2023-21691  

microsoft -- 
multiple_products 

Microsoft Protected Extensible Authentication Protocol (PEAP) Remote Code 
Execution Vulnerability 

2023-02-14 7.5  CVE-2023-21695  

microsoft -- 
multiple_products 

Windows iSCSI Discovery Service Denial of Service Vulnerability 2023-02-14 7.5  CVE-2023-21700  

microsoft -- 
multiple_products 

Microsoft Protected Extensible Authentication Protocol (PEAP) Denial of Service 
Vulnerability 

2023-02-14 7.5  CVE-2023-21701  

microsoft -- 
multiple_products 

Windows iSCSI Service Denial of Service Vulnerability 2023-02-14 7.5  CVE-2023-21702  

microsoft -- 
multiple_products 

Windows iSCSI Service Denial of Service Vulnerability 2023-02-14 7.5  CVE-2023-21811  

microsoft -- 
multiple_products 

Windows Secure Channel Denial of Service Vulnerability 2023-02-14 7.5  CVE-2023-21813  

microsoft -- 
multiple_products 

Windows Active Directory Domain Services API Denial of Service Vulnerability 2023-02-14 7.5  CVE-2023-21816  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22236&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22244
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22246
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23376
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0159
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21695&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21695
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21700&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21700
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21701&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21701
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21702&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21816
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microsoft -- 
multiple_products 

Windows Secure Channel Denial of Service Vulnerability 2023-02-14 7.5  CVE-2023-21818  

microsoft -- 
multiple_products 

Windows Secure Channel Denial of Service Vulnerability 2023-02-14 7.5  CVE-2023-21819  

apache -- nifi 

The ExtractCCDAAttributes Processor in Apache NiFi 1.2.0 through 1.19.1 does not 
restrict XML External Entity references. Flow configurations that include the 
ExtractCCDAAttributes Processor are vulnerable to malicious XML documents that 
contain Document Type Declarations with XML External Entity references. The 
resolution disables Document Type Declarations and disallows XML External Entity 
resolution in the ExtractCCDAAttributes Processor. 

2023-02-10 7.5  

CVE-2023-22832 
  

microsoft -- 
multiple_products 

Windows Distributed File System (DFS) Remote Code Execution Vulnerability 2023-02-14 7.4  CVE-2023-21820  

microsoft -- 
sql_server 

Microsoft SQL Server Integration Service (VS extension) Remote Code Execution 
Vulnerability 

2023-02-14 7.3  CVE-2023-21568  

microsoft -- 
365_apps_for_ent
erprise 

Microsoft Publisher Security Features Bypass Vulnerability 2023-02-14 7.3  CVE-2023-21715  

microsoft -- 
exchange_server_
2016/exchange_se
rver_2019 

Microsoft Exchange Server Remote Code Execution Vulnerability 2023-02-14 7.2  CVE-2023-21710  

microsoft -- 
azure_devops_serv
er 

Azure DevOps Server Cross-Site Scripting Vulnerability 2023-02-14 7.1  CVE-2023-21564  

dell -- 
alienware_update 

Dell Command | Update, Dell Update, and Alienware Update versions before 4.6.0 
and 4.7.1 contain Insecure Operation on Windows Junction in the installer 
component. A local malicious user may potentially exploit this vulnerability leading 
to arbitrary file delete. 

2023-02-10 7.1  CVE-2023-23698  

dell -- 
command_\|_mon
itor 

Dell Command | Monitor versions prior to 10.9 contain an arbitrary folder delete 
vulnerability during uninstallation. A locally authenticated malicious user may 
potentially exploit this vulnerability leading to arbitrary folder deletion. 

2023-02-10 7.1  CVE-2023-24573  

webfinance_projec
t -- webfinance 

A vulnerability has been found in fanzila WebFinance 0.5 and classified as critical. 
This vulnerability affects unknown code of the file 
htdocs/admin/save_Contract_Signer_Role.php. The manipulation of the argument 
n/v leads to sql injection. The name of the patch is 
abad81af614a9ceef3f29ab22ca6bae517619e06. It is recommended to apply a 
patch to fix this issue. VDB-220054 is the identifier assigned to this vulnerability. 

2023-02-03 9.8  

CVE-2013-10015 
 
  

webfinance_projec
t -- webfinance 

A vulnerability was found in fanzila WebFinance 0.5 and classified as critical. This 
issue affects some unknown processing of the file htdocs/admin/save_taxes.php. 
The manipulation of the argument id leads to sql injection. The name of the patch 
is 306f170ca2a8203ae3d8f51fb219ba9e05b945e1. It is recommended to apply a 
patch to fix this issue. The associated identifier of this vulnerability is VDB-220055. 

2023-02-03 9.8  

CVE-2013-10016 
 
  

webfinance_projec
t -- webfinance 

A vulnerability was found in fanzila WebFinance 0.5. It has been classified as 
critical. Affected is an unknown function of the file htdocs/admin/save_roles.php. 
The manipulation of the argument id leads to sql injection. The name of the patch 
is 6cfeb2f6b35c1b3a7320add07cd0493e4f752af3. It is recommended to apply a 
patch to fix this issue. The identifier of this vulnerability is VDB-220056. 

2023-02-04 9.8  

CVE-2013-10017 
 
  

webfinance_projec
t -- webfinance 

A vulnerability was found in fanzila WebFinance 0.5. It has been declared as critical. 
Affected by this vulnerability is an unknown functionality of the file 
htdocs/prospection/save_contact.php. The manipulation of the argument 
nom/prenom/email/tel/mobile/client/fonction/note leads to sql injection. The 
name of the patch is 165dfcaa0520ee0179b7c1282efb84f5a03df114. It is 
recommended to apply a patch to fix this issue. The identifier VDB-220057 was 
assigned to this vulnerability. 

2023-02-04 9.8  

CVE-2013-10018 
 
  

gimmie_project -- 
gimmie 

A vulnerability, which was classified as critical, has been found in Gimmie Plugin 
1.2.2. This issue affects some unknown processing of the file trigger_referral.php. 
The manipulation of the argument referrername leads to sql injection. Upgrading 
to version 1.3.0 is able to address this issue. The name of the patch is 
7194a09353dd24a274678383a4418f2fd3fce6f7. It is recommended to upgrade the 
affected component. The identifier VDB-220205 was assigned to this vulnerability. 

2023-02-06 9.8  

CVE-2014-125084 
 
 
  

gimmie_project -- 
gimmie 

A vulnerability, which was classified as critical, was found in Gimmie Plugin 1.2.2. 
Affected is an unknown function of the file trigger_ratethread.php. The 
manipulation of the argument t/postusername leads to sql injection. Upgrading to 
version 1.3.0 is able to address this issue. The name of the patch is 

2023-02-06 9.8  

CVE-2014-125085 
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f11a136e9cbd24997354965178728dc22a2aa2ed. It is recommended to upgrade 
the affected component. VDB-220206 is the identifier assigned to this vulnerability. 

gimmie_project -- 
gimmie 

A vulnerability has been found in Gimmie Plugin 1.2.2 and classified as critical. 
Affected by this vulnerability is an unknown functionality of the file 
trigger_login.php. The manipulation of the argument userid leads to sql injection. 
Upgrading to version 1.3.0 is able to address this issue. The name of the patch is 
fe851002d20a8d6196a5abb68bafec4102964d5b. It is recommended to upgrade 
the affected component. The associated identifier of this vulnerability is VDB-
220207. 

2023-02-06 9.8  

CVE-2014-125086 
 
 
  

phpwcms -- 
phpwcms 

An issue discovered in phpwcms 1.9.25 allows remote attackers to run arbitrary 
code via DB user field during installation. 

2023-02-03 9.8  CVE-2021-36424  

jizhicms -- jizhicms 
SQL injection vulnerability in JIZHICMS 1.9.5 allows attackers to run arbitrary SQL 
commands via add or edit article page. 

2023-02-03 9.8  CVE-2021-36484  

native-php-
cms_project -- 
native-php-cms 

SQL injection vulnerability in native-php-cms 1.0 allows remote attackers to run 
arbitrary SQL commands via the cat parameter to /list.php file. 

2023-02-03 9.8  CVE-2021-36503  

pbootcms -- 
pbootcms 

SQL injection vulnerability in route of PbootCMS 3.0.5 allows remote attackers to 
run arbitrary SQL commands via crafted GET request. 

2023-02-03 9.8 

CVE-2021-37497 
  

zammad -- 
zammad 

A vulnerability in Zammad v5.3.0 allows attackers to execute arbitrary code or 
escalate privileges via a crafted message sent to the server. 

2023-02-03 9.8  CVE-2022-48021  

calendar_event_m
anagement_syste
m_project -- 
calendar_event_m
anagement_syste
m 

A vulnerability was found in Calendar Event Management System 2.3.0. It has been 
rated as critical. This issue affects some unknown processing of the component 
Login Page. The manipulation of the argument name/pwd leads to sql injection. 
The attack may be initiated remotely. The exploit has been disclosed to the public 
and may be used. The associated identifier of this vulnerability is VDB-220175. 

2023-02-03 9.8  

CVE-2023-0663 
 
  

online_eyewear_s
hop_project -- 
online_eyewear_s
hop 

A vulnerability classified as critical was found in SourceCodester Online Eyewear 
Shop 1.0. Affected by this vulnerability is an unknown functionality of the file 
oews/?p=products/view_product.php. The manipulation of the argument id leads 
to sql injection. The attack can be launched remotely. The associated identifier of 
this vulnerability is VDB-220195. 

2023-02-04 9.8  

CVE-2023-0673 
  

mojojson_project -
- mojojson 

Buffer OverFlow Vulnerability in MojoJson v1.2.3 allows an attacker to execute 
arbitrary code via the SkipString function. 

2023-02-03 9.8  CVE-2023-23086  

mojojson_project -
- mojojson 

An issue was found in MojoJson v1.2.3 allows attackers to execute arbitary code 
via the destroy function. 

2023-02-03 9.8  CVE-2023-23087  

json-
parser_project -- 
json-parser 

Buffer OverFlow Vulnerability in Barenboim json-parser master and v1.1.0 fixed in 
v1.1.1 allows an attacker to execute arbitrary code via the json_value_parse 
function. 

2023-02-03 9.8  CVE-2023-23088  

ibm -- 
websphere_applic
ation_server 

IBM WebSphere Application Server 8.5 and 9.0 traditional could allow a remote 
attacker to execute arbitrary code on the system with a specially crafted sequence 
of serialized objects. IBM X-Force ID: 245513. 

2023-02-03 9.8  

CVE-2023-23477 
  

totolink -- ca300-
poe_firmware 

TOTOLINK CA300-PoE V6.2c.884 was discovered to contain a command injection 
vulnerability via the host_time parameter in the NTPSyncWithHost function. 

2023-02-03 9.8  CVE-2023-24138  

totolink -- ca300-
poe_firmware 

TOTOLINK CA300-PoE V6.2c.884 was discovered to contain a command injection 
vulnerability via the NetDiagHost parameter in the setNetworkDiag function. 

2023-02-03 9.8  CVE-2023-24139  

totolink -- ca300-
poe_firmware 

TOTOLINK CA300-PoE V6.2c.884 was discovered to contain a command injection 
vulnerability via the NetDiagPingNum parameter in the setNetworkDiag function. 

2023-02-03 9.8  CVE-2023-24140  

totolink -- ca300-
poe_firmware 

TOTOLINK CA300-PoE V6.2c.884 was discovered to contain a command injection 
vulnerability via the NetDiagPingTimeOut parameter in the setNetworkDiag 
function. 

2023-02-03 9.8  CVE-2023-24141  

totolink -- ca300-
poe_firmware 

TOTOLINK CA300-PoE V6.2c.884 was discovered to contain a command injection 
vulnerability via the NetDiagPingSize parameter in the setNetworkDiag function. 

2023-02-03 9.8  CVE-2023-24142  

totolink -- ca300-
poe_firmware 

TOTOLINK CA300-PoE V6.2c.884 was discovered to contain a command injection 
vulnerability via the NetDiagTracertHop parameter in the setNetworkDiag function. 

2023-02-03 9.8  CVE-2023-24143  

totolink -- ca300-
poe_firmware 

TOTOLINK CA300-PoE V6.2c.884 was discovered to contain a command injection 
vulnerability via the hour parameter in the setRebootScheCfg function. 

2023-02-03 9.8  CVE-2023-24144  

totolink -- ca300-
poe_firmware 

TOTOLINK CA300-PoE V6.2c.884 was discovered to contain a command injection 
vulnerability via the plugin_version parameter in the setUnloadUserData function. 

2023-02-03 9.8  CVE-2023-24145  

totolink -- ca300-
poe_firmware 

TOTOLINK CA300-PoE V6.2c.884 was discovered to contain a command injection 
vulnerability via the minute parameter in the setRebootScheCfg function. 

2023-02-03 9.8  CVE-2023-24146  

totolink -- ca300-
poe_firmware 

TOTOLINK CA300-PoE V6.2c.884 was discovered to contain a command injection 
vulnerability via the FileName parameter in the setUploadUserData function. 

2023-02-03 9.8  CVE-2023-24148  

totolink -- ca300-
poe_firmware 

TOTOLINK CA300-PoE V6.2c.884 was discovered to contain a hard code password 
for root which is stored in the component /etc/shadow. 

2023-02-03 9.8  CVE-2023-24149  
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totolink -- 
t8_firmware 

A command injection vulnerability in the serverIp parameter in the function 
meshSlaveDlfw of TOTOLINK T8 V4.1.5cu allows attackers to execute arbitrary 
commands via a crafted MQTT packet. 

2023-02-03 9.8  CVE-2023-24150  

totolink -- 
t8_firmware 

A command injection vulnerability in the ip parameter in the function 
recvSlaveCloudCheckStatus of TOTOLINK T8 V4.1.5cu allows attackers to execute 
arbitrary commands via a crafted MQTT packet. 

2023-02-03 9.8  CVE-2023-24151  

totolink -- 
t8_firmware 

A command injection vulnerability in the serverIp parameter in the function 
meshSlaveUpdate of TOTOLINK T8 V4.1.5cu allows attackers to execute arbitrary 
commands via a crafted MQTT packet. 

2023-02-03 9.8  CVE-2023-24152  

totolink -- 
t8_firmware 

A command injection vulnerability in the version parameter in the function 
recvSlaveCloudCheckStatus of TOTOLINK T8 V4.1.5cu allows attackers to execute 
arbitrary commands via a crafted MQTT packet. 

2023-02-03 9.8  CVE-2023-24153  

totolink -- 
t8_firmware 

TOTOLINK T8 V4.1.5cu was discovered to contain a command injection 
vulnerability via the slaveIpList parameter in the function setUpgradeFW. 

2023-02-03 9.8  CVE-2023-24154  

totolink -- 
t8_firmware 

TOTOLINK T8 V4.1.5cu was discovered to contain a hard code password for the 
telnet service which is stored in the component /web_cste/cgi-bin/product.ini. 

2023-02-03 9.8  CVE-2023-24155  

totolink -- 
t8_firmware 

A command injection vulnerability in the ip parameter in the function 
recvSlaveUpgstatus of TOTOLINK T8 V4.1.5cu allows attackers to execute arbitrary 
commands via a crafted MQTT packet. 

2023-02-03 9.8  CVE-2023-24156  

totolink -- 
t8_firmware 

A command injection vulnerability in the serverIp parameter in the function 
updateWifiInfo of TOTOLINK T8 V4.1.5cu allows attackers to execute arbitrary 
commands via a crafted MQTT packet. 

2023-02-03 9.8  CVE-2023-24157  

raffle_draw_syste
m_project -- 
raffle_draw_syste
m 

Raffle Draw System v1.0 was discovered to contain multiple SQL injection 
vulnerabilities at save_winner.php via the ticket_id and draw parameters. 

2023-02-06 9.8  

CVE-2023-24198 
  

raffle_draw_syste
m_project -- 
raffle_draw_syste
m 

Raffle Draw System v1.0 was discovered to contain a SQL injection vulnerability via 
the id parameter at delete_ticket.php. 

2023-02-06 9.8  

CVE-2023-24199 
  

raffle_draw_syste
m_project -- 
raffle_draw_syste
m 

Raffle Draw System v1.0 was discovered to contain a SQL injection vulnerability via 
the id parameter at save_ticket.php. 

2023-02-06 9.8  

CVE-2023-24200 
  

raffle_draw_syste
m_project -- 
raffle_draw_syste
m 

Raffle Draw System v1.0 was discovered to contain a SQL injection vulnerability via 
the id parameter at get_ticket.php. 

2023-02-06 9.8  

CVE-2023-24201 
  

raffle_draw_syste
m_project -- 
raffle_draw_syste
m 

Raffle Draw System v1.0 was discovered to contain a local file inclusion 
vulnerability via the page parameter in index.php. 

2023-02-06 9.8  

CVE-2023-24202 
  

openssh -- openssh 

OpenSSH server (sshd) 9.1 introduced a double-free vulnerability during 
options.kex_algorithms handling. This is fixed in OpenSSH 9.2. The double free can 
be triggered by an unauthenticated attacker in the default configuration. One 
third-party report states "remote code execution is theoretically possible." 

2023-02-03 9.8  

CVE-2023-25136 
 
 
 
 
  

gnu -- glibc 

sprintf in the GNU C Library (glibc) 2.37 has a buffer overflow (out-of-bounds write) 
in some situations with a correct buffer size. This is unrelated to CWE-676. It may 
write beyond the bounds of the destination buffer when attempting to write a 
padded, thousands-separated string representation of a number, if the buffer is 
allocated the exact size required to represent that number as a string. For example, 
1,234,567 (with padding to 13) overflows by two bytes. 

2023-02-03 9.8  

CVE-2023-25139 
 
MLIST 

jocms_project -- 
jocms 

SQL injection vulnerability in jocms 0.8 allows remote attackers to run arbitrary 
SQL commands and view sentivie information via jo_json_check() function in 
jocms/apps/mask/inc/mask.php. 

2023-02-03 9.1  CVE-2021-36431  

jocms_project -- 
jocms 

SQL injection vulnerability in jocms 0.8 allows remote attackers to run arbitrary 
SQL commands and view sentivie information via jo_delete_mask function in 
jocms/apps/mask/mask.php. 

2023-02-03 9.1  CVE-2021-36433  

jocms_project -- 
jocms 

SQL injection vulnerability in jocms 0.8 allows remote attackers to run arbitrary 
SQL commands and view sentivie information via jo_json_check function in 
jocms/apps/mask/inc/getmask.php. 

2023-02-03 9.1  CVE-2021-36434  
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ibm -- 
tivoli_workload_sc
heduler 

IBM Tivoli Workload Scheduler 9.4, 9.5, and 10.1 is vulnerable to an XML External 
Entity Injection (XXE) attack when processing XML data. A remote attacker could 
exploit this vulnerability to expose sensitive information or consume memory 
resources. IBM X-Force ID: 226328. 

2023-02-03 9.1  

CVE-2022-22486 
  

cloudfoundry -- 
diego 

Starting with diego-release 2.55.0 and up to 2.69.0, and starting with CF 
Deployment 17.1 and up to 23.2.0, apps are accessible via another port on diego 
cells, allowing application ingress without a client certificate. If mTLS route 
integrity is enabled AND unproxied ports are turned off, then an attacker could 
connect to an application that should be only reachable via mTLS, without 
presenting a client certificate. 

2023-02-03 9.1  CVE-2022-31733  

ibm -- 
tivoli_workload_sc
heduler 

IBM Tivoli Workload Scheduler 9.4, 9.5, and 10.1 is vulnerable to an XML External 
Entity Injection (XXE) attack when processing XML data. A remote attacker could 
exploit this vulnerability to expose sensitive information or consume memory 
resources. IBM X-Force ID: 233975. 

2023-02-03 9.1  

CVE-2022-38389 
  

phpwcms -- 
phpwcms 

File Upload vulnerability in phpwcms 1.9.25 allows remote attackers to run 
arbitrary code via crafted file upload to include/inc_lib/general.inc.php. 

2023-02-03 8.8  CVE-2021-36426  

txjia -- imcat 
Cross Site Request Forgery vulnerability in imcat 5.4 allows remote attackers to 
escalate privilege via lack of token verification. 

2023-02-03 8.8  CVE-2021-36443  

txjia -- imcat 
Cross Site Request Forgery (CSRF) vulnerability in imcat 5.4 allows remote attackers 
to gain escalated privileges via flaws one time token generation on the add 
administrator page. 

2023-02-03 8.8  CVE-2021-36444  

thedaylightstudio -
- fuel_cms 

Cross Site Request Forgery vulnerability in FUEL-CMS 1.4.13 allows remote 
attackers to run arbitrary code via post ID to /users/delete/2. 

2023-02-03 8.8  CVE-2021-36569  

thedaylightstudio -
- fuel_cms 

Cross Site Request Forgery vulnerability in FUEL-CMS 1.4.13 allows remote 
attackers to run arbitrary code via post ID to /permissions/delete/2---. 

2023-02-03 8.8  CVE-2021-36570  

creativeitem -- 
academy_lms 

A Cross-Site Request Forgery (CSRF) in Academy LMS before v5.10 allows attackers 
to arbitrarily add Administrator users. 

2023-02-03 8.8  

CVE-2022-47132 
 
  

froxlor -- froxlor Code Injection in GitHub repository froxlor/froxlor prior to 2.0.10. 2023-02-04 8.8  

CVE-2023-0671 
  

calendar_event_m
anagement_syste
m_project -- 
calendar_event_m
anagement_syste
m 

A vulnerability, which was classified as critical, was found in Calendar Event 
Management System 2.3.0. This affects an unknown part. The manipulation of the 
argument start/end leads to sql injection. It is possible to initiate the attack 
remotely. The exploit has been disclosed to the public and may be used. The 
identifier VDB-220197 was assigned to this vulnerability. 

2023-02-04 8.8  

CVE-2023-0675 
 
  

portfoliocms_proje
ct -- portfoliocms 

Race condition vulnerability discovered in portfolioCMS 1.0 allows remote 
attackers to run arbitrary code via fileExt parameter to 
localhost/admin/uploads.php. 

2023-02-03 8.1  CVE-2021-36532  

parseplatform -- 
parse-server 

Parse Server is an open source backend that can be deployed to any infrastructure 
that can run Node.js. Parse Server uses the request header `x-forwarded-for` to 
determine the client IP address. If Parse Server doesn't run behind a proxy server, 
then a client can set this header and Parse Server will trust the value of the header. 
The incorrect client IP address will be used by various features in Parse Server. This 
allows to circumvent the security mechanism of the Parse Server option 
`masterKeyIps` by setting an allowed IP address as the `x-forwarded-for` header 
value. This issue has been patched in version 5.4.1. The mechanism to determine 
the client IP address has been rewritten. The correct IP address determination now 
requires to set the Parse Server option `trustProxy`. 

2023-02-03 8.1  

CVE-2023-22474 
  

json.h_project -- 
json.h 

Buffer overflow vulnerability in function json_parse_value in sheredom json.h 
before commit 0825301a07cbf51653882bf2b153cc81fdadf41 (November 14, 2022) 
allows attackers to code arbitrary code and gain escalated privileges. 

2023-02-03 7.8  

CVE-2022-45491 
  

json.h_project -- 
json.h 

Buffer overflow vulnerability in function json_parse_number in sheredom json.h 
before commit 0825301a07cbf51653882bf2b153cc81fdadf41 (November 14, 2022) 
allows attackers to code arbitrary code and gain escalated privileges. 

2023-02-03 7.8  

CVE-2022-45492 
  

json.h_project -- 
json.h 

Buffer overflow vulnerability in function json_parse_key in sheredom json.h before 
commit 0825301a07cbf51653882bf2b153cc81fdadf41 (November 14, 2022) allows 
attackers to code arbitrary code and gain escalated privileges. 

2023-02-03 7.8  CVE-2022-45493  

json.h_project -- 
json.h 

Buffer overflow vulnerability in function json_parse_string in sheredom json.h 
before commit 0825301a07cbf51653882bf2b153cc81fdadf41 (November 14, 2022) 
allows attackers to code arbitrary code and gain escalated privileges. 

2023-02-03 7.8  

CVE-2022-45496 
  

deltaww -- cncsoft 
All versions prior to Delta Electronic’s CNCSoft version 1.01.34 (running 
ScreenEditor versions 1.01.5 and prior) are vulnerable to a stack-based buffer 
overflow, which could allow an attacker to remotely execute arbitrary code. 

2023-02-03 7.8  CVE-2022-4634  
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deltaww -- dopsoft 
Delta Electronics DOPSoft versions 4.00.16.22 and prior are vulnerable to a stack-
based buffer overflow, which could allow an attacker to remotely execute arbitrary 
code when a malformed file is introduced to the software. 

2023-02-03 7.8  CVE-2023-0123  

deltaww -- dopsoft 
Delta Electronics DOPSoft versions 4.00.16.22 and prior are vulnerable to an out-
of-bounds write, which could allow an attacker to remotely execute arbitrary code 
when a malformed file is introduced to the software. 

2023-02-03 7.8  CVE-2023-0124  

jocms_project -- 
jocms 

SQL injection vulnerability in jocms 0.8 allows remote attackers to run arbitrary 
SQL commands and view sentivie information via jo_set_mask() function in 
jocms/apps/mask/mask.php. 

2023-02-03 7.5  CVE-2021-36432  

xpdfreader -- xpdf 
Buffer Overflow vulnerability in pdfimages in xpdf 4.03 allows attackers to crash 
the application via crafted command. 

2023-02-03 7.5  CVE-2021-36493  

tpcms_project -- 
tpcms 

Incorrect Access Control issue discovered in tpcms 3.2 allows remote attackers to 
view sensitive information via path in application URL. 

2023-02-03 7.5  CVE-2021-36544  

kitesky -- kitecms 
Incorrect Access Control issue discovered in KiteCMS 1.1 allows remote attackers 
to view sensitive information via path in application URL. 

2023-02-03 7.5  CVE-2021-36546  

jeecg -- jeecg 
An Insecure Permissions issue in jeecg-boot 2.4.5 allows unauthenticated remote 
attackers to gain escalated privilege and view sensitive information via the 
httptrace interface. 

2023-02-03 7.5  CVE-2021-37304  

jeecg -- jeecg 
An Insecure Permissions issue in jeecg-boot 2.4.5 and earlier allows remote 
attackers to gain escalated privilege and view sensitive information via api uri: 
/sys/user/querySysUser?username=admin. 

2023-02-03 7.5  CVE-2021-37305  

jeecg -- jeecg 
An Insecure Permissions issue in jeecg-boot 2.4.5 and earlier allows remote 
attackers to gain escalated privilege and view sensitive information via api uri: api 
uri:/sys/user/checkOnlyUser?username=admin. 

2023-02-03 7.5  CVE-2021-37306  

fcitx_5_project -- 
fcitx_5 

Buffer Overflow vulnerability in fcitx5 5.0.8 allows attackers to cause a denial of 
service via crafted message to the application's listening port. 

2023-02-03 7.5  

CVE-2021-37311 
  

asus -- rt-
ac68u_firmware 

SQL injection vulnerability in Cloud Disk in ASUS RT-AC68U router firmware version 
before 3.0.0.4.386.41634 allows remote attackers to view sensitive information via 
/etc/shadow. 

2023-02-03 7.5  CVE-2021-37316  

biltema -- 
baby_camera_firm
ware 

Insecure direct object references (IDOR) in the web server of Biltema IP and Baby 
Camera Software v124 allows attackers to access sensitive information. 

2023-02-03 7.5  

CVE-2022-34138 
  

gin-vue-
admin_project -- 
gin-vue-admin 

In gin-vue-admin < 2.5.5, the download module has a Path Traversal vulnerability. 2023-02-03 7.5  CVE-2022-47762  

multilaser -- 
re057_firmware 

A vulnerability, which was classified as critical, was found in Multilaser RE057 and 
RE170 2.1/2.2. This affects an unknown part of the file /param.file.tgz of the 
component Backup File Handler. The manipulation leads to information disclosure. 
It is possible to initiate the attack remotely. The identifier VDB-220053 was 
assigned to this vulnerability. 

2023-02-03 7.5  

CVE-2023-0658 
  

bdcom -- 1704-
wgl_firmware 

A vulnerability was found in BDCOM 1704-WGL 2.0.6314. It has been classified as 
critical. This affects an unknown part of the file /param.file.tgz of the component 
Backup File Handler. The manipulation leads to information disclosure. It is 
possible to initiate the attack remotely. The identifier VDB-220101 was assigned to 
this vulnerability. 

2023-02-03 7.5  

CVE-2023-0659 
  

totolink -- ca300-
poe_firmware 

TOTOLINK CA300-PoE V6.2c.884 was discovered to contain a hard code password 
for the telnet service which is stored in the component /etc/config/product.ini. 

2023-02-03 7.5  CVE-2023-24147  

progress -- 
ws_ftp_server 

In Progress WS_FTP Server before 8.8, it is possible for a host administrator to 
elevate their privileges via the administrative interface due to insufficient 
authorization controls applied on user modification workflows. 

2023-02-03 7.2  

CVE-2023-24029 
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24029


 
 
 

 

 

 

 

 

 

 

 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

ibm -- 

security_verify_acc

ess 

IBM Security Verify Access 10.0.0.0, 10.0.1.0, 10.0.2.0, 10.0.3.0, and10.0.4.0 is 

vulnerable to HTTP header injection, caused by improper validation of input by the 

HOST headers. This could allow an attacker to conduct various attacks against the 

vulnerable system, including cross-site scripting, cache poisoning or session 

hijacking. IBM X-Force ID: 233576. 

2023-02-17 6.5  

CVE-2022-36775 

  

nuxt -- nuxt 
Cross-site Scripting (XSS) - Generic in GitHub repository nuxt/framework prior to 

3.2.1. 
2023-02-17 6.1  

CVE-2023-0878 

  

dell -- 

secure_connect_g

ateway 

Dell Secure Connect Gateway (SCG) version 5.14.00.12 contains a broken 

cryptographic algorithm vulnerability. A remote unauthenticated attacker could 

potentially exploit this vulnerability by performing MitM attacks and let attackers 

obtain sensitive information. 

2023-02-17 5.9  CVE-2023-23695  

adobe -- 

photoshop 

Photoshop version 23.5.3 (and earlier), 24.1 (and earlier) are affected by an out-of-

bounds read vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-02-17 5.5  CVE-2023-21577  

adobe -- 

photoshop 

Photoshop version 23.5.3 (and earlier), 24.1 (and earlier) are affected by an out-of-

bounds read vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-02-17 5.5  CVE-2023-21578  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by 

an out-of-bounds read vulnerability that could lead to disclosure of sensitive 

memory. An attacker could leverage this vulnerability to bypass mitigations such as 

ASLR. Exploitation of this issue requires user interaction in that a victim must open 

a malicious file. 

2023-02-17 5.5  CVE-2023-21583  

adobe -- 

framemaker_2020 

FrameMaker 2020 Update 4 (and earlier), 2022 (and earlier) are affected by a Use 

After Free vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-02-17 5.5  CVE-2023-21584  

adobe -- indesign 

Adobe InDesign versions ID18.1 (and earlier) and ID17.4 (and earlier) are affected 

by a NULL Pointer Dereference vulnerability. An unauthenticated attacker could 

leverage this vulnerability to achieve an application denial-of-service in the context 

of the current user. Exploitation of this issue requires user interaction in that a 

victim must open a malicious file. 

2023-02-17 5.5  CVE-2023-21593  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-36775&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-36775
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21577
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21578&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21578
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21583&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21583
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21584&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21584
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21593&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21593
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Description Published 

CVSS 
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Source & Patch 

Info 

adobe -- 

framemaker_2020 

FrameMaker 2020 Update 4 (and earlier), 2022 (and earlier) are affected by an out-

of-bounds read vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-02-17 5.5  CVE-2023-21620  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by 

an out-of-bounds read vulnerability that could lead to disclosure of sensitive 

memory. An attacker could leverage this vulnerability to bypass mitigations such as 

ASLR. Exploitation of this issue requires user interaction in that a victim must open 

a malicious file. 

2023-02-17 5.5  CVE-2023-22231  

adobe -- 

after_effects 

After Affects versions 23.1 (and earlier), 22.6.3 (and earlier) are affected by an out-

of-bounds read vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-02-17 5.5  CVE-2023-22233  

ibm -- 

infosphere_inform

ation_server 

IBM InfoSphere Information Server 11.7 could allow a local user to obtain sensitive 

information from a log files. IBM X-Force ID: 246463. 
2023-02-17 5.5  

CVE-2023-24964 

  

btcpayserver -- 

btcpay_server 

Cross-site Scripting (XSS) - Stored in GitHub repository btcpayserver/btcpayserver 

prior to 1.7.12. 
2023-02-17 5.4  

CVE-2023-0879 

  

adobe -- connect 

Adobe Connect versions 11.4.5 (and earlier), 12.1.5 (and earlier) are affected by an 

Improper Access Control vulnerability that could result in a Security feature bypass. 

An attacker could leverage this vulnerability to impact the integrity of a minor 

feature. Exploitation of this issue does not require user interaction. 

2023-02-17 5.3  CVE-2023-22232  

phpmyfaq -- 

phpmyfaq 
Misinterpretation of Input in GitHub repository thorsten/phpmyfaq prior to 3.1.11. 2023-02-17 4.3  

CVE-2023-0880 

  

microsoft -- 

multiple_products 
Windows Fax Service Remote Code Execution Vulnerability 2023-02-14 6.8  CVE-2023-21694  

dell -- 

emc_powerscale_

onefs 

Dell PowerScale OneFS, versions 8.2.x-9.3.x, contain a heap-based buffer overflow. 

A local privileged malicious user could potentially exploit this vulnerability, leading 

to system takeover. This impacts compliance mode clusters. 

2023-02-10 6.7  CVE-2022-34454  

cozmoslabs -- 

profile_builder 

The Profile Builder – User Profile & User Registration Forms plugin for WordPress is 

vulnerable to sensitive information disclosure via the [user_meta] shortcode in 

versions up to, and including 3.9.0. This is due to insufficient restriction on 

sensitive user meta values that can be called via that shortcode. This makes it 

possible for authenticated attackers, with subscriber-level permissions, and above 

to retrieve sensitive user meta that can be used to gain access to a high privileged 

user account. This does require the Usermeta shortcode be enabled to be 

exploited. 

2023-02-14 6.5  

CVE-2023-0814 

  

microsoft -- 

dynamics_365 
Microsoft Dynamics 365 (on-premises) Cross-site Scripting Vulnerability 2023-02-14 6.5  CVE-2023-21572  

microsoft -- 

azure_data_box/az

ure_stack_edge 

Azure Data Box Gateway Remote Code Execution Vulnerability 2023-02-14 6.5  CVE-2023-21703  

microsoft -- 

onenote 
Microsoft OneNote Spoofing Vulnerability 2023-02-14 6.5  CVE-2023-21721  

microsoft -- 

azure_machine_le

arning 

Azure Machine Learning Compute Instance Information Disclosure Vulnerability 2023-02-14 6.5  CVE-2023-23382  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21620&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21620
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22231
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22233&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22233
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24964&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24964
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0879&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0879
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22232&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22232
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0880&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0880
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21694&vector=CVSS:3.1/AV:A/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21694
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-34454&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-34454
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0814&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0814
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21572&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21572
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21703&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21703
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21721&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21721
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23382&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23382
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microsoft -- 

defender_for_iot 
Microsoft Defender for IoT Elevation of Privilege Vulnerability 2023-02-14 6.4  CVE-2023-23379  

microsoft -- 

multiple_products 

Windows Internet Storage Name Service (iSNS) Server Information Disclosure 

Vulnerability 
2023-02-14 6.2  CVE-2023-21697  

farsight -- 

provide_server 

Cross Site Scripting (XSS) vulnerability in Provide server 14.4 allows attackers to 

execute arbitrary code through the server-log via username field from the login 

form. 

2023-02-10 6.1  

CVE-2023-23286 

  

microsoft -- 

dynamics_365 
Microsoft Dynamics 365 (on-premises) Cross-site Scripting Vulnerability 2023-02-14 5.8  CVE-2023-21807  

microsoft -- 

multiple_products 
Microsoft PostScript Printer Driver Information Disclosure Vulnerability 2023-02-14 5.7  CVE-2023-21693  

microsoft -- 

visual_studio 
Visual Studio Denial of Service Vulnerability 2023-02-14 5.6  CVE-2023-21567  

dell -- 

r6515_firmware 

Dell PowerEdge BIOS contains an improper input validation vulnerability. A local 

authenticated malicious user may potentially exploit this vulnerability by 

manipulating an SMI to cause a denial of service during SMM. 

2023-02-10 5.5  CVE-2022-34376  

libtiff -- libtiff 

LibTIFF 4.4.0 has an out-of-bounds read in tiffcrop in tools/tiffcrop.c:3488, allowing 

attackers to cause a denial-of-service via a crafted tiff file. For users that compile 

libtiff from sources, the fix is available with commit afaabc3e. 

2023-02-13 5.5  

CVE-2023-0795 

 

  

libtiff -- libtiff 

LibTIFF 4.4.0 has an out-of-bounds read in tiffcrop in tools/tiffcrop.c:3592, allowing 

attackers to cause a denial-of-service via a crafted tiff file. For users that compile 

libtiff from sources, the fix is available with commit afaabc3e. 

2023-02-13 5.5  

CVE-2023-0796 

 

  

libtiff -- libtiff 

LibTIFF 4.4.0 has an out-of-bounds read in tiffcrop in libtiff/tif_unix.c:368, invoked 

by tools/tiffcrop.c:2903 and tools/tiffcrop.c:6921, allowing attackers to cause a 

denial-of-service via a crafted tiff file. For users that compile libtiff from sources, 

the fix is available with commit afaabc3e. 

2023-02-13 5.5  

CVE-2023-0797 

 

  

libtiff -- libtiff 

LibTIFF 4.4.0 has an out-of-bounds read in tiffcrop in tools/tiffcrop.c:3400, allowing 

attackers to cause a denial-of-service via a crafted tiff file. For users that compile 

libtiff from sources, the fix is available with commit afaabc3e. 

2023-02-13 5.5  

CVE-2023-0798 

 

  

libtiff -- libtiff 

LibTIFF 4.4.0 has an out-of-bounds read in tiffcrop in tools/tiffcrop.c:3701, allowing 

attackers to cause a denial-of-service via a crafted tiff file. For users that compile 

libtiff from sources, the fix is available with commit afaabc3e. 

2023-02-13 5.5  

CVE-2023-0799 

 

  

libtiff -- libtiff 

LibTIFF 4.4.0 has an out-of-bounds write in tiffcrop in tools/tiffcrop.c:3502, 

allowing attackers to cause a denial-of-service via a crafted tiff file. For users that 

compile libtiff from sources, the fix is available with commit 33aee127. 

2023-02-13 5.5  

CVE-2023-0800 

 

  

libtiff -- libtiff 

LibTIFF 4.4.0 has an out-of-bounds write in tiffcrop in libtiff/tif_unix.c:368, invoked 

by tools/tiffcrop.c:2903 and tools/tiffcrop.c:6778, allowing attackers to cause a 

denial-of-service via a crafted tiff file. For users that compile libtiff from sources, 

the fix is available with commit 33aee127. 

2023-02-13 5.5  

CVE-2023-0801 

 

  

libtiff -- libtiff 

LibTIFF 4.4.0 has an out-of-bounds write in tiffcrop in tools/tiffcrop.c:3724, 

allowing attackers to cause a denial-of-service via a crafted tiff file. For users that 

compile libtiff from sources, the fix is available with commit 33aee127. 

2023-02-13 5.5  

CVE-2023-0802 

 

  

libtiff -- libtiff 

LibTIFF 4.4.0 has an out-of-bounds write in tiffcrop in tools/tiffcrop.c:3516, 

allowing attackers to cause a denial-of-service via a crafted tiff file. For users that 

compile libtiff from sources, the fix is available with commit 33aee127. 

2023-02-13 5.5  

CVE-2023-0803 
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21693
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21567&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21567
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-34376&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-34376
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0795&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0795
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0796&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0796
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0797&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0797
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0798&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0798
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0799&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0799
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0800&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0800
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0801&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0801
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0802&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0802
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0803&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0803
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libtiff -- libtiff 

LibTIFF 4.4.0 has an out-of-bounds write in tiffcrop in tools/tiffcrop.c:3609, 

allowing attackers to cause a denial-of-service via a crafted tiff file. For users that 

compile libtiff from sources, the fix is available with commit 33aee127. 

2023-02-13 5.5  

CVE-2023-0804 

 

  

adobe -- 

photoshop 

Photoshop version 23.5.3 (and earlier), 24.1 (and earlier) are affected by an out-of-

bounds read vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-02-17 5.5  CVE-2023-21577  

adobe -- 

photoshop 

Photoshop version 23.5.3 (and earlier), 24.1 (and earlier) are affected by an out-of-

bounds read vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-02-17 5.5  CVE-2023-21578  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by 

an out-of-bounds read vulnerability that could lead to disclosure of sensitive 

memory. An attacker could leverage this vulnerability to bypass mitigations such as 

ASLR. Exploitation of this issue requires user interaction in that a victim must open 

a malicious file. 

2023-02-17 5.5  CVE-2023-21583  

adobe -- 

framemaker 

FrameMaker 2020 Update 4 (and earlier), 2022 (and earlier) are affected by a Use 

After Free vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-02-17 5.5  CVE-2023-21584  

adobe -- indesign 

Adobe InDesign versions ID18.1 (and earlier) and ID17.4 (and earlier) are affected 

by a NULL Pointer Dereference vulnerability. An unauthenticated attacker could 

leverage this vulnerability to achieve an application denial-of-service in the context 

of the current user. Exploitation of this issue requires user interaction in that a 

victim must open a malicious file. 

2023-02-17 5.5  CVE-2023-21593  

adobe -- 

framemaker 

FrameMaker 2020 Update 4 (and earlier), 2022 (and earlier) are affected by an out-

of-bounds read vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-02-17 5.5  CVE-2023-21620  

microsoft -- 

server_2022/wind

ows_11 

HTTP.sys Information Disclosure Vulnerability 2023-02-14 5.5  CVE-2023-21687  

microsoft -- 

office/365_apps_f

or_enterprise 

Microsoft Office Information Disclosure Vulnerability 2023-02-14 5.5  CVE-2023-21714  

adobe -- bridge 

Adobe Bridge versions 12.0.3 (and earlier) and 13.0.1 (and earlier) are affected by 

an out-of-bounds read vulnerability that could lead to disclosure of sensitive 

memory. An attacker could leverage this vulnerability to bypass mitigations such as 

ASLR. Exploitation of this issue requires user interaction in that a victim must open 

a malicious file. 

2023-02-17 5.5  CVE-2023-22231  

adobe -- 

after_affects 

After Affects versions 23.1 (and earlier), 22.6.3 (and earlier) are affected by an out-

of-bounds read vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-02-17 5.5  CVE-2023-22233  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0804&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0804
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21577&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21577
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21578&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21578
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21583&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21583
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21584&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21584
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21593&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21593
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21620&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21620
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21687&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21687
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21714&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21714
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22231&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22231
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22233&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22233
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pickplugins -- 

product_slider_for

_woocommerce 

The Product Slider for WooCommerce by PickPlugins WordPress plugin before 

1.13.42 does not validate and escape some of its shortcode attributes before 

outputting them back in a page/post where the shortcode is embed, which could 

allow users with the contributor role and above to perform Stored Cross-Site 

Scripting attacks. 

2023-02-13 5.4  CVE-2023-0166  

zohocorp -- 

zoho_forms 

The Zoho Forms WordPress plugin before 3.0.1 does not validate and escape some 

of its shortcode attributes before outputting them back in a page/post where the 

shortcode is embed, which could allow users with the contributor role and above 

to perform Stored Cross-Site Scripting attacks. 

2023-02-13 5.4  CVE-2023-0169  

wpdevart -- 

social_like_box_an

d_page 

The Social Like Box and Page by WpDevArt WordPress plugin before 0.8.41 does 

not validate and escape some of its shortcode attributes before outputting them 

back in a page/post where the shortcode is embed, which could allow users with 

the contributor role and above to perform Stored Cross-Site Scripting attacks. 

2023-02-13 5.4  CVE-2023-0177  

yamaps_project -- 

yamaps 

The YaMaps for WordPress Plugin WordPress plugin before 0.6.26 does not 

validate and escape some of its shortcode attributes before outputting them back 

in a page/post where the shortcode is embed, which could allow users with the 

contributor role and above to perform Stored Cross-Site Scripting attacks. 

2023-02-13 5.4  CVE-2023-0270  

tipsandtricks-hq -- 

easy_accept_paym

ents_for_paypal 

The Easy Accept Payments for PayPal WordPress plugin before 4.9.10 does not 

validate and escape some of its shortcode attributes before outputting them back 

in a page/post where the shortcode is embed, which could allow users with the 

contributor role and above to perform Stored Cross-Site Scripting attacks. 

2023-02-13 5.4  CVE-2023-0275  

templatesnext -- 

templatesnext_too

lkit 

The TemplatesNext ToolKit WordPress plugin before 3.2.9 does not validate some 

of its shortcode attributes before using them to generate an HTML tag, which could 

allow users with the contributor role and above to perform Stored Cross-Site 

Scripting attacks 

2023-02-13 5.4  CVE-2023-0333  

shapedplugin -- 

location_weather 

The Location Weather WordPress plugin before 1.3.4 does not validate and escape 

some of its block options before outputting them back in a page/post where the 

block is embed, which could allow users with the contributor role and above to 

perform Stored Cross-Site Scripting attacks. 

2023-02-13 5.4  CVE-2023-0360  

themify -- 

portfolio_post 

Themify Portfolio Post WordPress plugin before 1.2.2 does not validate and escape 

some of its shortcode attributes before outputting them back in a page/post where 

the shortcode is embed, which could allow users with the contributor role and 

above to perform Stored Cross-Site Scripting attacks. 

2023-02-13 5.4  CVE-2023-0362  

smartwp -- 

lightweight_accord

ion 

The Lightweight Accordion WordPress plugin before 1.5.15 does not validate and 

escape some of its block options before outputting them back in a page/post 

where the block is embed, which could allow users with the contributor role and 

above to perform Stored Cross-Site Scripting attacks 

2023-02-13 5.4  CVE-2023-0373  

rebelcode -- 

spotlight_social_fe

eds 

The Spotlight Social Feeds WordPress plugin before 1.4.3 does not validate and 

escape some of its block options before outputting them back in a page/post 

where the block is embed, which could allow users with the contributor role and 

above to perform Stored Cross-Site Scripting attacks 

2023-02-13 5.4  CVE-2023-0379  

microsoft -- 

dynamics_365 
Microsoft Dynamics 365 (on-premises) Cross-site Scripting Vulnerability 2023-02-14 5.4  CVE-2023-21570  

microsoft -- 

dynamics_365 
Microsoft Dynamics 365 (on-premises) Cross-site Scripting Vulnerability 2023-02-14 5.4  CVE-2023-21571  

microsoft -- 

dynamics_365 
Microsoft Dynamics 365 (on-premises) Cross-site Scripting Vulnerability 2023-02-14 5.4  CVE-2023-21573  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0166&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0166
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0169&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0169
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0177&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0177
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0270&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0270
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0275&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0275
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0333&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0333
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0360&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0360
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0362&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0362
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0373&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0373
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0379&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0379
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21570&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21570
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21571&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21571
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21573&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21573
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huawei -- e5573cs-

322_firmware 

There is a vulnerability in 21.328.01.00.00 version of the E5573Cs-322. Remote 

attackers could exploit this vulnerability to make the network where the E5573Cs-

322 is running temporarily unavailable. 

2023-02-10 5.3  CVE-2018-7935  

microsoft -- 

multiple_products 

Windows Internet Storage Name Service (iSNS) Server Information Disclosure 

Vulnerability 
2023-02-14 5.3  CVE-2023-21699  

microsoft -- edge Microsoft Edge (Chromium-based) Tampering Vulnerability 2023-02-14 5.3  CVE-2023-21720  

adobe -- connect 

Adobe Connect versions 11.4.5 (and earlier), 12.1.5 (and earlier) are affected by an 

Improper Access Control vulnerability that could result in a Security feature bypass. 

An attacker could leverage this vulnerability to impact the integrity of a minor 

feature. Exploitation of this issue does not require user interaction. 

2023-02-17 5.3  CVE-2023-22232  

sierrawireless -- 

aleos 

Acemanager in ALEOS before version 4.16 allows a user with valid credentials to 

reconfigure the device to expose the ACEManager credentials on the pre-login 

status page. 

2023-02-10 4.9  

CVE-2022-46650 

 

  

dell -- 

emc_powerscale_

onefs 

Dell PowerScale OneFS, versions 8.2.x through 9.4.x contain multiple stored cross-

site scripting vulnerabilities. A remote authenticated malicious user with high 

privileges may potentially exploit these vulnerabilities to store malicious HTML or 

JavaScript code through multiple affected fields. 

2023-02-10 4.8  CVE-2022-33934  

formwork_project 

-- formwork 

A stored cross-site scripting (XSS) vulnerability in the component 

/formwork/panel/dashboard of Formwork v1.12.1 allows attackers to execute 

arbitrary web scripts or HTML via a crafted payload injected into the Page title 

parameter. 

2023-02-10 4.8  

CVE-2023-24230 

  

inventory_manage

ment_system_proj

ect -- 

inventory_manage

ment_system 

A stored cross-site scripting (XSS) vulnerability in the component /php-inventory-

management-system/categories.php of Inventory Management System v1 allows 

attackers to execute arbitrary web scripts or HTML via a crafted payload injected 

into the Categories Name parameter. 

2023-02-10 4.8  

CVE-2023-24231 

  

inventory_manage

ment_system_proj

ect -- 

inventory_manage

ment_system 

A stored cross-site scripting (XSS) vulnerability in the component /php-inventory-

management-system/product.php of Inventory Management System v1 allows 

attackers to execute arbitrary web scripts or HTML via a crafted payload injected 

into the Product Name parameter. 

2023-02-10 4.8  

CVE-2023-24232 

  

inventory_manage

ment_system_proj

ect -- 

inventory_manage

ment_system 

A stored cross-site scripting (XSS) vulnerability in the component /php-inventory-

management-system/orders.php?o=add of Inventory Management System v1 

allows attackers to execute arbitrary web scripts or HTML via a crafted payload 

injected into the Client Name parameter. 

2023-02-10 4.8  

CVE-2023-24233 

  

inventory_manage

ment_system_proj

ect -- 

inventory_manage

ment_system 

A stored cross-site scripting (XSS) vulnerability in the component php-inventory-

management-system/brand.php of Inventory Management System v1 allows 

attackers to execute arbitrary web scripts or HTML via a crafted payload injected 

into the Brand Name parameter. 

2023-02-10 4.8  

CVE-2023-24234 

  

microsoft -- 

multiple_products 
.NET Framework Denial of Service Vulnerability 2023-02-14 4.4  CVE-2023-21722  

gptaipower -- 

gpt_ai_power 

The GPT AI Power: Content Writer & ChatGPT & Image Generator & 

WooCommerce Product Writer & AI Training WordPress plugin before 1.4.38 does 

not perform any kind of nonce or privilege checks before letting logged-in users 

modify arbitrary posts. 

2023-02-13 4.3  CVE-2023-0405  

microsoft -- edge Microsoft Edge (Chromium-based) Spoofing Vulnerability 2023-02-14 4.3  CVE-2023-21794  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2018-7935&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-7935
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21699&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21699
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21720&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21720
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22232&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22232
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46650&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46650
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-33934&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-33934
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24230&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24230
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24231&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24231
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24232&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24232
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24233&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24233
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24234&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24234
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21722&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21722
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0405&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0405
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21794&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21794


 
 

Medium Vulnerabilities 
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Vendor -- Product 
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CVSS 
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Source & Patch 

Info 

liballeg -- allegro 
Buffer Overflow vulnerability in Allegro through 5.2.6 allows attackers to cause a 

denial of service via crafted PCX/TGA/BMP files to allegro_image addon. 
2023-02-03 6.5  CVE-2021-36489  

modern_honey_ne

twork_project -- 

modern_honey_ne

twork 

Incorrect Access Control vulnerability in Modern Honey Network commit 

0abf0db9cd893c6d5c727d036e1f817c02de4c7b allows remote attackers to view 

sensitive information via crafted PUT request to Web API. 

2023-02-03 6.5  CVE-2021-37234  

xwp -- stream 

The Stream WordPress plugin before 3.9.2 does not prevent users with little 

privileges on the site (like subscribers) from using its alert creation functionality, 

which may enable them to leak sensitive information. 

2023-02-06 6.5  CVE-2022-4384  

nrel -- 

api_umbrella_web 

A vulnerability classified as problematic was found in NREL api-umbrella-web 0.7.1. 

This vulnerability affects unknown code of the component Flash Message Handler. 

The manipulation leads to cross site scripting. The attack can be initiated remotely. 

Upgrading to version 0.8.0 is able to address this issue. The name of the patch is 

bcc0e922c61d30367678c8f17a435950969315cd. It is recommended to upgrade 

the affected component. The identifier of this vulnerability is VDB-220060. 

2023-02-04 6.1  

CVE-2015-10072 

 

 

  

share_on_diaspora

_project -- 

share_on_diaspora 

A vulnerability classified as problematic was found in ciubotaru share-on-diaspora 

0.7.9. This vulnerability affects unknown code of the file new_window.php. The 

manipulation of the argument title/url leads to cross site scripting. The attack can 

be initiated remotely. The name of the patch is 

fb6fae2f8a9b146471450b5b0281046a17d1ac8d. It is recommended to apply a 

patch to fix this issue. The identifier of this vulnerability is VDB-220204. 

2023-02-06 6.1  

CVE-2017-20176 

 

  

vimium_project -- 

vimium 

Universal Cross Site Scripting (UXSS) vulnerability in Vimium Extension 1.66 and 

earlier allows remote attackers to run arbitrary code via omnibar feature. 
2023-02-03 6.1  

CVE-2021-37518 

  

wpswings -- 

pdf_generator_for

_wordpress 

The PDF Generator for WordPress plugin before 1.1.2 includes a vendored dompdf 

example file which is susceptible to Reflected Cross-Site Scripting and could be 

used against high privilege users such as admin 

2023-02-06 6.1  CVE-2022-4321  

phpipam -- 

phpipam 

Cross-site Scripting (XSS) - Reflected in GitHub repository phpipam/phpipam prior 

to 1.5.1. 
2023-02-04 6.1  

CVE-2023-0676 

  

phpipam -- 

phpipam 

Cross-site Scripting (XSS) - Reflected in GitHub repository phpipam/phpipam prior 

to v1.5.1. 
2023-02-04 6.1  

CVE-2023-0677 

  

apache -- 

sling_cms 

An improper neutralization of input during web page generation ('Cross-site 

Scripting') [CWE-79] vulnerability in Sling App CMS version 1.1.4 and prior may 

allow an authenticated remote attacker to perform a reflected cross-site scripting 

(XSS) attack in multiple features. Upgrade to Apache Sling App CMS >= 1.1.6 

2023-02-04 6.1  CVE-2023-22849  

jflyfox -- jfinal_cms jfinal_cms 5.1.0 is vulnerable to Cross Site Scripting (XSS). 2023-02-03 6.1  CVE-2023-22975  

online_food_order

ing_system_projec

t -- 

online_food_order

ing_system 

Online Food Ordering System v2 was discovered to contain a cross-site scripting 

(XSS) vulnerability via the redirect parameter in signup.php. 
2023-02-06 6.1  

CVE-2023-24191 

  

online_food_order

ing_system_projec

t -- 

online_food_order

ing_system 

Online Food Ordering System v2 was discovered to contain a cross-site scripting 

(XSS) vulnerability via the redirect parameter in login.php. 
2023-02-06 6.1  

CVE-2023-24192 

  

online_food_order

ing_system_projec

t -- 

Online Food Ordering System v2 was discovered to contain a cross-site scripting 

(XSS) vulnerability via the page parameter in navbar.php. 
2023-02-06 6.1  

CVE-2023-24194 

  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-36489&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-36489
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37234&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37234
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4384&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4384
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-10072&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-10072
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2017-20176&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2017-20176
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37518&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37518
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4321&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4321
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0676&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0676
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0677&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0677
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22849&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22849
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22975&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22975
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24191&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24191
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24192&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24192
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24194&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24194
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online_food_order

ing_system 

online_food_order

ing_system_projec

t -- 

online_food_order

ing_system 

Online Food Ordering System v2 was discovered to contain a cross-site scripting 

(XSS) vulnerability via the page parameter in index.php. 
2023-02-06 6.1  

CVE-2023-24195 

  

online_food_order

ing_system_projec

t -- 

online_food_order

ing_system 

Online Food Ordering System v2 was discovered to contain a SQL injection 

vulnerability via the id parameter at view_order.php. 
2023-02-06 6.1  

CVE-2023-24197 

  

cesanta -- mjs 
Buffer Overflow vulnerability in Cesanta mJS 1.26 allows remote attackers to cause 

a denial of service via crafted .js file to mjs_set_errorf. 
2023-02-03 5.5  CVE-2021-36535  

memcached -- 

memcached 

Buffer Overflow vulnerability in authfile.c memcached 1.6.9 allows attackers to 

cause a denial of service via crafted authenticattion file. 
2023-02-03 5.5  

CVE-2021-37519 

  

phpwcms -- 

phpwcms 

Directory traversal vulnerability in phpcms 1.9.25 allows remote attackers to delete 

arbitrary files via unfiltered $file parameter to unlink method in 

include/inc_act/act_ftptakeover.php file. 

2023-02-03 5.4  CVE-2021-36425  

gurock -- testrail 

Cross Site Scripting (XSS) vulnerability in Gurock TestRail before 7.1.2 allows 

remote authenticated attackers to run arbitrary code via the reference field in 

milestones or description fields in reports. 

2023-02-03 5.4  CVE-2021-36538  

tpcms_project -- 

tpcms 

Cross Site Scripting (XSS) vulnerability in tpcms 3.2 allows remote attackers to run 

arbitrary code via the cfg_copyright or cfg_tel field in Site Configuration page. 
2023-02-03 5.4  CVE-2021-36545  

yzmcms -- yzmcms 
Cross Site Scripting (XSS) vulnerability in yzmcms 6.1 allows attackers to steal user 

cookies via image clipping function. 
2023-02-03 5.4  

CVE-2021-36712 

  

automad -- 

automad 

Cross Site Scripting (XSS) vulnerability in automad 1.7.5 allows remote attackers to 

run arbitrary code via the user name field when adding a user. 
2023-02-03 5.4  CVE-2021-37502  

wepanow -- 

print_away 

WEPA Print Away is vulnerable to a stored XSS. It does not properly sanitize 

uploaded filenames, allowing an attacker to deceive a user into uploading a 

document with a malicious filename, which will be included in subsequent HTTP 

responses, allowing a stored XSS to occur. This attack is persistent across victim 

sessions. 

2023-02-03 5.4  

CVE-2022-42908 

  

wepanow -- 

print_away 

WEPA Print Away does not verify that a user has authorization to access 

documents before generating print orders and associated release codes. This could 

allow an attacker to generate print orders and release codes for documents they 

don´t own and print hem without authorization. In order to exploit this 

vulnerability, the user must have an account with wepanow.com or any of the 

institutions they serve, and be logged in. 

2023-02-03 5.4  

CVE-2022-42909 

  

wp_show_posts_p

roject -- 

wp_show_posts 

The WP Show Posts WordPress plugin before 1.1.4 does not validate and escape 

some of its shortcode attributes before outputting them back in the page, which 

could allow users with a role as low as contributor to perform Stored Cross-Site 

Scripting attacks which could be used against high privilege users such as admins. 

2023-02-06 5.4  CVE-2022-4459  

goldplugins -- 

easy_testimonials 

The Easy Testimonials WordPress plugin before 3.9.3 does not validate and escape 

some of its shortcode attributes before outputting them back in the page, which 

could allow users with a role as low as contributor to perform Stored Cross-Site 

Scripting attacks which could be used against high privilege users such as admins. 

2023-02-06 5.4  CVE-2022-4577  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24195&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24195
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24197&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24197
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-36535&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-36535
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37519&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37519
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-36425&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-36425
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-36538&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-36538
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-36545&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-36545
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-36712&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-36712
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37502&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37502
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42908&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42908
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42909&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42909
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4459&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4459
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4577&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4577
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jellyfin -- jellyfin 

In Jellyfin 10.8.x through 10.8.3, the name of a collection is vulnerable to stored 

XSS. This allows an attacker to steal access tokens from the localStorage of the 

victim. 

2023-02-03 5.4  

CVE-2023-23635 

 

  

jellyfin -- jellyfin 
In Jellyfin 10.8.x through 10.8.3, the name of a playlist is vulnerable to stored XSS. 

This allows an attacker to steal access tokens from the localStorage of the victim. 
2023-02-03 5.4  

CVE-2023-23636 

 

  
nomachine -- 

nomachine 

An issue in NoMachine before v8.2.3 allows attackers to execute arbitrary 

commands via a crafted .nxs file. 
2023-02-03 5.3  CVE-2022-48074  

arraynetworks -- 

arrayos_ag 

The user interface of Array Networks AG Series and vxAG through 9.4.0.470 could 

allow a remote attacker to use the gdb tool to overwrite the backend function call 

stack after accessing the system with administrator privileges. A successful exploit 

could leverage this vulnerability in the backend binary file that handles the user 

interface to a cause denial of service attack. This is fixed in AG 9.4.0.481. 

2023-02-03 4.9  CVE-2023-24613  

creativeitem -- 

academy_lms 

A Cross-Site Request Forgery (CSRF) in Academy LMS before v5.10 allows an 

attacker to arbitrarily create a page. 
2023-02-03 4.8  

CVE-2022-47131 

 

 

 

  

kodi -- kodi 

A heap buffer overflow vulnerability in Kodi Home Theater Software up to 19.5 

allows attackers to cause a denial of service due to an improper length of the value 

passed to the offset argument. 

2023-02-03 4.6  

CVE-2023-23082 

 

 

 

  

google -- android 

In widevine, there is a possible out of bounds read due to an incorrect bounds 

check. This could lead to local information disclosure with System execution 

privileges needed. User interaction is not needed for exploitation. Patch ID: 

ALPS07446236; Issue ID: ALPS07446236. 

2023-02-06 4.4  CVE-2022-32595  

creativeitem -- 

academy_lms 

A Cross-Site Request Forgery (CSRF) in Academy LMS before v5.10 allows a 

discount coupon to be arbitrarily created if an attacker with administrative 

privileges interacts on the CSRF page. 

2023-02-03 4.3  

CVE-2022-47130 

 

  

zammad -- 

zammad 

An issue in the component /api/v1/mentions of Zammad v5.3.0 allows 

authenticated attackers with agent permissions to view information about tickets 

they are not authorized to see. 

2023-02-03 4.3  CVE-2022-48022  

zammad -- 

zammad 

Insufficient privilege verification in Zammad v5.3.0 allows an authenticated 

attacker to perform changes on the tags of their customer tickets using the 

Zammad API. This is now corrected in v5.3.1 so that only agents with write 

permissions may change ticket tags. 

2023-02-03 4.3  CVE-2022-48023  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to authorization bypass due 

to a missing capability check on the ajax_unassign_folders function in versions up 

to, and including, 2.18.16. This makes it possible for authenticated attackers, with 

subscriber-level permissions and above, to invoke this function and perform 

actions intended for administrators such as changing the folder structure 

maintained by the plugin. 

2023-02-08 4.3  

CVE-2023-0684 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to Cross-Site Request 

Forgery in versions up to, and including, 2.18.16. This is due to missing or incorrect 

nonce validation on the ajax_unassign_folders function. This makes it possible for 

unauthenticated attackers to invoke this function via forged request granted they 

can trick a site administrator into performing an action such as clicking on a link 

leading them to perform actions intended for administrators such as changing the 

folder structure maintained by the plugin.. 

2023-02-08 4.3  

CVE-2023-0685 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to authorization bypass due 

to a missing capability check on the ajax_save_state function in versions up to, and 

including, 2.18.16. This makes it possible for authenticated attackers, with 

2023-02-08 4.3  

CVE-2023-0711 

 

  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23635&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23635
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23636&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23636
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48074&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48074
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24613&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24613
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47131&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47131
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23082&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23082
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-32595&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-32595
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47130&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47130
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48022&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48022
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48023&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48023
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0684&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0684
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0685&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0685
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0711&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0711


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

subscriber-level permissions and above, to invoke this function and perform 

actions intended for administrators such as modifying the view state of the folder 

structure maintained by the plugin. 

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to authorization bypass due 

to a missing capability check on the ajax_move_object function in versions up to, 

and including, 2.18.16. This makes it possible for authenticated attackers, with 

subscriber-level permissions and above, to invoke this function and perform 

actions intended for administrators such as modifying the folder structure 

maintained by the plugin. 

2023-02-07 4.3  

CVE-2023-0712 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to authorization bypass due 

to a missing capability check on the ajax_add_folder function in versions up to, and 

including, 2.18.16. This makes it possible for authenticated attackers, with 

subscriber-level permissions and above, to invoke this function and perform 

actions intended for administrators such as modifying the folder structure 

maintained by the plugin. 

2023-02-07 4.3  

CVE-2023-0713 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to authorization bypass due 

to a missing capability check on the ajax_clone_folder function in versions up to, 

and including, 2.18.16. This makes it possible for authenticated attackers, with 

subscriber-level permissions and above, to invoke this function and perform 

actions intended for administrators such as modifying the folder structure 

maintained by the plugin. 

2023-02-08 4.3  

CVE-2023-0715 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to authorization bypass due 

to a missing capability check on the ajax_edit_folder function in versions up to, and 

including, 2.18.16. This makes it possible for authenticated attackers, with 

subscriber-level permissions and above, to invoke this function and perform 

actions intended for administrators such as modifying the folder structure 

maintained by the plugin. 

2023-02-08 4.3  

CVE-2023-0716 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to authorization bypass due 

to a missing capability check on the ajax_delete_folder function in versions up to, 

and including, 2.18.16. This makes it possible for authenticated attackers, with 

subscriber-level permissions and above, to invoke this function and perform 

actions intended for administrators such as modifying the folder structure 

maintained by the plugin. 

2023-02-08 4.3  

CVE-2023-0717 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to authorization bypass due 

to a missing capability check on the ajax_save_folder function in versions up to, 

and including, 2.18.16. This makes it possible for authenticated attackers, with 

subscriber-level permissions and above, to invoke this function and perform 

actions intended for administrators such as modifying the folder structure 

maintained by the plugin. 

2023-02-08 4.3  

CVE-2023-0718 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to authorization bypass due 

to a missing capability check on the ajax_save_sort_order function in versions up 

to, and including, 2.18.16. This makes it possible for authenticated attackers, with 

subscriber-level permissions and above, to invoke this function and perform 

actions intended for administrators such as modifying the folder structure 

maintained by the plugin. 

2023-02-07 4.3  

CVE-2023-0719 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to authorization bypass due 

to a missing capability check on the ajax_save_folder_order function in versions up 

to, and including, 2.18.16. This makes it possible for authenticated attackers, with 

subscriber-level permissions and above, to invoke this function and perform 

actions intended for administrators such as modifying the folder structure 

maintained by the plugin. 

2023-02-08 4.3  

CVE-2023-0720 

 

  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0712&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0712
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0713&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0713
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0715&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0715
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0716&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0716
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0717&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0717
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0718&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0718
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0719&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0719
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0720&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0720
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CVSS 
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wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to Cross-Site Request 

Forgery in versions up to, and including, 2.18.16. This is due to missing or incorrect 

nonce validation on the ajax_save_state function. This makes it possible for 

unauthenticated attackers to invoke this function via forged request granted they 

can trick a site administrator into performing an action such as clicking on a link 

leading them to perform actions intended for administrators such as changing the 

folder structure maintained by the plugin. 

2023-02-08 4.3  

CVE-2023-0722 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to Cross-Site Request 

Forgery in versions up to, and including, 2.18.16. This is due to missing or incorrect 

nonce validation on the ajax_move_object function. This makes it possible for 

unauthenticated attackers to invoke this function via forged request granted they 

can trick a site administrator into performing an action such as clicking on a link 

leading them to perform actions intended for administrators such as changing the 

folder structure maintained by the plugin. 

2023-02-07 4.3  

CVE-2023-0723 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to Cross-Site Request 

Forgery in versions up to, and including, 2.18.16. This is due to missing or incorrect 

nonce validation on the ajax_add_folder function. This makes it possible for 

unauthenticated attackers to invoke this function via forged request granted they 

can trick a site administrator into performing an action such as clicking on a link 

leading them to perform actions intended for administrators such as changing the 

folder structure maintained by the plugin. 

2023-02-08 4.3  

CVE-2023-0724 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to Cross-Site Request 

Forgery in versions up to, and including, 2.18.16. This is due to missing or incorrect 

nonce validation on the ajax_clone_folder function. This makes it possible for 

unauthenticated attackers to invoke this function via forged request granted they 

can trick a site administrator into performing an action such as clicking on a link 

leading them to perform actions intended for administrators such as changing the 

folder structure maintained by the plugin. 

2023-02-08 4.3  

CVE-2023-0725 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to Cross-Site Request 

Forgery in versions up to, and including, 2.18.16. This is due to missing or incorrect 

nonce validation on the ajax_edit_folder function. This makes it possible for 

unauthenticated attackers to invoke this function via forged request granted they 

can trick a site administrator into performing an action such as clicking on a link 

leading them to perform actions intended for administrators such as changing the 

folder structure maintained by the plugin. 

2023-02-08 4.3  

CVE-2023-0726 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to Cross-Site Request 

Forgery in versions up to, and including, 2.18.16. This is due to missing or incorrect 

nonce validation on the ajax_delete_folder function. This makes it possible for 

unauthenticated attackers to invoke this function via forged request granted they 

can trick a site administrator into performing an action such as clicking on a link 

leading them to perform actions intended for administrators such as changing the 

folder structure maintained by the plugin. 

2023-02-07 4.3  

CVE-2023-0727 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to Cross-Site Request 

Forgery in versions up to, and including, 2.18.16. This is due to missing or incorrect 

nonce validation on the ajax_save_folder function. This makes it possible for 

unauthenticated attackers to invoke this function via forged request granted they 

can trick a site administrator into performing an action such as clicking on a link 

leading them to perform actions intended for administrators such as changing the 

folder structure maintained by the plugin. 

2023-02-07 4.3  

CVE-2023-0728 

 

  

wickedplugins -- 

wicked_folders 

The Wicked Folders plugin for WordPress is vulnerable to Cross-Site Request 

Forgery in versions up to, and including, 2.18.16. This is due to missing or incorrect 

nonce validation on the ajax_save_folder_order function. This makes it possible for 

unauthenticated attackers to invoke this function via forged request granted they 

can trick a site administrator into performing an action such as clicking on a link 

2023-02-07 4.3  

CVE-2023-0730 

 

  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0722&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0722
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0723&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0723
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0724&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0724
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0725&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0725
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0726&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0726
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0727&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0727
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0728&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0728
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0730&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0730
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leading them to perform actions intended for administrators such as changing the 

folder structure maintained by the plugin. 

 

 

  



 
 
 

Low Vulnerabilities 
Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

dell -- 

powerpath_manag

ement_appliance 

PowerPath Management Appliance with versions 3.3, 3.2*, 3.1 & 3.0* contains 

sensitive information disclosure vulnerability. An Authenticated admin user can 

able to exploit the issue and view sensitive information stored in the logs. 

2023-02-10 2.7  CVE-2022-34452  

 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-34452&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-34452

