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Cybernetic GI Security Bulletin provides a summary of new vulnerabilities that have been recorded by the 

National Institute of Standards and Technology (NIST) National Vulnerability Database (NVD) in the past 

week. The Department of Homeland Security (DHS) National Cybersecurity and Communications 

Integration Center (NCCIC) / United States Computer Emergency Readiness Team, is sponsored by The 

NVD. For modified or updated entries, please visit the NVD, which contains historical vulnerability 

information . 

The vulnerabilities are based on the CVE vulnerability naming standard and determined by the Common 

Vulnerability Scoring System (CVSS) standard. They are organized according to severity, by the division 

of high, medium and low severities correspond to the following scores: 

 

High  - Vulnerabilities will be labeled High severity if they have a CVSS base score of 7.0 - 10.0 . 

Medium  - Vulnerabilities will be labeled Medium severity if they have a CVSS base score of 4.0  -  6.9 .  

Low  - Vulnerabilities will be labeled Low severity if they have a CVSS base score of 0.0 - 3.9 . 

 

Entries may include additional information provided by organizations and efforts sponsored by 

Cybernetic GI. This data may include identifying information, values, definitions, and related links. The 

patch information is provided to users when available. Please note that some of the information in the 

bulletin is compiled from external, open source reports and is not a direct result of Cybernetic GI 

analysis  . 

The NCCIC Weekly Vulnerability Summary Bulletin is created using information from the National 

Institute of Standards and Technology (NIST) National Vulnerability Database (NVD). In some cases, the 

vulnerabilities in the bulletin may not yet have assigned CVSS scores. Please visit NVD for updated 

vulnerability entries, which include CVSS scores once they are available. 

 

 

 

 

 

 

 



 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

adobe -- 
acrobat_reader 

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 
earlier) and 20.005.30418 (and earlier) are affected by an out-of-bounds write 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2023-01-27 7.8  CVE-2023-22240  

adobe -- 
acrobat_reader 

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 
earlier) and 20.005.30418 (and earlier) are affected by an out-of-bounds write 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2023-01-27 7.8  CVE-2023-22241  

adobe -- 
acrobat_reader 

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 
earlier) and 20.005.30418 (and earlier) are affected by an out-of-bounds write 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2023-01-27 7.8  CVE-2023-22242  

assimp -- assimp 
An issue was discovered with assimp 5.1.4, a use after free occurred in function 
ColladaParser::ExtractDataObjectFromChannel in file 
/code/AssetLib/Collada/ColladaParser.cpp. 

2023-01-20 8.8  CVE-2022-45748  

ays-pro -- 
survey_maker 

The Survey Maker WordPress Plugin, version < 3.1.2, is affected by an 
authenticated SQL injection vulnerability in the 'surveys_ids' parameter of its 
'ays_surveys_export_json' action. 

2023-01-20 8.8  CVE-2023-23490  

cisco -- 
cx_cloud_agent 

A vulnerability in Cisco CX Cloud Agent of could allow an authenticated, local 
attacker to elevate their privileges. This vulnerability is due to insecure file 
permissions. An attacker could exploit this vulnerability by persuading support to 
update settings which call the insecure script. A successful exploit could allow the 
attacker to take complete control of the affected device. 

2023-01-20 7.3  CVE-2023-20044  

cisco -- 
identity_services_e
ngine 

A vulnerability in the web-based management interface of Cisco Identity Services 
Engine could allow an authenticated, remote attacker to inject arbitrary commands 
on the underlying operating system. This vulnerability is due to improper validation 
of user input within requests as part of the web-based management interface. An 
attacker could exploit this vulnerability by manipulating requests to the web-based 
management interface to contain operating system commands. A successful 
exploit could allow the attacker to execute arbitrary operating system commands 
on the underlying operating system with the privileges of the web services user. 
Cisco has not yet released software updates that address this vulnerability. 

2023-01-20 8.8  CVE-2022-20964  

cisco -- roomos 

A vulnerability in the CLI of Cisco TelePresence CE and RoomOS Software could 
allow an authenticated, local attacker to overwrite arbitrary files on the local 
system of an affected device. This vulnerability is due to improper access controls 
on files that are in the local file system. An attacker could exploit this vulnerability 
by placing a symbolic link in a specific location on the local file system of an 
affected device. A successful exploit could allow the attacker to overwrite arbitrary 
files on the affected device. 

2023-01-20 7.1  CVE-2023-20008  

contec -- 
conprosys_hmi_sy
stem 

Use of default credentials vulnerability in CONPROSYS HMI System (CHS) Ver.3.4.5 
and earlier allows a remote unauthenticated attacker to alter user credentials 
information. 

2023-01-20 7.5  

CVE-2023-22331 
 
 
  

contec -- 
conprosys_hmi_sy
stem 

Improper access control vulnerability in CONPROSYS HMI System (CHS) Ver.3.4.5 
and earlier allows a remote unauthenticated attacker to bypass access restriction 
and obtain the server certificate including the private key of the product. 

2023-01-20 7.5  

CVE-2023-22339 
 
 
  

electerm_project -- 
electerm 

An issue was discovered in Electerm 1.3.22, allows attackers to execute arbitrary 
code via unverified request to electerms service. 

2023-01-20 9.8  CVE-2020-23256  

hcltech -- 
bigfix_mobile 

HCL BigFix Mobile / Modern Client Management Admin and Config UI passwords 
can be brute-forced. User should be locked out for multiple invalid attempts. 

2023-01-20 7.5  CVE-2021-27782  

hospital_managem
ent_system_projec
t -- 
hospital_managem
ent_system 

SQL Injection vulnerability in kishan0725 Hospital Management System thru 
commit 4770d740f2512693ef8fd9aa10a8d17f79fad9bd (on March 13, 2021), 
allows attackers to execute arbitrary commands via the contact and doctor 
parameters to /search.php. 

2023-01-20 9.8  CVE-2022-48120  

inxedu -- inxedu 
SQL Injection vulnerability in inxedu 2.0.6 allows attackers to execute arbitrary 
commands via the functionIds parameter to /saverolefunction. 

2023-01-20 9.8  

CVE-2020-21152 
  

login_with_phone
_number_project -
- 

The Login with Phone Number WordPress Plugin, version < 1.4.2, is affected by an 
authenticated SQL injection vulnerability in the 'ID' parameter of its 
'lwp_forgot_password' action. 

2023-01-20 8.8  CVE-2023-23492  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22240&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22240
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22241&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22241
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22242&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22242
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-45748&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-45748
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23490&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23490
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-20044&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-20044
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-20964&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-20964
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-20008&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-20008
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22331&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22331
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22339&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22339
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-23256&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-23256
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-27782&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-27782
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48120&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48120
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-21152&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-21152
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23492&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23492


 
 

High Vulnerabilities 
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CVSS 
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Source & Patch 
Info 

login_with_phone
_number 

mangboard -- 
mangboard_wp 

SQL-Injection vulnerability caused by the lack of verification of input values for the 
table name of DB used by the Mangboard bulletin board. A remote attacker can 
use this vulnerability to execute arbitrary code on the server where the bulletin 
board is running. 

2023-01-20 9.8  CVE-2021-26644  

mariadb -- mariadb 
MariaDB Server before 10.3.34 thru 10.9.3 is vulnerable to Denial of Service. It is 
possible for function spider_db_mbase::print_warnings to dereference a null 
pointer. 

2023-01-20 7.5  CVE-2022-47015  

microsoft -- edge Microsoft Edge (Chromium-based) Remote Code Execution Vulnerability. 2023-01-24 8.3  CVE-2023-21775  

microsoft -- edge 
Microsoft Edge (Chromium-based) Elevation of Privilege Vulnerability. This CVE ID 
is unique from CVE-2023-21796. 

2023-01-24 8.3  CVE-2023-21795  

microsoft -- edge 
Microsoft Edge (Chromium-based) Elevation of Privilege Vulnerability. This CVE ID 
is unique from CVE-2023-21795. 

2023-01-24 8.3  CVE-2023-21796  

misp-project -- 
misp 

In MISP 2.4.167, app/Controller/Component/ACLComponent.php has incorrect 
access control for the decaying import function. 

2023-01-20 9.8  CVE-2023-24028  

online_food_order
ing_system_projec
t -- 
online_food_order
ing_system 

Multiple SQL Injection vulnerabilies in tourist5 Online-food-ordering-system 1.0. 2023-01-20 9.8  

CVE-2020-29297 
 
  

remoteclinic -- 
remote_clinic 

SQL Injection vulnerability in RemoteClinic 2.0 allows attackers to execute arbitrary 
commands and gain sensitive information via the id parameter to 
/medicines/profile.php. 

2023-01-20 9.8  CVE-2022-48152  

reprisesoftware -- 
reprise_license_m
anager 

Directory traversal vulnerability in Reprise License Manager (RLM) web interface 
before 14.2BL4 in the diagnostics function that allows RLM users with sufficient 
privileges to overwrite any file the on the server. 

2023-01-20 8.1  

CVE-2021-37500 
 
  

sandhillsdev -- 
easy_digital_downl
oads 

The Easy Digital Downloads WordPress Plugin, version < 3.1.0.4, is affected by an 
unauthenticated SQL injection vulnerability in the 's' parameter of its 
'edd_download_search' action. 

2023-01-20 9.8  CVE-2023-23489  

solarwinds -- 
database_perform
ance_analyzer 

In DPA 2022.4 and older releases, generated heap memory dumps contain 
sensitive information in cleartext. 

2023-01-20 7.5  

CVE-2022-38112 
  

solarwinds -- 
dynamips 

Use of uninitialized variable in function gen_eth_recv in GNS3 dynamips 0.2.21. 2023-01-20 7.5  CVE-2022-47012  

strangerstudios -- 
paid_memberships
_pro 

The Paid Memberships Pro WordPress Plugin, version < 2.9.8, is affected by an 
unauthenticated SQL injection vulnerability in the 'code' parameter of the 
'/pmpro/v1/order' REST route. 

2023-01-20 9.8  CVE-2023-23488  

tenable -- nessus 

A privilege escalation vulnerability was identified in Nessus versions 8.10.1 through 
8.15.8 and 10.0.0 through 10.4.1. An authenticated attacker could potentially 
execute a specially crafted file to obtain root or NT AUTHORITY / SYSTEM privileges 
on the Nessus host. 

2023-01-20 8.8  

CVE-2023-0101 
  

tmux_project -- 
tmux 

A null pointer dereference issue was discovered in function 
window_pane_set_event in window.c in tmux 3.0 thru 3.3 and later, allows 
attackers to cause denial of service or other unspecified impacts. 

2023-01-20 7.8  

CVE-2022-47016 
  

totolink -- 
a7100ru_firmware 

TOTOlink A7100RU V7.4cu.2313_B20191024 was discovered to contain a 
command injection vulnerability via the rsabits parameter in the 
setting/delStaticDhcpRules function. 

2023-01-20 9.8  CVE-2022-48121  

totolink -- 
a7100ru_firmware 

TOTOlink A7100RU V7.4cu.2313_B20191024 was discovered to contain a 
command injection vulnerability via the dayvalid parameter in the 
setting/delStaticDhcpRules function. 

2023-01-20 9.8  CVE-2022-48122  

totolink -- 
a7100ru_firmware 

TOTOlink A7100RU V7.4cu.2313_B20191024 was discovered to contain a 
command injection vulnerability via the servername parameter in the 
setting/delStaticDhcpRules function. 

2023-01-20 9.8  CVE-2022-48123  

totolink -- 
a7100ru_firmware 

TOTOlink A7100RU V7.4cu.2313_B20191024 was discovered to contain a 
command injection vulnerability via the FileName parameter in the 
setting/setOpenVpnCertGenerationCfg function. 

2023-01-20 9.8  CVE-2022-48124  

totolink -- 
a7100ru_firmware 

TOTOlink A7100RU V7.4cu.2313_B20191024 was discovered to contain a 
command injection vulnerability via the password parameter in the 
setting/setOpenVpnCertGenerationCfg function. 

2023-01-20 9.8  CVE-2022-48125  

totolink -- 
a7100ru_firmware 

TOTOlink A7100RU V7.4cu.2313_B20191024 was discovered to contain a 
command injection vulnerability via the username parameter in the 
setting/setOpenVpnCertGenerationCfg function. 

2023-01-20 9.8  CVE-2022-48126  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-26644&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-26644
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47015&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47015
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21775&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21775
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21795&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21795
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21796&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21796
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24028&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24028
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-29297&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-29297
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48152&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48152
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37500&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37500
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23489&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23489
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-38112&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-38112
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47012&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47012
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23488&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23488
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0101&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0101
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47016&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47016
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48121&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48121
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48122&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48122
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48123&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48123
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48124&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48124
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48125&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48125
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48126&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48126


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file 
can trigger a write past the end of an allocated buffer. An attacker can leverage 
this vulnerability to execute code in the context of the current process. Was ZDI-
CAN-18893. 

2023-01-26 7.8  

CVE-2022-42394 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of XPS files. Crafted data in an XPS file 
can trigger a write past the end of an allocated buffer. An attacker can leverage 
this vulnerability to execute code in the context of the current process. Was ZDI-
CAN-18274. 

2023-01-26 7.8  

CVE-2022-42395 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of XPS files. The issue results from the 
lack of proper validation of a user-supplied value prior to dereferencing it as a 
pointer. An attacker can leverage this vulnerability to execute code in the context 
of the current process. Was ZDI-CAN-18278. 

2023-01-26 7.8  

CVE-2022-42396 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file can 
trigger a read past the end of an allocated buffer. An attacker can leverage this 
vulnerability to execute code in the context of the current process. Was ZDI-CAN-
18327. 

2023-01-26 7.8  

CVE-2022-42399 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file can 
trigger a write past the end of an allocated buffer. An attacker can leverage this 
vulnerability to execute code in the context of the current process. Was ZDI-CAN-
18328. 

2023-01-26 7.8  

CVE-2022-42400 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of PDF files. Crafted data in an embedded 
U3D object can trigger a read past the end of an allocated buffer. An attacker can 
leverage this vulnerability to execute code in the context of the current process. 
Was ZDI-CAN-18632. 

2023-01-26 7.8  

CVE-2022-42402 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of PDF files. The issue results from the 
lack of proper validation of the length of user-supplied data prior to copying it to a 
fixed-length heap-based buffer. An attacker can leverage this vulnerability to 
execute code in the context of the current process. Was ZDI-CAN-18892. 

2023-01-26 7.8  

CVE-2022-42403 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of EMF files. The issue results from the 
lack of proper validation of the length of user-supplied data prior to copying it to a 
fixed-length heap-based buffer. An attacker can leverage this vulnerability to 
execute code in the context of the current process. Was ZDI-CAN-18367. 

2023-01-26 7.8  

CVE-2022-42405 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of PGM files. Crafted data in a PGM file 
can trigger a write past the end of an allocated buffer. An attacker can leverage 
this vulnerability to execute code in the context of the current process. Was ZDI-
CAN-18365. 

2023-01-26 7.8  

CVE-2022-42410 
  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42394&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42394
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42395&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42395
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42396&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42396
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42399&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42399
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42400&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42400
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42402&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42402
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42403&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42403
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42405&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42405
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42410&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42410
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tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of JP2 files. Crafted data in a JP2 file can 
trigger a write past the end of an allocated buffer. An attacker can leverage this 
vulnerability to execute code in the context of the current process. Was ZDI-CAN-
18366. 

2023-01-26 7.8  

CVE-2022-42415 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of TIF files. Crafted data in a TIF file can 
trigger a write past the end of an allocated buffer. An attacker can leverage this 
vulnerability to execute code in the context of the current process. Was ZDI-CAN-
18673. 

2023-01-26 7.8  

CVE-2022-42416 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of TIF files. Crafted data in a TIF file can 
trigger a read past the end of an allocated buffer. An attacker can leverage this 
vulnerability to execute code in the context of the current process. Was ZDI-CAN-
18676. 

2023-01-26 7.8  

CVE-2022-42417 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of TIF files. The issue results from the 
lack of proper validation of a user-supplied value prior to dereferencing it as a 
pointer. An attacker can leverage this vulnerability to execute code in the context 
of the current process. Was ZDI-CAN-18677. 

2023-01-26 7.8  

CVE-2022-42418 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of TIF files. Crafted data in a TIF file can 
trigger a write past the end of an allocated buffer. An attacker can leverage this 
vulnerability to execute code in the context of the current process. Was ZDI-CAN-
18700. 

2023-01-26 7.8  

CVE-2022-42419 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of TIF files. Crafted data in a TIF file can 
trigger a write past the end of an allocated buffer. An attacker can leverage this 
vulnerability to execute code in the context of the current process. Was ZDI-CAN-
18686. 

2023-01-26 7.8  

CVE-2022-42420 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of TIF files. Crafted data in a TIF file can 
trigger a write past the end of an allocated buffer. An attacker can leverage this 
vulnerability to execute code in the context of the current process. Was ZDI-CAN-
18703. 

2023-01-26 7.8  

CVE-2022-42421 
  

tracker-software -- 
pdf-
xchange_editor 

This vulnerability allows remote attackers to execute arbitrary code on affected 
installations of PDF-XChange Editor. User interaction is required to exploit this 
vulnerability in that the target must visit a malicious page or open a malicious file. 
The specific flaw exists within the parsing of TIF files. Crafted data in a TIF file can 
trigger a write past the end of an allocated buffer. An attacker can leverage this 
vulnerability to execute code in the context of the current process. Was ZDI-CAN-
18716. 

2023-01-26 7.8  

CVE-2022-42423 
  

trendmicro -- 
maximum_security
_2022 

A vulnerability exists in Trend Micro Maximum Security 2022 (17.7) wherein a low-
privileged user can write a known malicious executable to a specific location and in 
the process of removal and restoral an attacker could replace an original folder 
with a mount point to an arbitrary location, allowing a escalation of privileges on 
an affected system. 

2023-01-20 7 

CVE-2022-48191 
  

uber -- kraken kraken <= 0.1.4 has an arbitrary file read vulnerability via the component testfs. 2023-01-20 7.5  CVE-2022-47747  

vim -- vim 
A null pointer dereference issue was discovered in function 
gui_x11_create_blank_mouse in gui_x11.c in vim 8.1.2269 thru 9.0.0339 allows 
attackers to cause denial of service or other unspecified impacts. 

2023-01-20 7.8  CVE-2022-47024  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42415&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42415
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42416&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42416
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42417&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42417
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42418&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42418
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42419&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42419
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42420&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42420
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42421&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42421
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42423&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42423
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48191&vector=CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48191
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47747&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47747
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47024&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47024
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xiph -- opusfile 
A null pointer dereference issue was discovered in functions op_get_data and 
op_open1 in opusfile.c in xiph opusfile 0.9 thru 0.12 allows attackers to cause 
denial of service or other unspecified impacts. 

2023-01-20 7.8  

CVE-2022-47021 
  

zohocorp -- 
manageengine_ser
vicedesk_plus_msp 

Zoho ManageEngine ServiceDesk Plus MSP before 10611, and 13x before 13004, is 
vulnerable to authentication bypass when LDAP authentication is enabled. 

2023-01-20 9.1  

CVE-2023-22964 
  

adobe -- 
acrobat_reader 

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 
earlier) and 20.005.30418 (and earlier) are affected by an out-of-bounds write 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2023-01-18 7.8  CVE-2023-21606  

adobe -- 
acrobat_reader 

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 
earlier) and 20.005.30418 (and earlier) are affected by an Improper Input 
Validation vulnerability that could result in arbitrary code execution in the context 
of the current user. Exploitation of this issue requires user interaction in that a 
victim must open a malicious file. 

2023-01-18 7.8  CVE-2023-21607  

adobe -- 
acrobat_reader 

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 
earlier) and 20.005.30418 (and earlier) are affected by a Use After Free 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2023-01-18 7.8  CVE-2023-21608  

adobe -- 
acrobat_reader 

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 
earlier) and 20.005.30418 (and earlier) are affected by an out-of-bounds write 
vulnerability that could result in arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious file. 

2023-01-18 7.8  CVE-2023-21609  

adobe -- 
acrobat_reader 

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 
earlier) and 20.005.30418 (and earlier) are affected by a Creation of Temporary File 
in Directory with Incorrect Permissions vulnerability that could result in privilege 
escalation in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-01-18 7.8  CVE-2023-21611  

adobe -- 
acrobat_reader 

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 
earlier) and 20.005.30418 (and earlier) are affected by a Creation of Temporary File 
in Directory with Incorrect Permissions vulnerability that could result in privilege 
escalation in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-01-18 7.8  CVE-2023-21612  

adobe -- 
acrobat_reader 

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 
earlier) and 20.005.30418 (and earlier) are affected by an out-of-bounds read 
vulnerability that could lead to disclosure of sensitive memory. An attacker could 
leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this 
issue requires user interaction in that a victim must open a malicious file. 

2023-01-18 7.8  CVE-2023-21614  

adobe -- 
acrobat_reader 
  

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 
earlier) and 20.005.30418 (and earlier) are affected by an Integer Overflow or 
Wraparound vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-01-18 7.8  CVE-2023-21579  

adobe -- 
acrobat_reader 
  

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 
earlier) and 20.005.30418 (and earlier) are affected by a Stack-based Buffer 
Overflow vulnerability that could result in arbitrary code execution in the context 
of the current user. Exploitation of this issue requires user interaction in that a 
victim must open a malicious file. 

2023-01-18 7.8  CVE-2023-21604  

adobe -- 
acrobat_reader 
  

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 
earlier) and 20.005.30418 (and earlier) are affected by a Heap-based Buffer 
Overflow vulnerability that could result in arbitrary code execution in the context 
of the current user. Exploitation of this issue requires user interaction in that a 
victim must open a malicious file. 

2023-01-18 7.8  CVE-2023-21605  

adobe -- incopy 

Adobe InCopy versions 18.0 (and earlier), 17.4 (and earlier) are affected by an out-
of-bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-01-13 7.3  CVE-2023-21597  

adobe -- incopy 
  

Adobe InCopy versions 18.0 (and earlier), 17.4 (and earlier) are affected by a Heap-
based Buffer Overflow vulnerability that could result in arbitrary code execution in 
the context of the current user. Exploitation of this issue requires user interaction 
in that a victim must open a malicious file. 

2023-01-13 7.8  CVE-2023-21594  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47021&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47021
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22964&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22964
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21606&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21606
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21607&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21607
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21608&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21608
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21609&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21609
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21611&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21611
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21612&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21612
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21614&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21614
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21579&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21579
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21604&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21604
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21605&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21605
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21597&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21597
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21594&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21594
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adobe -- incopy 
  

Adobe InCopy versions 18.0 (and earlier), 17.4 (and earlier) are affected by an out-
of-bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-01-13 7.8  CVE-2023-21595  

adobe -- incopy 
  

Adobe InCopy versions 18.0 (and earlier), 17.4 (and earlier) are affected by an 
Improper Input Validation vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-01-13 7.8  CVE-2023-21596  

adobe -- indesign 

Adobe InDesign version 18.0 (and earlier), 17.4 (and earlier) are affected by a 
Heap-based Buffer Overflow vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-01-13 7.8  CVE-2023-21587  

adobe -- indesign 

Adobe InDesign version 18.0 (and earlier), 17.4 (and earlier) are affected by an 
Improper Input Validation vulnerability that could result in arbitrary code 
execution in the context of the current user. Exploitation of this issue requires user 
interaction in that a victim must open a malicious file. 

2023-01-13 7.8  CVE-2023-21588  

adobe -- indesign 

Adobe InDesign version 18.0 (and earlier), 17.4 (and earlier) are affected by an out-
of-bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-01-13 7.8  CVE-2023-21589  

adobe -- indesign 
  

Adobe InDesign version 18.0 (and earlier), 17.4 (and earlier) are affected by an out-
of-bounds write vulnerability that could result in arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious file. 

2023-01-13 7.8  CVE-2023-21590  

deltaww -- dx-
3021l9_firmware 

The webserver in Delta DX-3021 versions prior to 1.24 is vulnerable to command 
injection through the network diagnosis page. This vulnerability could allow a 
remote unauthenticated user to add files, delete files, and change file permissions. 

2023-01-13 9.1  

CVE-2022-4616 
  

dynamic_transacti
on_queuing_syste
m_project -- 
dynamic_transacti
on_queuing_syste
m 

Dynamic Transaction Queuing System v1.0 was discovered to contain a SQL 
injection vulnerability via the id parameter at 
/admijax.php?action=delete_transaction. 

2023-01-13 9.8  CVE-2022-46954  

dynamic_transacti
on_queuing_syste
m_project -- 
dynamic_transacti
on_queuing_syste
m 

Dynamic Transaction Queuing System v1.0 was discovered to contain a SQL 
injection vulnerability via the id parameter at /admijax.php?action=save_queue. 

2023-01-13 9.8  CVE-2022-46955  

dynamic_transacti
on_queuing_syste
m_project -- 
dynamic_transacti
on_queuing_syste
m 

Dynamic Transaction Queuing System v1.0 was discovered to contain a SQL 
injection vulnerability via the id parameter at 
/admijax.php?action=delete_window. 

2023-01-13 7.2  CVE-2022-46950  

dynamic_transacti
on_queuing_syste
m_project -- 
dynamic_transacti
on_queuing_syste
m 

Dynamic Transaction Queuing System v1.0 was discovered to contain a SQL 
injection vulnerability via the id parameter at 
/admijax.php?action=delete_uploads. 

2023-01-13 7.2  CVE-2022-46951  

dynamic_transacti
on_queuing_syste
m_project -- 
dynamic_transacti
on_queuing_syste
m 

Dynamic Transaction Queuing System v1.0 was discovered to contain a SQL 
injection vulnerability via the id parameter at /admijax.php?action=delete_user. 

2023-01-13 7.2  CVE-2022-46952  

dynamic_transacti
on_queuing_syste
m_project -- 
dynamic_transacti
on_queuing_syste
m 

Dynamic Transaction Queuing System v1.0 was discovered to contain a SQL 
injection vulnerability via the id parameter at /admijax.php?action=save_window. 

2023-01-13 7.2  CVE-2022-46953  

dynamic_transacti
on_queuing_syste

Dynamic Transaction Queuing System v1.0 was discovered to contain a SQL 
injection vulnerability via the id parameter at /admin/manage_user.php. 

2023-01-13 7.2  CVE-2022-46956  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21595&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21595
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21596&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21596
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21587&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21587
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21588&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21588
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21589&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21589
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21590&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21590
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4616&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4616
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46954&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46954
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46955&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46955
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46950&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46950
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46951&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46951
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46952&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46952
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46953&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46953
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46956&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46956


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

m_project -- 
dynamic_transacti
on_queuing_syste
m 

fileorbis -- fileorbis 
The File Management System developed by FileOrbis before version 10.6.3 has an 
unauthenticated local file inclusion and path traversal vulnerability. This has been 
fixed in the version 10.6.3 

2023-01-13 7.5  CVE-2022-3693  

global-modules-
path_project -- 
global-modules-
path 

Versions of the package global-modules-path before 3.0.0 are vulnerable to 
Command Injection due to missing input sanitization or other checks and 
sandboxes being employed to the getPath function. 

2023-01-13 9.8  

CVE-2022-21191 
 
 
  

helmet_store_sho
wroom_site_proje
ct -- 
helmet_store_sho
wroom_site 

Helmet Store Showroom Site v1.0 was discovered to contain a SQL injection 
vulnerability via the id parameter at /classes/Master.php?f=delete_brand. 

2023-01-13 7.2  CVE-2022-46946  

helmet_store_sho
wroom_site_proje
ct -- 
helmet_store_sho
wroom_site 

Helmet Store Showroom Site v1.0 was discovered to contain a SQL injection 
vulnerability via the id parameter at /classes/Master.php?f=delete_category. 

2023-01-13 7.2  CVE-2022-46947  

helmet_store_sho
wroom_site_proje
ct -- 
helmet_store_sho
wroom_site 

Helmet Store Showroom Site v1.0 was discovered to contain a SQL injection 
vulnerability via the id parameter at /classes/Master.php?f=delete_helmet. 

2023-01-13 7.2  CVE-2022-46949  

hima -- 
multiple_products 
  

In multiple versions of HIMA PC based Software an unquoted Windows search path 
vulnerability might allow local users to gain privileges via a malicious .exe file and 
gain full access to the system. 

2023-01-16 7.8  CVE-2022-4258  

juniper -- junos 

An Allocation of Resources Without Limits or Throttling vulnerability in the Packet 
Forwarding Engine (PFE) of Juniper Networks Junos OS allows a network-based, 
unauthenticated attacker to cause a Denial of Service (DoS). On QFX10k Series 
Inter-Chassis Control Protocol (ICCP) is used in MC-LAG topologies to exchange 
control information between the devices in the topology. ICCP connection flaps 
and sync issues will be observed due to excessive specific traffic to the local device. 
This issue affects Juniper Networks Junos OS: All versions prior to 20.2R3-S7; 20.4 
versions prior to 20.4R3-S4; 21.1 versions prior to 21.1R3-S3; 21.2 versions prior to 
21.2R3-S1; 21.3 versions prior to 21.3R3; 21.4 versions prior to 21.4R3; 22.1 
versions prior to 22.1R2. 

2023-01-13 7.5  CVE-2023-22403  

juniper -- junos 

An Out-of-Bounds Write vulnerability in the H.323 ALG of Juniper Networks Junos 
OS allows an unauthenticated, network-based attacker to cause Denial of Service 
(DoS). On all MX Series and SRX Series platform, when H.323 ALG is enabled and 
specific H.323 packets are received simultaneously, a flow processing daemon 
(flowd) crash will occur. Continued receipt of these specific packets will cause a 
sustained Denial of Service (DoS) condition. This issue affects: Juniper Networks 
Junos OS on MX Series and SRX Series All versions prior to 19.4R3-S10; 20.2 
versions prior to 20.2R3-S6; 20.3 versions prior to 20.3R3-S6; 20.4 versions prior to 
20.4R3-S5; 21.1 versions prior to 21.1R3-S4; 21.2 versions prior to 21.2R3-S3; 21.3 
versions prior to 21.3R3-S3; 21.4 versions prior to 21.4R3; 22.1 versions prior to 
22.1R2-S1, 22.1R3; 22.2 versions prior to 22.2R1-S2, 22.2R2. 

2023-01-13 7.5  CVE-2023-22415  

juniper -- junos 

A Buffer Overflow vulnerability in SIP ALG of Juniper Networks Junos OS allows a 
network-based, unauthenticated attacker to cause a Denial of Service (DoS). On all 
MX Series and SRX Series platform with SIP ALG enabled, when a malformed SIP 
packet is received, the flow processing daemon (flowd) will crash and restart. This 
issue affects: Juniper Networks Junos OS on MX Series and SRX Series 20.4 versions 
prior to 20.4R3-S5; 21.1 versions prior to 21.1R3-S4; 21.2 versions prior to 21.2R3-
S2; 21.3 versions prior to 21.3R3-S1; 21.4 versions prior to 21.4R3; 22.1 versions 
prior to 22.1R1-S2, 22.1R2; 22.2 versions prior to 22.2R1-S1, 22.2R2. This issue 
does not affect Juniper Networks Junos OS versions prior to 20.4R1 on SRX Series. 

2023-01-13 7.5  CVE-2023-22416  

juniper -- junos 

A Missing Release of Memory after Effective Lifetime vulnerability in the Flow 
Processing Daemon (flowd) of Juniper Networks Junos OS allows a network-based, 
unauthenticated attacker to cause a Denial of Service (DoS). In an IPsec VPN 
environment, a memory leak will be seen if a DH or ECDH group is configured. 
Eventually the flowd process will crash and restart. This issue affects Juniper 
Networks Junos OS on SRX Series: All versions prior to 19.3R3-S7; 19.4 versions 

2023-01-13 7.5  CVE-2023-22417  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-3693&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-3693
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-21191&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-21191
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46946&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46946
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46947&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46947
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46949&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46949
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4258&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4258
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22403&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22403
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22415&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22415
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22416&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22416
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22417&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22417
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prior to 19.4R2-S8, 19.4R3-S10; 20.2 versions prior to 20.2R3-S6; 20.3 versions 
prior to 20.3R3-S5; 20.4 versions prior to 20.4R3-S5; 21.1 versions prior to 21.1R3-
S4; 21.2 versions prior to 21.2R3; 21.3 versions prior to 21.3R3; 21.4 versions prior 
to 21.4R2. 

nvidia -- 
dgx_a100_firmwar
e 

NVIDIA BMC contains a vulnerability in SPX REST API, where an authorized attacker 
can inject arbitrary shell commands, which may lead to code execution, denial of 
service, information disclosure and data tampering. 

2023-01-13 8.8  CVE-2022-42279  

nvidia -- 
dgx_a100_firmwar
e 

NVIDIA BMC contains a vulnerability in SPX REST API, where an authorized attacker 
can inject arbitrary shell commands, which may lead to code execution, denial of 
service, information disclosure and data tampering. 

2023-01-13 8.8  CVE-2022-42289  

nvidia -- 
dgx_a100_firmwar
e 

NVIDIA BMC contains a vulnerability in SPX REST API, where an authorized attacker 
can inject arbitrary shell commands, which may lead to code execution, denial of 
service, information disclosure and data tampering. 

2023-01-13 8.8  CVE-2022-42290  

nvidia -- 
dgx_a100_firmwar
e 

NVIDIA DGX A100 contains a vulnerability in SBIOS in the SmiFlash, where a local 
user with elevated privileges can read, write and erase flash, which may lead to 
code execution, escalation of privileges, denial of service, and information 
disclosure. The scope of impact can extend to other components. 

2023-01-13 8.2  CVE-2022-42276  

nvidia -- 
dgx_station_a100_
firmware 

NVIDIA DGX Station contains a vulnerability in SBIOS in the SmiFlash, where a local 
user with elevated privileges can read, write and erase flash, which may lead to 
code execution, escalation of privileges, denial of service, and information 
disclosure. The scope of impact can extend to other components. 

2023-01-13 8.2  CVE-2022-42277  

online_flight_book
ing_management_
system_project -- 
online_flight_book
ing_management_
system 

A vulnerability was found in SourceCodester Online Flight Booking Management 
System. It has been rated as critical. Affected by this issue is some unknown 
functionality of the file judge_panel.php. The manipulation of the argument 
subevent_id leads to sql injection. The attack may be launched remotely. The 
exploit has been disclosed to the public and may be used. The identifier of this 
vulnerability is VDB-218276. 

2023-01-13 9.8  

CVE-2023-0281 
 
  

online_flight_book
ing_management_
system_project -- 
online_flight_book
ing_management_
system 

A vulnerability classified as critical has been found in SourceCodester Online Flight 
Booking Management System. This affects an unknown part of the file 
review_search.php of the component POST Parameter Handler. The manipulation 
of the argument txtsearch leads to sql injection. It is possible to initiate the attack 
remotely. The exploit has been disclosed to the public and may be used. The 
identifier VDB-218277 was assigned to this vulnerability. 

2023-01-13 9.8  

CVE-2023-0283 
 
  

oracle -- 
communications_a
pplications 
  

Vulnerability in the Oracle Communications Convergence product of Oracle 
Communications Applications (component: Admin Configuration). The supported 
version that is affected is 3.0.3.1.0. Easily exploitable vulnerability allows low 
privileged attacker with network access via HTTP to compromise Oracle 
Communications Convergence. Successful attacks of this vulnerability can result in 
takeover of Oracle Communications Convergence. CVSS 3.1 Base Score 8.8 
(Confidentiality, Integrity and Availability impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:L/UI:N/S:U/C:H/I:H/A:H). 

2023-01-18 8.8  CVE-2023-21848  

oracle -- 
communications_c
onverged_applicati
on_server 
  

Vulnerability in the Oracle Communications Converged Application Server product 
of Oracle Communications (component: Core). Supported versions that are 
affected are 7.1.0 and 8.0.0. Easily exploitable vulnerability allows unauthenticated 
attacker with network access via UDP to compromise Oracle Communications 
Converged Application Server. Successful attacks of this vulnerability can result in 
takeover of Oracle Communications Converged Application Server. CVSS 3.1 Base 
Score 9.8 (Confidentiality, Integrity and Availability impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:H/I:H/A:H). 

2023-01-18 9.8  CVE-2023-21890  

oracle -- 
database_server 

Vulnerability in the Oracle Data Provider for .NET component of Oracle Database 
Server. Supported versions that are affected are 19c and 21c. Difficult to exploit 
vulnerability allows unauthenticated attacker with network access via TCPS to 
compromise Oracle Data Provider for .NET. Successful attacks require human 
interaction from a person other than the attacker. Successful attacks of this 
vulnerability can result in takeover of Oracle Data Provider for .NET. Note: Applies 
also to Database client-only on Windows platform. CVSS 3.1 Base Score 7.5 
(Confidentiality, Integrity and Availability impacts). CVSS Vector: 
(CVSS:3.1/AV:C:H/PR:N/UI:R/S:U/C:H/I:H/A:H). 

2023-01-18 7.5  CVE-2023-21893  

oracle -- e-
business_suite 

Vulnerability in the Oracle Learning Management product of Oracle E-Business 
Suite (component: Setup). Supported versions that are affected are 12.2.3-12.2.12. 
Easily exploitable vulnerability allows unauthenticated attacker with network 
access via HTTP to compromise Oracle Learning Management. Successful attacks of 
this vulnerability can result in unauthorized creation, deletion or modification 
access to critical data or all Oracle Learning Management accessible data. CVSS 3.1 

2023-01-18 7.5  CVE-2023-21852  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42279&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42279
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42289&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42289
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42290&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42290
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42276&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42276
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42277&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42277
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0281&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0281
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0283&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0283
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21848&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21848
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21890&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21890
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21893&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21893
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21852&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21852
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Base Score 7.5 (Integrity impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:N/I:H/A:N). 

oracle -- e-
business_suite 

Vulnerability in the Oracle Mobile Field Service product of Oracle E-Business Suite 
(component: Synchronization). Supported versions that are affected are 12.2.3-
12.2.12. Easily exploitable vulnerability allows unauthenticated attacker with 
network access via HTTP to compromise Oracle Mobile Field Service. Successful 
attacks of this vulnerability can result in unauthorized creation, deletion or 
modification access to critical data or all Oracle Mobile Field Service accessible 
data. CVSS 3.1 Base Score 7.5 (Integrity impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:N/I:H/A:N). 

2023-01-18 7.5  CVE-2023-21853  

oracle -- e-
business_suite 

Vulnerability in the Oracle Sales Offline product of Oracle E-Business Suite 
(component: Core Components). Supported versions that are affected are 12.2.3-
12.2.12. Easily exploitable vulnerability allows unauthenticated attacker with 
network access via HTTP to compromise Oracle Sales Offline. Successful attacks of 
this vulnerability can result in unauthorized creation, deletion or modification 
access to critical data or all Oracle Sales Offline accessible data. CVSS 3.1 Base 
Score 7.5 (Integrity impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:N/I:H/A:N). 

2023-01-18 7.5  CVE-2023-21854  

oracle -- e-
business_suite 

Vulnerability in the Oracle Sales for Handhelds product of Oracle E-Business Suite 
(component: Pocket Outlook Sync(PocketPC)). Supported versions that are affected 
are 12.2.3-12.2.12. Easily exploitable vulnerability allows unauthenticated attacker 
with network access via HTTP to compromise Oracle Sales for Handhelds. 
Successful attacks of this vulnerability can result in unauthorized creation, deletion 
or modification access to critical data or all Oracle Sales for Handhelds accessible 
data. CVSS 3.1 Base Score 7.5 (Integrity impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:N/I:H/A:N). 

2023-01-18 7.5  CVE-2023-21855  

oracle -- e-
business_suite 

Vulnerability in the Oracle iSetup product of Oracle E-Business Suite (component: 
General Ledger Update Transform, Reports). Supported versions that are affected 
are 12.2.3-12.2.12. Easily exploitable vulnerability allows unauthenticated attacker 
with network access via HTTP to compromise Oracle iSetup. Successful attacks of 
this vulnerability can result in unauthorized creation, deletion or modification 
access to critical data or all Oracle iSetup accessible data. CVSS 3.1 Base Score 7.5 
(Integrity impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:N/I:H/A:N). 

2023-01-18 7.5  CVE-2023-21856  

oracle -- e-
business_suite 

Vulnerability in the Oracle HCM Common Architecture product of Oracle E-
Business Suite (component: Auomated Test Suite). Supported versions that are 
affected are 12.2.3-12.2.12. Easily exploitable vulnerability allows unauthenticated 
attacker with network access via HTTP to compromise Oracle HCM Common 
Architecture. Successful attacks of this vulnerability can result in unauthorized 
creation, deletion or modification access to critical data or all Oracle HCM Common 
Architecture accessible data. CVSS 3.1 Base Score 7.5 (Integrity impacts). CVSS 
Vector: (CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:N/I:H/A:N). 

2023-01-18 7.5  CVE-2023-21857  

oracle -- e-
business_suite 

Vulnerability in the Oracle Collaborative Planning product of Oracle E-Business 
Suite (component: Installation). Supported versions that are affected are 12.2.3-
12.2.12. Easily exploitable vulnerability allows unauthenticated attacker with 
network access via HTTP to compromise Oracle Collaborative Planning. Successful 
attacks of this vulnerability can result in unauthorized creation, deletion or 
modification access to critical data or all Oracle Collaborative Planning accessible 
data. CVSS 3.1 Base Score 7.5 (Integrity impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:N/I:H/A:N). 

2023-01-18 7.5  CVE-2023-21858  

oracle -- e-
business_suite 
  

Vulnerability in the Oracle Applications DBA product of Oracle E-Business Suite 
(component: Java utils). Supported versions that are affected are 12.2.3-12.2.12. 
Easily exploitable vulnerability allows unauthenticated attacker with network 
access via HTTP to compromise Oracle Applications DBA. Successful attacks of this 
vulnerability can result in unauthorized creation, deletion or modification access to 
critical data or all Oracle Applications DBA accessible data. CVSS 3.1 Base Score 7.5 
(Integrity impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:N/I:H/A:N). 

2023-01-18 7.5  CVE-2023-21849  

oracle -- e-
business_suite 
  

Vulnerability in the Oracle Marketing product of Oracle E-Business Suite 
(component: Marketing Administration). Supported versions that are affected are 
12.2.3-12.2.12. Easily exploitable vulnerability allows unauthenticated attacker 
with network access via HTTP to compromise Oracle Marketing. Successful attacks 
of this vulnerability can result in unauthorized creation, deletion or modification 
access to critical data or all Oracle Marketing accessible data. CVSS 3.1 Base Score 
7.5 (Integrity impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:N/I:H/A:N). 

2023-01-18 7.5  CVE-2023-21851  

oracle -- 
food_and_beverag

Vulnerability in the Oracle Hospitality Reporting and Analytics product of Oracle 
Food and Beverage Applications (component: Reporting). The supported version 

2023-01-18 8.1  CVE-2023-21828  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21853&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21853
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21854&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21854
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21855&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21855
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21856&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21856
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21857&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21857
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21858&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21858
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21849&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21849
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21851&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21851
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21828&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21828
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e_applications 
  

that is affected is 9.1.0. Easily exploitable vulnerability allows low privileged 
attacker with network access via HTTPS to compromise Oracle Hospitality 
Reporting and Analytics. Successful attacks of this vulnerability can result in 
unauthorized creation, deletion or modification access to critical data or all Oracle 
Hospitality Reporting and Analytics accessible data as well as unauthorized access 
to critical data or complete access to all Oracle Hospitality Reporting and Analytics 
accessible data. CVSS 3.1 Base Score 8.1 (Confidentiality and Integrity impacts). 
CVSS Vector: (CVSS:3.1/AV:C:L/PR:L/UI:N/S:U/C:H/I:H/A:N). 

oracle -- 
food_and_beverag
e_applications 
  

Vulnerability in the Oracle Hospitality Reporting and Analytics product of Oracle 
Food and Beverage Applications (component: Reporting). The supported version 
that is affected is 9.1.0. Easily exploitable vulnerability allows low privileged 
attacker with network access via HTTPS to compromise Oracle Hospitality 
Reporting and Analytics. Successful attacks require human interaction from a 
person other than the attacker. Successful attacks of this vulnerability can result in 
unauthorized access to critical data or complete access to all Oracle Hospitality 
Reporting and Analytics accessible data as well as unauthorized update, insert or 
delete access to some of Oracle Hospitality Reporting and Analytics accessible data 
and unauthorized ability to cause a hang or frequently repeatable crash (complete 
DOS) of Oracle Hospitality Reporting and Analytics. CVSS 3.1 Base Score 7.6 
(Confidentiality, Integrity and Availability impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:L/UI:R/S:U/C:H/I:L/A:H). 

2023-01-18 7.6  CVE-2023-21826  

oracle -- 
fusion_middleware 

Vulnerability in the Oracle WebLogic Server product of Oracle Fusion Middleware 
(component: Core). Supported versions that are affected are 12.2.1.3.0, 12.2.1.4.0 
and 14.1.1.0.0. Easily exploitable vulnerability allows unauthenticated attacker 
with network access via T3, IIOP to compromise Oracle WebLogic Server. 
Successful attacks of this vulnerability can result in unauthorized ability to cause a 
hang or frequently repeatable crash (complete DOS) of Oracle WebLogic Server. 
CVSS 3.1 Base Score 7.5 (Availability impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:N/I::H). 

2023-01-18 7.5  CVE-2023-21838  

oracle -- 
fusion_middleware 

Vulnerability in the Oracle WebLogic Server product of Oracle Fusion Middleware 
(component: Core). Supported versions that are affected are 12.2.1.3.0, 12.2.1.4.0 
and 14.1.1.0.0. Easily exploitable vulnerability allows unauthenticated attacker 
with network access via T3, IIOP to compromise Oracle WebLogic Server. 
Successful attacks of this vulnerability can result in unauthorized access to critical 
data or complete access to all Oracle WebLogic Server accessible data. CVSS 3.1 
Base Score 7.5 (Confidentiality impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:H/I::N). 

2023-01-18 7.5  CVE-2023-21839  

oracle -- 
fusion_middleware 

Vulnerability in the Oracle WebLogic Server product of Oracle Fusion Middleware 
(component: Core). Supported versions that are affected are 12.2.1.3.0, 12.2.1.4.0 
and 14.1.1.0.0. Easily exploitable vulnerability allows unauthenticated attacker 
with network access via T3, IIOP to compromise Oracle WebLogic Server. 
Successful attacks of this vulnerability can result in unauthorized access to critical 
data or complete access to all Oracle WebLogic Server accessible data. CVSS 3.1 
Base Score 7.5 (Confidentiality impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:H/I::N). 

2023-01-18 7.5  CVE-2023-21841  

oracle -- 
fusion_middleware 

Vulnerability in the Oracle WebLogic Server product of Oracle Fusion Middleware 
(component: Web Container). Supported versions that are affected are 12.2.1.3.0, 
12.2.1.4.0 and 14.1.1.0.0. Easily exploitable vulnerability allows unauthenticated 
attacker with network access via HTTP to compromise Oracle WebLogic Server. 
Successful attacks of this vulnerability can result in unauthorized access to critical 
data or complete access to all Oracle WebLogic Server accessible data. CVSS 3.1 
Base Score 7.5 (Confidentiality impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:H/I::N). 

2023-01-18 7.5  CVE-2023-21842  

oracle -- 
fusion_middleware 
  

Vulnerability in the Oracle BI Publisher product of Oracle Fusion Middleware 
(component: Security). Supported versions that are affected are 5.9.0.0.0, 6.4.0.0.0 
and 12.2.1.4.0. Easily exploitable vulnerability allows low privileged attacker with 
network access via multiple protocols to compromise Oracle BI Publisher. 
Successful attacks of this vulnerability can result in takeover of Oracle BI Publisher. 
CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS 
Vector: (CVSS:3.1/AV:C:L/PR:L/UI:N/S:U/C:H/I:H/A:H). 

2023-01-18 8.8  CVE-2023-21832  

oracle -- 
fusion_middleware 
  

Vulnerability in the Oracle BI Publisher product of Oracle Fusion Middleware 
(component: Security). Supported versions that are affected are 5.9.0.0.0, 6.4.0.0.0 
and 12.2.1.4.0. Easily exploitable vulnerability allows low privileged attacker with 
network access via multiple protocols to compromise Oracle BI Publisher. 
Successful attacks of this vulnerability can result in takeover of Oracle BI Publisher. 

2023-01-18 8.8  CVE-2023-21846  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21826&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21826
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21838&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21838
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21839&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21839
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21841&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21841
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21842&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21842
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21832&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21832
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21846&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21846
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CVSS 3.1 Base Score 8.8 (Confidentiality, Integrity and Availability impacts). CVSS 
Vector: (CVSS:3.1/AV:C:L/PR:L/UI:N/S:U/C:H/I:H/A:H). 

oracle -- 
fusion_middleware 
  

Vulnerability in the Oracle Web Services Manager product of Oracle Fusion 
Middleware (component: XML Security component). The supported version that is 
affected is 12.2.1.4.0. Easily exploitable vulnerability allows unauthenticated 
attacker with network access via HTTP to compromise Oracle Web Services 
Manager. Successful attacks require human interaction from a person other than 
the attacker. Successful attacks of this vulnerability can result in unauthorized 
creation, deletion or modification access to critical data or all Oracle Web Services 
Manager accessible data as well as unauthorized access to critical data or complete 
access to all Oracle Web Services Manager accessible data. CVSS 3.1 Base Score 8.1 
(Confidentiality and Integrity impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:N/UI:R/S:U/C:H/I:H/A:N). 

2023-01-18 8.1  CVE-2023-21862  

oracle -- 
fusion_middleware 
  

Vulnerability in the Oracle WebLogic Server product of Oracle Fusion Middleware 
(component: Core). Supported versions that are affected are 12.2.1.3.0, 12.2.1.4.0 
and 14.1.1.0.0. Easily exploitable vulnerability allows unauthenticated attacker 
with network access via IIOP to compromise Oracle WebLogic Server. Successful 
attacks of this vulnerability can result in unauthorized access to critical data or 
complete access to all Oracle WebLogic Server accessible data. CVSS 3.1 Base Score 
7.5 (Confidentiality impacts). CVSS Vector: 
(CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:H/I::N). 

2023-01-18 7.5  CVE-2023-21837  

oracle -- 
fusion_middleware 
  

Vulnerability in the Oracle Global Lifecycle Management NextGen OUI Framework 
product of Oracle Fusion Middleware (component: NextGen Installer issues). 
Supported versions that are affected are Prior to 13.9.4.2.11. Easily exploitable 
vulnerability allows low privileged attacker with logon to the infrastructure where 
Oracle Global Lifecycle Management NextGen OUI Framework executes to 
compromise Oracle Global Lifecycle Management NextGen OUI Framework. 
Successful attacks require human interaction from a person other than the 
attacker. Successful attacks of this vulnerability can result in takeover of Oracle 
Global Lifecycle Management NextGen OUI Framework. CVSS 3.1 Base Score 7.3 
(Confidentiality, Integrity and Availability impacts). CVSS Vector: 
(CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H). 

2023-01-18 7.3  CVE-2023-21894  

oracle -- 
supply_chain 

Vulnerability in the Oracle Demantra Demand Management product of Oracle 
Supply Chain (component: E-Business Collections). Supported versions that are 
affected are 12.1 and 12.2. Easily exploitable vulnerability allows unauthenticated 
attacker with network access via HTTP to compromise Oracle Demantra Demand 
Management. Successful attacks of this vulnerability can result in unauthorized 
creation, deletion or modification access to critical data or all Oracle Demantra 
Demand Management accessible data. CVSS 3.1 Base Score 7.5 (Integrity impacts). 
CVSS Vector: (CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:N/I:H/A:N). 

2023-01-18 7.5  CVE-2023-21850  

oracle -- 
virtualization 
  

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization 
(component: Core). Supported versions that are affected are Prior to 6.1.42 and 
prior to 7.0.6. Difficult to exploit vulnerability allows unauthenticated attacker with 
network access via multiple protocols to compromise Oracle VM VirtualBox. 
Successful attacks of this vulnerability can result in takeover of Oracle VM 
VirtualBox. CVSS 3.1 Base Score 8.1 (Confidentiality, Integrity and Availability 
impacts). CVSS Vector: (CVSS:3.1/AV:C:H/PR:N/UI:N/S:U/C:H/I:H/A:H). 

2023-01-18 8.1  CVE-2023-21886  

redhat -- 
advanced_cluster_
management_for_
kubernetes 

RHACM: unauthenticated SSRF in console API endpoint. A Server-Side Request 
Forgery (SSRF) vulnerability was found in the console API endpoint from Red Hat 
Advanced Cluster Management for Kubernetes (RHACM). An attacker could take 
advantage of this as the console API endpoint is missing an authentication check, 
allowing unauthenticated users making requests. 

2023-01-13 7.8  CVE-2022-3841  

vim -- vim Heap-based Buffer Overflow in GitHub repository vim/vim prior to 9.0.1189. 2023-01-13 7.8 

CVE-2023-0288 
  

web-
cyradm_project -- 
web-cyradm 

A vulnerability, which was classified as critical, has been found in web-cyradm. 
Affected by this issue is some unknown functionality of the file auth.inc.php. The 
manipulation of the argument login/login_password/LANG leads to sql injection. 
The attack may be launched remotely. The name of the patch is 
2bcbead3bdb5f118bf2c38c541eaa73c29dcc90f. It is recommended to apply a 
patch to fix this issue. The identifier of this vulnerability is VDB-217640. 

2023-01-08 9.8  

CVE-2007-10002 
 
  

eshop_project -- 
eshop 

A vulnerability was found in sheilazpy eShop. It has been classified as critical. 
Affected is an unknown function. The manipulation leads to sql injection. The name 
of the patch is e096c5849c4dc09e1074104531014a62a5413884. It is 
recommended to apply a patch to fix this issue. The identifier of this vulnerability is 
VDB-217572. 

2023-01-06 9.8  

CVE-2013-10008 
 
  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21862&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21862
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21837&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21837
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21894&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21894
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21850&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21850
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21886&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21886
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-3841&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-3841
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0288&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0288
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2007-10002&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-10002
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2013-10008&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2013-10008
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pychao_project -- 
pychao 

A vulnerability was found in DrAzraelTod pyChao and classified as critical. Affected 
by this issue is the function klauen/lesen of the file mod_fun/__init__.py. The 
manipulation leads to sql injection. The name of the patch is 
9d8adbc07c384ba51c2583ce0819c9abb77dc648. It is recommended to apply a 
patch to fix this issue. VDB-217634 is the identifier assigned to this vulnerability. 

2023-01-07 9.8  

CVE-2013-10009 
 
 
  

paginationservicep
rovider_project -- 
paginationservicep
rovider 

A vulnerability was found in ttskch PaginationServiceProvider up to 0.x. It has been 
declared as critical. This vulnerability affects unknown code of the file 
demo/index.php of the component demo. The manipulation of the argument 
sort/id leads to sql injection. Upgrading to version 1.0.0 is able to address this 
issue. The name of the patch is 619de478efce17ece1a3b913ab16e40651e1ea7b. It 
is recommended to upgrade the affected component. VDB-217150 is the identifier 
assigned to this vulnerability. 

2023-01-07 9.8  

CVE-2014-125029 
 
 
  

cub-scout-
tracker_project -- 
cub-scout-tracker 

A vulnerability, which was classified as critical, was found in Seiji42 cub-scout-
tracker. This affects an unknown part of the file databaseAccessFunctions.js. The 
manipulation leads to sql injection. The name of the patch is 
b4bc1a328b1f59437db159f9d136d9ed15707e31. It is recommended to apply a 
patch to fix this issue. The associated identifier of this vulnerability is VDB-217551. 

2023-01-06 9.8  

CVE-2014-125046 
 
  

school-
store_project -- 
school-store 

A vulnerability classified as critical has been found in tbezman school-store. This 
affects an unknown part. The manipulation leads to sql injection. The name of the 
patch is 2957fc97054216d3a393f1775efd01ae2b072001. It is recommended to 
apply a patch to fix this issue. The identifier VDB-217557 was assigned to this 
vulnerability. 

2023-01-06 9.8  

CVE-2014-125047 
 
  

blogile_project -- 
blogile 

** UNSUPPPORTED WHEN ASSIGNED **** UNSUPPORTED WHEN ASSIGNED ** A 
vulnerability, which was classified as critical, was found in typcn Blogile. Affected is 
the function getNav of the file server.js. The manipulation of the argument query 
leads to sql injection. The name of the patch is 
cfec31043b562ffefe29fe01af6d3c5ed1bf8f7d. It is recommended to apply a patch 
to fix this issue. The identifier of this vulnerability is VDB-217560. NOTE: This 
vulnerability only affects products that are no longer supported by the maintainer. 

2023-01-06 9.8  

CVE-2014-125049 
 
  

voter-js_project -- 
voter-js 

A vulnerability was found in ScottTZhang voter-js and classified as critical. Affected 
by this issue is some unknown functionality of the file main.js. The manipulation 
leads to sql injection. The name of the patch is 
6317c67a56061aeeaeed3cf9ec665fd9983d8044. It is recommended to apply a 
patch to fix this issue. VDB-217562 is the identifier assigned to this vulnerability. 

2023-01-06 9.8  

CVE-2014-125050 
 
 
  

yii2-jqgrid-
widget_project -- 
yii2-jqgrid-widget 

A vulnerability was found in himiklab yii2-jqgrid-widget up to 1.0.7. It has been 
declared as critical. This vulnerability affects the function 
addSearchOptionsRecursively of the file JqGridAction.php. The manipulation leads 
to sql injection. Upgrading to version 1.0.8 is able to address this issue. The name 
of the patch is a117e0f2df729e3ff726968794d9a5ac40e660b9. It is recommended 
to upgrade the affected component. The identifier of this vulnerability is VDB-
217564. 

2023-01-06 9.8  

CVE-2014-125051 
 
 
  

sparql-
identifiers_project 
-- sparql-identifiers 

A vulnerability was found in JervenBolleman sparql-identifiers and classified as 
critical. This issue affects some unknown processing of the file 
src/main/java/org/identifiers/db/RegistryDao.java. The manipulation leads to sql 
injection. The name of the patch is 
44bb0db91c064e305b192fc73521d1dfd25bde52. It is recommended to apply a 
patch to fix this issue. The associated identifier of this vulnerability is VDB-217571. 

2023-01-06 9.8  

CVE-2014-125052 
 
  

piwigo -- 
guestbook 

A vulnerability was found in Piwigo-Guest-Book up to 1.3.0. It has been declared as 
critical. This vulnerability affects unknown code of the file 
include/guestbook.inc.php of the component Navigation Bar. The manipulation of 
the argument start leads to sql injection. Upgrading to version 1.3.1 is able to 
address this issue. The name of the patch is 
0cdd1c388edf15089c3a7541cefe7756e560581d. It is recommended to upgrade 
the affected component. VDB-217582 is the identifier assigned to this vulnerability. 

2023-01-06 9.8  

CVE-2014-125053 
 
 
  

robitailletheknot_p
roject -- 
robitailletheknot 

A vulnerability was found in mrobit robitailletheknot. It has been classified as 
problematic. This affects an unknown part of the file app/filters.php of the 
component CSRF Token Handler. The manipulation of the argument _token leads 
to incorrect comparison. It is possible to initiate the attack remotely. The name of 
the patch is 6b2813696ccb88d0576dfb305122ee880eb36197. It is recommended 
to apply a patch to fix this issue. The associated identifier of this vulnerability is 
VDB-217599. 

2023-01-07 9.8  

CVE-2014-125057 
 
  

address_book_proj
ect -- 
address_book 

A vulnerability was found in LearnMeSomeCodes project3 and classified as critical. 
This issue affects the function search_first_name of the file search.rb. The 
manipulation leads to sql injection. The name of the patch is 
d3efa17ae9f6b2fc25a6bbcf165cefed17c7035e. It is recommended to apply a patch 

2023-01-07 9.8  

CVE-2014-125058 
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to fix this issue. The associated identifier of this vulnerability is VDB-217607. NOTE: 
Maintainer is aware of this issue as remarked in the source code. 

sternenblog_proje
ct -- sternenblog 

A vulnerability, which was classified as problematic, has been found in 
sternenseemann sternenblog. This issue affects the function blog_index of the file 
main.c. The manipulation of the argument post_path leads to file inclusion. The 
attack may be initiated remotely. Upgrading to version 0.1.0 is able to address this 
issue. The name of the patch is cf715d911d8ce17969a7926dea651e930c27e71a. It 
is recommended to upgrade the affected component. The identifier VDB-217613 
was assigned to this vulnerability. NOTE: This case is rather theoretical and 
probably won't happen. Maybe only on obscure Web servers. 

2023-01-07 9.8  

CVE-2014-125059 
 
 
  

collabcal_project -- 
collabcal 

A vulnerability, which was classified as critical, was found in holdennb CollabCal. 
Affected is the function handleGet of the file calenderServer.cpp. The manipulation 
leads to improper authentication. It is possible to launch the attack remotely. The 
name of the patch is b80f6d1893607c99e5113967592417d0fe310ce6. It is 
recommended to apply a patch to fix this issue. VDB-217614 is the identifier 
assigned to this vulnerability. 

2023-01-07 9.8  

CVE-2014-125060 
 
  

filebroker_project 
-- filebroker 

** UNSUPPPORTED WHEN ASSIGNED **** UNSUPPORTED WHEN ASSIGNED ** A 
vulnerability was found in peel filebroker and classified as critical. Affected by this 
issue is the function select_transfer_status_desc of the file lib/common.rb. The 
manipulation leads to sql injection. The name of the patch is 
91097e26a6c84d3208a351afaa52e0f62e5853ef. It is recommended to apply a 
patch to fix this issue. The identifier of this vulnerability is VDB-217616. NOTE: This 
vulnerability only affects products that are no longer supported by the maintainer. 

2023-01-07 9.8  

CVE-2014-125061 
 
  

bitstorm_project -- 
bitstorm 

A vulnerability classified as critical was found in ananich bitstorm. Affected by this 
vulnerability is an unknown functionality of the file announce.php. The 
manipulation of the argument event leads to sql injection. The name of the patch is 
ea8da92f94cdb78ee7831e1f7af6258473ab396a. It is recommended to apply a 
patch to fix this issue. The identifier VDB-217621 was assigned to this vulnerability. 

2023-01-07 9.8  

CVE-2014-125062 
 
  

bid_project -- bid 

A vulnerability was found in ada-l0velace Bid and classified as critical. This issue 
affects some unknown processing. The manipulation leads to sql injection. The 
name of the patch is abd71140b8219fa8741d0d8a57ab27d5bfd34222. It is 
recommended to apply a patch to fix this issue. The identifier VDB-217625 was 
assigned to this vulnerability. 

2023-01-07 9.8  

CVE-2014-125063 
 
  

gosqljson_project -
- gosqljson 

A vulnerability, which was classified as critical, has been found in elgs gosqljson. 
This issue affects the function QueryDbToArray/QueryDbToMap/ExecDb of the file 
gosqljson.go. The manipulation of the argument sqlStatement leads to sql 
injection. The name of the patch is 
2740b331546cb88eb61771df4c07d389e9f0363a. It is recommended to apply a 
patch to fix this issue. The associated identifier of this vulnerability is VDB-217631. 

2023-01-07 9.8  

CVE-2014-125064 
 
  

bottle-
auth_project -- 
bottle-auth 

A vulnerability, which was classified as critical, was found in john5223 bottle-auth. 
Affected is an unknown function. The manipulation leads to sql injection. The name 
of the patch is 99cfbcc0c1429096e3479744223ffb4fda276875. It is recommended 
to apply a patch to fix this issue. The identifier of this vulnerability is VDB-217632. 

2023-01-07 9.8  

CVE-2014-125065 
 
  

curiosity_project -- 
curiosity 

A vulnerability classified as critical was found in corincerami curiosity. Affected by 
this vulnerability is an unknown functionality of the file 
app/controllers/image_controller.rb. The manipulation of the argument sol leads 
to sql injection. The name of the patch is 
d64fddd74ca72714e73f4efe24259ca05c8190eb. It is recommended to apply a 
patch to fix this issue. The associated identifier of this vulnerability is VDB-217639. 

2023-01-08 9.8  

CVE-2014-125067 
 
  

gribbit_project -- 
gribbit 

A vulnerability was found in lukehutch Gribbit. It has been classified as 
problematic. Affected is the function messageReceived of the file 
src/gribbit/request/HttpRequestHandler.java. The manipulation leads to missing 
origin validation in websockets. The name of the patch is 
620418df247aebda3dd4be1dda10fe229ea505dd. It is recommended to apply a 
patch to fix this issue. The identifier of this vulnerability is VDB-217716. 

2023-01-09 9.8  

CVE-2014-125071 
 
  

voteapp_project -- 
voteapp 

A vulnerability was found in mapoor voteapp. It has been rated as critical. Affected 
by this issue is the function create_poll/do_poll/show_poll/show_refresh of the file 
app.py. The manipulation leads to sql injection. The name of the patch is 
b290c21a0d8bcdbd55db860afd3cadec97388e72. It is recommended to apply a 
patch to fix this issue. VDB-217790 is the identifier assigned to this vulnerability. 

2023-01-10 9.8  

CVE-2014-125073 
 
  

opensim-
utils_project -- 
opensim-utils 

A vulnerability, which was classified as critical, has been found in jeff-kelley 
opensim-utils. Affected by this issue is the function DatabaseForRegion of the file 
regionscrits.php. The manipulation of the argument region leads to sql injection. 
The name of the patch is c29e5c729a833a29dbf5b1e505a0553fe154575e. It is 

2023-01-06 9.8  

CVE-2015-10016 
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recommended to apply a patch to fix this issue. VDB-217550 is the identifier 
assigned to this vulnerability. 

hpi -- prolod 

A vulnerability has been found in HPI-Information-Systems ProLOD and classified as 
critical. This vulnerability affects unknown code. The manipulation of the argument 
this leads to sql injection. The name of the patch is 
3f710905458d49c77530bd3cbcd8960457566b73. It is recommended to apply a 
patch to fix this issue. The identifier of this vulnerability is VDB-217552. 

2023-01-06 9.8  

CVE-2015-10017 
 
  

weberp -- d2files 

A vulnerability has been found in DBRisinajumi d2files and classified as critical. 
Affected by this vulnerability is the function actionUpload/actionDownloadFile of 
the file controllers/D2filesController.php. The manipulation leads to sql injection. 
Upgrading to version 1.0.0 is able to address this issue. The name of the patch is 
b5767f2ec9d0f3cbfda7f13c84740e2179c90574. It is recommended to upgrade the 
affected component. The identifier VDB-217561 was assigned to this vulnerability. 

2023-01-06 9.8  

CVE-2015-10018 
 
 
  

nlgis2_project -- 
nlgis2 

A vulnerability was found in IISH nlgis2. It has been declared as critical. Affected by 
this vulnerability is an unknown functionality of the file 
scripts/etl/custom_import.pl. The manipulation leads to sql injection. The name of 
the patch is 8bdb6fcf7209584eaf1232437f0f53e735b2b34c. It is recommended to 
apply a patch to fix this issue. The identifier VDB-217609 was assigned to this 
vulnerability. 

2023-01-07 9.8  

CVE-2015-10022 
 
  

trello-
octometric_project 
-- trello-octometric 

A vulnerability classified as critical has been found in Fumon trello-octometric. This 
affects the function main of the file metrics-ui/server/srv.go. The manipulation of 
the argument num leads to sql injection. The name of the patch is 
a1f1754933fbf21e2221fbc671c81a47de6a04ef. It is recommended to apply a patch 
to fix this issue. The associated identifier of this vulnerability is VDB-217611. 

2023-01-07 9.8  

CVE-2015-10023 
 
  

larasync_project -- 
larasync 

A vulnerability classified as critical was found in hoffie larasync. This vulnerability 
affects unknown code of the file repository/content/file_storage.go. The 
manipulation leads to path traversal. The name of the patch is 
776bad422f4bd4930d09491711246bbeb1be9ba5. It is recommended to apply a 
patch to fix this issue. The identifier of this vulnerability is VDB-217612. 

2023-01-07 9.8  

CVE-2015-10024 
 
  

flairbot_project -- 
flairbot 

A vulnerability was found in tiredtyrant flairbot. It has been declared as critical. 
This vulnerability affects unknown code of the file flair.py. The manipulation leads 
to sql injection. The name of the patch is 
5e112b68c6faad1d4699d02c1ebbb7daf48ef8fb. It is recommended to apply a 
patch to fix this issue. VDB-217618 is the identifier assigned to this vulnerability. 

2023-01-07 9.8  

CVE-2015-10026 
 
  

ttrrs-auth-
ldap_project -- 
ttrrs-auth-ldap 

A vulnerability, which was classified as problematic, has been found in hydrian 
TTRSS-Auth-LDAP. Affected by this issue is some unknown functionality of the 
component Username Handler. The manipulation leads to ldap injection. 
Upgrading to version 2.0b1 is able to address this issue. The name of the patch is 
a7f7a5a82d9202a5c40d606a5c519ba61b224eb8. It is recommended to upgrade 
the affected component. VDB-217622 is the identifier assigned to this vulnerability. 

2023-01-07 9.8  

CVE-2015-10027 
 
 
 
  

simplexrd_project 
-- simplexrd 

A vulnerability classified as problematic was found in kelvinmo simplexrd up to 
3.1.0. This vulnerability affects unknown code of the file 
simplexrd/simplexrd.class.php. The manipulation leads to xml external entity 
reference. Upgrading to version 3.1.1 is able to address this issue. The name of the 
patch is 4c9f2e028523ed705b555eca2c18c64e71f1a35d. It is recommended to 
upgrade the affected component. VDB-217630 is the identifier assigned to this 
vulnerability. 

2023-01-07 9.8  

CVE-2015-10029 
 
 
  

github -- 491-
project 

A vulnerability classified as critical was found in purpleparrots 491-Project. This 
vulnerability affects unknown code of the file update.php of the component 
Highscore Handler. The manipulation leads to sql injection. The name of the patch 
is a812a5e4cf72f2a635a716086fe1ee2b8fa0b1ab. It is recommended to apply a 
patch to fix this issue. The identifier of this vulnerability is VDB-217648. 

2023-01-08 9.8  

CVE-2015-10031 
 
  

workout-
organizer_project -
- workout-
organizer 

A vulnerability has been found in j-nowak workout-organizer and classified as 
critical. This vulnerability affects unknown code. The manipulation leads to sql 
injection. The name of the patch is 
13cd6c3d1210640bfdb39872b2bb3597aa991279. It is recommended to apply a 
patch to fix this issue. VDB-217714 is the identifier assigned to this vulnerability. 

2023-01-09 9.8  

CVE-2015-10034 
 
  

angular-test-
reporter_project -- 
angular-test-
reporter 

A vulnerability was found in gperson angular-test-reporter and classified as critical. 
This issue affects the function getProjectTables/addTest of the file rest-
server/data-server.js. The manipulation leads to sql injection. The name of the 
patch is a29d8ae121b46ebfa96a55a9106466ab2ef166ae. It is recommended to 
apply a patch to fix this issue. The associated identifier of this vulnerability is VDB-
217715. 

2023-01-09 9.8  

CVE-2015-10035 
 
  

e-contract -- dssp 
A vulnerability classified as problematic was found in e-Contract dssp up to 1.3.1. 
Affected by this vulnerability is the function checkSignResponse of the file dssp-

2023-01-06 9.8  

CVE-2016-15011 
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client/src/main/java/be/e_contract/dssp/client/SignResponseVerifier.java. The 
manipulation leads to xml external entity reference. Upgrading to version 1.3.2 is 
able to address this issue. The name of the patch is 
ec4238349691ec66dd30b416ec6eaab02d722302. It is recommended to upgrade 
the affected component. The identifier VDB-217549 was assigned to this 
vulnerability. 

 
  

salesforce -- 
mobile_software_
development_kit 

** UNSUPPPORTED WHEN ASSIGNED **** UNSUPPORTED WHEN ASSIGNED ** A 
vulnerability was found in forcedotcom SalesforceMobileSDK-Windows up to 4.x. It 
has been rated as critical. This issue affects the function ComputeCountSql of the 
file SalesforceSDK/SmartStore/Store/QuerySpec.cs. The manipulation leads to sql 
injection. Upgrading to version 5.0.0 is able to address this issue. The name of the 
patch is 83b3e91e0c1e84873a6d3ca3c5887eb5b4f5a3d8. It is recommended to 
upgrade the affected component. The associated identifier of this vulnerability is 
VDB-217619. NOTE: This vulnerability only affects products that are no longer 
supported by the maintainer. 

2023-01-07 9.8  

CVE-2016-15012 
 
 
  

forumhulp -- 
search_results 

A vulnerability was found in ForumHulp searchresults. It has been rated as critical. 
Affected by this issue is the function list_keywords of the file event/listener.php. 
The manipulation of the argument word leads to sql injection. The name of the 
patch is dd8a312bb285ad9735a8e1da58e9e955837b7322. It is recommended to 
apply a patch to fix this issue. The identifier of this vulnerability is VDB-217628. 

2023-01-07 9.8  

CVE-2016-15013 
 
 
  

joomla_mod_einsa
tz_stats_project -- 
joomla_mod_einsa
tz_stats 

A vulnerability was found in mrtnmtth joomla_mod_einsatz_stats up to 0.2. It has 
been classified as critical. This affects the function getStatsByType of the file 
helper.php. The manipulation of the argument year leads to sql injection. 
Upgrading to version 0.3 is able to address this issue. The name of the patch is 
27c1b443cff45c81d9d7d926a74c76f8b6ffc6cb. It is recommended to upgrade the 
affected component. The identifier VDB-217653 was assigned to this vulnerability. 

2023-01-08 9.8  

CVE-2016-15016 
 
 
  

ecodev -- 
media_upload 

A vulnerability has been found in fabarea media_upload and classified as critical. 
This vulnerability affects the function getUploadedFileList of the file 
Classes/Service/UploadFileService.php. The manipulation leads to pathname 
traversal. Upgrading to version 0.9.0 is able to address this issue. The name of the 
patch is b25d42a4981072321c1a363311d8ea2a4ac8763a. It is recommended to 
upgrade the affected component. VDB-217786 is the identifier assigned to this 
vulnerability. 

2023-01-10 9.8  

CVE-2016-15017 
 
 
 
  

ecto_project -- 
ecto 

Ecto 2.2.0 lacks a certain protection mechanism associated with the interaction 
between is_nil and raise. 

2023-01-10 9.8  

CVE-2017-20166 
 
 
  

nodebatis_project 
-- nodebatis 

A vulnerability was found in PeterMu nodebatis up to 2.1.x. It has been classified as 
critical. Affected is an unknown function. The manipulation leads to sql injection. 
Upgrading to version 2.2.0 is able to address this issue. The name of the patch is 
6629ff5b7e3d62ad8319007a54589ec1f62c7c35. It is recommended to upgrade the 
affected component. VDB-217554 is the identifier assigned to this vulnerability. 

2023-01-06 9.8  

CVE-2018-25066 
 
 
  

globalpom-
utils_project -- 
globalpom-utils 

A vulnerability has been found in devent globalpom-utils up to 4.5.0 and classified 
as critical. This vulnerability affects the function createTmpDir of the file 
globalpomutils-
fileresources/src/main/java/com/anrisoftware/globalpom/fileresourcemanager/Fil
eResourceManagerProvider.java. The manipulation leads to insecure temporary 
file. The attack can be initiated remotely. Upgrading to version 4.5.1 is able to 
address this issue. The name of the patch is 
77a820bac2f68e662ce261ecb050c643bd7ee560. It is recommended to upgrade 
the affected component. VDB-217570 is the identifier assigned to this vulnerability. 

2023-01-06 9.8  

CVE-2018-25068 
 
 
  

netis-systems -- 
netcore_router_fir
mware 

A vulnerability classified as critical has been found in Netis Netcore Router. This 
affects an unknown part. The manipulation leads to use of hard-coded password. It 
is possible to initiate the attack remotely. The identifier VDB-217593 was assigned 
to this vulnerability. 

2023-01-07 9.8  

CVE-2018-25069 
 
  

aista -- 
phosphorus_five 

A vulnerability has been found in polterguy Phosphorus Five up to 8.2 and 
classified as critical. This vulnerability affects the function csv.Read of the file 
plugins/extras/p5.mysql/NonQuery.cs of the component CSV Import. The 
manipulation leads to sql injection. Upgrading to version 8.3 is able to address this 
issue. The name of the patch is c179a3d0703db55cfe0cb939b89593f2e7a87246. It 
is recommended to upgrade the affected component. VDB-217606 is the identifier 
assigned to this vulnerability. 

2023-01-07 9.8  

CVE-2018-25070 
 
 
  

lmeve_project -- 
lmeve 

A vulnerability was found in roxlukas LMeve up to 0.1.58. It has been rated as 
critical. Affected by this issue is the function insert_log of the file 
wwwroot/ccpwgl/proxy.php. The manipulation of the argument fetch leads to sql 

2023-01-07 9.8  

CVE-2018-25071 
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injection. Upgrading to version 0.1.59-beta is able to address this issue. The name 
of the patch is c25ff7fe83a2cda1fcb365b182365adc3ffae332. It is recommended to 
upgrade the affected component. VDB-217610 is the identifier assigned to this 
vulnerability. 

  

lojban -- jbovlaste 

A vulnerability classified as critical has been found in lojban jbovlaste. This affects 
an unknown part of the file dict/listing.html. The manipulation leads to sql 
injection. It is possible to initiate the attack remotely. The name of the patch is 
6ff44c2e87b1113eb07d76ea62e1f64193b04d15. It is recommended to apply a 
patch to fix this issue. The associated identifier of this vulnerability is VDB-217647. 

2023-01-08 9.8  

CVE-2018-25072 
 
  

twmap_project -- 
twmap 

A vulnerability was found in happyman twmap. It has been declared as critical. 
Affected by this vulnerability is an unknown functionality of the file 
twmap3/data/ajaxCRUD/pointdata2.php. The manipulation of the argument id 
leads to sql injection. Upgrading to version v2.9_v4.31 is able to address this issue. 
The name of the patch is babbec79b3fa4efb3bd581ea68af0528d11bba0c. It is 
recommended to upgrade the affected component. The identifier VDB-217645 was 
assigned to this vulnerability. 

2023-01-08 9.8  

CVE-2019-25100 
 
 
 
  

jobe_project -- 
jobe 

A vulnerability was found in trampgeek jobe up to 1.6.x and classified as critical. 
This issue affects the function run_in_sandbox of the file 
application/libraries/LanguageTask.php. The manipulation leads to command 
injection. Upgrading to version 1.7.0 is able to address this issue. The name of the 
patch is 8f43daf50c943b98eaf0c542da901a4a16e85b02. It is recommended to 
upgrade the affected component. The identifier VDB-217553 was assigned to this 
vulnerability. 

2023-01-06 9.8  

CVE-2020-36642 
 
 
 
  

uqm-
wasm_project -- 
uqm-wasm 

A vulnerability was found in intgr uqm-wasm. It has been classified as critical. This 
affects the function log_displayBox in the library 
sc2/src/libs/log/msgbox_macosx.m. The manipulation leads to format string. The 
name of the patch is 1d5cbf3350a02c423ad6bef6dfd5300d38aa828f. It is 
recommended to apply a patch to fix this issue. The associated identifier of this 
vulnerability is VDB-217563. 

2023-01-06 9.8  

CVE-2020-36643 
 
  

square -- squalor 

A vulnerability, which was classified as critical, was found in square squalor. This 
affects an unknown part. The manipulation leads to sql injection. Upgrading to 
version v0.0.0 is able to address this issue. The name of the patch is 
f6f0a47cc344711042eb0970cb423e6950ba3f93. It is recommended to upgrade the 
affected component. The associated identifier of this vulnerability is VDB-217623. 

2023-01-07 9.8  

CVE-2020-36645 
 
 
 
  

pouet -- pouet2.0 

A vulnerability, which was classified as critical, was found in pouetnet pouet 2.0. 
This affects an unknown part. The manipulation of the argument howmany leads 
to sql injection. The name of the patch is 
11d615931352066fb2f6dcb07428277c2cd99baf. It is recommended to apply a 
patch to fix this issue. The identifier VDB-217641 was assigned to this vulnerability. 

2023-01-08 9.8  

CVE-2020-36648 
 
  

phpwcms -- 
phpwcms 

A vulnerability was found in slackero phpwcms up to 1.9.26 and classified as 
critical. Affected by this issue is some unknown functionality. The manipulation of 
the argument $phpwcms['db_prepend'] leads to sql injection. The attack may be 
launched remotely. Upgrading to version 1.9.27 is able to address this issue. The 
name of the patch is 77dafb6a8cc1015f0777daeb5792f43beef77a9d. It is 
recommended to upgrade the affected component. VDB-217418 is the identifier 
assigned to this vulnerability. 

2023-01-07 9.8  

CVE-2021-4301 
 
 
  

baobab_project -- 
baobab 

A vulnerability was found in Yomguithereal Baobab up to 2.6.0. It has been 
declared as critical. Affected by this vulnerability is an unknown functionality. The 
manipulation leads to improperly controlled modification of object prototype 
attributes ('prototype pollution'). The attack can be launched remotely. Upgrading 
to version 2.6.1 is able to address this issue. The name of the patch is 
c56639532a923d9a1600fb863ec7551b188b5d19. It is recommended to upgrade 
the affected component. The associated identifier of this vulnerability is VDB-
217627. 

2023-01-07 9.8  

CVE-2021-4307 
 
 
 
  

lboro -- webpa 

A vulnerability was found in WebPA up to 3.1.1. It has been rated as critical. This 
issue affects some unknown processing. The manipulation leads to sql injection. 
Upgrading to version 3.1.2 is able to address this issue. The name of the patch is 
8836c4f549181e885a68e0e7ca561fdbcbd04bf0. It is recommended to upgrade the 
affected component. The identifier VDB-217637 was assigned to this vulnerability. 

2023-01-08 9.8  

CVE-2021-4308 
 
 
 
  

talend -- 
open_studio 

A vulnerability classified as problematic was found in Talend Open Studio for MDM. 
This vulnerability affects unknown code of the component XML Handler. The 
manipulation leads to xml external entity reference. The name of the patch is 
31d442b9fb1d518128fd18f6e4d54e06c3d67793. It is recommended to apply a 
patch to fix this issue. VDB-217666 is the identifier assigned to this vulnerability. 

2023-01-09 9.8  

CVE-2021-4311 
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jfrog -- artifactory 
JFrog Artifactory prior to 7.37.13 is vulnerable to Authentication Bypass, which can 
lead to Privilege Escalation when a specially crafted request is sent by an 
unauthenticated user. 

2023-01-08 9.8  CVE-2022-0668  

event_manageme
nt_system_project 
-- 
event_manageme
nt_system 

A vulnerability was found in SourceCodester Royale Event Management System 
1.0. It has been rated as critical. This issue affects some unknown processing of the 
file /royal_event/userregister.php. The manipulation leads to improper 
authentication. The attack may be initiated remotely. The identifier VDB-195785 
was assigned to this vulnerability. 

2023-01-07 9.8  

CVE-2022-1101 
  

wifey_project -- 
wifey 

All versions of the package wifey are vulnerable to Command Injection via the 
connect() function due to improper input sanitization. 

2023-01-09 9.8  CVE-2022-25890  

exec-local-
bin_project -- 
exec-local-bin 

Versions of the package exec-local-bin before 1.2.0 are vulnerable to Command 
Injection via the theProcess() functionality due to improper user-input sanitization. 

2023-01-06 9.8  

CVE-2022-25923 
 
  

loan_management
_system_project -- 
loan_management
_system 

A vulnerability has been found in SourceCodester Loan Management System and 
classified as critical. This vulnerability affects unknown code of the file login.php. 
The manipulation of the argument username leads to sql injection. The attack can 
be initiated remotely. The exploit has been disclosed to the public and may be 
used. VDB-205618 is the identifier assigned to this vulnerability. 

2023-01-07 9.8  

CVE-2022-2666 
 
  

qualcomm -- 
qca7500_firmware 

Memory corruption due to information exposure in Powerline Communication 
Firmware while sending different MMEs from a single, unassociated device. 

2023-01-09 9.8  CVE-2022-33265  

gullseye -- 
gullseye_terminal_
operating_system 

This issue affects: Terminal Operating System versions before 5.0.13 2023-01-10 9.8  

CVE-2022-3792 
 
  

zte -- 
mf286r_firmware 

There is a command injection vulnerability in ZTE MF286R, Due to insufficient 
validation of the input parameters, an attacker could use the vulnerability to 
execute arbitrary commands. 

2023-01-06 9.8  CVE-2022-39073  

openvswitch -- 
openvswitch 

An out-of-bounds read in Organization Specific TLV was found in various versions 
of OpenvSwitch. 

2023-01-10 9.8  

CVE-2022-4337 
 
 
 
DEBIAN 

openvswitch -- 
openvswitch 

An integer underflow in Organization Specific TLV was found in various versions of 
OpenvSwitch. 

2023-01-10 9.8  

CVE-2022-4338 
 
 
 
DEBIAN 

siemens -- 
automation_licens
e_manager 

A vulnerability has been identified in Automation License Manager V5 (All 
versions), Automation License Manager V6 (All versions < V6.0 SP9 Upd4). The 
affected component does not correctly validate the root path on folder related 
operations, allowing to modify files and folders outside the intended root 
directory. This could allow an unauthenticated remote attacker to execute file 
operations of files outside of the specified root folder. Chained with CVE-2022-
43513 this could allow Remote Code Execution. 

2023-01-10 9.8  CVE-2022-43514  

matrixssl -- 
matrixssl 

MatrixSSL 4.0.4 through 4.5.1 has an integer overflow in matrixSslDecodeTls13. A 
remote attacker might be able to send a crafted TLS Message to cause a buffer 
overflow and achieve remote code execution. This is fixed in 4.6.0. 

2023-01-09 9.8  

CVE-2022-43974 
 
  

bulutses -- 
bulutdesk_callcent
er 

This issue affects: Bulutses Bilgi Teknolojileri LTD. ?T?. BULUTDESK CALLCENTER 
versions prior to 3.0. 

2023-01-10 9.8  CVE-2022-4422  

dynamic_transacti
on_queuing_syste
m_project -- 
dynamic_transacti
on_queuing_syste
m 

Sourcecodester Dynamic Transaction Queuing System v1.0 is vulnerable to SQL 
Injection via /queuing/index.php?page=display&id=. 

2023-01-09 9.8  CVE-2022-47790  

lead_management
_system_project -- 
lead_management
_system 

Lead Management System v1.0 is vulnerable to SQL Injection via the user_id 
parameter in changePassword.php. 

2023-01-11 9.8  

CVE-2022-47859 
  

lead_management
_system_project -- 
lead_management
_system 

Lead Management System v1.0 is vulnerable to SQL Injection via the id parameter 
in removeProduct.php. 

2023-01-11 9.8  

CVE-2022-47860 
  

lead_management
_system_project -- 

Lead Management System v1.0 is vulnerable to SQL Injection via the id parameter 
in removeLead.php. 

2023-01-11 9.8  

CVE-2022-47861 
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lead_management
_system 

lead_management
_system_project -- 
lead_management
_system 

Lead Management System v1.0 is vulnerable to SQL Injection via the customer_id 
parameter in ajax_represent.php. 

2023-01-11 9.8  

CVE-2022-47862 
  

lead_management
_system_project -- 
lead_management
_system 

Lead Management System v1.0 is vulnerable to SQL Injection via the id parameter 
in removeCategories.php. 

2023-01-11 9.8  

CVE-2022-47864 
  

lead_management
_system_project -- 
lead_management
_system 

Lead Management System v1.0 is vulnerable to SQL Injection via the id parameter 
in removeOrder.php. 

2023-01-11 9.8  

CVE-2022-47865 
  

lead_management
_system_project -- 
lead_management
_system 

Lead management system v1.0 is vulnerable to SQL Injection via the id parameter 
in removeBrand.php. 

2023-01-11 9.8  

CVE-2022-47866 
  

openutau -- 
openutau 

A vulnerability was found in stakira OpenUtau. It has been classified as critical. This 
affects the function VoicebankInstaller of the file 
OpenUtau.Core/Classic/VoicebankInstaller.cs of the component ZIP Archive 
Handler. The manipulation leads to path traversal. Upgrading to version 0.0.991 is 
able to address this issue. The name of the patch is 
849a0a6912aac8b1c28cc32aa1132a3140caff4a. It is recommended to upgrade the 
affected component. The identifier VDB-217617 was assigned to this vulnerability. 

2023-01-07 9.8  

CVE-2022-4880 
 
 
 
  

sap -- 
netweaver_applica
tion_server_abap 

SAP NetWeaver ABAP Server and ABAP Platform - versions SAP_BASIS 700, 701, 
702, 710, 711, 730, 731, 740, 750, 751, 752, 753, 754, 755, 756, 757, KERNEL 7.22, 
7.53, 7.77, 7.81, 7.85, 7.89, KRNL64UC 7.22, 7.22EXT, 7.53, KRNL64NUC 7.22, 
7.22EXT, creates information about system identity in an ambiguous format. This 
could lead to capture-replay vulnerability and may be exploited by malicious users 
to obtain illegitimate access to the system. 

2023-01-10 9.8  

CVE-2023-0014 
  

sap -- 
netweaver_applica
tion_server_for_ja
va 

An unauthenticated attacker in SAP NetWeaver AS for Java - version 7.50, due to 
improper access control, can attach to an open interface and make use of an open 
naming and directory API to access services which can be used to perform 
unauthorized operations affecting users and data on the current system. This could 
allow the attacker to have full read access to user data, make modifications to user 
data, and make services within the system unavailable. 

2023-01-10 9.8  

CVE-2023-0017 
  

nsa -- ghidra 
Ghidra/RuntimeScripts/Linux/support/launch.sh in NSA Ghidra through 10.2.2 
passes user-provided input into eval, leading to command injection when calling 
analyzeHeadless with untrusted input. 

2023-01-06 9.8  

CVE-2023-22671 
  

librephotos_projec
t -- librephotos 

api/views/user.py in LibrePhotos before e19e539 has incorrect access control. 2023-01-10 9.8  CVE-2023-22903  

linux -- 
linux_kernel 

A regression exists in the Linux Kernel within KVM: nVMX that allowed for 
speculative execution attacks. L2 can carry out Spectre v2 attacks on L1 due to L1 
thinking it doesn't need retpolines or IBPB after running L2 due to KVM (L0) 
advertising eIBRS support to L1. An attacker at L2 with code execution can execute 
code on an indirect branch on the host machine. We recommend upgrading to 
Kernel 6.2 or past commit 2e7eab81425a 

2023-01-09 8.8  

CVE-2022-2196 
  

qualcomm -- 
apq8009_firmware 

Memory corruption in Bluetooth HOST due to buffer overflow while parsing the 
command response received from remote 

2023-01-09 8.8  CVE-2022-22088  

nokia -- 
asik_airscale_4740
21a.102_firmware 

A vulnerability exists in Nokia’s ASIK AirScale system module (versions 
474021A.101 and 474021A.102) that could allow an attacker to place a script on 
the file system accessible from Linux. A script placed in the appropriate place could 
allow for arbitrary code execution in the bootloader. 

2023-01-06 8.8  CVE-2022-2482  

bravenewcode -- 
wptouch 

The WPtouch WordPress plugin before 4.3.45 unserialises the content of an 
imported settings file, which could lead to PHP object injections issues when an 
user import (intentionally or not) a malicious settings file and a suitable gadget 
chain is present on the blog. 

2023-01-09 8.8  CVE-2022-3417  

ibm -- 
maximo_asset_ma
nagement 

IBM Maximo Asset Management 7.6.1.1, 7.6.1.2, 7.6.1.3 and the IBM Maximo 
Manage 8.3, 8.4 application in IBM Maximo Application Suite are vulnerable to CSV 
injection. IBM X-Force ID: 2306335. 

2023-01-09 8.8  

CVE-2022-35281 
  

kadencewp -- 
starter_templates 

The Starter Templates by Kadence WP WordPress plugin before 1.2.17 unserialises 
the content of an imported file, which could lead to PHP object injection issues 
when an admin import (intentionally or not) a malicious file and a suitable gadget 
chain is present on the blog. 

2023-01-09 8.8  CVE-2022-3679  
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easyvista -- 
service_manager 

An issue was discovered in EasyVista 2020.2.125.3 and 2022.1.109.0.03. Some 
parameters allow SQL injection. 

2023-01-10 8.8  CVE-2022-38490  

easyvista -- 
service_manager 

An issue was discovered in EasyVista 2020.2.125.3 and 2022.1.109.0.03 before 
2022.1.110.1.02. One parameter allows SQL injection. 

2023-01-10 8.8  CVE-2022-38492  

rydesharing -- ryde 
Information disclosure due to an insecure hostname validation in the RYDE 
application 5.8.43 for Android and iOS allows attackers to take over an account via 
a deep link. 

2023-01-06 8.8  CVE-2022-42979  

nexxtsolutions -- 
amp300_firmware 

The web service on Nexxt Amp300 ARN02304U8 42.103.1.5095 devices allows 
remote OS command execution by placing &telnetd in the JSON host field to the 
ping feature of the goform/sysTools component. Authentication is required. 

2023-01-06 8.8  

CVE-2022-44149 
 
  

siemens -- 
sinec_ins 

A vulnerability has been identified in SINEC INS (All versions < V1.0 SP2 Update 1). 
An authenticated remote attacker with access to the Web Based Management 
(443/tcp) of the affected product, could potentially read and write arbitrary files 
from and to the device's file system. An attacker might leverage this to trigger 
remote code execution on the affected component. 

2023-01-10 8.8  CVE-2022-45092  

siemens -- 
sinec_ins 

A vulnerability has been identified in SINEC INS (All versions < V1.0 SP2 Update 1). 
An authenticated remote attacker with access to the Web Based Management 
(443/tcp) of the affected product as well as with access to the SFTP server of the 
affected product (22/tcp), could potentially read and write arbitrary files from and 
to the device's file system. An attacker might leverage this to trigger remote code 
execution on the affected component. 

2023-01-10 8.8  CVE-2022-45093  

siemens -- 
sinec_ins 

A vulnerability has been identified in SINEC INS (All versions < V1.0 SP2 Update 1). 
An authenticated remote attacker with access to the Web Based Management 
(443/tcp) of the affected product, could potentially inject commands into the 
dhcpd configuration of the affected product. An attacker might leverage this to 
trigger remote code execution on the affected component. 

2023-01-10 8.8  CVE-2022-45094  

72crm -- 
wukong_crm 

72crm v9 was discovered to contain an arbitrary file upload vulnerability via the 
avatar upload function. This vulnerability allows attackers to execute arbitrary code 
via a crafted PHP file. 

2023-01-10 8.8  CVE-2022-46610  

royal-elementor-
addons -- 
royal_elementor_a
ddons 

The Royal Elementor Addons plugin for WordPress is vulnerable to insufficient 
access control in the 'wpr_activate_required_theme' AJAX action in versions up to, 
and including, 1.3.59. This allows any authenticated user, including those with 
subscriber-level permissions, to activate the 'royal-elementor-kit' theme. If no such 
theme is installed doing so can also impact site availability as the site attempts to 
load a nonexistent theme. 

2023-01-10 8.8  

CVE-2022-4700 
 
  

royal-elementor-
addons -- 
royal_elementor_a
ddons 

The Royal Elementor Addons plugin for WordPress is vulnerable to insufficient 
access control in the 'wpr_activate_required_plugins' AJAX action in versions up to, 
and including, 1.3.59. This allows any authenticated user, including those with 
subscriber-level permissions, to activate the 'contact-form-7', 'media-library-
assistant', or 'woocommerce' plugins if they are installed on the site. 

2023-01-10 8.8  

CVE-2022-4701 
 
  

spitfire_project -- 
spitfire 

Spitfire CMS 1.0.475 is vulnerable to PHP Object Injection. 2023-01-10 8.8  CVE-2022-47083  

google -- chrome 

Use after free in Overview Mode in Google Chrome on Chrome OS prior to 
109.0.5414.74 allowed a remote attacker who convinced a user to engage in 
specific UI interactions to potentially exploit heap corruption via a crafted HTML 
page. (Chromium security severity: High) 

2023-01-10 8.8  

CVE-2023-0128 
  

google -- chrome 

Heap buffer overflow in Network Service in Google Chrome prior to 109.0.5414.74 
allowed an attacker who convinced a user to install a malicious extension to 
potentially exploit heap corruption via a crafted HTML page and specific 
interactions. (Chromium security severity: High) 

2023-01-10 8.8  

CVE-2023-0129 
  

google -- chrome 

Use after free in Cart in Google Chrome prior to 109.0.5414.74 allowed an attacker 
who convinced a user to install a malicious extension to potentially exploit heap 
corruption via database corruption and a crafted HTML page. (Chromium security 
severity: Medium) 

2023-01-10 8.8  

CVE-2023-0134 
  

google -- chrome 

Use after free in Cart in Google Chrome prior to 109.0.5414.74 allowed an attacker 
who convinced a user to install a malicious extension to potentially exploit heap 
corruption via database corruption and a crafted HTML page. (Chromium security 
severity: Medium) 

2023-01-10 8.8  

CVE-2023-0135 
  

google -- chrome 
Inappropriate implementation in in Fullscreen API in Google Chrome on Android 
prior to 109.0.5414.74 allowed a remote attacker to execute incorrect security UI 
via a crafted HTML page. (Chromium security severity: Medium) 

2023-01-10 8.8  

CVE-2023-0136 
  

google -- chrome 

Heap buffer overflow in Platform Apps in Google Chrome on Chrome OS prior to 
109.0.5414.74 allowed an attacker who convinced a user to install a malicious 
extension to potentially exploit heap corruption via a crafted HTML page. 
(Chromium security severity: Medium) 

2023-01-10 8.8  

CVE-2023-0137 
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google -- chrome 
Heap buffer overflow in libphonenumber in Google Chrome prior to 109.0.5414.74 
allowed a remote attacker to potentially exploit heap corruption via a crafted 
HTML page. (Chromium security severity: Low) 

2023-01-10 8.8  

CVE-2023-0138 
  

 --  
  

Windows SMB Witness Service Elevation of Privilege Vulnerability. 2023-01-10 8.8  CVE-2023-21549  

 --  
  

Microsoft Cryptographic Services Elevation of Privilege Vulnerability. This CVE ID is 
unique from CVE-2023-21551, CVE-2023-21730. 

2023-01-10 8.8  CVE-2023-21561  

 --  
  

Windows Advanced Local Procedure Call (ALPC) Elevation of Privilege Vulnerability. 2023-01-10 8.8  CVE-2023-21674  

 --  
  

Windows Lightweight Directory Access Protocol (LDAP) Remote Code Execution 
Vulnerability. 

2023-01-10 8.8  CVE-2023-21676  

 --  
  

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution 
Vulnerability. 

2023-01-10 8.8  CVE-2023-21681  

 --  
  

Microsoft ODBC Driver Remote Code Execution Vulnerability. 2023-01-10 8.8  CVE-2023-21732  

 --  
  

Microsoft SharePoint Server Remote Code Execution Vulnerability. This CVE ID is 
unique from CVE-2023-21744. 

2023-01-10 8.8  CVE-2023-21742  

 --  
  

Microsoft SharePoint Server Remote Code Execution Vulnerability. This CVE ID is 
unique from CVE-2023-21742. 

2023-01-10 8.8  CVE-2023-21744  

nextcloud -- 
desktop 

Deck is a kanban style organization tool aimed at personal planning and project 
organization for teams integrated with Nextcloud. It is possible to make a user 
send any POST request with an arbitrary body given they click on a malicious deep 
link on a Windows computer. (e.g. in an email, chat link, etc). There are currently 
no known workarounds. It is recommended that the Nextcloud Desktop client is 
upgraded to 3.6.2. 

2023-01-09 8.8  

CVE-2023-22472 
  

asus -- rt-
ax82u_firmware 

An authentication bypass vulnerability exists in the get_IFTTTTtoken.cgi 
functionality of Asus RT-AX82U 3.0.0.4.386_49674-ge182230. A specially-crafted 
HTTP request can lead to full administrative access to the device. An attacker 
would need to send a series of HTTP requests to exploit this vulnerability. 

2023-01-10 8.1  CVE-2022-35401  

royal-elementor-
addons -- 
royal_elementor_a
ddons 

The Royal Elementor Addons plugin for WordPress is vulnerable to insufficient 
access control in the 'wpr_reset_previous_import' AJAX action in versions up to, 
and including, 1.3.59. This allows any authenticated user, including those with 
subscriber-level permissions, to reset previously imported data. 

2023-01-10 8.1  

CVE-2022-4703 
 
  

royal-elementor-
addons -- 
royal_elementor_a
ddons 

The Royal Elementor Addons plugin for WordPress is vulnerable to insufficient 
access control in the 'wpr_import_templates_kit' AJAX action in versions up to, and 
including, 1.3.59. This allows any authenticated user, including those with 
subscriber-level permissions, to import preset site configuration templates 
including images and settings. 

2023-01-10 8.1  

CVE-2022-4704 
 
  

nokia -- 
asik_airscale_4740
21a.101_firmware 

The signature check in the Nokia ASIK AirScale system module version 
474021A.101 can be bypassed allowing an attacker to run modified firmware. This 
could result in the execution of a malicious kernel, arbitrary programs, or modified 
Nokia programs. 

2023-01-06 7.8  CVE-2022-2484  

qualcomm -- 
aqt1000_firmware 

Memory corruption in display driver due to incorrect type casting while accessing 
the fence structure fields 

2023-01-09 7.8  CVE-2022-25715  

qualcomm -- 
apq8096au_firmw
are 

Memory corruption in display due to double free while allocating frame buffer 
memory 

2023-01-09 7.8  CVE-2022-25717  

qualcomm -- 
aqt1000_firmware 

Memory corruption in video driver due to type confusion error during video 
playback 

2023-01-09 7.8  CVE-2022-25721  

qualcomm -- 
aqt1000_firmware 

Memory corruption in kernel due to missing checks when updating the access 
rights of a memextent mapping. 

2023-01-09 7.8  CVE-2022-25746  

qualcomm -- 
apq8064au_firmw
are 

Memory corruption in Automotive due to improper input validation. 2023-01-09 7.8  CVE-2022-33218  

qualcomm -- 
apq8064au_firmw
are 

Memory corruption in Automotive due to integer overflow to buffer overflow 
while registering a new listener with shared buffer. 

2023-01-09 7.8  CVE-2022-33219  

qualcomm -- 
apq8009_firmware 

Memory corruption in Audio due to integer overflow to buffer overflow while 
music playback of clips like amr,evrc,qcelp with modified content. 

2023-01-09 7.8  CVE-2022-33266  

qualcomm -- 
qam8295p_firmwa
re 

Memory corruption in android core due to improper validation of array index while 
returning feature ids after license authentication. 

2023-01-09 7.8  CVE-2022-33274  

qualcomm -- 
ar8035_firmware 

Memory corruption due to buffer copy without checking size of input in modem 
while receiving WMI_REQUEST_STATS_CMDID command. 

2023-01-09 7.8  CVE-2022-33276  
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qualcomm -- 
qam8295p_firmwa
re 

Memory corruption in Automotive Android OS due to improper input validation. 2023-01-09 7.8  CVE-2022-33300  

zebra -- 
enterprise_home_
screen 

An issue was discovered in Zebra Enterprise Home Screen 4.1.19. The device allows 
the administrator to lock some communication channels (wireless and SD card) but 
it is still possible to use a physical connection (Ethernet cable) without restriction. 

2023-01-10 7.8  

CVE-2022-36443 
  

zoom -- rooms 

Zoom Rooms for macOS clients before version 5.11.4 contain an insecure key 
generation mechanism. The encryption key used for IPC between the Zoom Rooms 
daemon service and the Zoom Rooms client was generated using parameters that 
could be obtained by a local low-privileged application. That key can then be used 
to interact with the daemon service to execute privileged functions and cause a 
local denial of service. 

2023-01-09 7.8  CVE-2022-36925  

zoom -- rooms 
Zoom Rooms for macOS clients before version 5.11.3 contain a local privilege 
escalation vulnerability. A local low-privileged user could exploit this vulnerability 
to escalate their privileges to root. 

2023-01-09 7.8  CVE-2022-36926  

zoom -- rooms 
Zoom Rooms for macOS clients before version 5.11.3 contain a local privilege 
escalation vulnerability. A local low-privileged user could exploit this vulnerability 
to escalate their privileges to root. 

2023-01-09 7.8  CVE-2022-36927  

zoom -- rooms 
The Zoom Rooms Installer for Windows prior to 5.12.6 contains a local privilege 
escalation vulnerability. A local low-privileged user could exploit this vulnerability 
during the install process to escalate their privileges to the SYSTEM user. 

2023-01-09 7.8  CVE-2022-36929  

zoom -- rooms 
Zoom Rooms for Windows installers before version 5.13.0 contain a local privilege 
escalation vulnerability. A local low-privileged user could exploit this vulnerability 
in an attack chain to escalate their privileges to the SYSTEM user. 

2023-01-09 7.8  CVE-2022-36930  

bentley -- 
microstation_conn
ect 

Bentley Systems MicroStation Connect versions 10.17.0.209 and prior are 
vulnerable to a Stack-Based Buffer Overflow when a malformed design (DGN) file is 
parsed. This may allow an attacker to execute arbitrary code. 

2023-01-06 7.8  CVE-2022-40201  

qualcomm -- 
aqt1000_firmware 

Memory corruption in Core due to stack-based buffer overflow. 2023-01-09 7.8  CVE-2022-40516  

qualcomm -- 
aqt1000_firmware 

Memory corruption in core due to stack-based buffer overflow 2023-01-09 7.8  CVE-2022-40517  

qualcomm -- 
apq8064au_firmw
are 

Memory corruption due to stack-based buffer overflow in Core 2023-01-09 7.8 CVE-2022-40520  

bentley -- 
microstation_conn
ect 

Bentley Systems MicroStation Connect versions 10.17.0.209 and prior are 
vulnerable to an Out-of-Bounds Read when when parsing DGN files, which may 
allow an attacker to crash the product, disclose sensitive information, or execute 
arbitrary code. 

2023-01-06 7.8  CVE-2022-41613  

avira -- 
avira_security 

Norton, Avira, Avast and AVG Antivirus for Windows may be susceptible to a 
Privilege Escalation vulnerability, which is a type of issue whereby an attacker may 
attempt to compromise the software application to gain elevated access to 
resources that are normally protected from an application or user. 

2023-01-10 7.8  CVE-2022-4294  

openharmony -- 
openharmony 

Kernel subsystem within OpenHarmony-v3.1.4 and prior versions in kernel_liteos_a 
has a kernel stack overflow vulnerability when call SysTimerGettime. 4 bytes 
padding data from kernel stack are copied to user space incorrectly and leaked. 

2023-01-09 7.8  CVE-2022-43662  

echatserver -- 
easy_chat_server 

Efs Software Easy Chat Server Version 3.1 was discovered to contain a DLL hijacking 
vulnerability via the component TextShaping.dll. This vulnerability allows attackers 
to execute arbitrary code via a crafted DLL. 

2023-01-06 7.8  CVE-2022-44939  

openharmony -- 
openharmony 

Kernel subsystem within OpenHarmony-v3.1.4 and prior versions in kernel_liteos_a 
has a kernel stack overflow vulnerability when call SysClockGettime. 4 bytes 
padding data from kernel stack are copied to user space incorrectly and leaked. 

2023-01-09 7.8  CVE-2022-45126  

openharmony -- 
openharmony 

softbus_client_stub in communication subsystem within OpenHarmony-v3.0.5 and 
prior versions has an authentication bypass vulnerability which allows an "SA relay 
attack".Local attackers can bypass authentication and attack other SAs with high 
privilege. 

2023-01-09 7.8  CVE-2023-0035  

openharmony -- 
openharmony 

platform_callback_stub in  subsystem within OpenHarmony-v3.0.5 and prior 
versions has an authentication bypass vulnerability which allows an "SA relay 
attack".Local attackers can bypass authentication and attack other SAs with high 
privilege. 

2023-01-09 7.8  CVE-2023-0036  

synology -- 
vpn_plus_server 

Out-of-bounds write vulnerability in Remote Desktop Functionality in Synology VPN 
Plus Server before 1.4.3-0534 and 1.4.4-0635 allows remote attackers to execute 
arbitrary commands via unspecified vectors. 

2023-01-03 10 CVE-2022-43931  

printer_project -- 
printer 

A vulnerability was found in Exciting Printer and classified as critical. This issue 
affects some unknown processing of the file lib/printer/jobs/prepare_page.rb of 
the component Argument Handler. The manipulation of the argument URL leads to 

2022-12-31 9.8  

CVE-2017-20156 
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2017-20156


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

command injection. The name of the patch is 
5f8c715d6e2cc000f621a6833f0a86a673462136. It is recommended to apply a 
patch to fix this issue. The associated identifier of this vulnerability is VDB-217139. 

  

ariadne-cms -- 
ariadne_compone
nt_library 

A vulnerability was found in Ariadne Component Library up to 2.x. It has been 
classified as critical. Affected is an unknown function of the file src/url/Url.php. The 
manipulation leads to server-side request forgery. Upgrading to version 3.0 is able 
to address this issue. It is recommended to upgrade the affected component. The 
identifier of this vulnerability is VDB-217140. 

2022-12-31 9.8  

CVE-2017-20157 
 
  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
user_edit_page parameter in the wifi_captive_portal function. 

2022-12-30 9.8  CVE-2022-46580  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
cameo.cameo.nslookup_target parameter in the tools_nslookup function. 

2022-12-30 9.8  CVE-2022-46581  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
login_name parameter in the do_graph_auth (sub_4061E0) function. 

2022-12-30 9.8  CVE-2022-46582  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
reboot_type parameter in the wizard_ipv6 (sub_41C380) function. 

2022-12-30 9.8  CVE-2022-46583  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
qcawifi.wifi%d_vap%d.maclist parameter in the kick_ban_wifi_mac_deny 
(sub_415D7C) function. 

2022-12-30 9.8  CVE-2022-46584  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
REMOTE_USER parameter in the get_access (sub_45AC2C) function. 

2022-12-30 9.8  CVE-2022-46585  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
qcawifi.wifi%d_vap%d.maclist parameter in the kick_ban_wifi_mac_allow 
(sub_415B00) function. 

2022-12-30 9.8  CVE-2022-46586  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
sys_service parameter in the setup_wizard_mydlink (sub_4104B8) function. 

2022-12-30 9.8  CVE-2022-46588  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
cameo.cameo.netstat_option parameter in the tools_netstat (sub_41E730) 
function. 

2022-12-30 9.8  CVE-2022-46589  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
cameo.cameo.netstat_rsname parameter in the tools_netstat (sub_41E730) 
function. 

2022-12-30 9.8  CVE-2022-46590  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
reject_url parameter in the reject (sub_41BD60) function. 

2022-12-30 9.8  CVE-2022-46591  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
wps_sta_enrollee_pin parameter in the set_sta_enrollee_pin_5g function. 

2022-12-30 9.8  CVE-2022-46592  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
wps_sta_enrollee_pin parameter in the do_sta_enrollee_wifi function. 

2022-12-30 9.8  CVE-2022-46593  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
update_file_name parameter in the auto_up_fw (sub_420A04) function. 

2022-12-30 9.8  CVE-2022-46594  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
del_num parameter in the icp_delete_img (sub_41DEDC) function. 

2022-12-30 9.8  CVE-2022-46596  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a command injection 
vulnerability via the sys_service parameter in the setup_wizard_mydlink 
(sub_4104B8) function. 

2022-12-30 9.8  CVE-2022-46597  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a command injection 
vulnerability via the wps_sta_enrollee_pin parameter in the action 
set_sta_enrollee_pin_5g function. 

2022-12-30 9.8  CVE-2022-46598  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
setlogo_num parameter in the icp_setlogo_img (sub_41DBF4) function. 

2022-12-30 9.8  CVE-2022-46599  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
wps_sta_enrollee_pin parameter in the action set_sta_enrollee_pin_24g function. 

2022-12-30 9.8  CVE-2022-46600  

trendnet -- tew-
755ap_firmware 

TRENDnet TEW755AP 1.13B01 was discovered to contain a stack overflow via the 
setbg_num parameter in the icp_setbg_img (sub_41DD68) function. 

2022-12-30 9.8  CVE-2022-46601  

tenda -- 
a15_firmware 

Tenda A15 V15.13.07.13 was discovered to contain a stack overflow via the 
wepauth parameter at /goform/WifiBasicSet. 

2022-12-30 9.8  CVE-2022-47115  

tenda -- 
a15_firmware 

Tenda A15 V15.13.07.13 was discovered to contain a stack overflow via the 
security parameter at /goform/WifiBasicSet. 

2022-12-30 9.8  CVE-2022-47117  

tenda -- 
a15_firmware 

Tenda A15 V15.13.07.13 was discovered to contain a stack overflow via the 
wepkey1 parameter at /goform/WifiBasicSet. 

2022-12-30 9.8  CVE-2022-47118  

tenda -- 
a15_firmware 

Tenda A15 V15.13.07.13 was discovered to contain a stack overflow via the ssid 
parameter at /goform/WifiBasicSet. 

2022-12-30 9.8  CVE-2022-47119  

tenda -- 
a15_firmware 

Tenda A15 V15.13.07.13 was discovered to contain a stack overflow via the 
security_5g parameter at /goform/WifiBasicSet. 

2022-12-30 9.8  CVE-2022-47120  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2017-20157&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2017-20157
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46580&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46580
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46581&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46581
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46582&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46582
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46583&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46583
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46584&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46584
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46585&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46585
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46586&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46586
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46588&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46588
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46589&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46589
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46590&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46590
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46591&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46591
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46592&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46592
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46593&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46593
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46594&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46594
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46596&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46596
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46597&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46597
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46598&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46598
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46599&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46599
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46600&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46600
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46601&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46601
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47115&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47115
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47117&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47117
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47118&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47118
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47119&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47119
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47120&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47120


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

tenda -- 
a15_firmware 

Tenda A15 V15.13.07.13 was discovered to contain a stack overflow via the 
wepkey parameter at /goform/WifiBasicSet. 

2022-12-30 9.8  CVE-2022-47121  

tenda -- 
a15_firmware 

Tenda A15 V15.13.07.13 was discovered to contain a stack overflow via the 
wrlPwd_5g parameter at /goform/WifiBasicSet. 

2022-12-30 9.8  CVE-2022-47122  

tenda -- 
a15_firmware 

Tenda A15 V15.13.07.13 was discovered to contain a stack overflow via the 
wepkey3 parameter at /goform/WifiBasicSet. 

2022-12-30 9.8  CVE-2022-47123  

tenda -- 
a15_firmware 

Tenda A15 V15.13.07.13 was discovered to contain a stack overflow via the 
wepkey4 parameter at /goform/WifiBasicSet. 

2022-12-30 9.8  CVE-2022-47124  

tenda -- 
a15_firmware 

Tenda A15 V15.13.07.13 was discovered to contain a stack overflow via the 
wrlEn_5g parameter at /goform/WifiBasicSet. 

2022-12-30 9.8  CVE-2022-47125  

tenda -- 
a15_firmware 

Tenda A15 V15.13.07.13 was discovered to contain a stack overflow via the wrlEn 
parameter at /goform/WifiBasicSet. 

2022-12-30 9.8  CVE-2022-47126  

tenda -- 
a15_firmware 

Tenda A15 V15.13.07.13 was discovered to contain a stack overflow via the wrlPwd 
parameter at /goform/WifiBasicSet. 

2022-12-30 9.8  CVE-2022-47127  

tenda -- 
a15_firmware 

Tenda A15 V15.13.07.13 was discovered to contain a stack overflow via the 
wepkey2 parameter at /goform/WifiBasicSet. 

2022-12-30 9.8  CVE-2022-47128  

 --  
  

Merit LILIN AH55B04 & AH55B08 DVR firm has hard-coded administrator 
credentials. An unauthenticated remote attacker can use these credentials to log in 
administrator page, to manipulate system or disrupt service. 

2023-01-03 9.8  CVE-2022-47618  

kbase -- metrics 

A vulnerability was found in KBase Metrics. It has been classified as critical. This 
affects the function upload_user_data of the file 
source/daily_cron_jobs/methods_upload_user_stats.py. The manipulation leads to 
sql injection. The name of the patch is 
959dfb6b05991e30b0fa972a1ecdcaae8e1dae6d. It is recommended to apply a 
patch to fix this issue. The associated identifier of this vulnerability is VDB-217059. 

2022-12-30 9.8  

CVE-2022-4860 
 
 
  

usememos -- 
memos 

Cross-site Scripting (XSS) - Stored in GitHub repository usememos/memos prior to 
0.9.1. 

2022-12-31 9 

CVE-2022-4865 
  

usememos -- 
memos 

Cross-site Scripting (XSS) - Stored in GitHub repository usememos/memos prior to 
0.9.1. 

2022-12-31 9 

CVE-2022-4866 
  

valtech -- 
idp_test_clients 

A vulnerability was found in valtech IDP Test Client and classified as problematic. 
Affected by this issue is some unknown functionality of the file python-
flask/main.py. The manipulation leads to cross-site request forgery. The attack may 
be launched remotely. The name of the patch is 
f1e7b3d431c8681ec46445557125890c14fa295f. It is recommended to apply a 
patch to fix this issue. The identifier of this vulnerability is VDB-217148. 

2022-12-31 8.8  

CVE-2014-125028 
  

 

 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

builder -- qwik 
Cross-site Scripting (XSS) - Generic in GitHub repository builderio/qwik prior to 

0.1.0-beta5. 
2023-01-20 6.1  

CVE-2023-0410 

  

cisco -- 

identity_services_e

ngine 

A vulnerability in the web-based management interface of Cisco Identity Services 

Engine could allow an authenticated, remote attacker to take privileges actions 

within the web-based management interface. This vulnerability is due to improper 

access control on a feature within the web-based management interface of the 

affected system. An attacker could exploit this vulnerability by accessing features 

through direct requests, bypassing checks within the application. A successful 

exploit could allow the attacker to take privileged actions within the web-based 

management interface that should be otherwise restricted. {{value}} 

["%7b%7bvalue%7d%7d"])}]] 

2023-01-20 5.4  CVE-2022-20965  

cisco -- 

identity_services_e

ngine 

A vulnerability in the web-based management interface of Cisco Identity Services 

Engine could allow an authenticated, remote attacker to conduct cross-site 

scripting attacks against other users of the application web-based management 

interface. This vulnerability is due to improper validation of input to an application 

feature before storage within the web-based management interface. An attacker 

could exploit this vulnerability by creating entries within the application interface 

2023-01-20 5.4  CVE-2022-20966  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47121&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47121
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47122&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47122
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47123&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47123
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47124&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47124
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47125&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47125
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47126&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47126
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47127&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47127
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47128&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47128
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-47618&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-47618
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4860&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4860
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4865&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4865
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4866&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4866
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-125028&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-125028
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0410&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0410
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-20965&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-20965
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-20966&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-20966
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that contain malicious HTML or script code. A successful exploit could allow the 

attacker to store malicious HTML or script code within the application interface for 

use in further cross-site scripting attacks. Cisco has not yet released software 

updates that address this vulnerability. 

cisco -- 

identity_services_e

ngine 

A vulnerability in the web-based management interface of Cisco Identity Services 

Engine could allow an authenticated, remote attacker to conduct cross-site 

scripting attacks against other users of the application web-based management 

interface. This vulnerability is due to improper validation of input to an application 

feature before storage within the web-based management interface. An attacker 

could exploit this vulnerability by creating entries within the application interface 

that contain malicious HTML or script code. A successful exploit could allow the 

attacker to store malicious HTML or script code within the application interface for 

use in further cross-site scripting attacks. Cisco has not yet released software 

updates that address this vulnerability. 

2023-01-20 5.4  CVE-2022-20967  

cisco -- 

industrial_network

_director 

A vulnerability in Cisco Industrial Network Director could allow an authenticated, 

remote attacker to conduct stored cross-site scripting (XSS) attacks. The 

vulnerability is due to improper validation of content submitted to the affected 

application. An attacker could exploit this vulnerability by sending requests 

containing malicious values to the affected system. A successful exploit could allow 

the attacker to execute arbitrary script code in the context of the affected interface 

or access sensitive, browser-based information. 

2023-01-20 5.4  CVE-2023-20037  

cisco -- roomos 

A vulnerability in Cisco TelePresence CE and RoomOS Software could allow an 

authenticated, local attacker to bypass access controls and conduct an SSRF attack 

through an affected device. This vulnerability is due to improper validation of user-

supplied input. An attacker could exploit this vulnerability by sending a crafted 

request to a user of the web application. A successful exploit could allow the 

attacker to send arbitrary network requests that are sourced from the affected 

system. 

2023-01-20 4.4  CVE-2023-20002  

classroombookings 

-- 

classroombookings 

Cross Site Scripting (XSS) vulnerability in craigrodway classroombookings 2.6.4 

allows attackers to execute arbitrary code or other unspecified impacts via the 

input bgcol in file Weeks.php. 

2023-01-20 6.1  

CVE-2023-23012 

  

contec -- 

conprosys_hmi_sy

stem 

Cross-site scripting vulnerability in CONPROSYS HMI System (CHS) Ver.3.4.5 and 

earlier allows a remote authenticated attacker to inject an arbitrary script and 

obtain the sensitive information. 

2023-01-20 5.4  

CVE-2023-22373 

 

 

  

contec -- 

conprosys_hmi_sy

stem 

Use of password hash instead of password for authentication vulnerability in 

CONPROSYS HMI System (CHS) Ver.3.4.5 and earlier allows a remote authenticated 

attacker to obtain user credentials information via a man-in-the-middle attack. 

2023-01-20 5.3  

CVE-2023-22334 

 

 

  
ecommerce-

codeigniter-

bootstrap_project 

-- ecommerce-

codeigniter-

bootstrap 

Cross Site Scripting (XSS) vulnerability in Ecommerce-CodeIgniter-Bootstrap thru 

commit d5904379ca55014c5df34c67deda982c73dc7fe5 (on Dec 27, 2022), allows 

attackers to execute arbitrary code via the languages and trans_load parameters in 

file add_product.php. 

2023-01-20 6.1  

CVE-2023-23010 

 

  

eyoucms -- 

eyoucms 

EyouCMS <= 1.6.0 was discovered a reflected-XSS in the article publish component 

in cookie "ENV_LIST_URL". 
2023-01-20 6.1  CVE-2022-45537  

eyoucms -- 

eyoucms 

EyouCMS <= 1.6.0 was discovered a reflected-XSS in the article publish component 

in cookie "ENV_GOBACK_URL". 
2023-01-20 6.1  CVE-2022-45538  

eyoucms -- 

eyoucms 

EyouCMS <= 1.6.0 was discovered a reflected-XSS in FileManager component in 

GET value "activepath" when creating a new file. 
2023-01-20 6.1  CVE-2022-45539  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-20967&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-20967
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-20037&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-20037
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-20002&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-20002
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23012&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23012
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22373&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22373
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22334&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22334
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23010&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23010
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-45537&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-45537
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-45538&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-45538
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-45539&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-45539
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eyoucms -- 

eyoucms 

EyouCMS <= 1.6.0 was discovered a reflected-XSS in article type editor component 

in POST value "name" if the value contains a malformed UTF-8 char. 
2023-01-20 6.1  CVE-2022-45540  

eyoucms -- 

eyoucms 

EyouCMS <= 1.6.0 was discovered a reflected-XSS in the article attribute editor 

component in POST value "value" if the value contains a non-integer char. 
2023-01-20 6.1  CVE-2022-45541  

eyoucms -- 

eyoucms 

EyouCMS <= 1.6.0 was discovered a reflected-XSS in the FileManager component in 

GET parameter "filename" when editing any file. 
2023-01-20 5.4  CVE-2022-45542  

fullworksplugins -- 

quick_event_mana

ger 

The Quick Event Manager WordPress Plugin, version < 9.7.5, is affected by a 

reflected cross-site scripting vulnerability in the 'category' parameter of its 

'qem_ajax_calendar' action. 

2023-01-20 6.1  CVE-2023-23491  

ibm -- 

cloud_pak_for_sec

urity 

IBM Cloud Pak for Security (CP4S) 1.10.0.0 through 1.10.6.0 could allow an 

authenticated user to obtain sensitive information from a specially crafted HTTP 

request. IBM X-Force ID: 216387. 

2023-01-20 6.5  

CVE-2021-39089 

  

ibm -- 

cloud_pak_for_sec

urity 

IBM Cloud Pak for Security (CP4S) 1.10.0.0 through 1.10.6.0 stores potentially 

sensitive information in log files that could be read by a privileged user. IBM X-

Force ID: 213645. 

2023-01-20 4.9  

CVE-2021-39011 

  

ibm -- 

infosphere_inform

ation_server 

IBM InfoSphere Information Server 11.7 could allow a remote attacked to cause 

some of the components to be unusable until the process is restarted. IBM X-Force 

ID: 237583. 

2023-01-20 5.3  

CVE-2022-41733 

  

inventory_system_

project -- 

inventory_system 

Cross Site Scripting (XSS) vulnerability in InventorySystem thru commit 

e08fbbe17902146313501ed0b5feba81d58f455c (on Apr 23, 2021) via 

edit_store_name and edit_active inputs in file InventorySystem.php. 

2023-01-20 6.1  

CVE-2023-23014 

  

kalkun_project -- 

kalkun 

Cross Site Scripting (XSS) vulnerability in Kalkun 0.8.0 via username input in file 

User_model.php. 
2023-01-20 6.1  

CVE-2023-23015 

  

left_project -- left 
Cross site scripting (XSS) vulnerability in Hundredrabbits Left 7.1.5 for MacOS 

allows attackers to execute arbitrary code via file names. 
2023-01-20 6.1  CVE-2022-45557  

left_project -- left 
Cross site scripting (XSS) vulnerability in Hundredrabbits Left 7.1.5 for MacOS 

allows attackers to execute arbitrary code via the meta tag. 
2023-01-20 6.1  CVE-2022-45558  

mediawiki -- 

mediawiki 

An issue was discovered in MediaWiki before 1.35.9, 1.36.x through 1.38.x before 

1.38.5, and 1.39.x before 1.39.1. There is XSS in Wikibase date formatting via 

wikibase-time-precision-* fields. This allows JavaScript execution by staff/admin 

users who do not intentionally have the editsitejs capability. 

2023-01-20 5.4  CVE-2023-22910  

mediawiki -- 

mediawiki 

An issue was discovered in MediaWiki before 1.35.9, 1.36.x through 1.38.x before 

1.38.5, and 1.39.x before 1.39.1. CheckUser TokenManager insecurely uses AES-

CTR encryption with a repeated (aka re-used) nonce, allowing an adversary to 

decrypt. 

2023-01-20 5.3  CVE-2023-22912  

microsoft -- edge Microsoft Edge (Chromium-based) Security Feature Bypass Vulnerability. 2023-01-24 6.5  CVE-2023-21719  

misp -- misp 
In MISP 2.4.167, app/webroot/js/action_table.js allows XSS via a network history 

name. 
2023-01-20 6.1  CVE-2023-24027  

misp-project -- 

misp 

In MISP 2.4.167, app/webroot/js/event-graph.js has an XSS vulnerability via an 

event-graph preview payload. 
2023-01-20 6.1  CVE-2023-24026  

reprisesoftware -- 

reprise_license_m

anager 

An SSRF issue was discovered in Reprise License Manager (RLM) web interface 

through 14.2BL4 that allows remote attackers to trigger outbound requests to 

intranet servers, conduct port scans via the actserver parameter in License 

Activation function. 

2023-01-20 6.5  

CVE-2021-37498 

 

  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-45540&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-45540
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-45541&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-45541
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-45542&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-45542
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23491&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23491
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-39089&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-39089
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-39011&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-39011
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-41733&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-41733
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23014&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23014
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-23015&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-23015
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-45557&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-45557
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-45558&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-45558
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22910&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22910
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22912&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22912
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21719&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21719
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24027&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24027
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-24026&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-24026
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37498&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37498
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reprisesoftware -- 

reprise_license_m

anager 

CRLF vulnerability in Reprise License Manager (RLM) web interface through 

14.2BL4 in the password parameter in View License Result function, that allows 

remote attackers to inject arbitrary HTTP headers. 

2023-01-20 6.5  

CVE-2021-37499 

 

  

reqlogic -- reqlogic 

Multiple cross-site scripting (XSS) vulnerabilities in ReQlogic v11.3 allow attackers 

to execute arbitrary web scripts or HTML via a crafted payload injected into the 

POBatch and WaitDuration parameters. 

2023-01-20 6.1  

CVE-2022-41441 

 

  

sinilink -- xy-

wft1_firmware 

The Sinilink XY-WFT1 WiFi Remote Thermostat, running firmware 1.3.6, allows an 

attacker to bypass the intended requirement to communicate using MQTT. It is 

possible to replay Sinilink aka SINILINK521 protocol (udp/1024) commands 

interfacing directly with the target device. This, in turn, allows for an attack to 

control the onboard relay without requiring authentication via the mobile 

application. This might result in an unacceptable temperature within the target 

device's physical environment. 

2023-01-20 5.9  CVE-2022-43704  

solarwinds -- 

database_perform

ance_analyzer 

In Database Performance Analyzer (DPA) 2022.4 and older releases, certain URL 

vectors are susceptible to authenticated reflected cross-site scripting. 
2023-01-20 5.4  

CVE-2022-38110 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D 

file can trigger a read past the end of an allocated buffer. An attacker can leverage 

this in conjunction with other vulnerabilities to execute arbitrary code in the 

context of the current process. Was ZDI-CAN-18655. 

2023-01-26 5.5  

CVE-2022-42386 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D 

file can trigger a read past the end of an allocated buffer. An attacker can leverage 

this in conjunction with other vulnerabilities to execute arbitrary code in the 

context of the current process. Was ZDI-CAN-18656. 

2023-01-26 5.5  

CVE-2022-42387 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D 

file can trigger a read past the end of an allocated buffer. An attacker can leverage 

this in conjunction with other vulnerabilities to execute arbitrary code in the 

context of the current process. Was ZDI-CAN-18657. 

2023-01-26 5.5  

CVE-2022-42388 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D 

file can trigger a read past the end of an allocated buffer. An attacker can leverage 

this in conjunction with other vulnerabilities to execute arbitrary code in the 

context of the current process. Was ZDI-CAN-18658. 

2023-01-26 5.5  

CVE-2022-42389 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D 

file can trigger a read past the end of an allocated buffer. An attacker can leverage 

this in conjunction with other vulnerabilities to execute arbitrary code in the 

context of the current process. Was ZDI-CAN-18659. 

2023-01-26 5.5  

CVE-2022-42390 

  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37499&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37499
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-41441&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-41441
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-43704&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-43704
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-38110&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-38110
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42386&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42386
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42387&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42387
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42388&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42388
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42389&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42389
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42390&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42390
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tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D 

file can trigger a read past the end of an allocated buffer. An attacker can leverage 

this in conjunction with other vulnerabilities to execute arbitrary code in the 

context of the current process. Was ZDI-CAN-18660. 

2023-01-26 5.5  

CVE-2022-42391 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D 

file can trigger a read past the end of an allocated buffer. An attacker can leverage 

this in conjunction with other vulnerabilities to execute arbitrary code in the 

context of the current process. Was ZDI-CAN-18661. 

2023-01-26 5.5  

CVE-2022-42392 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D 

file can trigger a read past the end of an allocated buffer. An attacker can leverage 

this in conjunction with other vulnerabilities to execute arbitrary code in the 

context of the current process. Was ZDI-CAN-18662. 

2023-01-26 5.5  

CVE-2022-42393 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of XPS files. Crafted data in an XPS 

file can trigger a read past the end of an allocated buffer. An attacker can leverage 

this in conjunction with other vulnerabilities to execute arbitrary code in the 

context of the current process. Was ZDI-CAN-18279. 

2023-01-26 5.5  

CVE-2022-42397 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file 

can trigger a read past the end of an allocated buffer. An attacker can leverage this 

in conjunction with other vulnerabilities to execute arbitrary code in the context of 

the current process. Was ZDI-CAN-18307. 

2023-01-26 5.5  

CVE-2022-42398 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file 

can trigger a read past the end of an allocated buffer. An attacker can leverage this 

in conjunction with other vulnerabilities to execute arbitrary code in the context of 

the current process. Was ZDI-CAN-18533. 

2023-01-26 5.5  

CVE-2022-42401 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of EMF files. Crafted data in an EMF 

file can trigger a read past the end of an allocated buffer. An attacker can leverage 

this in conjunction with other vulnerabilities to execute arbitrary code in the 

context of the current process. Was ZDI-CAN-18273. 

2023-01-26 5.5  

CVE-2022-42404 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of EMF files. Crafted data in an EMF 

file can trigger a read past the end of an allocated buffer. An attacker can leverage 

2023-01-26 5.5  

CVE-2022-42406 

  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42391&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42391
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42392&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42392
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42393&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42393
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42397&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42397
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42398&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42398
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42401&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42401
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42404&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42404
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42406&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42406
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this in conjunction with other vulnerabilities to execute arbitrary code in the 

context of the current process. Was ZDI-CAN-18369. 

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of EMF files. Crafted data in an EMF 

file can trigger a read past the end of an allocated buffer. An attacker can leverage 

this in conjunction with other vulnerabilities to execute arbitrary code in the 

context of the current process. Was ZDI-CAN-18542. 

2023-01-26 5.5  

CVE-2022-42407 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of EMF files. The issue results from 

the lack of validating the existence of an object prior to performing operations on 

the object. An attacker can leverage this in conjunction with other vulnerabilities to 

execute arbitrary code in the context of the current process. Was ZDI-CAN-18543. 

2023-01-26 5.5  

CVE-2022-42408 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file 

can trigger a read past the end of an allocated buffer. An attacker can leverage this 

in conjunction with other vulnerabilities to execute arbitrary code in the context of 

the current process. Was ZDI-CAN-18315. 

2023-01-26 5.5  

CVE-2022-42409 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of JPC files. Crafted data in a JPC file 

can trigger a read past the end of an allocated buffer. An attacker can leverage this 

in conjunction with other vulnerabilities to execute arbitrary code in the context of 

the current process. Was ZDI-CAN-18306. 

2023-01-26 5.5  

CVE-2022-42411 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file 

can trigger a read past the end of an allocated buffer. An attacker can leverage this 

in conjunction with other vulnerabilities to execute arbitrary code in the context of 

the current process. Was ZDI-CAN-18324. 

2023-01-26 5.5  

CVE-2022-42412 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of JP2 files. Crafted data in a JP2 file 

can trigger a read past the end of an allocated buffer. An attacker can leverage this 

in conjunction with other vulnerabilities to execute arbitrary code in the context of 

the current process. Was ZDI-CAN-18368. 

2023-01-26 5.5  

CVE-2022-42413 

  

tracker-software -- 

pdf-

xchange_editor 

This vulnerability allows remote attackers to disclose sensitive information on 

affected installations of PDF-XChange Editor. User interaction is required to exploit 

this vulnerability in that the target must visit a malicious page or open a malicious 

file. The specific flaw exists within the parsing of PDF files. The issue results from 

the lack of validating the existence of an object prior to performing operations on 

the object. An attacker can leverage this in conjunction with other vulnerabilities to 

execute arbitrary code in the context of the current process. Was ZDI-CAN-18326. 

2023-01-26 5.5  

CVE-2022-42414 

  

adobe -- 

acrobat_reader 
Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 

earlier) and 20.005.30418 (and earlier) are affected by an out-of-bounds read 
2023-01-18 5.5  CVE-2023-21613  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42407&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42407
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42408&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42408
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42409&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42409
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42411&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42411
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42412&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42412
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42413&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42413
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42414&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42414
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21613&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21613
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vulnerability that could lead to disclosure of sensitive memory. An attacker could 

leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this 

issue requires user interaction in that a victim must open a malicious file. 

adobe -- 

acrobat_reader 

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 

earlier) and 20.005.30418 (and earlier) are affected by a Stack-based Buffer 

Overflow vulnerability that could result in arbitrary code execution in the context 

of the current user. Exploitation of this issue requires user interaction in that a 

victim must open a malicious file. 

2023-01-18 4.3  CVE-2023-21610  

adobe -- 

acrobat_reader 

  

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 

earlier) and 20.005.30418 (and earlier) are affected by an out-of-bounds read 

vulnerability that could lead to disclosure of sensitive memory. An attacker could 

leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this 

issue requires user interaction in that a victim must open a malicious file. 

2023-01-18 5.5  CVE-2023-21581  

adobe -- 

acrobat_reader 

  

Adobe Acrobat Reader versions 22.003.20282 (and earlier), 22.003.20281 (and 

earlier) and 20.005.30418 (and earlier) are affected by an out-of-bounds read 

vulnerability that could lead to disclosure of sensitive memory. An attacker could 

leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this 

issue requires user interaction in that a victim must open a malicious file. 

2023-01-18 5.5  CVE-2023-21585  

adobe -- dimension 

Adobe Dimension version 3.4.6 (and earlier) are affected by a Use After Free 

vulnerability that could lead to disclosure of sensitive memory. An attacker could 

leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this 

issue requires user interaction in that a victim must open a malicious file. 

2023-01-18 5.5  CVE-2023-21601  

adobe -- dimension 

Adobe Dimension version 3.4.6 (and earlier) are affected by an out-of-bounds read 

vulnerability that could lead to disclosure of sensitive memory. An attacker could 

leverage this vulnerability to bypass mitigations such as ASLR. Exploitation of this 

issue requires user interaction in that a victim must open a malicious file. 

2023-01-18 5.5  CVE-2023-21603  

adobe -- incopy 

Adobe InCopy versions 18.0 (and earlier), 17.4 (and earlier) are affected by an out-

of-bounds read vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-01-13 5.5  CVE-2023-21599  

adobe -- incopy 

  

Adobe InCopy versions 18.0 (and earlier), 17.4 (and earlier) are affected by a Use 

After Free vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-01-13 5.5  CVE-2023-21598  

adobe -- indesign 

Adobe InDesign version 18.0 (and earlier), 17.4 (and earlier) are affected by an out-

of-bounds read vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-01-13 5.5  CVE-2023-21592  

adobe -- indesign 

  

Adobe InDesign version 18.0 (and earlier), 17.4 (and earlier) are affected by an out-

of-bounds read vulnerability that could lead to disclosure of sensitive memory. An 

attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2023-01-13 5.5  CVE-2023-21591  

hotel_managemen

t_system_project -

- 

hotel_managemen

t_system 

Tramyardg hotel-mgmt-system version 2022.4 is vulnerable to SQL Injection via 

/app/dao/CustomerDAO.php. 
2023-01-13 6.5  CVE-2022-48090  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21610&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21610
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21581&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21581
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21585&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21585
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21601&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21601
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21603&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21603
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21599&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21599
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21598&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21598
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21592&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21592
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21591&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21591
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48090&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48090
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hotel_managemen

t_system_project -

- 

hotel_managemen

t_system 

Tramyardg hotel-mgmt-system version 2022.4 is vulnerable to Cross Site Scripting 

(XSS) via process_update_profile.php. 
2023-01-13 5.4  CVE-2022-48091  

juniper -- junos 

An Incomplete Cleanup vulnerability in the Routing Protocol Daemon (rpd) of 

Juniper Networks Junos OS and Junos OS Evolved allows an adjacent, 

unauthenticated attacker to cause a Denial of Service (DoS). An rpd crash can occur 

when an MPLS TE tunnel configuration change occurs on a directly connected 

router. This issue affects: Juniper Networks Junos OS All versions prior to 18.4R2-

S7; 19.1 versions prior to 19.1R3-S2; 19.2 versions prior to 19.2R3; 19.3 versions 

prior to 19.3R3; 19.4 versions prior to 19.4R3; 20.1 versions prior to 20.1R2; 20.2 

versions prior to 20.2R2. Juniper Networks Junos OS Evolved All versions prior to 

19.2R3-EVO; 19.3 versions prior to 19.3R3-EVO; 19.4 versions prior to 19.4R3-EVO; 

20.1 versions prior to 20.1R3-EVO; 20.2 versions prior to 20.2R2-EVO. 

2023-01-13 6.5  CVE-2023-22407  

juniper -- junos 

A Missing Release of Memory after Effective Lifetime vulnerability in the Juniper 

Networks Junos OS on MX Series platforms with MPC10/MPC11 line cards, allows 

an unauthenticated adjacent attacker to cause a Denial of Service (DoS). Devices 

are only vulnerable when the Suspicious Control Flow Detection (scfd) feature is 

enabled. Upon enabling this specific feature, an attacker sending specific traffic is 

causing memory to be allocated dynamically and it is not freed. Memory is not 

freed even after deactivating this feature. Sustained processing of such traffic will 

eventually lead to an out of memory condition that prevents all services from 

continuing to function, and requires a manual restart to recover. The FPC memory 

usage can be monitored using the CLI command "show chassis fpc". On running the 

above command, the memory of AftDdosScfdFlow can be observed to detect the 

memory leak. This issue affects Juniper Networks Junos OS on MX Series: All 

versions prior to 20.2R3-S5; 20.3 version 20.3R1 and later versions. 

2023-01-13 6.5  CVE-2023-22410  

juniper -- 

junos_os_evolved 

A Use After Free vulnerability in the kernel of Juniper Networks Junos OS Evolved 

allows an unauthenticated, network-based attacker to cause a Denial of Service 

(DoS). In a Non Stop Routing (NSR) scenario, an unexpected kernel restart might be 

observed if "bgp auto-discovery" is enabled and if there is a BGP neighbor flap of 

auto-discovery sessions for any reason. This is a race condition which is outside of 

an attackers direct control and it depends on system internal timing whether this 

issue occurs. This issue affects Juniper Networks Junos OS Evolved: 21.3 versions 

prior to 21.3R3-EVO; 21.4 versions prior to 21.4R2-EVO; 22.1 versions prior to 

22.1R2-EVO; 22.2 versions prior to 22.2R1-S1-EVO, 22.2R2-EVO. 

2023-01-13 5.9  CVE-2023-22402  

nvidia -- 

dgx_a100_firmwar

e 

NVIDIA DGX A100 contains a vulnerability in SBIOS in the FsRecovery, which may 

allow a highly privileged local attacker to cause an out-of-bounds write, which may 

lead to code execution, denial of service, compromised integrity, and information 

disclosure. 

2023-01-13 6.7  CVE-2022-42281  

oracle -- 

communications_a

pplications 

  

Vulnerability in the Oracle Communications BRM - Elastic Charging Engine product 

of Oracle Communications Applications (component: Customer, Config, Pricing 

Manager). Supported versions that are affected are 12.0.0.3.0-12.0.0.7.0. Easily 

exploitable vulnerability allows high privileged attacker with logon to the 

infrastructure where Oracle Communications BRM - Elastic Charging Engine 

executes to compromise Oracle Communications BRM - Elastic Charging Engine. 

Successful attacks of this vulnerability can result in unauthorized access to critical 

data or complete access to all Oracle Communications BRM - Elastic Charging 

Engine accessible data. CVSS 3.1 Base Score 4.4 (Confidentiality impacts). CVSS 

Vector: (CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I::N). 

2023-01-18 4.4  CVE-2023-21824  

oracle -- 

construction_and_

engineering 

Vulnerability in the Primavera Gateway product of Oracle Construction and 

Engineering (component: WebUI). Supported versions that are affected are 18.8.0-

18.8.15, 19.12.0-19.12.15, 20.12.0-20.12.10 and 21.12.0-21.12.8. Easily exploitable 

vulnerability allows low privileged attacker with network access via HTTP to 

2023-01-18 5.4  CVE-2023-21888  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-48091&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-48091
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22407&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22407
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22410&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22410
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22402&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22402
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42281&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42281
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21824&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21824
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21888&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21888
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compromise Primavera Gateway. Successful attacks require human interaction 

from a person other than the attacker and while the vulnerability is in Primavera 

Gateway, attacks may significantly impact additional products (scope change). 

Successful attacks of this vulnerability can result in unauthorized update, insert or 

delete access to some of Primavera Gateway accessible data as well as 

unauthorized read access to a subset of Primavera Gateway accessible data. CVSS 

3.1 Base Score 5.4 (Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:C:L/PR:L/UI:R/S:C/C:L/I:L/A:N). 

oracle -- 

database_server 

Vulnerability in the Oracle Database RDBMS Security component of Oracle 

Database Server. Supported versions that are affected are 19c and 21c. Easily 

exploitable vulnerability allows low privileged attacker having Create Session 

privilege with network access via Oracle Net to compromise Oracle Database 

RDBMS Security. Successful attacks require human interaction from a person other 

than the attacker. Successful attacks of this vulnerability can result in unauthorized 

creation, deletion or modification access to critical data or all Oracle Database 

RDBMS Security accessible data as well as unauthorized read access to a subset of 

Oracle Database RDBMS Security accessible data. CVSS 3.1 Base Score 6.3 

(Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:C:L/PR:L/UI:R/S:U/C:L/I:H/A:N). 

2023-01-18 6.3  CVE-2023-21829  

oracle -- 

database_server 

Vulnerability in the Java VM component of Oracle Database Server. Supported 

versions that are affected are 19c and 21c. Easily exploitable vulnerability allows 

low privileged attacker having Create Procedure privilege with network access via 

Oracle Net to compromise Java VM. Successful attacks of this vulnerability can 

result in unauthorized ability to cause a partial denial of service (partial DOS) of 

Java VM. CVSS 3.1 Base Score 4.3 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:C:L/PR:L/UI:N/S:U/C:N/I::L). 

2023-01-18 4.3  CVE-2022-39429  

oracle -- 

database_server 

Vulnerability in the Oracle Database Data Redaction component of Oracle 

Database Server. Supported versions that are affected are 19c and 21c. Easily 

exploitable vulnerability allows low privileged attacker having Create Session 

privilege with network access via Oracle Net to compromise Oracle Database Data 

Redaction. Successful attacks of this vulnerability can result in unauthorized read 

access to a subset of Oracle Database Data Redaction accessible data. CVSS 3.1 

Base Score 4.3 (Confidentiality impacts). CVSS Vector: 

(CVSS:3.1/AV:C:L/PR:L/UI:N/S:U/C:L/I::N). 

2023-01-18 4.3  CVE-2023-21827  

oracle -- e-

business_suite 

Vulnerability in the Oracle Web Applications Desktop Integrator product of Oracle 

E-Business Suite (component: Download). Supported versions that are affected are 

12.2.3-12.2.12. Easily exploitable vulnerability allows low privileged attacker with 

network access via HTTP to compromise Oracle Web Applications Desktop 

Integrator. Successful attacks require human interaction from a person other than 

the attacker and while the vulnerability is in Oracle Web Applications Desktop 

Integrator, attacks may significantly impact additional products (scope change). 

Successful attacks of this vulnerability can result in unauthorized update, insert or 

delete access to some of Oracle Web Applications Desktop Integrator accessible 

data as well as unauthorized read access to a subset of Oracle Web Applications 

Desktop Integrator accessible data. CVSS 3.1 Base Score 5.4 (Confidentiality and 

Integrity impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:L/UI:R/S:C/C:L/I:L/A:N). 

2023-01-18 5.4  CVE-2023-21847  

oracle -- e-

business_suite 

Vulnerability in the Oracle iSupplier Portal product of Oracle E-Business Suite 

(component: Supplier Management). Supported versions that are affected are 

12.2.6-12.2.8. Easily exploitable vulnerability allows unauthenticated attacker with 

network access via HTTP to compromise Oracle iSupplier Portal. Successful attacks 

of this vulnerability can result in unauthorized read access to a subset of Oracle 

iSupplier Portal accessible data. CVSS 3.1 Base Score 5.3 (Confidentiality impacts). 

CVSS Vector: (CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:L/I::N). 

2023-01-18 5.3  CVE-2023-21825  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21829&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:H/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21829
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-39429&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-39429
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21827&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21827
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21847&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21847
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21825&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21825
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oracle -- e-

business_suite 

Vulnerability in the Oracle Self-Service Human Resources product of Oracle E-

Business Suite (component: Workflow, Approval, Work Force Management). 

Supported versions that are affected are 12.2.3-12.2.12. Easily exploitable 

vulnerability allows low privileged attacker with network access via HTTP to 

compromise Oracle Self-Service Human Resources. Successful attacks of this 

vulnerability can result in unauthorized update, insert or delete access to some of 

Oracle Self-Service Human Resources accessible data. CVSS 3.1 Base Score 4.3 

(Integrity impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:L/UI:N/S:U/C:N/I:L/A:N). 

2023-01-18 4.3  CVE-2023-21834  

oracle -- 

fusion_middleware 

Vulnerability in the Oracle Business Intelligence Enterprise Edition product of 

Oracle Fusion Middleware (component: Visual Analyzer). Supported versions that 

are affected are 5.9.0.0.0 and 6.4.0.0.0. Easily exploitable vulnerability allows low 

privileged attacker with network access via HTTP to compromise Oracle Business 

Intelligence Enterprise Edition. Successful attacks require human interaction from a 

person other than the attacker and while the vulnerability is in Oracle Business 

Intelligence Enterprise Edition, attacks may significantly impact additional products 

(scope change). Successful attacks of this vulnerability can result in unauthorized 

update, insert or delete access to some of Oracle Business Intelligence Enterprise 

Edition accessible data as well as unauthorized read access to a subset of Oracle 

Business Intelligence Enterprise Edition accessible data. CVSS 3.1 Base Score 5.4 

(Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:C:L/PR:L/UI:R/S:C/C:L/I:L/A:N). 

2023-01-18 5.4  CVE-2023-21861  

oracle -- 

fusion_middleware 

Vulnerability in the Oracle Business Intelligence Enterprise Edition product of 

Oracle Fusion Middleware (component: Visual Analyzer). Supported versions that 

are affected are 5.9.0.0.0 and 6.4.0.0.0. Easily exploitable vulnerability allows low 

privileged attacker with network access via HTTP to compromise Oracle Business 

Intelligence Enterprise Edition. Successful attacks require human interaction from a 

person other than the attacker and while the vulnerability is in Oracle Business 

Intelligence Enterprise Edition, attacks may significantly impact additional products 

(scope change). Successful attacks of this vulnerability can result in unauthorized 

update, insert or delete access to some of Oracle Business Intelligence Enterprise 

Edition accessible data as well as unauthorized read access to a subset of Oracle 

Business Intelligence Enterprise Edition accessible data. CVSS 3.1 Base Score 5.4 

(Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:C:L/PR:L/UI:R/S:C/C:L/I:L/A:N). 

2023-01-18 5.4  CVE-2023-21891  

oracle -- 

fusion_middleware 

Vulnerability in the Oracle Business Intelligence Enterprise Edition product of 

Oracle Fusion Middleware (component: Visual Analyzer). Supported versions that 

are affected are 5.9.0.0.0 and 6.4.0.0.0. Easily exploitable vulnerability allows low 

privileged attacker with network access via HTTP to compromise Oracle Business 

Intelligence Enterprise Edition. Successful attacks require human interaction from a 

person other than the attacker and while the vulnerability is in Oracle Business 

Intelligence Enterprise Edition, attacks may significantly impact additional products 

(scope change). Successful attacks of this vulnerability can result in unauthorized 

update, insert or delete access to some of Oracle Business Intelligence Enterprise 

Edition accessible data as well as unauthorized read access to a subset of Oracle 

Business Intelligence Enterprise Edition accessible data. CVSS 3.1 Base Score 5.4 

(Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:C:L/PR:L/UI:R/S:C/C:L/I:L/A:N). 

2023-01-18 5.4  CVE-2023-21892  

oracle -- 

fusion_middleware 

Vulnerability in the Oracle Access Manager product of Oracle Fusion Middleware 

(component: Authentication Engine). The supported version that is affected is 

12.2.1.4.0. Easily exploitable vulnerability allows high privileged attacker with 

logon to the infrastructure where Oracle Access Manager executes to compromise 

Oracle Access Manager. Successful attacks of this vulnerability can result in 

unauthorized access to critical data or complete access to all Oracle Access 

Manager accessible data. CVSS 3.1 Base Score 4.4 (Confidentiality impacts). CVSS 

Vector: (CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I::N). 

2023-01-18 4.4  CVE-2023-21859  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21834&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21834
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21861&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21861
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21891&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21891
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21892&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21892
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21859&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21859
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oracle -- java_se 

Vulnerability in the Oracle Java SE, Oracle GraalVM Enterprise Edition product of 

Oracle Java SE (component: Serialization). Supported versions that are affected are 

Oracle Java SE: 8u351, 8u351-perf; Oracle GraalVM Enterprise Edition: 20.3.8 and 

21.3.4. Easily exploitable vulnerability allows unauthenticated attacker with 

network access via multiple protocols to compromise Oracle Java SE, Oracle 

GraalVM Enterprise Edition. Successful attacks of this vulnerability can result in 

unauthorized update, insert or delete access to some of Oracle Java SE, Oracle 

GraalVM Enterprise Edition accessible data. Note: This vulnerability applies to Java 

deployments, typically in clients running sandboxed Java Web Start applications or 

sandboxed Java applets, that load and run untrusted code (e.g., code that comes 

from the internet) and rely on the Java sandbox for security. This vulnerability does 

not apply to Java deployments, typically in servers, that load and run only trusted 

code (e.g., code installed by an administrator). CVSS 3.1 Base Score 5.3 (Integrity 

impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:N/I:L/A:N). 

2023-01-18 5.3  CVE-2023-21830  

oracle -- java_se 

Vulnerability in the Oracle Java SE, Oracle GraalVM Enterprise Edition product of 

Oracle Java SE (component: JSSE). Supported versions that are affected are Oracle 

Java SE: 11.0.17, 17.0.5, 19.0.1; Oracle GraalVM Enterprise Edition: 20.3.8, 21.3.4 

and 22.3.0. Easily exploitable vulnerability allows unauthenticated attacker with 

network access via DTLS to compromise Oracle Java SE, Oracle GraalVM Enterprise 

Edition. Successful attacks of this vulnerability can result in unauthorized ability to 

cause a partial denial of service (partial DOS) of Oracle Java SE, Oracle GraalVM 

Enterprise Edition. Note: This vulnerability applies to Java deployments, typically in 

clients running sandboxed Java Web Start applications or sandboxed Java applets, 

that load and run untrusted code (e.g., code that comes from the internet) and rely 

on the Java sandbox for security. This vulnerability does not apply to Java 

deployments, typically in servers, that load and run only trusted code (e.g., code 

installed by an administrator). CVSS 3.1 Base Score 5.3 (Availability impacts). CVSS 

Vector: (CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:N/I::L). 

2023-01-18 5.3  CVE-2023-21835  

oracle -- mysql 

Vulnerability in the MySQL Cluster product of Oracle MySQL (component: Cluster: 

Internal Operations). Supported versions that are affected are 7.4.38 and prior, 

7.5.28 and prior, 7.6.24 and prior and 8.0.31 and prior. Difficult to exploit 

vulnerability allows high privileged attacker with access to the physical 

communication segment attached to the hardware where the MySQL Cluster 

executes to compromise MySQL Cluster. Successful attacks require human 

interaction from a person other than the attacker. Successful attacks of this 

vulnerability can result in takeover of MySQL Cluster. CVSS 3.1 Base Score 6.3 

(Confidentiality, Integrity and Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:A/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H). 

2023-01-18 6.3  CVE-2023-21860  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: InnoDB). 

Supported versions that are affected are 8.0.31 and prior. Easily exploitable 

vulnerability allows high privileged attacker with network access via multiple 

protocols to compromise MySQL Server. Successful attacks of this vulnerability can 

result in unauthorized ability to cause a hang or frequently repeatable crash 

(complete DOS) of MySQL Server as well as unauthorized update, insert or delete 

access to some of MySQL Server accessible data. CVSS 3.1 Base Score 5.5 (Integrity 

and Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I:L/A:H). 

2023-01-18 5.5  CVE-2023-21869  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.29 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server as well as unauthorized update, 

insert or delete access to some of MySQL Server accessible data. CVSS 3.1 Base 

Score 5.5 (Integrity and Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I:L/A:H). 

2023-01-18 5.5  CVE-2023-21872  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21830&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21830
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21835&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21835
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21860&vector=CVSS:3.1/AV:A/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21860
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21869&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21869
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21872&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21872
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oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: InnoDB). 

Supported versions that are affected are 8.0.31 and prior. Easily exploitable 

vulnerability allows high privileged attacker with network access via multiple 

protocols to compromise MySQL Server. Successful attacks of this vulnerability can 

result in unauthorized ability to cause a hang or frequently repeatable crash 

(complete DOS) of MySQL Server as well as unauthorized update, insert or delete 

access to some of MySQL Server accessible data. CVSS 3.1 Base Score 5.5 (Integrity 

and Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I:L/A:H). 

2023-01-18 5.5  CVE-2023-21877  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: InnoDB). 

Supported versions that are affected are 8.0.31 and prior. Easily exploitable 

vulnerability allows high privileged attacker with network access via multiple 

protocols to compromise MySQL Server. Successful attacks of this vulnerability can 

result in unauthorized ability to cause a hang or frequently repeatable crash 

(complete DOS) of MySQL Server as well as unauthorized update, insert or delete 

access to some of MySQL Server accessible data. CVSS 3.1 Base Score 5.5 (Integrity 

and Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I:L/A:H). 

2023-01-18 5.5  CVE-2023-21880  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

DML). Supported versions that are affected are 8.0.31 and prior. Easily exploitable 

vulnerability allows high privileged attacker with network access via multiple 

protocols to compromise MySQL Server. Successful attacks of this vulnerability can 

result in unauthorized ability to cause a hang or frequently repeatable crash 

(complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 (Availability impacts). 

CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21836  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

PS). Supported versions that are affected are 5.7.40 and prior. Easily exploitable 

vulnerability allows high privileged attacker with network access via multiple 

protocols to compromise MySQL Server. Successful attacks of this vulnerability can 

result in unauthorized ability to cause a hang or frequently repeatable crash 

(complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 (Availability impacts). 

CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21840  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.31 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21863  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.30 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21864  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.30 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21865  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21877&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21877
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21880&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21880
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21836&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21836
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21840&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21840
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21863&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21863
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21864&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21864
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21865&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21865
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oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.28 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21866  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.31 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21867  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.31 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21870  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: InnoDB). 

Supported versions that are affected are 8.0.31 and prior. Easily exploitable 

vulnerability allows high privileged attacker with network access via multiple 

protocols to compromise MySQL Server. Successful attacks of this vulnerability can 

result in unauthorized ability to cause a hang or frequently repeatable crash 

(complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 (Availability impacts). 

CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21871  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.31 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21873  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.31 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21876  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.31 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21878  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.31 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

2023-01-18 4.9  CVE-2023-21879  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21866&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21866
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21867&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21867
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21870&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21870
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21871&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21871
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21873&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21873
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21876&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21876
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21878&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21878
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21879&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21879
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repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.31 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21881  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.31 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 

(Availability impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21883  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

GIS). Supported versions that are affected are 8.0.31 and prior. Easily exploitable 

vulnerability allows high privileged attacker with network access via multiple 

protocols to compromise MySQL Server. Successful attacks of this vulnerability can 

result in unauthorized ability to cause a hang or frequently repeatable crash 

(complete DOS) of MySQL Server. CVSS 3.1 Base Score 4.9 (Availability impacts). 

CVSS Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.9  CVE-2023-21887  

oracle -- mysql 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.31 and prior. Easily 

exploitable vulnerability allows low privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a hang or frequently 

repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 Base Score 6.5 

(Availability impacts). CVSS Vector: (CVSS:3.1/AV:C:L/PR:L/UI:N/S:U/C:N/I::H). 

2023-01-18 6.5  CVE-2023-21868  

oracle -- mysql 

  

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Security: Encryption). Supported versions that are affected are 8.0.31 and prior. 

Difficult to exploit vulnerability allows high privileged attacker with network access 

via multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized creation, deletion or modification access to 

critical data or all MySQL Server accessible data and unauthorized ability to cause a 

hang or frequently repeatable crash (complete DOS) of MySQL Server. CVSS 3.1 

Base Score 5.9 (Integrity and Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:C:H/PR:H/UI:N/S:U/C:N/I:H/A:H). 

2023-01-18 5.9  CVE-2023-21875  

oracle -- 

peoplesoft 

Vulnerability in the PeopleSoft Enterprise PeopleTools product of Oracle 

PeopleSoft (component: Elastic Search). Supported versions that are affected are 

8.59 and 8.60. Easily exploitable vulnerability allows low privileged attacker with 

network access via HTTP to compromise PeopleSoft Enterprise PeopleTools. 

Successful attacks require human interaction from a person other than the 

attacker and while the vulnerability is in PeopleSoft Enterprise PeopleTools, attacks 

may significantly impact additional products (scope change). Successful attacks of 

this vulnerability can result in unauthorized update, insert or delete access to some 

of PeopleSoft Enterprise PeopleTools accessible data as well as unauthorized read 

access to a subset of PeopleSoft Enterprise PeopleTools accessible data. CVSS 3.1 

Base Score 5.4 (Confidentiality and Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:C:L/PR:L/UI:R/S:C/C:L/I:L/A:N). 

2023-01-18 5.4  CVE-2023-21844  

oracle -- 

peoplesoft 

Vulnerability in the PeopleSoft Enterprise PeopleTools product of Oracle 

PeopleSoft (component: Panel Processor). The supported version that is affected is 

8.60. Easily exploitable vulnerability allows low privileged attacker with network 

2023-01-18 5.4  CVE-2023-21845  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21881&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21881
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21883&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21883
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21887&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21887
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21868&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21868
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21875&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:N/I:H/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21875
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21844&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21844
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21845&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21845
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access via HTTP to compromise PeopleSoft Enterprise PeopleTools. Successful 

attacks of this vulnerability can result in unauthorized update, insert or delete 

access to some of PeopleSoft Enterprise PeopleTools accessible data as well as 

unauthorized read access to a subset of PeopleSoft Enterprise PeopleTools 

accessible data. CVSS 3.1 Base Score 5.4 (Confidentiality and Integrity impacts). 

CVSS Vector: (CVSS:3.1/AV:C:L/PR:L/UI:N/S:U/C:L/I:L/A:N). 

oracle -- 

peoplesoft 

Vulnerability in the PeopleSoft Enterprise CS Academic Advisement product of 

Oracle PeopleSoft (component: Advising Notes). The supported version that is 

affected is 9.2. Easily exploitable vulnerability allows unauthenticated attacker with 

network access via HTTP to compromise PeopleSoft Enterprise CS Academic 

Advisement. Successful attacks of this vulnerability can result in unauthorized read 

access to a subset of PeopleSoft Enterprise CS Academic Advisement accessible 

data. CVSS 3.1 Base Score 5.3 (Confidentiality impacts). CVSS Vector: 

(CVSS:3.1/AV:C:L/PR:N/UI:N/S:U/C:L/I::N). 

2023-01-18 5.3  CVE-2023-21831  

oracle -- systems 

Vulnerability in the Oracle Solaris product of Oracle Systems (component: 

NSSwitch). Supported versions that are affected are 10 and 11. Difficult to exploit 

vulnerability allows high privileged attacker with network access via multiple 

protocols to compromise Oracle Solaris. Successful attacks require human 

interaction from a person other than the attacker and while the vulnerability is in 

Oracle Solaris, attacks may significantly impact additional products (scope change). 

Successful attacks of this vulnerability can result in unauthorized update, insert or 

delete access to some of Oracle Solaris accessible data and unauthorized ability to 

cause a partial denial of service (partial DOS) of Oracle Solaris. CVSS 3.1 Base Score 

4.0 (Integrity and Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:C:H/PR:H/UI:R/S:C/C:N/I:L/A:L). 

2023-01-18 4 CVE-2023-21900  

oracle -- 

virtualization 

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization 

(component: Core). Supported versions that are affected are Prior to 6.1.42 and 

prior to 7.0.6. Easily exploitable vulnerability allows low privileged attacker with 

logon to the infrastructure where Oracle VM VirtualBox executes to compromise 

Oracle VM VirtualBox. Successful attacks of this vulnerability can result in 

unauthorized ability to cause a hang or frequently repeatable crash (complete 

DOS) of Oracle VM VirtualBox. Note: Applies to VirtualBox VMs running Windows 7 

and later. CVSS 3.1 Base Score 5.5 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I::H). 

2023-01-18 5.5  CVE-2023-21898  

oracle -- 

virtualization 

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization 

(component: Core). Supported versions that are affected are Prior to 6.1.42 and 

prior to 7.0.6. Easily exploitable vulnerability allows low privileged attacker with 

logon to the infrastructure where Oracle VM VirtualBox executes to compromise 

Oracle VM VirtualBox. Successful attacks of this vulnerability can result in 

unauthorized ability to cause a hang or frequently repeatable crash (complete 

DOS) of Oracle VM VirtualBox. Note: Applies to VirtualBox VMs running Windows 7 

and later. CVSS 3.1 Base Score 5.5 (Availability impacts). CVSS Vector: 

(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I::H). 

2023-01-18 5.5  CVE-2023-21899  

oracle -- 

virtualization 

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization 

(component: Core). Supported versions that are affected are Prior to 6.1.42 and 

prior to 7.0.6. Easily exploitable vulnerability allows high privileged attacker with 

logon to the infrastructure where Oracle VM VirtualBox executes to compromise 

Oracle VM VirtualBox. Successful attacks of this vulnerability can result in 

unauthorized ability to cause a hang or frequently repeatable crash (complete 

DOS) of Oracle VM VirtualBox. CVSS 3.1 Base Score 4.4 (Availability impacts). CVSS 

Vector: (CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:N/I::H). 

2023-01-18 4.4  CVE-2023-21884  

publify_project -- 

publify 

Insecure Storage of Sensitive Information in GitHub repository publify/publify prior 

to 9.2.10. 
2023-01-14 6.5  

CVE-2022-2815 

  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21831&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21831
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21900&vector=CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:N/I:L/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21900
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21898&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21898
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21899&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21899
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21884&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21884
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-2815&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-2815
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wago -- 

multiple_products 

The vulnerability allows a remote unauthenticated attacker to download a backup 

file, if one exists. That backup file might contain sensitive information like 

credentials and cryptographic material. A valid user has to create a backup after 

the last reboot for this attack to be successfull. 

2023-01-19 5.4  CVE-2022-3738  

webcalendar_proj

ect -- webcalendar 

Cross-site Scripting (XSS) - Stored in GitHub repository craigk5n/webcalendar prior 

to master. 
2023-01-13 5.4  

CVE-2023-0289 

  

nvidia -- 

gpu_display_driver 

NVIDIA GPU Display Driver for Linux contains a vulnerability in the kernel mode 

layer handler, where a helper function maps more physical pages than were 

requested, which may lead to undefined behavior or an information leak. 

2022-12-30 6.8  CVE-2022-34674  

 --  

  

ChangingTec ServiSign component has a path traversal vulnerability. An 

unauthenticated LAN attacker can exploit this vulnerability to bypass 

authentication and access arbitrary system files. 

2023-01-03 6.5  CVE-2022-46305  

 --  

  

Vitals ESP upload function has a path traversal vulnerability. A remote attacker 

with general user privilege can exploit this vulnerability to access arbitrary system 

files. 

2023-01-03 6.5  CVE-2022-46309  

nvidia -- 

virtual_gpu 

NVIDIA GPU Display Driver for Linux contains a vulnerability in the kernel mode 

layer handler, where an unhandled return value can lead to a null-pointer 

dereference, which may lead to denial of service. 

2022-12-30 5.5  CVE-2022-34679  

nvidia -- 

gpu_display_driver 

NVIDIA GPU Display Driver for Linux contains a vulnerability in the kernel mode 

layer handler, where an integer truncation can lead to an out-of-bounds read, 

which may lead to denial of service. 

2022-12-30 5.5  CVE-2022-34680  

nvidia -- 

virtual_gpu 

NVIDIA GPU Display Driver for Windows contains a vulnerability in the kernel mode 

layer (nvlddmkm.sys) handler, where improper input validation of a display-related 

data structure may lead to denial of service. 

2022-12-30 5.5  CVE-2022-34681  

nvidia -- 

virtual_gpu 

NVIDIA GPU Display Driver for Linux contains a vulnerability in the kernel mode 

layer, where an unprivileged regular user can cause a null-pointer dereference, 

which may lead to denial of service. 

2022-12-30 5.5  CVE-2022-34682  

nvidia -- 

virtual_gpu 

NVIDIA GPU Display Driver for Windows contains a vulnerability in the kernel mode 

layer (nvlddmkm.sys) handler for DxgkDdiEscape, where a null-pointer dereference 

occurs, which may lead to denial of service. 

2022-12-30 5.5  CVE-2022-34683  

nvidia -- 

gpu_display_driver 

NVIDIA GPU Display Driver for Linux contains a vulnerability in the kernel mode 

layer (nvidia.ko), where an integer overflow may lead to denial of service. 
2022-12-30 5.5  CVE-2022-42259  

froxlor -- froxlor Argument Injection in GitHub repository froxlor/froxlor prior to 2.0.0-beta1. 2022-12-30 5.4  

CVE-2022-4864 

  

m-files -- m-

files_client 

Incorrect implementation in authentication protocol in M-Files Client before 

22.5.11356.0 allows high privileged user to get other users tokens to another 

resource. 

2022-12-30 4.9  CVE-2022-4861  

froxlor -- froxlor 
Cross-Site Request Forgery (CSRF) in GitHub repository froxlor/froxlor prior to 

2.0.0-beta1. 
2022-12-31 4.3  

CVE-2022-4867 

  

froxlor -- froxlor Improper Authorization in GitHub repository froxlor/froxlor prior to 2.0.0-beta1. 2022-12-31 4.3  

CVE-2022-4868 

  
 

 

  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-3738&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-3738
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-0289&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-0289
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-34674&vector=CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-34674
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46305&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46305
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-46309&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-46309
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-34679&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-34679
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-34680&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-34680
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-34681&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-34681
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-34682&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-34682
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-34683&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-34683
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-42259&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-42259
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4864&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4864
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4861&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4861
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4867&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4867
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4868&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4868
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oracle -- 

multiple_products 

Vulnerability in the Oracle Java SE, Oracle GraalVM Enterprise Edition product of 

Oracle Java SE (component: Sound). Supported versions that are affected are 

Oracle Java SE: 8u351, 8u351-perf, 11.0.17, 17.0.5, 19.0.1; Oracle GraalVM 

Enterprise Edition: 20.3.8, 21.3.4 and 22.3.0. Difficult to exploit vulnerability allows 

unauthenticated attacker with network access via multiple protocols to 

compromise Oracle Java SE, Oracle GraalVM Enterprise Edition. Successful attacks 

of this vulnerability can result in unauthorized update, insert or delete access to 

some of Oracle Java SE, Oracle GraalVM Enterprise Edition accessible data. Note: 

This vulnerability applies to Java deployments, typically in clients running 

sandboxed Java Web Start applications or sandboxed Java applets, that load and 

run untrusted code (e.g., code that comes from the internet) and rely on the Java 

sandbox for security. This vulnerability does not apply to Java deployments, 

typically in servers, that load and run only trusted code (e.g., code installed by an 

administrator). CVSS 3.1 Base Score 3.7 (Integrity impacts). CVSS Vector: 

(CVSS:3.1/AV:C:H/PR:N/UI:N/S:U/C:N/I:L/A:N). 

2023-01-18 3.7  CVE-2023-21843  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Thread Pooling). Supported versions that are affected are 8.0.30 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized ability to cause a partial denial of service 

(partial DOS) of MySQL Server. CVSS 3.1 Base Score 2.7 (Availability impacts). CVSS 

Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I::L). 

2023-01-18 2.7  CVE-2023-21874  

oracle -- mysql 

Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: 

Optimizer). Supported versions that are affected are 8.0.31 and prior. Easily 

exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this 

vulnerability can result in unauthorized update, insert or delete access to some of 

MySQL Server accessible data. CVSS 3.1 Base Score 2.7 (Integrity impacts). CVSS 

Vector: (CVSS:3.1/AV:C:L/PR:H/UI:N/S:U/C:N/I:L/A:N). 

2023-01-18 2.7  CVE-2023-21882  

oracle -- 

virtualization 

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization 

(component: Core). Supported versions that are affected are Prior to 6.1.42 and 

prior to 7.0.6. Easily exploitable vulnerability allows low privileged attacker with 

logon to the infrastructure where Oracle VM VirtualBox executes to compromise 

Oracle VM VirtualBox. While the vulnerability is in Oracle VM VirtualBox, attacks 

may significantly impact additional products (scope change). Successful attacks of 

this vulnerability can result in unauthorized read access to a subset of Oracle VM 

VirtualBox accessible data. Note: Applies to Windows only. CVSS 3.1 Base Score 3.8 

(Confidentiality impacts). CVSS Vector: 

(CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I::N). 

2023-01-18 3.8  CVE-2023-21885  

oracle -- 

virtualization 

Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization 

(component: Core). Supported versions that are affected are Prior to 6.1.42 and 

prior to 7.0.6. Easily exploitable vulnerability allows low privileged attacker with 

logon to the infrastructure where Oracle VM VirtualBox executes to compromise 

Oracle VM VirtualBox. While the vulnerability is in Oracle VM VirtualBox, attacks 

may significantly impact additional products (scope change). Successful attacks of 

this vulnerability can result in unauthorized read access to a subset of Oracle VM 

VirtualBox accessible data. CVSS 3.1 Base Score 3.8 (Confidentiality impacts). CVSS 

Vector: (CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I::N). 

2023-01-18 3.8  CVE-2023-21889  

2code -- 

wpqa_builder 

The WPQA Builder WordPress plugin before 5.9.3 (which is a companion plugin 

used with Discy and Himer WordPress themes) incorrectly tries to validate that a 

user already follows another in the wpqa_following_you_ajax action, allowing a 

user to inflate their score on the site by having another user send repeated follow 

actions to them. 

2023-01-09 3.5  CVE-2022-3343  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21843&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21843
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21874&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:L
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21874
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21882&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21882
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21885&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21885
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21889&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21889
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-3343&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-3343
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nextcloud -- deck 

Deck is a kanban style organization tool aimed at personal planning and project 

organization for teams integrated with Nextcloud. When getting the reference 

preview for Deck cards the user has no access to, unauthorized user could 

eventually get the cached data of a user that has access. There are currently no 

known workarounds. It is recommended that the Nextcloud app Deck is upgraded 

to 1.8.2. 

2023-01-10 3.5  

CVE-2023-22469 

  

 --  

  

Windows Smart Card Resource Management Server Security Feature Bypass 

Vulnerability. 
2023-01-10 3.3  CVE-2023-21759  

royal-elementor-

addons -- 

royal_elementor_a

ddons 

The Royal Elementor Addons WordPress plugin before 1.3.56 does not have 

authorization and CSRF checks when deleting a template and does not ensure that 

the post to be deleted is a template. This could allow any authenticated users, such 

as subscribers, to delete arbitrary posts assuming they know the related slug. 

2023-01-09 3.1  CVE-2022-4102  

nextcloud -- talk 

Talk-Android enables users to have video & audio calls through Nextcloud on 

Android. Due to passcode bypass, an attacker is able to access the user's Nextcloud 

files and view conversations. To exploit this the attacker needs to have physical 

access to the target's device. There are currently no known workarounds available. 

It is recommended that the Nextcloud Talk Android app is upgraded to 15.0.2. 

2023-01-09 2.1  

CVE-2023-22473 

  

 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22469&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22469
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-21759&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-21759
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-4102&vector=CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:L/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-4102
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2023-22473&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2023-22473

