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Cybernetic GI Security Bulletin provides a summary of new vulnerabilities that have been recorded by the 

National Institute of Standards and Technology (NIST) National Vulnerability Database (NVD) in the past 

week. The Department of Homeland Security (DHS) National Cybersecurity and Communications 

Integration Center (NCCIC) / United States Computer Emergency Readiness Team, is sponsored by The 

NVD. For modified or updated entries, please visit the NVD, which contains historical vulnerability 

information . 

The vulnerabilities are based on the CVE vulnerability naming standard and determined by the Common 

Vulnerability Scoring System (CVSS) standard. They are organized according to severity, by the division 

of high, medium and low severities correspond to the following scores: 

 

High  - Vulnerabilities will be labeled High severity if they have a CVSS base score of 7.0 - 10.0 . 

Medium  - Vulnerabilities will be labeled Medium severity if they have a CVSS base score of 4.0  -  6.9 .  

Low  - Vulnerabilities will be labeled Low severity if they have a CVSS base score of 0.0 - 3.9 . 

 

Entries may include additional information provided by organizations and efforts sponsored by 

Cybernetic GI. This data may include identifying information, values, definitions, and related links. The 

patch information is provided to users when available. Please note that some of the information in the 

bulletin is compiled from external, open source reports and is not a direct result of Cybernetic GI 

analysis  . 

The NCCIC Weekly Vulnerability Summary Bulletin is created using information from the National 

Institute of Standards and Technology (NIST) National Vulnerability Database (NVD). In some cases, the 

vulnerabilities in the bulletin may not yet have assigned CVSS scores. Please visit NVD for updated 

vulnerability entries, which include CVSS scores once they are available. 

 

 

 

 

 

 

 



 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

codesys -- gateway 

In CODESYS Gateway Server V2 for versions prior to V2.3.9.38 only a part of the the 
specified password is been compared to the real CODESYS Gateway password. An 
attacker may perform authentication by specifying a small password that matches 
the corresponding part of the longer real CODESYS Gateway password. 

2022-06-24 7.5  CVE-2022-31802  

ibm -- 
cognos_analytics 

IBM Cognos Analytics 11.2.1, 11.2.0, and 11.1.7 could allow a remote attacker to 
upload arbitrary files, caused by improper content validation. IBM X-Force ID: 
211238. 

2022-06-24 7.5  

CVE-2021-38945 
 
XF 

illumina -- 
local_run_manage
r 

LRM utilizes elevated privileges. An unauthenticated malicious actor can upload 
and execute code remotely at the operating system level, which can allow an 
attacker to change settings, urations, software, or access sensitive data on the 
affected produc. An attacker could also exploit this vulnerability to access APIs not 
intended for general use and interact through the network. 

2022-06-24 10 CVE-2022-1517  

illumina -- 
local_run_manage
r 

LRM does not restrict the types of files that can be uploaded to the affected 
product. A malicious actor can upload any file type, including executable code that 
allows for a remote code exploit. 

2022-06-24 10 CVE-2022-1519  

illumina -- 
local_run_manage
r 

LRM contains a directory traversal vulnerability that can allow a malicious actor to 
upload outside the intended directory structure. 

2022-06-24 7.5  CVE-2022-1518  

melag -- ftp_server 
When installed as Windows service MELAG FTP Server 2.2.0.4 is run as SYSTEM 
user, which grants remote attackers to abuse onfigurations or vulnerabilities with 
administrative access over the entire host system. 

2022-06-24 9 CVE-2021-41635  

online_student_rat
e_system_project -
- 
online_student_rat
e_system 

A vulnerability exists in Online Student Rate System v1.0 that allows any user to 
register as an administrator without needing to be authenticated. 

2022-06-24 7.5  CVE-2021-39409  

simple_ads_manag
er_project -- 
simple_ads_manag
er 

A vulnerability classified as critical was found in Simple Ads Manager Plugin. This 
vulnerability affects unknown code. The manipulation leads to code injection. The 
attack can be initiated remotely. 

2022-06-24 7.5  

CVE-2017-20095 
  

citrix -- 
application_deliver
y_management 

Corruption of the system by a remote, unauthenticated user. The impact of this 
can include the reset of the administrator password at the next device reboot, 
allowing an attacker with ssh access to connect with the default administrator 
credentials after the device has rebooted. 

2022-06-16 7.8  CVE-2022-27511  

convert-
svg_project -- 
convert-svg 

The package convert-svg-core before 0.6.4 are vulnerable to Directory Traversal 
due to improper sanitization of SVG tags. Exploiting this vulnerability is possible by 
using a specially crafted SVG file. 

2022-06-10 7.5  

CVE-2022-24278 
 
 
  

dell -- 
supportassist_for_
business_pcs 

Dell SupportAssist Client Consumer versions (3.11.0 and versions prior) and Dell 
SupportAssist Client Commercial versions (3.2.0 and versions prior) contain a 
privilege escalation vulnerability. A non-admin user can exploit the vulnerability 
and gain admin access to the system. 

2022-06-10 7.2  CVE-2022-29092  

dell -- 
supportassist_for_
business_pcs 

Dell SupportAssist Client Consumer versions (3.10.4 and prior) and Dell 
SupportAssist Client Commercial versions (3.1.1 and prior) contain a cross-site 
scripting vulnerability. A remote unauthenticated malicious user could potentially 
exploit this vulnerability under specific conditions leading to execution of malicious 
code on a vulnerable system. 

2022-06-10 7.6  CVE-2022-29095  

dynamicvision -- 
dynamicmarkt 

dynamicMarkt <= 3.10 is affected by SQL injection in the parent parameter of 
index.php. 

2022-06-10 7.5  

CVE-2021-41754 
  

dynamicvision -- 
dynamicmarkt 

dynamicMarkt <= 3.10 is affected by SQL injection in the kat1 parameter of 
index.php. 

2022-06-10 7.5  

CVE-2021-41755 
  

dynamicvision -- 
dynamicmarkt 

dynamicMarkt <= 3.10 is affected by SQL injection in the kat parameter of 
index.php. 

2022-06-10 7.5  

CVE-2021-41756 
  

gatsbyjs -- gatsby 

The package gatsby-plugin-mdx before 2.14.1, from 3.0.0 and before 3.15.2 are 
vulnerable to Deserialization of Untrusted Data when passing input through to the 
gray-matter package, due to its default urations that are missing input sanitization. 
Exploiting this vulnerability is possible when passing input in both webpack (MDX 
files in src/pages or MDX file imported as a component in frontend / React code) 
and data mode (querying MDX nodes via GraphQL). Workaround: If an older 
version of gatsby-plugin-mdx must be used, input passed into the plugin should be 
sanitized ahead of processing. 

2022-06-10 7.5  

CVE-2022-25863 
 
 
  

git-
promise_project -- 
git-promise 

All versions of package git-promise are vulnerable to Command Injection due to an 
inappropriate fix of a prior [vulnerability](https://security.snyk.io/vuln/SNYK-JS-
GITPROMISE-567476) in this package. **Note:** Please note that the vulnerability 
will not be fixed. The README file was updated with a warning regarding this issue. 

2022-06-10 7.5  

CVE-2022-24376 
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High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

huawei -- cv81-
wdm_firmware 

There is a buffer overflow vulnerability in CV81-WDM FW 01.70.49.29.46. 
Successful exploitation of this vulnerability may lead to privilege escalation. 

2022-06-13 10 CVE-2022-29797  

huawei -- cv81-
wdm_firmware 

There is a denial of service vulnerability in CV81-WDM FW versions 01.70.49.29.46. 
Successful exploitation could cause denial of service. 

2022-06-13 7.8  CVE-2022-29798  

huawei -- flmg-
10_firmware 

There is an improper authentication vulnerability in FLMG-10 
10.0.1.0(H100SP22C00). Successful exploitation of this vulnerability may lead to a 
control of the victim device. 

2022-06-13 7.2  CVE-2022-22259  

ideaco -- idealms 
IdeaLMS 2022 allows SQL injection via the 
IdeaLMS/ChatRoom/ClassAccessControl/6?isBigBlueButton=0&ClassID= pathname. 

2022-06-10 7.5  

CVE-2022-31788 
  

iqonic -- kivicare 

The KiviCare WordPress plugin before 2.3.9 does not sanitise and escape some 
parameters before using them in SQL statements via the ajax_post AJAX action 
with the get_doctor_details route, leading to SQL Injections exploitable by 
unauthenticated users 

2022-06-13 7.5  CVE-2022-0786  

memberhero -- 
member_hero 

The Member Hero WordPress plugin through 1.0.9 lacks authorization checks, and 
does not validate the a request parameter in an AJAX action, allowing 
unauthenticated users to call arbitrary PHP functions with no arguments. 

2022-06-13 7.5  CVE-2022-0885  

nystudio107 -- 
seomatic 

In the SEOmatic plugin up to 3.4.11 for Craft CMS 3, it is possible for 
unauthenticated attackers to perform a Server-Side Template Injection, allowing 
for remote code execution. 

2022-06-12 7.5  

CVE-2021-41749 
  

phplist -- phplist 

A vulnerability was found in PHPList 3.2.6 and classified as critical. This issue affects 
some unknown processing of the file /lists/index.php of the component Edit 
Subscription. The manipulation leads to sql injection. The attack may be initiated 
remotely. The exploit has been disclosed to the public and may be used. Upgrading 
to version 3.3.1 is able to address this issue. It is recommended to upgrade the 
affected component. 

2022-06-10 7.5  

CVE-2017-20029 
  

phplist -- phplist 

A vulnerability was found in PHPList 3.2.6. It has been rated as critical. Affected by 
this issue is some unknown functionality of the component Subscription. The 
manipulation leads to sql injection. The attack may be launched remotely. The 
exploit has been disclosed to the public and may be used. Upgrading to version 
3.3.1 is able to address this issue. It is recommended to upgrade the affected 
component. 

2022-06-10 7.5  

CVE-2017-20032 
  

presspage -- 
bestbooks 

The Bestbooks WordPress plugin through 2.6.3 does not sanitise and escape some 
parameters before using them in a SQL statement via an AJAX action, leading to an 
SQL Injection exploitable by unauthenticated users 

2022-06-13 7.5  CVE-2022-0827  

realvnc -- 
vnc_server 

RealVNC VNC Server 6.9.0 through 5.1.0 for Windows allows local privilege 
escalation because an installer repair operation executes %TEMP% files as SYSTEM. 

2022-06-10 7.2  

CVE-2022-27502 
  

sicunet -- 
access_control 

A vulnerability was found in SICUNET Access Controller 0.32-05z. It has been 
classified as very critical. This affects an unknown part. The manipulation leads to 
weak authentication. It is possible to initiate the attack remotely. 

2022-06-11 7.5  

CVE-2017-20039 
  

sicunet -- 
access_control 

A vulnerability was found in SICUNET Access Controller 0.32-05z and classified as 
critical. Affected by this issue is some unknown functionality of the file 
card_scan_decoder.php. The manipulation of the argument No/door leads to 
privilege escalation. The attack may be launched remotely. 

2022-06-11 7.5  

CVE-2017-20038 
  

tendacn -- 
ac18_firmware 

Tenda AC18 router V15.03.05.19 and V15.03.05.05 was discovered to contain a 
remote code execution (RCE) vulnerability via the Mac parameter at 
ip/goform/WriteFacMac. 

2022-06-14 10 CVE-2022-31446  

vim -- vim Use After Free in GitHub repository vim/vim prior to 8.2. 2022-06-10 7.5  

CVE-2022-2042 
  

demokratian -- 
demokratian 

A vulnerability was found in Demokratian. It has been rated as critical. Affected by 
this issue is some unknown functionality of the file 
basicos_php/genera_select.php. The manipulation of the argument id_provincia 
with the input -1%20union%20all%20select%201,2,3,4,database() leads to sql 
injection. The attack may be launched remotely. The exploit has been disclosed to 
the public and may be used. It is recommended to apply a patch to fix this issue. 

2022-06-07 7.5  

CVE-2020-36541 
 
  

demokratian -- 
demokratian 

A vulnerability classified as critical has been found in Demokratian. This affects an 
unknown part of the file install/install3.php. The manipulation leads to privilege 
escalation. It is possible to initiate the attack remotely. The exploit has been 
disclosed to the public and may be used. It is recommended to apply a patch to fix 
this issue. 

2022-06-07 7.5  

CVE-2020-36542 
 
  

google -- android 
Improper validation vulnerability in RemoteViews prior to SMR Jun-2022 Release 1 
allows attackers to launch certain activities. 

2022-06-07 9.4  CVE-2022-30710  

google -- android 
Improper validation vulnerability in FeedsInfo prior to SMR Jun-2022 Release 1 
allows attackers to launch certain activities. 

2022-06-07 9.4  CVE-2022-30711  

google -- android 
Improper validation vulnerability in LSOItemData prior to SMR Jun-2022 Release 1 
allows attackers to launch certain activities. 

2022-06-07 9.4  CVE-2022-30713  
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High Vulnerabilities 
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Vendor -- Product 
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CVSS 
Score 

Source & Patch 
Info 

google -- android 
Implicit Intent hijacking vulnerability in Samsung Account prior to SMR Jun-2022 
Release 1 allows attackers to bypass user ation of Samsung Account. 

2022-06-07 7.5  CVE-2022-30722  

logicoycreativo -- 
logico_y_creativo 

A vulnerability was found in Lógico y Creativo 1.0 and classified as critical. This 
issue affects some unknown processing. The manipulation of the argument id leads 
to sql injection. The attack may be initiated remotely. 

2022-06-07 7.5  CVE-2020-36539  

neetai -- 
neetai_tech 

A vulnerability, which was classified as critical, was found in Neetai Tech. Affected 
is an unknown function of the file /product.php. The manipulation leads to sql 
injection. It is possible to launch the attack remotely. The exploit has been 
disclosed to the public and may be used. 

2022-06-07 7.5  CVE-2020-36540  

realnetworks -- 
realplayer 

In Real Player 20.0.8.310, the G2 Control allows injection of unsafe javascript: URIs 
in local HTTP error pages (displayed by Internet Explorer core). This leads to 
arbitrary code execution. 

2022-06-03 7.5  

CVE-2022-32269 
  

realnetworks -- 
realplayer 

In Real Player 20.0.7.309 and 20.0.8.310, external::Import() allows download of 
arbitrary file types and Directory Traversal, leading to Remote Code Execution. This 
occurs because it is possible to plant executables in the startup folder (DLL planting 
could also occur). 

2022-06-03 7.5  

CVE-2022-32270 
  

starwindsoftware -
- 
starwind_san_\&_
nas 

StarWind SAN and NAS v0.2 build 1914 allow remote code execution. 2022-06-03 9 CVE-2022-32268  

 

 

 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

1234n -- minicms 
A Cross-Site Request Forgery (CSRF) in MiniCMS v1.11 allows attackers to 

arbitrarily delete local .dat files via clicking on a malicious link. 
2022-06-24 5.8  CVE-2022-33121  

codesys -- gateway 

In CODESYS Gateway Server V2 an insufficient check for the activity of TCP client 

connections allows an unauthenticated attacker to consume all available TCP 

connections and prevent legitimate users or clients from establishing a new 

connection to the CODESYS Gateway Server V2. Existing connections are not 

affected and therefore remain intact. 

2022-06-24 5 CVE-2022-31803  

codesys -- gateway 

The CODESYS Gateway Server V2 does not verifiy that the size of a request is within 

expected limits. An unauthenticated attacker may allocate an arbitrary amount of 

memory, which may lead to a crash of the Gateway due to an out-of-memory 

condition. 

2022-06-24 5 CVE-2022-31804  

codesys -- 

runtime_toolkit 

Multiple CODESYS Products are prone to a out-of bounds read or write access. A 

low privileged remote attacker may craft a request with invalid offset, which can 

cause an out-of-bounds read or write access, resulting in denial-of-service 

condition or local memory overwrite, which can lead to a change of local files. User 

interaction is not required. 

2022-06-24 5.5  CVE-2022-32142  

codesys -- 

runtime_toolkit 

Multiple CODESYS Products are prone to a buffer over read. A low privileged 

remote attacker may craft a request with an invalid offset, which can cause an 

internal buffer over-read, resulting in a denial-of-service condition. User 

interaction is not required. 

2022-06-24 4 CVE-2022-32141  

codesys -- 

runtime_toolkit 

Multiple products of CODESYS implement a improper error handling. A low 

privilege remote attacker may craft a request, which is not properly processed by 

the error handling. In consequence, the file referenced by the request could be 

deleted. User interaction is not required. 

2022-06-24 5.5  CVE-2022-1965  

codesys -- 

runtime_toolkit 
In multiple CODESYS products, file download and upload function allows access to 

internal files in the working directory e.g. firmware files of the PLC. All requests are 
2022-06-24 6.5  CVE-2022-32143  
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processed on the controller only if no level 1 password is ured on the controller or 

if remote attacker has previously successfully authenticated himself to the 

controller. A successful Attack may lead to a denial of service, change of local files, 

or drain of confidential Information. User interaction is not required 

codesys -- 

runtime_toolkit 

In multiple CODESYS products, a remote attacker may craft a request which may 

cause an unexpected sign extension, resulting in a denial-of-service condition or 

memory overwrite. 

2022-06-24 6.5  CVE-2022-32138  

codesys -- 

runtime_toolkit 

In multiple CODESYS products, a low privileged remote attacker may craft a 

request that cause a read access to an uninitialized pointer, resulting in a denial-of-

service. User interaction is not required. 

2022-06-24 4 CVE-2022-32136  

codesys -- 

runtime_toolkit 

In multiple CODESYS products, a low privileged remote attacker may craft a 

request, which cause an out-of-bounds read, resulting in a denial-of-service 

condition. User Interaction is not required. 

2022-06-24 4 CVE-2022-32139  

codesys -- 

runtime_toolkit 

Multiple CODESYS products are affected to a buffer overflow.A low privileged 

remote attacker may craft a request, which can cause a buffer copy without 

checking the size of the service, resulting in a denial-of-service condition. User 

Interaction is not required. 

2022-06-24 4 CVE-2022-32140  

codesys -- 

runtime_toolkit 

In multiple CODESYS products, a low privileged remote attacker may craft a 

request, which may cause a heap-based buffer overflow, resulting in a denial-of-

service condition or memory overwrite. User interaction is not required. 

2022-06-24 6.5  CVE-2022-32137  

dradisframework -- 

dradis 

Dradis Professional Edition before 4.3.0 allows attackers to change an account 

password via reusing a password reset token. 
2022-06-24 4.3  CVE-2022-30028  

gimp -- gimp 

An issue in gimp_layer_invalidate_boundary of GNOME GIMP 2.10.30 allows 

attackers to trigger an unhandled exception via a crafted XCF file, causing a Denial 

of Service (DoS). 

2022-06-24 4.3  CVE-2022-32990  

ibm -- 

cognos_analytics 

IBM Cognos Analytics 11.1.7, 11.2.0, and 11.2.1 could allow a low level user to 

obtain sensitive information from the details of the 'Cloud Storage' page for which 

they should not have access. IBM X-Force ID: 202682. 

2022-06-24 4 

CVE-2021-29768 

 

XF 

ibm -- 

jazz_team_server 

IBM Jazz Team Server 6.0.6, 6.0.6.1, 7.0, 7.0.1, and 7.0.2 could allow a remote 

attacker to obtain sensitive information, caused by the failure to set the HTTPOnly 

flag. A remote attacker could exploit this vulnerability to obtain sensitive 

information from the cookie. IBM X-Force ID: 194891. 

2022-06-24 5 

CVE-2021-20355 

XF  

ibm -- 

jazz_team_server 

IBM Jazz Team Server 6.0.6, 6.0.6.1, 7.0, 7.0.1, and 7.0.2 could allow a remote 

attacker to hijack the clicking action of the victim. By persuading a victim to visit a 

malicious Web site, a remote attacker could exploit this vulnerability to hijack the 

victim's click actions and possibly launch further attacks against the victim. IBM X-

Force ID: 206091. 

2022-06-24 4.9  

CVE-2021-29865 

XF  

ibm -- 

jazz_team_server 

IBM Jazz Team Server 6.0.6, 6.0.6.1, 7.0, 7.0.1, and 7.0.2 is vulnerable to server-

side request forgery (SSRF). This may allow an authenticated attacker to send 

unauthorized requests from the system, potentially leading to network 

enumeration or facilitating other attacks. IBM X-Force ID: 198931. 

2022-06-24 4 

CVE-2021-20544 

XF  

ibm -- 

jazz_team_server 

IBM Jazz Team Server 6.0.6, 6.0.6.1, 7.0, 7.0.1, and 7.0.2 is vulnerable to server-

side request forgery (SSRF). This may allow an authenticated attacker to send 

unauthorized requests from the system, potentially leading to network 

enumeration or facilitating other attacks. 

2022-06-24 4 

CVE-2021-20421 

 

XF 

ibm -- 

jazz_team_server 

IBM Jazz Team Server 6.0.6, 6.0.6.1, 7.0, 7.0.1, and 7.0.2 could allow a remote 

attacker to obtain sensitive information, caused by the failure to set the HTTPOnly 

flag. A remote attacker could exploit this vulnerability to obtain sensitive 

information from the cookie. IBM X-Force ID: 209057. 

2022-06-24 5 

CVE-2021-38879 

 

XF 
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illumina -- 

local_run_manage

r 

LRM does not implement authentication or authorization by default. A malicious 

actor can inject, replay, modify, and/or intercept sensitive data. 
2022-06-24 6.4  CVE-2022-1521  

illumina -- 

local_run_manage

r 

LRM version 2.4 and lower does not implement TLS encryption. A malicious actor 

can MITM attack sensitive data in-transit, including credentials. 
2022-06-24 4.3  CVE-2022-1524  

melag -- ftp_server 
A user enumeration vulnerability in MELAG FTP Server 2.2.0.4 allows an attacker to 

identify valid FTP usernames. 
2022-06-24 5 CVE-2021-41634  

melag -- ftp_server 

The authentication checks of the MELAG FTP Server in version 2.2.0.4 are 

incomplete, which allows a remote attacker to access local files only by using a 

valid username. 

2022-06-24 5 CVE-2021-41638  

online_student_rat

e_system_project -

- 

online_student_rat

e_system 

Cross Site Scripting (XSS) vulnerability exists in Online Student Rate System 1.0 via 

the page parameter on the index.php file 
2022-06-24 4.3  CVE-2021-39408  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admin/inmates/manage_inmate.php:3 
2022-06-24 6.5  

CVE-2022-32404 

  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admin/cells/view_cell.php:4 
2022-06-24 6.5  

CVE-2022-32393 

  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admin/crimes/manage_crime.php:4 
2022-06-24 6.5  

CVE-2022-32395 

  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admin/inmates/view_inmate.php:3 
2022-06-24 6.5  

CVE-2022-32394 

  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admin/visits/manage_visit.php:4 
2022-06-24 6.5  

CVE-2022-32396 

  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admin/cells/manage_cell.php:4 
2022-06-24 6.5  

CVE-2022-32398 

  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admin/prisons/view_prison.php:4 
2022-06-24 6.5  

CVE-2022-32405 
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prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admin/inmates/manage_record.php:4 
2022-06-24 6.5  

CVE-2022-32403 

  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admin/prisons/manage_prison.php:4 
2022-06-24 6.5  

CVE-2022-32402 

  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at 

/pms/admin/inmates/manage_privilege.php:4 

2022-06-24 6.5  

CVE-2022-32401 

  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admin/visits/view_visit.php:4 
2022-06-24 6.5  

CVE-2022-32397 

  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admin/user/manage_user.php:4. 
2022-06-24 6.5  

CVE-2022-32400 

  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admin/crimes/view_crime.php:4 
2022-06-24 6.5  

CVE-2022-32399 

  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admictions/manage_action.php:4 
2022-06-24 6.5  

CVE-2022-32392 

  

prison_manageme

nt_system_project 

-- 

prison_manageme

nt_system 

Prison Management System v1.0 was discovered to contain a SQL injection 

vulnerability via the 'id' parameter at /pms/admictions/view_action.php:4 
2022-06-24 6.5  

CVE-2022-32391 

  

validate_color_pro

ject -- 

validate_color 

A Regular Expression Denial of Service (ReDOS) vulnerability was discovered in 

validate-color v2.1.0 when handling crafted invalid rgb(a) strings. 
2022-06-24 5 CVE-2021-40892  

wp-

filebase_download

_manager_project 

-- wp-

filebase_download

_manager 

A vulnerability was found in WP-Filebase Download Manager Plugin 3.4.4. It has 

been rated as problematic. Affected by this issue is some unknown functionality. 

The manipulation leads to basic cross site scripting. The attack may be launched 

remotely. 

2022-06-24 4.3  

CVE-2017-20097 
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wp-spamfree_anti-

spam_project -- 

wp-spamfree_anti-

spam 

A vulnerability classified as problematic has been found in WP-SpamFree Anti-

Spam Plugin 2.1.1.4. This affects an unknown part. The manipulation leads to basic 

cross site scripting. It is possible to initiate the attack remotely. 

2022-06-24 4.3  

CVE-2017-20096 

  

wpdownloadmana

ger -- 

wordpress_downlo

ad_manager 

A vulnerability, which was classified as problematic, was found in Download 

Manager Plugin 2.8.99. Affected is an unknown function. The manipulation leads to 

cross-site request forgery. It is possible to launch the attack remotely. 

2022-06-24 4.3  

CVE-2017-20093 

  

yoast -- 

google_analytics_d

ashboard 

A vulnerability classified as problematic was found in Google Analytics Dashboard 

Plugin 2.1.1. Affected by this vulnerability is an unknown functionality. The 

manipulation leads to basic cross site scripting. The attack can be launched 

remotely. 

2022-06-24 4.3  

CVE-2017-20092 

  

alibaba -- fastjson 

The package com.alibaba:fastjson before 1.2.83 are vulnerable to Deserialization of 

Untrusted Data by bypassing the default autoType shutdown restrictions, which is 

possible under certain conditions. Exploiting this vulnerability allows attacking 

remote servers. Workaround: If upgrading is not possible, you can enable 

[safeMode](https://github.com/alibaba/fastjson/wiki/fastjson_safemode). 

2022-06-10 6.8  

CVE-2022-25845 

 

 

 

 

  

artbees -- 

jupiter_x_core 

Vulnerable versions of the JupiterX Theme (<=2.0.6) allow any logged-in user, 

including subscriber-level users, to access any of the functions registered in 

lib/api/api/ajax.php, which also grant access to the jupiterx_api_ajax_ actions 

registered by the JupiterX Core Plugin (<=2.0.6). This includes the ability to 

deactivate arbitrary plugins as well as update the theme’s API key. 

2022-06-13 5.5  CVE-2022-1656  

axiosys -- bento4 
An issue was discovered in Bento4 v1.2. There is an allocation size request error in 

/Ap4RtpAtom.cpp. 
2022-06-10 4.3  CVE-2022-31287  

axiosys -- bento4 
Bento4 MP4Dump v1.2 was discovered to contain a segmentation violation via an 

unknown address at /Source/C++/Core/Ap4DataBuffer.cpp:175. 
2022-06-10 4.3  CVE-2022-31282  

axiosys -- bento4 
An issue was discovered in Bento4 1.2. The allocator is out of memory in 

/Source/C++/Core/Ap4Array.h. 
2022-06-10 4.3  CVE-2022-31285  

byonepress -- 

social_locker 

The OnePress Social Locker WordPress plugin through 5.6.2 does not have CSRF 

check in place when updating its settings, which could allow attackers to make a 

logged in admin change them via a CSRF attack 

2022-06-13 4.3  CVE-2022-1608  

citrix -- 

application_deliver

y_management 

Temporary disruption of the ADM license service. The impact of this includes 

preventing new licenses from being issued or renewed by Citrix ADM. 
2022-06-16 5 CVE-2022-27512  

combodo -- itop 
ITOP v3.0.1 was discovered to contain a cross-site scripting (XSS) vulnerability via 

/itop/webservices/export-v2.php. 
2022-06-10 4.3  

CVE-2022-31402 

 

  
convert-svg-

core_project -- 

convert-svg-core 

The package convert-svg-core before 0.6.3 are vulnerable to Arbitrary Code 

Injection when using a specially crafted SVG file. An attacker can read arbitrary files 

from the file system and then show the file content as a converted PNG file. 

2022-06-10 6.8  

CVE-2022-24429 

 

  

couchbase -- 

sync_gateway 

An issue was discovered in Couchbase Sync Gateway 3.x before 3.0.2. Admin 

credentials are not verified when using X.509 client-certificate authentication from 

Sync Gateway to Couchbase Server. When Sync Gateway is ured to authenticate 

with Couchbase Server using X.509 client certificates, the admin credentials 

provided to the Admin REST API are ignored, resulting in privilege escalation for 

unauthenticated users. The Public REST API is not impacted by this issue. A 

workaround is to replace X.509 certificate based authentication with Username 

and Password authentication inside the bootstrap uration. 

2022-06-10 6.8  

CVE-2022-32563 
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email_users_proje

ct -- email_users 

The Email Users WordPress plugin through 4.8.8 does not have CSRF check in place 

when updating its settings, which could allow attackers to make a logged in admin 

change them via a CSRF attack and change the notification settings of arbitrary 

users 

2022-06-13 4.3  CVE-2022-1605  

enqueue_anything

_project -- 

enqueue_anything 

The Enqueue Anything WordPress plugin through 1.0.1 does not have 

authorisation and CSRF checks in the remove_asset AJAX action, and does not 

ensure that the item to be deleted is actually an asset. As a result, low privilege 

users such as subscriber could delete arbitrary assets, as well as put arbitrary posts 

in the trash. 

2022-06-13 4 CVE-2021-25116  

generex -- rccmd 

Directory traversal vulnerability in RCCMD 4.26 and earlier allows a remote 

authenticated attacker with an administrative privilege to read or alter an arbitrary 

file on the server via unspecified vectors. 

2022-06-13 5.5  

CVE-2022-26041 

  

gtm4wp -- 

google_tag_manag

er 

The Google Tag Manager for WordPress plugin for WordPress is vulnerable to 

reflected Cross-Site Scripting via the s parameter due to the site search populating 

into the data layer of sites with insufficient sanitization in versions up to an 

including 1.15. The affected file is ~/public/frontend.php and this could be 

exploited by unauthenticated attackers. 

2022-06-13 4.3  

CVE-2022-1707 

 

 

  

gunet -- 

open_eclass_platf

orm 

GUnet Open eClass (aka openeclass) before 3.12.2 allows XSS via the 

modules/auth/formuser.php auth parameter. 
2022-06-11 4.3  

CVE-2021-44266 

 

  

guzzlephp -- guzzle 

Guzzle is an open source PHP HTTP client. In affected versions `Authorization` 

headers on requests are sensitive information. On making a request using the 

`https` scheme to a server which responds with a redirect to a URI with the `http` 

scheme, we should not forward the `Authorization` header on. This is much the 

same as to how we don't forward on the header if the host changes. Prior to this 

fix, `https` to `http` downgrades did not result in the `Authorization` header being 

removed, only changes to the host. Affected Guzzle 7 users should upgrade to 

Guzzle 7.4.4 as soon as possible. Affected users using any earlier series of Guzzle 

should upgrade to Guzzle 6.5.7 or 7.4.4. Users unable to upgrade may consider an 

alternative approach which would be to use their own redirect middleware. 

Alternately users may simply disable redirects all together if redirects are not 

expected or required. 

2022-06-10 5 

CVE-2022-31043 

 

 

  

guzzlephp -- guzzle 

Guzzle is an open source PHP HTTP client. In affected versions the `Cookie` headers 

on requests are sensitive information. On making a request using the `https` 

scheme to a server which responds with a redirect to a URI with the `http` scheme, 

or on making a request to a server which responds with a redirect to a a URI to a 

different host, we should not forward the `Cookie` header on. Prior to this fix, only 

cookies that were managed by our cookie middleware would be safely removed, 

and any `Cookie` header manually added to the initial request would not be 

stripped. We now always strip it, and allow the cookie middleware to re-add any 

cookies that it deems should be there. Affected Guzzle 7 users should upgrade to 

Guzzle 7.4.4 as soon as possible. Affected users using any earlier series of Guzzle 

should upgrade to Guzzle 6.5.7 or 7.4.4. Users unable to upgrade may consider an 

alternative approach to use your own redirect middleware, rather than ours. If you 

do not require or expect redirects to be followed, one should simply disable 

redirects all together. 

2022-06-10 5 

CVE-2022-31042 

 

 

  

hc_custom_wp-

admin_url_project 

-- hc_custom_wp-

admin_url 

The HC Custom WP-Admin URL WordPress plugin through 1.4 leaks the secret login 

URL when sending a specific crafted request 
2022-06-13 5 CVE-2022-1595  

huawei -- 

harmonyos 

The kernel module has the null pointer and out-of-bounds array vulnerabilities. 

Successful exploitation of this vulnerability may affect system availability. 
2022-06-13 4.9  

CVE-2022-31763 
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huawei -- 

harmonyos 

The Device Manager has a vulnerability in multi-device interaction. Successful 

exploitation of this vulnerability may affect data integrity. 
2022-06-13 5 

CVE-2021-46812 

  

huawei -- magic_ui 
uration defects in the secure OS module. Successful exploitation of this 

vulnerability can affect availability. 
2022-06-13 5 CVE-2021-46815  

huawei -- magic_ui 
The video framework has an out-of-bounds memory read/write vulnerability. 

Successful exploitation of this vulnerability may affect system availability. 
2022-06-13 5 

CVE-2021-46814 

  

huawei -- magic_ui 
The AMS module has a vulnerability in input validation. Successful exploitation of 

this vulnerability may cause privilege escalation. 
2022-06-13 4.6  

CVE-2022-31762 

  

huawei -- magic_ui 
Logical defects in code implementation in some products. Successful exploitation 

of this vulnerability may affect the availability of some features. 
2022-06-13 5 CVE-2022-31754  

huawei -- magic_ui 
The kernel emcom module has multi-thread contention. Successful exploitation of 

this vulnerability may affect system availability. 
2022-06-13 4.9  

CVE-2022-31751 

  

huawei -- magic_ui 
uration defects in the secure OS module. Successful exploitation of this 

vulnerability will affect confidentiality. 
2022-06-13 5 CVE-2022-31761  

ibm -- 

spectrum_copy_da

ta_management 

IBM Spectrum Copy Data Management 2.2.0.0through 2.2.15.0 is vulnerable to 

cross-site request forgery which could allow an attacker to execute malicious and 

unauthorized actions transmitted from a user that the website trusts. IBM X-Force 

ID: 225887. 

2022-06-10 6.8  

CVE-2022-22479 

XF  

ibm -- 

spectrum_copy_da

ta_management 

IBM Spectrum Copy Data Management 2.2.0.0 through 2.2.15.0 could allow a 

remote attacker to view product uration information stored in PostgreSQL, which 

could be used in further attacks against the system. IBM X-Force ID: 228219. 

2022-06-10 5 

CVE-2022-31769 

XF  

jpeg -- libjpeg 
There is an assertion failure in SingleComponentLSScan::ParseMCU in 

singlecomponentlsscan.cpp in libjpeg before 1.64 via an empty JPEG-LS scan. 
2022-06-10 4.3  

CVE-2022-32978 

  

jpeg-js_project -- 

jpeg-js 

The package jpeg-js before 0.4.4 are vulnerable to Denial of Service (DoS) where a 

particular piece of input will cause to enter an infinite loop and never return. 
2022-06-10 5 

CVE-2022-25851 

 

 

 

  
kuroit -- 

advanced_admin_s

earch 

The Advanced Admin Search WordPress plugin before 1.1.6 does not sanitize and 

escape some parameters before outputting them back in an admin page, leading to 

a Reflected Cross-Site Scripting. 

2022-06-13 4.3  CVE-2022-0626  

latest_tweets_wid

get_project -- 

latest_tweets_wid

get 

The Latest Tweets Widget WordPress plugin through 1.1.4 does not have CSRF 

check in place when updating its settings, which could allow attackers to make a 

logged in admin change them via a CSRF attack 

2022-06-13 4.3  CVE-2022-1624  

lighttpd -- lighttpd 

Lighttpd 1.4.56 through 1.4.58 allows a remote attacker to cause a denial of service 

(CPU consumption from stuck connections) because 

connection_read_header_more in connections.c has a typo that disrupts use of 

multiple read operations on large headers. 

2022-06-11 5 

CVE-2022-30780 

 

 

  

likebtn -- 

like_button_rating 

The Like Button Rating WordPress plugin before 2.6.45 allows any logged-in user, 

such as subscriber, to send arbitrary e-mails to any recipient, with any subject and 

body 

2022-06-13 4 CVE-2022-0745  

mailerlite -- 

mailerlite_signup_f

orms 

The MailerLite WordPress plugin before 1.5.4 does not sanitise and escape a 

parameter before outputting it back in the page, leading to a Reflected Cross-Site 

Scripting 

2022-06-13 4.3  CVE-2022-1604  

money_transfer_m

anagement_syste

m_project -- 

A Privilege Escalation vulnerability exists in Sourcecodester Money Transfer 

Management System 1.0, which allows a remote malicious user to gain elevated 

privileges to the Admin role via any URL. 

2022-06-10 6.5  

CVE-2021-44582 
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money_transfer_m

anagement_syste

m 

navetti -- 

pricepoint 

A vulnerability was found in Navetti PricePoint 4.6.0.0. It has been declared as 

critical. This vulnerability affects unknown code. The manipulation leads to cross-

site request forgery. The attack can be initiated remotely. The exploit has been 

disclosed to the public and may be used. Upgrading to version 4.7.0.0 is able to 

address this issue. It is recommended to upgrade the affected component. 

2022-06-13 6.8  

CVE-2017-20045 

  

navetti -- 

pricepoint 

A vulnerability has been found in Navetti PricePoint 4.6.0.0 and classified as critical. 

Affected by this vulnerability is an unknown functionality. The manipulation leads 

to sql injection (Blind). The attack can be launched remotely. Upgrading to version 

4.7.0.0 is able to address this issue. It is recommended to upgrade the affected 

component. 

2022-06-13 6.5  

CVE-2017-20042 

  

netwavepr -- 

indoor_ip_camera

_firmware 

There is a memory dump vulnerability on Netwave IP camera devices at 

//proc/kcore that allows an unauthenticated attacker to exfiltrate sensitive 

information from the network uration (e.g., username and password). 

2022-06-10 5 

CVE-2018-17240 

 

  

nystudio107 -- 

seomatic 

A cross-site scripting (XSS) vulnerability in the SEOmatic plugin 3.4.10 for Craft CMS 

3 allows remote attackers to inject arbitrary web script via a GET to 

/index.php?action=seomatic/file/seo-file-link with url parameter containing the 

base64 encoded URL of a malicious web page / file and fileName parameter 

containing an arbitrary filename with the intended content-type to be rendered in 

the user's browser as the extension. 

2022-06-12 4.3  

CVE-2021-41750 

 

  

octopus -- 

octopus_deploy 

In Octopus Server after version 2022.1.1495 and before 2022.1.2647 if private 

spaces were enabled via the experimental feature flag all new users would have 

access to the Script Console within their private space. 

2022-06-13 4.3  CVE-2022-2013  

phplist -- phplist 

A vulnerability was found in PHPList 3.2.6. It has been declared as problematic. 

Affected by this vulnerability is an unknown functionality. The manipulation of the 

argument sortby with the input password leads to information disclosure. The 

attack can be launched remotely. The exploit has been disclosed to the public and 

may be used. Upgrading to version 3.3.1 is able to address this issue. It is 

recommended to upgrade the affected component. 

2022-06-10 4 

CVE-2017-20031 

  

phplist -- phplist 

A vulnerability was found in PHPList 3.2.6. It has been classified as critical. Affected 

is an unknown function of the file /lists/admin/ of the component Sending 

Campain. The manipulation leads to sql injection. It is possible to launch the attack 

remotely. The exploit has been disclosed to the public and may be used. Upgrading 

to version 3.3.1 is able to address this issue. It is recommended to upgrade the 

affected component. 

2022-06-10 6.5  

CVE-2017-20030 

  

phplist -- phplist 

A vulnerability classified as problematic has been found in PHPList 3.2.6. This 

affects an unknown part of the file /lists/admin/. The manipulation of the 

argument page with the input send\'\";><script>alert(8)</script> leads to cross site 

scripting (Reflected). It is possible to initiate the attack remotely. Upgrading to 

version 3.3.1 is able to address this issue. It is recommended to upgrade the 

affected component. 

2022-06-10 4.3  

CVE-2017-20033 

  

posix_project -- 

posix 

This affects all versions of package posix. When invoking the toString method, it 

will fallback to 0x0 value, as the value of toString is not invokable (not a function), 

and then it will crash with type-check. 

2022-06-10 5 CVE-2022-21211  

premierethemes -- 

log_wp_mail 

The Log WP_Mail WordPress plugin through 0.1 saves sent email in a publicly 

accessible directory using predictable filenames, allowing any unauthenticated 

visitor to obtain potentially sensitive information like generated passwords. 

2022-06-13 5 CVE-2022-1412  

sicunet -- 

access_control 
A vulnerability has been found in SICUNET Access Controller 0.32-05z and classified 

as critical. Affected by this vulnerability is an unknown functionality. The 
2022-06-11 6.5  

CVE-2017-20037 
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

manipulation of the argument c leads to privilege escalation. The attack can be 

launched remotely. 

simple-

membership-

plugin -- 

simple_membershi

p 

The Simple Membership WordPress plugin before 4.1.1 does not properly sanitise 

and escape parameters before outputting them back in AJAX actions, leading to 

Reflected Cross-Site Scripting 

2022-06-13 4.3  CVE-2022-1724  

thalesgroup -- 

safenet_keysecure 

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 

vulnerability in SafeNet KeySecure allows an authenticated user to read arbitrary 

files from the underlying system on which the product is deployed. 

2022-06-10 4 CVE-2021-42811  

thedaylightstudio -

- fuel_cms 

A Cross Site Request Forgery (CSRF) vulnerability exists in TheDayLightStudio Fuel 

CMS 1.5.0 via a POST call to /fuel/sitevariables/delete/4. 
2022-06-10 6.8  

CVE-2021-44117 

  

themify -- 

woocommerce_pr

oduct_filter 

Themify WordPress plugin before 1.3.8 does not sanitise and escape the page 

parameter before outputting it back in an attribute in an admin page, leading to a 

Reflected Cross-Site Scripting 

2022-06-13 4.3  CVE-2022-1532  

usabilitydynamics -

- wp-crm 

The WP-CRM WordPress plugin through 1.2.1 does not validate and sanitise fields 

when exporting people to a CSV file, leading to a CSV injection vulnerability. 
2022-06-13 6.8  CVE-2022-1202  

useful_banner_ma

nager_project -- 

useful_banner_ma

nager 

The Useful Banner Manager WordPress plugin through 1.6.1 does not perform 

CSRF checks on POST requests to its admin page, allowing an attacker to trick a 

logged in admin to add, modify or delete banners from the plugin by submitting a 

form. 

2022-06-13 4.3  CVE-2022-1694  

veronalabs -- 

wp_statistics 

Cross-site scripting vulnerability exists in WP Statistics versions prior to 13.2.0 

because it improperly processes a platform parameter. By exploiting this 

vulnerability, an arbitrary script may be executed on the web browser of the user 

who is logging in to the website using the product. 

2022-06-13 4.3  

CVE-2022-27231 

 

  

webriti -- 

webriti_smtp_mail 

The Webriti SMTP Mail WordPress plugin through 1.0 does not have CSRF check in 

place when updating its settings, which could allow attackers to make a logged in 

admin change them via a CSRF attack 

2022-06-13 4.3  CVE-2022-1612  

wp_svg_icons_proj

ect -- 

wp_svg_icons 

The WP SVG Icons WordPress plugin through 3.2.3 does not properly validate 

uploaded custom icon packs, allowing an high privileged user like an admin to 

upload a zip file containing malicious php code, leading to remote code execution. 

2022-06-13 6.5  CVE-2022-0863  

xgenecloud -- 

nocodb 

Exposure of Sensitive Information to an Unauthorized Actor in GitHub repository 

nocodb/nocodb prior to 0.91.7+. 
2022-06-13 5 

CVE-2022-2062 

  

zeroshell -- 

zeroshell 

ZeroShell 3.9.5 has a command injection vulnerability in /cgi-bin/kerbynet IP 

parameter, which may allow an authenticated attacker to execute system 

commands. 

2022-06-11 6.5  CVE-2021-41738  

adbyby_project -- 

adbyby 

adbyby v2.7 allows external users to make connections via port 8118. This can 

cause a program logic error and lead to a Denial of Service (DoS) via high CPU 

usage due to a large number of connections. 

2022-06-03 4 CVE-2022-29767  

facturascripts -- 

facturascripts 

Cross-site Scripting (XSS) - Generic in GitHub repository neorazorx/facturascripts 

prior to 2022.09. 
2022-06-03 4.3  

CVE-2022-1988 

  

google -- android 
Improper validation vulnerability in KfaOptions prior to SMR Jun-2022 Release 1 

allows attackers to launch certain activities. 
2022-06-07 6.4  CVE-2022-30712  

google -- android 
Improper input validation check logic vulnerability in SECRIL prior to SMR Jun-2022 

Release 1 allows attackers to trigger crash. 
2022-06-07 5 CVE-2022-30709  

google -- android 
Improper access control vulnerability in DofViewer prior to SMR Jun-2022 Release 

1 allows attackers to control floating system alert window. 
2022-06-07 5 CVE-2022-30715  
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google -- android 

Unprotected broadcast in sendIntentForToastDumpLog in DisplayToast prior to 

SMR Jun-2022 Release 1 allows untrusted applications to access toast message 

information from device. 

2022-06-07 5 CVE-2022-30716  

google -- android 
Improper caller check in AR Emoji prior to SMR Jun-2022 Release 1 allows 

untrusted applications to use some camera functions via deeplink. 
2022-06-07 5 CVE-2022-30717  

google -- android 
Improper input validation check logic vulnerability in libsmkvextractor prior to SMR 

Jun-2022 Release 1 allows attackers to trigger crash. 
2022-06-07 5 CVE-2022-30719  

google -- android 
Improper input validation check logic vulnerability in libsmkvextractor prior to SMR 

Jun-2022 Release 1 allows attackers to trigger crash. 
2022-06-07 5 CVE-2022-30720  

google -- android 
Improper input validation check logic vulnerability in libsmkvextractor prior to SMR 

Jun-2022 Release 1 allows attackers to trigger crash. 
2022-06-07 5 CVE-2022-30721  

google -- android 

Unprotected component vulnerability in DeviceSearchTrampoline in 

SecSettingsIntelligence prior to SMR Jun-2022 Release 1 allows local attackers to 

launch activities of SecSettingsIntelligence. 

2022-06-07 4.6  CVE-2022-30726  

libmobi_project -- 

libmobi 
Buffer Over-read in GitHub repository bfabiszewski/libmobi prior to 0.11. 2022-06-03 5.8  

CVE-2022-1987 

  

samsung -- 

account 

Improper privilege management vulnerability in Samsung Account prior to 

13.2.00.6 allows attackers to get the data of contact and gallery without 

permission. 

2022-06-07 5 CVE-2022-30743  

samsung -- 

account 

Sensitive information exposure in Sign-in log in Samsung Account prior to version 

13.2.00.6 allows attackers to get an user email or phone number without 

permission. 

2022-06-07 5 CVE-2022-30733  

samsung -- 

account 

Implicit Intent hijacking vulnerability in Samsung Account prior to version 13.2.00.6 

allows attackers to get email ID. 
2022-06-07 5 CVE-2022-30737  

samsung -- 

account 

Improper privilege management vulnerability in Samsung Account prior to 

13.2.00.6 allows attackers to get the data of contact and gallery without 

permission. 

2022-06-07 5 CVE-2022-30736  

samsung -- 

account 

Improper privilege management vulnerability in Samsung Account prior to 

13.2.00.6 allows attackers to get the access_token without permission. 
2022-06-07 5 CVE-2022-30735  

samsung -- 

account 

Sensitive information exposure in Sign-out log in Samsung Account prior to version 

13.2.00.6 allows attackers to get an user email or phone number without 

permission. 

2022-06-07 5 CVE-2022-30734  

samsung -- 

account 

Exposure of Sensitive Information vulnerability in Samsung Account prior to version 

13.2.00.6 allows attacker to access sensitive information via onActivityResult. 
2022-06-07 5 CVE-2022-30732  

samsung -- 

account 

Improper privilege management vulnerability in Samsung Account prior to 

13.2.00.6 allows attackers to get an user email or phone number with a normal 

level permission. 

2022-06-07 4 CVE-2022-30739  
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Source & Patch 
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eyoucms -- 

eyoucms 

A stored cross-site scripting (XSS) vulnerability in eyoucms v1.5.6 allows attackers 

to execute arbitrary web scripts or HTML via a crafted payload injected into the 

URL field under the login page. 

2022-06-24 3.5  CVE-2022-33122  

galaxkey -- 

galaxkey 

Persistent XSS in Galaxkey Secure Mail Client in Galaxkey up to 5.6.11.5 allows an 

attacker to perform an account takeover by intercepting the HTTP Post request 

when sending an email and injecting a specially crafted XSS payload in the 'subject' 

field. The payload executes when the recipient logs into their mailbox. 

2022-06-26 3.5  

CVE-2020-27509 

  

ibm -- 

jazz_team_server 

IBM Jazz Team Server 6.0.6, 6.0.6.1, 7.0, 7.0.1, and 7.0.2 is vulnerable to HTML 

injection. A remote attacker could inject malicious HTML code, which when 

viewed, would be executed in the victim's Web browser within the security context 

of the hosting site. IBM X-Force ID: 198929. 

2022-06-24 3.5  

CVE-2021-20543 

XF  

ibm -- 

jazz_team_server 

IBM Jazz Team Server 6.0.6, 6.0.6.1, 7.0, 7.0.1, and 7.0.2 is vulnerable to cross-site 

scripting. This vulnerability allows users to embed arbitrary JavaScript code in the 

Web UI thus altering the intended functionality potentially leading to credentials 

disclosure within a trusted session. IBM X-Force ID: 208345. 

2022-06-24 3.5  

CVE-2021-38871 

XF  

ibm -- 

jazz_team_server 

IBM Jazz Team Server 6.0.6, 6.0.6.1, 7.0, 7.0.1, and 7.0.2 allows web pages to be 

stored locally which can be read by another user on the system. IBM X-Force ID: 

199149. 

2022-06-24 2.1  

CVE-2021-20551 

 

XF 

melag -- ftp_server 

Weak access control permissions in MELAG FTP Server 2.2.0.4 allow the "Everyone" 

group to read the local FTP uration file, which includes among other information 

the unencrypted passwords of all FTP users. 

2022-06-24 3.6  CVE-2021-41637  

melag -- ftp_server 
MELAG FTP Server 2.2.0.4 stores unencrpyted passwords of FTP users in a local 

uration file. 
2022-06-24 2.1  CVE-2021-41639  

newstatpress_proj

ect -- newstatpress 

A vulnerability, which was classified as problematic, has been found in 

NewStatPress Plugin 1.2.4. This issue affects some unknown processing. The 

manipulation leads to basic cross site scripting (Persistent). The attack may be 

initiated remotely. Upgrading to version 1.2.5 is able to address this issue. It is 

recommended to upgrade the affected component. 

2022-06-24 3.5  

CVE-2017-20094 

  

ceikay -- 

carousel_ck 

The Carousel CK WordPress plugin through 1.1.0 does not sanitize and escape 

Slide's descriptions, which could allow high-privileged users such as admin to 

perform Cross-Site Scripting attacks when unfiltered_html is disallowed 

2022-06-13 3.5  CVE-2022-1336  

ceikay -- 

slideshow_ck 

The Slideshow CK WordPress plugin before 1.4.10 does not sanitize and escape 

Slide's descriptions, which could allow high-privileged users such as admin to 

perform Cross-Site Scripting attacks when unfiltered_html is disallowed 

2022-06-13 3.5  CVE-2022-1335  

dell -- 

supportassist_for_

business_pcs 

Dell SupportAssist Client Consumer versions (3.10.4 and versions prior) and Dell 

SupportAssist Client Commercial versions (3.1.1 and versions prior) contain an 

arbitrary file deletion vulnerability. Authenticated non-admin user could exploit the 

issue and delete arbitrary files on the system. 

2022-06-10 3.6  CVE-2022-29093  

dell -- 

supportassist_for_

business_pcs 

Dell SupportAssist Client Consumer versions (3.10.4 and versions prior) and Dell 

SupportAssist Client Commercial versions (3.1.1 and versions prior) contain an 

arbitrary file deletion/overwrite vulnerability. Authenticated non-admin user could 

exploit the issue and delete or overwrite arbitrary files on the system. 

2022-06-10 3.6  CVE-2022-29094  

dolibarr -- dolibarr 
Cross-site Scripting (XSS) - Stored in GitHub repository dolibarr/dolibarr prior to 

16.0. 
2022-06-13 3.5  

CVE-2022-2060 

  

dwbooster -- 

appointment_hour

_booking 

The Appointment Hour Booking WordPress plugin before 1.3.56 does not sanitise 

and escape a settings of its Calendar fields, which could allow high privilege users 
2022-06-13 3.5  CVE-2022-1710  
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to perform Cross-Site Scripting attacks even when the unfiltered_html is 

disallowed. 

flatcore -- flatcore-

cms 

flatCore-CMS version 2.0.8 is affected by Cross Site Scripting (XSS) in the "Create 

New Page" option through the index page. 
2022-06-13 3.5  CVE-2021-40902  

helpdeskz -- 

helpdeskz 

A cross-site scripting (XSS) vulnerability in /staff/setup/email-addresses of 

Helpdeskz v2.0.2 allows attackers to execute arbitrary web scripts or HTML via a 

crafted payload injected into the email name field. 

2022-06-13 3.5  CVE-2022-31400  

helpdeskz -- 

helpdeskz 

A cross-site scripting (XSS) vulnerability in /staff/tools/custom-fields of Helpdeskz 

v2.0.2 allows attackers to execute arbitrary web scripts or HTML via a crafted 

payload injected into the email name field. 

2022-06-13 3.5  CVE-2022-31398  

huawei -- magic_ui 
AppLink has a vulnerability of accessing uninitialized pointers. Successful 

exploitation of this vulnerability may affect system availability. 
2022-06-13 2.1  

CVE-2022-31759 

  

huawei -- magic_ui 
The fingerprint sensor module has design defects. Successful exploitation of this 

vulnerability may affect data confidentiality. 
2022-06-13 2.1  

CVE-2022-31756 

  

huawei -- magic_ui 

The communication module has a vulnerability of improper permission 

preservation. Successful exploitation of this vulnerability may affect system 

availability. 

2022-06-13 2.1  

CVE-2022-31755 

  

huawei -- magic_ui 
Missing authorization vulnerability in the system components. Successful 

exploitation of this vulnerability will affect confidentiality. 
2022-06-13 2.1  CVE-2022-31752  

ibm -- 

spectrum_copy_da

ta_management 

IBM Spectrum Copy Data Management 2.2.0.0 through 2.2.15.0 is vulnerable to 

reverse tabnabbing where it could allow a page linked to from within IBM 

Spectrum Copy Data Management to rewrite it. An administrator could enter a link 

to a malicious URL that another administrator could then click. Once clicked, that 

malicious URL could then rewrite the original page with a phishing page. IBM X-

Force ID: 227363. 

2022-06-10 3.5  

CVE-2022-30610 

XF  

ibm -- 

spectrum_copy_da

ta_management 

IBM Spectrum Copy Data Management Admin 2.2.0.0 through 2.2.15.0 could allow 

a local attacker to bypass authentication restrictions, caused by the lack of proper 

session management. An attacker could exploit this vulnerability to bypass 

authentication and gain unauthorized access to the Spectrum Copy Data 

Management catalog which contains metadata. IBM X-Force ID: 223718. 

2022-06-10 2.1  

CVE-2022-22426 

XF  

ibm -- 

spectrum_copy_da

ta_management 

IBM Spectrum Copy Data Management 2.2.0.0 through 2.2.15.0 is vulnerable to 

cross-site scripting, caused by improper validation of user-supplied input. A remote 

attacker could exploit this vulnerability using some fields of the form in the portal 

UI to inject malicious script into a Web page which would be executed in a victim's 

Web browser within the security context of the hosting Web site, once the page is 

viewed. An attacker could use this vulnerability to steal the victim's cookie-based 

authentication credentials. IBM X-Force ID: 227364. 

2022-06-10 3.5  

CVE-2022-30611 

XF  

intelliants -- 

subrion_cms 

An issue was discovered in Subrion CMS v4.2.1 There is a stored cross-site scripting 

(XSS) vulnerability that can execute malicious JavaScript code by modifying the 

name of the uploaded image, closing the html tag, or adding the onerror attribute. 

2022-06-11 3.5  CVE-2021-41502  

lepin_ep-

kp001_project -- 

lepinep-

kp001_firmware 

Due to an insecure design, the Lepin EP-KP001 flash drive through KP001_V19 is 

vulnerable to an authentication bypass attack that enables an attacker to gain 

access to the stored encrypted data. Normally, the encrypted disk partition with 

this data is unlocked by entering the correct passcode (6 to 14 digits) via the 

keypad and pressing the Unlock button. This authentication is performed by an 

unknown microcontroller. By replacing this microcontroller on a target device with 

one from an attacker-controlled Lepin EP-KP001 whose passcode is known, it is 

possible to successfully unlock the target device and read the stored data in 

cleartext. 

2022-06-10 2.1  

CVE-2022-29948 
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navetti -- 

pricepoint 

A vulnerability was found in Navetti PricePoint 4.6.0.0 and classified as 

problematic. Affected by this issue is some unknown functionality. The 

manipulation leads to basic cross site scripting (Persistent). The attack may be 

launched remotely. Upgrading to version 4.7.0.0 is able to address this issue. It is 

recommended to upgrade the affected component. 

2022-06-13 3.5  

CVE-2017-20043 

  

navetti -- 

pricepoint 

A vulnerability was found in Navetti PricePoint 4.6.0.0. It has been classified as 

problematic. This affects an unknown part. The manipulation leads to basic cross 

site scripting (Reflected). It is possible to initiate the attack remotely. Upgrading to 

version 4.7.0.0 is able to address this issue. It is recommended to upgrade the 

affected component. 

2022-06-13 3.5  

CVE-2017-20044 

  

phplist -- phplist 

A vulnerability classified as problematic was found in PHPList 3.2.6. This 

vulnerability affects unknown code of the file /lists/admin/ of the component List 

Name. The manipulation leads to cross site scripting (Persistent). The attack can be 

initiated remotely. Upgrading to version 3.3.1 is able to address this issue. It is 

recommended to upgrade the affected component. 

2022-06-10 3.5  

CVE-2017-20034 

  

phplist -- phplist 

A vulnerability, which was classified as problematic, has been found in PHPList 

3.2.6. This issue affects some unknown processing of the file /lists/admin/ of the 

component Subscribe. The manipulation leads to cross site scripting (Persistent). 

The attack may be initiated remotely. Upgrading to version 3.3.1 is able to address 

this issue. It is recommended to upgrade the affected component. 

2022-06-10 3.5  

CVE-2017-20035 

  

phplist -- phplist 

A vulnerability, which was classified as problematic, was found in PHPList 3.2.6. 

Affected is an unknown function of the file /lists/admin/ of the component Bounce 

Rule. The manipulation leads to cross site scripting (Persistent). It is possible to 

launch the attack remotely. Upgrading to version 3.3.1 is able to address this issue. 

It is recommended to upgrade the affected component. 

2022-06-10 3.5  

CVE-2017-20036 

  

sicunet -- 

access_control 

A vulnerability was found in SICUNET Access Controller 0.32-05z. It has been 

declared as problematic. This vulnerability affects unknown code of the component 

Password Storage. The manipulation leads to weak encryption. Attacking locally is 

a requirement. 

2022-06-11 2.1  

CVE-2017-20040 

  

ultimatemember -- 

ultimate_member 

The Ultimate Member plugin for WordPress is vulnerable to Stored Cross-Site 

Scripting via the Biography field featured on individual user profile pages due to 

insufficient input sanitization and output escaping that allows users to encode 

malicious web scripts with HTML encoding that is reflected back on the page. This 

affects versions up to, and including, 2.3.2. Please note this issue was partially fixed 

in version 2.3.2 then subsequently fully patched in version 2.3.3. 

2022-06-13 3.5  

CVE-2022-1208 

 

  

wp_athletics_proje

ct -- wp_athletics 

The WP Athletics WordPress plugin through 1.1.7 does not sanitize parameters 

before storing them in the database, nor does it escape the values when 

outputting them back in the admin dashboard, leading to a Stored Cross-Site 

Scripting vulnerability. 

2022-06-13 3.5  CVE-2022-1549  

akeles -- 

countdown_timer 

A vulnerability classified as problematic was found in Countdown Timer. This 

vulnerability affects unknown code of the component Macro Handler. The 

manipulation leads to cross site scripting. The attack can be initiated remotely. The 

exploit has been disclosed to the public and may be used. 

2022-06-07 3.5  

CVE-2020-36526 

  

aptis-solutions -- 

server_status 

A vulnerability, which was classified as problematic, has been found in Server 

Status. This issue affects some unknown processing of the component HTTP 

Status/SMTP Status. The manipulation leads to cross site scripting. The attack may 

be initiated remotely. The exploit has been disclosed to the public and may be 

used. 

2022-06-07 3.5  

CVE-2020-36527 

  

avono -- plantuml A vulnerability was found in PlantUML 6.43. It has been declared as problematic. 

Affected by this vulnerability is the component Database Information Macro. The 
2022-06-07 3.5  

CVE-2020-36523 
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manipulation leads to cross site scripting. The attack can be launched remotely. 

The exploit has been disclosed to the public and may be used. 

google -- android 

Broadcasting Intent including the BluetoothDevice object without proper 

restriction of receivers in activateVoiceRecognitionWithDevice function of 

Bluetooth prior to SMR Jun-2022 Release 1 leaks MAC address of the connected 

Bluetooth device. 

2022-06-07 3.3  CVE-2022-30723  

google -- android 

Broadcasting Intent including the BluetoothDevice object without proper 

restriction of receivers in sendIntentSessionCompleted function of Bluetooth prior 

to SMR Jun-2022 Release 1 leaks MAC address of the connected Bluetooth device. 

2022-06-07 3.3  CVE-2022-30724  

google -- android 

Broadcasting Intent including the BluetoothDevice object without proper 

restriction of receivers in sendIntentSessionError function of Bluetooth prior to 

SMR Jun-2022 Release 1 leaks MAC address of the connected Bluetooth device. 

2022-06-07 3.3  CVE-2022-30725  

google -- android 
Sensitive information exposure in low-battery dumpstate log prior to SMR Jun-

2022 Release 1 allows local attackers to get SIM card information. 
2022-06-07 2.1  CVE-2022-28794  

google -- android 
Information exposure vulnerability in SemIWCMonitor prior to SMR Jun-2022 

Release 1 allows local attackers to get MAC address information. 
2022-06-07 2.1  CVE-2022-30714  

google -- android 

Improper handling of insufficient permissions vulnerability in 

addAppPackageNameToAllowList in PersonaManagerService prior to SMR Jun-

2022 Release 1 allows local attackers to set some setting value in work space. 

2022-06-07 2.1  CVE-2022-30727  

google -- android 
Information exposure vulnerability in ScanPool prior to SMR Jun-2022 Release 1 

allows local attackers to get MAC address information. 
2022-06-07 2.1  CVE-2022-30728  

google -- android 
Implicit Intent hijacking vulnerability in Settings prior to SMR Jun-2022 Release 1 

allows attackers to get Wi-Fi SSID and password via a malicious QR code scanner. 
2022-06-07 2.1  CVE-2022-30729  

refined -- 

refined_toolkit 

A vulnerability was found in Refined Toolkit. It has been rated as problematic. 

Affected by this issue is some unknown functionality of the component UI-

Image/UI-Button. The manipulation leads to cross site scripting. The attack may be 

launched remotely. The exploit has been disclosed to the public and may be used. 

2022-06-07 3.5  

CVE-2020-36524 

  

servicerocket -- 

linking 

A vulnerability classified as problematic has been found in Linking. This affects an 

unknown part of the component New Windows Macro. The manipulation leads to 

cross site scripting. It is possible to initiate the attack remotely. The exploit has 

been disclosed to the public and may be used. 

2022-06-07 3.5  

CVE-2020-36525 
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