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Cybernetic GI Security Bulletin provides a summary of new vulnerabilities that have been recorded by the 

National Institute of Standards and Technology (NIST) National Vulnerability Database (NVD) in the past 

week. The Department of Homeland Security (DHS) National Cybersecurity and Communications 

Integration Center (NCCIC) / United States Computer Emergency Readiness Team, is sponsored by The 

NVD. For modified or updated entries, please visit the NVD, which contains historical vulnerability 

information . 

The vulnerabilities are based on the CVE vulnerability naming standard and determined by the Common 

Vulnerability Scoring System (CVSS) standard. They are organized according to severity, by the division 

of high, medium and low severities correspond to the following scores: 

 

High  - Vulnerabilities will be labeled High severity if they have a CVSS base score of 7.0 - 10.0 . 

Medium  - Vulnerabilities will be labeled Medium severity if they have a CVSS base score of 4.0  -  6.9 .  

Low  - Vulnerabilities will be labeled Low severity if they have a CVSS base score of 0.0 - 3.9 . 

 

Entries may include additional information provided by organizations and efforts sponsored by 

Cybernetic GI. This data may include identifying information, values, definitions, and related links. The 

patch information is provided to users when available. Please note that some of the information in the 

bulletin is compiled from external, open source reports and is not a direct result of Cybernetic GI 

analysis  . 

The NCCIC Weekly Vulnerability Summary Bulletin is created using information from the National 

Institute of Standards and Technology (NIST) National Vulnerability Database (NVD). In some cases, the 

vulnerabilities in the bulletin may not yet have assigned CVSS scores. Please visit NVD for updated 

vulnerability entries, which include CVSS scores once they are available. 

 

 

 

 

 

 

 



 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

jfinalcms_project -- 
jfinalcms 

JFinalCMS v2.0 was discovered to contain a SQL injection vulnerability via the 
Article Management function. 

2022-04-22 7.5  CVE-2022-27341  

link-admin_project 
-- link-admin 

Link-Admin v0.0.1 was discovered to contain a SQL injection vulnerability via 
DictRest.ResponseResult(). 

2022-04-22 7.5  CVE-2022-27342  

microsoft -- 
windows_10 

Remote Procedure Call Runtime Remote Code Execution Vulnerability. This CVE ID 
is unique from CVE-2022-24492, CVE-2022-24528. 

2022-04-15 10 CVE-2022-26809  

microsoft -- 
windows_10 

Remote Procedure Call Runtime Remote Code Execution Vulnerability. This CVE ID 
is unique from CVE-2022-24528, CVE-2022-26809. 

2022-04-15 9.3  CVE-2022-24492  

microsoft -- 
hevc_video_extens
ions 

HEVC Video Extensions Remote Code Execution Vulnerability. 2022-04-15 9.3  CVE-2022-24532  

cisco -- 
ir510_operating_s
ystem 

Multiple vulnerabilities in the Cisco IOx application hosting environment on 
multiple Cisco platforms could allow an attacker to inject arbitrary commands into 
the underlying host operating system, execute arbitrary code on the underlying 
host operating system, install applications without being authenticated, or conduct 
a cross-site scripting (XSS) attack against a user of the affected software. For more 
information about these vulnerabilities, see the Details section of this advisory. 

2022-04-15 9 

CVE-2022-20723 
CISCO  

microsoft -- 
dynamics_365 

Microsoft Dynamics 365 (on-premises) Remote Code Execution Vulnerability. 2022-04-15 9 CVE-2022-23259  

microsoft -- 
windows_server_2
008 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-2022-26814, CVE-
2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-26819, CVE-2022-
26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-2022-26824, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 9 CVE-2022-24536  

microsoft -- 
windows_server_2
016 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26812, CVE-2022-26813, CVE-2022-26814, CVE-
2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-26819, CVE-2022-
26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-2022-26824, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 9 CVE-2022-26811  

microsoft -- 
windows_server_2
008 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26813, CVE-2022-26814, CVE-
2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-26819, CVE-2022-
26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-2022-26824, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 9 CVE-2022-26812  

microsoft -- 
windows_server_2
008 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26814, CVE-
2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-26819, CVE-2022-
26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-2022-26824, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 9 CVE-2022-26813  

microsoft -- 
windows_server_2
008 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-
2022-26814, CVE-2022-26817, CVE-2022-26818, CVE-2022-26819, CVE-2022-
26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-2022-26824, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 9 CVE-2022-26815  

microsoft -- 
windows_server_2
016 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-
2022-26814, CVE-2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-
26819, CVE-2022-26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26824, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 9 CVE-2022-26823  

microsoft -- 
windows_server_2
016 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-
2022-26814, CVE-2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-
26819, CVE-2022-26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 9 CVE-2022-26824  

microsoft -- 
windows_server_2
016 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-
2022-26814, CVE-2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-
26819, CVE-2022-26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-
2022-26824, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 9 CVE-2022-26825  

microsoft -- 
windows_10 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-
2022-26814, CVE-2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-
26819, CVE-2022-26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-
2022-26824, CVE-2022-26825, CVE-2022-26829. 

2022-04-15 9 CVE-2022-26826  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-27341&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-27341
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-27342&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-27342
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26809&vector=AV:N/AC:L/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26809
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-24492&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-24492
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-24532&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-24532
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-20723&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-20723
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iox-yuXQ6hFj
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-23259&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-23259
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-24536&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-24536
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26811&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26811
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26812&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26812
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26813&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26813
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26815&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26815
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26823&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26823
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26824&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26824
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26825&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26825
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26826&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26826


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

microsoft -- 
windows_10 

Remote Desktop Protocol Remote Code Execution Vulnerability. 2022-04-15 8.5  CVE-2022-24533  

microsoft -- 
windows_server_2
012 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-
2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-26819, CVE-2022-
26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-2022-26824, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 8.5  CVE-2022-26814  

microsoft -- 
windows_server_2
012 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-
2022-26814, CVE-2022-26815, CVE-2022-26818, CVE-2022-26819, CVE-2022-
26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-2022-26824, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 8.5  CVE-2022-26817  

microsoft -- 
windows_server_2
012 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-
2022-26814, CVE-2022-26815, CVE-2022-26817, CVE-2022-26819, CVE-2022-
26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-2022-26824, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 8.5  CVE-2022-26818  

microsoft -- 
windows_server_2
008 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-
2022-26814, CVE-2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-
26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-2022-26824, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 8.5  CVE-2022-26819  

microsoft -- 
windows_server_2
008 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-
2022-26814, CVE-2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-
26819, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-2022-26824, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 8.5  CVE-2022-26820  

microsoft -- 
windows_server_2
008 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-
2022-26814, CVE-2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-
26819, CVE-2022-26820, CVE-2022-26822, CVE-2022-26823, CVE-2022-26824, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 8.5  CVE-2022-26821  

microsoft -- 
windows_server_2
008 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-
2022-26814, CVE-2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-
26819, CVE-2022-26820, CVE-2022-26821, CVE-2022-26823, CVE-2022-26824, CVE-
2022-26825, CVE-2022-26826, CVE-2022-26829. 

2022-04-15 8.5  CVE-2022-26822  

microsoft -- 
windows_server_2
008 

Windows DNS Server Remote Code Execution Vulnerability. This CVE ID is unique 
from CVE-2022-24536, CVE-2022-26811, CVE-2022-26812, CVE-2022-26813, CVE-
2022-26814, CVE-2022-26815, CVE-2022-26817, CVE-2022-26818, CVE-2022-
26819, CVE-2022-26820, CVE-2022-26821, CVE-2022-26822, CVE-2022-26823, CVE-
2022-26824, CVE-2022-26825, CVE-2022-26826. 

2022-04-15 8.5  CVE-2022-26829  

cisco -- 
cgr1000_compute
_module 

Multiple vulnerabilities in the Cisco IOx application hosting environment on 
multiple Cisco platforms could allow an attacker to inject arbitrary commands into 
the underlying host operating system, execute arbitrary code on the underlying 
host operating system, install applications without being authenticated, or conduct 
a cross-site scripting (XSS) attack against a user of the affected software. For more 
information about these vulnerabilities, see the Details section of this advisory. 

2022-04-15 7.6  

CVE-2022-20724 
CISCO  

microsoft -- 
windows_10 

Windows Hyper-V Remote Code Execution Vulnerability. This CVE ID is unique from 
CVE-2022-22009, CVE-2022-23257, CVE-2022-24537. 

2022-04-15 7.6  CVE-2022-22008  

fisglobal -- gt.m 
An issue was discovered in YottaDB through r1.32 and V7.0-000. Using crafted 
input, attackers can manipulate the value of a function pointer used in op_write in 
sr_port/op_write.c in order to gain control of the flow of execution. 

2022-04-15 7.5  CVE-2021-44486  

fisglobal -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 
base). Using crafted input, an attacker can control the size variable and buffer that 
is passed to a call to memcpy. An attacker can use this to overwrite key data 
structures and gain control of the flow of execution. 

2022-04-15 7.5  

CVE-2021-44496 
 
  

wecul -- nyron 
Nyron 1.0 is affected by a SQL injection vulnerability through 
Nyron/Library/Catalog/winlibsrch.aspx. To exploit this vulnerability, an attacker 
must inject '"> on the thes1 parameter. 

2022-04-15 7.5  CVE-2022-23865  

microsoft -- 
windows_10 

Windows Local Security Authority (LSA) Remote Code Execution Vulnerability. 2022-04-15 7.5  CVE-2022-24487  

microsoft -- 
windows_10 

Windows Network File System Remote Code Execution Vulnerability. This CVE ID is 
unique from CVE-2022-24497. 

2022-04-15 7.5  CVE-2022-24491  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-24533&vector=AV:N/AC:M/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-24533
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26814&vector=AV:N/AC:M/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26814
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26817&vector=AV:N/AC:M/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26817
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26818&vector=AV:N/AC:M/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26818
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26819&vector=AV:N/AC:M/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26819
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26820&vector=AV:N/AC:M/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26820
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26821&vector=AV:N/AC:M/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26821
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26822&vector=AV:N/AC:M/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26822
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26829&vector=AV:N/AC:M/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26829
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-20724&vector=AV:N/AC:H/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-20724
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iox-yuXQ6hFj
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-22008&vector=AV:N/AC:H/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-22008
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-44486&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-44486
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-44496&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-44496
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-23865&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-23865
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-24487&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-24487
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-24491&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-24491


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

microsoft -- 
windows_10 

Windows Network File System Remote Code Execution Vulnerability. This CVE ID is 
unique from CVE-2022-24491. 

2022-04-15 7.5  CVE-2022-24497  

php -- pearweb 
pearweb < 1.32 is suffers from a Weak Password Recovery Mechanism via 
include/users/passwordmanage.php. 

2022-04-15 7.5  CVE-2022-27157  

php -- pearweb pearweb < 1.32 suffers from Deserialization of Untrusted Data. 2022-04-15 7.5  CVE-2022-27158  
irzip_project -- 
irzip 

Irzip v0.640 was discovered to contain a heap memory corruption via the 
component lrzip.c:initialise_control. 

2022-04-15 7.5  

CVE-2022-28044 
  

cisco -- 
cgr1000_compute
_module 

Multiple vulnerabilities in the Cisco IOx application hosting environment on 
multiple Cisco platforms could allow an attacker to inject arbitrary commands into 
the underlying host operating system, execute arbitrary code on the underlying 
host operating system, install applications without being authenticated, or conduct 
a cross-site scripting (XSS) attack against a user of the affected software. For more 
information about these vulnerabilities, see the Details section of this advisory. 

2022-04-15 7.2  

CVE-2022-20727 
CISCO 

microsoft -- 
windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 
from CVE-2022-26786, CVE-2022-26787, CVE-2022-26789, CVE-2022-26790, CVE-
2022-26791, CVE-2022-26792, CVE-2022-26793, CVE-2022-26794, CVE-2022-
26795, CVE-2022-26796, CVE-2022-26797, CVE-2022-26801, CVE-2022-26802, CVE-
2022-26803. 

2022-04-15 7.2  CVE-2022-26798  

microsoft -- 
windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 
from CVE-2022-26786, CVE-2022-26787, CVE-2022-26789, CVE-2022-26790, CVE-
2022-26791, CVE-2022-26792, CVE-2022-26793, CVE-2022-26794, CVE-2022-
26795, CVE-2022-26796, CVE-2022-26797, CVE-2022-26798, CVE-2022-26801, CVE-
2022-26802. 

2022-04-15 7.2  CVE-2022-26803  

dell -- 
emc_unity_operati
ng_environment 

Dell VNX2 for file version 8.1.21.266 and earlier, contain an unauthenticated 
remote code execution vulnerability which may lead unauthenticated users to 
execute commands on the system. 

2022-04-08 10 CVE-2021-36287  

foscam -- 
fi9805e_firmware 

FOSCAM Camera FI9805E with firmware V4.02.R12.00018510.10012.143900.00000 
contains a backdoor that opens Telnet port when special command is sent on port 
9530. 

2022-04-08 10 CVE-2021-43517  

dell -- 
emc_powerscale_
onefs 

Dell PowerScale OneFS, versions 8.2.x-9.2.x, contain risky cryptographic algorithms. 
A remote unprivileged malicious attacker could potentially exploit this 
vulnerability, leading to full system access 

2022-04-08 10 CVE-2022-26854  

kevinlab -- 4st_l-
bems 

An Access Control vulnerability exists in KevinLAB Inc Building Energy Management 
System 4ST BEMS 1.0.0 due to an undocumented backdoor account. A malicious 
user can log in using the backdor account with admin highest privileges and obtain 
system control. 

2022-04-11 9 

CVE-2021-37292 
  

ritecms -- ritecms 

RiteCMS version 3.1.0 and below suffers from a remote code execution 
vulnerability in the admin panel. An authenticated attacker can upload a PHP file 
and bypass the .htacess uration to deny execution of .php files in media and files 
directory by default. 

2022-04-08 9 

CVE-2021-46367 
 
 
  

trendmicro -- 
antivirus_for_mac 

A link following vulnerability in Trend Micro Antivirus for Mac 11.5 could allow an 
attacker to create a specially-crafted file as a symlink that can lead to privilege 
escalation. Please note that an attacker must at least have low-level privileges on 
the system to attempt to exploit this vulnerability. 

2022-04-09 8.5  

CVE-2022-27883 
  

zyxel -- vmg3312-
t20a_firmware 

A command injection vulnerability in the CGI program of Zyxel VMG3312-T20A 
firmware version 5.30(ABFX.5)C0 could allow a local authenticated attacker to 
execute arbitrary OS commands on a vulnerable device via a LAN interface. 

2022-04-11 7.7  CVE-2022-26413  

kevinlab -- 4st_l-
bems 

An SQL Injection vulnerability exists in KevinLAB Inc Building Energy Management 
System 4ST BEMS 1.0.0 ivia the input_id POST parameter in index.php. 

2022-04-11 7.5  

CVE-2021-37291 
  

laravel -- laravel 

A Remote Code Execution (RCE) vulnerability exists in h laravel 5.8.38 via an 
unserialize pop chain in (1) __destruct in 
\Routing\PendingResourceRegistration.php, (2) __cal in 
Queue\Capsule\Manager.php, and (3) __invoke in 
mockery\library\Mockery\ClosureWrapper.php. 

2022-04-08 7.5  CVE-2021-43503  

stopbadbots -- 
block_and_stop_b
ad_bots 

The Block Bad Bots and Stop Bad Bots Crawlers and Spiders and Anti Spam 
Protection WordPress plugin before 6.930 does not properly sanitise and escape 
the fingerprint parameter before using it in a SQL statement via the 
stopbadbots_grava_fingerprint AJAX action, available to unauthenticated users, 
leading to a SQL injection 

2022-04-11 7.5  CVE-2022-0949  

mruby -- mruby 
Out-of-bounds Read in mrb_get_args in GitHub repository mruby/mruby prior to 
3.2. Possible arbitrary code execution if being exploited. 

2022-04-10 7.5  

CVE-2022-1276 
  

school_club_applic
ation_system_proj
ect -- 

A vulnerability classified as critical was found in School Club Application System 
1.0. This vulnerability affects a request to the file 
/scas/classes/Users.php?f=save_user. The manipulation with a POST request leads 

2022-04-09 7.5  CVE-2022-1287  
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school_club_applic
ation_system 

to privilege escalation. The attack can be initiated remotely and does not require 
authentication. The exploit has been disclosed to the public and may be used. 

fullpage_project -- 
fullpage 

Prototype Pollution in GitHub repository alvarotrigo/fullpage.js prior to 4.0.2. 2022-04-11 7.5  

CVE-2022-1295 
  

dell -- 
emc_powerscale_
onefs 

Dell PowerScale OneFS, versions 8.2.x-9.3.x, contain a predictable seed in pseudo-
random number generator. A remote unauthenticated attacker could potentially 
exploit this vulnerability, leading to an account compromise. 

2022-04-08 7.5  CVE-2022-26852  

moguit -- 
mogu_blog_cms 

mogu_blog_cms 5.2 suffers from upload arbitrary files without any limitation. 2022-04-08 7.5  CVE-2022-27047  

std42 -- elfinder 
In Studio-42 elFinder 2.1.60, there is a vulnerability that causes remote code 
execution through file name bypass for file upload. 

2022-04-11 7.5  CVE-2022-27115  

zbzcms -- zbzcms 
zbzcms v1.0 was discovered to contain a SQL injection vulnerability via the art 
parameter at /include/make.php. 

2022-04-10 7.5  CVE-2022-27126  

zbzcms -- zbzcms 
An incorrect access control issue at /admin/run_ajax.php in zbzcms v1.0 allows 
attackers to arbitrarily add administrator accounts. 

2022-04-10 7.5  CVE-2022-27128  

zbzcms -- zbzcms 
An arbitrary file upload vulnerability at /admijax.php in zbzcms v1.0 allows 
attackers to execute arbitrary code via a crafted PHP file. 

2022-04-10 7.5  CVE-2022-27129  

zbzcms -- zbzcms 
An arbitrary file upload vulnerability at /zbzedit/php/zbz.php in zbzcms v1.0 allows 
attackers to execute arbitrary code via a crafted PHP file. 

2022-04-10 7.5  CVE-2022-27131  

zoo_management_
system_project -- 
zoo_management_
system 

Zoo Management System v1.0 was discovered to contain an arbitrary file upload 
vulnerability via /public_html/apply_vacancy. This vulnerability allows attackers to 
execute arbitrary code via a crafted PHP file. 

2022-04-08 7.5  

CVE-2022-27351 
 
  

ecommerce-
website_project -- 
ecommerce-
website 

Ecommerce-Website v1 was discovered to contain an arbitrary file upload 
vulnerability via /customer_register.php. This vulnerability allows attackers to 
execute arbitrary code via a crafted PHP file. 

2022-04-08 7.5  

CVE-2022-27357 
 
  

newbee-
mall_project -- 
newbee-mall 

Newbee-Mall v1.0.0 was discovered to contain an arbitrary file upload via the 
Upload function at /admin/goods/edit. 

2022-04-10 7.5  CVE-2022-27477  

movie_seat_reserv
ation_project -- 
movie_seat_reserv
ation 

Movie Seat Reservation v1 was discovered to contain a SQL injection vulnerability 
at /index.php?page=reserve via the id parameter. 

2022-04-08 7.5  

CVE-2022-28001 
  

zyxel -- 
zyxel_ap_urator 

A local privilege escalation vulnerability caused by incorrect permission assignment 
in some directories of the Zyxel AP urator (ZAC) version 1.1.4, which could allow an 
attacker to execute arbitrary code as a local administrator. 

2022-04-11 7.2 CVE-2022-0556  

google -- android 

In mdp, there is a possible memory corruption due to a use after free. This could 
lead to local escalation of privilege with System execution privileges needed. User 
interaction is no needed for exploitation. Patch ID: ALPS05836418; Issue ID: 
ALPS05836418. 

2022-04-11 7.2  CVE-2022-20062  

google -- android 

In ccci, there is a possible leak of kernel pointer due to an incorrect bounds check. 
This could lead to local information disclosure with System execution privileges 
needed. User interaction is not needed for exploitation. Patch ID: ALPS06108617; 
Issue ID: ALPS06108617. 

2022-04-11 7.2  CVE-2022-20064  

fujitsu -- 
plugfree_network 

In Fujitsu PlugFree Network <= 7.3.0.3, an Unquoted service path in PFNService.exe 
software allows a local attacker to potentially escalate privileges to system level. 

2022-04-11 7.2  CVE-2022-27089  

linux -- 
linux_kernel 

The SUNRPC subsystem in the Linux kernel through 5.17.2 can call xs_xprt_free 
before ensuring that sockets are in the intended state. 

2022-04-11 7.2  

CVE-2022-28893 
 
 
  

escanav -- 
escan_anti-virus 

An local privilege escalation vulnerability due to a "runasroot" command in eScan 
Anti-Virus. This vulnerability is due to invalid arguments and insufficient execution 
conditions related to "runasroot" command. This vulnerability can induce remote 
attackers to exploit root privileges by manipulating parameter values. 

2022-04-01 10 CVE-2021-26624  

pagekit -- pagekit 
pagekit all versions, as of 15-10-2021, is vulnerable to SQL Injection via Comment 
listing. 

2022-04-01 10 CVE-2021-44135  

allmediaserver -- 
allmediaserver 

Mediaserver.exe in ALLMediaServer 1.6 has a stack-based buffer overflow that 
allows remote attackers to execute arbitrary code via a long string to TCP port 888, 
a related issue to CVE-2017-17932. 

2022-04-03 10 

CVE-2022-28381 
  

qualcomm -- 
apq8096au_firmw
are 

An Out of Bounds read may potentially occur while processing an IBSS beacon, in 
Snapdragon Auto, Snapdragon Compute, Snapdragon Connectivity, Snapdragon 
Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile, Snapdragon Voice 
& Music 

2022-04-01 9.4  CVE-2021-35117  
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dell -- 
wyse_managemen
t_suite 

Dell Wyse Management Suite versions 2.0 through 3.5.2 contain an unrestricted 
file upload vulnerability. A malicious user with admin privileges can exploit this 
vulnerability in order to execute arbitrary code on the system. 

2022-04-01 9 CVE-2022-23155  

hitrontech -- 
chita_firmware 

Hitron CHITA 7.2.2.0.3b6-CD devices contain a command injection vulnerability via 
the Device/DDNS ddnsUsername field. 

2022-04-01 9 CVE-2022-25017  

idearespa -- reftree 

An unrestricted file upload vulnerability in IdeaRE RefTree before 2021.09.17 
allows remote authenticated users to execute arbitrary code by using UploadDwg 
to upload a crafted aspx file to the web root, and then visiting the URL for this aspx 
resource. 

2022-04-03 9 

CVE-2022-27249 
  

qualcomm -- 
ar8035_firmware 

Possible assertion due to improper validation of invalid NR CSI-IM resource uration 
in Snapdragon Auto, Snapdragon Compute, Snapdragon Connectivity, Snapdragon 
Industrial IOT, Snapdragon Mobile 

2022-04-01 7.8  CVE-2021-30328  

qualcomm -- 
ar8035_firmware 

Possible assertion due to improper validation of TCI uration in Snapdragon Auto, 
Snapdragon Compute, Snapdragon Connectivity, Snapdragon Industrial IOT, 
Snapdragon Mobile 

2022-04-01 7.8  CVE-2021-30329  

oppo -- quick_app 
A command injection vulerability found in quick game engine allows arbitrary 
remote code in quick app. Allows remote attacke0rs to gain arbitrary code 
execution in quick game engine 

2022-04-01 7.5  CVE-2021-23247  

bandisoft -- 
bandizip 

A remote code execution vulnerability due to incomplete check for 
'xheader_decode_path_record' function's parameter length value in the ark 
library. Remote attackers can induce exploit malicious code using this function. 

2022-04-01 7.5  CVE-2021-26623  

philips -- myvue 
Philips Vue PACS versions 12.2.x.x and prior does not use or incorrectly uses a 
protection mechanism that provides sufficient defense against directed attacks 
against the product. 

2022-04-01 7.5  

CVE-2021-27497 
  

philips -- myvue 
Philips Vue PACS versions 12.2.x.x and prior does not follow certain coding rules for 
development, which can lead to resultant weaknesses or increase the severity of 
the associated vulnerabilities. 

2022-04-01 7.5  

CVE-2021-27501 
  

auvesy-mdt -- 
autosave 

An attacker could leverage an API to pass along a malicious file that could then 
manipulate the process creation command line in MDT AutoSave versions prior to 
v6.02.06 and run a command line argument. This could then be leveraged to run a 
malicious process. 

2022-04-01 7.5  CVE-2021-32933  

cocoapods -- 
cocoapods-
downloader 

The package cocoapods-downloader before 1.6.2 are vulnerable to Command 
Injection via hg argument injection. When calling the download function (when 
using hg), the url (and/or revision, tag, branch) is passed to the hg clone command 
in a way that additional flags can be set. The additional flags can be used to 
perform a command injection. 

2022-04-01 7.5  

CVE-2022-21223 
  

ui -- 
ua_lite_firmware 

A buffer overflow vulnerability found in the UniFi Door Access Reader Lite’s (UA 
Lite) firmware (Version 3.8.28.24 and earlier) allows a malicious actor who has 
gained access to a network to control all connected UA devices. This vulnerability is 
fixed in Version 3.8.31.13 and later. 

2022-04-01 7.5  CVE-2022-22570  

vmware -- 
spring_cloud_funct
ion 

In Spring Cloud Function versions 3.1.6, 3.2.2 and older unsupported versions, 
when using routing functionality it is possible for a user to provide a specially 
crafted SpEL as a routing-expression that may result in remote code execution and 
access to local resources. 

2022-04-01 7.5  

CVE-2022-22963 
 
CISCO  

vmware -- 
spring_framework 

A Spring MVC or Spring WebFlux application running on JDK 9+ may be vulnerable 
to remote code execution (RCE) via data binding. The specific exploit requires the 
application to run on Tomcat as a WAR deployment. If the application is deployed 
as a Spring Boot executable jar, i.e. the default, it is not vulnerable to the exploit. 
However, the nature of the vulnerability is more general, and there may be other 
ways to exploit it. 

2022-04-01 7.5  

CVE-2022-22965 
 
CISCO  

simple-git_project 
-- simple-git 

The package simple-git before 3.5.0 are vulnerable to Command Injection due to 
an incomplete fix of [CVE-2022-24433](https://security.snyk.io/vuln/SNYK-JS-
SIMPLEGIT-2421199) which only patches against the git fetch attack vector. A 
similar use of the --upload-pack feature of git is also supported for git clone, which 
the prior fix didn't cover. 

2022-04-01 7.5  

CVE-2022-24066 
 
 
  

cocoapods -- 
cocoapods-
downloader 

The package cocoapods-downloader before 1.6.0, from 1.6.2 and before 1.6.3 are 
vulnerable to Command Injection via git argument injection. When calling the 
Pod::Downloader.preprocess_options function and using git, both the git and 
branch parameters are passed to the git ls-remote subcommand in a way that 
additional flags can be set. The additional flags can be used to perform a command 
injection. 

2022-04-01 7.5  

CVE-2022-24440 
 
  

kopano -- 
groupware_core 

An issue in provider/libserver/ECKrbAuth.cpp of Kopano-Core v11.0.2.51 contains 
an issue which allows attackers to authenticate even if the user account or 
password is expired. 

2022-04-01 7.5  

CVE-2022-26562 
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High Vulnerabilities 
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CVSS 
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Source & Patch 
Info 

kaspersky -- anti-
virus 

Kaspersky Anti-Virus products for home and Kaspersky Endpoint Security with 
antivirus databases released before 12 March 2022 had a bug in a data parsing 
module that potentially allowed an attacker to execute arbitrary code. The fix was 
delivered automatically. Credits: Georgy Zaytsev (Positive Technologies). 

2022-04-01 7.5  CVE-2022-27534  

qualcomm -- 
aqt1000_firmware 

Improper handling of permissions of a shared memory region can lead to memory 
corruption in Snapdragon Auto, Snapdragon Compute, Snapdragon Connectivity, 
Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile, 
Snapdragon Voice & Music, Snapdragon Wearables, Snapdragon Wired 
Infrastructure and Networking 

2022-04-01 7.2  CVE-2021-1942  

qualcomm -- 
ar8035_firmware 

Improper cleaning of secure memory between authenticated users can lead to face 
authentication bypass in Snapdragon Auto, Snapdragon Compute, Snapdragon 
Connectivity, Snapdragon Industrial IOT, Snapdragon Mobile, Snapdragon Wired 
Infrastructure and Networking 

2022-04-01 7.2  CVE-2021-1950  

belden -- 
tofino_xenon_secu
rity_appliance_fir
mware 

On Schneider Electric ConneXium Tofino Firewall TCSEFEA23F3F22 before 03.23, 
TCSEFEA23F3F20/21, and Belden Tofino Xenon Security Appliance, physically 
proximate attackers can execute code via a crafted file on a USB stick. 

2022-04-03 7.2  

CVE-2021-30061 
  

belden -- 
tofino_xenon_secu
rity_appliance_fir
mware 

On Schneider Electric ConneXium Tofino Firewall TCSEFEA23F3F22 before 03.23, 
TCSEFEA23F3F20/21, and Belden Tofino Xenon Security Appliance, an arbitrary 
firmware image can be loaded because firmware signature verification (for a USB 
stick) can be bypassed. NOTE: this issue exists because of an incomplete fix of CVE-
2017-11400. 

2022-04-03 7.2  

CVE-2021-30066 
  

qualcomm -- 
qca6696_firmware 

Possible buffer overflow due to lack of input IB amount validation while processing 
the user command in Snapdragon Auto 

2022-04-01 7.2  CVE-2021-35089  

qualcomm -- 
ar8035_firmware 

Possible out of bound write due to improper validation of number of timer values 
received from firmware while syncing timers in Snapdragon Auto, Snapdragon 
Compute, Snapdragon Connectivity, Snapdragon Industrial IOT, Snapdragon 
Mobile, Snapdragon Wearables, Snapdragon Wired Infrastructure and Networking 

2022-04-01 7.2  CVE-2021-35103  

qualcomm -- 
apq8009w_firmwa
re 

Possible out of bounds access due to improper input validation during graphics 
profiling in Snapdragon Auto, Snapdragon Compute, Snapdragon Connectivity, 
Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile, 
Snapdragon Voice & Music, Snapdragon Wearables 

2022-04-01 7.2  CVE-2021-35105  

qualcomm -- 
aqt1000_firmware 

Possible out of bound read due to improper length calculation of WMI message. in 
Snapdragon Auto, Snapdragon Compute, Snapdragon Connectivity, Snapdragon 
Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile, Snapdragon Voice 
& Music, Snapdragon Wearables 

2022-04-01 7.2  CVE-2021-35106  

qualcomm -- 
sd_8_gen1_5g_fir
mware 

Possible buffer overflow to improper validation of hash segment of file while 
allocating memory in Snapdragon Connectivity, Snapdragon Mobile 

2022-04-01 7.2  CVE-2021-35110  

dell -- 
alienware_update 

Dell Command | Update, Dell Update, and Alienware Update versions prior to 4.5 
contain a Local Privilege Escalation Vulnerability in the Advanced Driver Restore 
component. A local malicious user could potentially exploit this vulnerability, 
leading to privilege escalation. 

2022-04-01 7.2  CVE-2022-24426  
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CVSS 
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Source & Patch 

Info 

ibm -- 

cognos_analytics 

IBM Cognos Analytics 11.1.7, 11.2.0, and 11.1.7 is vulnerable to cross-site request 

forgery which could allow an attacker to execute malicious and unauthorized 

actions transmitted from a user that the website trusts. IBM X-Force ID: 209399. 

2022-04-22 6.8  

CVE-2021-38886 

XF  

pimcore -- pimcore 
SQL injection in GridHelperService.php in GitHub repository pimcore/pimcore prior 

to 10.3.6. This vulnerability is capable of steal the data 
2022-04-22 5 

CVE-2022-1429 

  

ibm -- 

cognos_analytics 

IBM Cognos Analytics 11.1.7, 11.2.0, and 11.1.7 could allow a remote attacker to 

obtain credentials from a user's browser via incorrect autocomplete settings. IBM 

X-Force ID: 209693. 

2022-04-22 4.3  

CVE-2021-38904 

XF  

microweber -- 

microweber 

Reflected XSS on demo.microweber.org/demo/module/ in GitHub repository 

microweber/microweber prior to 1.2.15. Execute Arbitrary JavaScript as the 

attacked user. It's the only payload I found working, you might need to press "tab" 

but there is probably a paylaod that runs without user interaction. 

2022-04-22 4.3  

CVE-2022-1439 

  

crypt-

server_project -- 

crypt-server 

Crypt Server before 3.3.0 allows XSS in the index view. This is related to serial, 

computername, and username. 
2022-04-22 4.3  

CVE-2022-29589 

  

ibm -- 

cognos_analytics 

IBM Cognos Analytics PowerPlay (IBM Cognos Analytics 11.1.7, 11.2.0, and 11.1.7) 

could be vulnerable to an XML Bomb attack by a malicious authenticated user. IBM 

X-Force ID: 196813. 

2022-04-22 4 

CVE-2021-20464 

 

XF 

ibm -- 

cognos_analytics 

IBM Cognos Analytics 11.1.7, 11.2.0, and 11.1.7 is vulnerable to priviledge 

escalation where a lower level user could have read access to to the 'Data 

Connections' page to which they don't have access. IBM X-Force ID: 204468. 

2022-04-22 4 

CVE-2021-29824 

 

XF 

ibm -- 

cognos_analytics 

IBM Cognos Analytics 11.1.7, 11.2.0, and 11.1.7 could allow an authenticated user 

to view report pages that they should not have access to. IBM X-Force ID: 209697. 
2022-04-22 4 

CVE-2021-38905 

XF  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_2/PM_io_parser.h 

PM_io_parser<PMDEC>::read_vertex() Halfedge_of[]. 

2022-04-18 6.8  CVE-2020-28602  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_2/PM_io_parser.h 

PM_io_parser<PMDEC>::read_hedge() e->set_prev(). 

2022-04-18 6.8  CVE-2020-28603  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_2/PM_io_parser.h 

PM_io_parser<PMDEC>::read_hedge() e->set_next(). 

2022-04-18 6.8  CVE-2020-28604  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read exists in Nef_2/PM_io_parser.h PM_io_parser<PMDEC>::read_hedge() e-

>set_vertex(). 

2022-04-18 6.8  CVE-2020-28605  

cgal -- 

computational_ge

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

2022-04-18 6.8  CVE-2020-28606  
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ometry_algorithms

_library 

oob read vulnerability exists in Nef_2/PM_io_parser.h 

PM_io_parser<PMDEC>::read_hedge() e->set_face(). 

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_2/PM_io_parser.h 

PM_io_parser<PMDEC>::read_face() set_halfedge(). 

2022-04-18 6.8  CVE-2020-28607  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_2/PM_io_parser.h 

PM_io_parser<PMDEC>::read_face() store_fc(). 

2022-04-18 6.8  CVE-2020-28608  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_2/PM_io_parser.h 

PM_io_parser<PMDEC>::read_face() store_iv(). 

2022-04-18 6.8  CVE-2020-28609  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SM_io_parser.h 

SM_io_parser<Decorator_>::read_vertex() set_face(). 

2022-04-18 6.8  CVE-2020-28610  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SM_io_parser.h 

SM_io_parser<Decorator_>::read_vertex() set_first_out_edge(). 

2022-04-18 6.8  CVE-2020-28611  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_vertex() vh->svertices_begin(). 

2022-04-18 6.8  CVE-2020-28612  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_vertex() vh->svertices_last(). 

2022-04-18 6.8  CVE-2020-28613  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_vertex() vh->shalfedges_begin(). 

2022-04-18 6.8  CVE-2020-28614  

cgal -- 

computational_ge

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

2022-04-18 6.8  CVE-2020-28615  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28607&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28607
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28608&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28608
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28609
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28611&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28611
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28612&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28612
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28613&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28613
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28614&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28614
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28615&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28615
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_library 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_vertex() vh->shalfedges_last(). 

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_vertex() vh->sfaces_begin(). 

2022-04-18 6.8  CVE-2020-28616  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_vertex() vh->sfaces_last(). 

2022-04-18 6.8  CVE-2020-28617  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_vertex() vh->shalfloop(). 

2022-04-18 6.8  CVE-2020-28618  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_edge() eh->twin(). 

2022-04-18 6.8  CVE-2020-28619  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_edge() eh->center_vertex():. 

2022-04-18 6.8  CVE-2020-28620  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_edge() eh->out_sedge(). 

2022-04-18 6.8  CVE-2020-28621  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_edge() eh->incident_sface(). 

2022-04-18 6.8  CVE-2020-28622  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_facet() fh->twin(). 

2022-04-18 6.8  CVE-2020-28623  

cgal -- 

computational_ge

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 
2022-04-18 6.8  CVE-2020-28624  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28616&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28616
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28617&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28617
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28618&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28618
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28619&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28619
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28620&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28620
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28621&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28621
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28622&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28622
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28623&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28623
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28624&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28624
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ometry_algorithms

_library 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_facet() fh->boundary_entry_objects SEdge_of. 

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_facet() fh->boundary_entry_objects SLoop_of. 

2022-04-18 6.8  CVE-2020-28625  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_facet() fh->incident_volume(). 

2022-04-18 6.8  CVE-2020-28626  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_volume() ch->shell_entry_objects(). 

2022-04-18 6.8  CVE-2020-28627  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_volume() seh->twin(). 

2022-04-18 6.8  CVE-2020-28628  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_sedge() seh->sprev(). 

2022-04-18 6.8  CVE-2020-28629  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_sedge() seh->snext(). 

2022-04-18 6.8  CVE-2020-28630  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_sedge() seh->source(). 

2022-04-18 6.8  CVE-2020-28631  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_sedge() seh->incident_sface(). 

2022-04-18 6.8  CVE-2020-28632  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28625&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28625
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28626&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28626
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28627
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28628&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28628
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28629
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28630&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28630
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28631&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28631
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-28632&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-28632
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cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_sedge() seh->prev(). 

2022-04-18 6.8  CVE-2020-28633  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_sedge() seh->next(). 

2022-04-18 6.8  CVE-2020-28634  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_sedge() seh->facet(). 

2022-04-18 6.8  CVE-2020-28635  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_sloop() slh->facet(). 

2022-04-18 6.8  CVE-2020-35629  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_sface() sfh->center_vertex(). 

2022-04-18 6.8  CVE-2020-35630  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_sface() SD.link_as_face_cycle(). 

2022-04-18 6.8  CVE-2020-35631  

cgal -- 

computational_ge

ometry_algorithms

_library 

Multiple code execution vulnerabilities exists in the Nef polygon-parsing 

functionality of CGAL libcgal CGAL-5.1.1. A specially crafted malformed file can lead 

to an out-of-bounds read and type confusion, which could lead to code execution. 

An attacker can provide malicious input to trigger any of these vulnerabilities. An 

oob read vulnerability exists in Nef_S2/SNC_io_parser.h 

SNC_io_parser<EW>::read_sface() sfh->boundary_entry_objects Edge_of. 

2022-04-18 6.8  CVE-2020-35632  

microsoft -- 

365_apps 

Microsoft Excel Remote Code Execution Vulnerability. This CVE ID is unique from 

CVE-2022-26901. 
2022-04-15 6.8  CVE-2022-24473  

microsoft -- 

windows_server_2

016 

Windows Hyper-V Shared Virtual Hard Disks Information Disclosure Vulnerability. 

This CVE ID is unique from CVE-2022-24539, CVE-2022-26783, CVE-2022-26785. 
2022-04-15 6.8  CVE-2022-24490  

microsoft -- 

windows_10 
Windows SMB Remote Code Execution Vulnerability. 2022-04-15 6.8  CVE-2022-24500  

microsoft -- 

windows_10 

Remote Procedure Call Runtime Remote Code Execution Vulnerability. This CVE ID 

is unique from CVE-2022-24492, CVE-2022-26809. 
2022-04-15 6.8  CVE-2022-24528  
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

nothings -- 

stb_image.h 

stb_image.h v2.27 was discovered to contain an heap-based use-after-free via the 

function stbi__jpeg_huff_decode. 
2022-04-15 6.8  

CVE-2022-28042 

  

stb_project -- stb 
STB v2.27 was discovered to contain an integer shift of invalid size in the 

component stbi__jpeg_decode_block_prog_ac. 
2022-04-15 6.8  

CVE-2022-28048 

  

chshcms -- cscms 
Cscms Music Portal System v4.2 was discovered to contain a SQL injection 

vulnerability via the component dance_Dance.php_del. 
2022-04-15 6.5  CVE-2022-27365  

chshcms -- cscms 
Cscms Music Portal System v4.2 was discovered to contain a blind SQL injection 

vulnerability via the component dance_Dance.php_hy. 
2022-04-15 6.5  CVE-2022-27366  

chshcms -- cscms 
Cscms Music Portal System v4.2 was discovered to contain a SQL injection 

vulnerability via the component dance_Topic.php_del. 
2022-04-15 6.5  CVE-2022-27367  

chshcms -- cscms 
Cscms Music Portal System v4.2 was discovered to contain a SQL injection 

vulnerability via the component dance_Lists.php_zhuan. 
2022-04-15 6.5  CVE-2022-27368  

chshcms -- cscms 
Cscms Music Portal System v4.2 was discovered to contain a SQL injection 

vulnerability via the component news_News.php_hy. 
2022-04-15 6.5  CVE-2022-27369  

salesagility -- 

suitecrm 

SuiteCRM v7.11.23 was discovered to allow remote code execution via a crafted 

payload injected into the FirstName text field. 
2022-04-15 6.5  

CVE-2022-27474 

  

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\employee_delete.php. 
2022-04-21 6.5  

CVE-2022-28006 

 

  

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\cashadvance_delete.php. 
2022-04-21 6.5  CVE-2022-28007  

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\attendance_delete.php. 
2022-04-21 6.5  CVE-2022-28008  

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\attendance_delete.php. 
2022-04-21 6.5  CVE-2022-28009  

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\overtime_delete.php. 
2022-04-21 6.5  CVE-2022-28010  

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\schedule_delete.php. 
2022-04-21 6.5  CVE-2022-28011  

attendance_and_p

ayroll_system_proj

ect -- 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\position_delete.php. 
2022-04-21 6.5  CVE-2022-28012  
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

attendance_and_p

ayroll_system 

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\schedule_employee_edit.php. 
2022-04-21 6.5  CVE-2022-28013  

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\attendance_edit.php. 
2022-04-21 6.5  CVE-2022-28014  

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\cashadvance_edit.php. 
2022-04-21 6.5  CVE-2022-28015  

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\deduction_edit.php. 
2022-04-21 6.5  CVE-2022-28016  

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\overtime_edit.php. 
2022-04-21 6.5  CVE-2022-28017  

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\schedule_edit.php. 
2022-04-21 6.5  CVE-2022-28018  

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\employee_edit.php. 
2022-04-21 6.5  CVE-2022-28019  

attendance_and_p

ayroll_system_proj

ect -- 

attendance_and_p

ayroll_system 

Attendance and Payroll System v1.0 was discovered to contain a SQL injection 

vulnerability via the component \admin\position_edit.php. 
2022-04-21 6.5  CVE-2022-28020  

fisglobal -- gt.m 

An issue was discovered in YottaDB through r1.32 and V7.0-000. Using crafted 

input, attackers can control the size and input to calls to memcpy in op_fnfnumber 

in sr_port/op_fnfnumber.c in order to corrupt memory or crash the application. 

2022-04-15 6.4  CVE-2021-44488  

digium -- asterisk 

An SSRF issue was discovered in Asterisk through 19.x. When using STIR/SHAKEN, 

it's possible to send arbitrary requests (such as GET) to interfaces such as localhost 

by using the Identity header. This is fixed in 16.25.2, 18.11.2, and 19.3.2. 

2022-04-15 6.4  

CVE-2022-26499 

 

  

yokogawa -- 

b\/m9000_vp 

Improper authentication vulnerability in the communication protocol provided by 

AD (Automation Design) server of CENTUM VP R6.01.10 to R6.09.00, CENTUM VP 

Small R6.01.10 to R6.09.00, CENTUM VP Basic R6.01.10 to R6.09.00, and B/M9000 

2022-04-15 5.8  

CVE-2022-26034 
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

VP R8.01.01 to R8.03.01 allows an attacker to use the functions provided by AD 

server. This may lead to leakage or tampering of data managed by AD server. 

microsoft -- 

windows_10 

Win32 Stream Enumeration Remote Code Execution Vulnerability. This CVE ID is 

unique from CVE-2022-24534. 
2022-04-15 5.1  CVE-2022-21983  

microsoft -- 

windows_10 

Windows Hyper-V Remote Code Execution Vulnerability. This CVE ID is unique from 

CVE-2022-22008, CVE-2022-23257, CVE-2022-24537. 
2022-04-15 5.1  CVE-2022-22009  

microsoft -- 

windows_10 
Win32 File Enumeration Remote Code Execution Vulnerability. 2022-04-15 5.1  CVE-2022-24485  

microsoft -- 

windows_10 
Windows Direct Show - Remote Code Execution Vulnerability. 2022-04-15 5.1  CVE-2022-24495  

fisglobal -- gt.m 

An issue was discovered in YottaDB through r1.32 and V7.0-000. A lack of 

parameter validation in calls to memcpy in check_and_set_timeout in 

sr_unix/ztimeoutroutines.c allows attackers to attempt to read from a NULL 

pointer. 

2022-04-15 5 CVE-2021-44481  

fisglobal -- gt.m 

An issue was discovered in YottaDB through r1.32 and V7.0-000. A lack of input 

validation in calls to do_verify in sr_unix/do_verify.c allows attackers to attempt to 

jump to a NULL pointer by corrupting a function pointer. 

2022-04-15 5 CVE-2021-44482  

fisglobal -- gt.m 

An issue was discovered in YottaDB through r1.32 and V7.0-000. A lack of input 

validation in calls to eb_div in sr_port/eb_muldiv.c allows attackers to crash the 

application by performing a divide by zero. 

2022-04-15 5 CVE-2021-44483  

fisglobal -- gt.m 

An issue was discovered in YottaDB through r1.32 and V7.0-000. A lack of NULL 

checks in calls to emit_trip in sr_port/emit_code.c allows attackers to crash the 

application by dereferencing a NULL pointer. 

2022-04-15 5 CVE-2021-44484  

fisglobal -- gt.m 

An issue was discovered in YottaDB through r1.32 and V7.0-000. A lack of NULL 

checks in trip_gen in sr_port/emit_code.c allows attackers to crash the application 

by dereferencing a NULL pointer. 

2022-04-15 5 CVE-2021-44485  

fisglobal -- gt.m 

An issue was discovered in YottaDB through r1.32 and V7.0-000. A lack of NULL 

checks in calls to ious_open in sr_unix/ious_open.c allows attackers to crash the 

application by dereferencing a NULL pointer. 

2022-04-15 5 CVE-2021-44487  

fisglobal -- gt.m 

An issue was discovered in YottaDB through r1.32 and V7.0-000. Using crafted 

input, attackers can cause an integer underflow of the size of calls to memset in 

op_fnj3 in sr_port/op_fnj3.c in order to cause a segmentation fault and crash the 

application. This is a "- digs" subtraction. 

2022-04-15 5 CVE-2021-44489  

fisglobal -- gt.m 

An issue was discovered in YottaDB through r1.32 and V7.0-000. Using crafted 

input, attackers can cause a calculation of the size of calls to memset in op_fnj3 in 

sr_port/op_fnj3.c to result in an extremely large value in order to cause a 

segmentation fault and crash the application. This is a "- (digs < 1 ? 1 : digs)" 

subtraction. 

2022-04-15 5 CVE-2021-44490  

fisglobal -- gt.m 

An issue was discovered in YottaDB through r1.32 and V7.0-000. Using crafted 

input, attackers can cause a calculation of the size of calls to memset in op_fnj3 in 

sr_port/op_fnj3.c to result in an extremely large value in order to cause a 

segmentation fault and crash the application. This is a digs-- calculation. 

2022-04-15 5 CVE-2021-44491  

fisglobal -- gt.m 

An issue was discovered in YottaDB through r1.32 and V7.0-000 and FIS GT.M 

through V7.0-000. Using crafted input, attackers can cause a type to be incorrectly 

initialized in the function f_incr in sr_port/f_incr.c and cause a crash due to a NULL 

pointer dereference. 

2022-04-15 5 

CVE-2021-44492 

 

  

fisglobal -- gt.m An issue was discovered in YottaDB through r1.32 and V7.0-000 and FIS GT.M 

through V7.0-000. Using crafted input, an attacker can cause a call to $Extract to 
2022-04-15 5 

CVE-2021-44493 
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force an signed integer holding the size of a buffer to take on a large negative 

number, which is then used as the length of a memcpy call that occurs on the 

stack, causing a buffer overflow. 

  

fisglobal -- gt.m 

An issue was discovered in YottaDB through r1.32 and V7.0-000 and FIS GT.M 

through V7.0-000. Using crafted input, an attacker can cause calls to ZRead to 

crash due to a NULL pointer dereference. 

2022-04-15 5 

CVE-2021-44494 

 

  

fisglobal -- gt.m 

An issue was discovered in YottaDB through r1.32 and V7.0-000 and FIS GT.M 

through V7.0-000. Using crafted input, an attacker can cause a NULL pointer 

dereference after calls to ZPrint. 

2022-04-15 5 

CVE-2021-44495 

 

  

fisglobal -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). Using crafted input, can cause the bounds of a for loop to be alculated, 

which leads to a use after free condition a pointer is pushed into previously free 

memory by the loop. 

2022-04-15 5 

CVE-2021-44497 

 

  

fisglobal -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). Using crafted input, attackers can cause a type to be incorrectly initialized in 

the function f_incr in sr_port/f_incr.c and cause a crash due to a NULL pointer 

dereference. 

2022-04-15 5 

CVE-2021-44498 

 

  

fisglobal -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). Using crafted input, an attacker can cause a call to $Extract to force an 

signed integer holding the size of a buffer to take on a large negative number, 

which is then used as the length of a memcpy call that occurs on the stack, causing 

a buffer overflow. 

2022-04-15 5 

CVE-2021-44499 

 

  

fisglobal -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). A lack of input validation in calls to eb_div in sr_port/eb_muldiv.c allows 

attackers to crash the application by performing a divide by zero. 

2022-04-15 5 

CVE-2021-44500 

 

  

fisglobal -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). Using crafted input, an attacker can cause calls to ZRead to crash due to a 

NULL pointer dereference. 

2022-04-15 5 

CVE-2021-44501 

 

  

fisglobal -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). Using crafted input, an attacker can control the size of a memset that occurs 

in calls to util_format in sr_unix/util_output.c. 

2022-04-15 5 

CVE-2021-44502 

 

  

fisglobal -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). Using crafted input, an attacker can cause a call to va_arg on an empty 

variadic parameter list, most likely causing a memory segmentation fault. 

2022-04-15 5 

CVE-2021-44503 

 

  

fisglobal -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). Using crafted input, an attacker can cause a size variable, stored as an signed 

int, to equal an extremely large value, which is interpreted as a negative value 

during a check. This value is then used in a memcpy call on the stack, causing a 

memory segmentation fault. 

2022-04-15 5 

CVE-2021-44504 

 

  

yottadb -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). Using crafted input, an attacker can cause a NULL pointer dereference after 

calls to ZPrint. 

2022-04-15 5 

CVE-2021-44505 

 

  

yottadb -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). A lack of input validation in calls to do_verify in sr_unix/do_verify.c allows 

attackers to attempt to jump to a NULL pointer by corrupting a function pointer. 

2022-04-15 5 

CVE-2021-44506 

 

  

fisglobal -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). A lack of parameter validation in calls to memcpy in str_tok in 

sr_unix/ztimeoutroutines.c allows attackers to attempt to read from a NULL 

pointer. 

2022-04-15 5 

CVE-2021-44507 
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fisglobal -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). A lack of NULL checks in calls to ious_open in sr_unix/ious_open.c allows 

attackers to crash the application by dereferencing a NULL pointer. 

2022-04-15 5 

CVE-2021-44508 

 

  

fisglobal -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). Using crafted input, attackers can cause an integer underflow of the size of 

calls to memset in op_fnj3 in sr_port/op_fnj3.c in order to cause a segmentation 

fault and crash the application. 

2022-04-15 5 

CVE-2021-44509 

 

  

fisglobal -- gt.m 

An issue was discovered in FIS GT.M through V7.0-000 (related to the YottaDB code 

base). Using crafted input, attackers can cause a calculation of the size of calls to 

memset in op_fnj3 in sr_port/op_fnj3.c to result in an extremely large value in 

order to cause a segmentation fault and crash the application. 

2022-04-15 5 

CVE-2021-44510 

 

  

cisco -- 

cgr1000_compute

_module 

Multiple vulnerabilities in the Cisco IOx application hosting environment on 

multiple Cisco platforms could allow an attacker to inject arbitrary commands into 

the underlying host operating system, execute arbitrary code on the underlying 

host operating system, install applications without being authenticated, or conduct 

a cross-site scripting (XSS) attack against a user of the affected software. For more 

information about these vulnerabilities, see the Details section of this advisory. 

2022-04-15 5 

CVE-2022-20726 

CISCO 

digium -- asterisk 

An issue was discovered in Asterisk through 19.x. When using STIR/SHAKEN, it is 

possible to download files that are not certificates. These files could be much larger 

than what one would expect to download, leading to Resource Exhaustion. This is 

fixed in 16.25.2, 18.11.2, and 19.3.2. 

2022-04-15 5 

CVE-2022-26498 

 

  

hubzilla -- hubzilla 

A PHP Local File Inclusion vulneraility in the default Redbasic theme for Hubzilla 

before version 7.2 allows remote attackers to include arbitrary php files via the 

schema parameter. 

2022-04-15 5 

CVE-2022-27257 

  

plugin-planet -- 

simple_ajax_chat 

Sensitive Information Disclosure (sac-export.csv) in Simple Ajax Chat (WordPress 

plugin) <= 20220115 
2022-04-15 5 

CVE-2022-27849 

  

microsoft -- 

windows_10 
Windows Kernel Information Disclosure Vulnerability. 2022-04-15 4.9  CVE-2022-24483  

microsoft -- 

windows_10 

Microsoft Local Security Authority (LSA) Server Information Disclosure 

Vulnerability. 
2022-04-15 4.9  CVE-2022-24493  

microsoft -- 

windows_10 

Windows Hyper-V Remote Code Execution Vulnerability. This CVE ID is unique from 

CVE-2022-22008, CVE-2022-22009, CVE-2022-24537. 
2022-04-15 4.6  CVE-2022-23257  

microsoft -- 

windows_10 

Windows Win32k Elevation of Privilege Vulnerability. This CVE ID is unique from 

CVE-2022-24542. 
2022-04-15 4.6  CVE-2022-24474  

microsoft -- 

windows_10 
Connected User Experiences and Telemetry Elevation of Privilege Vulnerability. 2022-04-15 4.6  CVE-2022-24479  

microsoft -- 

windows_10 

Windows Common Log File System Driver Elevation of Privilege Vulnerability. This 

CVE ID is unique from CVE-2022-24521. 
2022-04-15 4.6  CVE-2022-24481  

microsoft -- 

windows_10 

Windows Kerberos Elevation of Privilege Vulnerability. This CVE ID is unique from 

CVE-2022-24544. 
2022-04-15 4.6  CVE-2022-24486  

microsoft -- 

windows_10 
Windows Desktop Bridge Elevation of Privilege Vulnerability. 2022-04-15 4.6  CVE-2022-24488  

microsoft -- 

windows_server_2

016 

Cluster Client Failover (CCF) Elevation of Privilege Vulnerability. 2022-04-15 4.6  CVE-2022-24489  

microsoft -- 

windows_10 
Windows Ancillary Function Driver for WinSock Elevation of Privilege Vulnerability. 2022-04-15 4.6  CVE-2022-24494  
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microsoft -- 

windows_10 
Local Security Authority (LSA) Elevation of Privilege Vulnerability. 2022-04-15 4.6  CVE-2022-24496  

microsoft -- 

windows_10 

Windows Installer Elevation of Privilege Vulnerability. This CVE ID is unique from 

CVE-2022-24530. 
2022-04-15 4.6  CVE-2022-24499  

microsoft -- 

visual_studio_2019 
Visual Studio Elevation of Privilege Vulnerability. 2022-04-15 4.6  CVE-2022-24513  

microsoft -- 

windows_10 

Windows Common Log File System Driver Elevation of Privilege Vulnerability. This 

CVE ID is unique from CVE-2022-24481. 
2022-04-15 4.6  CVE-2022-24521  

microsoft -- 

windows_10 
Windows Endpoint uration Manager Elevation of Privilege Vulnerability. 2022-04-15 4.6  CVE-2022-24527  

microsoft -- 

windows_10 

Windows Installer Elevation of Privilege Vulnerability. This CVE ID is unique from 

CVE-2022-24499. 
2022-04-15 4.6  CVE-2022-24530  

microsoft -- 

windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 

from CVE-2022-26787, CVE-2022-26789, CVE-2022-26790, CVE-2022-26791, CVE-

2022-26792, CVE-2022-26793, CVE-2022-26794, CVE-2022-26795, CVE-2022-

26796, CVE-2022-26797, CVE-2022-26798, CVE-2022-26801, CVE-2022-26802, CVE-

2022-26803. 

2022-04-15 4.6  CVE-2022-26786  

microsoft -- 

windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 

from CVE-2022-26786, CVE-2022-26789, CVE-2022-26790, CVE-2022-26791, CVE-

2022-26792, CVE-2022-26793, CVE-2022-26794, CVE-2022-26795, CVE-2022-

26796, CVE-2022-26797, CVE-2022-26798, CVE-2022-26801, CVE-2022-26802, CVE-

2022-26803. 

2022-04-15 4.6  CVE-2022-26787  

microsoft -- 

windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 

from CVE-2022-26786, CVE-2022-26787, CVE-2022-26790, CVE-2022-26791, CVE-

2022-26792, CVE-2022-26793, CVE-2022-26794, CVE-2022-26795, CVE-2022-

26796, CVE-2022-26797, CVE-2022-26798, CVE-2022-26801, CVE-2022-26802, CVE-

2022-26803. 

2022-04-15 4.6  CVE-2022-26789  

microsoft -- 

windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 

from CVE-2022-26786, CVE-2022-26787, CVE-2022-26789, CVE-2022-26791, CVE-

2022-26792, CVE-2022-26793, CVE-2022-26794, CVE-2022-26795, CVE-2022-

26796, CVE-2022-26797, CVE-2022-26798, CVE-2022-26801, CVE-2022-26802, CVE-

2022-26803. 

2022-04-15 4.6  CVE-2022-26790  

microsoft -- 

windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 

from CVE-2022-26786, CVE-2022-26787, CVE-2022-26789, CVE-2022-26790, CVE-

2022-26792, CVE-2022-26793, CVE-2022-26794, CVE-2022-26795, CVE-2022-

26796, CVE-2022-26797, CVE-2022-26798, CVE-2022-26801, CVE-2022-26802, CVE-

2022-26803. 

2022-04-15 4.6  CVE-2022-26791  

microsoft -- 

windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 

from CVE-2022-26786, CVE-2022-26787, CVE-2022-26789, CVE-2022-26790, CVE-

2022-26791, CVE-2022-26793, CVE-2022-26794, CVE-2022-26795, CVE-2022-

26796, CVE-2022-26797, CVE-2022-26798, CVE-2022-26801, CVE-2022-26802, CVE-

2022-26803. 

2022-04-15 4.6  CVE-2022-26792  

microsoft -- 

windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 

from CVE-2022-26786, CVE-2022-26787, CVE-2022-26789, CVE-2022-26790, CVE-

2022-26791, CVE-2022-26792, CVE-2022-26794, CVE-2022-26795, CVE-2022-

26796, CVE-2022-26797, CVE-2022-26798, CVE-2022-26801, CVE-2022-26802, CVE-

2022-26803. 

2022-04-15 4.6  CVE-2022-26793  

microsoft -- 

windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 

from CVE-2022-26786, CVE-2022-26787, CVE-2022-26789, CVE-2022-26790, CVE-

2022-26791, CVE-2022-26792, CVE-2022-26793, CVE-2022-26795, CVE-2022-

2022-04-15 4.6  CVE-2022-26794  
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

26796, CVE-2022-26797, CVE-2022-26798, CVE-2022-26801, CVE-2022-26802, CVE-

2022-26803. 

microsoft -- 

windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 

from CVE-2022-26786, CVE-2022-26787, CVE-2022-26789, CVE-2022-26790, CVE-

2022-26791, CVE-2022-26792, CVE-2022-26793, CVE-2022-26794, CVE-2022-

26796, CVE-2022-26797, CVE-2022-26798, CVE-2022-26801, CVE-2022-26802, CVE-

2022-26803. 

2022-04-15 4.6  CVE-2022-26795  

microsoft -- 

windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 

from CVE-2022-26786, CVE-2022-26787, CVE-2022-26789, CVE-2022-26790, CVE-

2022-26791, CVE-2022-26792, CVE-2022-26793, CVE-2022-26794, CVE-2022-

26795, CVE-2022-26797, CVE-2022-26798, CVE-2022-26801, CVE-2022-26802, CVE-

2022-26803. 

2022-04-15 4.6  CVE-2022-26796  

microsoft -- 

windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 

from CVE-2022-26786, CVE-2022-26787, CVE-2022-26789, CVE-2022-26790, CVE-

2022-26791, CVE-2022-26792, CVE-2022-26793, CVE-2022-26794, CVE-2022-

26795, CVE-2022-26796, CVE-2022-26798, CVE-2022-26801, CVE-2022-26802, CVE-

2022-26803. 

2022-04-15 4.6  CVE-2022-26797  

microsoft -- 

windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 

from CVE-2022-26786, CVE-2022-26787, CVE-2022-26789, CVE-2022-26790, CVE-

2022-26791, CVE-2022-26792, CVE-2022-26793, CVE-2022-26794, CVE-2022-

26795, CVE-2022-26796, CVE-2022-26797, CVE-2022-26798, CVE-2022-26802, CVE-

2022-26803. 

2022-04-15 4.6  CVE-2022-26801  

microsoft -- 

windows_10 

Windows Print Spooler Elevation of Privilege Vulnerability. This CVE ID is unique 

from CVE-2022-26786, CVE-2022-26787, CVE-2022-26789, CVE-2022-26790, CVE-

2022-26791, CVE-2022-26792, CVE-2022-26793, CVE-2022-26794, CVE-2022-

26795, CVE-2022-26796, CVE-2022-26797, CVE-2022-26798, CVE-2022-26801, CVE-

2022-26803. 

2022-04-15 4.6  CVE-2022-26802  

microsoft -- 

windows_10 

Windows ALPC Elevation of Privilege Vulnerability. This CVE ID is unique from CVE-

2022-24540. 
2022-04-15 4.4  CVE-2022-24482  

yokogawa -- 

b\/m9000_vp 

OS command injection vulnerability exists in CENTUM VP R4.01.00 to R4.03.00, 

CENTUM VP Small R4.01.00 to R4.03.00, CENTUM VP Basic R4.01.00 to R4.03.00, 

and B/M9000 VP R6.01.01 to R6.03.02, which may allow an attacker who can 

access the computer where the affected product is installed to execute an arbitrary 

OS command by altering a file generated using Graphic Builder. 

2022-04-15 4.4  

CVE-2022-27188 

  

plantuml -- 

plantuml 

XSS via Embedded SVG in SVG Diagram Format in GitHub repository 

plantuml/plantuml prior to 1.2022.4. Stored XSS in the context of the diagram 

embedder. Depending on the actual context, this ranges from stealing secrets to 

account hijacking or even to code execution for example in desktop applications. 

Web based applications are the ones most affected. Since the SVG format allows 

clickable links in diagrams, it is commonly used in plugins for web based projects 

(like the Confluence plugin, etc. see https://plantuml.com/de/running). 

2022-04-15 4.3  

CVE-2022-1231 

  

microsoft -- on-

premises_data_gat

eway 

Microsoft Power BI Spoofing Vulnerability. 2022-04-15 4.3  CVE-2022-23292  

microsoft -- 

malware_protectio

n_engine 

Microsoft Defender Denial of Service Vulnerability. 2022-04-15 4.3  CVE-2022-24548  

liferay -- 

liferay_portal 

Multiple cross-site scripting (XSS) vulnerabilities in Liferay Portal 7.3.5 through 

7.4.0, and Liferay DXP 7.3 before service pack 3 allow remote attackers to inject 

arbitrary web script or HTML via a form field's help text to (1) Forms module's form 

builder, or (2) App Builder module's object form view's form builder. 

2022-04-15 4.3  

CVE-2022-26594 
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hubzilla -- hubzilla 
Multiple Cross-Site Scripting (XSS) vulnerabilities in Hubzilla 7.0.3 and earlier allows 

remote attacker to include arbitrary web script or HTML via the rpath parameter. 
2022-04-15 4.3  

CVE-2022-27258 

  

plugin-planet -- 

simple_ajax_chat 

Cross-Site Request Forgery (CSRF) in Simple Ajax Chat (WordPress plugin) <= 

20220115 allows an attacker to clear the chat log or delete a chat message. 
2022-04-15 4.3  

CVE-2022-27850 

  

dineshkarki -- 

use_any_font 

Cross-Site Request Forgery (CSRF) in Use Any Font (WordPress plugin) <= 6.1.7 

allows an attacker to deactivate the API key. 
2022-04-15 4.3  

CVE-2022-27851 

  

wpchill -- 

kb_support 

Multiple Unauthenticated Stored Cross-Site Scripting (XSS) vulnerabilities in KB 

Support (WordPress plugin) <= 1.5.5 
2022-04-15 4.3  

CVE-2022-27852 

  

nothings -- 

stb_image.h 

stb_image.h v2.27 was discovered to contain an integer overflow via the function 

stbi__jpeg_decode_block_prog_dc. This vulnerability allows attackers to cause a 

Denial of Service (DoS) via unspecified vectors. 

2022-04-15 4.3  

CVE-2022-28041 

  

f5 -- njs 
NGINX NJS 0.7.2 was discovered to contain a NULL pointer dereference via the 

component njs_vmcode_array at /src/njs_vmcode.c. 
2022-04-15 4.3  

CVE-2022-28049 

  

microsoft -- 

windows_10 
Windows iSCSI Target Service Information Disclosure Vulnerability. 2022-04-15 4 CVE-2022-24498  

microsoft -- 

windows_server_2

012 

Windows Cluster Shared Volume (CSV) Denial of Service Vulnerability. This CVE ID 

is unique from CVE-2022-24484, CVE-2022-26784. 
2022-04-15 4 CVE-2022-24538  

google -- android 

In mdp, there is a possible memory corruption due to a use after free. This could 

lead to local escalation of privilege with System execution privileges needed. User 

interaction is needed for exploitation. Patch ID: ALPS05836642; Issue ID: 

ALPS05836642. 

2022-04-11 6.9  CVE-2022-20052  

google -- android 

In atf (spm), there is a possible out of bounds write due to a missing bounds check. 

This could lead to local escalation of privilege with System execution privileges 

needed. User interaction is needed for exploitation. Patch ID: ALPS06171715; Issue 

ID: ALPS06171715. 

2022-04-11 6.9  CVE-2022-20063  

linux -- 

linux_kernel 

jbd2_journal_wait_updates in fs/jbd2/transaction.c in the Linux kernel before 

5.17.1 has a use-after-free caused by a transaction_t race condition. 
2022-04-08 6.9  

CVE-2022-28796 

  

ibm -- 

sterling_b2b_integ

rator 

IBM Sterling B2B Integrator Standard Edition 6.0.0.0 through 6.0.3.5, 6.1.0.0 

through 6.1.0.3, and 6.1.1.0 is vulnerable to cross-site request forgery which could 

allow an attacker to execute malicious and unauthorized actions transmitted from 

a user that the website trusts. IBM X-Force ID: 186283. 

2022-04-08 6.8  

CVE-2020-4668 

XF  

webmin -- webmin 
A cross-site request forgery (CSRF) vulnerability exists in Webmin 1.973 via the 

Scheduled Cron Jobs feature. 
2022-04-11 6.8  CVE-2021-32156  

webmin -- webmin 
A Cross-Site Scripting (XSS) vulnerability exists in Webmin 1.973 via the Scheduled 

Cron Jobs feature. 
2022-04-11 6.8  CVE-2021-32157  

webmin -- webmin 
A Cross-site request forgery (CSRF) vulnerability exists in Webmin 1.973 via the 

Upload and Download feature. 
2022-04-11 6.8  CVE-2021-32159  

webmin -- webmin 
A Cross-site request forgery (CSRF) vulnerability exists in Webmin 1.973 through 

the File Manager feature. 
2022-04-11 6.8  CVE-2021-32162  

libsixel_project -- 

libsixel 
libsixel before 1.10 is vulnerable to Buffer Overflow in libsixel/src/quant.c:867. 2022-04-08 6.8  CVE-2021-40656  

libsixel_project -- 

libsixel 
libsixel 1.10.0 is vulnerable to Use after free in libsixel/src/dither.c:379. 2022-04-08 6.8  CVE-2021-41715  
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kimai -- kimai 

CSV Injection (aka Excel Macro Injection or Formula Injection) exists in creating 

new timesheet in Kimai. By filling the Description field with malicious payload, it 

will be mistreated while exporting to a CSV file. 

2022-04-08 6.8  CVE-2021-43515  

zzcms -- zzcms 
An issue was discovered in ZZCMS 2021. There is a SQL injection vulnerability in 

ad_manage.php. 
2022-04-08 6.8  CVE-2021-46436  

qdpm -- qdpm 
qdPM 9.2 allows Cross-Site Request Forgery (CSRF) via the 

index.php/myAccount/update URI. 
2022-04-08 6.8  

CVE-2022-26180 

  

libsixel_project -- 

libsixel 
libsixel 1.8.6 is affected by Buffer Overflow in libsixel/src/quant.c:876. 2022-04-08 6.8  CVE-2022-27044  

libsixel_project -- 

libsixel 

libsixel 1.8.6 suffers from a Heap Use After Free vulnerability in in 

libsixel/src/dither.c:388. 
2022-04-08 6.8  CVE-2022-27046  

bolt -- bolt_cms 

Bolt CMS <= 4.2 is vulnerable to Remote Code Execution. Unsafe theme rendering 

allows an authenticated attacker to edit theme to inject server-side template 

injection that leads to remote code execution. 

2022-04-11 6.5  

CVE-2021-40219 

 

 

  
elbtide -- 

advanced_booking

_calendar 

The Advanced Booking Calendar WordPress plugin before 1.7.1 does not sanitise 

and escape the id parameter when editing Calendars, which could allow high 

privilege users such as admin to perform SQL injection attacks 

2022-04-11 6.5  

CVE-2022-1006 

  

ocdi -- 

one_click_demo_i

mport 

The One Click Demo Import WordPress plugin before 3.1.0 does not validate the 

imported file, allowing high privilege users such as admin to upload arbitrary files 

(such as PHP) even when FILE_MODS and FILE_EDIT are disallowed 

2022-04-11 6.5  

CVE-2022-1008 

  

secondlinethemes 

-- 

podcast_importer_

secondline 

The Podcast Importer SecondLine WordPress plugin before 1.3.8 does not sanitise 

and properly escape some imported data, which could allow SQL injection attacks 

to be performed by imported a malicious podcast file 

2022-04-11 6.5  

CVE-2022-1023 

  

ibm -- 

planning_analytics 

IBM Planning Analytics 2.0 is vulnerable to server-side request forgery (SSRF). This 

may allow an authenticated attacker to send unauthorized requests from the 

system, potentially leading to network enumeration or facilitating other attacks. 

IBM X-Force ID: 219736. 

2022-04-08 6.5  

CVE-2022-22339 

XF  

dell -- 

emc_powerscale_

onefs 

Dell PowerScale OneFS, versions 8.2.x, 9.0.0.x, 9.1.0.x, 9.2.0.x, 9.2.1.x, and 9.3.0.x, 

contain an improper preservation of privileges. A remote filesystem user with a 

local account could potentially exploit this vulnerability, leading to an escalation of 

file privileges and information disclosure. 

2022-04-08 6.5  CVE-2022-24428  

aerocms_project -- 

aerocms 

AeroCMS v0.0.1 was discovered to contain an arbitrary file upload vulnerability via 

the Post Image function under the Admin panel. This vulnerability allows attackers 

to execute arbitrary code via a crafted PHP file. 

2022-04-08 6.5  

CVE-2022-27061 

 

  

musical_world_pro

ject -- 

musical_world 

Musical World v1 was discovered to contain an arbitrary file upload vulnerability 

via uploaded_songs.php. This vulnerability allows attackers to execute arbitrary 

code via a crafted PHP file. 

2022-04-08 6.5  

CVE-2022-27064 

 

  

ecommerce-

website_project -- 

ecommerce-

website 

Ecommece-Website v1.1.0 was discovered to contain an arbitrary file upload 

vulnerability via /admin/index.php?slides. This vulnerability allows attackers to 

execute arbitrary code via a crafted PHP file. 

2022-04-08 6.5  

CVE-2022-27346 

 

  

socialcodia -- 

social_codia_sms 

Social Codia SMS v1 was discovered to contain an arbitrary file upload vulnerability 

via addteacher.php. This vulnerability allows attackers to execute arbitrary code via 

a crafted PHP file. 

2022-04-08 6.5  

CVE-2022-27349 
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simple_house_rent

al_system_project 

-- 

simple_house_rent

al_system 

Simple House Rental System v1 was discovered to contain an arbitrary file upload 

vulnerability via /app/register.php. This vulnerability allows attackers to execute 

arbitrary code via a crafted PHP file. 

2022-04-08 6.5  

CVE-2022-27352 

 

  

zoo_management_

system_project -- 

zoo_management_

system 

Zoo Management System v1.0 was discovered to contain a SQL injection 

vulnerability at /public_html/animals via the class_id parameter. 
2022-04-08 6.5  

CVE-2022-27992 

  

car_rental_system

_project -- 

car_rental_system 

Car Rental System v1.0 was discovered to contain a SQL injection vulnerability at 

/Car_Rental/booking.php via the id parameter. 
2022-04-08 6.5  

CVE-2022-28000 

  

dell -- 

emc_unity_operati

ng_environment 

Dell VNX2 for File version 8.1.21.266 and earlier, contain a path traversal 

vulnerability which may lead unauthenticated users to read/write restricted files 
2022-04-08 6.4  CVE-2021-36288  

huawei -- emui 

The multi-window module has a vulnerability of unauthorized insertion and 

tampering of Settings.Secure data.Successful exploitation of this vulnerability may 

affect the availability. 

2022-04-11 6.4  

CVE-2021-46742 

  

radare -- radare2 

Out-of-bounds read in `r_bin_ne_get_relocs` function in GitHub repository 

radareorg/radare2 prior to 5.6.8. This vulnerability may allow attackers to read 

sensitive information or cause a crash. 

2022-04-11 6.4  

CVE-2022-1296 

  

radare -- radare2 

Out-of-bounds Read in r_bin_ne_get_entrypoints function in GitHub repository 

radareorg/radare2 prior to 5.6.8. This vulnerability may allow attackers to read 

sensitive information or cause a crash. 

2022-04-11 6.4  

CVE-2022-1297 

  

dell -- 

emc_powerscale_

onefs 

Dell PowerScale OneFS, 8.2.2-9.3.x, contains a predictable file name from 

observable state vulnerability. An unprivileged network attacker could potentially 

exploit this vulnerability, leading to data loss. 

2022-04-08 6.4  CVE-2022-26851  

zbzcms -- zbzcms 
zbzcms v1.0 was discovered to contain a SQL injection vulnerability via the id 

parameter at /php/ajax.php. 
2022-04-10 6.4  CVE-2022-27127  

zbzcms -- zbzcms 
zbzcms v1.0 was discovered to contain an arbitrary file deletion vulnerability via 

/include/up.php. 
2022-04-10 6.4  CVE-2022-27133  

lua -- lua 

singlevar in lparser.c in Lua through 5.4.4 lacks a certain luaK_exp2anyregup call, 

leading to a heap-based buffer over-read that might affect a system that compiles 

untrusted Lua code. 

2022-04-08 6.4  

CVE-2022-28805 

 

 

  

xwiki -- xwiki 

XWiki Platform is a generic wiki platform offering runtime services for applications 

built on top of it. Simple users can create global SSX/JSX without specific rights: in 

theory only users with Programming Rights should be allowed to create SSX or JSX 

that are executed everywhere on a wiki. But a bug allow anyone with edit rights to 

actually create those. This issue has been patched in XWiki 13.10-rc-1, 12.10.11 

and 13.4.6. There's no easy workaround for this issue, administrators should 

upgrade their wiki. 

2022-04-08 5.5  

CVE-2022-24821 

  

febs-

security_project -- 

febs-security 

Insecure permissions ured in the userid parameter at /user/getuserprofile of FEBS-

Security v1.0 allows attackers to access and arbitrarily modify users' personal 

information. 

2022-04-10 5.5  CVE-2022-27958  

ofcms_project -- 

ofcms 

Insecure permissions ured in the user_id parameter at SysUserController.java of 

OFCMS v1.1.4 allows attackers to access and arbitrarily modify users' personal 

information. 

2022-04-10 5.5  CVE-2022-27960  
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claro -- 

kaon_cg3000_firm

ware 

An Access Control vulnerability exists in CLARO KAON CG3000 1.00.67 in the router 

uration, which could allow a malicious user to read or update the uraiton without 

authentication. 

2022-04-08 5.2  CVE-2021-43483  

ibm -- 

system_storage_ds

8000_managemen

t_console_firmwar

e 

IBM System Storage DS8000 Management Console (HMC) R8.5 88.5x.x.x, R9.1 

89.1x.0.0, and R9.2 89.2x.0.0 could allow a remote attacker to obtain sensitive 

information through unpublished URLs. IBM X-Force ID: 210330. 

2022-04-11 5 

CVE-2021-38929 

 

XF 

ibm -- 

system_storage_ds

8000_managemen

t_console_firmwar

e 

IBM System Storage DS8000 Management Console (HMC) R8.5 88.5x.x.x, R9.1 

89.1x.0.0, and R9.2 89.2x.0.0 could allow a remote attacker to obtain sensitive 

information through unpublished URLs. IBM X-Force ID: 210331. 

2022-04-11 5 

CVE-2021-38930 

 

XF 

huawei -- emui 
The communication module has a service logic error vulnerability.Successful 

exploitation of this vulnerability may affect data confidentiality. 
2022-04-11 5 

CVE-2021-40065 

  

atutor -- atutor 

An Access Control vulnerability exists in ATutor 2.2.4 in password_reminder.php 

when the g, id, h, form_password_hidden, and form_change HTTP POST 

parameters are set. 

2022-04-08 5 

CVE-2021-43498 

  

zlog_project -- zlog 
A Buffer Overflow vulnerability exists in zlog 1.2.15 via zlog_conf_build_with_file in 

src/zlog/src/conf.c. 
2022-04-08 5 

CVE-2021-43521 

  

huawei -- emui 

The device authentication service module has a defect vulnerability introduced in 

the design process.Successful exploitation of this vulnerability may affect data 

confidentiality. 

2022-04-11 5 

CVE-2021-46740 

  

wpdownloadmana

ger -- 

wordpress_downlo

ad_manager 

The Download Manager WordPress plugin before 3.2.39 uses the uniqid php 

function to generate the master key for a download, allowing an attacker to brute 

force the key with reasonable resources giving direct download access regardless 

of role based restrictions or password protections set for the download. 

2022-04-11 5 CVE-2022-0828  

salonbookingsyste

m -- 

salon_booking_sys

tem 

The Salon booking system Free and pro WordPress plugins before 7.6.3 do not 

have proper authorisation when searching bookings, allowing any unauthenticated 

users to search other's booking, as well as retrieve sensitive information about the 

bookings, such as the full name, email and phone number of the person who 

booked it. 

2022-04-11 5 CVE-2022-0919  

salonbookingsyste

m -- 

salon_booking_sys

tem 

The Salon booking system Free and Pro WordPress plugins before 7.6.3 do not 

have proper authorisation in some of its endpoints, which could allow customers to 

access all bookings and other customer's data 

2022-04-11 5 CVE-2022-0920  

nsthemes -- 

ns_watermark_for

_woocommerce 

An unprivileged user could use the functionality of the NS WooCommerce 

Watermark WordPress plugin through 2.11.3 to load images that hide malware for 

example from passing malicious domains to hide their trace, by making them pass 

through the vulnerable domain. 

2022-04-11 5 CVE-2022-0989  

pimcore -- pimcore 
SQL injection in RecyclebinController.php in GitHub repository pimcore/pimcore 

prior to 10.3.5. This vulnerability is capable of steal the data 
2022-04-08 5 

CVE-2022-1219 

  

gnuboard -- 

gnuboard5 

Exposure of Private Personal Information to an Unauthorized Actor in GitHub 

repository gnuboard/gnuboard5 prior to and including 5.5.5. A vulnerability in 

gnuboard v5.5.5 and below uses weak encryption algorithms leading to sensitive 

information exposure. This allows an attacker to derive the email address of any 

user, including when the 'Let others see my information.' box is ticked off. 

2022-04-11 5 

CVE-2022-1252 

  

xwiki -- xwiki 
XWiki Platform is a generic wiki platform offering runtime services for applications 

built on top of it. A guest user without the right to view pages of the wiki can still 

list documents related to users of the wiki. The problem has been patched in XWiki 

2022-04-08 5 

CVE-2022-24819 
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versions 12.10.11, 13.4.4, and 13.9-rc-1. There is no known workaround for this 

problem. 

os4ed -- opensis 

Due to lack of protection, parameter student_id in OpenSIS Classic 8.0 

/modules/eligibility/Student.php can be used to inject SQL queries to extract 

information from databases. 

2022-04-11 5 CVE-2022-27041  

movie_seat_reserv

ation_project -- 

movie_seat_reserv

ation 

Movie Seat Reservation v1 was discovered to contain an unauthenticated file 

disclosure vulnerability via /index.php?page=home. 
2022-04-08 5 

CVE-2022-28002 

  

reprisesoftware -- 

reprise_license_m

anager 

Reprise License Manager 14.2 is affected by an Information Disclosure vulnerability 

via a GET request to /goforms/rlminfo. No authentication is required. The 

information disclosed is associated with software versions, process IDs, network 

uration, hostname(s), system architecture, and file/directory details. 

2022-04-09 5 

CVE-2022-28365 

 

  

zyxel -- vmg3312-

t20a_firmware 

A potential buffer overflow vulnerability was identified in some internal functions 

of Zyxel VMG3312-T20A firmware version 5.30(ABFX.5)C0, which could be 

exploited by a local authenticated attacker to cause a denial of service. 

2022-04-11 4.9  CVE-2022-26414  

dell -- 

emc_unity_operati

ng_environment 

Dell VNX2 for File version 8.1.21.266 and earlier, contain a privilege escalation 

vulnerability. A local malicious admin may potentially exploit vulnerability and gain 

privileges. 

2022-04-08 4.6  CVE-2021-36290  

dell -- 

emc_unity_operati

ng_environment 

Dell VNX2 for File version 8.1.21.266 and earlier, contain a privilege escalation 

vulnerability. A local malicious admin may potentially exploit vulnerability and gain 

elevated privileges. 

2022-04-08 4.6  CVE-2021-36293  

ivanti -- 

dsm_remote 

Ivanti DSM Remote <= 6.3.1.1862 is vulnerable to an unquoted service path 

allowing local users to launch processes with elevated privileges. 
2022-04-11 4.6  CVE-2022-27088  

pickplugins -- 

post_grid 

The Post Grid WordPress plugin before 2.1.16 does not escape the keyword 

parameter before outputting it back in an attribute, leading to a Reflected Cross-

Site Scripting in pages containing a Post Grid with a search form 

2022-04-11 4.3  CVE-2021-24986  

heateor -- 

super_socializer 

The Social Share, Social Login and Social Comments Plugin WordPress plugin before 

7.13.30 does not sanitise and escape the urls parameter in its 

the_champ_sharing_count AJAX action (available to both unauthenticated and 

authenticated users) before outputting it back in the response, leading to a 

Reflected Cross-Site Scripting issue. 

2022-04-11 4.3  CVE-2021-24987  

webmin -- webmin 
A Cross-Site Scripting (XSS) vulnerability exists in Webmin 1.973 via the Upload and 

Download feature. 
2022-04-11 4.3  CVE-2021-32158  

webmin -- webmin 
A Cross-Site Scripting (XSS) vulnerability exists in Webmin 1.973 through the Add 

Users feature. 
2022-04-11 4.3  CVE-2021-32160  

webmin -- webmin 
A Cross-Site Scripting (XSS) vulnerability exists in Webmin 1.973 through the File 

Manager feature. 
2022-04-11 4.3  CVE-2021-32161  

baijiacms_project -

- baijiacms 

An issue was discovered in baijiacms v4. There is a CSRF vulnerability that can 

modify the store information and login password. 
2022-04-11 4.3  CVE-2021-34250  

opservices -- 

opmon 

A Cross Site Scripting (XSS) vulnerability exists in OpServices OpMon through 9.11 

via the search parameter in the request URL. 
2022-04-08 4.3  

CVE-2021-43009 

  

thimpress -- 

learnpress 

The LearnPress WordPress plugin before 4.1.6 does not sanitise and escape the lp-

dismiss-notice before outputting it back via the lp_background_single_email AJAX 

action, leading to a Reflected Cross-Site Scripting 

2022-04-11 4.3  CVE-2022-0271  
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

presscustomizr -- 

nimble_page_build

er 

The Nimble Page Builder WordPress plugin before 3.2.2 does not sanitise and 

escape the preview-level-guid parameter before outputting it back in the page, 

leading to a Reflected Cross-Site Scripting 

2022-04-11 4.3  CVE-2022-0314  

realfavicongenerat

or -- 

favicon_by_realfav

icongenerator 

The Favicon by RealFaviconGenerator WordPress plugin before 1.3.23 does not 

properly sanitise and escape the json_result_url parameter before outputting it 

back in the Favicon admin dashboard, leading to a Reflected Cross-Site Scripting 

issue 

2022-04-11 4.3  

CVE-2022-0471 

  

wpvivid -- 

migration\,_backu

p\,_staging 

The Migration, Backup, Staging WordPress plugin before 0.9.70 does not sanitise 

and escape the sub_page parameter before outputting it back in the page, leading 

to a reflected Cross-Site Scripting 

2022-04-11 4.3  CVE-2022-0531  

atlasgondal -- 

export_all_urls 

The Export All URLs WordPress plugin before 4.2 does not sanitise and escape the 

CSV filename before outputting it back in the page, leading to a Reflected Cross-

Site Scripting 

2022-04-11 4.3  CVE-2022-0892  

atlasgondal -- 

export_all_urls 

The Export All URLs WordPress plugin before 4.3 does not have CSRF in place when 

exporting data, which could allow attackers to make a logged in admin export all 

posts and pages (including private and draft) into an arbitrary CSV file, which the 

attacker can then download and retrieve the list of titles for example 

2022-04-11 4.3  CVE-2022-0914  

elbtide -- 

advanced_booking

_calendar 

The Advanced Booking Calendar WordPress plugin before 1.7.1 does not sanitise 

and escape the room parameter before outputting it back in an admin page, 

leading to a Reflected Cross-Site Scripting issue 

2022-04-11 4.3  

CVE-2022-1007 

  

radare -- radare2 

NULL Pointer Dereference in r_bin_ne_get_entrypoints function in GitHub 

repository radareorg/radare2 prior to 5.6.8. This vulnerability allows attackers to 

cause a denial of service (application crash). 

2022-04-08 4.3  

CVE-2022-1283 

  

radare -- radare2 
heap-use-after-free in GitHub repository radareorg/radare2 prior to 5.6.8. This 

vulnerability is capable of inducing denial of service. 
2022-04-08 4.3  

CVE-2022-1284 

  

school_club_applic

ation_system_proj

ect -- 

school_club_applic

ation_system 

A vulnerability, which was classified as problematic, has been found in School Club 

Application System 1.0. This issue affects access to /scas/admin/. The manipulation 

of the parameter page with the input 

%22%3E%3Cimg%20src=x%20onerror=alert(1)%3E leads to a reflected cross site 

scripting. The attack may be initiated remotely and does not require any form of 

authentication. The exploit has been disclosed to the public and may be used. 

2022-04-09 4.3  CVE-2022-1288  

onlyoffice -- 

document_server 

A cross-site scripting (XSS) vulnerability in ONLYOFFICE Document Server Example 

before v7.0.0 allows remote attackers inject arbitrary HTML or JavaScript through 

/example/editor. 

2022-04-08 4.3  

CVE-2022-24229 

 

  

icehrm -- icehrm 
A Cross-Site Request Forgery (CSRF) in IceHrm 31.0.0.OS allows attackers to delete 

arbitrary users or achieve account takeover via the app/service.php URI. 
2022-04-08 4.3  

CVE-2022-26588 

  

getbootstrap -- 

bootstrap 

Bootstrap v3.1.11 and v3.3.7 was discovered to contain a cross-site scripting (XSS) 

vulnerability via the Title parameter in /vendor/views/add_product.php. 
2022-04-08 4.3  

CVE-2022-26624 

  

asana -- desktop 
Asana Desktop before 1.6.0 allows remote attackers to exfiltrate local files if they 

can trick the Asana desktop app into loading a malicious web page. 
2022-04-09 4.3  

CVE-2022-26877 

  

aerocms_project -- 

aerocms 

AeroCMS v0.0.1 was discovered to contain a stored cross-site scripting (XSS) 

vulnerability via view_all_comments.php. This vulnerability allows attackers to 

execute arbitrary web scripts or HTML via a crafted payload injected into the 

Comments text field. 

2022-04-08 4.3  

CVE-2022-27063 

 

  

zbzcms -- zbzcms 
zbzcms v1.0 was discovered to contain a stored cross-site scripting (XSS) 

vulnerability via the neirong parameter at /php/ajax.php. 
2022-04-10 4.3  CVE-2022-27125  

gpac -- gpac 
GPAC mp4box 1.1.0-DEV-rev1727-g8be34973d-master has a stack-overflow 

vulnerability in function gf_isom_get_sample_for_movie_time of mp4box. 
2022-04-08 4.3  CVE-2022-27145  
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gpac -- gpac 
GPAC mp4box 1.1.0-DEV-rev1759-geb2d1e6dd-has a heap-buffer-overflow 

vulnerability in function gf_isom_apple_enum_tag. 
2022-04-08 4.3  CVE-2022-27146  

gpac -- gpac 
GPAC mp4box 1.1.0-DEV-rev1727-g8be34973d-master has a use-after-free 

vulnerability in function gf_node_get_attribute_by_tag. 
2022-04-08 4.3  CVE-2022-27147  

gpac -- gpac 
GPAC mp4box 1.1.0-DEV-rev1663-g881c6a94a-master is vulnerable to Integer 

Overflow. 
2022-04-08 4.3  CVE-2022-27148  

reprisesoftware -- 

reprise_license_m

anager 

Reprise License Manager 14.2 is affected by a reflected cross-site scripting 

vulnerability (XSS) in the /goform/login_process username parameter via GET. No 

authentication is required. 

2022-04-09 4.3  

CVE-2022-28363 

 

  

kevinlab -- 4st_l-

bems 

A Directory Traversal vulnerability exists in KevinLAB Inc Building Energy 

Management System 4ST BEMS 1.0.0 via the page GET parameter in index.php. 
2022-04-11 4 

CVE-2021-37293 

  

webence -- 

iq_block_country 

The settings of the iQ Block Country WordPress plugin before 1.2.13 can be 

exported or imported using its backup functionality. An authorized user can import 

preured settings of the plugin by uploading a zip file. After the uploading process, 

files in the uploaded zip file are extracted one by one. During the extraction 

process, existence of a file is checked. If the file exists, it is deleted without any 

security control by only considering the name of the extracted file. This behavior 

leads to "Zip Slip" vulnerability. 

2022-04-11 4 CVE-2022-0246  

online_banking_sy

stem_project -- 

online_banking_sy

stem 

Online Banking System in PHP v1 was discovered to contain multiple SQL injection 

vulnerabilities at /staff_login.php via the Staff ID and Staff Password parameters. 
2022-04-08 4 CVE-2022-27991  

jetbrains -- ktor 
In JetBrains Ktor Native before version 2.0.0 random values used for nonce 

generation weren't using SecureRandom implementations 
2022-04-11 4 

CVE-2022-29035 

  

belden -- 

tofino_xenon_secu

rity_appliance_fir

mware 

On Schneider Electric ConneXium Tofino Firewall TCSEFEA23F3F22 before 03.23, 

TCSEFEA23F3F20/21, and Belden Tofino Xenon Security Appliance, an SSH login can 

succeed with hardcoded default credentials (if the device is in the uncommissioned 

state). 

2022-04-03 6.8  

CVE-2021-30064 

  

google -- chrome 
Use after free in Safe Browsing in Google Chrome prior to 98.0.4758.80 allowed a 

remote attacker to potentially perform a sandbox escape via a crafted HTML page. 
2022-04-05 6.8  

CVE-2022-0452 

  

google -- chrome 

Use after free in Reader Mode in Google Chrome prior to 98.0.4758.80 allowed a 

remote attacker who had compromised the renderer process to potentially exploit 

heap corruption via a crafted HTML page. 

2022-04-05 6.8  

CVE-2022-0453 

  

google -- chrome 
Heap buffer overflow in ANGLE in Google Chrome prior to 98.0.4758.80 allowed a 

remote attacker to potentially exploit heap corruption via a crafted HTML page. 
2022-04-05 6.8  

CVE-2022-0454 

  

google -- chrome 
Use after free in Web Search in Google Chrome prior to 98.0.4758.80 allowed a 

remote attacker to potentially exploit heap corruption via profile destruction. 
2022-04-05 6.8  

CVE-2022-0456 

  

google -- chrome 
Type confusion in V8 in Google Chrome prior to 98.0.4758.80 allowed a remote 

attacker to potentially exploit heap corruption via a crafted HTML page. 
2022-04-05 6.8  

CVE-2022-0457 

  

google -- chrome 

Use after free in Thumbnail Tab Strip in Google Chrome prior to 98.0.4758.80 

allowed a remote attacker to potentially exploit heap corruption via a crafted 

HTML page. 

2022-04-05 6.8  

CVE-2022-0458 

  

google -- chrome 

Use after free in Screen Capture in Google Chrome prior to 98.0.4758.80 allowed a 

remote attacker who had compromised the renderer process and convinced a user 

to engage in specific user interaction to potentially exploit heap corruption via a 

crafted HTML page. 

2022-04-05 6.8  

CVE-2022-0459 
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google -- chrome 
Use after free in Window Dialogue in Google Chrome prior to 98.0.4758.80 allowed 

a remote attacker to potentially exploit heap corruption via a crafted HTML page. 
2022-04-05 6.8  

CVE-2022-0460 

  

google -- chrome 

Use after free in Accessibility in Google Chrome prior to 98.0.4758.80 allowed a 

remote attacker who convinced a user to engage in specific user interaction to 

potentially exploit heap corruption via user interaction. 

2022-04-05 6.8  

CVE-2022-0463 

  

google -- chrome 

Use after free in Accessibility in Google Chrome prior to 98.0.4758.80 allowed a 

remote attacker who convinced a user to engage in specific user interaction to 

potentially exploit heap corruption via user interaction. 

2022-04-05 6.8  

CVE-2022-0464 

  

google -- chrome 
Use after free in Extensions in Google Chrome prior to 98.0.4758.80 allowed a 

remote attacker to potentially exploit heap corruption via user interaction. 
2022-04-05 6.8  

CVE-2022-0465 

  

google -- chrome 
Use after free in Payments in Google Chrome prior to 98.0.4758.80 allowed a 

remote attacker to potentially exploit heap corruption via a crafted HTML page. 
2022-04-05 6.8  

CVE-2022-0468 

  

google -- chrome 

Use after free in Cast in Google Chrome prior to 98.0.4758.80 allowed a remote 

attacker who convinced a user to engage in specific interactions to potentially 

exploit heap corruption via a crafted HTML page. 

2022-04-05 6.8  

CVE-2022-0469 

  

google -- chrome 

Out of bounds memory access in V8 in Google Chrome prior to 98.0.4758.80 

allowed a remote attacker to potentially exploit heap corruption via a crafted 

HTML page. 

2022-04-05 6.8  

CVE-2022-0470 

  

google -- chrome 

Heap buffer overflow in Tab Groups in Google Chrome prior to 98.0.4758.102 

allowed an attacker who convinced a user to install a malicious extension and 

engage in specific user interaction to potentially exploit heap corruption via a 

crafted HTML page. 

2022-04-05 6.8  

CVE-2022-0604 

  

google -- chrome 

Use after free in Webstore API in Google Chrome prior to 98.0.4758.102 allowed 

an attacker who convinced a user to install a malicious extension and convinced a 

user to enage in specific user interaction to potentially exploit heap corruption via 

a crafted HTML page. 

2022-04-05 6.8  

CVE-2022-0605 

  

google -- chrome 
Use after free in ANGLE in Google Chrome prior to 98.0.4758.102 allowed a remote 

attacker to potentially exploit heap corruption via a crafted HTML page. 
2022-04-05 6.8  

CVE-2022-0606 

  

google -- chrome 
Use after free in GPU in Google Chrome prior to 98.0.4758.102 allowed a remote 

attacker to potentially exploit heap corruption via a crafted HTML page. 
2022-04-05 6.8  

CVE-2022-0607 

  

google -- chrome 
Integer overflow in Mojo in Google Chrome prior to 98.0.4758.102 allowed a 

remote attacker to potentially exploit heap corruption via a crafted HTML page. 
2022-04-05 6.8  

CVE-2022-0608 

  

google -- chrome 
Use after free in Animation in Google Chrome prior to 98.0.4758.102 allowed a 

remote attacker to potentially exploit heap corruption via a crafted HTML page. 
2022-04-05 6.8  

CVE-2022-0609 

  

google -- chrome 

Inappropriate implementation in Gamepad API in Google Chrome prior to 

98.0.4758.102 allowed a remote attacker to potentially exploit heap corruption via 

a crafted HTML page. 

2022-04-05 6.8  

CVE-2022-0610 

  

google -- chrome 
Heap buffer overflow in ANGLE in Google Chrome prior to 99.0.4844.51 allowed a 

remote attacker to potentially exploit heap corruption via a crafted HTML page. 
2022-04-05 6.8  

CVE-2022-0789 

  

google -- chrome 

Use after free in Cast UI in Google Chrome prior to 99.0.4844.51 allowed a remote 

attacker who convinced a user to engage in specific user interaction to potentially 

perform a sandbox escape via a crafted HTML page. 

2022-04-05 6.8  

CVE-2022-0790 

  

google -- chrome 

Use after free in Omnibox in Google Chrome prior to 99.0.4844.51 allowed a 

remote attacker who convinced a user to engage in specific user interactions to 

potentially exploit heap corruption via user interactions. 

2022-04-05 6.8  

CVE-2022-0791 
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0605&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0605
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0606&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0606
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0607&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0607
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0608&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0608
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0609&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0609
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0610&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0610
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0789&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0789
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0790&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0790
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0791&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0791


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

google -- chrome 

Use after free in WebShare in Google Chrome prior to 99.0.4844.51 allowed a 

remote attacker who convinced a user to engage in specific user interaction to 

potentially exploit heap corruption via a crafted HTML page. 

2022-04-05 6.8  

CVE-2022-0794 

  

google -- chrome 
Type confusion in Blink Layout in Google Chrome prior to 99.0.4844.51 allowed a 

remote attacker to potentially exploit heap corruption via a crafted HTML page. 
2022-04-05 6.8  

CVE-2022-0795 

  

google -- chrome 
Use after free in Media in Google Chrome prior to 99.0.4844.51 allowed a remote 

attacker to potentially exploit heap corruption via a crafted HTML page. 
2022-04-05 6.8  

CVE-2022-0796 

  

google -- chrome 

Out of bounds memory access in Mojo in Google Chrome prior to 99.0.4844.51 

allowed a remote attacker to perform an out of bounds memory write via a crafted 

HTML page. 

2022-04-05 6.8  

CVE-2022-0797 

  

google -- chrome 

Use after free in MediaStream in Google Chrome prior to 99.0.4844.51 allowed an 

attacker who convinced a user to install a malicious extension to potentially exploit 

heap corruption via a crafted Chrome Extension. 

2022-04-05 6.8  

CVE-2022-0798 

  

google -- chrome 

Insufficient policy enforcement in Installer in Google Chrome on Windows prior to 

99.0.4844.51 allowed a remote attacker to perform local privilege escalation via a 

crafted offline installer file. 

2022-04-05 6.8  

CVE-2022-0799 

  

google -- chrome 

Heap buffer overflow in Cast UI in Google Chrome prior to 99.0.4844.51 allowed a 

remote attacker who convinced a user to engage in specific user interaction to 

potentially exploit heap corruption via a crafted HTML page. 

2022-04-05 6.8  

CVE-2022-0800 

  

google -- chrome 

Use after free in Browser Switcher in Google Chrome prior to 99.0.4844.51 allowed 

a remote attacker who convinced a user to engage in specific user interaction to 

potentially exploit heap corruption via user interaction. 

2022-04-05 6.8  

CVE-2022-0805 

  

vcs_project -- vcs 

The package github.com/masterminds/vcs before 1.13.3 are vulnerable to 

Command Injection via argument injection. When hg is executed, argument strings 

are passed to hg in a way that additional flags can be set. The additional flags can 

be used to perform a command injection. 

2022-04-01 6.8  

CVE-2022-21235 

  

mitsubishielectric -

- fx5uc_firmware 

Use of Password Hash Instead of Password for Authentication vulnerability in 

Mitsubishi Electric MELSEC iQ-F series FX5U(C) CPU all versions and Mitsubishi 

Electric MELSEC iQ-F series FX5UJ CPU all versions allows a remote 

unauthenticated attacker to login to the product by replaying an eavesdropped 

password hash. 

2022-04-01 6.8  

CVE-2022-25155 

 

  

mitsubishielectric -

- fx5uc_firmware 

Use of Weak Hash vulnerability in Mitsubishi Electric MELSEC iQ-F series FX5U(C) 

CPU all versions and Mitsubishi Electric MELSEC iQ-F series FX5UJ CPU all versions 

allows a remote unauthenticated attacker to login to the product by using a 

password reversed from a previously eavesdropped password hash. 

2022-04-01 6.8  

CVE-2022-25156 

 

  

mitsubishielectric -

- fx5uc_firmware 

Authentication Bypass by Capture-replay vulnerability in Mitsubishi Electric 

MELSEC iQ-F series FX5U(C) CPU all versions and Mitsubishi Electric MELSEC iQ-F 

series FX5UJ CPU all versions allows a remote unauthenticated attacker to login to 

the product by replay attack. 

2022-04-01 6.8  

CVE-2022-25159 

 

  

omron -- cx-

position 

Omron CX-Position (versions 2.5.3 and prior) is vulnerable to memory corruption 

while processing a specific project file, which may allow an attacker to execute 

arbitrary code. 

2022-04-01 6.8  

CVE-2022-25959 

  

omron -- cx-

position 

Omron CX-Position (versions 2.5.3 and prior) is vulnerable to an out-of-bounds 

write while processing a specific project file, which may allow an attacker to 

execute arbitrary code. 

2022-04-01 6.8  

CVE-2022-26022 

  

omron -- cx-

position 

Omron CX-Position (versions 2.5.3 and prior) is vulnerable to a use after free 

memory condition while processing a specific project file, which may allow an 

attacker to execute arbitrary code. 

2022-04-01 6.8  

CVE-2022-26417 

  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0794&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0794
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0795&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0795
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0796&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0796
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0797&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0797
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0798&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0798
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0799&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0799
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0800&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0800
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-0805&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-0805
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-21235&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-21235
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-25155&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-25155
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-25156&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-25156
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-25159&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-25159
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-25959&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-25959
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26022&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26022
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26417&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26417


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

omron -- cx-

position 

Omron CX-Position (versions 2.5.3 and prior) is vulnerable to multiple stack-based 

buffer overflow conditions while parsing a specific project file, which may allow an 

attacker to locally execute arbitrary code. 

2022-04-01 6.8  

CVE-2022-26419 

 

 

 

  
rockwellautomatio

n -- 

controllogix_5580_

firmware 

Rockwell Automation Studio 5000 Logix Designer (all versions) are vulnerable when 

an attacker who achieves administrator access on a workstation running Studio 

5000 Logix Designer could inject controller code undetectable to a user. 

2022-04-01 6.5  CVE-2022-1159  

philips -- myvue 

Philips Vue PACS versions 12.2.x.x and prior does not ensure or incorrectly ensures 

structured messages or data are well formed and that certain security properties 

are met before being read from an upstream component or sent to a downstream 

component. 

2022-04-01 6.4  

CVE-2021-27493 

  

qualcomm -- 

aqt1000_firmware 

Possible out of bound read due to improper validation of IE length during SSID IE 

parse when channel is DFS in Snapdragon Auto, Snapdragon Compute, Snapdragon 

Connectivity, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon 

Mobile, Snapdragon Wearables, Snapdragon Wired Infrastructure and Networking 

2022-04-01 6.4  CVE-2021-35088  

mitsubishielectric -

- fx5uc_firmware 

Use of Password Hash Instead of Password for Authentication vulnerability in 

Mitsubishi Electric MELSEC iQ-F series FX5U(C) CPU all versions and Mitsubishi 

Electric MELSEC iQ-F series FX5UJ CPU all versions allows a remote 

unauthenticated attacker to disclose or tamper with the information in the product 

by using an eavesdropped password hash. 

2022-04-01 6.4  

CVE-2022-25157 

 

  

mitsubishielectric -

- fx5uc_firmware 

Cleartext Storage of Sensitive Information vulnerability in Mitsubishi Electric 

MELSEC iQ-F series FX5U(C) CPU all versions and Mitsubishi Electric MELSEC iQ-F 

series FX5UJ CPU all versions allows a remote attacker to disclose or tamper with a 

file in which password hash is saved in cleartext. 

2022-04-01 6.4  

CVE-2022-25158 

 

  

redhat -- business-

central 

It was observed that while login into Business-central console, HTTP request 

discloses sensitive information like username and password when intercepted 

using some tool like burp suite etc. 

2022-04-01 5 CVE-2019-14839  

inductiveautomati

on -- ignition 

Sensitive information can be obtained through the handling of serialized data. The 

issue results from the lack of proper authentication required to query the server 
2022-04-01 5 CVE-2020-14479  

darkhttpd_project 

-- darkhttpd 

A flaw was found in darkhttpd. Invalid error handling allows remote attackers to 

cause denial-of-service by accessing a file with a large modification date. The 

highest threat from this vulnerability is to system availability. 

2022-04-01 5 CVE-2020-25691  

belden -- 

tofino_xenon_secu

rity_appliance_fir

mware 

On Schneider Electric ConneXium Tofino OPCLSM TCSEFM0000 before 03.23 and 

Belden Tofino Xenon Security Appliance, crafted OPC packets can bypass the OPC 

enforcer. 

2022-04-03 5 

CVE-2021-30062 

  

belden -- 

tofino_xenon_secu

rity_appliance_fir

mware 

On Schneider Electric ConneXium Tofino OPCLSM TCSEFM0000 before 03.23 and 

Belden Tofino Xenon Security Appliance, crafted OPC packets can cause an OPC 

enforcer denial of service. 

2022-04-03 5 

CVE-2021-30063 

  

belden -- 

tofino_xenon_secu

rity_appliance_fir

mware 

On Schneider Electric ConneXium Tofino Firewall TCSEFEA23F3F22 before 03.23, 

TCSEFEA23F3F20/21, and Belden Tofino Xenon Security Appliance, crafted ModBus 

packets can bypass the ModBus enforcer. NOTE: this issue exists because of an 

incomplete fix of CVE-2017-11401. 

2022-04-03 5 

CVE-2021-30065 

  

qualcomm -- 

ar8035_firmware 

Possible assertion due to improper validation of OTA uration in Snapdragon Auto, 

Snapdragon Compute, Snapdragon Connectivity, Snapdragon Industrial IOT, 

Snapdragon Mobile 

2022-04-01 5 CVE-2021-30332  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-26419&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-26419
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-1159&vector=AV:N/AC:L/Au:S/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-1159
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-27493&vector=AV:N/AC:L/Au:N/C:P/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-27493
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-35088&vector=AV:N/AC:L/Au:N/C:P/I:N/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-35088
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-25157&vector=AV:N/AC:L/Au:N/C:P/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-25157
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-25158&vector=AV:N/AC:L/Au:N/C:P/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-25158
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-14839&vector=AV:N/AC:L/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14839
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-14479&vector=AV:N/AC:L/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-14479
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-25691&vector=AV:N/AC:L/Au:N/C:N/I:N/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-25691
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30062&vector=AV:N/AC:L/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30062
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30063&vector=AV:N/AC:L/Au:N/C:N/I:N/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30063
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30065&vector=AV:N/AC:L/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30065
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30332&vector=AV:N/AC:L/Au:N/C:N/I:N/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30332


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

auvesy-mdt -- 

autosave 

An attacker can gain knowledge of a session temporary working folder where the 

getfile and putfile commands are used in MDT AutoSave versions prior to v6.02.06. 

An attacker can leverage this knowledge to provide a malicious command to the 

working directory where the read and write activity can be initiated. 

2022-04-01 5 CVE-2021-32937  

auvesy-mdt -- 

autosave 

A getfile function in MDT AutoSave versions prior to v6.02.06 enables a user to 

supply an optional parameter, resulting in the processing of a request in a special 

manner. This can result in the execution of an unzip command and place a 

malicious .exe file in one of the locations the function looks for and get execution 

capabilities. 

2022-04-01 5 CVE-2021-32961  

philips -- myvue 

The use of a broken or risky cryptographic algorithm in Philips Vue PACS versions 

12.2.x.x and prior is an unnecessary risk that may result in the exposure of sensitive 

information. 

2022-04-01 5 

CVE-2021-33018 

  

philips -- myvue 

Philips Vue PACS versions 12.2.x.x and prior uses a cryptographic key or password 

past its expiration date, which diminishes its safety significantly by increasing the 

timing window for cracking attacks against that key. 

2022-04-01 5 

CVE-2021-33020 

  

philips -- myvue 

Philips Vue PACS versions 12.2.x.x and prior transmits sensitive or security-critical 

data in cleartext in a communication channel that can be sniffed by unauthorized 

actors. 

2022-04-01 5 

CVE-2021-33022 

  

philips -- myvue 

Philips Vue PACS versions 12.2.x.x and prior transmits or stores authentication 

credentials, but it uses an insecure method susceptible to unauthorized 

interception and/or retrieval. 

2022-04-01 5 

CVE-2021-33024 

  

gitlab -- gitlab 

In all versions of GitLab CE/EE, certain Unicode characters can be abused to 

commit malicious code into projects without being noticed in merge request or 

source code viewer UI. 

2022-04-01 5 

CVE-2021-39908 

 

  

linux -- 

linux_kernel 
In the Linux kernel before 5.17.1, a refcount leak bug was found in net/llc/af_llc.c. 2022-04-02 5 

CVE-2022-28356 

 

  

qualcomm -- 

apq8009w_firmwa

re 

Improper validation of buffer size input to the EFS file can lead to memory 

corruption in Snapdragon Auto, Snapdragon Compute, Snapdragon Connectivity, 

Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile, 

Snapdragon Voice & Music, Snapdragon Wearables 

2022-04-01 4.6  CVE-2021-30333  

qualcomm -- 

apq8096au_firmw

are 

Improper handling of multiple session supported by PVM backend can lead to use 

after free in Snapdragon Auto, Snapdragon Mobile 
2022-04-01 4.6  CVE-2021-35115  

dell -- 

wyse_device_agen

t 

Wyse Device Agent version 14.6.1.4 and below contain an Improper Authentication 

vulnerability. A malicious user could potentially exploit this vulnerability by 

providing invalid input in order to obtain a connection to WMS server. 

2022-04-01 4.6  CVE-2022-23156  

linux -- 

linux_kernel 

usb_8dev_start_xmit in drivers/net/can/usb/usb_8dev.c in the Linux kernel 

through 5.17.1 has a double free. 
2022-04-03 4.6  

CVE-2022-28388 

 

FEDORA 

linux -- 

linux_kernel 

mcba_usb_start_xmit in drivers/net/can/usb/mcba_usb.c in the Linux kernel 

through 5.17.1 has a double free. 
2022-04-03 4.6  

CVE-2022-28389 

 

FEDORA 

linux -- 

linux_kernel 

ems_usb_start_xmit in drivers/net/can/usb/ems_usb.c in the Linux kernel through 

5.17.1 has a double free. 
2022-04-03 4.6  

CVE-2022-28390 

 

FEDORA 

deltaww -- 

diaenergie 
Delta Electronics DIAEnergie (all versions prior to 1.8.02.004) are vulnerable to a 

DLL hijacking condition. When combined with the Incorrect Default Permissions 
2022-04-01 4.4  CVE-2022-1098  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-32937&vector=AV:N/AC:L/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-32937
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-32961&vector=AV:N/AC:L/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-32961
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-33018&vector=AV:N/AC:L/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-33018
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-33020&vector=AV:N/AC:L/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-33020
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-33022&vector=AV:N/AC:L/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-33022
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-33024&vector=AV:N/AC:L/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-33024
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-39908&vector=AV:N/AC:L/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-39908
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2022-28356&vector=AV:N/AC:L/Au:N/C:N/I:N/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2022-28356
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30333&vector=AV:L/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30333
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

vulnerability of 4.2.2 above, this makes it possible for an attacker to escalate 

privileges 

yourls -- yourls Cross-Site Request Forgery (CSRF) in GitHub repository yourls/yourls prior to 1.8.3. 2022-04-03 4.3  

CVE-2022-0088 

  

google -- chrome 

Inappropriate implementation in Full Screen Mode in Google Chrome on Android 

prior to 98.0.4758.80 allowed a remote attacker to spoof the contents of the 

Omnibox (URL bar) via a crafted HTML page. 

2022-04-05 4.3  

CVE-2022-0455 

  

google -- chrome 
Out of bounds read in ANGLE in Google Chrome prior to 99.0.4844.51 allowed a 

remote attacker to potentially exploit heap corruption via a crafted HTML page. 
2022-04-05 4.3  

CVE-2022-0792 

  

google -- chrome 

Inappropriate implementation in Full screen mode in Google Chrome on Android 

prior to 99.0.4844.51 allowed a remote attacker to hide the contents of the 

Omnibox (URL bar) via a crafted HTML page. 

2022-04-05 4.3  

CVE-2022-0802 

  

google -- chrome 

Inappropriate implementation in Permissions in Google Chrome prior to 

99.0.4844.51 allowed a remote attacker to tamper with the contents of the 

Omnibox (URL bar) via a crafted HTML page. 

2022-04-05 4.3  

CVE-2022-0803 

  

google -- chrome 

Inappropriate implementation in Full screen mode in Google Chrome on Android 

prior to 99.0.4844.51 allowed a remote attacker to hide the contents of the 

Omnibox (URL bar) via a crafted HTML page. 

2022-04-05 4.3  

CVE-2022-0804 

  

google -- chrome 

Data leak in Canvas in Google Chrome prior to 99.0.4844.51 allowed a remote 

attacker who convinced a user to engage in screen sharing to potentially leak cross-

origin data via a crafted HTML page. 

2022-04-05 4.3  

CVE-2022-0806 

  

google -- chrome 

Inappropriate implementation in Autofill in Google Chrome prior to 99.0.4844.51 

allowed a remote attacker to bypass navigation restrictions via a crafted HTML 

page. 

2022-04-05 4.3  

CVE-2022-0807 

  

radare -- radare2 

Out-of-bounds read in GitHub repository radareorg/radare2 prior to 5.6.8. This 

vulnerability allows attackers to read sensitive information from outside the 

allocated buffer boundary. 

2022-04-01 4.3  

CVE-2022-1207 

  

rocket.chat -- 

livechat 

A blind self XSS vulnerability exists in RocketChat LiveChat <v1.9 that could allow 

an attacker to trick a victim pasting malicious code in their chat instance. 
2022-04-01 4.3  CVE-2022-21830  

public_knowledge

_project -- 

open_journal_syst

ems 

Cross-site scripting (XSS) via Host Header injection in PKP Open Journals System 

2.4.8 >= 3.3 allows remote attackers to inject arbitary code via the X-Forwarded-

Host Header. 

2022-04-01 4.3  CVE-2022-24181  

mitsubishielectric -

- fx5uc_firmware 

Cleartext Storage of Sensitive Information vulnerability in Mitsubishi Electric 

MELSEC iQ-F series FX5U(C) CPU all versions and Mitsubishi Electric MELSEC iQ-F 

series FX5UJ CPU all versions allows a remote unauthenticated attacker to disclose 

a file in a legitimate user's product by using previously eavesdropped cleartext 

information and to counterfeit a legitimate user's system. 

2022-04-01 4.3  

CVE-2022-25160 

 

  

sick -- ftmg 

Unauthenticated users can access sensitive web URLs through GET request, which 

should be restricted to maintenance users only. A malicious attacker could use this 

sensitive information’s to launch further attacks on the system. 

2022-04-01 4 CVE-2021-32503  

calibre-

web_project -- 

calibre-web 

Improper Authorization in GitHub repository janeczku/calibre-web prior to 0.6.16. 2022-04-03 4 

CVE-2022-0406 

  

ibm -- 

app_connect_ente

rprise_certified_co

ntainer 

IBM App Connect Enterprise Certified Container Dashboard UI (IBM App Connect 

Enterprise Certified Container 1.5, 2.0, 2.1, 3.0, and 3.1) may be vulnerable to 

denial of service due to excessive rate limiting. 

2022-04-01 4 

CVE-2022-22404 

XF  
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

pivotal_software -- 

spring_framework 

n Spring Framework versions 5.3.0 - 5.3.16 and older unsupported versions, it is 

possible for a user to provide a specially crafted SpEL expression that may cause a 

denial of service condition. 

2022-04-01 4 CVE-2022-22950  

idearespa -- reftree 

A directory traversal vulnerability in IdeaRE RefTree before 2021.09.17 allows 

remote authenticated users to download arbitrary .dwg files from a remote server 

by specifying an absolute or relative path when invoking the affected 

DownloadDwg endpoint. An attack uses the path field to 

CaddemServiceJS/CaddemService.svc/rest/DownloadDwg. 

2022-04-03 4 

CVE-2022-27248 

  

 

Low Vulnerabilities 
Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

ibm -- 

cognos_analytics 

IBM Cognos Analytics 11.1.7, 11.2.0, and 11.1.7 is vulnerable to cross-site scripting, 

caused by improper validation of user-supplied input. A remote attacker could 

exploit this vulnerability to inject malicious script into a Web page which would be 

executed in a victim's Web browser within the security context of the hosting Web 

site, once the URL is clicked. An attacker could use this vulnerability to steal the 

victim's cookie-based authentication credentials. IBM X-Force ID: 209691. 

2022-04-22 3.5  

CVE-2021-38903 

 

XF 

ibm -- 

cognos_analytics 

IBM Cognos Analytics 11.1.7, 11.2.0, and 11.1.7 is vulnerable to cross-site scripting. 

This vulnerability allows users to embed arbitrary JavaScript code in the Web UI 

thus altering the intended functionality potentially leading to credentials disclosure 

within a trusted session. IBM X-Force ID: 211240. 

2022-04-22 3.5  

CVE-2021-38946 

 

XF 

wp_maintenance_

project -- 

wp_maintenance 

Authenticated (admin+) Stored Cross-Site Scripting (XSS) in WP Maintenance 

(WordPress plugin) <= 6.0.4 affects multiple inputs. 
2022-04-15 3.5  

CVE-2021-36828 

  

microsoft -- 

sharepoint_founda

tion 

Microsoft SharePoint Server Spoofing Vulnerability. 2022-04-15 3.5  CVE-2022-24472  

microsoft -- 

windows_11 
Windows Hyper-V Denial of Service Vulnerability. 2022-04-15 2.1  CVE-2022-23268  

microsoft -- 

windows_server_2

012 

Windows Cluster Shared Volume (CSV) Denial of Service Vulnerability. This CVE ID 

is unique from CVE-2022-24538, CVE-2022-26784. 
2022-04-15 2.1  CVE-2022-24484  

wpsofts -- 

portfolio_gallery\,

_product_catalog_

-

_grid_kit_portfolio 

The Portfolio Gallery, Product Catalog WordPress plugin before 2.1.0 does not have 

authorisation and CSRF checks in various functions related to AJAX actions, 

allowing any authenticated users, such as subscriber, to call them. Due to the lack 

of sanitisation and escaping, it could also allows attackers to perform Cross-Site 

Scripting attacks on pages where a Portfolio is embed 

2022-04-11 3.5  CVE-2021-25090  

premio -- chaty 
Authenticated (admin or higher user role) Stored Cross-Site Scripting (XSS) 

vulnerability in Premio Chaty (WordPress plugin) <= 2.8.3 
2022-04-11 3.5  

CVE-2021-36846 

  

sharethis -- 

social_media_feat

her 

Authenticated (admin+) Stored Cross-Site Scripting (XSS) vulnerability in Social 

Media Feather (WordPress plugin) versions <= 2.0.4 
2022-04-11 3.5  

CVE-2021-36848 

  

wpdarko -- 

responsive_tabs 

Authenticated (author or higher user role) Stored Cross-Site Scripting (XSS) 

vulnerability in Responsive Tabs (WordPress plugin) <= 4.0.5 
2022-04-11 3.5  

CVE-2021-36893 
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Low Vulnerabilities 
Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

w3eden -- 

pricing_table 

Authenticated (author or higher user role) Stored Cross-Site Scripting (XSS) 

vulnerability in Pricing Table (WordPress plugin) versions <= 1.5.2 
2022-04-11 3.5  

CVE-2021-36896 

  

wp-

appbox_project -- 

wp-appbox 

Authenticated (admin user role) Stored Cross-Site Scripting (XSS) in WP-Appbox 

(WordPress plugin) <= 4.3.20. 
2022-04-11 3.5  

CVE-2021-36910 

  

ibm -- 

curam_social_prog

ram_management 

IBM Curam Social Program Management 8.0.1 and 7.0.11 is vulnerable to cross-site 

scripting. This vulnerability allows users to embed arbitrary JavaScript code in the 

Web UI thus altering the intended functionality potentially leading to credentials 

disclosure within a trusted session. IBM X-Force ID: 215306. 

2022-04-11 3.5  

CVE-2021-39068 

XF  

zzcms -- zzcms 
An issue was discovered in ZZCMS 2021. There is a cross-site scripting (XSS) 

vulnerability in ad_manage.php. 
2022-04-08 3.5  CVE-2021-46437  

pickplugins -- 

post_grid 

The Post Grid WordPress plugin before 2.1.16 does not sanitise and escape the 

post_types parameter before outputting it back in the response of the 

post_grid_update_taxonomies_terms_by_posttypes AJAX action, available to any 

authenticated users, leading to a Reflected Cross-Site Scripting 

2022-04-11 3.5  CVE-2022-0447  

pootlepress -- 

easy_smooth_scrol

l_links 

The Easy Smooth Scroll Links WordPress plugin before 2.23.1 does not sanitise and 

escape its settings, which could allow high privilege users such as admin to perform 

Cross-Site Scripting attacks even when the unfiltered_html capability is disallowed 

2022-04-11 3.5  CVE-2022-0728  

cybernetikz -- 

easy_social_icons 

The Easy Social Icons WordPress plugin before 3.2.1 does not properly escape the 

image_file field when adding a new social icon, allowing high privileged users to 

inject arbitrary javascript even when the unfiltered_html capability is disallowed. 

2022-04-11 3.5  CVE-2022-0840  

autolabproject -- 

autolab 

Cross-site Scripting (XSS) - Stored in GitHub repository autolab/autolab prior to 

2.8.0. 
2022-04-11 3.5  

CVE-2022-0936 

  

vertistudio -- 

image_optimizatio

n_\&_lazy_load_b

y_optimole 

The Image optimization & Lazy Load by Optimole WordPress plugin before 3.3.2 

does not sanitise and escape its "Lazyload background images for selectors" 

settings, which could allow high privilege users such as admin to perform Cross-Site 

scripting attacks even when the unfiltered_html capability is disallowed. 

2022-04-11 3.5  

CVE-2022-0969 

  

trudesk_project -- 

trudesk 

Stored XSS viva .svg file upload in GitHub repository polonel/trudesk prior to 

v1.2.0. 
2022-04-11 3.5  

CVE-2022-1045 

  

tableexport.jquery.

plugin_project -- 

tableexport.jquery.

plugin 

XSS vulnerability with default `onCellHtmlData` function in GitHub repository 

hhurz/tableexport.jquery.plugin prior to 1.25.0. Transmitting cookies to third-party 

servers. Sending data from secure sessions to third-party servers 

2022-04-10 3.5  

CVE-2022-1291 

  

ivanti -- 

incapptic_connect 

An authenticated high privileged user can perform a stored XSS attack due to 

incorrect output encoding in Incapptic connect and affects all current versions. 
2022-04-11 3.5  

CVE-2022-22571 

  

aerocms_project -- 

aerocms 

AeroCMS v0.0.1 was discovered to contain a stored cross-site scripting (XSS) 

vulnerability via add_post.php. This vulnerability allows attackers to execute 

arbitrary web scripts or HTML via a crafted payload injected into the Post Title text 

field. 

2022-04-08 3.5  

CVE-2022-27062 

 

  

jflyfox -- jfinal_cms 
Jfinal_CMS 5.1.0 allows attackers to use the feedback function to send malicious 

XSS code to the administrator backend and execute it. 
2022-04-11 3.5  CVE-2022-27111  

thedaylightstudio -

- fuel_cms 
Daylight Studio Fuel CMS 1.5.1 is vulnerable to HTML Injection. 2022-04-11 3.5  CVE-2022-27156  

socialcodia -- 

social_codia_sms 

Social Codia SMS v1 was discovered to contain a stored cross-site scripting (XSS) 

vulnerability via add_post.php. This vulnerability allows attackers to execute 

arbitrary web scripts or HTML via a crafted payload injected into the Post Title text 

field. 

2022-04-08 3.5  

CVE-2022-27348 
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Low Vulnerabilities 
Primary 
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CVSS 
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Source & Patch 
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ofcms_project -- 

ofcms 

A cross-site scripting (XSS) vulnerability at /ofcms/company-c-47 in OFCMS v1.1.4 

allows attackers to execute arbitrary web scripts or HTML via a crafted payload 

injected into the Comment text box. 

2022-04-10 3.5  CVE-2022-27961  

reprisesoftware -- 

reprise_license_m

anager 

Reprise License Manager 14.2 is affected by a reflected cross-site scripting 

vulnerability (XSS) in the /goform/rlmswitchr_process file parameter via GET. 

Authentication is required. 

2022-04-09 3.5  

CVE-2022-28364 

 

  

roku -- roku_os 
Roku devices running RokuOS v9.4.0 build 4200 or earlier that uses a Realtek WiFi 

chip is vulnerable to Arbitrary file modification. 
2022-04-08 2.7  CVE-2022-27152  

dell -- 

emc_powerscale_

onefs 

Dell EMC Powerscale OneFS 8.2.x - 9.2.x omit security-relevant information in 

/etc/master.passwd. A high-privileged user can exploit this vulnerability to not 

record information identifying the source of account information changes. 

2022-04-08 2.1  

CVE-2022-22563 

  

dell -- 

emc_powerscale_

onefs 

Dell PowerScale OneFS, versions 8.2.x-9.3.0.x, contains an incorrect default 

permissions vulnerability. A local malicious user could potentially exploit this 

vulnerability, leading to a denial of service. 

2022-04-08 2.1  CVE-2022-26855  

eaton -- 

intelligent_power_

manager 

The vulnerability exists due to insufficient validation of input of certain resources 

within the IPM software. This issue affects: Intelligent Power Manager (IPM 1) 

versions prior to 1.70. 

2022-04-01 3.5  CVE-2021-23287  

wedevs -- 

wp_project_mana

ger 

Authenticated (subscriber or higher user role if allowed to access projects) Stored 

Cross-Site Scripting (XSS) vulnerability in weDevs WP Project Manager (WordPress 

plugin) versions <= 2.4.13. 

2022-04-04 3.5  

CVE-2021-36826 

 

  

rumble_mail_serve

r_project -- 

rumble_mail_serve

r 

A Cross Site Scripting (XSS) vulnerability exists in Rumble Mail Server 0.51.3135 via 

the (1) domain and (2) path parameters. 
2022-04-04 3.5  CVE-2021-43459  

rumble_mail_serve

r_project -- 

rumble_mail_serve

r 

Cross Site Scripting (XSS) vulnerability exists in Rumble Mail Server 0.51.3135 via 

the servername parameter. 
2022-04-04 3.5  CVE-2021-43461  

rumble_mail_serve

r_project -- 

rumble_mail_serve

r 

A Cross Site Scripting (XSS) vulnerability exists in Rumble Mail Server 0.51.3135 via 

the username parameter. 
2022-04-04 3.5  CVE-2021-43462  

totaljs -- 

content_managem

ent_system 

A cross-site scripting (XSS) vulnerability in Totaljs commit 95f54a5 allows attackers 

to execute arbitrary web scripts or HTML via a crafted payload injected into the 

Page Name text field when creating a new page. 

2022-04-01 3.5  CVE-2022-26565  

eaton -- 

intelligent_power_

protector 

The vulnerability exists due to insufficient validation of input from certain 

resources by the IPP software. The attacker would need access to the local Subnet 

and an administrator interaction to compromise the system. This issue affects: 

Intelligent Power Protector versions prior to 1.69. 

2022-04-01 2.3  CVE-2021-23288  

qemu -- qemu 

It was discovered that the update for the virt:rhel module in the RHSA-2020:4676 

(https://access.redhat.com/errata/RHSA-2020:4676) erratum released as part of 

Red Hat Enterprise Linux 8.3 failed to include the fix for the qemu-kvm component 

issue CVE-2020-10756, which was previously corrected in virt:rhel/qemu-kvm via 

erratum RHSA-2020:4059 (https://access.redhat.com/errata/RHSA-2020:4059). 

CVE-2021-20295 was assigned to that Red Hat specific security regression. For 

more details about the original security issue CVE-2020-10756, refer to bug 

1835986 or the CVE page: https://access.redhat.com/security/cve/CVE-2020-

10756. 

2022-04-01 2.1  

CVE-2021-20295 
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qualcomm -- 

ar8035_firmware 

Possible buffer overflow due to improper data validation of external commands 

sent via DIAG interface in Snapdragon Auto, Snapdragon Compute, Snapdragon 

Connectivity, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon 

Mobile, Snapdragon Wearables 

2022-04-01 2.1  CVE-2021-30331  

dell -- 

wyse_device_agen

t 

Wyse Device Agent version 14.6.1.4 and below contain a sensitive data exposure 

vulnerability. A authenticated malicious user could potentially exploit this 

vulnerability in order to view sensitive information from the WMS Server. 

2022-04-01 2.1  CVE-2022-23157  

dell -- 

wyse_device_agen

t 

Wyse Device Agent version 14.6.1.4 and below contain a sensitive data exposure 

vulnerability. A local authenticated user with standard privilege could potentially 

exploit this vulnerability and provide incorrect port information and get connected 

to valid WMS server 

2022-04-01 2.1  CVE-2022-23158  
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