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Cybernetic GI Security Bulletin provides a summary of new vulnerabilities that have been recorded by the 

National Institute of Standards and Technology (NIST) National Vulnerability Database (NVD) in the past 

week. The Department of Homeland Security (DHS) National Cybersecurity and Communications 

Integration Center (NCCIC) / United States Computer Emergency Readiness Team, is sponsored by The 

NVD. For modified or updated entries, please visit the NVD, which contains historical vulnerability 

information . 

The vulnerabilities are based on the CVE vulnerability naming standard and determined by the Common 

Vulnerability Scoring System (CVSS) standard. They are organized according to severity, by the division 

of high, medium and low severities correspond to the following scores: 

 

High  - Vulnerabilities will be labeled High severity if they have a CVSS base score of 7.0 - 10.0 . 

Medium  - Vulnerabilities will be labeled Medium severity if they have a CVSS base score of 4.0  -  6.9 .  

Low  - Vulnerabilities will be labeled Low severity if they have a CVSS base score of 0.0 - 3.9 . 

 

Entries may include additional information provided by organizations and efforts sponsored by 

Cybernetic GI. This data may include identifying information, values, definitions, and related links. The 

patch information is provided to users when available. Please note that some of the information in the 

bulletin is compiled from external, open source reports and is not a direct result of Cybernetic GI 

analysis  . 

The NCCIC Weekly Vulnerability Summary Bulletin is created using information from the National 

Institute of Standards and Technology (NIST) National Vulnerability Database (NVD). In some cases, the 

vulnerabilities in the bulletin may not yet have assigned CVSS scores. Please visit NVD for updated 

vulnerability entries, which include CVSS scores once they are available. 

 

 

 

 

 

 

 



 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

adobe -- ops-cli 

Ops CLI version 2.0.4 (and earlier) is affected by a Deserialization of Untrusted Data 
vulnerability to achieve arbitrary code execution when the checkout_repo function 
is called on a maliciously crafted file. An attacker can leverage this to execute 
arbitrary code on the victim machine. 

2021-10-15 10 CVE-2021-40720  

advantech -- 
webaccess 

Advantech WebAccess versions 9.02 and prior are vulnerable to a heap-based 
buffer overflow, which may allow an attacker to remotely execute code. 

2021-10-18 7.5  CVE-2021-33023  

advantech -- 
webaccess 

Advantech WebAccess versions 9.02 and prior are vulnerable to a stack-based 
buffer overflow, which may allow an attacker to remotely execute code. 

2021-10-18 7.5  CVE-2021-38389  

apple -- ipad_os 

A memory corruption issue was addressed with improved memory handling. This 
issue is fixed in macOS Big Sur 11.5.1, iOS 14.7.1 and iPadOS 14.7.1, watchOS 7.6.1. 
An application may be able to execute arbitrary code with kernel privileges. Apple 
is aware of a report that this issue may have been actively exploited. 

2021-10-19 9.3  

CVE-2021-30807 
 
  

apple -- ipados 
A memory consumption issue was addressed with improved memory handling. 
This issue is fixed in iOS 15 and iPadOS 15, watchOS 8, tvOS 15. An application may 
be able to execute arbitrary code with kernel privileges. 

2021-10-19 9.3  

CVE-2021-30837 
 
  

apple -- ipados 

A memory corruption issue was addressed with improved memory handling. This 
issue is fixed in iOS 15 and iPadOS 15. A malicious application may be able to 
execute arbitrary code with system privileges on devices with an Apple Neural 
Engine. 

2021-10-19 9.3  CVE-2021-30838  

apple -- ipados 
A logic issue was addressed with improved state management. This issue is fixed in 
iOS 14.8 and iPadOS 14.8. A remote attacker may be able to cause arbitrary code 
execution. 

2021-10-19 7.5  CVE-2021-30820  

apple -- mac_os_x 
A memory corruption issue was addressed with improved memory handling. This 
issue is fixed in Security Update 2021-005 Catalina, macOS Big Sur 11.6. A malicious 
application may be able to execute arbitrary code with kernel privileges. 

2021-10-19 9.3  

CVE-2021-30830 
  

apple -- mac_os_x 
A race condition was addressed with additional validation. This issue is fixed in 
Security Update 2021-005 Catalina. Mounting a maliciously crafted NFS network 
share may lead to arbitrary code execution with system privileges. 

2021-10-19 7.6  CVE-2020-29622  

arubanetworks -- 
clearpass_policy_
manager 

A remote arbitrary command execution vulnerability was discovered in Aruba 
ClearPass Policy Manager version(s): ClearPass Policy Manager 6.10.x prior to 
6.10.2 - - ClearPass Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy 
Manager 6.8.x prior to 6.8.9-HF1. Aruba has released patches for ClearPass Policy 
Manager that address this security vulnerability. 

2021-10-15 9 CVE-2021-40998  

arubanetworks -- 
clearpass_policy_
manager 

A remote directory traversal vulnerability was discovered in Aruba ClearPass Policy 
Manager version(s): ClearPass Policy Manager 6.10.x prior to 6.10.2 - - ClearPass 
Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy Manager 6.8.x prior to 
6.8.9-HF1. Aruba has released patches for ClearPass Policy Manager that address 
this security vulnerability. 

2021-10-15 9 CVE-2021-40988  

arubanetworks -- 
clearpass_policy_
manager 

A remote arbitrary command execution vulnerability was discovered in Aruba 
ClearPass Policy Manager version(s): ClearPass Policy Manager 6.10.x prior to 
6.10.2 - - ClearPass Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy 
Manager 6.8.x prior to 6.8.9-HF1. Aruba has released patches for ClearPass Policy 
Manager that address this security vulnerability. 

2021-10-15 9 CVE-2021-40987  

arubanetworks -- 
clearpass_policy_
manager 

A remote arbitrary command execution vulnerability was discovered in Aruba 
ClearPass Policy Manager version(s): ClearPass Policy Manager 6.10.x prior to 
6.10.2 - - ClearPass Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy 
Manager 6.8.x prior to 6.8.9-HF1. Aruba has released patches for ClearPass Policy 
Manager that address this security vulnerability. 

2021-10-15 9 CVE-2021-40986  

arubanetworks -- 
clearpass_policy_
manager 

A remote authentication bypass vulnerability was discovered in Aruba ClearPass 
Policy Manager version(s): ClearPass Policy Manager 6.10.x prior to 6.10.2 - - 
ClearPass Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy Manager 6.8.x 
prior to 6.8.9-HF1. Aruba has released patches for ClearPass Policy Manager that 
address this security vulnerability. 

2021-10-15 7.5  CVE-2021-37736  

arubanetworks -- 
clearpass_policy_
manager 

A local escalation of privilege vulnerability was discovered in Aruba ClearPass Policy 
Manager version(s): ClearPass Policy Manager 6.10.x prior to 6.10.2 - - ClearPass 
Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy Manager 6.8.x prior to 
6.8.9-HF1. Aruba has released patches for ClearPass Policy Manager that address 
this security vulnerability. 

2021-10-15 7.2  CVE-2021-40989  

arubanetworks -- 
clearpass_policy_
manager 

A remote arbitrary command execution vulnerability was discovered in Aruba 
ClearPass Policy Manager version(s): ClearPass Policy Manager 6.10.x prior to 
6.10.2 - - ClearPass Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy 
Manager 6.8.x prior to 6.8.9-HF1. Aruba has released patches for ClearPass Policy 
Manager that address this security vulnerability. 

2021-10-15 9 CVE-2021-37739  

evm_project -- 
evm 

The evm crate is a pure Rust implementation of Ethereum Virtual Machine. In 
`evm` crate `< 0.31.0`, `JUMPI` opcode's condition is checked after the destination 

2021-10-18 7.5  

CVE-2021-41153 
  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-40720&vector=AV:N/AC:L/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-40720
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-33023&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-33023
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-38389&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-38389
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30807&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30807
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30837&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30837
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30838&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30838
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30820&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30820
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30830&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30830
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-29622&vector=AV:N/AC:H/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-29622
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-40998&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-40998
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-40988&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-40988
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-40987&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-40987
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-40986&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-40986
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37736&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37736
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-40989&vector=AV:L/AC:L/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-40989
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37739&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37739
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-41153&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-41153


 
 

High Vulnerabilities 

Primary 
Vendor -- Product 

Description Published 
CVSS 
Score 

Source & Patch 
Info 

validity check. However, according to Geth and OpenEthereum, the condition 
check should happen before the destination validity check. This is a **high** 
severity security advisory if you use `evm` crate for Ethereum mainnet. In this case, 
you should update your library dependency immediately to on or after `0.31.0`. 
This is a **low** severity security advisory if you use `evm` crate in Frontier or in a 
standalone blockchain, because there's no security exploit possible with this 
advisory. It is **not** recommended to update to on or after `0.31.0` until all the 
normal chain upgrade preparations have been done. If you use Frontier or other 
`pallet-evm` based Substrate blockchain, please ensure to update your 
`spec_version` before updating this. For other blockchains, please make sure to 
follow a hard-fork process before you update this. 

fatek -- 
communication_se
rver_firmware 

FATEK Automation Communication Server Versions 1.13 and prior lacks proper 
validation of user-supplied data, which could result in a stack-based buffer 
overflow condition and allow an attacker to remotely execute code. 

2021-10-15 7.5  CVE-2021-38432  

glasswire -- 
glasswire 

A code injection vulnerability exists within the firewall software of GlassWire 
v2.1.167 that could lead to arbitrary code execution from a file in the user path on 
first execution. 

2021-10-18 7.5  CVE-2021-22961  

golang -- go 
Go before 1.16.9 and 1.17.x before 1.17.2 has a Buffer Overflow via large 
arguments in a function invocation from a WASM module, when GOARCH=wasm 
GOOS=js is used. 

2021-10-18 7.5  

CVE-2021-38297 
  

inhandnetworks -- 
ir615_firmware 

InHand Networks IR615 Router's Versions 2.3.0.r4724 and 2.3.0.r4870 does not 
enforce an efficient password policy. This may allow an attacker with obtained user 
credentials to enumerate passwords and impersonate other application users and 
perform operations on their behalf. 

2021-10-19 7.5  CVE-2021-38462  

inhandnetworks -- 
ir615_firmware 

InHand Networks IR615 Router's Versions 2.3.0.r4724 and 2.3.0.r4870 do not have 
a filter or signature check to detect or prevent an upload of malicious files to the 
server, which may allow an attacker, acting as an administrator, to upload 
malicious files. This could result in cross-site scripting, deletion of system files, and 
remote code execution. 

2021-10-19 9 CVE-2021-38484  

inhandnetworks -- 
ir615_firmware 

InHand Networks IR615 Router's Versions 2.3.0.r4724 and 2.3.0.r4870 are 
vulnerable to cross-site request forgery when unauthorized commands are 
submitted from a user the web application trusts. This may allow an attacker to 
remotely perform actions on the router’s management portal, such as making 
configuration changes, changing administrator credentials, and running system 
commands on the router. 

2021-10-19 9.3  CVE-2021-38480  

libmobi_project -- 
libmobi 

libmobi is vulnerable to Out-of-bounds Read 2021-10-15 7.5  

CVE-2021-3881 
  

libtpms_project -- 
libtpms 

A flaw was found in the libtpms code that may cause access beyond the boundary 
of internal buffers. The vulnerability is triggered by specially-crafted TPM2 
command packets that then trigger the issue when the state of the TPM2's volatile 
state is written. The highest threat from this vulnerability is to system availability. 
This issue affects libtpms versions before 0.8.5, before 0.7.9 and before 0.6.6. 

2021-10-19 7.1  CVE-2021-3746  

linuxfoundation -- 
the_update_frame
work 

python-tuf is a Python reference implementation of The Update Framework (TUF). 
In both clients (`tuf/client` and `tuf/ngclient`), there is a path traversal vulnerability 
that in the worst case can overwrite files ending in `.json` anywhere on the client 
system on a call to `get_one_valid_targetinfo()`. It occurs because the rolename is 
used to form the filename, and may contain path traversal characters (ie 
`../../name.json`). The impact is mitigated by a few facts: It only affects 
implementations that allow arbitrary rolename selection for delegated targets 
metadata, The attack requires the ability to A) insert new metadata for the path-
traversing role and B) get the role delegated by an existing targets metadata, The 
written file content is heavily restricted since it needs to be a valid, signed targets 
file. The file extension is always .json. A fix is available in version 0.19 or newer. 
There are no workarounds that do not require code changes. Clients can restrict 
the allowed character set for rolenames, or they can store metadata in files named 
in a way that is not vulnerable: neither of these approaches is possible without 
modifying python-tuf. 

2021-10-19 8.8  

CVE-2021-41131 
 
  

microco -- 
bluemonday 

The bluemonday sanitizer before 1.0.16 for Go, and before 0.0.8 for Python (in 
pybluemonday), does not properly enforce policies associated with the SELECT, 
STYLE, and OPTION elements. 

2021-10-18 7.5  CVE-2021-42576  

owasp -- 
java_html_sanitize
r 

The OWASP Java HTML Sanitizer before 20211018.1 does not properly enforce 
policies associated with the SELECT, STYLE, and OPTION elements. 

2021-10-18 7.5  CVE-2021-42575  

stanford -- corenlp corenlp is vulnerable to Improper Restriction of XML External Entity Reference 2021-10-15 7.5  

CVE-2021-3878 
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teamlead -- pdf-
light-viewer 

The WordPress PDF Light Viewer Plugin WordPress plugin before 1.4.12 allows 
users with Author roles to execute arbitrary OS command on the server via OS 
Command Injection when invoking Ghostscript. 

2021-10-18 9 CVE-2021-24684  

vm2_project -- 
vm2 

This affects the package vm2 before 3.9.4 via a Prototype Pollution attack vector, 
which can lead to execution of arbitrary code on the host machine. 

2021-10-18 7.5  

CVE-2021-23449 
 
 
  

yealink -- 
device_manageme
nt 

Yealink Device Management (DM) 3.6.0.20 allows command injection as root via 
the /sm/api/v1/firewall/zone/services URI, without authentication. 

2021-10-15 10 CVE-2021-27561  

ardour -- ardour 
Ardour v5.12 contains a use-after-free vulnerability in the component 
ardour/libs/pbd/xml++.cc when using xmlFreeDoc and xmlXPathFreeContext. 

2021-10-08 7.5  

CVE-2020-22617 
  

digi -- realport 
An issue was discovered in Digi RealPort for Windows through 4.8.488.0. A buffer 
overflow exists in the handling of ADDP discovery response messages. This could 
result in arbitrary code execution. 

2021-10-08 7.5  CVE-2021-35977  

sophos -- 
hitmanpro.alert 

A local attacker could execute arbitrary code with administrator privileges in 
HitmanPro.Alert before version Build 901. 

2021-10-08 7.2  CVE-2021-25270  

tadtools_project -- 
tadtools 

The file extension of the TadTools file upload function fails to filter, thus remote 
attackers can upload any types of files and execute arbitrary code without logging 
in. 

2021-10-08 7.5  CVE-2021-41566  

archibus -- 
web_central 

** UNSUPPORTED WHEN ASSIGNED ** In ARCHIBUS Web Central 21.3.3.815 (a 
version from 2014), the Web Application in /archibus/login.axvw assign a session 
token that could be already in use by another user. It was therefore possible to 
access the application through a user whose credentials were not known, without 
any attempt by the testers to modify the application logic. It is also possible to set 
the value of the session token, client-side, simply by making an unauthenticated 
GET Request to the Home Page and adding an arbitrary value to the JSESSIONID 
field. The application, following the login, does not assign a new token, continuing 
to keep the inserted one, as the identifier of the entire session. This is fixed in all 
recent versions, such as version 26. NOTE: This vulnerability only affects products 
that are no longer supported by the maintainer. Version 21.3 was officially de-
supported by the end of 2020. 

2021-10-05 7.5  CVE-2021-41553  

aviatorscript_proje
ct -- aviatorscript 

AviatorScript through 5.2.7 allows code execution via an expression that is 
encoded with Byte Code Engineering Library (BCEL). 

2021-10-02 7.5  CVE-2021-41862  

commonwl -- 
cwlviewer 

cwlviewer is a web application to view and share Common Workflow Language 
workflows. Versions prior to 1.3.1 contain a Deserialization of Untrusted Data 
vulnerability. Commit number f6066f09edb70033a2ce80200e9fa9e70a5c29de 
(dated 2021-09-30) contains a patch. There are no available workarounds aside 
from installing the patch. The SnakeYaml constructor, by default, allows any data 
to be parsed. To fix the issue the object needs to be created with a 
`SafeConstructor` object, as seen in the patch. 

2021-10-01 7.5  

CVE-2021-41110 
 
  

corel -- pdf_fusion 

Coreip.dll in Corel PDF Fusion 2.6.2.0 is affected by an Out-of-bounds Write 
vulnerability when parsing a crafted file. An unauthenticated attacker could 
leverage this vulnerability to achieve arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious PDF file. 

2021-10-01 9.3  

CVE-2021-38096 
  

corel -- pdf_fusion 

Corel PDF Fusion 2.6.2.0 is affected by an Out-of-bounds Write vulnerability when 
parsing a crafted file. An unauthenticated attacker could leverage this vulnerability 
to achieve arbitrary code execution in the context of the current user. Exploitation 
of this issue requires user interaction in that a victim must open a malicious PDF 
file. 

2021-10-01 9.3  

CVE-2021-38097 
  

corel -- 
photopaint_2020 

CDRRip.dll in Corel PhotoPaint Standard 2020 22.0.0.474 is affected by an Out-of-
bounds Write vulnerability when parsing a crafted file. An unauthenticated 
attacker could leverage this vulnerability to achieve arbitrary code execution in the 
context of the current user. Exploitation of this issue requires user interaction in 
that a victim must open a malicious CPT file. This is different from CVE-2021-38101. 

2021-10-01 9.3  

CVE-2021-38099 
  

corel -- 
presentations_202
0 

IBJPG2.FLT in Corel Presentations 2020 20.0.0.200 is affected by an Out-of-bounds 
Write vulnerability when parsing a crafted file. An unauthenticated attacker could 
leverage this vulnerability to achieve arbitrary code execution in the context of the 
current user. Exploitation of this issue requires user interaction in that a victim 
must open a malicious PPT file. 

2021-10-01 9.3  

CVE-2021-38103 
  

dell -- 
isilon_insightiq_fir
mware 

Dell EMC InsightIQ, versions prior to 4.1.4, contain risky cryptographic algorithms 
in the SSH component. A remote unauthenticated attacker could potentially 
exploit this vulnerability leading to authentication bypass and remote takeover of 
the InsightIQ. This allows an attacker to take complete control of InsightIQ to affect 

2021-10-01 7.5  CVE-2021-36298  
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services provided by SSH; so Dell recommends customers to upgrade at the earliest 
opportunity. 

galera -- 
galera_webtempla
te 

Galera WebTemplate 1.0 is affected by a directory traversal vulnerability that could 
reveal information from /etc/passwd and /etc/shadow. 

2021-10-01 7.5  

CVE-2021-40960 
  

getcomposer -- 
composer 

Composer is an open source dependency manager for the PHP language. In 
affected versions windows users running Composer to install untrusted 
dependencies are subject to command injection and should upgrade their 
composer version. Other OSs and WSL are not affected. The issue has been 
resolved in composer versions 1.10.23 and 2.1.9. There are no workarounds for 
this issue. 

2021-10-05 7.5  

CVE-2021-41116 
  

hotel_and_lodge_
booking_managem
ent_system_projec
t -- 
hotel_and_lodge_
booking_managem
ent_system 

Sourcecodester Hotel and Lodge Management System 2.0 is vulnerable to 
unauthenticated SQL injection and can allow remote attackers to execute arbitrary 
SQL commands via the email parameter to the edit page for Customer, Room, 
Currency, Room Booking Details, or Tax Details. 

2021-10-01 7.5  CVE-2020-21012  

lodging_reservatio
n_management_sy
stem_project -- 
lodging_reservatio
n_management_sy
stem 

The username and password field of login in Lodging Reservation Management 
System V1 can give access to any user by using SQL injection to bypass 
authentication. 

2021-10-04 7.5  

CVE-2021-41511 
 
  

online-shopping-
system-
advanced_project -
- online-shopping-
system-advanced 

An un-authenticated SQL Injection exists in PuneethReddyHC online-shopping-
system-advanced through the /homeaction.php cat_id parameter. Using a post 
request does not sanitize the user input. 

2021-10-01 7.5  CVE-2021-41649  

ptcl -- hg150-
ub_firmware 

An issue in the administrator authentication panel of PTCL HG150-Ub v3.0 allows 
attackers to bypass authentication via modification of the cookie value and 
Response Path. 

2021-10-04 7.5  CVE-2021-35296  

qnap -- qvr 

A command injection vulnerability has been reported to affect QNAP device 
running QVR. If exploited, this vulnerability could allow remote attackers to run 
arbitrary commands. We have already fixed this vulnerability in the following 
versions of QVR: QVR 5.1.5 build 20210902 and later 

2021-10-01 7.5  CVE-2021-34352  
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adobe -- 

acrobat_dc 

Adobe Acrobat Reader DC version 21.007.20095 (and earlier), 21.007.20096 (and 

earlier), 20.004.30015 (and earlier), and 17.011.30202 (and earlier) is affected by a 

out-of-bounds read vulnerability that could lead to disclosure of sensitive memory. 

An attacker could leverage this vulnerability to bypass mitigations such as ASLR. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious PDF file. 

2021-10-15 4.3  CVE-2021-40729  

adobe -- 

acrobat_dc 

Adobe Acrobat Reader DC version 21.007.20095 (and earlier), 21.007.20096 (and 

earlier), 20.004.30015 (and earlier), and 17.011.30202 (and earlier) is affected by a 

use-after-free that allow a remote attacker to disclose sensitive information on 

affected installations of of Adobe Acrobat Reader DC. User interaction is required 

to exploit this vulnerability in that the target must visit a malicious page or open a 

malicious file. The specific flaw exists within the parsing of JPG2000 images. 

2021-10-15 4.3  CVE-2021-40730  

adobe -- 

acrobat_dc 

Adobe Acrobat Reader DC version 21.007.20095 (and earlier), 21.007.20096 (and 

earlier), 20.004.30015 (and earlier), and 17.011.30202 (and earlier) is affected by 

an out-of-bounds write vulnerability when parsing a crafted JPEG2000 file, which 

could result in arbitrary code execution in the context of the current user. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2021-10-15 6.8  CVE-2021-40731  

adobe -- 

acrobat_dc 

Adobe Acrobat Reader DC version 21.007.20095 (and earlier), 21.007.20096 (and 

earlier), 20.004.30015 (and earlier), and 17.011.30202 (and earlier) is affected by a 

use-after-free vulnerability in the processing of the GetURL function on a global 

object window that could result in arbitrary code execution in the context of the 

current user. Exploitation of this issue requires user interaction in that a victim 

must open a malicious file. 

2021-10-15 6.8  CVE-2021-40728  

adobe -- 

acrobat_reader 

Acrobat Reader for Android versions 21.8.0 (and earlier) are affected by a Path 

traversal vulnerability. An unauthenticated attacker could leverage this 

vulnerability to achieve arbitrary code execution in the context of the current user. 

Exploitation of this issue requires user interaction in that a victim must open a 

malicious file. 

2021-10-15 6.8  CVE-2021-40724  

adobe -- 

commerce 

Adobe Commerce versions 2.4.2-p2 (and earlier), 2.4.3 (and earlier) and 2.3.7p1 

(and earlier) are affected by a cross-site request forgery (CSRF) vulnerability via a 

Wishlist Share Link. Successful exploitation could lead to unauthorized addition to 

customer cart by an unauthenticated attacker. Access to the admin console is not 

required for successful exploitation. 

2021-10-15 4.3  CVE-2021-39864  

advantech -- 

webaccess_scada 

An authenticated user using Advantech WebAccess SCADA in versions 9.0.3 and 

prior can use API functions to disclose project names and paths from other users. 
2021-10-15 4 CVE-2021-38431  

apache -- superset 

Apache Superset up to and including 1.3.0 when configured with 

ENABLE_TEMPLATE_PROCESSING on (disabled by default) allowed SQL injection 

when a malicious authenticated user sends an http request with a custom URL. 

2021-10-18 6 CVE-2021-41971  

apple -- ipados 

This issue was addressed with improved checks. This issue is fixed in iOS 15 and 

iPadOS 15. A local attacker may be able to cause unexpected application 

termination or arbitrary code execution. 

2021-10-19 4.6  CVE-2021-30825  

apple -- ipados 

An out-of-bounds read was addressed with improved input validation. This issue is 

fixed in iOS 15 and iPadOS 15. Processing a maliciously crafted USD file may 

disclose memory contents. 

2021-10-19 4.3  CVE-2021-30819  

apple -- ipados 

A logic issue was addressed with improved state management. This issue is fixed in 

iOS 15 and iPadOS 15. In certain situations, the baseband would fail to enable 

integrity and ciphering protection. 

2021-10-19 5 CVE-2021-30826  
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apple -- mac_os_x 

A memory corruption issue was addressed with improved state management. This 

issue is fixed in Security Update 2021-005 Catalina, macOS Big Sur 11.6. A local 

attacker may be able to elevate their privileges. 

2021-10-19 4.6  

CVE-2021-30832 

  

apple -- mac_os_x 

A permissions issue existed. This issue was addressed with improved permission 

validation. This issue is fixed in Security Update 2021-005 Catalina, macOS Big Sur 

11.6. A local attacker may be able to elevate their privileges. 

2021-10-19 4.6  

CVE-2021-30827 

  

apple -- mac_os_x 

This issue was addressed with improved checks. This issue is fixed in Security 

Update 2021-005 Catalina, macOS Big Sur 11.6. A local user may be able to read 

arbitrary files as root. 

2021-10-19 4.9  

CVE-2021-30828 

  

apple -- mac_os_x 

A URI parsing issue was addressed with improved parsing. This issue is fixed in 

Security Update 2021-005 Catalina, macOS Big Sur 11.6. A local user may be able to 

execute arbitrary files. 

2021-10-19 4.6  

CVE-2021-30829 

  

apple -- mac_os_x 

A logic issue was addressed with improved state management. This issue is fixed in 

Security Update 2021-005 Catalina, macOS Big Sur 11.6. A remote attacker may be 

able to leak memory. 

2021-10-19 5 

CVE-2021-30844 

  

apple -- macos 
An out-of-bounds read was addressed with improved bounds checking. This issue is 

fixed in macOS Big Sur 11.6. A local user may be able to read kernel memory. 
2021-10-19 4.9  CVE-2021-30845  

apple -- safari 

A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in iOS 14.8 and iPadOS 14.8, Safari 15, tvOS 15, iOS 15 and iPadOS 15, 

watchOS 8. Processing maliciously crafted web content may lead to arbitrary code 

execution. 

2021-10-19 6.8  

CVE-2021-30846 

 

 

 

  

arubanetworks -- 

clearpass_policy_

manager 

A remote arbitrary command execution vulnerability was discovered in Aruba 

ClearPass Policy Manager version(s): ClearPass Policy Manager 6.10.x prior to 

6.10.2 - - ClearPass Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy 

Manager 6.8.x prior to 6.8.9-HF1. Aruba has released patches for ClearPass Policy 

Manager that address this security vulnerability. 

2021-10-15 6.5  CVE-2021-40994  

arubanetworks -- 

clearpass_policy_

manager 

A remote arbitrary command execution vulnerability was discovered in Aruba 

ClearPass Policy Manager version(s): ClearPass Policy Manager 6.10.x prior to 

6.10.2 - - ClearPass Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy 

Manager 6.8.x prior to 6.8.9-HF1. Aruba has released patches for ClearPass Policy 

Manager that address this security vulnerability. 

2021-10-15 6.5 CVE-2021-40999  

arubanetworks -- 

clearpass_policy_

manager 

A remote arbitrary command execution vulnerability was discovered in Aruba 

ClearPass Policy Manager version(s): ClearPass Policy Manager 6.10.x prior to 

6.10.2 - - ClearPass Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy 

Manager 6.8.x prior to 6.8.9-HF1. Aruba has released patches for ClearPass Policy 

Manager that address this security vulnerability. 

2021-10-15 6.5  CVE-2021-40995  

arubanetworks -- 

clearpass_policy_

manager 

A remote authentication bypass vulnerability was discovered in Aruba ClearPass 

Policy Manager version(s): ClearPass Policy Manager 6.10.x prior to 6.10.2 - - 

ClearPass Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy Manager 6.8.x 

prior to 6.8.9-HF1. Aruba has released patches for ClearPass Policy Manager that 

address this security vulnerability. 

2021-10-15 5 CVE-2021-40997  

arubanetworks -- 

clearpass_policy_

manager 

A remote SQL injection vulnerability was discovered in Aruba ClearPass Policy 

Manager version(s): ClearPass Policy Manager 6.10.x prior to 6.10.2 - - ClearPass 

Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy Manager 6.8.x prior to 

6.8.9-HF1. Aruba has released patches for ClearPass Policy Manager that address 

this security vulnerability. 

2021-10-15 6.5  CVE-2021-40992  

arubanetworks -- 

clearpass_policy_

manager 

A remote disclosure of sensitive information vulnerability was discovered in Aruba 

ClearPass Policy Manager version(s): ClearPass Policy Manager 6.10.x prior to 

6.10.2 - - ClearPass Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy 

2021-10-15 6.5  CVE-2021-40991  
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Manager 6.8.x prior to 6.8.9-HF1. Aruba has released patches for ClearPass Policy 

Manager that address this security vulnerability. 

arubanetworks -- 

clearpass_policy_

manager 

A remote SQL injection vulnerability was discovered in Aruba ClearPass Policy 

Manager version(s): ClearPass Policy Manager 6.10.x prior to 6.10.2 - - ClearPass 

Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy Manager 6.8.x prior to 

6.8.9-HF1. Aruba has released patches for ClearPass Policy Manager that address 

this security vulnerability. 

2021-10-15 5.5  CVE-2021-40993  

arubanetworks -- 

clearpass_policy_

manager 

A remote SQL injection vulnerability was discovered in Aruba ClearPass Policy 

Manager version(s): ClearPass Policy Manager 6.10.x prior to 6.10.2 - - ClearPass 

Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy Manager 6.8.x prior to 

6.8.9-HF1. Aruba has released patches for ClearPass Policy Manager that address 

this security vulnerability. 

2021-10-15 6.5  CVE-2021-37737  

arubanetworks -- 

clearpass_policy_

manager 

A remote disclosure of sensitive information vulnerability was discovered in Aruba 

ClearPass Policy Manager version(s): ClearPass Policy Manager 6.10.x prior to 

6.10.2 - - ClearPass Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy 

Manager 6.8.x prior to 6.8.9-HF1. Aruba has released patches for ClearPass Policy 

Manager that address this security vulnerability. 

2021-10-15 4 CVE-2021-40990  

arubanetworks -- 

clearpass_policy_

manager 

A remote disclosure of sensitive information vulnerability was discovered in Aruba 

ClearPass Policy Manager version(s): ClearPass Policy Manager 6.10.x prior to 

6.10.2 - - ClearPass Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy 

Manager 6.8.x prior to 6.8.9-HF1. Aruba has released patches for ClearPass Policy 

Manager that address this security vulnerability. 

2021-10-15 5 CVE-2021-37738  

arubanetworks -- 

clearpass_policy_

manager 

A remote authentication bypass vulnerability was discovered in Aruba ClearPass 

Policy Manager version(s): ClearPass Policy Manager 6.10.x prior to 6.10.2 - - 

ClearPass Policy Manager 6.9.x prior to 6.9.7-HF1 - - ClearPass Policy Manager 6.8.x 

prior to 6.8.9-HF1. Aruba has released patches for ClearPass Policy Manager that 

address this security vulnerability. 

2021-10-15 5 CVE-2021-40996  

asus -- 

ux582lr_firmware 

ASUSTek ZenBook Pro Due 15 UX582 laptop firmware through 203 has Insecure 

Permissions that allow attacks by a physically proximate attacker. 
2021-10-18 4.6  CVE-2021-42055  

bestpractical -- 

request_tracker 

Best Practical Request Tracker (RT) 4.2 before 4.2.17, 4.4 before 4.4.5, and 5.0 

before 5.0.2 allows sensitive information disclosure via a timing attack against 

lib/RT/REST2/Middleware/Auth.pm. 

2021-10-18 5 

CVE-2021-38562 

  

bludit -- bludit 
Cross Site Scripting (XSS) vulnerability exists in bludit 3-13-1 via the username in 

admin/login. 
2021-10-19 4.3  CVE-2021-35323  

bookstackapp -- 

bookstack 

bookstack is vulnerable to Improper Limitation of a Pathname to a Restricted 

Directory ('Path Traversal') 
2021-10-15 4 

CVE-2021-3874 

  

checkpoint -- 

mobile_access_por

tal_agent 

Mobile Access Portal Native Applications who's path is defined by the 

administrator with environment variables may run applications from other 

locations by the Mobile Access Portal Agent. 

2021-10-19 6 

CVE-2021-30358 

  

combodo -- itop 

iTop is an open source web based IT Service Management tool. In affected versions 

an attacker can call the system setup without authentication. Given specific 

parameters this can lead to SSRF. This issue has been resolved in versions 2.6.5 and 

2.7.5 and later 

2021-10-19 5 

CVE-2021-32663 

 

  

contiki-ng -- 

contiki-ng 

An out-of-bounds read in the SNMP stack in Contiki-NG 4.4 and earlier allows an 

attacker to cause a denial of service and potentially disclose information via crafted 

SNMP packets to snmp_ber_decode_string_len_buffer in os/net/app-

layer/snmp/snmp-ber.c. 

2021-10-19 6.4  

CVE-2020-12141 
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Source & Patch 
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devolutions -- 

remote_desktop_

manager 

An incomplete permission check on entries in Devolutions Remote Desktop 

Manager before 2021.2.16 allows attackers to bypass permissions via batch custom 

PowerShell. 

2021-10-18 6.5  

CVE-2021-42098 

  

discourse -- 

discourse_reaction

s 

Discourse-reactions is a plugin for the Discourse platform that allows user to add 

their reactions to the post. In affected versions reactions given by user to secure 

topics and private messages are visible. This issue is patched in version 0.2 of 

discourse-reaction. Users who are unable to update are advised to disable the 

Discourse-reactions plugin in admin panel. 

2021-10-19 5 

CVE-2021-41140 

  

enalean -- tuleap 

Tuleap is a Free & Open Source Suite to improve management of software 

developments and collaboration. In affected versions Tuleap does not sanitize 

properly user inputs when constructing the SQL query to browse and search 

revisions in the CVS repositories. The following versions contain the fix: Tuleap 

Community Edition 11.17.99.146, Tuleap Enterprise Edition 11.17-5, Tuleap 

Enterprise Edition 11.16-7. 

2021-10-18 6.5  

CVE-2021-41155 

 

 

  

enalean -- tuleap 

Tuleap is a Free & Open Source Suite to improve management of software 

developments and collaboration. In affected versions an attacker with read access 

to a "SVN core" repository could execute arbitrary SQL queries. The following 

versions contain the fix: Tuleap Community Edition 11.17.99.144, Tuleap Enterprise 

Edition 11.17-5, Tuleap Enterprise Edition 11.16-7. 

2021-10-18 6.5  

CVE-2021-41154 

 

 

  

enalean -- tuleap 

Tuleap Open ALM is a libre and open source tool for end to end traceability of 

application and system developments. Prior to version 11.16.99.173 of Community 

Edition and versions 11.16-6 and 11.15-8 of Enterprise Edition, an attacker with the 

ability to add one the CI widget to its personal dashboard could execute arbitrary 

SQL queries. Tuleap Community Edition 11.16.99.173, Tuleap Enterprise Edition 

11.16-6, and Tuleap Enterprise Edition 11.15-8 contain a patch for this issue. 

2021-10-15 6.5  

CVE-2021-41148 

 

 

  

enalean -- tuleap 

Tuleap Open ALM is a libre and open source tool for end to end traceability of 

application and system developments. Prior to version 11.16.99.173 of Community 

Edition and versions 11.16-6 and 11.15-8 of Enterprise Edition, an attacker with 

admin rights in one agile dashboard service can execute arbitrary SQL queries. 

Tuleap Community Edition 11.16.99.173, Tuleap Enterprise Edition 11.16-6, and 

Tuleap Enterprise Edition 11.15-8 contain a patch for this issue. 

2021-10-15 6.5  

CVE-2021-41147 

 

 

  

fatek -- 

winproladder 

A use after free vulnerability in FATEK Automation WinProladder versions 3.30 and 

prior may be exploited when a valid user opens a malformed project file, which 

may allow arbitrary code execution. 

2021-10-18 6.8  CVE-2021-38438  

fatek -- 

winproladder 

FATEK Automation WinProladder versions 3.30 and prior proper validation of user-

supplied data when parsing project files, which could result in a stack-based buffer 

overflow. An attacker could leverage this vulnerability to execute arbitrary code. 

2021-10-18 6.8  CVE-2021-38430  

fatek -- 

winproladder 

FATEK Automation WinProladder versions 3.30 and prior is vulnerable to an out-of-

bounds read, which may allow an attacker to read unauthorized information. 
2021-10-18 4.3  CVE-2021-38440  

fatek -- 

winproladder 

FATEK Automation WinProladder versions 3.30 and prior lacks proper validation of 

user-supplied data when parsing project files, which could result in a heap-

corruption condition. An attacker could leverage this vulnerability to execute code 

in the context of the current process. 

2021-10-18 6.8  CVE-2021-38442  

fatek -- 

winproladder 

FATEK Automation WinProladder versions 3.30 and prior lacks proper validation of 

user-supplied data when parsing project files, which could result in a memory-

corruption condition. An attacker could leverage this vulnerability to execute 

arbitrary code in the context of the current process. 

2021-10-18 6.8  CVE-2021-38436  

fatek -- 

winproladder 

FATEK Automation WinProladder versions 3.30 and prior lacks proper validation of 

user-supplied data when parsing project files, which could result in an out-of-

bounds write. An attacker could leverage this vulnerability to execute arbitrary 

code. 

2021-10-18 6.8  CVE-2021-38426  
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fatek -- 

winproladder 

FATEK Automation WinProladder versions 3.30 and prior lacks proper validation of 

user-supplied data when parsing project files, which could result in an unexpected 

sign extension. An attacker could leverage this vulnerability to execute arbitrary 

code. 

2021-10-18 6.8  CVE-2021-38434  

find_my_blocks_pr

oject -- 

find_my_blocks 

The Find My Blocks WordPress plugin before 3.4.0 does not have authorisation 

checks in its REST API, which could allow unauthenticated users to enumerate 

private posts' titles. 

2021-10-18 5 CVE-2021-24677  

firefly-iii -- 

firefly_iii 
firefly-iii is vulnerable to Unrestricted Upload of File with Dangerous Type 2021-10-19 6.5  

CVE-2021-3846 

  

firefly-iii -- 

firefly_iii 
firefly-iii is vulnerable to URL Redirection to Untrusted Site 2021-10-19 4.9  

CVE-2021-3851 

  

frentix -- openolat 

OpenOlat is a web-based e-learning platform for teaching, learning, assessment 

and communication, an LMS, a learning management system. In affected versions 

by manipulating the HTTP request an attacker can modify the path of a requested 

file download in the folder component to point to anywhere on the target system. 

The attack could be used to read any file accessible in the web root folder or 

outside, depending on the configuration of the system and the properly configured 

permission of the application server user. The attack requires an OpenOlat user 

account or the enabled guest user feature together with the usage of the folder 

component in a course. The attack does not allow writing of arbitrary files, it allows 

only reading of files and also only ready of files that the attacker knows the exact 

path which is very unlikely at least for OpenOlat data files. The problem is fixed in 

version 15.5.8 and 16.0.1 It is advised to upgrade to version 16.0.x. There are no 

known workarounds to fix this problem, an upgrade is necessary. 

2021-10-18 4 

CVE-2021-41152 

 

  

gamepress_project 

-- gamepress 

The GamePress WordPress plugin through 1.1.0 does not escape the op_edit POST 

parameter before outputting it back in multiple Game Option pages, leading to 

Reflected Cross-Site Scripting issues 

2021-10-18 4.3  CVE-2021-24617  

gonitro -- 

nitro_pro 

An exploitable double-free vulnerability exists in the JavaScript implementation of 

Nitro Pro PDF. A specially crafted document can cause a reference to a timeout 

object to be stored in two different places. When closed, the document will result 

in the reference being released twice. This can lead to code execution under the 

context of the application. An attacker can convince a user to open a document to 

trigger this vulnerability. 

2021-10-18 6.8  CVE-2021-21797  

gonitro -- 

nitro_pro 

An exploitable use-after-free vulnerability exists in the JavaScript implementation 

of Nitro Pro PDF. A specially crafted document can cause an object containing the 

path to a document to be destroyed and then later reused, resulting in a use-after-

free vulnerability, which can lead to code execution under the context of the 

application. An attacker can convince a user to open a document to trigger this 

vulnerability. 

2021-10-18 6.8  CVE-2021-21796  

hpe -- 

superdome_flex_fi

rmware 

A potential security vulnerability has been identified in HPE Superdome Flex 

Servers. The vulnerability could be remotely exploited to allow Cross Site Scripting 

(XSS) because the Session Cookie is missing an HttpOnly Attribute. HPE has 

provided a firmware update to resolve the vulnerability in HPE Superdome Flex 

Servers. 

2021-10-19 4.3  CVE-2021-26589  

huaju -- 

easytest_online_le

arning_test_platfo

rm 

The learning history page of the Easytest is vulnerable by permission bypass. After 

obtaining a user’s permission, remote attackers can access other users’ and 

administrator’s account information except password by crafting URL parameters. 

2021-10-15 4 CVE-2021-42336  

huaju -- 

easytest_online_le

The Easytest contains SQL injection vulnerabilities. After obtaining user’s privilege, 

remote attackers can inject SQL commands into the parameters of the learning 

history page to access all database and obtain administrator permissions. 

2021-10-15 6.5  CVE-2021-42333  
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arning_test_platfo

rm 

huaju -- 

easytest_online_le

arning_test_platfo

rm 

The Easytest contains SQL injection vulnerabilities. After obtaining a user’s 

privilege, remote attackers can inject SQL commands into the parameters of the 

elective course management page to obtain all database and administrator 

permissions. 

2021-10-15 6.5  CVE-2021-42334  

ibm -- 

cognos_analytics 

IBM Cognos Analytics 11.1.7 and 11.2.0 could allow an authenticated user to 

execute code remotely due to incorrectly neutralizaing user-contrlled input that 

could be interpreted a a server-side include (SSI) directive. IBM X-Force ID: 199915. 

2021-10-15 6.5  

CVE-2021-29679 

 

XF 

ibm -- 

cognos_analytics 

IBM Cognos Analytics 11.1.7 and 11.2.0 is vulnerable to priviledge escalation where 

a lower evel user could have access to the 'New Job' page to which they should not 

have access to. IBM X-Force ID: 201695. 

2021-10-15 6.5  

CVE-2021-29745 

XF  

ibm -- 

security_risk_man

ager_on_cp4s 

IBM Security Risk Manager on CP4S 1.7.0.0 stores user credentials in plain clear 

text which can be read by a an authenticatedl privileged user. IBM X-Force ID: 

209940. 

2021-10-19 4 

CVE-2021-38911 

XF  

inhandnetworks -- 

ir615_firmware 

InHand Networks IR615 Router's Versions 2.3.0.r4724 and 2.3.0.r4870 have has no 

account lockout policy configured for the login page of the product. This may allow 

an attacker to execute a brute-force password attack with no time limitation and 

without harming the normal operation of the user. This could allow an attacker to 

gain valid credentials for the product interface. 

2021-10-19 5 CVE-2021-38474  

inhandnetworks -- 

ir615_firmware 

InHand Networks IR615 Router's Versions 2.3.0.r4724 and 2.3.0.r4870 have 

inadequate encryption strength, which may allow an attacker to intercept the 

communication and steal sensitive information or hijack the session. 

2021-10-19 5.8  CVE-2021-38464  

inhandnetworks -- 

ir615_firmware 

InHand Networks IR615 Router's Versions 2.3.0.r4724 and 2.3.0.r4870 are 

vulnerable to an attacker using a ping tool to inject commands into the device. This 

may allow the attacker to remotely run commands on behalf of the device. 

2021-10-19 6.5  CVE-2021-38470  

inhandnetworks -- 

ir615_firmware 

InHand Networks IR615 Router's Versions 2.3.0.r4724 and 2.3.0.r4870 

management portal does not contain an X-FRAME-OPTIONS header, which an 

attacker may take advantage of by sending a link to an administrator that frames 

the router’s management portal and could lure the administrator to perform 

changes. 

2021-10-19 4.3  CVE-2021-38472  

inhandnetworks -- 

ir615_firmware 

InHand Networks IR615 Router's Versions 2.3.0.r4724 and 2.3.0.r4870 do not 

perform sufficient input validation on client requests from the help page. This may 

allow an attacker to perform a reflected cross-site scripting attack, which could 

allow an attacker to run code on behalf of the client browser. 

2021-10-19 4.3  CVE-2021-38466  

inhandnetworks -- 

ir615_firmware 

InHand Networks IR615 Router's Versions 2.3.0.r4724 and 2.3.0.r4870 cloud portal 

allows for self-registration of the affected product without any requirements to 

create an account, which may allow an attacker to have full control over the 

product and execute code within the internal network to which the product is 

connected. 

2021-10-19 6 CVE-2021-38486  

inhandnetworks -- 

ir615_firmware 

InHand Networks IR615 Router's Versions 2.3.0.r4724 and 2.3.0.r4870 

authentication process response indicates and validates the existence of a 

username. This may allow an attacker to enumerate different user accounts. 

2021-10-19 5 CVE-2021-38476  

linuxfoundation -- 

backstage 

Backstage is an open platform for building developer portals. In affected versions A 

malicious actor could read sensitive files from the environment where Scaffolder 

Tasks are run. The attack is executed by crafting a custom Scaffolder template with 

a `github:publish:pull-request` action and a particular source path. When the 

template is executed the sensitive files would be included in the published pull 

request. This vulnerability is mitigated by the fact that an attacker would need 

access to create and register templates in the Backstage catalog, and that the 

attack is very visible given that the exfiltration happens via a pull request. The 

2021-10-18 4 

CVE-2021-41151 
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

vulnerability is patched in the `0.15.9` release of `@backstage/plugin-scaffolder-

backend`. 

mainwp -- 

mainwp_child_rep

orts 

The MainWP Child Reports WordPress plugin before 2.0.8 does not validate or 

sanitise the order parameter before using it in a SQL statement in the admin 

dashboard, leading to an SQL injection issue 

2021-10-18 6.5  CVE-2021-24754  

microweber -- 

microweber 

Cross Site Scripting (XSS). vulnerability exists in Microweber CMS 1.2.7 via the Login 

form, which could let a malicious user execute Javascript by Inserting code in the 

request form. 

2021-10-19 4.3  CVE-2021-33988  

mitsubishielectric -

- 

smartrtu_firmware 

Mitsubishi Electric SmartRTU devices allow XSS via the username parameter or 

PATH_INFO to login.php. 
2021-10-15 4.3  

CVE-2018-16061 

  

mitsubishielectric -

- 

smartrtu_firmware 

Mitsubishi Electric SmartRTU devices allow remote attackers to obtain sensitive 

information (directory listing and source code) via a direct request to the /web URI. 
2021-10-15 5 

CVE-2018-16060 

  

myfactory -- fms myfactory.FMS before 7.1-912 allows XSS via the UID parameter. 2021-10-18 4.3  CVE-2021-42565  

myfactory -- fms myfactory.FMS before 7.1-912 allows XSS via the Error parameter. 2021-10-18 4.3  CVE-2021-42566  

netty -- netty 

The Snappy frame decoder function doesn't restrict the chunk length which may 

lead to excessive memory usage. Beside this it also may buffer reserved skippable 

chunks until the whole chunk was received which may lead to excessive memory 

usage as well. This vulnerability can be triggered by supplying malicious input that 

decompresses to a very big size (via a network stream or a file) or by sending a 

huge skippable chunk. 

2021-10-19 5 CVE-2021-37137  

netty -- netty 

The Bzip2 decompression decoder function doesn't allow setting size restrictions 

on the decompressed output data (which affects the allocation size used during 

decompression). All users of Bzip2Decoder are affected. The malicious input can 

trigger an OOME and so a DoS attack 

2021-10-19 5 CVE-2021-37136  

omron -- cx-

supervisor 

Out-of-bounds read vulnerability in CX-Supervisor v4.0.0.13 and v4.0.0.16 allows 

an attacker with administrative privileges to cause information disclosure and/or 

arbitrary code execution by opening a specially crafted SCS project files. 

2021-10-19 6 

CVE-2021-20836 

  

onedesigns -- 

one_user_avatar 

The One User Avatar WordPress plugin before 2.3.7 does not check for CSRF when 

updating the Avatar in page where the [avatar_upload] shortcode is embed. As a 

result, attackers could make logged in user change their avatar via a CSRF attack 

2021-10-18 4.3  CVE-2021-24675  

otrs -- otrs 

Agents are able to lock the ticket without the "Owner" permission. Once the ticket 

is locked, it could be moved to the queue where the agent has "rw" permissions 

and gain a full control. This issue affects: OTRS AG OTRS 8.0.x version: 8.0.16 and 

prior versions. 

2021-10-18 4 CVE-2021-36097  

portainer -- 

portainer 

Cross Site Scripting (XSS vulnerability exists in Portainer before 2.9.1 via the node 

input box in Custom Templates. 
2021-10-18 4.3  

CVE-2021-42650 

  

rocket.chat -- 

rocket.chat 

A link preview rendering issue in Rocket.Chat versions before 3.9 could lead to 

potential XSS attacks. 
2021-10-18 4.3  CVE-2020-8291  

rubyonrails -- rails 
A cross-site scripting vulnerability flaw was found in the auto_link function in Rails 

before version 3.0.6. 
2021-10-19 4.3  

CVE-2011-1497 

  

rubyonrails -- rails 

A possible open redirect vulnerability in the Host Authorization middleware in 

Action Pack >= 6.0.0 that could allow attackers to redirect users to a malicious 

website. 

2021-10-18 5.8  CVE-2021-22942  

scroll_banner_proj

ect -- scroll_banner 
The Scroll Baner WordPress plugin through 1.0 does not have CSRF check in place 

when saving its settings, nor perform any sanitisation, escaping or validation on 
2021-10-18 4.3  CVE-2021-24642  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-24754&vector=AV:N/AC:L/Au:S/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-24754
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-33988&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-33988
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2018-16061&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-16061
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2018-16060&vector=AV:N/AC:L/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-16060
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-42565&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-42565
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-42566&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-42566
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37137&vector=AV:N/AC:L/Au:N/C:N/I:N/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37137
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37136&vector=AV:N/AC:L/Au:N/C:N/I:N/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37136
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-20836&vector=AV:N/AC:M/Au:S/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-20836
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-24675&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-24675
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-36097&vector=AV:N/AC:L/Au:S/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-36097
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-42650&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-42650
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-8291&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-8291
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2011-1497&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2011-1497
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-22942&vector=AV:N/AC:M/Au:N/C:P/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-22942
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-24642&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-24642


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

them. This could allow attackers to make logged in admin change them and could 

lead to RCE (via a file upload) as well as XSS 

signalwire -- 

freeswitch 

An issue was discovered in function sofia_handle_sip_i_notify in sofia.c in 

SignalWire freeswitch before 1.10.6, may allow attackers to view sensitive 

information due to an uninitialized value. 

2021-10-18 5 

CVE-2021-36513 

 

  

snipeitapp -- snipe-

it 
snipe-it is vulnerable to Cross-Site Request Forgery (CSRF) 2021-10-19 6.8  

CVE-2021-3858 

  

snipeitapp -- snipe-

it 

snipe-it is vulnerable to Improper Neutralization of Input During Web Page 

Generation ('Cross-site Scripting') 
2021-10-19 4.3  

CVE-2021-3863 

  

squid-cache -- 

squid 

An issue was discovered in Squid 5.0.6 through 5.1.x before 5.2. When validating 

an origin server or peer certificate, Squid may incorrectly classify certain 

certificates as trusted. This problem allows a remote server to obtain security trust 

well improperly. This indication of trust may be passed along to clients, allowing 

access to unsafe or hijacked services. 

2021-10-18 5 

CVE-2021-41611 

  

stanford -- corenlp corenlp is vulnerable to Improper Restriction of XML External Entity Reference 2021-10-19 5 

CVE-2021-3869 

  

stb_project -- stb 
Buffer overflow vulnerability in function stbi__extend_receive in stb_image.h in stb 

2.26 via a crafted JPEG file. 
2021-10-15 6.8  CVE-2021-28021  

strongswan -- 

strongswan 

The gmp plugin in strongSwan before 5.9.4 has a remote integer overflow via a 

crafted certificate with an RSASSA-PSS signature. For example, this can be triggered 

by an unrelated self-signed CA certificate sent by an initiator. Remote code 

execution cannot occur. 

2021-10-18 5 

CVE-2021-41990 

 

 

DEBIAN 

strongswan -- 

strongswan 

The in-memory certificate cache in strongSwan before 5.9.4 has a remote integer 

overflow upon receiving many requests with different certificates to fill the cache 

and later trigger the replacement of cache entries. The code attempts to select a 

less-often-used cache entry by means of a random number generator, but this is 

not done correctly. Remote code execution might be a slight possibility. 

2021-10-18 5 

CVE-2021-41991 

 

 

DEBIAN 

MLIST 

tipsandtricks-hq -- 

compact_wp_audi

o_player 

The Compact WP Audio Player WordPress plugin before 1.9.7 does not implement 

nonce checks, which could allow attackers to make a logged in admin change the 

"Disable Simultaneous Play" setting via a CSRF attack. 

2021-10-18 4.3  CVE-2021-24735  

vim -- vim vim is vulnerable to Heap-based Buffer Overflow 2021-10-15 4.3  

CVE-2021-3875 

 

 

FEDORA 

vim -- vim vim is vulnerable to Heap-based Buffer Overflow 2021-10-19 4.6  

CVE-2021-3872 

 

 

FEDORA 

wechat_reward_pr

oject -- 

wechat_reward 

The Wechat Reward WordPress plugin through 1.7 does not sanitise or escape its 

QR settings, nor has any CSRF check in place, allowing attackers to make a logged 

in admin change the settings and perform Cross-Site Scripting attacks. 

2021-10-18 4.3  CVE-2021-24615  

wp_cookie_choice

_project -- 

wp_cookie_choice 

The Wp Cookie Choice WordPress plugin through 1.1.0 is lacking any CSRF check 

when saving its options, and do not escape them when outputting them in 

attributes. As a result, an attacker could make a logged in admin change them to 

arbitrary values including XSS payloads via a CSRF attack. 

2021-10-18 4.3  CVE-2021-24595  

xinheinformation -

- 

xinhe_teaching_pl

atform_system 

The “Study Edit” function of ShinHer StudyOnline System does not perform 

permission control. After logging in with user’s privilege, remote attackers can 

access and edit other users’ tutorial schedule by crafting URL parameters. 

2021-10-15 5.5  CVE-2021-42331  
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xinheinformation -

- 

xinhe_teaching_pl

atform_system 

The “List View” function of ShinHer StudyOnline System is not under authority 

control. After logging in with user’s privilege, remote attackers can access the 

content of other users’ message boards by crafting URL parameters. 

2021-10-15 4 CVE-2021-42332  

xinheinformation -

- 

xinhe_teaching_pl

atform_system 

The “Teacher Edit” function of ShinHer StudyOnline System does not perform 

authority control. After logging in with user’s privilege, remote attackers can access 

and edit other users’ credential and personal information by crafting URL 

parameters. 

2021-10-15 5.5  CVE-2021-42330  

accesspressthemes 

-- 

access_demo_imp

orter 

Versions up to, and including, 1.0.6, of the Access Demo Importer WordPress 

plugin are vulnerable to arbitrary file uploads via the plugin_offline_installer AJAX 

action due to a missing capability check in the plugin_offline_installer_callback 

function found in the ~/inc/demo-functions.php. 

2021-10-11 6.5  

CVE-2021-39317 

 

  

alkacon -- opencms 

An XML external entity (XXE) vulnerability in Alkacon OpenCms 11.0, 11.0.1 and 

11.0.2 allows remote authenticated users with edit privileges to exfiltrate files from 

the server's file system by uploading a crafted SVG document. 

2021-10-08 4 

CVE-2021-3312 

  

digi -- realport 
An issue was discovered in Digi RealPort through 4.8.488.0. The 'encrypted' mode 

is vulnerable to man-in-the-middle attacks and does not perform authentication. 
2021-10-08 6.8  CVE-2021-35979  

extendify -- 

editorskit 

The Gutenberg Block Editor Toolkit â€“ EditorsKit WordPress plugin before 1.31.6 

does not sanitise and validate the Conditional Logic of the Custom Visibility 

settings, allowing users with a role as low contributor to execute Arbitrary PHP 

code 

2021-10-11 6.5  CVE-2021-24546  

f-secure -- atlant 

A Denial-of-Service (DoS) vulnerability was discovered in F-Secure Atlant whereby 

the AVPACK module component used in certain F-Secure products can crash while 

scanning a fuzzed files. The exploit can be triggered remotely by an attacker. A 

successful attack will result in Denial-of-Service (DoS) of the Anti-Virus engine. 

2021-10-08 4.3  

CVE-2021-33603 

  

f-secure -- atlant 

A Denial-of-Service (DoS) vulnerability was discovered in F-Secure Atlant whereby 

the AVRDL unpacking module component used in certain F-Secure products can 

crash while scanning a fuzzed files. The exploit can be triggered remotely by an 

attacker. A successful attack will result in Denial-of-Service (DoS) of the Anti-Virus 

engine. 

2021-10-08 4.3  

CVE-2021-40832 

  

flatpak -- flatpak 

Flatpak is a system for building, distributing, and running sandboxed desktop 

applications on Linux. In versions prior to 1.10.4 and 1.12.0, Flatpak apps with 

direct access to AF_UNIX sockets such as those used by Wayland, Pipewire or 

pipewire-pulse can trick portals and other host-OS services into treating the 

Flatpak app as though it was an ordinary, non-sandboxed host-OS process. They 

can do this by manipulating the VFS using recent mount-related syscalls that are 

not blocked by Flatpak's denylist seccomp filter, in order to substitute a crafted 

`/.flatpak-info` or make that file disappear entirely. Flatpak apps that act as clients 

for AF_UNIX sockets such as those used by Wayland, Pipewire or pipewire-pulse 

can escalate the privileges that the corresponding services will believe the Flatpak 

app has. Note that protocols that operate entirely over the D-Bus session bus (user 

bus), system bus or accessibility bus are not affected by this. This is due to the use 

of a proxy process `xdg-dbus-proxy`, whose VFS cannot be manipulated by the 

Flatpak app, when interacting with these buses. Patches exist for versions 1.10.4 

and 1.12.0, and as of time of publication, a patch for version 1.8.2 is being planned. 

There are no workarounds aside from upgrading to a patched version. 

2021-10-08 4.6  

CVE-2021-41133 

 

 

 

 

 

 

 

 

 

FEDORA 

DEBIAN 

frontend_uploader

_project -- 

frontend_uploader 

The Frontend Uploader WordPress plugin through 1.3.2 does not prevent HTML 

files from being uploaded via its form, allowing unauthenticated user to upload a 

malicious HTML file containing JavaScript for example, which will be triggered 

when someone access the file directly 

2021-10-11 4.3  CVE-2021-24563  
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-39317
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-3312&vector=AV:N/AC:L/Au:S/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-3312
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-35979&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-35979
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-24546&vector=AV:N/AC:L/Au:S/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-24546
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-33603&vector=AV:N/AC:M/Au:N/C:N/I:N/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-33603
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-40832&vector=AV:N/AC:M/Au:N/C:N/I:N/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-40832
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-41133&vector=AV:L/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-41133
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/R5656ONDP2MGKIJMKEC7N2NXCV27WGTC/
https://www.debian.org/security/2021/dsa-4984
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-24563&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-24563


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

google -- chrome 

Inappropriate implementation in Background Fetch API in Google Chrome prior to 

94.0.4606.54 allowed a remote attacker to leak cross-origin data via a crafted 

HTML page. 

2021-10-08 4.3  

CVE-2021-37965 

 

 

FEDORA 

google -- chrome 

Side-channel information leakage in DevTools in Google Chrome prior to 

94.0.4606.54 allowed a remote attacker to bypass site isolation via a crafted HTML 

page. 

2021-10-08 4.3  

CVE-2021-37963 

 

 

FEDORA 

google -- chrome 

Inappropriate implementation in ChromeOS Networking in Google Chrome on 

ChromeOS prior to 94.0.4606.54 allowed an attacker with a rogue wireless access 

point to to potentially carryout a wifi impersonation attack via a crafted ONC file. 

2021-10-08 4.3  

CVE-2021-37964 

 

 

FEDORA 

google -- chrome 

Inappropriate implementation in Navigation in Google Chrome on Windows prior 

to 94.0.4606.54 allowed a remote attacker to inject scripts or HTML into a 

privileged page via a crafted HTML page. 

2021-10-08 5.8  

CVE-2021-37958 

 

 

FEDORA 

google -- chrome 

Use after free in Selection API in Google Chrome prior to 93.0.4577.82 allowed a 

remote attacker who convinced the user the visit a malicious website to potentially 

exploit heap corruption via a crafted HTML page. 

2021-10-08 6.8  

CVE-2021-30625 

 

 

FEDORA 

google -- chrome 

Incorrect security UI in Web Browser UI in Google Chrome prior to 94.0.4606.54 

allowed a remote attacker to spoof the contents of the Omnibox (URL bar) via a 

crafted HTML page. 

2021-10-08 4.3 

CVE-2021-37971 

 

 

FEDORA 

google -- chrome 

Inappropriate implementation in Background Fetch API in Google Chrome prior to 

94.0.4606.54 allowed a remote attacker to leak cross-origin data via a crafted 

HTML page. 

2021-10-08 4.3  

CVE-2021-37968 

 

 

FEDORA 

google -- chrome 

Inappropriate implementation in Background Fetch API in Google Chrome prior to 

94.0.4606.54 allowed a remote attacker who had compromised the renderer 

process to leak cross-origin data via a crafted HTML page. 

2021-10-08 4.3  

CVE-2021-37967 

 

 

FEDORA 

google -- chrome 

Inappropriate implementation in Compositing in Google Chrome on Android prior 

to 94.0.4606.54 allowed a remote attacker to spoof the contents of the Omnibox 

(URL bar) via a crafted HTML page. 

2021-10-08 4.3  

CVE-2021-37966 

 

 

FEDORA 

google -- chrome 

Inappropriate implementation in Memory in Google Chrome prior to 94.0.4606.71 

allowed a remote attacker to obtain potentially sensitive information from process 

memory via a crafted HTML page. 

2021-10-08 4.3  

CVE-2021-37976 

 

 

FEDORA 

google -- chrome 
Use after free in V8 in Google Chrome prior to 94.0.4606.71 allowed a remote 

attacker to potentially exploit heap corruption via a crafted HTML page. 
2021-10-08 6.8  

CVE-2021-37975 

 

 

FEDORA 

google -- chrome 

Use after free in Safebrowsing in Google Chrome prior to 94.0.4606.71 allowed a 

remote attacker who had compromised the renderer process to potentially exploit 

heap corruption via a crafted HTML page. 

2021-10-08 6.8  

CVE-2021-37974 

 

 

FEDORA 

google -- chrome 
Use after free in WebGPU in Google Chrome prior to 94.0.4606.54 allowed a 

remote attacker to potentially exploit heap corruption via a crafted HTML page. 
2021-10-08 6.8  

CVE-2021-37957 

 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37965&vector=AV:N/AC:M/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37965
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37963&vector=AV:N/AC:M/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37963
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37964&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37964
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37958&vector=AV:N/AC:M/Au:N/C:P/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37958
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30625&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30625
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37971&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37971
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37968&vector=AV:N/AC:M/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37968
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37967&vector=AV:N/AC:M/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37967
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37966&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37966
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37976&vector=AV:N/AC:M/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37976
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/D63JZ3ROXCUHP4CFWDHCPZNTGET7T34R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37975&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37975
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/D63JZ3ROXCUHP4CFWDHCPZNTGET7T34R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37974&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37974
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/D63JZ3ROXCUHP4CFWDHCPZNTGET7T34R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37957&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37957


 
 

Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

 

FEDORA 

google -- chrome 

Out of bounds memory access in ANGLE in Google Chrome prior to 93.0.4577.82 

allowed a remote attacker to potentially exploit heap corruption via a crafted 

HTML page. 

2021-10-08 6.8  

CVE-2021-30626 

 

 

FEDORA 

google -- chrome 
Type confusion in Blink layout in Google Chrome prior to 93.0.4577.82 allowed a 

remote attacker to potentially exploit heap corruption via a crafted HTML page. 
2021-10-08 6.8  

CVE-2021-30627 

 

 

FEDORA 

google -- chrome 
Stack buffer overflow in ANGLE in Google Chrome prior to 93.0.4577.82 allowed a 

remote attacker to potentially exploit stack corruption via a crafted HTML page. 
2021-10-08 6.8  

CVE-2021-30628 

 

 

FEDORA 

google -- chrome 

Use after free in Permissions in Google Chrome prior to 93.0.4577.82 allowed a 

remote attacker who had compromised the renderer process to potentially exploit 

heap corruption via a crafted HTML page. 

2021-10-08 6.8  

CVE-2021-30629 

 

 

FEDORA 

google -- chrome 
Out of bounds write in V8 in Google Chrome prior to 93.0.4577.82 allowed a 

remote attacker to potentially exploit heap corruption via a crafted HTML page. 
2021-10-08 6.8  

CVE-2021-30632 

 

 

FEDORA 

google -- chrome 

Use after free in Indexed DB API in Google Chrome prior to 93.0.4577.82 allowed a 

remote attacker who had compromised the renderer process to potentially 

perform a sandbox escape via a crafted HTML page. 

2021-10-08 6.8  

CVE-2021-30633 

 

 

FEDORA 

google -- chrome 

Use after free in Offline use in Google Chrome on Android prior to 94.0.4606.54 

allowed a remote attacker who had compromised the renderer process to 

potentially exploit heap corruption via a crafted HTML page. 

2021-10-08 6.8  

CVE-2021-37956 

 

 

FEDORA 

google -- chrome 

Use after free in Task Manager in Google Chrome prior to 94.0.4606.54 allowed an 

attacker who convinced a user to enage in a series of user gestures to potentially 

exploit heap corruption via a crafted HTML page. 

2021-10-08 6.8 

CVE-2021-37959 

 

 

FEDORA 

google -- chrome 

Use after free in Portals in Google Chrome prior to 94.0.4606.61 allowed a remote 

attacker who had compromised the renderer process to potentially perform a 

sandbox escape via a crafted HTML page. 

2021-10-08 6.8  

CVE-2021-37973 

 

 

FEDORA 

google -- chrome 
Use after free in Tab Strip in Google Chrome prior to 94.0.4606.54 allowed a 

remote attacker to potentially exploit heap corruption via a crafted HTML page. 
2021-10-08 6.8  

CVE-2021-37961 

 

 

FEDORA 

google -- chrome 

Use after free in Performance Manager in Google Chrome prior to 94.0.4606.54 

allowed a remote attacker who had compromised the renderer process to 

potentially exploit heap corruption via a crafted HTML page. 

2021-10-08 6.8  

CVE-2021-37962 

 

 

FEDORA 

google -- chrome 

Inappropriate implementation in Google Updater in Google Chrome on Windows 

prior to 94.0.4606.54 allowed a remote attacker to perform local privilege 

escalation via a crafted file. 

2021-10-08 6.8  

CVE-2021-37969 

 

 

FEDORA 

https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30626&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30626
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30627&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30627
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30628&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30628
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30629&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30629
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30632&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30632
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-30633&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-30633
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37956&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37956
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37959&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37959
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37973&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37973
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37961&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37961
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37962&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37962
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37969&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37969
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/


 
 

Medium Vulnerabilities 
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Vendor -- Product 
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CVSS 
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Source & Patch 

Info 

google -- chrome 
Use after free in File System API in Google Chrome prior to 94.0.4606.54 allowed a 

remote attacker to potentially exploit heap corruption via a crafted HTML page. 
2021-10-08 6.8  

CVE-2021-37970 

 

 

FEDORA 

google -- chrome 

Out of bounds read in libjpeg-turbo in Google Chrome prior to 94.0.4606.54 

allowed a remote attacker to potentially exploit heap corruption via a crafted 

HTML page. 

2021-10-08 6.8  

CVE-2021-37972 

 

 

FEDORA 

FEDORA 

google -- chrome 

Inappropriate implementation in Blink in Google Chrome prior to 93.0.4577.82 

allowed a remote attacker who had compromised the renderer process to leak 

cross-origin data via a crafted HTML page. 

2021-10-08 4.3  

CVE-2021-30630 

 

 

FEDORA 

ibm -- 

sterling_file_gatew

ay 

IBM Sterling File Gateway 2.2.0.0 through 6.1.1.0 could allow an authenticated 

user to obtain sensitive information due to improper permission control. IBM X-

Force ID: 186090. 

2021-10-08 4 

CVE-2020-4654 

 

XF 

intelliants -- 

subrion_cms 
A SQL injection vulnerability exists in Subrion CMS v4.2.1 in the visual-mode. 2021-10-08 6.5  CVE-2021-41947  

johnsoncontrols -- 

exacqvision_server 

An unauthenticated remote user could exploit a potential integer overflow 

condition in the exacqVision Server with a specially crafted script and cause denial-

of-service condition. 

2021-10-11 5 

CVE-2021-27665 

CERT  

kriesi -- enfold 

The Enfold Enfold WordPress theme before 4.8.4 was vulnerable to Reflected 

Cross-Site Scripting (XSS). The vulnerability is present on Enfold versions previous 

than 4.8.4 which use Avia Page Builder. 

2021-10-11 4.3  CVE-2021-24719  

mediawiki -- 

mediawiki 

MediaWiki before 1.36.2 allows XSS. Month related MediaWiki messages are not 

escaped before being used on the Special:Search results page. 
2021-10-11 4.3  

CVE-2021-41798 

 

FEDORA 

FEDORA 

mitsubishielectric -

- r12ccpu-

v_firmware 

Uncontrolled resource consumption in MELSEC iQ-R series C Controller Module 

R12CCPU-V all versions allows a remote unauthenticated attacker to cause a 

denial-of-service (DoS) condition by sending a large number of packets in a short 

time while the module starting up. 

2021-10-08 4.3  

CVE-2021-20600 

 

  

openwaygroup -- 

way4 

OpenWay WAY4 ACS before 1.2.278-2693 allows XSS via the /way4acs/enroll 

action parameter. 
2021-10-11 4.3  

CVE-2021-35059 

  

php-fusion -- 

phpfusion 

PHPFusion 9.03.110 is affected by cross-site scripting (XSS) in the preg patterns 

filter html tag without "//" in descript() function An authenticated user can trigger 

XSS by appending "//" in the end of text. 

2021-10-11 4.3  CVE-2021-40541  

postgresql -- 

postgresql 

A flaw was found in postgresql. Using an UPDATE ... RETURNING command on a 

purpose-crafted table, an authenticated database user could read arbitrary bytes 

of server memory. The highest threat from this vulnerability is to data 

confidentiality. 

2021-10-08 4 

CVE-2021-32029 

  

projectsend -- 

projectsend 

Projectsend version r1295 is affected by a directory traversal vulnerability. A user 

with Uploader role can add value `2` for `chunks` parameter to bypass `fileName` 

sanitization. 

2021-10-11 4 CVE-2021-40886  

projectsend -- 

projectsend 

Projectsend version r1295 is affected by sensitive information disclosure. Because 

of not checking authorization in ids parameter in files-edit.php and id parameter in 

process.php function, a user with uploader role can download and edit all files of 

users in application. 

2021-10-11 5.5  CVE-2021-40884  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37970&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37970
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-37972&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-37972
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DDW7HAHTS3SDVXBQUY4SURELO5D4X7R/
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rconfig -- rconfig 
rConfig 3.9.6 is affected by a Local File Disclosure vulnerability. An authenticated 

user may successfully download any file on the server. 
2021-10-11 4 

CVE-2021-29006 

  

rconfig -- rconfig 

rConfig 3.9.6 is affected by SQL Injection. A user must be authenticated to exploit 

the vulnerability. If --secure-file-priv in MySQL server is not set and the Mysql 

server is the same as rConfig, an attacker may successfully upload a webshell to the 

server and access it remotely. 

2021-10-11 6.5  

CVE-2021-29004 

 

 

  

tad_book3_project 

-- tad_book3 

Tad Book3 editing book page does not perform identity verification. Remote 

attackers can use the vulnerability to view and modify arbitrary content of books 

without permission. 

2021-10-08 6.4  CVE-2021-41974  

tad_book3_project 

-- tad_book3 

Tad Book3 editing book function does not filter special characters. 

Unauthenticated attackers can remotely inject JavaScript syntax and execute 

stored XSS attacks. 

2021-10-08 4.3  CVE-2021-41563  

tad_honor_project 

-- tad_honor 

Tad Honor viewing book list function is vulnerable to authorization bypass, thus 

remote attackers can use special parameters to delete articles arbitrarily without 

logging in. 

2021-10-08 5 CVE-2021-41564  

tad_uploader_proj

ect -- tad_uploader 

Tad Uploader edit book list function is vulnerable to authorization bypass, thus 

remote attackers can use the function to amend the folder names in the book list 

without logging in. 

2021-10-08 5 CVE-2021-41976  

tad_uploader_proj

ect -- tad_uploader 

The new add subject parameter of Tad Uploader view book list function fails to 

filter special characters. Unauthenticated attackers can remotely inject JavaScript 

syntax and execute stored XSS attacks. 

2021-10-08 4.3  CVE-2021-41567  

tad_web_project -- 

tad_web 

Tad Web is vulnerable to authorization bypass, thus remote attackers can exploit 

the vulnerability to use the original function of viewing bulletin boards and 

uploading files in the system. 

2021-10-08 6.4  CVE-2021-41568  

tadtools_project -- 

tadtools 

TadTools special page is vulnerable to authorization bypass, thus remote attackers 

can use the specific parameter to delete arbitrary files in the system without 

logging in. 

2021-10-08 6.4  CVE-2021-41975  

tadtools_project -- 

tadtools 

TadTools special page parameter does not properly restrict the input of specific 

characters, thus remote attackers can inject JavaScript syntax without logging in, 

and further perform reflective XSS attacks. 

2021-10-08 4.3  CVE-2021-41565  

tipsandtricks-hq -- 

software_license_

manager 

The del_reistered_domains AJAX action of the Software License Manager 

WordPress plugin before 4.5.1 does not have any CSRF checks, and is vulnerable to 

a CSRF attack 

2021-10-11 6.8  

CVE-2021-24711 

  

verint -- 

workforce_optimiz

ation 

Verint Workforce Optimization (WFO) 15.2.5.1033 allows HTML injection via the 

/wfo/control/signin username parameter. 
2021-10-08 5 

CVE-2021-41825 

  

webtareas_project 

-- webtareas 

webTareas version 2.4 and earlier allows an unauthenticated user to perform Time 

and Boolean-based blind SQL Injection on the endpoint /includes/library.php, via 

the sor_cible, sor_champs, and sor_ordre HTTP POST parameters. This allows an 

attacker to access all the data in the database and obtain access to the webTareas 

application. 

2021-10-08 5 CVE-2021-41920  

webtareas_project 

-- webtareas 

webTareas version 2.4 and earlier allows an authenticated user to arbitrarily 

upload potentially dangerous files without restrictions. This is working by adding or 

replacing a personal profile picture. The affected endpoint is /includes/upload.php 

on the HTTP POST data. This allows an attacker to exploit the platform by injecting 

code or malware and, under certain conditions, to execute code on remote user 

browsers. 

2021-10-08 6.5  CVE-2021-41919  
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webtareas_project 

-- webtareas 

A Cross-Site Request Forgery (CSRF) vulnerability in webTareas version 2.4 and 

earlier allows a remote attacker to create a new administrative profile and add a 

new user to the new profile. without the victim's knowledge, by enticing an 

authenticated admin user to visit an attacker's web page. 

2021-10-08 6.8  CVE-2021-41916  

3xlogic -- 

infinias_access_co

ntrol 

An issue was discovered in 3xLogic Infinias Access Control through 6.7.10708.0, 

affecting physical security. Users with login credentials assigned to a specific zone 

can send modified HTTP GET and POST requests, allowing them to view user data 

such as personal information and Prox card credentials. Also, an authorized user of 

one zone can send API requests to unlock electronic locks associated with zones 

they are unauthorized to have access to. They can also create new user logins for 

zones they were not authorized to access, including the root zone of the software. 

2021-10-01 6.5  

CVE-2021-41847 

 

  

53kf -- 53kf 
Cross site scripting vulnerability in 53KF < 2.0.0.2 that allows for arbitrary code to 

be executed via crafted HTML statement inserted into chat window. 
2021-10-04 4.3  CVE-2020-28119  

afian -- filerun 
Afian FileRun 2021.03.26 allows stored XSS via an HTTP X-Forwarded-For header 

that is mishandled when rendering Activity Logs. 
2021-10-05 4.3  

CVE-2021-35503 

  

afian -- filerun 
Afian FileRun 2021.03.26 allows XSS when an administrator encounters a crafted 

document during use of the HTML Editor for a preview or edit action. 
2021-10-05 4.3  

CVE-2021-35506 

  

alfred-spotify-mini-

player -- 

alfred_spotify_min

i_player 

Cross-site scripting (XSS) vulnerability in callback.php in Spotify-for-Alfred 0.13.9 

and below allows remote attackers to inject arbitrary web script or HTML via the 

error parameter. 

2021-10-01 4.3  

CVE-2021-40927 

  

archibus -- 

web_central 

** UNSUPPORTED WHEN ASSIGNED ** In ARCHIBUS Web Central 21.3.3.815 (a 

version from 2014), XSS occurs in 

/archibus/dwr/call/plaincall/workflow.runWorkflowRule.dwr because the data 

received as input from clients is re-included within the HTTP response returned by 

the application without adequate validation. In this way, if HTML code or client-

side executable code (e.g., Javascript) is entered as input, the expected execution 

flow could be altered. This is fixed in all recent versions, such as version 26. NOTE: 

This vulnerability only affects products that are no longer supported by the 

maintainer. Version 21.3 was officially de-supported by the end of 2020. 

2021-10-05 4.3  CVE-2021-41555  

archibus -- 

web_central 

** UNSUPPORTED WHEN ASSIGNED ** ARCHIBUS Web Central 21.3.3.815 (a 

version from 2014) does not properly validate requests for access to data and 

functionality in these affected endpoints: /archibus/schema/ab-edit-users.axvw, 

/archibus/schema/ab-data-dictionary-table.axvw, /archibus/schema/ab-schema-

add-field.axvw, /archibus/schema/ab-core/views/process-navigator/ab-my-user-

profile.axvw. By not verifying the permissions for access to resources, it allows a 

potential attacker to view pages that are not allowed. Specifically, it was found that 

any authenticated user can reach the administrative console for user management 

by directly requesting access to the page via URL. This allows a malicious user to 

modify all users' profiles, to elevate any privileges to administrative ones, or to 

create or delete any type of user. It is also possible to modify the emails of other 

users, through a onfiguration of the username parameter, on the user profile page. 

This is fixed in all recent versions, such as version 26. NOTE: This vulnerability only 

affects products that are no longer supported by the maintainer. Version 21.3 was 

officially de-supported by the end of 2020. 

2021-10-05 6.5  CVE-2021-41554  

bosch -- 

rexroth_indramoti

on_mlc_l20_firmw

are 

The web server is vulnerable to reflected XSS and therefore an attacker might be 

able to execute scripts on a client’s computer by sending the client a manipulated 

URL. 

2021-10-04 4.3  CVE-2021-23856  

canonical -- apport 
An information disclosure via path traversal was discovered in apport/hookutils.py 

function read_file(). This issue affects: apport 2.14.1 versions prior to 2.14.1-

0ubuntu3.29+esm8; 2.20.1 versions prior to 2.20.1-0ubuntu2.30+esm2; 2.20.9 

2021-10-01 4.7  

CVE-2021-3710 
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versions prior to 2.20.9-0ubuntu7.26; 2.20.11 versions prior to 2.20.11-

0ubuntu27.20; 2.20.11 versions prior to 2.20.11-0ubuntu65.3; 

canonical -- 

multipass 

The Windows version of Multipass before 1.7.0 allowed any local process to 

connect to the localhost TCP control socket to perform mounts from the operating 

system to a guest, allowing for privilege escalation. 

2021-10-01 4.6  CVE-2021-3626  

canonical -- 

multipass 

The MacOS version of Multipass, version 1.7.0, fixed in 1.7.2, accidentally installed 

the application directory with incorrect owner. 
2021-10-01 4.6  CVE-2021-3747  

codesolz -- 

better_find_and_r

eplace 

The Better Find and Replace WordPress plugin before 1.2.9 does not escape the 's' 

GET parameter before outputting back in the All Masking Rules page, leading to a 

Reflected Cross-Site Scripting issue 

2021-10-04 4.3  CVE-2021-24676  

coinmarketstats -- 

woo-altcoin-

payment-gateway 

The Bitcoin / AltCoin Payment Gateway for WooCommerce WordPress plugin 

before 1.6.1 does not escape the 's' GET parameter before outputting back in the 

All Masking Rules page, leading to a Reflected Cross-Site Scripting issue 

2021-10-04 4.3  CVE-2021-24679  

concrete5-

legacy_project -- 

concrete5-legacy 

Cross-site scripting (XSS) vulnerability in 

toos/permissions/dialogs/access/entity/types/group_combination.php in 

concrete5-legacy 5.6.4.0 and below allows remote attackers to inject arbitrary web 

script or HTML via the cID parameter. 

2021-10-01 4.3  

CVE-2021-41463 

  

concrete5-

legacy_project -- 

concrete5-legacy 

Cross-site scripting (XSS) vulnerability in concrete/elements/collection_theme.php 

in concrete5-legacy 5.6.4.0 and below allows remote attackers to inject arbitrary 

web script or HTML via the rel parameter. 

2021-10-01 4.3  

CVE-2021-41465 

  

concrete5-

legacy_project -- 

concrete5-legacy 

Cross-site scripting (XSS) vulnerability in concrete/elements/collection_add.php in 

concrete5-legacy 5.6.4.0 and below allows remote attackers to inject arbitrary web 

script or HTML via the rel parameter. 

2021-10-01 4.3  

CVE-2021-41464 

  

concrete5-

legacy_project -- 

concrete5-legacy 

Cross-site scripting (XSS) vulnerability in concrete/elements/collection_add.php in 

concrete5-legacy 5.6.4.0 and below allows remote attackers to inject arbitrary web 

script or HTML via the ctID parameter. 

2021-10-01 4.3  

CVE-2021-41462 

  

concrete5-

legacy_project -- 

concrete5-legacy 

Cross-site scripting (XSS) vulnerability in concrete/elements/collection_add.php in 

concrete5-legacy 5.6.4.0 and below allows remote attackers to inject arbitrary web 

script or HTML via the mode parameter. 

2021-10-01 4.3  

CVE-2021-41461 

  

corel -- 

coreldraw_2020 

CdrCore.dll in Corel DrawStandard 2020 22.0.0.474 is affected by an Out-of-bounds 

Read vulnerability when parsing a crafted file. An unauthenticated attacker could 

leverage this vulnerability to access unauthorized system memory in the context of 

the current user. Exploitation of this issue requires user interaction in that a victim 

must open a malicious CDR file. 

2021-10-02 4.3  

CVE-2021-38107 

  

corel -- 

coreldraw_2020 

Corel DrawStandard 2020 22.0.0.474 is affected by an Out-of-bounds Read 

vulnerability when parsing a crafted file. An unauthenticated attacker could 

leverage this vulnerability to access unauthorized system memory in the context of 

the current user. Exploitation of this issue requires user interaction in that a victim 

must open a malicious CDR file. 

2021-10-02 4.3  

CVE-2021-38109 

  

corel -- pdf_fusion 

Corel PDF Fusion 2.6.2.0 is affected by a Heap Corruption vulnerability when 

parsing a crafted file. An unauthenticated attacker could leverage this vulnerability 

to achieve arbitrary code execution in the context of the current user. Exploitation 

of this issue requires user interaction in that a victim must open a malicious PDF 

file. 

2021-10-01 6.8  

CVE-2021-38098 

  

corel -- 

photopaint_2020 

Corel PhotoPaint Standard 2020 22.0.0.474 is affected by an Out-of-bounds Write 

vulnerability when parsing a crafted file. An unauthenticated attacker could 

leverage this vulnerability to achieve arbitrary code execution in the context of the 

current user. Exploitation of this issue requires user interaction in that a victim 

must open a malicious CPT file. 

2021-10-01 6.8 

CVE-2021-38100 
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-41464&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-41464
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-41461&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-41461
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-38107&vector=AV:N/AC:M/Au:N/C:P/I:N/A:N
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-38100
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CVSS 
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Source & Patch 
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corel -- 

photopaint_2020 

CDRRip.dll in Corel PhotoPaint Standard 2020 22.0.0.474 is affected by an Out-of-

bounds Write vulnerability when parsing a crafted file. An unauthenticated 

attacker could leverage this vulnerability to achieve arbitrary code execution in the 

context of the current user. Exploitation of this issue requires user interaction in 

that a victim must open a malicious CPT file. This is different from CVE-2021-38099. 

2021-10-01 6.8  

CVE-2021-38101 

  

corel -- 

presentations_202

0 

IPPP82.FLT in Corel Presentations 2020 20.0.0.200 is affected by an Out-of-bounds 

Read vulnerability when parsing a crafted file. An unauthenticated attacker could 

leverage this vulnerability to access unauthorized system memory in the context of 

the current user. Exploitation of this issue requires user interaction in that a victim 

must open a malicious PPT file. This is different from CVE-2021-38102. 

2021-10-01 4.3  

CVE-2021-38105 

  

corel -- 

presentations_202

0 

IPPP72.FLT in Corel Presentations 2020 20.0.0.200 is affected by an Out-of-bounds 

Read vulnerability when parsing a crafted file. An unauthenticated attacker could 

leverage this vulnerability to access unauthorized system memory in the context of 

the current user. Exploitation of this issue requires user interaction in that a victim 

must open a malicious PPT file. 

2021-10-01 4.3  

CVE-2021-38104 

  

corel -- 

presentations_202

0 

UAX200.dll in Corel Presentations 2020 20.0.0.200 is affected by an Out-of-bounds 

Read vulnerability when parsing a crafted file. An unauthenticated attacker could 

leverage this vulnerability to access unauthorized system memory in the context of 

the current user. Exploitation of this issue requires user interaction in that a victim 

must open a malicious PPT file. 

2021-10-01 4.3  

CVE-2021-38106 

  

corel -- 

presentations_202

0 

IPPP82.FLT in Corel Presentations 2020 20.0.0.200 is affected by an Out-of-bounds 

Read vulnerability when parsing a crafted file. An unauthenticated attacker could 

leverage this vulnerability to access unauthorized system memory in the context of 

the current user. Exploitation of this issue requires user interaction in that a victim 

must open a malicious PPT file. This is different from CVE-2021-38105. 

2021-10-01 4.3  

CVE-2021-38102 

  

corel -- 

wordperfect_2020 

Word97Import200.dll in Corel WordPerfect 2020 20.0.0.200 is affected by an Out-

of-bounds Read vulnerability when parsing a crafted file. An unauthenticated 

attacker could leverage this vulnerability to access unauthorized system memory in 

the context of the current user. Exploitation of this issue requires user interaction 

in that a victim must open a malicious DOC file. 

2021-10-02 4.3  

CVE-2021-38108 

  

corel -- 

wordperfect_2020 

Word97Import200.dll in Corel WordPerfect 2020 20.0.0.200 is affected by an Out-

of-bounds Write vulnerability when parsing a crafted file. An unauthenticated 

attacker could leverage this vulnerability to achieve arbitrary code execution in the 

context of the current user. Exploitation of this issue requires user interaction in 

that a victim must open a malicious DOC file. 

2021-10-01 6.8  

CVE-2021-38110 

  

dell -- 

enterprise_sonic_o

s 

Dell Enterprise SONiC OS, versions 3.3.0 and earlier, contains a sensitive 

information disclosure vulnerability. An authenticated malicious user with access 

to the system may use the TACACS\Radius credentials stored to read sensitive 

information and use it in further attacks. 

2021-10-01 4 CVE-2021-36309  

detector_project -- 

detector 

Cross-site scripting (XSS) vulnerability in _contactform.inc.php in Detector 0.8.5 

and below version allows remote attackers to inject arbitrary web script or HTML 

via the cid parameter. 

2021-10-01 4.3  CVE-2021-40921  

docker -- 

command_line_int

erface 

Docker CLI is the command line interface for the docker container runtime. A bug 

was found in the Docker CLI where running `docker login my-private-

registry.example.com` with a onfigured configuration file (typically 

`~/.docker/config.json`) listing a `credsStore` or `credHelpers` that could not be 

executed would result in any provided credentials being sent to `registry-

1.docker.io` rather than the intended private registry. This bug has been fixed in 

Docker CLI 20.10.9. Users should update to this version as soon as possible. For 

users unable to update ensure that any configured credsStore or credHelpers 

entries in the configuration file reference an installed credential helper that is 

executable and on the PATH. 

2021-10-04 5 

CVE-2021-41092 

  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-38101&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-38101
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-38102
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-38108&vector=AV:N/AC:M/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-38108
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-38110&vector=AV:N/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-38110
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-36309&vector=AV:N/AC:L/Au:S/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-36309
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-40921&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-40921
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-41092&vector=AV:N/AC:L/Au:N/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-41092
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ecommerce-

codeigniter-

bootstrap_project 

-- ecommerce-

codeigniter-

bootstrap 

Cross-site scripting (XSS) vulnerability in 

application/modules/admin/views/ecommerce/products.php in Ecommerce-

CodeIgniter-Bootstrap (Codeigniter 3.1.11, Bootstrap 3.3.7) allows remote 

attackers to inject arbitrary web script or HTML via the search_title parameter. 

2021-10-01 4.3  CVE-2021-40975  

emlog -- emlog emlog v6.0.0 contains a SQL injection via /admin/comment.php. 2021-10-01 6.5  CVE-2020-21013  

emlog -- emlog emlog v6.0.0 contains an arbitrary file deletion vulnerability in admin/plugin.php. 2021-10-01 5.5  CVE-2020-21014  

esri -- 

portal_for_arcgis 

There is an privilege escalation vulnerability in organization-specific logins in Esri 

Portal for ArcGIS versions 10.9 and below that may allow a remote, authenticated 

attacker to impersonate another account. 

2021-10-01 6.5  CVE-2021-29108  

esri -- 

portal_for_arcgis 

A reflected XSS vulnerability in Esri Portal for ArcGIS version 10.9 and below may 

allow a remote attacker able to convince a user to click on a crafted link which 

could potentially execute arbitrary JavaScript code in the user’s browser. 

2021-10-01 4.3  CVE-2021-29109  

faveohelpdesk -- 

faveo 

Cross-site scripting (XSS) vulnerability in dompdf/dompdf/www/demo.php infaveo-

helpdesk v1.11.0 and below allow remote attackers to inject arbitrary web script or 

HTML via the $_SERVER["PHP_SELF"] parameter. 

2021-10-01 4.3  

CVE-2021-40925 

  

getid3 -- getid3 

Cross-site scripting (XSS) vulnerability in demos/demo.mysqli.php in getID3 1.X and 

v2.0.0-beta allows remote attackers to inject arbitrary web script or HTML via the 

showtagfiles parameter. 

2021-10-01 4.3  

CVE-2021-40926 

  

gitlab -- gitlab 
The project import/export feature in GitLab 8.9 and greater could be used to 

obtain otherwise private email addresses 
2021-10-05 4 

CVE-2021-22258 

 

  

gitlab -- gitlab 
A potential DOS vulnerability was discovered in GitLab EE starting with version 12.6 

due to lack of pagination in dependencies API. 
2021-10-04 4 

CVE-2021-22259 

  

gitlab -- gitlab 

In all versions of GitLab CE/EE since version 8.0, access tokens created as part of 

admin's impersonation of a user are not cleared at the end of impersonation which 

may lead to unnecessary sensitive info disclosure. 

2021-10-05 4 

CVE-2021-39891 

  

gitlab -- gitlab 

In all versions of GitLab EE since version 14.1, due to an insecure direct object 

reference vulnerability, an endpoint may reveal the protected branch name to a 

malicious user who makes a crafted API call with the ID of the protected branch. 

2021-10-05 4 

CVE-2021-39889 

 

  

gitlab -- gitlab 

Permissions rules were not applied while issues were moved between projects of 

the same group in GitLab versions starting with 10.6 and up to 14.1.7 allowing 

users to read confidential Epic references. 

2021-10-05 4 

CVE-2021-39886 

  

gitlab -- gitlab 

A Denial Of Service vulnerability in the apollo_upload_server Ruby gem in GitLab 

CE/EE version 11.11 and above allows an attacker to deny access to all users via 

specially crafted requests to the apollo_upload_server middleware. 

2021-10-05 4 

CVE-2021-39880 

 

  

gitlab -- gitlab 

In all versions of GitLab CE/EE since version 11.11, an instance that has the setting 

to disable Repo by URL import enabled is bypassed by an attacker making a crafted 

API call. 

2021-10-05 4 

CVE-2021-39870 

 

  

gitlab -- gitlab 

An issue has been discovered in GitLab affecting all versions starting from 14.0 

before 14.0.9, all versions starting from 14.1 before 14.1.4, all versions starting 

from 14.2 before 14.2.2. The route for /user.keys is not restricted on instances with 

public visibility disabled. This allows user enumeration on such instances. 

2021-10-05 5 

CVE-2021-22257 

  

gitlab -- gitlab 

Missing access control in GitLab version 13.10 and above with Jira Cloud 

integration enabled allows Jira users without administrative privileges to add and 

remove Jira Connect Namespaces via the GitLab.com for Jira Cloud application 

configuration page 

2021-10-05 5 

CVE-2021-22262 

 

  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-40975&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-21013&vector=AV:N/AC:L/Au:S/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-21013
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-21014&vector=AV:N/AC:L/Au:S/C:N/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-21014
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-29108
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-40925
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-40926&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-40926
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-22258&vector=AV:N/AC:L/Au:S/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-22258
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-22259&vector=AV:N/AC:L/Au:S/C:N/I:N/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-22259
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-39891&vector=AV:N/AC:L/Au:S/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-39891
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-39889
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-39886
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-39880&vector=AV:N/AC:L/Au:S/C:N/I:N/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-39880
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-39870
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-22257&vector=AV:N/AC:L/Au:N/C:P/I:N/A:N
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-22262
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gitlab -- gitlab 
A potential DOS vulnerability was discovered in GitLab starting with version 9.1 

that allowed parsing files without authorisation. 
2021-10-05 5 

CVE-2021-39893 

  

gitlab -- gitlab 

An issue has been discovered in GitLab affecting all versions starting from 13.8 

before 14.0.9, all versions starting from 14.1 before 14.1.4, all versions starting 

from 14.2 before 14.2.2. Under specialized conditions, an invited group member 

may continue to have access to a project even after the invited group, which the 

member was part of, is deleted. 

2021-10-05 4.3  

CVE-2021-22264 

  

glimmrtv -- flextv 

Cross-site scripting (XSS) vulnerability in index.php in FlexTV beta development 

version allows remote attackers to inject arbitrary web script or HTML via the 

PHP_SELF parameter. 

2021-10-01 4.3  

CVE-2021-40928 

  

google -- android 

In sendBroadcastToInstaller of FirstScreenBroadcast.java, there is a possible 

activity launch due to an unsafe PendingIntent. This could lead to local escalation 

of privilege with no additional execution privileges needed. User interaction is not 

needed for exploitation.Product: AndroidVersions: Android-11 Android-9 Android-

10Android ID: A-179289753 

2021-10-06 4.6  CVE-2021-0692  

google -- android 

In the SELinux policy configured in system_app.te, there is a possible way for 

system_app to gain code execution in other processes due to an overly-permissive 

SELinux policy. This could lead to local escalation of privilege with System 

execution privileges needed. User interaction is not needed for 

exploitation.Product: AndroidVersions: Android-11Android ID: A-188554048 

2021-10-06 4.6  CVE-2021-0691  

google -- android 

When extracting the incorrectly formatted avi file, the memory is damaged, the 

playback interface shows that the video cannot be played, and the log is found to 

be crashed. This problem may lead to hacker malicious code attacks, resulting in 

the loss of user rights.Product: Androidversion: Android-10Android ID: A-

189392423 

2021-10-06 6.8  CVE-2021-0636  

google -- android 

In ParsedIntentInfo of ParsedIntentInfo.java, there is a possible parcel 

serialization/deserialization mismatch due to unsafe deserialization. This could lead 

to local escalation of privilege with no additional execution privileges needed. User 

interaction is not needed for exploitation.Product: AndroidVersions: Android-

11Android ID: A-191055353 

2021-10-06 4.6  CVE-2021-0685  

google -- android 

In TouchInputMapper::sync of TouchInputMapper.cpp, there is a possible out of 

bounds write due to a use after free. This could lead to local escalation of privilege 

with no additional execution privileges needed. User interaction is not needed for 

exploitation.Product: AndroidVersions: Android-10 Android-11 Android-8.1 

Android-9Android ID: A-179839665 

2021-10-06 4.6  CVE-2021-0684  

google -- android 

When extracting the incorrectly formatted flv file, the memory is damaged, the 

playback interface shows that the video cannot be played, and the log is found to 

be crashed. This problem may lead to hacker malicious code attacks, resulting in 

the loss of user rights.Product: Androidversion:Android-10Android ID: A-

189402477 

2021-10-06 6.8  CVE-2021-0635  

google -- android 

In runTraceIpcStop of ActivityManagerShellCommand.java, there is a possible 

deletion of system files due to a confused deputy. This could lead to local 

escalation of privilege with no additional execution privileges needed. User 

interaction is not needed for exploitation.Product: AndroidVersions: Android-11 

Android-8.1 Android-9 Android-10Android ID: A-185398942 

2021-10-06 4.6  CVE-2021-0683  

google -- android 

In ih264d_mark_err_slice_skip of ih264d_parse_pslice.c, there is a possible out of 

bounds write due to a heap buffer overflow. This could lead to remote information 

disclosure with no additional execution privileges needed. User interaction is 

needed for exploitation.Product: AndroidVersions: Android-9 Android-10 Android-

11 Android-8.1Android ID: A-182152757 

2021-10-06 4.3  CVE-2021-0690  

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2021-39893&vector=AV:N/AC:L/Au:N/C:N/I:N/A:P
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-0691
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-0683
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-0690
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google -- android 

In lockAllProfileTasks of RootWindowContainer.java, there is a possible way to 

access the work profile without the profile PIN, after logging in. This could lead to 

local escalation of privilege with no additional execution privileges needed. User 

interaction is not needed for exploitation.Product: AndroidVersions: Android-9 

Android-10 Android-11 Android-8.1Android ID: A-177457096 

2021-10-06 4.6  CVE-2021-0595  

google -- android 

In onCreate of ConnectActivity.java, there is a possible pairing of untrusted 

Bluetooth devices due to a tapjacking/overlay attack. This could lead to local 

escalation of privilege with User execution privileges needed. User interaction is 

needed for exploitation.Product: AndroidVersions: Android-11 Android-8.1 

Android-9 Android-10Android ID: A-180422108 

2021-10-06 4.4  CVE-2021-0598  

google -- android 

In lockNow of PhoneWindowManager.java, there is a possible lock screen bypass 

due to a race condition. This could lead to local escalation of privilege with User 

execution privileges needed. User interaction is not needed for 

exploitation.Product: AndroidVersions: Android-10 Android-11 Android-8.1 

Android-9Android ID: A-161149543 

2021-10-06 4.4  CVE-2021-0688  

gpac -- mp4box 

There is a stack buffer overflow in MP4Box v1.0.1 at src/filters/dmx_nhml.c:1008 in 

the nhmldmx_send_sample() function szXmlFrom parameter which leads to a 

denial of service vulnerability. 

2021-10-01 5 CVE-2021-41459  

gpac -- mp4box 

There is a stack buffer overflow in MP4Box v1.0.1 at src/filters/dmx_nhml.c:1004 in 

the nhmldmx_send_sample() function szXmlTo parameter which leads to a denial 

of service vulnerability. 

2021-10-01 5 CVE-2021-41456  

gpac -- mp4box 
There is a stack buffer overflow in MP4Box 1.1.0 at src/filters/dmx_nhml.c in 

nhmldmx_init_parsing which leads to a denial of service vulnerability. 
2021-10-01 5 CVE-2021-41457  

grafana -- grafana 

Grafana is an open source data visualization platform. In affected versions 

unauthenticated and authenticated users are able to view the snapshot with the 

lowest database key by accessing the literal paths: /dashboard/snapshot/:key, or 

/api/snapshots/:key. If the snapshot "public_mode" configuration setting is set to 

true (vs default of false), unauthenticated users are able to delete the snapshot 

with the lowest database key by accessing the literal path: /api/snapshots-

delete/:deleteKey. Regardless of the snapshot "public_mode" setting, 

authenticated users are able to delete the snapshot with the lowest database key 

by accessing the literal paths: /api/snapshots/:key, or /api/snapshots-

delete/:deleteKey. The combination of deletion and viewing enables a complete 

walk through all snapshot data while resulting in complete snapshot data loss. This 

issue has been resolved in versions 8.1.6 and 7.5.11. If for some reason you cannot 

upgrade you can use a reverse proxy or similar to block access to the literal paths: 

/api/snapshots/:key, /api/snapshots-delete/:deleteKey, /dashboard/snapshot/:key, 

and /api/snapshots/:key. They have no normal function and can be disabled 

without side effects. 

2021-10-05 6.8  

CVE-2021-39226 

 

 

 

 

MLIST 

hkurl -- i-

panel_administrati

on_system 

A reflected cross-site scripting (XSS) vulnerability exists in the i-Panel 

Administration System Version 2.0 that enables a remote attacker to execute 

arbitrary JavaScript code in the browser-based web console and it is possible to 

insert a vulnerable malicious button. 

2021-10-04 4.3  

CVE-2021-41878 

  

ibm -- 

sterling_b2b_integ

rator 

IBM Sterling B2B Integrator Standard Edition 5.2.0.0 through 6.1.1.0 could allow an 

authenticated user to perform actions that they should not be able to access due 

to improper access controls. IBM X-Force ID: 202169. 

2021-10-06 4 

CVE-2021-29758 

 

XF 

ibm -- 

sterling_b2b_integ

rator 

IBM Sterling B2B Integrator Standard Edition 5.2.0.0 through 6.1.1.0 could allow an 

authenticated user to download unauthorized files through the dashboard user 

interface. IBM X-Force ID: 202213. 

2021-10-06 4 

CVE-2021-29760 

 

XF 
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ibm -- 

sterling_b2b_integ

rator 

IBM Sterling B2B Integrator Standard Edition 5.2.0.0 through 6.1.1.0 could allow an 

authenticated user to obtain sensitive information from the dashboard that they 

should not have access to. IBM X-Force ID: 202265. 

2021-10-06 4 

CVE-2021-29761 

 

XF 

jizhicms -- jizhicms 

JIZHICMS 1.5.1 contains a cross-site scripting (XSS) vulnerability in the component 

/user/release.html, which allows attackers to arbitrarily add an administrator 

cookie. 

2021-10-01 4.3  

CVE-2020-21228 

 

  

justwriting_project 

-- justwriting 

Cross-site scripting (XSS) vulnerability in application/controllers/dropbox.php in 

JustWriting 1.0.0 and below allow remote attackers to inject arbitrary web script or 

HTML via the challenge parameter. 

2021-10-01 4.3  

CVE-2021-41467 

  

linux -- 

linux_kernel 

prealloc_elems_and_freelist in kernel/bpf/stackmap.c in the Linux kernel through 

5.14.9 allows unprivileged users to trigger an eBPF multiplication integer overflow 

with a resultant out-of-bounds write. 

2021-10-02 4.6  

CVE-2021-41864 

 

 

FEDORA 

maccms -- maccms 

A Cross-Site Request Forgery (CSRF) in the component 

admin.php/admin/type/info.html of Maccms 10 allows attackers to gain 

administrator privileges. 

2021-10-04 6.8  CVE-2020-21386  

maccms -- maccms 

A cross-site scripting (XSS) vulnerability in the parameter type_en of Maccms 10 

allows attackers to obtain the administrator cookie and escalate privileges via a 

crafted payload. 

2021-10-04 4.3  CVE-2020-21387  

mcafee -- 

drive_encryption 

Privilege Escalation vulnerability in a Windows system driver of McAfee Drive 

Encryption (DE) prior to 7.3.0 could allow a local non-admin user to gain elevated 

system privileges via exploiting an unutilized memory buffer. 

2021-10-01 4.6  CVE-2021-23893  

meowapps -- 

media_file_renam

er_-

_auto_\&_manual

_rename 

Cross-Site Request Forgery (CSRF) vulnerability in WordPress Media File Renamer – 

Auto & Manual Rename plugin (versions <= 5.1.9). Affected parameters 

"post_title", "filename", "lock". This allows changing the uploaded media title, 

media file name, and media locking state. 

2021-10-04 4.3  

CVE-2021-36850 

  

meowapps -- 

meow_gallery 

The Meow Gallery WordPress plugin before 4.1.9 does not sanitise, validate or 

escape the ids attribute of its gallery shortcode (available for users as low as 

Contributor) before using it in an SQL statement, leading to an authenticated SQL 

Injection issue. The injection also allows the returned values to be manipulated in a 

way that could lead to data disclosure and arbitrary objects to be deserialized. 

2021-10-04 5.5  CVE-2021-24465  

mobyproject -- 

moby 

Moby is an open-source project created by Docker to enable software 

containerization. A bug was found in Moby (Docker Engine) where attempting to 

copy files using `docker cp` into a specially-crafted container can result in Unix file 

permission changes for existing files in the hostâ€™s filesystem, widening access to 

others. This bug does not directly allow files to be read, modified, or executed 

without an additional cooperating process. This bug has been fixed in Moby 

(Docker Engine) 20.10.9. Users should update to this version as soon as possible. 

Running containers do not need to be restarted. 

2021-10-04 4.4  

CVE-2021-41089 

  

mysurvey -- 

survey_solutions 

Survey Solutions is a survey management and data collection system. In affected 

versions the Headquarters application publishes /metrics endpoint available to any 

user. None of the survey answers are ever exposed, only the aggregate counters, 

including count of interviews, or count of assignments. Starting from version 

21.09.1 the endpoint is turned off by default. 

2021-10-04 5 

CVE-2021-41123 

  

omikron -- 

multicash 

Omikron MultiCash Desktop 4.00.008.SP5 relies on a client-side authentication 

mechanism. When a user logs into the application, the validity of the password is 

checked locally. All communication to the database backend is made via the same 

technical account. Consequently, an attacker can attach a debugger to the process 

or create a patch that manipulates the behavior of the login function. When the 

function always returns the success value (corresponding to a correct password), 

2021-10-05 4.6  CVE-2021-41286  
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an attacker can login with any desired account, such as the administrative account 

of the application. 

online-shopping-

system-

advanced_project -

- online-shopping-

system-advanced 

An un-authenticated SQL Injection exists in PuneethReddyHC online-shopping-

system-advanced through the /action.php prId parameter. Using a post request 

does not sanitize the user input. 

2021-10-01 5 

CVE-2021-41648 

  

online_food_order

ing_web_app_proj

ect -- 

online_food_order

ing_web_app 

An un-authenticated error-based and time-based blind SQL injection vulnerability 

exists in Kaushik Jadhav Online Food Ordering Web App 1.0. An attacker can exploit 

the vulnerable "username" parameter in login.php and retrieve sensitive database 

information, as well as add an administrative user. 

2021-10-01 6.4  

CVE-2021-41647 

 

 

  

pardus -- 

liderahenk 

On 2.1.15 version and below of Lider module in LiderAhenk software is leaking it's 

configurations via an unsecured API. An attacker with an access to the 

configurations API could get valid LDAP credentials. 

2021-10-01 5 

CVE-2021-3825 

  

php -- php 

In PHP versions 7.3.x below 7.3.31, 7.4.x below 7.4.24 and 8.0.x below 8.0.11, in 

Microsoft Windows environment, ZipArchive::extractTo may be tricked into writing 

a file outside target directory when extracting a ZIP file, thus potentially causing 

files to be created or overwritten, subject to OS permissions. 

2021-10-04 4.3  CVE-2021-21706  

php -- php 

In PHP versions 7.3.x below 7.3.29, 7.4.x below 7.4.21 and 8.0.x below 8.0.8, when 

using URL validation functionality via filter_var() function with 

FILTER_VALIDATE_URL parameter, an URL with invalid password field can be 

accepted as valid. This can lead to the code incorrectly parsing the URL and 

potentially leading to other security implications - like contacting a wrong server or 

making a wrong access decision. 

2021-10-04 5 CVE-2021-21705  

php -- php 

In PHP versions 7.3.x below 7.3.29, 7.4.x below 7.4.21 and 8.0.x below 8.0.8, when 

using Firebird PDO driver extension, a malicious database server could cause 

crashes in various database functions, such as getAttribute(), execute(), fetch() and 

others by returning invalid response data that is not parsed correctly by the driver. 

This can result in crashes, denial of service or potentially memory corruption. 

2021-10-04 4.3  

CVE-2021-21704 

 

 

  

pixeline -- bugs 

Cross-site scripting (XSS) vulnerability in install/index.php in bugs 1.8 and below 

version allows remote attackers to inject arbitrary web script or HTML via the email 

parameter. 

2021-10-01 4.3  

CVE-2021-40923 

  

pixeline -- bugs 

Cross-site scripting (XSS) vulnerability in install/index.php in bugs 1.8 and below 

version allows remote attackers to inject arbitrary web script or HTML via the 

first_name parameter. 

2021-10-01 4.3  

CVE-2021-40924 

  

pixeline -- bugs 

Cross-site scripting (XSS) vulnerability in install/index.php in bugs 1.8 and below 

version allows remote attackers to inject arbitrary web script or HTML via the 

last_name parameter. 

2021-10-01 4.3  

CVE-2021-40922 

  

redis -- hiredis 

Hiredis is a minimalistic C client library for the Redis database. In affected versions 

Hiredis is vulnurable to integer overflow if provided maliciously crafted or 

corrupted `RESP` `mult-bulk` protocol data. When parsing `multi-bulk` (array-like) 

replies, hiredis fails to check if `count * sizeof(redisReply*)` can be represented in 

`SIZE_MAX`. If it can not, and the `calloc()` call doesn't itself make this check, it 

would result in a short allocation and subsequent buffer overflow. Users of hiredis 

who are unable to update may set the 

[maxelements](https://github.com/redis/hiredis#reader-max-array-elements) 

context option to a value small enough that no overflow is possible. 

2021-10-04 6.5  

CVE-2021-32765 

 

  

redislabs -- redis 
Redis is an open source, in-memory database that persists on disk. When using the 

Redis Lua Debugger, users can send malformed requests that cause the debugger’s 

protocol parser to read data beyond the actual buffer. This issue affects all versions 

2021-10-04 4 

CVE-2021-32672 
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of Redis with Lua debugging support (3.2 or newer). The problem is fixed in 

versions 6.2.6, 6.0.16 and 5.0.14. 

scalabium -- 

dbase_viewer 

Scalabium dBase Viewer version 2.6 (Build 5.751) is vulnerable to remote code 

execution via a crafted DBF file that triggers a buffer overflow. An attacker can use 

the Structured Exception Handler (SEH) records and redirect execution to attacker-

controlled code. 

2021-10-01 6.8  CVE-2021-35297  

spotweb_project -- 

spotweb 

Cross-site scripting (XSS) vulnerability in templates/installer/step-004.inc.php in 

spotweb 1.5.1 and below allow remote attackers to inject arbitrary web script or 

HTML via the lastname parameter. 

2021-10-01 4.3  

CVE-2021-40973 

  

spotweb_project -- 

spotweb 

Cross-site scripting (XSS) vulnerability in templates/installer/step-004.inc.php in 

spotweb 1.5.1 and below allow remote attackers to inject arbitrary web script or 

HTML via the newpassword1 parameter. 

2021-10-01 4.3  

CVE-2021-40971 

  

spotweb_project -- 

spotweb 

Cross-site scripting (XSS) vulnerability in templates/installer/step-004.inc.php in 

spotweb 1.5.1 and below allow remote attackers to inject arbitrary web script or 

HTML via the username parameter. 

2021-10-01 4.3  

CVE-2021-40970 

  

spotweb_project -- 

spotweb 

Cross-site scripting (XSS) vulnerability in templates/installer/step-004.inc.php in 

spotweb 1.5.1 and below allow remote attackers to inject arbitrary web script or 

HTML via the newpassword2 parameter. 

2021-10-01 4.3  

CVE-2021-40968 

  

spotweb_project -- 

spotweb 

Cross-site scripting (XSS) vulnerability in templates/installer/step-004.inc.php in 

spotweb 1.5.1 and below allow remote attackers to inject arbitrary web script or 

HTML via the mail parameter. 

2021-10-01 4.3  

CVE-2021-40972 

  

thycotic -- 

secret_server 

A SQL injection issue was discovered in ThycoticCentrify Secret Server before 

11.0.000007. The only affected versions are 10.9.000032 through 11.0.000006. 
2021-10-01 4 

CVE-2021-41845 

  

tibco -- 

activespaces 

The FTL Server (tibftlserver) and Docker images containing tibftlserver components 

of TIBCO Software Inc.'s TIBCO ActiveSpaces - Community Edition, TIBCO 

ActiveSpaces - Developer Edition, TIBCO ActiveSpaces - Enterprise Edition, TIBCO 

FTL - Community Edition, TIBCO FTL - Developer Edition, TIBCO FTL - Enterprise 

Edition, TIBCO eFTL - Community Edition, TIBCO eFTL - Developer Edition, and 

TIBCO eFTL - Enterprise Edition contain a vulnerability that theoretically allows a 

non-administrative, authenticated FTL user to trick the affected components into 

creating illegitimate certificates. These maliciously generated certificates can be 

used to enable man-in-the-middle attacks or to escalate privileges so that the 

malicious user has administrative privileges. Affected releases are TIBCO Software 

Inc.'s TIBCO ActiveSpaces - Community Edition: versions 4.3.0, 4.4.0, 4.5.0, 4.6.0, 

4.6.1, and 4.6.2, TIBCO ActiveSpaces - Developer Edition: versions 4.3.0, 4.4.0, 

4.5.0, 4.6.0, 4.6.1, and 4.6.2, TIBCO ActiveSpaces - Enterprise Edition: versions 

4.3.0, 4.4.0, 4.5.0, 4.6.0, 4.6.1, and 4.6.2, TIBCO FTL - Community Edition: versions 

6.2.0, 6.3.0, 6.3.1, 6.4.0, 6.5.0, 6.6.0, 6.6.1, and 6.7.0, TIBCO FTL - Developer 

Edition: versions 6.2.0, 6.3.0, 6.3.1, 6.4.0, 6.5.0, 6.6.0, 6.6.1, and 6.7.0, TIBCO FTL - 

Enterprise Edition: versions 6.2.0, 6.3.0, 6.3.1, 6.4.0, 6.5.0, 6.6.0, 6.6.1, and 6.7.0, 

TIBCO eFTL - Community Edition: versions 6.2.0, 6.3.0, 6.3.1, 6.4.0, 6.5.0, 6.6.0, 

6.6.1, and 6.7.0, TIBCO eFTL - Developer Edition: versions 6.2.0, 6.3.0, 6.3.1, 6.4.0, 

6.5.0, 6.6.0, 6.6.1, and 6.7.0, and TIBCO eFTL - Enterprise Edition: versions 6.2.0, 

6.3.0, 6.3.1, 6.4.0, 6.5.0, 6.6.0, 6.6.1, and 6.7.0. 

2021-10-05 6 

CVE-2021-35497 

  

typo3 -- typo3 

TYPO3 is an open source PHP based web content management system released 

under the GNU GPL. It has been discovered that the new TYPO3 v11 feature that 

allows users to create and share deep links in the backend user interface is 

vulnerable to cross-site-request-forgery. The impact is the same as described in 

TYPO3-CORE-SA-2020-006 (CVE-2020-11069). However, it is not limited to the 

same site context and does not require the attacker to be authenticated. In a worst 

case scenario, the attacker could create a new admin user account to compromise 

the system. To successfully carry out an attack, an attacker must trick his victim to 

access a compromised system. The victim must have an active session in the TYPO3 

2021-10-05 6.8  

CVE-2021-41113 
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

backend at that time. The following Same-Site cookie settings in 

$GLOBALS[TYPO3_CONF_VARS][BE][cookieSameSite] are required for an attack to 

be successful: SameSite=strict: malicious evil.example.org invoking TYPO3 

application at good.example.org and SameSite=lax or none: malicious evil.com 

invoking TYPO3 application at example.org. Update your instance to TYPO3 version 

11.5.0 which addresses the problem described. 

typo3 -- typo3 

TYPO3 is an open source PHP based web content management system released 

under the GNU GPL. It has been discovered that TYPO3 CMS is susceptible to host 

spoofing due to improper validation of the HTTP Host header. TYPO3 uses the HTTP 

Host header, for example, to generate absolute URLs during the frontend 

rendering process. Since the host header itself is provided by the client, it can be 

forged to any value, even in a name-based virtual hosts environment. This 

vulnerability is the same as described in TYPO3-CORE-SA-2014-001 (CVE-2014-

3941). A regression, introduced during TYPO3 v11 development, led to this 

situation. The already existing setting 

$GLOBALS['TYPO3_CONF_VARS']['SYS']['trustedHostsPattern'] (used as an effective 

mitigation strategy in previous TYPO3 versions) was not evaluated anymore, and 

reintroduced the vulnerability. 

2021-10-05 5 

CVE-2021-41114 

 

  

wowza -- 

streaming_engine 

A Cross-Site Request Forgery (CSRF) vulnerability in Wowza Streaming Engine 

through 4.8.11+5 allows a remote attacker to delete a user account via the 

/enginemanager/server/user/delete.htm userName parameter. The application 

does not implement a CSRF token for the GET request. 

2021-10-05 5.8  

CVE-2021-35491 

 

  

wowza -- 

streaming_engine 

Wowza Streaming Engine through 4.8.11+5 could allow an authenticated, remote 

attacker to exhaust filesystem resources via the 

/enginemanager/server/vhost/historical.jsdata vhost parameter. This is due to the 

insufficient management of available filesystem resources. An attacker could 

exploit this vulnerability through the Virtual Host Monitoring section by requesting 

random virtual-host historical data and exhausting available filesystem resources. A 

successful exploit could allow the attacker to cause database errors and cause the 

device to become unresponsive to web-based management. (Manual intervention 

is required to free filesystem resources and return the application to an 

operational state.) 

2021-10-05 4 

CVE-2021-35492 
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2021-35492


 
 
 

Low Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & Patch 

Info 

adobe -- connect 

Adobe Connect version 11.2.2 (and earlier) is affected by a reflected Cross-Site 

Scripting (XSS) vulnerability. If an attacker is able to convince a victim to visit a URL 

referencing a vulnerable page, malicious JavaScript content may be executed 

within the context of the victim's browser. 

2021-10-15 3.5  CVE-2021-40721  

alkacon -- opencms 

In “OpenCMS”, versions 10.5.0 to 11.0.2 are affected by a stored XSS vulnerability 

that allows low privileged application users to store malicious scripts in the 

Sitemap functionality. These scripts are executed in a victim’s browser when they 

open the page containing the vulnerable field. 

2021-10-19 3.5  

CVE-2021-25968 

  

apache -- superset 

Apache Superset up to and including 1.1 does not sanitize titles correctly on the 

Explore page. This allows an attacker with Explore access to save a chart with a 

malicious title, injecting html (including scripts) into the page. 

2021-10-18 3.5  CVE-2021-32609  

apple -- ipados 

An authorization issue was addressed with improved state management. This issue 

is fixed in iOS 15 and iPadOS 15, watchOS 8, tvOS 15. An attacker in physical 

proximity may be able to force a user onto a malicious Wi-Fi network during device 

setup. 

2021-10-19 2.9  

CVE-2021-30810 

 

  

apple -- ipados 

A lock screen issue allowed access to contacts on a locked device. This issue was 

addressed with improved state management. This issue is fixed in iOS 15 and 

iPadOS 15. A local attacker may be able to view contacts from the lock screen. 

2021-10-19 2.1  CVE-2021-30815  

apple -- ipados 
This issue was addressed with improved checks. This issue is fixed in iOS 15 and 

iPadOS 15, watchOS 8. A local attacker may be able to read sensitive information. 
2021-10-19 2.1  

CVE-2021-30811 

  

author_bio_box_p

roject -- 

author_bio_box 

The Author Bio Box WordPress plugin is vulnerable to Stored Cross-Site Scripting 

due to insufficient input validation and sanitization via several parameters found in 

the ~/includes/admin/class-author-bio-box-admin.php file which allowed attackers 

with administrative user access to inject arbitrary web scripts, in versions up to and 

including 3.3.1. This affects multi-site installations where unfiltered_html is 

disabled for administrators, and sites where unfiltered_html is disabled. 

2021-10-15 2.1  

CVE-2021-39349 

 

  

bplugins -- 

easy_twitter_feed 

The Easy Twitter Feed WordPress plugin before 1.2 does not sanitise or validate 

the parameters from its shortcode, allowing users with a role as low as contributor 

to set Cross-Site Scripting payload in them which will be triggered in the page/s 

with the embed malicious shortcode 

2021-10-18 3.5  CVE-2021-24413  

bplugins -- 

html5_audio_playe

r 

The Html5 Audio Player â€“ Audio Player for WordPress plugin before 2.1.3 does 

not sanitise or validate the parameters from its shortcode, allowing users with a 

role as low as contributor to set Cross-Site Scripting payload in them which will be 

triggered in the page/s with the embed malicious shortcode 

2021-10-18 3.5  CVE-2021-24412  

bplugins -- 

polo_video_gallery 

The Polo Video Gallery â€“ Best wordpress video gallery plugin WordPress plugin 

through 1.2 does not sanitise or validate the parameters from its shortcode, 

allowing users with a role as low as contributor to set Cross-Site Scripting payload 

in them which will be triggered in the page/s with the embed malicious shortcode 

2021-10-18 3.5  CVE-2021-24415  

bplugins -- 

streamcast_radio_

player 

The StreamCast â€“ Radio Player for WordPress plugin before 2.1.1 does not 

sanitise or validate the parameters from its shortcode, allowing users with a role as 

low as contributor to set Cross-Site Scripting payload in them which will be 

triggered in the page/s with the embed malicious shortcode 

2021-10-18 3.5  CVE-2021-24416  

catchplugins -- 

catch_scroll_progr

ess_bar 

Multiple Plugins from the CatchThemes vendor do not perform capability and CSRF 

checks in the ctp_switch AJAX action, which could allow any authenticated users, 

such as Subscriber to change the Essential Widgets WordPress plugin before 1.9, 

To Top WordPress plugin before 2.3, Header Enhancement WordPress plugin 

before 1.5, Generate Child Theme WordPress plugin before 1.6, Essential Content 

Types WordPress plugin before 1.9, Catch Web Tools WordPress plugin before 2.7, 

Catch Under Construction WordPress plugin before 1.4, Catch Themes Demo 

2021-10-18 3.5  CVE-2021-24752  
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Low Vulnerabilities 

Primary 

Vendor -- Product 
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CVSS 
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Source & Patch 

Info 

Import WordPress plugin before 1.6, Catch Sticky Menu WordPress plugin before 

1.7, Catch Scroll Progress Bar WordPress plugin before 1.6, Social Gallery and 

Widget WordPress plugin before 2.3, Catch Infinite Scroll WordPress plugin before 

1.9, Catch Import Export WordPress plugin before 1.9, Catch Gallery WordPress 

plugin before 1.7, Catch Duplicate Switcher WordPress plugin before 1.6, Catch 

Breadcrumb WordPress plugin before 1.7, Catch IDs WordPress plugin before 2.4's 

configurations. 

clusterlabs -- 

cluster_glue 

stonith-ng in pacemaker and cluster-glue passed passwords as commandline 

parameters, making it possible for local attackers to gain access to passwords of 

the HA stack and potentially influence its operations. This is fixed in cluster-glue 

1.0.6 and newer, and pacemaker 1.1.3 and newer. 

2021-10-18 2.1  CVE-2010-2496  

cnrs -- hal 

The HAL WordPress plugin is vulnerable to Stored Cross-Site Scripting due to 

insufficient input validation and sanitization via several parameters found in the 

~/wp-hal.php file which allowed attackers with administrative user access to inject 

arbitrary web scripts, in versions up to and including 2.1.1. This affects multi-site 

installations where unfiltered_html is disabled for administrators, and sites where 

unfiltered_html is disabled. 

2021-10-15 2.1  

CVE-2021-39345 

 

  

combodo -- itop 

Combodo iTop is an open source web based IT Service Management tool. In 

affected versions there is a XSS vulnerability on "run query" page when logged as 

administrator. This has been resolved in versions 2.6.5 and 2.7.5. 

2021-10-19 3.5  

CVE-2021-32664 

 

 

  

dearhive -- dearflip 

The PDF Flipbook, 3D Flipbook WordPress â€“ DearFlip WordPress plugin before 

1.7.10 does not escape the class attribute of its shortcode before outputting it back 

in an attribute, which could allow users with a role as low as Contributor to 

perform Stored Cross-Site Scripting attacks 

2021-10-18 3.5  CVE-2021-24732  

emarketdesign -- 

customer_service_

software_\&_supp

ort_ticket_system 

The Customer Service Software & Support Ticket System WordPress plugin before 

5.10.4 does not sanitize or escape form fields before outputting it in the List, which 

could allow high privilege users to perform Cross-Site Scripting attacks even when 

the unfiltered_html capability is disallowed. 

2021-10-18 3.5  CVE-2021-24622  

huaju -- 

easytest_online_le

arning_test_platfo

rm 

Easytest bulletin board management function of online learning platform does not 

filter special characters. After obtaining a user’s privilege, remote attackers can 

inject JavaScript and execute stored XSS attack. 

2021-10-15 3.5  CVE-2021-42335  

ibm -- 

business_automati

on_workflow 

IBM Business Automation Workflow 18.0, 19.0, 20.0, and 21.0 is vulnerable to 

cross-site scripting. This vulnerability allows users to embed arbitrary JavaScript 

code in the Web UI thus altering the intended functionality potentially leading to 

credentials disclosure within a trusted session. IBM X-Force ID: 206581. 

2021-10-18 3.5  

CVE-2021-29878 

XF  

ibm -- 

cognos_analytics 

IBM Cognos Analytics 11.1.7 and 11.2.0 contains locally cached browser data, that 

could allow a local attacker to obtain sensitive information. 
2021-10-15 2.1  

CVE-2020-4951 

 

XF 

ibm -- 

security_risk_man

ager_on_cp4s 

IBM Security Risk Manager on CP4S 1.7.0.0 is vulnerable to cross-site scripting. This 

vulnerability allows users to embed arbitrary JavaScript code in the Web UI thus 

altering the intended functionality potentially leading to credentials disclosure 

within a trusted session. IBM X-Force ID: 207828. 

2021-10-19 3.5  

CVE-2021-29912 

XF  

icegram -- icegram 
WordPress Popups, Welcome Bar, Optins and Lead Generation Plugin – Icegram 

(versions <= 2.0.2) vulnerable at "Headline" (&message_data[16][headline]) input. 
2021-10-19 3.5  

CVE-2021-36832 

  

indeed-job-

importer_project -- 

indeed-job-

importer 

The Indeed Job Importer WordPress plugin is vulnerable to Stored Cross-Site 

Scripting due to insufficient input validation and sanitization via several parameters 

found in the ~/indeed-job-importer/trunk/indeed-job-importer.php file which 

allowed attackers with administrative user access to inject arbitrary web scripts, in 

versions up to and including 1.0.5. This affects multi-site installations where 

2021-10-19 3.5  

CVE-2021-39355 
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unfiltered_html is disabled for administrators, and sites where unfiltered_html is 

disabled. 

inhandnetworks -- 

ir615_firmware 

InHand Networks IR615 Router's Versions 2.3.0.r4724 and 2.3.0.r4870 are 

vulnerable to stored cross-scripting, which may allow an attacker to hijack sessions 

of users connected to the system. 

2021-10-19 3.5  CVE-2021-38468  

inhandnetworks -- 

ir615_firmware 

InHand Networks IR615 Router's Versions 2.3.0.r4724 and 2.3.0.r4870 website 

used to control the router is vulnerable to stored cross-site scripting, which may 

allow an attacker to hijack sessions of users connected to the system. 

2021-10-19 3.5  CVE-2021-38482  

iongroup -- 

wallstreet_suite 

A technical user has hardcoded credentials in Wallstreet Suite TRM 7.4.83 (64-bit 

edition) with higher privilege than the average authenticated user. 
2021-10-15 2.1  

CVE-2021-41320 

  

job-portal_project 

-- job-portal 

The job-portal WordPress plugin is vulnerable to Stored Cross-Site Scripting due to 

insufficient input validation and sanitization via several parameters found in the 

~/admin/jobs_function.php file which allowed attackers with administrative user 

access to inject arbitrary web scripts, in versions up to and including 0.0.1. This 

affects multi-site installations where unfiltered_html is disabled for administrators, 

and sites where unfiltered_html is disabled. 

2021-10-15 2.1  

CVE-2021-39337 

 

  

kajoom -- 

kjm_admin_notice

s 

The KJM Admin Notices WordPress plugin is vulnerable to Stored Cross-Site 

Scripting due to insufficient input validation and sanitization via several parameters 

found in the ~/admin/class-kjm-admin-notices-admin.php file which allowed 

attackers with administrative user access to inject arbitrary web scripts, in versions 

up to and including 2.0.1. This affects multi-site installations where unfiltered_html 

is disabled for administrators, and sites where unfiltered_html is disabled. 

2021-10-15 2.1  

CVE-2021-39344 

 

  

linksoftwarellc -- 

business_manager 

The Business Manager WordPress plugin is vulnerable to Stored Cross-Site Scripting 

due to insufficient input validation and sanitization found throughout the plugin 

which allowed attackers with administrative user access to inject arbitrary web 

scripts, in versions up to and including 1.4.5. This affects multi-site installations 

where unfiltered_html is disabled for administrators, and sites where 

unfiltered_html is disabled. 

2021-10-15 2.1  CVE-2021-39332  

mpl-

publisher_project -

- mpl-publisher 

The MPL-Publisher WordPress plugin is vulnerable to Stored Cross-Site Scripting 

due to insufficient input validation and sanitization via several parameters found in 

the ~/libs/PublisherController.php file which allowed attackers with administrative 

user access to inject arbitrary web scripts, in versions up to and including 1.30.2. 

This affects multi-site installations where unfiltered_html is disabled for 

administrators, and sites where unfiltered_html is disabled. 

2021-10-19 3.5  

CVE-2021-39343 

 

  

mybb_cross-

poster_project -- 

mybb_cross-poster 

The MyBB Cross-Poster WordPress plugin is vulnerable to Stored Cross-Site 

Scripting due to insufficient input validation and sanitization via several parameters 

found in the ~/classes/MyBBXPSettings.php file which allowed attackers with 

administrative user access to inject arbitrary web scripts, in versions up to and 

including 1.0. This affects multi-site installations where unfiltered_html is disabled 

for administrators, and sites where unfiltered_html is disabled. 

2021-10-15 2.1  

CVE-2021-39338 

 

  

netapp -- 

clustered_data_on

tap 

Clustered Data ONTAP versions 9.x prior to 9.5P18, 9.6P16, 9.7P16, 9.8P7 and 

9.9.1P2 are susceptible to a vulnerability which could allow an authenticated 

privileged local attacker to arbitrarily modify Compliance-mode WORM data prior 

to the end of the retention period. 

2021-10-19 2.1  CVE-2021-27001  

onedesigns -- 

one_user_avatar 

The One User Avatar WordPress plugin before 2.3.7 does not escape the link and 

target attributes of its shortcode, allowing users with a role as low as Contributor 

to perform Stored Cross-Site Scripting attacks 

2021-10-18 3.5  CVE-2021-24672  

pdf_viewer_block_

for_gutenberg_pro

ject -- 

The Gutenberg PDF Viewer Block WordPress plugin before 1.0.1 does not sanitise 

and escape its block, which could allow users with a role as low as Contributor to 

perform Cross-Site Scripting attacks. 

2021-10-18 3.5  CVE-2021-24760  
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pdf_viewer_block_

for_gutenberg 

perceptionsystem -

- job_board_vanila 

The Job Board Vanila WordPress plugin is vulnerable to Stored Cross-Site Scripting 

due to insufficient input validation and sanitization via the psjb_exp_in and the 

psjb_curr_in parameters found in the ~/job-settings.php file which allowed 

attackers with administrative user access to inject arbitrary web scripts, in versions 

up to and including 1.0. This affects multi-site installations where unfiltered_html is 

disabled for administrators, and sites where unfiltered_html is disabled. 

2021-10-15 2.1  

CVE-2021-39334 

 

  

planso -- 

planso_forms 

The PlanSo Forms WordPress plugin through 2.6.3 does not escape the title of its 

Form before outputting it in attributes, allowing high privilege users such as admin 

to set XSS payload in it, even when the unfiltered_html is disallowed, leading to an 

Authenticated Stored Cross-Site Scripting issue. 

2021-10-18 3.5  CVE-2021-24516  

secondlinethemes 

-- 

podcast_subscribe

_buttons 

The Podcast Subscribe Buttons WordPress plugin before 1.4.2 allows users with 

any role capable of editing or adding posts to perform stored XSS. 
2021-10-18 3.5  CVE-2021-24743  

snipeitapp -- snipe-

it 

snipe-it is vulnerable to Improper Neutralization of Input During Web Page 

Generation ('Cross-site Scripting') 
2021-10-19 3.5  

CVE-2021-3879 

  

sociable_project -- 

sociable 

The Sociable WordPress plugin through 4.3.4.1 does not sanitise or escape some of 

its settings before outputting them in the admins dashboard, allowing high 

privilege users to perform Cross-Site Scripting attacks against other users even 

when the unfiltered_html capability is disallowed 

2021-10-18 3.5  CVE-2021-24612  

tammersoft -- 

shared_files 

The Easy Download Manager and File Sharing Plugin with frontend file upload â€“ a 

better Media Library â€” Shared Files WordPress plugin before 1.6.57 does not 

sanitise and escape some of its settings before outputting them in attributes, 

which could lead to Stored Cross-Site Scripting issues. 

2021-10-18 3.5  CVE-2021-24736  

themeum -- 

tutor_lms 

The Tutor LMS WordPress plugin before 1.9.9 does not escape some of its settings 

before outputting them in attributes, which could allow high privilege users to 

perform Cross-Site Scripting attacks even when the unfiltered_html capability is 

disallowed. 

2021-10-18 3.5  CVE-2021-24740  

thimpress -- 

learnpress 

The LearnPress WordPress plugin before 4.1.3.1 does not properly sanitize or 

escape various inputs within course settings, which could allow high privilege users 

to perform Cross-Site Scripting attacks when the unfiltred_html capability is 

disallowed 

2021-10-18 2.1  CVE-2021-24702  

timetracker_projec

t -- timetracker 

anuko/timetracker is an, open source time tracking system. In affected versions 

Time Tracker uses browser_today hidden control on a few pages to collect the 

today's date from user browsers. Because of not checking this parameter for sanity 

in versions prior to 1.19.30.5601, it was possible to craft an html form with 

malicious JavaScript, use social engineering to convince logged on users to execute 

a POST from such form, and have the attacker-supplied JavaScript to be executed 

in user's browser. This has been patched in version 1.19.30.5600. Upgrade is 

recommended. If it is not practical, introduce ttValidDbDateFormatDate function 

as in the latest version and add a call to it within the access checks block. 

2021-10-18 3.5  CVE-2021-41156  

tipsandtricks-hq -- 

compact_wp_audi

o_player 

The Compact WP Audio Player WordPress plugin before 1.9.7 does not escape 

some of its shortcodes attributes, which could allow users with a role as low as 

Contributor to perform Stored Cross-Site Scripting attacks. 

2021-10-18 3.5  CVE-2021-24734  

ultimatemember -- 

jobboardwp 

The JobBoardWP WordPress plugin is vulnerable to Stored Cross-Site Scripting due 

to insufficient input validation and sanitization via several parameters found in the 

~/includes/admin/class-metabox.php file which allowed attackers with 

administrative user access to inject arbitrary web scripts, in versions up to and 

2021-10-19 3.5  

CVE-2021-39329 
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including 1.0.7. This affects multi-site installations where unfiltered_html is 

disabled for administrators, and sites where unfiltered_html is disabled. 

wp-jobmanager -- 

job_manager 

The Job Manager WordPress plugin is vulnerable to Stored Cross-Site Scripting due 

to insufficient input validation and sanitization via several parameters found in the 

~/admin-jobs.php file which allowed attackers with administrative user access to 

inject arbitrary web scripts, in versions up to and including 0.7.25. This affects 

multi-site installations where unfiltered_html is disabled for administrators, and 

sites where unfiltered_html is disabled. 

2021-10-15 2.1  

CVE-2021-39336 

 

  

wpgenious -- 

wpgenius_job_listi

ng 

The WpGenius Job Listing WordPress plugin is vulnerable to Stored Cross-Site 

Scripting due to insufficient input validation and sanitization via several parameters 

found in the ~/src/admin/class/class-wpgenious-job-listing-options.php file which 

allowed attackers with administrative user access to inject arbitrary web scripts, in 

versions up to and including 1.0.2. This affects multi-site installations where 

unfiltered_html is disabled for administrators, and sites where unfiltered_html is 

disabled. 

2021-10-15 2.1  

CVE-2021-39335 

 

  

xinheinformation -

- 

xinhe_teaching_pl

atform_system 

The “List_Add” function of message board of ShinHer StudyOnline System does not 

filter special characters in the title parameter. After logging in with user’s privilege, 

remote attackers can inject JavaScript and execute stored XSS attacks. 

2021-10-15 3.5  CVE-2021-42329  

awplife -- 

weather_effect 

The Weather Effect WordPress plugin before 1.3.6 does not properly validate and 

escape some of its settings (like *_size_leaf, *_flakes_leaf, *_speed) which could 

lead to Stored Cross-Site Scripting issues 

2021-10-11 3.5  CVE-2021-24709  

ayecode -- 

geodirectory 

The GeoDirectory Business Directory WordPress plugin before 2.1.1.3 was 

vulnerable to Authenticated Stored Cross-Site Scripting (XSS). 
2021-10-11 3.5  

CVE-2021-24720 

 

  

duplicatepro -- 

duplicate_page 

The Duplicate Page WordPress plugin through 4.4.2 does not sanitise or escape the 

Duplicate Post Suffix settings before outputting it, which could allow high privilege 

users to perform Stored Cross-Site Scripting attacks even when the unfiltered_html 

capability is disallowed. 

2021-10-11 3.5  CVE-2021-24681  

dwbooster -- 

appointment_hour

_booking 

The Appointment Hour Booking WordPress plugin before 1.3.17 does not properly 

sanitize values used when creating new calendars. 
2021-10-11 3.5  CVE-2021-24712  

expresstech -- 

quiz_and_survey_

master 

The Quiz And Survey Master WordPress plugin before 7.3.2 does not escape the 

Quiz Url Slug setting before outputting it in some pages, which could allow high 

privilege users to perform Cross-Site Scripting attacks even when the 

unfiltered_html capability is disallowed 

2021-10-11 3.5  CVE-2021-24691  

gvectors -- 

wpdiscuz 

The Comments â€“ wpDiscuz WordPress plugin through 7.3.0 does not properly 

sanitise or escape the Follow and Unfollow messages before outputting them in 

the page, which could allow high privilege users to perform Stored Cross-Site 

Scripting attacks even when the unfiltered_html capability is disallowed. 

2021-10-11 3.5  CVE-2021-24737  

ibm -- 

app_connect_ente

rprise_certified_co

ntainer 

IBM App Connect Enterprise Certified Container 1.0, 1.1, 1.2, 1.3, 1.4 and 1.5 could 

disclose sensitive information to a local user when it is configured to use an IBM 

Cloud API key to connect to cloud-based connectors. IBM X-Force ID: 207630. 

2021-10-08 1.9  

CVE-2021-29906 

 

XF 

kibokolabs -- 

chained_quiz 

The Chained Quiz WordPress plugin before 1.2.7.2 does not properly sanitize or 

escape inputs in the plugin's settings. 
2021-10-11 3.5  CVE-2021-24690  

sophos -- 

hitmanpro 

A local attacker could read or write arbitrary files with administrator privileges in 

HitmanPro before version Build 318. 
2021-10-08 3.6  CVE-2021-25271  

webtareas_project 

-- webtareas 
webTareas version 2.4 and earlier allows an authenticated user to store arbitrary 

web script or HTML by creating or editing a client name in the clients section, due 
2021-10-08 3.5  CVE-2021-41917  
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to incorrect sanitization of user-supplied data and achieve a Stored Cross-Site 

Scripting attack against the platform users and administrators. The affected 

endpoint is /clients/editclient.php, on the HTTP POST cn parameter. 

webtareas_project 

-- webtareas 

webTareas version 2.4 and earlier allows an authenticated user to inject arbitrary 

web script or HTML due to incorrect sanitization of user-supplied data and achieve 

a Reflected Cross-Site Scripting attack against the platform users and 

administrators. The issue affects every endpoint on the application because it is 

related on how each URL is echoed back on every response page. 

2021-10-08 3.5  CVE-2021-41918  

wp_html_author_

bio_project -- 

wp_html_author_

bio 

The WP HTML Author Bio WordPress plugin through 1.2.0 does not sanitise the 

HTML allowed in the Bio of users, allowing them to use malicious JavaScript code, 

which will be executed when anyone visit a post in the frontend made by such 

user. As a result, user with a role as low as author could perform Cross-Site 

Scripting attacks against users, which could potentially lead to privilege escalation 

when an admin view the related post/s. 

2021-10-11 3.5  CVE-2021-24545  

wpbrigade -- 

simple_social_butt

ons 

The Simple Social Media Share Buttons WordPress plugin before 3.2.4 does not 

escape the Share Title settings before outputting it in the frontend pages or posts 

(depending on the settings used), allowing high privilege users to perform Cross-

Site Scripting attacks even when the unfiltered_html capability is disallowed. 

2021-10-11 3.5  CVE-2021-24656  

wpdevart -- 

coming_soon_and

_maintenance_mo

de 

The Coming soon and Maintenance mode WordPress plugin before 3.5.3 does not 

properly sanitize inputs submitted by authenticated users when setting adding or 

modifying coming soon or maintenance mode pages, leading to stored XSS. 

2021-10-11 3.5  CVE-2021-24577  

calibre-

web_project -- 

calibre-web 

In “Calibre-web” application, v0.6.0 to v0.6.12, are vulnerable to Stored XSS in 

“Metadata”. An attacker that has access to edit the metadata information, can 

inject JavaScript payload in the description field. When a victim tries to open the 

file, XSS will be triggered. 

2021-10-04 3.5  

CVE-2021-25964 

  

canonical -- apport 

Function check_attachment_for_errors() in file data/general-hooks/ubuntu.py 

could be tricked into exposing private data via a constructed crash file. This issue 

affects: apport 2.14.1 versions prior to 2.14.1-0ubuntu3.29+esm8; 2.20.1 versions 

prior to 2.20.1-0ubuntu2.30+esm2; 2.20.9 versions prior to 2.20.9-0ubuntu7.26; 

2.20.11 versions prior to 2.20.11-0ubuntu27.20; 2.20.11 versions prior to 2.20.11-

0ubuntu65.3; 

2021-10-01 2.1  

CVE-2021-3709 

 

 

  

cminds -- 

enhanced-

tooltipglossary 

The CM Tooltip Glossary WordPress plugin before 3.9.21 does not escape some 

glossary_tooltip shortcode attributes, which could allow users a role as low as 

Contributor to perform Stored Cross-Site Scripting attacks 

2021-10-04 3.5  CVE-2021-24678  

dwbooster -- 

appointment_hour

_booking 

The Appointment Hour Booking WordPress plugin before 1.3.16 does not escape 

some of the Calendar Form settings, allowing high privilege users to perform 

Stored Cross-Site Scripting attacks even when the unfiltered_html capability is 

disallowed. 

2021-10-04 3.5  CVE-2021-24673  

esri -- 

portal_for_arcgis 

Stored cross-site scripting (XSS) issue in Esri Portal for ArcGIS may allow a remote 

unauthenticated attacker to pass and store malicious strings in the home 

application. 

2021-10-01 3.5  CVE-2021-29110  

gitlab -- gitlab 

A stored Cross-Site Scripting vulnerability in the GitLab Flavored Markdown in 

GitLab CE/EE version 8.4 and above allowed an attacker to execute arbitrary 

JavaScript code on the victim's behalf. 

2021-10-05 3.5  

CVE-2021-39887 

 

  

gitlab -- gitlab 

In all versions of GitLab CE/EE since version 7.7, the application may let a malicious 

user create an OAuth client application with arbitrary scope names which may 

allow the malicious user to trick unsuspecting users to authorize the malicious 

client application using the spoofed scope name and description. 

2021-10-05 3.5  

CVE-2021-39881 
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gitlab -- gitlab 

A stored Cross-Site Scripting vulnerability in the Jira integration in GitLab version 

13.7 and above allows an attacker to execute arbitrary JavaScript code on the 

victim's behalf via malicious Jira API responses 

2021-10-05 3.5  

CVE-2021-22261 

 

  

google -- android 

In ellipsize of Layout.java, there is a possible ANR due to improper input validation. 

This could lead to local denial of service with no additional execution privileges 

needed. User interaction is needed for exploitation.Product: AndroidVersions: 

Android-9 Android-10 Android-11 Android-8.1Android ID: A-188913943 

2021-10-06 1.9  CVE-2021-0687  

google -- android 

In sendAccessibilityEvent of NotificationManagerService.java, there is a possible 

disclosure of notification data due to a missing permission check. This could lead to 

local information disclosure with User execution privileges needed. User 

interaction is not needed for exploitation.Product: AndroidVersions: Android-11 

Android-8.1 Android-9 Android-10Android ID: A-159624555 

2021-10-06 2.1  CVE-2021-0682  

google -- android 

In conditionallyRemoveIdentifiers of SubscriptionController.java, there is a possible 

way to retrieve a trackable identifier due to a missing permission check. This could 

lead to local information disclosure with User execution privileges needed. User 

interaction is not needed for exploitation.Product: AndroidVersions: Android-11 

Android-10Android ID: A-181053462 

2021-10-06 2.1  CVE-2021-0644  

google -- android 

In openFile of HeapDumpProvider.java, there is a possible way to retrieve 

generated heap dumps from debuggable apps due to an unprotected provider. 

This could lead to local information disclosure with no additional execution 

privileges needed. User interaction is not needed for exploitation.Product: 

AndroidVersions: Android-11Android ID: A-184046948 

2021-10-06 2.1  CVE-2021-0693  

google -- android 

In getDefaultSmsPackage of RoleManagerService.java, there is a possible way to 

get information about the default sms app of a different device user due to a 

missing permission check. This could lead to local information disclosure with no 

additional execution privileges needed. User interaction is not needed for 

exploitation.Product: AndroidVersions: Android-11 Android-10Android ID: A-

177927831 

2021-10-06 2.1  CVE-2021-0686  

google -- android 

In RGB_to_BGR1_portable of SkSwizzler_opts.h, there is a possible out of bounds 

read due to a missing bounds check. This could lead to local information disclosure 

with no additional execution privileges needed. User interaction is not needed for 

exploitation.Product: AndroidVersions: Android-10 Android-11 Android-8.1 

Android-9Android ID: A-190188264 

2021-10-06 2.1  CVE-2021-0689  

google -- android 

In system properties, there is a possible information disclosure due to a missing 

permission check. This could lead to local information disclosure with no additional 

execution privileges needed. User interaction is not needed for 

exploitation.Product: AndroidVersions: Android SoCAndroid ID: A-192535337 

2021-10-06 2.1  CVE-2021-0681  

google -- android 

In get_sock_stat of xt_qtaguid.c, there is a possible out of bounds read due to a 

use after free. This could lead to local information disclosure with User execution 

privileges needed. User interaction is not needed for exploitation.Product: 

AndroidVersions: Android kernelAndroid ID: A-184018316References: Upstream 

kernel 

2021-10-06 2.1  CVE-2021-0695  

google -- android 

In system properties, there is a possible information disclosure due to a missing 

permission check. This could lead to local information disclosure with no additional 

execution privileges needed. User interaction is not needed for 

exploitation.Product: AndroidVersions: Android SoCAndroid ID: A-192535676 

2021-10-06 2.1  CVE-2021-0680  

ibm -- 

sterling_b2b_integ

rator 

IBM Sterling B2B Integrator Standard Edition 5.2.0.0 through 6.1.1.0 is vulnerable 

to stored cross-site scripting. This vulnerability allows users to embed arbitrary 

JavaScript code in the Web UI thus altering the intended functionality potentially 

leading to credentials disclosure within a trusted session. IBM X-Force ID: 202268. 

2021-10-06 3.5  

CVE-2021-29764 
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icehrm -- icehrm 

A Stored Cross Site Scripting vulnerability via Malicious File Upload exists in 

multiple pages of IceHrm 30.0.0.OS that allows for arbitrary execution of JavaScript 

commands. 

2021-10-04 3.5  CVE-2021-38822  

maccms -- maccms 

Maccms 10 contains a cross-site scripting (XSS) vulnerability in the Editing function 

under the Member module. This vulnerability is exploited via a crafted payload in 

the nickname text field. 

2021-10-04 3.5  CVE-2020-21434  

qnap -- image2pdf 

A cross-site scripting (XSS) vulnerability has been reported to affect QNAP device 

running Image2PDF. If exploited, this vulnerability allows remote attackers to inject 

malicious code. We have already fixed this vulnerability in the following versions of 

Image2PDF: Image2PDF 2.1.5 ( 2021/08/17 ) and later 

2021-10-01 3.5  CVE-2021-38675  

qnap -- 

photo_station 

A cross-site scripting (XSS) vulnerability has been reported to affect QNAP device 

running Photo Station. If exploited, this vulnerability allows remote attackers to 

inject malicious code. We have already fixed this vulnerability in the following 

versions of Photo Station: Photo Station 6.0.18 ( 2021/09/01 ) and later 

2021-10-01 3.5  CVE-2021-34356  

qnap -- 

photo_station 

A cross-site scripting (XSS) vulnerability has been reported to affect QNAP NAS 

running Photo Station. If exploited, this vulnerability allows remote attackers to 

inject malicious code. We have already fixed this vulnerability in the following 

versions of Photo Station: Photo Station 5.4.10 ( 2021/08/19 ) and later Photo 

Station 5.7.13 ( 2021/08/19 ) and later Photo Station 6.0.18 ( 2021/09/01 ) and 

later 

2021-10-01 3.5  CVE-2021-34355  

qnap -- 

photo_station 

A cross-site scripting (XSS) vulnerability has been reported to affect QNAP device 

running Photo Station. If exploited, this vulnerability allows remote attackers to 

inject malicious code. We have already fixed this vulnerability in the following 

versions of Photo Station: Photo Station 6.0.18 ( 2021/09/01 ) and later 

2021-10-01 3.5  CVE-2021-34354  

telegram -- 

telegram 

The Telegram application 7.5.0 through 7.8.0 for Android does not properly 

implement image self-destruction, a different vulnerability than CVE-2019-16248. 

After approximately two to four uses of the self-destruct feature, there is a 

misleading UI indication that an image was deleted (on both the sender and 

recipient sides). The images are still present in the 

/Storage/Emulated/0/Telegram/Telegram Image/ directory. 

2021-10-04 2.1  

CVE-2021-41861 

 

 

  

webnus -- 

modern_events_ca

lendar_lite 

The Modern Events Calendar Lite WordPress plugin before 5.22.2 does not escape 

some of its settings before outputting them in attributes, allowing high privilege 

users to perform Cross-Site Scripting attacks even when the unfiltered_html 

capability is disallowed. 

2021-10-04 3.5  CVE-2021-24687  

wpeverest -- 

user_registration 

The User Registration WordPress plugin before 2.0.2 does not properly sanitise the 

user_registration_profile_pic_url value when submitted directly via the 

user_registration_update_profile_details AJAX action. This could allow any 

authenticated user, such as subscriber, to perform Stored Cross-Site attacks when 

their profile is viewed 

2021-10-04 3.5  CVE-2021-24654  
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