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Cybernetic GI Security Bulletin provides a summary of new vulnerabilities that have been recorded by 

the National Institute of Standards and Technology (NIST) National Vulnerability Database (NVD) in the 

past week. The Department of Homeland Security (DHS) National Cybersecurity and Communications 

Integration Center (NCCIC) / United States Computer Emergency Readiness Team, is sponsored by 

The NVD. For modified or updated entries, please visit the NVD, which contains historical vulnerability 

information . 

The vulnerabilities are based on the CVE vulnerability naming standard and determined by the Common 

Vulnerability Scoring System (CVSS) standard. They are organized according to severity, by the division 

of high, medium and low severities correspond to the following scores: 

 

High  - Vulnerabilities will be labeled High severity if they have a CVSS base score of 7.0 - 10.0 . 

Medium  - Vulnerabilities will be labeled Medium severity if they have a CVSS base score of 4.0  - 6.9 .  

Low  - Vulnerabilities will be labeled Low severity if they have a CVSS base score of 0.0 - 3.9 . 

 

Entries may include additional information provided by organizations and efforts sponsored by 

Cybernetic GI. This data may include identifying information, values, definitions, and related links. The 

patch information is provided to users when available. Please note that some of the information in the 

bulletin is compiled from external, open source reports and is not a direct result of Cybernetic GI analysis  . 

The NCCIC Weekly Vulnerability Summary Bulletin is created using information from the National 

Institute of Standards and Technology (NIST) National Vulnerability Database (NVD). In some cases, 

the vulnerabilities in the bulletin may not yet have assigned CVSS scores. Please visit NVD for updated 

vulnerability entries, which include CVSS scores once they are available . 

 



 
 

High Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & 

Patch Info 

apple -- 

airport_base_statio

n_firmware 

An out-of-bounds read was addressed with improved input validation. This issue is 

fixed in AirPort Base Station Firmware Update 7.8.1, AirPort Base Station Firmware 

Update 7.9.1. A remote attacker may be able to leak memory. 

2020-10-27 7.5 CVE-2019-

8581 

MISC 

MISC 

apple -- 

airport_base_statio

n_firmware 

A use after free issue was addressed with improved memory management. This 

issue is fixed in AirPort Base Station Firmware Update 7.8.1, AirPort Base Station 

Firmware Update 7.9.1. A remote attacker may be able to cause arbitrary code 

execution. 

2020-10-27 7.5 CVE-2019-

8578 

MISC 

MISC 

apple -- 

airport_base_statio

n_firmware 

A null pointer dereference was addressed with improved input validation. This 

issue is fixed in AirPort Base Station Firmware Update 7.8.1, AirPort Base Station 

Firmware Update 7.9.1. A remote attacker may be able to cause arbitrary code 

execution. 

2020-10-27 7.5 CVE-2019-

8572 

MISC 

MISC 

apple -- 

airport_base_statio

n_firmware 

A null pointer dereference was addressed with improved input validation. This 

issue is fixed in AirPort Base Station Firmware Update 7.8.1, AirPort Base Station 

Firmware Update 7.9.1. A remote attacker may be able to cause a system denial of 

service. 

2020-10-27 7.8 CVE-2019-

8588 

MISC 

MISC 

apple -- icloud An out-of-bounds read was addressed with improved input validation. This issue is 

fixed in macOS Catalina 10.15, iOS 13, iCloud for Windows 7.14, iCloud for 

Windows 10.7, tvOS 13, macOS Catalina 10.15.1, Security Update 2019-001, and 

Security Update 2019-006, watchOS 6, iTunes 12.10.1 for Windows. A remote 

attacker may be able to cause unexpected application termination or arbitrary 

code execution. 

2020-10-27 7.5 CVE-2019-

8746 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud Multiple memory corruption issues were addressed with improved memory 

handling. This issue is fixed in tvOS 13.3, iCloud for Windows 10.9, iOS 13.3 and 

iPadOS 13.3, Safari 13.0.4, iTunes 12.10.3 for Windows, iCloud for Windows 7.16. 

Processing maliciously crafted web content may lead to arbitrary code execution. 

2020-10-27 9.3 CVE-2019-

8835 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud Multiple memory corruption issues were addressed with improved input validation. 

This issue is fixed in macOS Catalina 10.15, iOS 13, iCloud for Windows 7.14, iCloud 

for Windows 10.7, tvOS 13, macOS Catalina 10.15.1, Security Update 2019-001, and 

Security Update 2019-006, watchOS 6, iTunes 12.10.1 for Windows. Multiple issues 

in libxml2. 

2020-10-27 7.5 CVE-2019-

8749 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8581&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8581
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8581
https://support.apple.com/en-us/HT210090
https://support.apple.com/en-us/HT210091
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8578&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8578
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8578
https://support.apple.com/en-us/HT210090
https://support.apple.com/en-us/HT210091
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8572&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8572
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8572
https://support.apple.com/en-us/HT210090
https://support.apple.com/en-us/HT210091
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8588&vector=AV:N/AC:L/Au:N/C:N/I:N/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8588
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8588
https://support.apple.com/en-us/HT210090
https://support.apple.com/en-us/HT210091
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8746&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8746
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8746
https://support.apple.com/en-us/HT210604
https://support.apple.com/en-us/HT210606
https://support.apple.com/en-us/HT210607
https://support.apple.com/en-us/HT210634
https://support.apple.com/en-us/HT210635
https://support.apple.com/en-us/HT210636
https://support.apple.com/en-us/HT210637
https://support.apple.com/en-us/HT210722
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8835&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8835
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8835
https://support.apple.com/en-us/HT210785
https://support.apple.com/en-us/HT210790
https://support.apple.com/en-us/HT210792
https://support.apple.com/en-us/HT210793
https://support.apple.com/en-us/HT210794
https://support.apple.com/en-us/HT210795
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8749&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8749
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8749
https://support.apple.com/en-us/HT210604
https://support.apple.com/en-us/HT210606
https://support.apple.com/en-us/HT210607
https://support.apple.com/en-us/HT210634
https://support.apple.com/en-us/HT210635
https://support.apple.com/en-us/HT210636
https://support.apple.com/en-us/HT210637
https://support.apple.com/en-us/HT210722


 
 

apple -- icloud Multiple memory corruption issues were addressed with improved input validation. 

This issue is fixed in macOS Catalina 10.15, iOS 13, iCloud for Windows 7.14, iCloud 

for Windows 10.7, tvOS 13, macOS Catalina 10.15.1, Security Update 2019-001, and 

Security Update 2019-006, watchOS 6, iTunes 12.10.1 for Windows. Multiple issues 

in libxml2. 

2020-10-27 7.5 CVE-2019-

8756 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud Multiple memory corruption issues were addressed with improved memory 

handling. This issue is fixed in tvOS 13.3, watchOS 6.1.1, iCloud for Windows 10.9, 

iOS 13.3 and iPadOS 13.3, Safari 13.0.4, iTunes 12.10.3 for Windows, iCloud for 

Windows 7.16. Processing maliciously crafted web content may lead to arbitrary 

code execution. 

2020-10-27 9.3 CVE-2019-

8844 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud A logic issue was addressed with improved validation. This issue is fixed in iCloud 

for Windows 7.17, iTunes 12.10.4 for Windows, iCloud for Windows 10.9.2, tvOS 

13.3.1, Safari 13.0.5, iOS 13.3.1 and iPadOS 13.3.1. A DOM object context may not 

have had a unique security origin. 

2020-10-27 7.2 CVE-2020-

3864 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud A use after free issue was addressed with improved memory management. This 

issue is fixed in tvOS 13.3, iCloud for Windows 10.9, iOS 13.3 and iPadOS 13.3, 

Safari 13.0.4, iTunes 12.10.3 for Windows, iCloud for Windows 7.16. Processing 

maliciously crafted web content may lead to arbitrary code execution. 

2020-10-27 9.3 CVE-2019-

8846 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- ipad_os A memory corruption vulnerability was addressed with improved locking. This issue 

is fixed in iOS 13.1 and iPadOS 13.1, watchOS 6, tvOS 13. An application may be 

able to execute arbitrary code with kernel privileges. 

2020-10-27 9.3 CVE-2019-

8740 

MISC 

MISC 

MISC 

apple -- ipados An out-of-bounds read was addressed with improved input validation. This issue is 

fixed in tvOS 13.3, watchOS 6.1.1, macOS Catalina 10.15.2, Security Update 2019-

002 Mojave, and Security Update 2019-007 High Sierra, iOS 13.3 and iPadOS 13.3, 

iOS 12.4.4, watchOS 5.3.4. Processing malicious video via FaceTime may lead to 

arbitrary code execution. 

2020-10-27 9.3 CVE-2019-

8830 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- ipados A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in iOS 13.3 and iPadOS 13.3, watchOS 6.1.1, macOS Catalina 10.15.2, 

Security Update 2019-002 Mojave, and Security Update 2019-007 High Sierra, tvOS 

13.3. An application may be able to execute arbitrary code with kernel privileges. 

2020-10-27 9.3 CVE-2019-

8828 

MISC 

MISC 

MISC 

MISC 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8756&vector=AV:N/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8756
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8756
https://support.apple.com/en-us/HT210604
https://support.apple.com/en-us/HT210606
https://support.apple.com/en-us/HT210607
https://support.apple.com/en-us/HT210634
https://support.apple.com/en-us/HT210635
https://support.apple.com/en-us/HT210636
https://support.apple.com/en-us/HT210637
https://support.apple.com/en-us/HT210722
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8844&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8844
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8844
https://support.apple.com/en-us/HT210785
https://support.apple.com/en-us/HT210789
https://support.apple.com/en-us/HT210790
https://support.apple.com/en-us/HT210792
https://support.apple.com/en-us/HT210793
https://support.apple.com/en-us/HT210794
https://support.apple.com/en-us/HT210795
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-3864&vector=AV:L/AC:L/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-3864
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-3864
https://support.apple.com/en-us/HT210918
https://support.apple.com/en-us/HT210920
https://support.apple.com/en-us/HT210922
https://support.apple.com/en-us/HT210923
https://support.apple.com/en-us/HT210947
https://support.apple.com/en-us/HT210948
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8846&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8846
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8846
https://support.apple.com/en-us/HT210785
https://support.apple.com/en-us/HT210790
https://support.apple.com/en-us/HT210792
https://support.apple.com/en-us/HT210793
https://support.apple.com/en-us/HT210794
https://support.apple.com/en-us/HT210795
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8740&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8740
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8740
https://support.apple.com/en-us/HT210603
https://support.apple.com/en-us/HT210604
https://support.apple.com/en-us/HT210607
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8830&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8830
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8830
https://support.apple.com/en-us/HT210785
https://support.apple.com/en-us/HT210787
https://support.apple.com/en-us/HT210788
https://support.apple.com/en-us/HT210789
https://support.apple.com/en-us/HT210790
https://support.apple.com/en-us/HT210791
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8828&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8828
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8828
https://support.apple.com/en-us/HT210785
https://support.apple.com/en-us/HT210788
https://support.apple.com/en-us/HT210789
https://support.apple.com/en-us/HT210790


 
 

apple -- ipados An information disclosure issue was addressed by removing the vulnerable code. 

This issue is fixed in iOS 13.3 and iPadOS 13.3. An application may be able to 

execute arbitrary code with kernel privileges. 

2020-10-27 7.2 CVE-2019-

8841 

MISC 

apple -- ipados An out-of-bounds read was addressed with improved input validation. This issue is 

fixed in watchOS 6.1.2, iOS 13.3.1 and iPadOS 13.3.1, tvOS 13.3.1, macOS Catalina 

10.15.3, Security Update 2020-001 Mojave, Security Update 2020-001 High Sierra. 

Processing a maliciously crafted image may lead to arbitrary code execution. 

2020-10-27 9.3 CVE-2020-

3880 

MISC 

MISC 

MISC 

MISC 

apple -- ipados A memory corruption vulnerability was addressed with improved locking. This issue 

is fixed in macOS Catalina 10.15.1, Security Update 2019-001, and Security Update 

2019-006, watchOS 6.1, tvOS 13.2, iOS 13.2 and iPadOS 13.2. An application may be 

able to execute arbitrary code with kernel privileges. 

2020-10-27 9.3 CVE-2019-

8829 

MISC 

MISC 

MISC 

MISC 

apple -- ipados A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in iOS 13.3 and iPadOS 13.3, watchOS 6.1.1, macOS Catalina 10.15.2, 

Security Update 2019-002 Mojave, and Security Update 2019-007 High Sierra, tvOS 

13.3. An application may be able to execute arbitrary code with kernel privileges. 

2020-10-27 9.3 CVE-2019-

8838 

MISC 

MISC 

MISC 

MISC 

apple -- ipados An out-of-bounds read was addressed with improved bounds checking. This issue is 

fixed in macOS Catalina 10.15.7, Security Update 2020-005 High Sierra, Security 

Update 2020-005 Mojave, iOS 14.0 and iPadOS 14.0. Processing a maliciously 

crafted USD file may lead to unexpected application termination or arbitrary code 

execution. 

2020-10-27 9.3 CVE-2020-

9973 

MISC 

MISC 

apple -- ipados A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in iOS 13.3 and iPadOS 13.3, watchOS 6.1.1, macOS Catalina 10.15.2, 

Security Update 2019-002 Mojave, and Security Update 2019-007 High Sierra, tvOS 

13.3. An application may be able to execute arbitrary code with system privileges. 

2020-10-27 9.3 CVE-2019-

8832 

MISC 

MISC 

MISC 

MISC 

apple -- ipados A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in macOS Catalina 10.15, iOS 13.1 and iPadOS 13.1, tvOS 13, macOS 

Catalina 10.15.1, Security Update 2019-001, and Security Update 2019-006, 

watchOS 6. An application may be able to execute arbitrary code with system 

privileges. 

2020-10-27 9.3 CVE-2019-

8831 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- ipados A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in watchOS 6.1.2, iOS 13.3.1 and iPadOS 13.3.1, tvOS 13.3.1. An 

application may be able to execute arbitrary code with kernel privileges. 

2020-10-27 9.3 CVE-2019-

8836 

MISC 

MISC 

MISC 

apple -- ipados A memory corruption issue was addressed by removing the vulnerable code. This 

issue is fixed in iOS 13.3 and iPadOS 13.3, watchOS 6.1.1, macOS Catalina 10.15.2, 

Security Update 2019-002 Mojave, and Security Update 2019-007 High Sierra, tvOS 

13.3. An application may be able to execute arbitrary code with kernel privileges. 

2020-10-27 9.3 CVE-2019-

8833 

MISC 

MISC 

MISC 

MISC 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8841&vector=AV:L/AC:L/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8841
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8841
https://support.apple.com/en-us/HT210785
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-3880&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-3880
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-3880
https://support.apple.com/en-us/HT210918
https://support.apple.com/en-us/HT210919
https://support.apple.com/en-us/HT210920
https://support.apple.com/en-us/HT210921
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8829&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8829
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8829
https://support.apple.com/en-us/HT210721
https://support.apple.com/en-us/HT210722
https://support.apple.com/en-us/HT210723
https://support.apple.com/en-us/HT210724
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8838&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8838
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8838
https://support.apple.com/en-us/HT210785
https://support.apple.com/en-us/HT210788
https://support.apple.com/en-us/HT210789
https://support.apple.com/en-us/HT210790
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-9973&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-9973
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-9973
https://support.apple.com/en-us/HT211849
https://support.apple.com/en-us/HT211850
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8832&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8832
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8832
https://support.apple.com/en-us/HT210785
https://support.apple.com/en-us/HT210788
https://support.apple.com/en-us/HT210789
https://support.apple.com/en-us/HT210790
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8831&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8831
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8831
https://support.apple.com/en-us/HT210603
https://support.apple.com/en-us/HT210604
https://support.apple.com/en-us/HT210607
https://support.apple.com/en-us/HT210634
https://support.apple.com/en-us/HT210722
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8836&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8836
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8836
https://support.apple.com/en-us/HT210918
https://support.apple.com/en-us/HT210920
https://support.apple.com/en-us/HT210921
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-8833&vector=AV:N/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8833
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8833
https://support.apple.com/en-us/HT210785
https://support.apple.com/en-us/HT210788
https://support.apple.com/en-us/HT210789
https://support.apple.com/en-us/HT210790


 
 

apple -- iphone_os An input validation issue was addressed with improved input validation. This issue 

is fixed in macOS Mojave 10.14.5, Security Update 2019-003 High Sierra, Security 

Update 2019-003 Sierra, iOS 12.3, watchOS 5.2.1. A remote attacker may be able to 

cause a system denial of service. 

2020-10-27 7.8 CVE-2019-

8573 

MISC 

MISC 

MISC 

apple -- iphone_os A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in watchOS 6, iOS 13, tvOS 13. An application may be able to execute 

arbitrary code with kernel privileges. 

2020-10-27 9.3 CVE-2019-

8718 

MISC 

MISC 

MISC 

apple -- iphone_os A memory corruption issue was addressed with improved state management. This 

issue is fixed in macOS Catalina 10.15, tvOS 13, macOS Catalina 10.15.1, Security 

Update 2019-001, and Security Update 2019-006, watchOS 6, iOS 13. An 

application may be able to execute arbitrary code with kernel privileges. 

2020-10-27 9.3 CVE-2019-

8709 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- iphone_os The issue was addressed with improved permissions logic. This issue is fixed in iOS 

13.1 and iPadOS 13.1, tvOS 13. A malicious application may be able to determine 

kernel memory layout. 

2020-10-27 7.1 CVE-2019-

8780 

MISC 

MISC 

apple -- iphone_os A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in macOS Catalina 10.15.1, Security Update 2019-001, and Security 

Update 2019-006, macOS Catalina 10.15, iOS 13. An application may be able to 

execute arbitrary code with system privileges. 

2020-10-27 9.3 CVE-2019-

8715 

MISC 

MISC 

MISC 

apple -- iphone_os A use after free issue was addressed with improved memory management. This 

issue is fixed in watchOS 5.2, macOS Mojave 10.14.4, Security Update 2019-002 

High Sierra, Security Update 2019-002 Sierra, iOS 12.2. An application may be able 

to execute arbitrary code with kernel privileges. 

2020-10-27 7.2 CVE-2019-

8528 

MISC 

MISC 

MISC 

apple -- iphone_os An out-of-bounds read issue existed that led to the disclosure of kernel memory. 

This was addressed with improved input validation. This issue is fixed in macOS 

Mojave 10.14.5, Security Update 2019-003 High Sierra, Security Update 2019-003 

Sierra, watchOS 5.2, macOS Mojave 10.14.4, Security Update 2019-002 High Sierra, 

Security Update 2019-002 Sierra, iOS 12.2. A remote attacker may be able to leak 

memory. 

2020-10-27 7.5 CVE-2019-

8547 

MISC 

MISC 

MISC 

MISC 

apple -- iphone_os A validation issue existed in Trust Anchor Management. This issue was addressed 

with improved validation. This issue is fixed in watchOS 5.2, macOS Mojave 10.14.4, 

Security Update 2019-002 High Sierra, Security Update 2019-002 Sierra, iOS 12.2. 

An untrusted radius server certificate may be trusted. 

2020-10-27 7.5 CVE-2019-

8531 

MISC 

MISC 

MISC 

apple -- iphone_os A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in watchOS 6, iOS 13, tvOS 13. An application may be able to execute 

arbitrary code with system privileges. 

2020-10-27 10 CVE-2019-

8712 

MISC 

MISC 

MISC 

apple -- iphone_os The issue was addressed with improved validation on the FaceTime server. This 

issue is fixed in macOS Mojave 10.14.3 Supplemental Update, iOS 12.1.4. A 

thorough security audit of the FaceTime service uncovered an issue with Live 

Photos . 

2020-10-27 7.5 CVE-2019-

7288 

MISC 

MISC 
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apple -- iphone_os A memory corruption issue was addressed with improved state management. This 

issue is fixed in macOS Mojave 10.14.5, Security Update 2019-003 High Sierra, 

Security Update 2019-003 Sierra, watchOS 5.2, macOS Mojave 10.14.4, Security 

Update 2019-002 High Sierra, Security Update 2019-002 Sierra, iOS 12.2. An 

application may be able to execute arbitrary code with kernel privileges. 

2020-10-27 7.2 CVE-2019-

8525 

MISC 

MISC 

MISC 

MISC 

apple -- mac_os_x A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in macOS Catalina 10.15.1, Security Update 2019-001, and Security 

Update 2019-006. An application may be able to execute arbitrary code with 

system privileges. 

2020-10-27 10 CVE-2019-

8716 

MISC 

apple -- mac_os_x A logic issue was addressed with improved restrictions. This issue is fixed in macOS 

Catalina 10.15.2, Security Update 2019-002 Mojave, and Security Update 2019-007 

High Sierra. A malicious application may be able to access restricted files. 

2020-10-27 9.3 CVE-2019-

8837 

MISC 

apple -- mac_os_x A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in macOS Catalina 10.15.2, Security Update 2019-002 Mojave, and 

Security Update 2019-007 High Sierra. An application may be able to execute 

arbitrary code with kernel privileges. 

2020-10-27 9.3 CVE-2019-

8852 

MISC 

apple -- mac_os_x A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in macOS Catalina 10.15.2, Security Update 2019-002 Mojave, and 

Security Update 2019-007 High Sierra. An application may be able to execute 

arbitrary code with kernel privileges. 

2020-10-27 9.3 CVE-2019-

8847 

MISC 

apple -- mac_os_x A memory corruption issue was addressed with improved state management. This 

issue is fixed in macOS Catalina 10.15.1, Security Update 2019-001, and Security 

Update 2019-006. An application may be able to execute arbitrary code with kernel 

privileges. 

2020-10-27 9.3 CVE-2019-

8824 

MISC 

apple -- mac_os_x A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in macOS Catalina 10.15.3, Security Update 2020-001 Mojave, Security 

Update 2020-001 High Sierra. An application may be able to execute arbitrary code 

with system privileges. 

2020-10-27 9.3 CVE-2020-

3863 

MISC 

apple -- mac_os_x A memory consumption issue was addressed with improved memory handling. This 

issue is fixed in macOS Catalina 10.15.1, Security Update 2019-001, and Security 

Update 2019-006, macOS Catalina 10.15. Processing a maliciously crafted string 

may lead to heap corruption. 

2020-10-27 7.5 CVE-2019-

8767 

MISC 

MISC 

apple -- mac_os_x A buffer overflow was addressed with improved bounds checking. This issue is fixed 

in macOS Catalina 10.15.6, Security Update 2020-004 Mojave, Security Update 

2020-004 High Sierra. A buffer overflow may result in arbitrary code execution. 

2020-10-27 7.5 CVE-2020-

9866 

MISC 

apple -- mac_os_x A memory initialization issue was addressed with improved memory handling. This 

issue is fixed in macOS Mojave 10.14.6, Security Update 2019-004 High Sierra, 

Security Update 2019-004 Sierra. A malicious application may be able to execute 

arbitrary code with system privileges. 

2020-10-27 9.3 CVE-2019-

8539 

MISC 

apple -- mac_os_x A memory consumption issue was addressed with improved memory handling. This 

issue is fixed in macOS Mojave 10.14.3, Security Update 2019-001 High Sierra, 

Security Update 2019-001 Sierra, macOS Mojave 10.14.2, Security Update 2018-

003 High Sierra, Security Update 2018-006 Sierra. A malicious application may be 

able to execute arbitrary code with system privileges. 

2020-10-27 9.3 CVE-2018-

4452 

MISC 

MISC 

apple -- mac_os_x A logic issue existed resulting in memory corruption. This was addressed with 

improved state management. This issue is fixed in macOS Mojave 10.14.4, Security 

Update 2019-002 High Sierra, Security Update 2019-002 Sierra. A malicious 

application may be able to execute arbitrary code with kernel privileges. 

2020-10-27 7.2 CVE-2019-

8534 

MISC 
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apple -- mac_os_x This issue is fixed in macOS Mojave 10.14. A memory corruption issue was 

addressed with improved input validation. 

2020-10-27 9.3 CVE-2018-

4451 

MISC 

apple -- mac_os_x A memory corruption issue was addressed with improved memory handling. This 

issue is fixed in macOS Catalina 10.15. An application may be able to execute 

arbitrary code with system privileges. 

2020-10-27 9.3 CVE-2019-

8776 

MISC 

arubanetworks -- 

airwave_glass 

A remote unauthorized access vulnerability was discovered in Aruba Airwave 

Software version(s): Prior to 1.3.2. 

2020-10-26 7.5 CVE-2020-

7124 

MISC 

arubanetworks -- 

airwave_glass 

A remote execution of arbitrary commands vulnerability was discovered in Aruba 

Airwave Software version(s): Prior to 1.3.2. 

2020-10-26 9 CVE-2020-

24631 

MISC 

arubanetworks -- 

airwave_glass 

A remote execution of arbitrary commandss vulnerability was discovered in Aruba 

Airwave Software version(s): Prior to 1.3.2. 

2020-10-26 9 CVE-2020-

24632 

MISC 

arubanetworks -- 

airwave_glass 

A remote unauthenticated arbitrary code execution vulnerability was discovered in 

Aruba Airwave Software version(s): Prior to 1.3.2. 

2020-10-26 7.5 CVE-2020-

7127 

MISC 

crmeb -- crmeb A SSRF vulnerability exists in the downloadimage interface of CRMEB 3.0, which can 

remotely download arbitrary files on the server and remotely execute arbitrary 

code. 

2020-10-23 7.5 CVE-2020-

25466 

MISC 

MISC 

MISC 

fruitywifi_project -- 

fruitywifi 

FruityWifi through 2.4 has an unsafe Sudo configuration [(ALL : ALL) NOPASSWD: 

ALL]. This allows an attacker to perform a system-level (root) local privilege 

escalation, allowing an attacker to gain complete persistent access to the local 

system. 

2020-10-23 7.2 CVE-2020-

24848 

MISC 

getgophish -- 

gophish 

Gophish before 0.11.0 allows the creation of CSV sheets that contain malicious 

content. 

2020-10-28 9.3 CVE-2020-

24707 

MISC 

MISC 

MISC 

ibm -- 

i2_analysts_notebo

ok 

IBM i2 Analyst Notebook 9.2.0 and 9.2.1 could allow a local attacker to execute 

arbitrary code on the system, caused by a memory corruption. By persuading a 

victim to open a specially-crafted file, an attacker could exploit this vulnerability to 

execute arbitrary code on the system. IBM X-Force ID: 187868. 

2020-10-29 9.3 CVE-2020-

4721 

XF 

CONFIRM 

ibm -- 

i2_analysts_notebo

ok 

IBM i2 Analyst Notebook 9.2.0 and 9.2.1 could allow a local attacker to execute 

arbitrary code on the system, caused by a memory corruption. By persuading a 

victim to open a specially-crafted file, an attacker could exploit this vulnerability to 

execute arbitrary code on the system. 

2020-10-29 9.3 CVE-2020-

4724 

XF 

CONFIRM 

ibm -- 

i2_analysts_notebo

ok 

IBM i2 Analyst Notebook 9.2.0 and 9.2.1 could allow a local attacker to execute 

arbitrary code on the system, caused by a memory corruption. By persuading a 

victim to open a specially-crafted file, an attacker could exploit this vulnerability to 

execute arbitrary code on the system. IBM X-Force ID: 187870. 

2020-10-29 9.3 CVE-2020-

4722 

XF 

CONFIRM 

ibm -- 

i2_analysts_notebo

ok 

IBM i2 Analyst Notebook 9.2.0 and 9.2.1 could allow a local attacker to execute 

arbitrary code on the system, caused by a memory corruption. By persuading a 

victim to open a specially-crafted file, an attacker could exploit this vulnerability to 

execute arbitrary code on the system. IBM X-Force ID: 187873. 

2020-10-29 9.3 CVE-2020-

4723 

XF 

CONFIRM 
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illumos -- illumos An issue was discovered in illumos before 2020-10-22, as used in OmniOS before 

r151030by, r151032ay, and r151034y and SmartOS before 20201022. There is a 

buffer overflow in parse_user_name in lib/libpam/pam_framework.c. 

2020-10-26 7.5 CVE-2020-

27678 

MISC 

kde -- 

partition_manager 

An issue was discovered in KDE Partition Manager 4.1.0 before 4.2.0. The 

kpmcore_externalcommand helper contains a logic flaw in which the service 

invoking D-Bus is not properly checked. An attacker on the local machine can 

replace /etc/fstab, and execute mount and other partitioning related commands, 

while KDE Partition Manager is running. the mount command can then be used to 

gain full root privileges. 

2020-10-26 7.2 CVE-2020-

27187 

MISC 

MISC 

CONFIRM 

konzept-ix -- 

publixone 

A RemoteFunctions endpoint with missing access control in konzept-ix publiXone 

before 2020.015 allows attackers to disclose sensitive user information, send 

arbitrary e-mails, escalate the privileges of arbitrary user accounts, and have 

unspecified other impact. 

2020-10-27 7.5 CVE-2020-

27183 

MISC 

MISC 

oscommerce -- 

oscommerce 

osCommerce Phoenix CE before 1.0.5.4 allows OS command injection remotely. 

Within admin/mail.php, a from POST parameter can be passed to the application. 

This affects the PHP mail function, and the sendmail -f option. 

2020-10-28 10 CVE-2020-

27976 

MISC 
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Medium Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & 

Patch Info 

1password -- 

command-line 

An issue was discovered in beta versions of the 1Password command-line tool prior 

to 0.5.5 and in beta versions of the 1Password SCIM bridge prior to 0.7.3. An insecure 

random number generator was used to generate various keys. An attacker with 

access to the user's encrypted data may be able to perform brute-force calculations 

of encryption keys and thus succeed at decryption. 

2020-10-27 5 

CVE-

2020-

10256 

MISC 

CONFIRM 

MISC 

antsword_project -

- antsword 

AntSword 2.1.8.1 contains a cross-site scripting (XSS) vulnerability in the View Site 

funtion. When viewing an added site, an XSS payload can be injected in cookies view 

which can lead to remote code execution. 

2020-10-26 4.3 

CVE-

2020-

25470 

MISC 

antsword_project -

- antsword 

A cross-site scripting (XSS) vulnerability AntSword v2.0.7 can remotely execute 

system commands. 
2020-10-26 6.8 

CVE-

2020-

18766 

MISC 

apple -- 

airport_base_statio

n_firmware 

A denial of service issue was addressed with improved memory handling. This issue is 

fixed in AirPort Base Station Firmware Update 7.8.1, AirPort Base Station Firmware 

Update 7.9.1. An attacker in a privileged position may be able to perform a denial of 

service attack. 

2020-10-27 4 

CVE-

2019-

7291 

MISC 

MISC 

apple -- 

airport_base_statio

n_firmware 

The issue was addressed with improved data deletion. This issue is fixed in AirPort 

Base Station Firmware Update 7.8.1, AirPort Base Station Firmware Update 7.9.1. A 

base station factory reset may not delete all user information. 

2020-10-27 5 

CVE-

2019-

8575 

MISC 

MISC 

apple -- 

airport_base_statio

n_firmware 

Source-routed IPv4 packets were disabled by default. This issue is fixed in AirPort 

Base Station Firmware Update 7.8.1, AirPort Base Station Firmware Update 7.9.1. 

Source-routed IPv4 packets may be unexpectedly accepted. 

2020-10-27 5 

CVE-

2019-

8580 

MISC 

MISC 

apple -- icloud 

Multiple memory corruption issues were addressed with improved memory handling. 

This issue is fixed in iOS 13, iCloud for Windows 7.14, iCloud for Windows 10.7, Safari 

13, tvOS 13, watchOS 6, iTunes 12.10.1 for Windows. Processing maliciously crafted 

web content may lead to arbitrary code execution. 

2020-10-27 6.8 

CVE-

2019-

8728 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud 

Multiple memory corruption issues were addressed with improved memory handling. 

This issue is fixed in iOS 13, iCloud for Windows 7.14, iCloud for Windows 10.7, Safari 

13, tvOS 13, watchOS 6, iTunes 12.10.1 for Windows. Processing maliciously crafted 

web content may lead to arbitrary code execution. 

2020-10-27 6.8 

CVE-

2019-

8734 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 
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apple -- icloud 

Multiple memory corruption issues were addressed with improved memory handling. 

This issue is fixed in Safari 13.0.1, iOS 13.1 and iPadOS 13.1, iCloud for Windows 10.7, 

iCloud for Windows 7.14, tvOS 13, watchOS 6, iTunes 12.10.1 for Windows. 

Processing maliciously crafted web content may lead to arbitrary code execution. 

2020-10-27 6.8 

CVE-

2019-

8751 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud 

Multiple memory corruption issues were addressed with improved memory handling. 

This issue is fixed in watchOS 5.2, iCloud for Windows 7.11, iOS 12.2, iTunes 12.9.4 

for Windows, Safari 12.1. Processing maliciously crafted web content may lead to 

arbitrary code execution. 

2020-10-27 6.8 

CVE-

2019-

8639 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud 

Multiple memory corruption issues were addressed with improved memory handling. 

This issue is fixed in watchOS 5.2, iCloud for Windows 7.11, iOS 12.2, iTunes 12.9.4 

for Windows, Safari 12.1. Processing maliciously crafted web content may lead to 

arbitrary code execution. 

2020-10-27 6.8 

CVE-

2019-

8638 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud 

The HTTP referrer header may be used to leak browsing history. The issue was 

resolved by downgrading all third party referrers to their origin. This issue is fixed in 

Safari 13.0.3, iTunes 12.10.2 for Windows, iCloud for Windows 10.9.2, tvOS 13.2, iOS 

13.2 and iPadOS 13.2, iCloud for Windows 7.15. Visiting a maliciously crafted website 

may reveal the sites a user has visited. 

2020-10-27 4.3 

CVE-

2019-

8827 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud 

Multiple memory corruption issues were addressed with improved memory handling. 

This issue is fixed in Safari 13.0.1, iOS 13.1 and iPadOS 13.1, iCloud for Windows 10.7, 

iCloud for Windows 7.14, tvOS 13, watchOS 6, iTunes 12.10.1 for Windows. 

Processing maliciously crafted web content may lead to arbitrary code execution. 

2020-10-27 6.8 

CVE-

2019-

8752 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud 

Multiple memory corruption issues were addressed with improved memory handling. 

This issue is fixed in Safari 13.0.1, iOS 13.1 and iPadOS 13.1, iCloud for Windows 10.7, 

iCloud for Windows 7.14, tvOS 13, watchOS 6, iTunes 12.10.1 for Windows. 

Processing maliciously crafted web content may lead to arbitrary code execution. 

2020-10-27 6.8 

CVE-

2019-

8773 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 
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apple -- icloud 

This issue was addressed with improved checks. This issue is fixed in tvOS 13.3, 

watchOS 6.1.1, iCloud for Windows 10.9, macOS Catalina 10.15.2, Security Update 

2019-002 Mojave, and Security Update 2019-007 High Sierra, iOS 13.3 and iPadOS 

13.3, iTunes 12.10.3 for Windows, iCloud for Windows 7.16. An application may be 

able to gain elevated privileges. 

2020-10-27 6.8 

CVE-

2019-

8848 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud 

A validation issue was addressed with improved logic. This issue is fixed in Safari 

13.0.1, iOS 13.1 and iPadOS 13.1, iCloud for Windows 10.7, tvOS 13, iCloud for 

Windows 7.14, iTunes 12.10.1 for Windows. Processing maliciously crafted web 

content may lead to universal cross site scripting. 

2020-10-27 4.3 

CVE-

2019-

8762 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud 

A memory corruption issue was addressed with improved state management. This 

issue is fixed in macOS Catalina 10.15, iOS 13, iCloud for Windows 10.7, macOS 

Catalina 10.15.1, Security Update 2019-001, and Security Update 2019-006, iCloud 

for Windows 7.14, iTunes 12.10.1 for Windows. Processing maliciously crafted web 

content may lead to arbitrary code execution. 

2020-10-27 6.8 

CVE-

2019-

8825 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud 

A configuration issue was addressed with additional restrictions. This issue is fixed in 

tvOS 13.3, watchOS 6.1.1, iCloud for Windows 10.9, macOS Catalina 10.15.2, Security 

Update 2019-002 Mojave, and Security Update 2019-007 High Sierra, iOS 13.3 and 

iPadOS 13.3, iTunes 12.10.3 for Windows, iCloud for Windows 7.16. An attacker in a 

privileged network position may be able to bypass HSTS for a limited number of 

specific top-level domains previously not in the HSTS preload list. 

2020-10-27 4 

CVE-

2019-

8834 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud 

An out-of-bounds read was addressed with improved bounds checking. This issue is 

fixed in iCloud for Windows 7.12, tvOS 12.3, iTunes 12.9.5 for Windows, macOS 

Mojave 10.14.5, Security Update 2019-003 High Sierra, Security Update 2019-003 

Sierra, iOS 12.3. Processing a maliciously crafted font may result in the disclosure of 

process memory. 

2020-10-27 4.3 

CVE-

2019-

8582 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- icloud 

A memory consumption issue was addressed with improved memory handling. This 

issue is fixed in iCloud for Windows 7.7, watchOS 5, Safari 12, iOS 12, iTunes 12.9 for 

Windows, tvOS 12. Unexpected interaction causes an ASSERT failure. 

2020-10-27 5 

CVE-

2018-

4474  

apple -- icloud 

A logic issue was addressed with improved state management. This issue is fixed in 

iOS 12.1.3, iCloud for Windows 7.10, iTunes 12.9.3 for Windows, Safari 12.0.3, tvOS 

12.1.2. Processing maliciously crafted web content may disclose sensitive user 

information. 

2020-10-27 4.3 

CVE-

2019-

8570  
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apple -- ipad_os 

A resource exhaustion issue was addressed with improved input validation. This issue 

is fixed in iOS 13.1 and iPadOS 13.1, macOS Catalina 10.15. Parsing a maliciously 

crafted iBooks file may lead to a persistent denial-of-service. 

2020-10-27 4.3 

CVE-

2019-

8774 

  

apple -- ipad_os 

A memory corruption issue was addressed with improved state management. This 

issue is fixed in macOS Catalina 10.15, iOS 13.1 and iPadOS 13.1, tvOS 13, macOS 

Catalina 10.15.1, Security Update 2019-001, and Security Update 2019-006, watchOS 

6. Processing a maliciously crafted audio file may lead to arbitrary code execution. 

2020-10-27 6.8 

CVE-

2019-

8706  

apple -- ipados 

An out-of-bounds read was addressed with improved input validation. This issue is 

fixed in macOS Catalina 10.15, iOS 13.1 and iPadOS 13.1, tvOS 13, macOS Catalina 

10.15.1, Security Update 2019-001, and Security Update 2019-006, watchOS 6. 

Processing a maliciously crafted audio file may disclose restricted memory. 

2020-10-27 4.3 

CVE-

2019-

8850  

apple -- ipados 

A logic issue was addressed with improved validation. This issue is fixed in macOS 

Catalina 10.15.1, Security Update 2019-001, and Security Update 2019-006, iOS 

12.4.3, watchOS 6.1, iOS 13.2 and iPadOS 13.2. AirDrop transfers may be 

unexpectedly accepted while in Everyone mode. 

2020-10-27 4.3 

CVE-

2019-

8796  

apple -- ipados 

An API issue existed in the handling of outgoing phone calls initiated with Siri. This 

issue was addressed with improved state handling. This issue is fixed in iOS 13.3 and 

iPadOS 13.3, watchOS 6.1.1, macOS Catalina 10.15.2, Security Update 2019-002 

Mojave, and Security Update 2019-007 High Sierra. Calls made using Siri may be 

initiated using the wrong cellular plan on devices with two active plans. 

2020-10-27 4.3 

CVE-

2019-

8856 

 

  

apple -- ipados 

This issue was addressed by verifying host keys when connecting to a previously-

known SSH server. This issue is fixed in iOS 13.1 and iPadOS 13.1. An attacker in a 

privileged network position may be able to intercept SSH traffic from the “Run script 

over SSH” action. 

2020-10-27 4 

CVE-

2019-

8901  

apple -- iphone_os 

This issue was addressed with improved checks. This issue is fixed in macOS Catalina 

10.15, watchOS 6, iOS 13, tvOS 13. Processing maliciously crafted web content may 

lead to a cross site scripting attack. 

2020-10-27 4.3 

CVE-

2019-

8753 

apple -- iphone_os 

A resource exhaustion issue was addressed with improved input validation. This issue 

is fixed in tvOS 12.1, iOS 12.1. Processing a maliciously crafted message may lead to a 

denial of service. 

2020-10-27 4.3 

CVE-

2018-

4381 

MISC 

MISC 

apple -- iphone_os 

A memory corruption issue was addressed with improved input validation. This issue 

is fixed in macOS Catalina 10.15, tvOS 12.3, watchOS 5.2.1, tvOS 13, macOS Catalina 

10.15.1, Security Update 2019-001, and Security Update 2019-006, macOS Mojave 

10.14.5, Security Update 2019-003 High Sierra, Security Update 2019-003 Sierra, iOS 

12.3, iOS 13. Playing a malicious audio file may lead to arbitrary code execution. 

2020-10-27 6.8 

CVE-

2019-

8592  

apple -- iphone_os 

A logic issue was addressed with improved state management. This issue is fixed in 

macOS Mojave 10.14.4, Security Update 2019-002 High Sierra, Security Update 2019-

002 Sierra, tvOS 12.3, watchOS 5.2.1, macOS Mojave 10.14.5, Security Update 2019-

003 High Sierra, Security Update 2019-003 Sierra, iOS 12.3. An attacker in a privileged 

network position can modify driver state. 

2020-10-27 4 

CVE-

2019-

8612  

apple -- iphone_os 

A memory corruption issue existed in the handling of IPv6 packets. This issue was 

addressed with improved memory management. This issue is fixed in macOS Catalina 

10.15, tvOS 13, macOS Catalina 10.15.1, Security Update 2019-001, and Security 

Update 2019-006, watchOS 6, iOS 13. A malicious application may be able to 

determine kernel memory layout. 

2020-10-27 4.3 

CVE-

2019-

8744  

apple -- iphone_os 

A denial of service issue was addressed with improved validation. This issue is fixed in 

iOS 12.4, tvOS 12.4, watchOS 5.3. Processing a maliciously crafted image may lead to 

a denial of service. 

2020-10-27 4.3 

CVE-

2019-

8668  
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apple -- iphone_os 

An input validation issue was addressed with improved input validation. This issue is 

fixed in iOS 12.3, watchOS 5.2.1. Processing a maliciously crafted message may lead 

to a denial of service. 

2020-10-27 4.3 

CVE-

2019-

8664 

MISC 

MISC 

apple -- iphone_os 

A user privacy issue was addressed by removing the broadcast MAC address. This 

issue is fixed in macOS Catalina 10.15, watchOS 6, iOS 13, tvOS 13. A device may be 

passively tracked by its Wi-Fi MAC address. 

2020-10-27 5 

CVE-

2019-

8854 

MISC 

MISC 

MISC 

MISC 

apple -- iphone_os 

A denial of service issue was addressed with improved validation. This issue is fixed in 

watchOS 5.2, macOS Mojave 10.14.4, Security Update 2019-002 High Sierra, Security 

Update 2019-002 Sierra, iOS 12.2. Processing a maliciously crafted vcf file may lead to 

a denial of service. 

2020-10-27 4.3 

CVE-

2019-

8538 

MISC 

MISC 

MISC 

apple -- iphone_os 

A permissions issue was addressed by removing vulnerable code and adding 

additional checks. This issue is fixed in watchOS 5.2, iOS 12.2. A malicious application 

may be able to access restricted files. 

2020-10-27 4.3 

CVE-

2019-

8532 

MISC 

MISC 

apple -- iphone_os 

An inconsistent user interface issue was addressed with improved state 

management. This issue is fixed in macOS High Sierra 10.13.1, Security Update 2017-

001 Sierra, and Security Update 2017-004 El Capitan, watchOS 4.3, iOS 12.1. 

Processing a maliciously crafted text message may lead to UI spoofing. 

2020-10-27 4.3 

CVE-

2018-

4391 

MISC 

MISC 

MISC 

apple -- iphone_os 

A logic issue was addressed with improved restrictions. This issue is fixed in watchOS 

5.2, macOS Mojave 10.14.4, Security Update 2019-002 High Sierra, Security Update 

2019-002 Sierra, iOS 12.2. A sandboxed process may be able to circumvent sandbox 

restrictions. 

2020-10-27 5 

CVE-

2019-

8618 

MISC 

MISC 

MISC 

apple -- iphone_os 

A logic issue was addressed with improved state management. This issue is fixed in 

macOS Mojave 10.14.5, Security Update 2019-003 High Sierra, Security Update 2019-

003 Sierra, iOS 12.3, tvOS 12.3. Users removed from an iMessage conversation may 

still be able to alter state. 

2020-10-27 5 

CVE-

2019-

8631 

MISC 

MISC 

MISC 

apple -- iphone_os 

A validation issue was addressed with improved input sanitization. This issue is fixed 

in macOS Mojave 10.14.5, Security Update 2019-003 High Sierra, Security Update 

2019-003 Sierra, iOS 12.3, tvOS 12.3, watchOS 5.3. An application may be able to 

read restricted memory. 

2020-10-27 5 

CVE-

2019-

8633 

MISC 

MISC 

MISC 

MISC 

apple -- iphone_os 

An inconsistent user interface issue was addressed with improved state 

management. This issue is fixed in macOS High Sierra 10.13.1, Security Update 2017-

001 Sierra, and Security Update 2017-004 El Capitan, watchOS 4.3, iOS 12.1. 

Processing a maliciously crafted text message may lead to UI spoofing. 

2020-10-27 4.3 

CVE-

2018-

4390 

MISC 

MISC 

MISC 
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apple -- itunes 

A logic issue was addressed with improved state management. This issue is fixed in 

Safari 12.0.2, iOS 12.1.1, tvOS 12.1.1, iTunes 12.9.2 for Windows. Processing 

maliciously crafted web content may disclose sensitive user information. 

2020-10-27 4.3 

CVE-

2018-

4444 

MISC 

MISC 

MISC 

MISC 

apple -- itunes 

An information disclosure issue existed in the handling of the Storage Access API. This 

issue was addressed with improved logic. This issue is fixed in iOS 13.3 and iPadOS 

13.3, tvOS 13.3, Safari 13.0.4, iTunes 12.10.3 for Windows. Visiting a maliciously 

crafted website may reveal sites a user has visited. 

2020-10-27 4.3 

CVE-

2019-

8898 

MISC 

MISC 

MISC 

MISC 

apple -- mac_os_x 

This issue was addressed by removing additional entitlements. This issue is fixed in 

macOS Mojave 10.14.1, Security Update 2018-002 High Sierra, Security Update 2018-

005 Sierra. A malicious application may be able to access restricted files. 

2020-10-27 4.3 

CVE-

2018-

4468 

MISC 

apple -- mac_os_x 

A memory corruption issue was addressed with improved state management. This 

issue is fixed in macOS Catalina 10.15. Processing maliciously crafted web content 

may lead to arbitrary code execution. 

2020-10-27 6.8 

CVE-

2019-

8826 

MISC 

apple -- mac_os_x 

An out-of-bounds read was addressed with improved input validation. This issue is 

fixed in macOS Catalina 10.15.7, Security Update 2020-005 High Sierra, Security 

Update 2020-005 Mojave. Processing a maliciously crafted image may lead to 

arbitrary code execution. 

2020-10-27 6.8 

CVE-

2020-

9961 

MISC 

apple -- mac_os_x 

A validation issue existed in the handling of symlinks. This issue was addressed with 

improved validation of symlinks. This issue is fixed in macOS Mojave 10.14.4, Security 

Update 2019-002 High Sierra, Security Update 2019-002 Sierra. Processing a 

maliciously crafted package may lead to arbitrary code execution. 

2020-10-27 6.8 

CVE-

2019-

6238 

MISC 

apple -- mac_os_x 

A logic issue was addressed with improved validation. This issue is fixed in macOS 

Mojave 10.14.4, Security Update 2019-002 High Sierra, Security Update 2019-002 

Sierra. An attacker in a privileged network position can modify driver state. 

2020-10-27 5 

CVE-

2019-

8564 

MISC 

apple -- mac_os_x 

A buffer overflow issue was addressed with improved memory handling. This issue is 

fixed in macOS Mojave 10.14.6, Security Update 2019-004 High Sierra, Security 

Update 2019-004 Sierra. An attacker in a privileged network position may be able to 

execute arbitrary code. 

2020-10-27 6.5 

CVE-

2019-

8696 

MISC 

apple -- mac_os_x 

This issue was addressed with improved checks. This issue is fixed in macOS Catalina 

10.15.1, Security Update 2019-001, and Security Update 2019-006, macOS Catalina 

10.15. Parsing a maliciously crafted text file may lead to disclosure of user 

information. 

2020-10-27 4.3 

CVE-

2019-

8761 

MISC 

MISC 

apple -- mac_os_x 

A cross-origin issue existed with "iframe" elements. This was addressed with 

improved tracking of security origins. This issue is fixed in macOS Catalina 10.15.1, 

Security Update 2019-001, and Security Update 2019-006. A malicious HTML 

document may be able to render iframes with sensitive user information. 

2020-10-27 4.3 

CVE-

2019-

8754 

MISC 

apple -- mac_os_x 

An access issue was addressed with improved access restrictions. This issue is fixed in 

macOS Catalina 10.15.3, Security Update 2020-001 Mojave, Security Update 2020-

001 High Sierra. A malicious application may be able to overwrite arbitrary files. 

2020-10-27 5.8 

CVE-

2020-

3855 

MISC 
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apple -- mac_os_x 

This issue was addressed by removing the vulnerable code. This issue is fixed in 

macOS Catalina 10.15.1, Security Update 2019-001, and Security Update 2019-006, 

macOS Catalina 10.15. A malicious application may be able to elevate privileges. 

2020-10-27 6.8 

CVE-

2019-

8509 

MISC 

MISC 

apple -- mac_os_x 

A buffer overflow issue was addressed with improved memory handling. This issue is 

fixed in macOS Mojave 10.14.6, Security Update 2019-004 High Sierra, Security 

Update 2019-004 Sierra. An attacker in a privileged network position may be able to 

execute arbitrary code. 

2020-10-27 6.5 

CVE-

2019-

8675 

MISC 

apple -- mac_os_x 

A memory corruption issue was addressed with improved state management. This 

issue is fixed in macOS Mojave 10.14.3, Security Update 2019-001 High Sierra, 

Security Update 2019-001 Sierra, macOS Mojave 10.14.2, Security Update 2018-003 

High Sierra, Security Update 2018-006 Sierra. A malicious application may be able to 

elevate privileges. 

2020-10-27 6.8 

CVE-

2018-

4467 

MISC 

MISC 

apple -- mac_os_x 

An out-of-bounds read was addressed with improved bounds checking. This issue is 

fixed in macOS Catalina 10.15.1, Security Update 2019-001, and Security Update 

2019-006, macOS Catalina 10.15. A local user may be able to cause unexpected 

system termination or read kernel memory. 

2020-10-27 6.6 

CVE-

2019-

8759 

MISC 

MISC 

apple -- mac_os_x 

This issue was addressed with improved checks This issue is fixed in macOS Catalina 

10.15.4, Security Update 2020-002 Mojave, Security Update 2020-002 High Sierra. An 

application may be able to trigger a sysdiagnose. 

2020-10-27 4.3 

CVE-

2020-

9786 

MISC 

apple -- mac_os_x 

An issue existed in the parsing of URLs. This issue was addressed with improved input 

validation. This issue is fixed in macOS Catalina 10.15.5, Security Update 2020-003 

Mojave, Security Update 2020-003 High Sierra. A malicious website may be able to 

exfiltrate autofilled data in Safari. 

2020-10-27 4.3 

CVE-

2020-

9857 

MISC 

apple -- mac_os_x 

An access issue was addressed with additional sandbox restrictions. This issue is fixed 

in macOS Catalina 10.15. A malicious application may be able to access restricted 

files. 

2020-10-27 4.3 

CVE-

2019-

8855 

MISC 

apple -- mac_os_x 

A validation issue was addressed with improved input sanitization. This issue is fixed 

in macOS Catalina 10.15.4, Security Update 2020-002 Mojave, Security Update 2020-

002 High Sierra, macOS Catalina 10.15.2, Security Update 2019-002 Mojave, and 

Security Update 2019-007 High Sierra. An application may be able to read restricted 

memory. 

2020-10-27 4.3 

CVE-

2019-

8853 

MISC 

MISC 

apple -- mac_os_x 

A buffer overflow was addressed with improved bounds checking. This issue is fixed 

in macOS Catalina 10.15.2, Security Update 2019-002 Mojave, and Security Update 

2019-007 High Sierra. An attacker in a privileged position may be able to perform a 

denial of service attack. 

2020-10-27 4.3 

CVE-

2019-

8839 

MISC 

apple -- mac_os_x 

An input validation issue was addressed with improved memory handling. This issue 

is fixed in macOS Mojave 10.14.4, Security Update 2019-002 High Sierra, Security 

Update 2019-002 Sierra. An application may be able to gain elevated privileges. 

2020-10-27 4.6 

CVE-

2019-

8579 

MISC 

apple -- mac_os_x 

An input validation issue was addressed with improved input validation. This issue is 

fixed in macOS Catalina 10.15.1, Security Update 2019-001, and Security Update 

2019-006, macOS Catalina 10.15. An attacker in a privileged network position may be 

able to leak sensitive user information. 

2020-10-27 4 

CVE-

2019-

8736 

MISC 

MISC 
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apple -- mac_os_x 

A denial of service issue was addressed with improved validation. This issue is fixed in 

macOS Catalina 10.15.1, Security Update 2019-001, and Security Update 2019-006, 

macOS Catalina 10.15. An attacker in a privileged position may be able to perform a 

denial of service attack. 

2020-10-27 4 

CVE-

2019-

8737 

MISC 

MISC 

apple -- mac_os_x 

This issue was addressed with improved checks. This issue is fixed in macOS Catalina 

10.15.7, Security Update 2020-005 High Sierra, Security Update 2020-005 Mojave. A 

remote attacker may be able to unexpectedly alter application state. 

2020-10-27 5 

CVE-

2020-

9941 

MISC 

apple -- mac_os_x 

An issue existed with Siri Suggestions access to encrypted data. The issue was fixed 

by limiting access to encrypted data. This issue is fixed in macOS Catalina 10.15.3, 

Security Update 2020-001 Mojave, Security Update 2020-001 High Sierra. Encrypted 

data may be inappropriately accessed. 

2020-10-27 5 

CVE-

2020-

9774 

MISC 

apple -- music 

This issue was addressed with improved checks to prevent unauthorized actions. This 

issue is fixed in Apple Music 3.4.0 for Android. A malicious application may be able to 

leak a user's credentials. 

2020-10-27 4.3 

CVE-

2020-

9982 

MISC 

apple -- safari 

A custom URL scheme handling issue was addressed with improved input validation. 

This issue is fixed in Safari 13.0.5. Processing a maliciously crafted URL may lead to 

arbitrary javascript code execution. 

2020-10-27 5.8 

CVE-

2020-

9860 

MISC 

apple -- safari 

This issue was addressed with improved iframe sandbox enforcement. This issue is 

fixed in Safari 13.0.1, iOS 13. Maliciously crafted web content may violate iframe 

sandboxing policy. 

2020-10-27 4.3 

CVE-

2019-

8771 

MISC 

MISC 

arubanetworks -- 

airwave_glass 

A remote escalation of privilege vulnerability was discovered in Aruba Airwave 

Software version(s): Prior to 1.3.2. 
2020-10-26 6.5 

CVE-

2020-

7125 

MISC 

arubanetworks -- 

airwave_glass 

A remote server-side request forgery (ssrf) vulnerability was discovered in Aruba 

Airwave Software version(s): Prior to 1.3.2. 
2020-10-26 5 

CVE-

2020-

7126 

MISC 

belkin -- 

linksys_wrt_160nl_

firmware 

** UNSUPPORTED WHEN ASSIGNED ** Belkin LINKSYS WRT160NL 

1.0.04.002_US_20130619 devices have a stack-based buffer overflow vulnerability 

because of sprintf in create_dir in mini_httpd. Successful exploitation leads to 

arbitrary code execution. NOTE: This vulnerability only affects products that are no 

longer supported by the maintainer. 

2020-10-23 6.5 

CVE-

2020-

26561 

MISC 

checkpoint -- 

zonealarm 

Check Point ZoneAlarm before version 15.8.139.18543 allows a local actor to escalate 

privileges while restoring files in Anti-Ransomware. 
2020-10-27 4.6 

CVE-

2020-

6023 

MISC 

fireeye -- 

email_malware_pr

otection_system 

eMPS prior to eMPS 9.0 FireEye EX 3500 devices allows remote authenticated users 

to conduct SQL injection attacks via the sort, sort_by, search{URL], or 

search[attachment] parameter to the email search feature. 

2020-10-26 4 

CVE-

2020-

25034 

MISC 
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fruitywifi_project -- 

fruitywifi 

A Cross-Site Request Forgery (CSRF) vulnerability is identified in FruityWifi through 

2.4. Due to a lack of CSRF protection in page_config_adv.php, an unauthenticated 

attacker can lure the victim to visit his website by social engineering or another 

attack vector. Due to this issue, an unauthenticated attacker can change the newSSID 

and hostapd_wpa_passphrase. 

2020-10-23 4.3 

CVE-

2020-

24847 

MISC 

getgophish -- 

gophish 
Gophish through 0.10.1 does not invalidate the gophish cookie upon logout. 2020-10-28 5 

CVE-

2020-

24713 

MISC 

getgophish -- 

gophish 
Gophish before 0.11.0 allows SSRF attacks. 2020-10-28 5 

CVE-

2020-

24710 

MISC 

MISC 

MISC 

getgophish -- 

gophish 

The Reset button on the Account Settings page in Gophish before 0.11.0 allows 

attackers to cause a denial of service via a clickjacking attack 
2020-10-28 4.3 

CVE-

2020-

24711 

MISC 

MISC 

MISC 

git-tag-annotation-

action_project -- 

git-tag-annotation-

action 

In the git-tag-annotation-action (open source GitHub Action) before version 1.0.1, an 

attacker can execute arbitrary (*) shell commands if they can control the value of 

[the `tag` input] or manage to alter the value of [the `GITHUB_REF` environment 

variable]. The problem has been patched in version 1.0.1. If you don't use the `tag` 

input you are most likely safe. The `GITHUB_REF` environment variable is protected 

by the GitHub Actions environment so attacks from there should be impossible. If 

you must use the `tag` input and cannot upgrade to `> 1.0.0` make sure that the 

value is not controlled by another Action. 

2020-10-26 6.5 

CVE-

2020-

15272 

MISC 

MISC 

CONFIRM 

grafana -- grafana 
Grafana before 7.1.0-beta 1 allows XSS via a query alias for the ElasticSearch 

datasource. 
2020-10-28 4.3 

CVE-

2020-

24303 

MISC 

MISC 

hp -- bluedata_epic 

The HPE BlueData EPIC Software Platform version 4.0 and HPE Ezmeral Container 

Platform 5.0 use an insecure method of handling sensitive Kerberos passwords that is 

susceptible to unauthorized interception and/or retrieval. Specifically, they display 

the kdc_admin_password in the source file of the url "/bdswebui/assignusers/". 

2020-10-26 4 

CVE-

2020-

7196 

MISC 

ibm -- i2_ibase 

IBM i2 iBase 8.9.13 could allow a remote attacker to obtain sensitive information 

when a detailed technical error message is returned in the browser. This information 

could be used in further attacks against the system. IBM X-Force ID: 184574. 

2020-10-30 5 

CVE-

2020-

4584 

XF 

CONFIRM 

ibm -- i2_ibase 

IBM i2 iBase 8.9.13 could allow an attacker to upload arbitrary executable files which, 

when executed by an unsuspecting victim could result in code execution. IBM X-Force 

ID: 184579. 

2020-10-30 6.8 

CVE-

2020-

4588 

XF 

CONFIRM 

ibm -- 

security_directory_

server 

IBM Security Directory Server 6.4.0 does not set the secure attribute on authorization 

tokens or session cookies. Attackers may be able to get the cookie values by sending 

a http:// link to a user or by planting this link in a site the user goes to. The cookie will 

be sent to the insecure link and the attacker can then obtain the cookie value by 

snooping the traffic. IBM X-Force ID: 166624. 

2020-10-29 5 

CVE-

2019-

4563 

XF 

CONFIRM 
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ibm -- 

security_directory_

server 

IBM Security Directory Server 6.4.0 generates an error message that includes 

sensitive information about its environment, users, or associated data. IBM X-Force 

ID: 165949. 

2020-10-29 5 

CVE-

2019-

4547 

XF 

CONFIRM 

ibm -- 

sterling_connect\ 

IBM Sterling Connect Direct for Microsoft Windows 4.7, 4.8, 6.0, and 6.1 could allow 

a remote attacker to cause a denial of service, caused by a buffer over-read. 

Bysending a specially crafted request, the attacker could cause the application to 

crash. IBM X-Force ID: 188906. 

2020-10-28 5 

CVE-

2020-

4767 

XF 

CONFIRM 

ibm -- 

websphere_applica

tion_server 

IBM WebSphere Application Server 7.0, 8.0, 8.5, and 9.0 could allow a remote 

attacker to traverse directories on the system. An attacker could send a specially-

crafted URL request containing "dot dot" sequences (/../) to view arbitrary files on 

the system. 

2020-10-28 4 

CVE-

2020-

4782 

XF 

CONFIRM 

iobit -- 

malware_fighter 

An issue exits in IOBit Malware Fighter version 8.0.2.547. Local escalation of 

privileges is possible by dropping a malicious DLL file into the WindowsApps folder. 
2020-10-27 6.9 

CVE-

2020-

23864 

MISC 

konzept-ix -- 

publixone 

konzept-ix publiXone before 2020.015 allows attackers to download files by iterating 

over the IXCopy fileID parameter. 
2020-10-27 5 

CVE-

2020-

27180 

MISC 

MISC 

konzept-ix -- 

publixone 

A hardcoded AES key in CipherUtils.java in the Java applet of konzept-ix publiXone 

before 2020.015 allows attackers to craft password-reset tokens or decrypt server-

side configuration files. 

2020-10-27 6.4 

CVE-

2020-

27181 

MISC 

MISC 

konzept-ix -- 

publixone 

Multiple cross-site scripting (XSS) vulnerabilities in konzept-ix publiXone before 

2020.015 allow remote attackers to inject arbitrary JavaScript or HTML via 

appletError.jsp, job_jacket_detail.jsp, ixedit/editor_component.jsp, or the login form. 

2020-10-27 4.3 

CVE-

2020-

27182 

MISC 

MISC 

motion_project -- 

motion 

A Denial of Service condition in Motion-Project Motion 3.2 through 4.3.1 allows 

remote unauthenticated users to cause a webu.c segmentation fault and kill the main 

process via a crafted HTTP request. 

2020-10-26 5 

CVE-

2020-

26566 

MISC 

MISC 

MISC 

neopost -- 

neopost_mail_acco

unting 

NeoPost Mail Accounting Software Pro 5.0.6 allows 

php/Commun/FUS_SCM_BlockStart.php?code= XSS. 
2020-10-28 4.3 

CVE-

2020-

27974 

MISC 

netapp -- 

clustered_data_ont

ap 

Clustered Data ONTAP versions 9.7 through 9.7P7 are susceptible to a vulnerability 

which allows an attacker with access to an intercluster LIF to cause a Denial of 

Service (DoS). 

2020-10-27 5 

CVE-

2020-

8579 

MISC 
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npmjs -- npm-user-

validate 

This affects the package npm-user-validate before 1.0.1. The regex that validates user 

emails took exponentially longer to process long input strings beginning with @ 

characters. 

2020-10-27 5 

CVE-

2020-

7754 

CONFIRM 

CONFIRM 

CONFIRM 

CONFIRM 

nvidia -- 

geforce_experienc

e 

NVIDIA GeForce Experience, all versions prior to 3.20.5.70, contains a vulnerability in 

NVIDIA Web Helper NodeJS Web Server in which an uncontrolled search path is used 

to load a node module, which may lead to code execution, denial of service, 

escalation of privileges, and information disclosure. 

2020-10-23 4.4 

CVE-

2020-

5977 

CONFIRM 

nvidia -- 

geforce_experienc

e 

NVIDIA GeForce Experience, all versions prior to 3.20.5.70, contains a vulnerability in 

the ShadowPlay component which may lead to local privilege escalation, code 

execution, denial of service or information disclosure. 

2020-10-23 4.6 

CVE-

2020-

5990 

CONFIRM 

nvidia -- 

geforce_experienc

e 

NVIDIA GeForce Experience, all versions prior to 3.20.5.70, contains a vulnerability in 

its services in which a folder is created by nvcontainer.exe under normal user login 

with LOCAL_SYSTEM privileges which may lead to a denial of service or escalation of 

privileges. 

2020-10-23 4.6 

CVE-

2020-

5978 

CONFIRM 

octopus -- 

octopus_deploy 

In Octopus Deploy through 2020.4.2, an attacker could redirect users to an external 

site via a modified HTTP Host header. 
2020-10-26 5.8 

CVE-

2020-

26161 

MISC 

MISC 

open-xchange -- 

open-

xchange_appsuite 

OX App Suite through 7.10.3 allows SSRF via the the /ajax/messaging/message 

message API. 
2020-10-23 4 

CVE-

2020-

15002 

CONFIRM 

MISC 

open-xchange -- 

open-

xchange_appsuite 

OX App Suite through 7.10.3 allows Information Exposure because a user can obtain 

the IP address and User-Agent string of a different user (via the session API during 

shared Drive access). 

2020-10-23 4 

CVE-

2020-

15003 

CONFIRM 

MISC 

oscommerce -- 

oscommerce 
osCommerce Phoenix CE before 1.0.5.4 allows admin/define_language.php CSRF. 2020-10-28 6.8 

CVE-

2020-

27975 

MISC 

pulsesecure -- 

pulse_secure_desk

top_client 

A vulnerability in the Pulse Connect Secure < 9.1R9 admin web interface could allow 

an authenticated attacker to perform an arbitrary code execution using uncontrolled 

gzip extraction. 

2020-10-28 6.5 

CVE-

2020-

8260 

MISC 

pulsesecure -- 

pulse_secure_desk

top_client 

A vulnerability in the Pulse Secure Desktop Client (Linux) < 9.1R9 could allow local 

attackers to escalate privilege. 
2020-10-28 4.6 

CVE-

2020-

8250 

MISC 

pulsesecure -- 

pulse_secure_desk

top_client 

A vulnerability in the Pulse Secure Desktop Client (Linux) < 9.1R9 could allow local 

attackers to escalate privilege. 
2020-10-28 4.6 

CVE-

2020-

8248 

MISC 
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pulsesecure -- 

pulse_secure_desk

top_client 

A vulnerability in the Pulse Connect Secure < 9.1R9 admin web interface could allow 

an authenticated attacker to perform an arbitrary file reading vulnerability is fixed 

using encrypted URL blacklisting that prevents these messages. 

2020-10-28 4 

CVE-

2020-

8255 

MISC 

sonicwall -- 

global_vpn_client 

SonicWall Global VPN client version 4.10.4.0314 and earlier have an insecure library 

loading (DLL hijacking) vulnerability. Successful exploitation could lead to remote 

code execution in the target system. 

2020-10-28 6.9 

CVE-

2020-

5145 

CONFIRM 

systeminformation 

-- 

systeminformation 

This affects the package systeminformation before 4.27.11. This package is 

vulnerable to Command Injection. The attacker can concatenate curl's parameters to 

overwrite Javascript files and then execute any OS commands. 

2020-10-26 6.5 

CVE-

2020-

7752 

CONFIRM 

CONFIRM 

CONFIRM 

thembay -- 

greenmart 

The search functionality of the Greenmart theme 2.4.2 for WordPress is vulnerable to 

XSS. 
2020-10-27 4.3 

CVE-

2020-

16140 

MISC 

trim_project -- trim 
All versions of package trim are vulnerable to Regular Expression Denial of Service 

(ReDoS) via trim(). 
2020-10-27 5 

CVE-

2020-

7753 

MISC 

MISC 

MISC 

MISC 

verifone -- 

mx900_firmware 

Verifone MX900 series Pinpad Payment Terminals with OS 30251000 have a race 

condition for RBAC bypass. 
2020-10-23 4.4 

CVE-

2019-

14711 

MISC 

verifone -- 

mx900_firmware 

Verifone MX900 series Pinpad Payment Terminals with OS 30251000 allow multiple 

arbitrary command injections, as demonstrated by the file manager. 
2020-10-23 4.6 

CVE-

2019-

14719 

MISC 

verifone -- 

mx900_firmware 

Verifone MX900 series Pinpad Payment Terminals with OS 30251000 have Insecure 

Permissions, with resultant svc_netcontrol arbitrary command injection and privilege 

escalation. 

2020-10-23 4.6 

CVE-

2019-

14718 

MISC 

verifone -- 

p400_firmware 

Verifone Pinpad Payment Terminals allow undocumented physical access to the 

system via an SBI bootloader memory write operation. 
2020-10-23 4.6 

CVE-

2019-

14715 

MISC 

verifone -- verix_os 
Verifone VerixV Pinpad Payment Terminals with QT000530 have an undocumented 

physical access mode (aka VerixV shell.out). 
2020-10-23 4.6 

CVE-

2019-

14716 

MISC 

verifone -- verix_os 
Verifone VerixV Pinpad Payment Terminals with QT000530 allow bypass of integrity 

and origin control for S1G file generation. 
2020-10-23 4.6 

CVE-

2019-

14712 

MISC 

https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-8255&vector=AV:N/AC:L/Au:S/C:P/I:N/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-8255
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-8255
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-8255
https://kb.pulsesecure.net/articles/Pulse_Security_Advisories/SA44601
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-5145&vector=AV:L/AC:M/Au:N/C:C/I:C/A:C
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-5145
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-5145
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-5145
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2020-0021
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-7752&vector=AV:N/AC:L/Au:S/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-7752
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-7752
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-7752
https://github.com/sebhildebrandt/systeminformation/blob/master/lib/internet.js
https://github.com/sebhildebrandt/systeminformation/commit/931fecaec2c1a7dcc10457bb8cd552d08089da61
https://snyk.io/vuln/SNYK-JS-SYSTEMINFORMATION-1021909
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-16140&vector=AV:N/AC:M/Au:N/C:N/I:P/A:N
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-16140
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-16140
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-16140
https://cybersecurityworks.com/zerodays/cve-2020-16140-thembay.html
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2020-7753&vector=AV:N/AC:L/Au:N/C:N/I:N/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-7753
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-7753
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-7753
https://github.com/component/trim/blob/master/index.js
https://github.com/component/trim/blob/master/index.js%23L6
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-1022132
https://snyk.io/vuln/SNYK-JS-TRIM-1017038
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-14711&vector=AV:L/AC:M/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14711
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14711
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14711
https://www.ptsecurity.com/ww-en/analytics/threatscape/pt-2020-20/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-14719&vector=AV:L/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14719
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14719
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14719
https://www.ptsecurity.com/ww-en/analytics/threatscape/pt-2020-23/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-14718&vector=AV:L/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14718
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14718
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14718
https://www.ptsecurity.com/ww-en/analytics/threatscape/pt-2020-22/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-14715&vector=AV:L/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14715
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14715
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14715
https://www.ptsecurity.com/ww-en/analytics/threatscape/pt-2020-28/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-14716&vector=AV:L/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14716
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14716
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14716
https://www.ptsecurity.com/ww-en/analytics/threatscape/pt-2020-27/
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2019-14712&vector=AV:L/AC:L/Au:N/C:P/I:P/A:P
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14712
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14712
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-14712
https://www.ptsecurity.com/ww-en/analytics/threatscape/pt-2020-24/


 
 

verifone -- verix_os 
Verifone Verix OS on VerixV Pinpad Payment Terminals with QT000530 have a Buffer 

Overflow via the Run system call. 
2020-10-23 4.6 

CVE-

2019-

14717 

MISC 

victor_cms_project 

-- victor_cms 

A SQL injection vulnerability exists in Victor CMS V1.0 in the cat_id parameter of the 

category.php file. This parameter can be used by sqlmap to obtain data information 

in the database. 

2020-10-27 5 

CVE-

2020-

23945 

MISC 

vmware -- 

horizon_client 

VMware Horizon Client for Windows (5.x prior to 5.5.0) contains an information 

disclosure vulnerability. A malicious attacker with local privileges on the machine 

where Horizon Client for Windows is installed may be able to retrieve hashed 

credentials if the client crashes. 

2020-10-23 4 

CVE-

2020-

3998 

MISC 
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LOW Vulnerabilities 

Primary 

Vendor -- Product 
Description Published 

CVSS 

Score 

Source & 

Patch Info 

apple -- ipados 

A trust issue was addressed by removing a legacy API. This issue is fixed in iOS 

14.0 and iPadOS 14.0, tvOS 14.0. An attacker may be able to misuse a trust 

relationship to download malicious content. 

2020-10-27 2.1 

CVE-2020-

9979 

MISC 

MISC 

apple -- ipados 

This issue was resolved by replacing device names with a random identifier. 

This issue is fixed in iOS 13.1 and iPadOS 13.1, macOS Catalina 10.15, watchOS 

6, tvOS 13. An attacker in physical proximity may be able to passively observe 

device names in AWDL communications. 

2020-10-27 2.1 

CVE-2019-

8799 

MISC 

MISC 

MISC 

MISC 

apple -- ipados 

A validation issue was addressed with improved logic. This issue is fixed in 

macOS Catalina 10.15, iOS 13.1 and iPadOS 13.1, tvOS 13, watchOS 6, iOS 13. A 

local app may be able to read a persistent account identifier. 

2020-10-27 2.1 

CVE-2019-

8809 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- iphone_os 

A lock screen issue allowed access to the share function on a locked device. 

This issue was addressed by restricting options offered on a locked device. This 

issue is fixed in iOS 12.1.1. A local attacker may be able to share items from the 

lock screen. 

2020-10-27 3.6 

CVE-2018-

4428 

MISC 

apple -- iphone_os 
This issue was addressed with a new entitlement. This issue is fixed in iOS 12.1. 

A local user may be able to read a persistent device identifier. 
2020-10-27 2.1 

CVE-2018-

4339 

MISC 

apple -- iphone_os 
The issue was addressed with improved data deletion. This issue is fixed in iOS 

13. Deleted calls remained visible on the device. 
2020-10-27 2.1 

CVE-2019-

8732 

MISC 

apple -- iphone_os 

A logic issue was addressed with improved restrictions. This issue is fixed in 

macOS Catalina 10.15.1, Security Update 2019-001, and Security Update 2019-

006, macOS Catalina 10.15, iOS 13. A local user may be able to check for the 

existence of arbitrary files. 

2020-10-27 2.1 

CVE-2019-

8708 

MISC 

MISC 

MISC 

apple -- iphone_os 

A memory initialization issue was addressed with improved memory handling. 

This issue is fixed in macOS Mojave 10.14.4, Security Update 2019-002 High 

Sierra, Security Update 2019-002 Sierra, iOS 12.1.1, watchOS 5.1.2, macOS 

Mojave 10.14.2, Security Update 2018-003 High Sierra, Security Update 2018-

006 Sierra, tvOS 12.1.1. A local user may be able to read kernel memory. 

2020-10-27 2.1 

CVE-2018-

4448 

MISC 

MISC 

MISC 

MISC 

MISC 

apple -- iphone_os 

A configuration issue was addressed with additional restrictions. This issue is 

fixed in macOS Mojave 10.14.4, Security Update 2019-002 High Sierra, Security 

Update 2019-002 Sierra, watchOS 5, iOS 12, tvOS 12, macOS Mojave 10.14. A 

malicious application may be able to modify protected parts of the file system. 

2020-10-27 2.1 

CVE-2018-

4433 

MISC 

MISC 

MISC 

MISC 

MISC 
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apple -- mac_os_x 

A lock screen issue allowed access to contacts on a locked device. This issue 

was addressed with improved state management. This issue is fixed in macOS 

Mojave 10.14.4, Security Update 2019-002 High Sierra, Security Update 2019-

002 Sierra. A local attacker may be able to view contacts from the lock screen. 

2020-10-27 2.1 

CVE-2019-

8777 

MISC 

apple -- mac_os_x 

A buffer overflow was addressed with improved bounds checking. This issue is 

fixed in macOS Catalina 10.15.2, Security Update 2019-002 Mojave, and 

Security Update 2019-007 High Sierra. In certain configurations, a remote 

attacker may be able to submit arbitrary print jobs. 

2020-10-27 2.6 

CVE-2019-

8842 

MISC 

checkpoint -- 

zonealarm 

Check Point ZoneAlarm before version 15.8.139.18543 allows a local actor to 

delete arbitrary files while restoring files in Anti-Ransomware. 
2020-10-27 3.6 

CVE-2020-

6022 

MISC 

comtrend -- ar-

5387un_firmware 

A cross-site scripting (XSS) vulnerability on Comtrend AR-5387un devices with 

A731-410JAZ-C04_R02.A2pD035g.d23i firmware allows remote attackers to 

inject arbitrary web script or HTML via the Service Description parameter while 

creating a WAN service. 

2020-10-23 3.5 

CVE-2018-

8062 

MISC 

getgophish -- gophish 
Cross Site Scripting (XSS) vulnerability in Gophish before 0.11.0 via the Host 

field on the send profile form. 
2020-10-28 3.5 

CVE-2020-

24708 

MISC 

MISC 

getgophish -- gophish 
Cross Site Scripting (XSS) vulnerability in Gophish before 0.11.0 via the IMAP 

Host field on the account settings page. 
2020-10-28 3.5 

CVE-2020-

24712 

MISC 

MISC 

MISC 

getgophish -- gophish 
Cross Site Scripting (XSS) vulnerability in Gophish through 0.10.1 via a crafted 

landing page or email template. 
2020-10-28 3.5 

CVE-2020-

24709 

MISC 

ibm -- 

resilient_security_or

chestration_automat

ion_and_response 

IBM Resilient SOAR V38.0 could allow an attacker on the internal net work to 

provide the server with a spoofed source IP address. IBM X-Force ID: 190567. 
2020-10-29 3.3 

CVE-2020-

4864 

XF 

CONFIRM 

open-xchange -- 

open-

xchange_appsuite 

OX App Suite through 7.10.3 allows stats/diagnostic?param= XSS. 2020-10-23 3.5 

CVE-2020-

15004 

MISC 

MISC 

openr -- 

opentmpfiles 

opentmpfiles through 0.3.1 allows local users to take ownership of arbitrary 

files because d entries are mishandled and allow a symlink attack. 
2020-10-26 2.1 

CVE-2017-

18925 

MISC 

pulsesecure -- 

pulse_secure_deskto

p 

Pulse Secure Desktop Client 9.0Rx before 9.0R5 and 9.1Rx before 9.1R4 on 

Windows reveals users' passwords if Save Settings is enabled. 
2020-10-27 1.9 

CVE-2020-

8956 

MISC 

pulsesecure -- 

pulse_secure_deskto

p_client 

A vulnerability in the authenticated user web interface of Pulse Connect Secure 

< 9.1R9 could allow attackers to conduct Cross-Site Scripting (XSS) through the 

CGI file. 

2020-10-28 3.5 

CVE-2020-

8263 

MISC 

requarks -- wiki.js 

In Wiki.js before version 2.5.162, an XSS payload can be injected in a page title 

and executed via the search results. While the title is properly escaped in both 

the navigation links and the actual page title, it is not the case in the search 

results. Commit a57d9af34c15adbf460dde6553d964efddf433de fixes this 

2020-10-26 3.5 

CVE-2020-

15274 

MISC 

MISC 

CONFIRM 
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vulnerability (version 2.5.162) by properly escaping the text content displayed 

in the search results. 

verifone -- 

mx900_firmware 

Verifone MX900 series Pinpad Payment Terminals with OS 30251000 allow 

installation of unsigned packages. 
2020-10-23 2.1 

CVE-2019-

14713 

MISC 

vmware -- horizon 

VMware Horizon Server (7.x prior to 7.10.3 or 7.13.0) contains a Cross Site 

Scripting (XSS) vulnerability. Successful exploitation of this issue may allow an 

attacker to inject malicious script which will be executed. 

2020-10-23 3.5 

CVE-2020-

3997 

MISC 

yourls -- yourls 

Multiple Stored Cross Site Scripting (XSS) vulnerabilities exist in the YOURLS 

Admin Panel, Versions 1.5 - 1.7.10. An authenticated user must modify a PHP 

plugin with a malicious payload and upload it, resulting in multiple stored XSS 

issues. 

2020-10-23 3.5 

CVE-2020-

27388 

MISC 

MISC 

MISC 

zte -- evdc 

A ZTE product is impacted by an XSS vulnerability. The vulnerability is caused by 

the lack of correct verification of client data in the WEB module. By inserting 

malicious scripts into the web module, a remote attacker could trigger an XSS 

attack when the user browses the web page. Then the attacker could use the 

vulnerability to steal user cookies or destroy the page structure. This affects: 

eVDC ZXCLOUD-iROSV6.03.04 

2020-10-26 3.5 

CVE-2020-

6876 

MISC 
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